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FOREWORD

The Office of Law Enforcement Standards (OLES) of the Nationd Ingtitute of Standards and
Technology (NIST) furnishes technica support to the Nationd Ingtitute of Justice (NIJ) program to
strengthen law enforcement and crimind judtice in the United States. OLES s function isto conduct
research that will assst law enforcement and crimind justice agenciesin the selection and procurement
of quality equipment.

OLESis (1) subjecting exigting equipment to laboratory testing and evauation, and (2) conducting
research leading to the development of severa series of documents, including nationa standards, user
guides, and technical reports.

This document covers research conducted by OLES under the sponsorship of the Nationa Ingtitute of
Jugtice. Additiond reports aswell as other documents are being issued under the OLES program in the
aress of protective clothing and equipment, communications systems, emergency equipmernt,
investigative ads, security systems, vehicles, weagpons, and andytical techniques and standard reference
materids used by the forensc community.

Technicd comments and suggestions concerning this guide are invited from dl interested parties. They
may be addressed to the Director, Office of Law Enforcement Standards, Nationa Indtitute of
Standards and Technology, Gaithersburg, MD 20899-8102.

Dr. David G. Boyd, Director

Office of Science and Technology
Nationa Inditute of Justice






BACKGROUND

The Office of Law Enforcement Standards
(OLES) was established by the National
Ingtitute of Justice (N1J) to provide focus on two
magjor objectives. (1) to find existing equipment
that can be purchased today, and (2) to develop
new law-enforcement equipment that can be
made available as soon as possible. A part of
OLES s mission is to become thoroughly familiar
with existing equipment, to evaluate its
performance by means of objective laboratory
tests, to develop and improve these methods of
test, to develop performance standards for
selected equipment items, and to prepare
guiddinesfor the

terms directly related to the equipment’s use.
The basic purposes of a standard are (1) to bea
reference in procurement documents created by
purchasing officers who wish to specify
equipment of the “standard” quality, and (2) to
identify objectively equipment of acceptable
performance.

Note that a standard is not intended to inform
and guide the reader; that is the function of a
“guiddline.” Guiddines are written in non-
technical language and are addressed to the
potential user of the equipment. They include a
genera discussion of

selection and use of

the equipment, its

thisequipment. All of A standard is not intended to inform  important
Lhe; éagt'tV't'%dare and guide thereader; that isthe gtetffginma”tf;‘]e _

ir owar . . . ributes, the various
providing law function of a gul deline models currently on
enforcement the market, objective
agencies with test datawhere

assistance in making good equipment selections
and acquisitions in accordance with their own
requirements.

Asthe OLES program has matured, there has
been a gradua shift in the objectives of the
OLES projects. Theinitid emphasis on the
development of standards has decreased, and
the emphasis on the development of guidelines
has increased. For the significance of this shift in
emphasis to be appreciated, the precise
definitions of the words “ standard” and
“guiddine” as used in this context must be
clearly understood.

A “standard” for a particular item of equipment
is understood to be aforma document, in a
conventional format, that details the
performance that the equipment is required to
give, and describes test methods by which its
actual performance can be measured. These
requirements are technical, and are stated in

available, and any other information that might
help the reader make a rationa selection among
the various options or adternatives available to
him or her.

This guide is provided to describe to the reader
the technology used in hand-held and walk-
through metal detectors that is pertinent for use
in weapon and contraband detection.

Kathleen Higgins
National Institute of Standards and
Technology
February 2001
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1. INTRODUCTION

A concealed weapon and contraband imaging and detection system (CWCIDS) isan
instrument, a device, or equipment designed to find items consider ed to be weapons or
contraband.! A wegpon is any object that can do harm to another individua or group of individuals.
This definition not only includes objects typicaly thought of as wegpons, such as knives and firearms,
but also explosives, chemicds, etc. Contraband itemsinclude illegd drugs and any other item that is
controlled or forbidden by a particular law enforcement or corrections agency. Consequently,
contraband may include tobacco, any metallic object that can be used to defeat security condraints,
drug paraphernalia, etc.

There are avariety of different technologies elther being used or developed for CWCIDS applications,
such as x-ray imaging, microwave holography, acoustic detection, etc. These CWCIDSs may be
utilized in avariety of formsincuding the following: hand-held dose-proximity scanning; Stationary-
positioned, walk-by scanning; hand-held, stland-off scanning; etc. Which of the forms used is limited by
the given CWCIDS technology. For example, present technology precludes x-ray imaging from being
using in a hand-held stand-off scanning device. The law enforcement and corrections officer may apply
these CWCIDSsin various environments (indoor and outdoor, controlled and uncontrolled areas, day
and night, etc.) and for various scenarios (pat-down search, surveillance, tracking, €etc.).

1.1 Purposeof Guide

The purpose of the Guideisto provide information that will help members of the law

enfor cement and cor r ections community, who are present or potential usersand operator s of
CW(CIDSs, better understand the operation, limitations, and applicability of CWCIDS
technology to their specific application and to provide an overview of the state of development
in the CWCIDS for the mutual benefit of all interested parties. Some of the CWCIDSs are ill
under development and are included here for completeness. This Guide focuses on CWCIDSsthat are
intended for use on humans; that is, for detection of contrabband and weapons concealed on human
bodies. Accordingly, this Guide contains atechnica review and discusson only of the various
technologies that are being used or developed for concealed wegpon and contraband imaging and
detection on humans. A discussion of the limitations of these systemsis provided, as are potentia
applications and genera gpplication-gpecific condderations. Thisdiscusson isaso limited to the
CWCIDS that use electromagnetic or acoustic phenomena for detection.

The target audience for this Guide istechnica lay people. This Guideis not intended to provide a
complete technica discourse on the theory of operation of any of the different sysemsthat are
described herein. However, references to literature that contain technical detail are provided for those

1Important concepts will appear in bolded text.



that are interested in more information. Furthermore, this document is not intended to describe,
discuss, or endorse one particular company’s CWCIDS-based implementation of a given technology.
However, in many Stuations only one manufacturer is using a particular technology for a CWCIDS and
the discusson naturaly follows that manufacturer’ s implementation.

1.2 Layout of Guide

The Guide contains a brief tutoria on science topics that are necessary to understand and compare
various CWCIDSs and, possibly, on how to apply these systems for a specific application. Sections 2,
3,4, 5, and 6 of the Guide are written s0 that the more deeply nested or embedded are the

subsections, the more technica is the information contained in that subsection. For example, the text
immediately following a section labeled with a single numeric section designation (3.1, 3.2, 3.3, &c.) is
very badc or introductory. On the other hand, the text in a section labeled with a five numeric section
designation (3.1.2.3.1, 3.2.1.2.2, etc.) will contain the most technica information. However, it is hoped
that even the most technica information is presented & alevel that can be easily understood. A brief
discussion of radiation-exposure safety issuesis aso given in section 6. Section 7 of the Guide contains
descriptions of the technology presently being used or under development for CWCIDSs. In section 8,
suggestions and recommendations are given for performance standards. These suggested performance
standards can aso be used for procurement purposes.

The CWCIDSs can be implemented in avariety of ways, and these are described in this Guide dong
with possible gpplications. These different implementations will be distinguished, in this document, by
the type of information that is provided by the system (see sec. 3) and how the system is deployed
(sec. 4). Furthermore, CWCIDSs can be further differentiated on whether active or passive
illumination or black-body emisson is used (see sec. 5). In addition to these topics, there are a variety
of other issues (such as cog, ease of usg, etc.) that the law enforcement and corrections agencies have
to consder when deciding upon a particular CWCIDS for its particular gpplication. This Guideisaso
an attempt to address these issues.



2. POSSIBLE APPLICATIONS

In this section, potentia applications for CWCIDSs are briefly described and considerations are given
to some important factors that may help in deciding which CWCIDS is optimd for a given gpplication.
For certain of these gpplications, the CWCIDS may be very smple and smdl, such as a hand-held
meta detector, and in other cases the CWCIDS may be very complex or large, like aremote radar
imaging System or magnetic resonance imaging (MRI) systlem. The applications described are intended
as examples of how CWCIDSs may be used and are not intended to limit more creative usage.

2.1 Detection

Detection of a conceded weapon or contraband is the most basic CWCIDS function or gpplication.
Detection givesthe operator information on the presence of objectsin the detection space.
The detection space is the volume over which the CWCIDS operator is searching (see sec. 3). The
operator, however, does not know what type of object is detected when using a detection-only
CWCIDS, only that something was detected. The detected object may not even be hidden. For
example, conventiona walk-through meta detectors will let the operator know that metal objects have
passed through the portal, but these systems do not pinpoint the location of the metd objects (dlthough
some walk-through systems provide zoned detection). And, unless the magnitude of theindication is
dependent on the mass of the metd passing through the portal, the operator will not know the size of
the object. Because detection is the smplest type of CWCIDS application, a detection-only CWCIDS
should be the least expensive and easiest to maintain of dl types of CWCIDSs. But, as dready
mentioned, a detection-only CWCIDS provides the least amount of information.

2.1.1 Imaging-Based Detection

Another type of detection-only CWCIDS, abeit much more sophisticated than that just described, isa
CWCIDS that acquires images of the detection space and then uses image recognition to convert the
image into an indication (such as an audible or visua darm). Theimaging and image recognition
capability would make such a detection-only CWCIDS very complicated and much more expensve
than a smple detection-only type system. Moreover, the image recognition function of this type of
detection-only CWCIDS would require access to or have alarge information (data) storage capability
(seesec. 2.1.2).

Image recognition usualy requires large computing power and does not a present provide red-time
detection capability. Therefore, based on present technology, this type of CWCIDS could not be used
to find contraband hidden on individudsin aline of moving people unless sufficient computing power is
avalable.



2.1.2 Image Recognition Requirements

For the computer to recognize a specific weapon or threat item, the computer will have to compare the
threet item with an eectronic catalog of images of uniquely-shaped threat items, and thisincludes
images for al possble unique orientations for each unique threat item. Only catalogued images of
uniquely-shaped threat items are required for comparison because no new information is obtained if a
catad ogued image is only a scaed replica of another catalogued image. Unique orientations, on the
other hand, are important because a wegpon may have a significantly different appearance if viewed
from the Sides, the top, etc. For example, consider the gppearance of a handgun viewed from different
angles. A handgun looks significantly different if viewed from the Sde or down the bore of the barrdl.
The gpparent (or observed) uniqueness of athreat item based on its orientation, however, will dso
depend on the image resolution of the CWCIDS: the less resolution in the image, the lesslikely the
unique orientations will appear different. Asan example of the effect of resolution on the uniqueness of
gppearance of athreat item, again consder a handgun, specificaly, consder viewing a handgun with an
unaided eye. Standing one foot away from a handgun, one would redize that each orientation of the
handgun gives avery unique visud image. Standing a hundred yards away, one may be able to
differentiate between front (down the bore), sde, and top views, but one probably could not visualy
distinguish between front and back views. The front and back views may appear to be just ablock of
metd. Inimage recognition, the more ambiguous the image, the more likdly the imaging-based
detection-only CWCIDS will fail to recognize athreat object or be fraught with false darms.

2.2 Imaging

Imaging CWCIDSs are much more complicated than detection-only systems. An imaging-type
CWCIDSwill include a detector or detector array (see sec. 3.1) and/or a scanning system,
image acquisition hardwar e and softwar e, display hardwar e, etc. However, the information
provided can be much more useful than a detection-only CWCIDS. How useful the image information
iswill depend on the darity of theimage. For example, if theimageis very difficult to decipher and/or
requires a highly-trained operator to interpret the images, the system will not be practical to most LEC
agencies because of budgetary and manpower condtraints. Most imaging-type CWCIDSs, at the time
of thiswriting, do not produce red-time images but require, & a minimum, afew seconds to generate
animage. Therefore, an imaging-type CWCIDS may be a bottleneck in a high-throughput security
checkpoint and should not be used as a primary screening tool in such astuation. On the other hand, if
the imaging system produces high-clarity images, then this imaging syssem may reduce the actud time
required for secondary screening. A very good example of a concealed object imaging system that
exhibits high image darity isthe cabinet x-ray system used a airports to screen carry-on luggage.

Based on present technology, imaging would be used where throughput is not an issue, such as
secondary screening at security checkpoints. Furthermore, depending on the technology used to obtain
an image, imaging may be further restricted because of privacy issues. For example, there exist some
imaging-type CWCIDSs, such as some x-ray imaging systems, that provide detailed images of
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anatomicd features. In mogt Stuations, displaying detailed anatomica fegtures of a personisaviolation
of that individud’s privacy. Moreover, there may be privacy concerns smply to acquire data that can
provide images with anatomicd detall even though an image is never displayed or if the CWCIDS is

incapable of digplaying the image.

Imaging-type CWCIDSswill be more expensive than detection-only CWCIDSs and may not be as
rugged. Typicdly, theimaging-type CWCIDS will be larger than the detection-only CWCIDSs, have
greater power requirements, and be more difficult and cogtly to maintain.

2.3 Locating

A locating-type CWCIDS is used to show the operator where a contraband item is hidden within the
detection space of the CWCIDS. Locating an object in the detection space facilitates confiscation
from, or further examination of, the person with the concealed object. Although locating the
contraband item does not require an image, an imaging-type CWCIDS can be used to locate objectsin
the detection space. The smplest locating-type CWCIDSs presently available consists of a group of
noninteracting detectors, such as zoned walk-through metad detectors. However, in these walk-through
detectors, only coarse positiona information of the metal object is provided. In these zoned walk-
through systems, the detectors are arranged vertically dong the columns of the porta. Nonwalk-
through locating-type CWCIDSs could aso be designed to use the same technology as that used for
through-the-wall people detection and location. However, the spatia resolution of present through-the-
wall person findersis not adequate for a CWCIDS.

Locating an object, in terms of CWCIDS cost and complexity, is closer to a detection-only CWCIDS
than to an imaging-type CWCIDS. Because the locating-type CWCIDS will likely contain a group of
detectors, acquisition of information would be rapid. Since imaging is not required, the locating-type
CWCIDS would be smpler to operate, lower in cost, and easier to maintain than an imaging-type
CWCIDS.

2.4 Monitoring and Surveillance

A monitoring- or survelllance-type CWCIDS provides remote detection capability and, therefore,
requires additiona hardware and software required for that purpose. Monitoring and surveillance imply
a"“hands-off” operation where aremotely located operator is warned, by the monitoring-type
CWCIDS, of the presence of the contraband item in the area being controlled or monitored.
Accordingly, the monitoring-type CWCIDS must provide a remote interface capability and possibly
information storage. A non-CWCIDS example of monitoring is the ubiquitous closed-circuit televison
camera. The detection function of a monitoring-type CWCIDS could be provided by ether of the
basc CWCIDSs. imaging-type or detection-only. The selection of which basc CWCIDS to use
would depend on the detail required for the monitoring gpplication. For example, if the areais
monitored for the presence of metal objects or certain chemicals, a detection-only CWCIDS would be



satisfactory. For these cases, however, ameans for distinguishing between innocuous items and the
targeted contraband items must be provided because of the potentid for false darms. On the other
hand, if the LEC officer wishes to identify objects in the detection space, then a more sophisticated
imaging-type CWCIDS would be required. In this case, image recognition capability and information
storage would be required (see sec. 2.1.2). Having the ability to store and compare image information
would aso alow amonitoring-type CWCIDS to perform frame-to-frame comparisons, thereby
providing a means of monitoring the movement of unauthorized items within the detection space.

A surveillance or monitoring gpplication may aso be performed in an uncontrolled environment, where
the detection space may not be constant, or where relocation of the CWCIDS isrequired. A
monitoring-type CWCIDS, therefore, must accommodate variable temperatures, exposure to
environmenta extremes (rain, snow, blowing sand, etc.), frequent movement, and relocation. If
monitoring is performed in controlled areas, such asin buildings or parking areas and, therefore, hasa
specific detection space to examine, the CWCIDS may be housed within a controlled-environment
enclosure to amdiorate the effects of changing environmenta conditions.

A monitoring-type CWCIDS may aso be used to acquire information from alarge area (such as
around the corner of a building, up and down a street, etc.) and, thus, would require scanning capability
or the use of severd sensor arrays. The scanning could be done either mechanicaly or dectronically
depending on the specific technology used. Because the monitoring-type CWCIDS may be used to
gather dataon alarge area, it must be designed to accommodate a variety of possible backgrounds and
gtill provide a consistent image or indication to the operator. That is, regardless of where the CWCIDS
isdirected or the conditions of operation, the information obtained must be automaticaly adjusted so
that a specific object when detected or viewed from al possible directions and under al possible
conditions will give the operator the same relative information. Thisis Smilar to adjusting a camerafor
various light conditions.

The additiona requirements of the monitoring-type CWCIDS, relative to the imaging-type or detection-
only CWCIDS, will necessitate additiona software and hardware. Therefore, the costs and complexity
would be greater for a monitoring-type CWCIDS than for a detection-only or imaging-type CWCIDS.
Nevertheless, snce one person could operate multiple monitoring-type CWCIDSs, an agency may
have an overdl cost savings when monitoring with CWCIDSs. The monitoring-type CWCIDS must
have an adequate response time becauise monitoring will require immediate (Iess than a second)
information transfer to the operator so that the operator can take appropriate action.

2.5 Tracking

Tracking isthe process of following or retracing the movements of atargeted item (or items) over time.

A tracking-type CWCIDS, therefore, will provide the operator with information on the whereabouts of
atarget item. The tracking-type CWCIDS uses either an imaging-type or detection-only CWCIDS for
basic object identification; which basc CWCIDS is used will depend on the detall required to identify



an object. In addition, the tracking-type CWCIDS will have the ability to map (such aswith
triangulation) the movements of the identified object over time. Tracking can be performed
automaticaly or by an operator. In ether case, the more detail contained in the acquired information,
the easier it will be to follow the object. For automatic tracking systems, where the tracking data will
be stored eectronicdly, additiona detail on the object will prevent tracking innocuous items. If the
tracking-type CWCIDS is operated by an officer, a detection-only CWCIDS is sufficient because the
officer/operator is ale to interpret the information provided by the CWCIDS. Tracking will demand
that the tracking-type CWCIDS be transportable and, therefore, fairly light weight, battery powered,
and capable of withgtanding bumping, exposure to spilled liquids, etc.

A tracking-type CWCIDS would be less complicated and costly than a survelllance-type CWCIDS
and probably will be around the same cost and complexity as a monitoring-type CWCIDS. If tracking
aspecific item is required, which would necessitate an image-type CWCIDS component, the imaging
system will have to be fast enough to provide sufficient detail to map the pogtions of the items.
Furthermore, depending on the space to be scrutinized, the tracking CWCIDS may require some sort
of scanning system. A tracking-type CWCIDS may be used in avariety of environmenta conditions
and, 50, should be tolerant to environmenta extremes.






3. TYPE OF INFORMATION OBTAINED

The CWCIDS can aso be classified by the type of information that is provided or presented to the
operator. Thisclassification isbased on the number of dimengons contained in the information. The
information provided by the CWCIDS can be in zero-dimensiona (0D), 1D, 2D, or 3D. The essest
way to understand this classfication scheme is to make comparisons to geometric objects. In
geometry, apoint isa0D object, alineisa 1D object, a plane (flat surface) isa2D object, and a
nonflat surface or avolumeisa3D object.

Examples of OD information from a CWCIDS are the audible and visud darms from hand-held metd
wegpon detectors. With OD information, al you know is that an object exists at an unspecified location
within the detection space of the CWCIDS, the operator does not know if the item is a contraband
item. The operator may know the size of the object if the darm is proportiona to the mass of the
object. Examples of 1D information from CWCIDS are the verticd light-emitting diode (LED) display
of some zoned walk-through metal wegpon detectors. Although the zones are relatively large, it does
provide some coarse information on the verticd distribution of metal objects within the porta region of
the walk-through metd detector. The 2D information is more common in CWCIDSs and in our
everyday lives. All picturesare 2D information. Similarly, the planar images (like a photograph) from
thermal and millimeter-wave imaging sysems are examples of 2D information. Fictures and
photographs do not contain 3D information even though we can infer the gpproximate location or
displacement of one object in the photograph relative to another object. We can make these inferences
on distances because we are familiar with the Szes of the objectsin the photograph. If welook at
photographs of an un-manned scientific research vehicle on the surface of the moon, we may mistake
both the sizes of lunar objects and their distances because of our expectation of the size of the research
vehicle. Pictures may aso contain visua cues, such as shading, scales, legends, etc., to help determine
sze and location of objectsin apicture. Some zoned wa k-through meta detectors not only show
verticd location but also laterd location. The verticd and latera information provides avery coarse 2D
image. An example of 3D information is the volume images provided by radar-based through-the-wall
people imaging and ranging systems.  The digtinction between 3D and 2D imagesisthat 3D
information includes range (distance) information.

For dl these different CWCIDSs, however, the detection space for which datais obtained is a volume
(3D space). Infigure 1, the 2-D image of an object in the target space is depicted. The area between
the dashed linesis the detection space. If an object falls partidly outside of the detection space, then
the image will be clipped (as shown infig. 1). Infigure 2, the same detection space is examined by a
0OD-type CWCIDS and, as shown, provides only an indication of the presence of the object and not
any information on the didtribution of objects within its detection space. The“idiot lights' or meters
(ammeter, oil meter, etc.) on automobile dashboards are examples of OD information; they provide the
least amount of information to the operator. The“idiot light" warnsif an extreme condition has
occurred for some parameter (such astemperature, oil pressure, etc.) and the meter indicates the
magnitude (or size) of that parameter. However, in neither case does the operator know how that
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parameter varies throughout appropriate parts of the motor. It is very important to distinguish between
an image and an indication because most CWCIDS supply ether image or indication information.
Sections 3.1 and 3.2 contain additiond discussion and examples to clarify the distinction between an
imager and an indicator. Even those CWCIDS that provide 1D or 3D information can be described as
providing ether multiple indications or multiple images. For example, the 3D information obtained from
the through-the-wall people finders can be consdered to be multiple layered 2D images where the
separation between layered imagesis known. Similarly, the zoned walk-through metal detectors
actually use avertically-arranged set of sources and detectors where each pair of sources and detectors
provides OD information. However, the digtinction between an imager and an indicator is not
necessarily the number of detectors.

3.1 Imagersand Indicators

Both imagers and indicators contain one or more detectors. Typicaly, a system that provides an
indication will contain only one detector whereas an imaging system may contain many detectors, which
is called adetector array. A detector array may contain thousands of individua detectors, such asthe
detector arrays used in camcorders. Animager may aso use only one detector. In the case wherethe
imager uses only one detector, the image is formed by scanning the detection space of the detector over
the detection space of theimage. The scanning can be done mechanicaly or dectronicaly depending
on overal system cogt, ruggedness, and other requirements. Conversely, an imaging system can be
used as an indicator by utilizing image recognition hardware and/or software without displaying the
image (see sec. 2.1.1).

Reduction of an image to an indication (such as an audible darm) may be used or desired in Situations
where the image is difficult to interpret by an operator, where the imager is being used in an ungtaffed
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operation, or when the image may contain sendtive information. Reduction of an image to an indication
requires that some part of the image be recognized by the CWCIDS and then interpreted as a threat or
contraband object; this requires image recognition capability.

3.2 Example of an Indication and an Image

The following example will hdp darify the difference between an image and an indication. Condder a
glass wal with opague (nontransparent) pieces of paper stuck to it; the paper blocks half of the
transmitted light and can be removed from or moved around on the glasswall (seefig. 3). Infigure 3, a
light is located behind the glasswall. If you were to take a picture of the wall, you would get a
representation of the paper attached to the wall a the time the picture was taken: thisis animage, or
2D information. A light meter, on the other hand, will give areading (an indication) of the amount of
light passing through
thewadll; thisisOD
information. With the
indicator, you could
tell how much of the
wall is covered by the
opague paper from
the magnitude of the
indication. However,
you would not know

how the paper is

aranged on thewall.

Both wallsin figure 3 Figure 3. Two different arrangements of
will give the same colored paper on a glass plate that give
indication because in two different images but transmit the same
both situations haf of amount of light energy

thewdl is covered
with paper, and half
the light is blocked.
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4. FORM FACTORS

Form factorsare design variablesthat arerelated to how a human operator will usea
CWCIDS. Form factorsaffect not only the design of a CWCIDS, but also the choice of which
detection technology isused. Theform factorsthat are consdered here include the proximity of the
CWCIDS to the detection space (sec. 4.1) and how portableisthe CWCIDS (secs. 4.2 and 4.3). To
help show how these form factors affect the gpplication of a CWCIDS, asummary tableisgivenin
section 4.4.

4.1 Proximity

CWCIDSsfal into two generd categories: those that require close proximity use and those where the
operator can and must be a minimum distance from the target area. Examples of close-proximity
devices include the hand-held and walk-through metd detectors, x-ray systems, and magnetic
resonance imaging (MRI) systems that are being developed to look into body cavities. Stand-off
devices, on the other hand, obtain information on a detection space when the target and operator are
separated. Some stand-off devices require a minimum distance between the operator and the target.
Examples of stand-off devices are police radar guns, infrared imagers, and cameras. For CWCIDS
aoplications, cdose or near proximity will imply being within an arm'’ s reach (gpproximately 1 m) and
gand-off or far proximity use will imply greater than 1 m between the CWCIDS and the target.

4.2 Motion

For the context of this Guide, mobility describes the degree to which the CWCIDS may be moved
during operation. That is, will the CWCIDS require stationary-use or will it be expected to operate
correctly while under motion. A hand-held meta detector requires that it be moved during the search
for concedled meta objects. A wak-though meta detector on the other hand will not operate properly
if itisin motion. Most indicator-type hand-held CWCIDSs require movement for normal operation or
are tolerant to movement. Imaging-type CWCIDSs typicaly will not perform well if they are under
motion. However, if the motion is provided by a computer-controlled robotic mechanism, and software
isavalable to adjugt the image for movement by the robot, then the imaging-type CWCIDS will

perform normaly during mation.

4.3 Portability/Trangportability

Portability describes how easily a system can be picked up and moved. Some CWCIDSs are
permanently ingtalled a a location wheress others are handheld and can be moved anywhere:  these
two examples are the extremes of portability. Portable devicestypicaly operate on battery (dc) power
whereas Sationary devicestypicaly require line (ac) power. Also, the cooling requirements of
dationary systems may be more demanding than hand-held devices, such as requiring cooling fans or
water. Furthermore, the environmenta conditions for fixed-dte sysems are usudly better controlled
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than those for hand-held devices because fixed-gte CWCIDSs are typicaly located indoors.
Examples of hand-held portable systems include the hand-held meta detectors and police radar. (The
radar guns are stand-off devices and the hand-held detectors are close-proximity devices) Walk-
through meta detectors, on the other hand, are stationary-use trangportable walk-through systems. In
this context, trangportable means that the system is relocatable and can be easily shipped if necessary.
Some manufacturers produce stationary-use portable wak-through metal detector systems that can be
packed up in abox and trangported by apersond vehicle. An MRI system is an example of a close-
proximity, Sationary-use, fixed-dte system.

4.4 Form Factor Example Chart
The examples of CWCIDSs for given form factors are shown below in itdics.

Close-proximity

Moving
Hand-hdd ....... ... ... wand-type metal detector
Stationary-use
Portable
Wadk-through. ..................... portal-type ferromagnetic metal detector
Transportable
Wak-through . ........ ... . portal-type metal detector
Wak-by, stand-by . ....... ... .. X-ray imager
Fixed-ste...............iiiiiiii. Magnetic Resonance Imaging (MRI)
Stand-off
Moving
Hand-held .. ... radar metal detector, acoustic hard object detector, infrared imager
Car-carried . ... gradiometer metal locator
Stationary-use
Trangportable . ... ... microwave radar imager
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5. PARAMETERSAFFECTING DETECTION

A CWCIDS coallects data about the detection space and transmitsthisinformation to the
operator. Thedataiscollected by sensorsthat are designed to capture some form of energy
(see sec. 3.4.2) that containsinfor mation about the detection space or about objectsin the
detection space. Because the sensors and objects in the detection space are not in physical contact,
the energy that is collected must be some type of radiating or propagating energy, and this energy must
contain information on objects in the detection space. This collected (detected) energy isthen used by
the CWCIDS to provide an indication, an image, €tc., to the operator regarding the objectsin the
detection space of the CWCIDS.

5.1 Sourcesof the Detected Energy

The energy detected by the CWCIDS iseither emitted, transmitted, or reflected by objectsin
the detection space. If the CWCIDS useseither reflected or transmitted energy to provide
information on the detection space, then the detection space must beilluminated. This
illumination may be provided by the environment (for passiveillumination, see sec. 5.1.1) or
the CWCIDS (for activeillumination, see sec. 5.1.3). Theenergy that illuminates objectsin
the detection spaceis called theincident energy. The CWCIDS detectsonly that part of the
incident energy that isreflected by or transmitted through objects within the detection space.
It isthisreflected or transmitted energy that carriesinformation on the objectsin the
detection space and that can be used to form an image or provide an indication. The
CWCIDS may also use ener gy that was emitted by the objectsin the detection spaceto
gather information on the objectsin the detection space; this situation isdescribed in

section 5.1.2.

5.1.1 Passive lllumination

In passiveillumination, the CWCIDS uses naturally occurring radiation and/or ambient
anthropogenic sour ces of radiation to obtain infor mation about objectsin the detection space.
The naturdly occurring sources of radiation (or energy) can be found insde or outside of the detection
gpace. The sun, for example, isanatura source of energy that is outside of the detection space. Other
natural sources of energy that can illuminate the detection space are other “hot” objects (black-body
sources, see sec. 5.1.2) located within or outside of the detection space. Ambient anthropogenic
sources of energy are such things as radios, telecommunication devices, vehicles, etc., and these
sources provide background energy (or noise) that can be used to illuminate the detection space of a
CWCIDS. Thistype of anthropogenic radiation will be more prevadent in densely populated areas than
in sparsaly populated rurd aress.

The energy that illuminates the detection space is reflected, absorbed, and transmitted by objects within
the detection space. Although the CWCIDS can use either the reflected or transmitted energy to
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gather information on objects in the detection space, most CWCIDSs use the reflected energy.
Daytime photography is a good example of an imaging system that uses passveillumination. For
photography, the natural energy source is the sun and the image of the detection space is obtained from
the reflected light.

The qudlity of the information acquired from passive-illumination CWCIDS is affected by the
absorption of energy by innocuous items ingde or outside of the detection space. A ssimple example of
the effect of absorption isapiece of cloth in front of acameralens. In this example, the absorption of
light by the cloth destroys theimage. The effects of absorption of energy by amaterid is described in
section 5.4.1.

5.1.2 Black-Body Radiation

The passve CWCIDS may also usethe naturally occurring radiation emitted by a “ hot”
object in the detection space to obtain information about that hot object. “Hot” isrdative and, in
this case, it means anything that does not have a temperature of absolute zero (-273 EC or,
equivaently, -459 EF). The emission of radiation from a hot object is usually referred to as black-body
radiation and the hot object as a black-body radiator. The black-body radiator emits energy over a
range of wavelengths and the peak emission of a black-body radiator is dependent on the temperature
of the body. Thetotal amount of power emitted from a body at a given temperature is dependent on
the mass of the body and the materia that comprises the object. Most objects are not ided black-
body radiators because of their material composition.

The energy emitted by an ided black-body radiator iswell known. For example, the curvein figure 4
shows the black-body emittance (given in units of power per area, such as Watts per square meter)
curve for abody at 37 EC (98.6 EF), the

average temperature of ahuman body. The 12

curve shows the relative emittance for a I
given object at different wavelengths. (A =l A
discussion of wavelengthsis givenin

sec. 5.4.) We can see from the figure that,
for the typica temperature of a human body,
the human emittance pesks a awavedength

Relative Emittance

I

of gpproximatdy 10 um (1 000 000 um is ! } \

equa to 1 m). The reason many thermd 02 L

imaging systems are designed to have a pesk Oo'j . . 1 .
detection sengtivity around 10 pm is so that o 20 40 60 80 100 120

Wavelength ( nm)

people can be more readily imaged.
Thermd imaging is the term frequently used
to describe imaging based on black-body
radiation.

Figure 4. Black-body emittance curve
for abody at 37 EC
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The information obtained by a CWCIDS using therma detection can be affected by the absorption of
black-body radiation by innocuous items (such as clothing, paper, etc.) located inside the detection
space and between the object and the detector or source. This absorption masks the emission of target
items. Also, the target items may reflect energy emitted by hotter objects located inside or outside the
detection space, and this reflected energy will affect the quaity of the information obtained by a
thermad-imaging CWCIDS.

5.1.3 Activelllumination

In activeillumination, the CWCIDS suppliesthe energy that isused to illuminate the
detection space and, therefore, the active-illumination CWCIDS must contain a subsystem for
generating and emitting energy. Theilluminating (or incident) energy is reflected from, aosorbed by,
and tranamitted through objects in the detection space. The reflected energy istypicaly used to form
the image or provide an indication (seefig. 5) of objects in the detection space, but the transmitted
energy could aso be used. The amount of energy that is reflected from objectsin the detection space
depends on the reflectivity and absorptivity of al the objects in the detection space (see secs. 5.4.2 and
5.4.1). Thereflected energy collected for any target object located in the detection space is affected
not only by the properties of that target object but aso by the properties of other objects located insde
the detection space and to some extent by objects |ocated outside the detection space. The reflected
energy for atarget object is affected by the existence of the other objects because these other objects
can mask the energy reflected by the target object. Masking can be accomplished by absorbing the
energy reflected by the target object (as mentioned in sec. 5.1.2) and by reflecting away from the
CWCIDS detector the energy reflected by the target objected. Innocuous objects in the detection
zone may aso reflect significant energy to the CWCIDS detector. Masking of the target object by
reflection (see sec. 5.4.2) may aso be accomplished by objects outside of the detection space. An
example of active illuminaion in an imaging goplication is flash photography. In flash photography, the
backdrop materid must not be highly reflecting because reflections from the backdrop may dominate
the image.

The information collected by an active-
illuminating CWCIDS on atarget object is
affected by the absorption, reflectivity, and
trangmissvity of innocuous items within and
outside of the detection space and by other
sources of energy (including black-body
radiators). The effect of these other sources

| Source

of energy on the CWCIDS is dependent on * Detector ] Reflectes "'Féf-étion
the wavelength(s) of their emitted energy ected
compared to the wavelength(s) of energy e

emitted by the sourceand onthe sensitivity  Fjgure 5. Active imaging system and target
of the detector to wavelengths different from
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that of the sourcesgnd.
5.2 Forms of Detected Energy

The CWCIDS requiresinput of some form of energy, such aslight, microwave, or acoustic
energy, to provide an image or an indication. There aretwo very general types of energy that
can beused by a CWCIDSto probeor interrogate a detection space: acoustic and
electromagnetic energy. This section will describe the forms of energy that are used in CWCIDSs,
the sources of this energy, and other aspects of radiation that are important to understand the
CWCIDS operation.

5.2.1 Acoustic Energy

Acoudtic energy is the energy associated with pressure waves and for CWCIDS applications, the
waveswill be propagating in ar. Our ears are sendtive to acoudtic energy. Human hearing primarily
provides an indication of the magnitude of the sound source with minima information on the location of
the sound source. Some animas, however, can use their hearing to accurately locate the position of a
sound source. The different tones we hear are caused by different wavelengths (see sec. 5.4) of the
acoudtic energy. The lower the pitch, the longer the wavelength. Ultrasonic (frequencies exceeding the
upper limit of human detection) energy is used in medicine for generating images within the body, such
as of afetusin the uterus. Sonar is another example of acoustic energy thet is used for detection and
location of objects. With sonar, however, the medium of wave propagation is water. Acoustic waves
propagate better in dense media (solids and liquids) than in sparse media (gasses). An acoustic wave
will not propagate in a vacuum (volume without any matter), such as outer pace.

5.2.2 Electromagnetic Energy
Electromagnetic energy is the energy associated with eectromagnetic waves, and eectric and magnetic

fidds. Sunlight, x-rays, infrared, microwaves, and radio waves are dl eectromagnetic waves. The only
difference between these different types of eectromagnetic wavesis their wavelength (seefig. 6). The
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Figure 6. Electromagnetic spectrum
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wavelength (given in meters) of an dectromagnetic wave isrelated to its frequency of oscillation (given
in cycles per second or Hz). Thereis aso energy associated with magnetic and dectric fidds. The
energy associated with static magnetic fields can be readily experienced if one tries to force the north
(or south) poles of two magnets together; magnetic fields are discussed in section 5.2.3. See reference
1 (sec. 9) or asmilar text for an introduction to

electromagnetic waves. "
5.2.2.1 Magnetic Field I/\ / \ /\\ /\
Magnetic field energy is that associated with ) l

magnetic fields (seeref. 2 lised in sec. 9 or smilar s
text), including those produced by artificid means 3‘
and that produced by the earth’ s magnetic field. <

0
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|
/
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Stationary magnetic fields are dso atype of - \ \ \ /
energy, but they are consdered separatdly in this \ / / \ \ /
section because the previous section dedlt with

rediative electromagnetic fields. The stationary B SN LALLM L
magnetic fields that are produced by atificid Time (s)

means or by the earth do not propagate as
electromagnetic waves. however, they may have
electric fidds associated with them. This
association of an dectric fidd with the magnetic
field isimportant in the detection of metd objects
aswill be described in section 5.5. | |

Figure 7. Sinusoidally-varying ac voltage
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be sinusoidal. There are two very generd sources
of dectromagnetic radiation: coherent and
incoherent (sec. 5.3.1).
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5.3.1 Coherent vs. Incoherent

Figure8. Three sinusoidal wavesthat are not
Coherency describes how well two wavesstay in  in phase (in step); the vertical lines help show
step asthey travel away from the energy source  the degree to which the three waves are out of
that generated them. More precisely, the step and the horizontal lines define the
Separation between a specific point on one wave envelope of the waves
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and a specific point on the other wave stays the same as the waves travel together. Asan example,
consder the three waves shown in figure 8. The three waves in figure 8 are not aligned with each other
and the verticd linesthat are located at the crests of the waves can be used to measure the
misdignment of the waves. This measure is o caled the phase rdationship of the waves. Coherent
waves maintain their phase reationship as they travel away from the source. Incoherent waves, on the
other hand, do not have any fixed phase relationship. That is, the distance between crests of waves
varies as soon as the waves are generated. There are various degrees of coherency, and this degreeis
based on how far the waves must travel before the phase relationship changes. A nondectromagnetic-
wave example of coherency isaline of people marching side-by-sde. Regardliess of what foot the
marchers sart with, aslong as dl the marchersin the line keep the same pace and the same stride as
they march, the marchers are moving coherently. Lasers are sources of highly coherent radiation.
Radars are adso sources of coherent radiation. Light bulbs and the sun are sources of incoherent
radiation. In generd, any “hot” body, such asthe sun, alight bulb, and a person, is a black-body
radiator and is a source of incoherent radiation.

5.3.2 Typesof Sourcesfor Active lllumination

The active-illumination CWCIDS uses a source of energy to illuminate the detection space. These
sources of energy are typed or classified, for the purposes of this Guide, based on the time
characterigtics of the emitted (or output) power. This emitted power may have avariety of different
time characterigtics and these characteristics are used by the CWCIDS designers to improve signd
qudity. Onetype of sourceis caled a continuous-wave (cw) source (see sec. 5.3.2.1). Continuous-
wave sources are used in laser pointers, laser scannersin supermarkets, etc. Continuous-wave sources
may be modulated in many ways, including frequency modulation and amplitude modulation. The other
generic type of source is the pulse source; pulse sources emit pulses of energy (see sec. 5.3.2.2).

5.3.2.1 Continuous Wave Sour ces

A continuous-wave (cw) source emits an unbroken repesting wave of dectromagnetic energy (Smilar
to that shown in fig. 7). The frequency of the repeats of the dectromagnetic wave of acw sgnd is
often cdled the information carrying (or carrier) frequency. The straight horizontd linesin figure 8
indicate the upper and lower bounds (the envelope) of the cw amplitude. Continuous-wave sources
can dso be modulated; that is, the cw energy can be forced to vary in someway. The advantage of
modulating a cw source isthat it is often much easer and more effective to sense and andyze the
modulated sgnd than the un-modulated sgna. Examples of modulation are amplitude modulation
(AM) and frequency modulation (FM). Modulation is accomplished using dectronic circuits. In
amplitude modulation, the envelope of the cw signd varies. The modulation envelope of an amplitude
modulated signd is snusoidd, and the repest frequency of the envelope snusoid is much lower than the
carrier frequency. In frequency modulation, the carrier frequency is varied dightly. Most modulation
schemes were devel oped for communication and broadcast gpplications. The output of acw sourceis
typicaly expressed as an average power with units of watts.
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5.3.2.2 Pulse Sources

A pulse source emits pulses of dectromagnetic energy (seefig. 9). The energy emitted by a pulse
source is Soread over many frequencies whereas the energy emitted by acw sourceis primarily a one
frequency, the carrier frequency. Moreover, pulse sources typicaly produce significantly more pesk
power than cw sources produce average power. The advantage of high peak power for an active
CWCIDS s that greater power means improved system performance, and this results in superior image
clarity and/or faster imaging rates. The output power of a pulse source istypicaly expressed as an
energy with units of Joules per pulse or as apesk power with units of watts.

5.3.2.3 The Effect of Source Power on Signal
Quality

The reason higher source powerstypicaly produce i
better imagesisasgnd to noiseissue. If the

dominant source of noise s not the source, the ;
increased Signa amplitude relative to the noise will §
improve image quaity. Remember, the reflected &
power provides information on objectsin the
detection space. With higher source power, more

power will be reflected by the objectsin the

detection space and subsequently be collected by Figure 9. Rectangular envelope for
the CWCIDS detector. In addition to collecting the pulse modulation

reflected power, the detectors aso respond to the
background power. The background power is
noise and is very undesirable. Noise degrades the
quality of the collected information and the effects
of noise on the Ssgna must be reduced. Noise can
come from avariety of sources, such as non-
target-item black-bodies, other eectronics, etc. In
addition to these noise sources, unwanted
reflections can aso degrade the qudity of the signa
for CWCIDSs using active illumination. Unwanted
reflections come from the incident energy that has
reflected from objects outside of the detection
gpace and from multipath reflections within the
detection space that are collected by the
CWCIDS. Multipath reflections (much like bullet

T T T 1
0 5 10 15 20

Time (arbitrary units)

multiple times from objects in the detection space detection space (see sec. 5.3.2.3 for
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representation isasfollows heavy solid lines
represent the incident energy, the light solid lines
indicate the reflected energy that was not collected
by the detector, the dashed lines represent the
energy that was reflected from objectsin the
detection space and collected after one reflection,
the dotted lines represent the energy collected after
many reflections between objectsinsde the
detection space, and the dashed-dotted lines
represent the energy collected after multiple
reflections between objects insgde and outsde the
detection space.

current

A term that is frequently used to describe the
quality of a detector is the detector’ s signal-to- Figure1l. The magnetic field lines
noiseratio (SNR). The SNR istheratio of the wrap around a current carrying wire
power of a noise-free Sgnd to the power of the

noise. Thelarger the SNR, the better will be the :
sgnal. Moreover, the greater the SNR, the faster
the information can be gathered by the CWCIDS;
Speed is very important for imaging, tracking, and
aurvellance. Higher SNIRs lead to faster imaging
gpeed because less Signd averaging isrequired to
achieve agiven image quality. Higher incident
powerstypicdly lead to higher SNRs.
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The earth is asource of magnetic fiedds. Magnetic 10
fields can aso be generated by passing an dectrica
current through awire (seefig. 11). The magnetic
field produced from the wireis depicted in figure 11.
Wrapping the wire into a coil resultsin the addition
of the magnetic fields produced by each turn of the
coil. Thecirclesthat wragp around the wire represent the magnetic fidd intengity; the farther away these
circles are from the wire, the lower isthe intendty of the magnetic fiddd. The circuit and coil for
generating the magnetic fid is called the source. Figure 12 shows how the intensity of the magnetic
field drops off as one moves away from the source coil. As can be seenin figure 12, thefidd strength
drops off very quickly.

|
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distance from coil (cm)

Figure12. The intensity of the magnetic
field at various distances from the
source coil

5.4 Electromagnetic Wave I nteractions
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The dectromagnetic wave interactions with an object are affected by the length of the wave and the
wavelength dependent properties of the object. The wavelength is the distance between two identica
points on a continuous wave (seefigs. 7 and 8), such as distance between adjacent crests. As
mentioned earlier, the difference between x-rays and infrared is their wavelength. The wavelength of
the energy has severd effects on the performance of a CWCIDS, and these effects are the result of the
wavel ength-dependent absorption (sec. 5.4.1) by, the wavelength-dependent reflection (see sec. 5.4.2)
from, and the wavel ength-dependent transmission (see sec. 5.4.3) through objects in the detection
gpace, and of the interference (sec. 5.4.4) caused by objectsin the detection space. Recdl, dl of the
energy incident on the detection space is either reflected, transmitted, and/or absorbed. The
transmission through, absorption in, and reflection from objects in the detection space is dependent on
the geometries of the objects and their materid composition. Whether or not the materia-related or
geometry-related effects are helpful or deleterious is dependent on whether the objects being searched
(the target items) are producing these effects or being masked by these effects. See references 3, 4,
and 5 ligted in section 9 or smilar texts for more information on the interaction of eectromagnetic
waves with matter.

5.4.1 Absorption

Absorption of energy affectsal CWCIDSs. Whether absorption is useful or not depends on whether
the absorption adds to the information about target objects (wegpons and contraband) in the detection
gpace or masks information about target objects in the detection space. Both target items and
innocuous items (such as clothing) absorb energy. In generd, informetion is added if the target items
absorb energy whereasinformation islogt if the innocuous items absorb energy. A Stuation where
absorption would not be good isif an explosive materia or wegpon is not detected because it was
enclosed in an energy absorbing box. In many Stuations, the human body is a very effective absorbing
object.

5.4.1.1 Causesof Absorption

The absorption of acoustic or eectromagnetic energy by an object is dependent on severa properties
of the object and on the wavelength of the radiation. There are different mechanisms for asorption
depending on the type and waveength of the energy. For example, absorption of visblelight is
attributed to the electrons in the atoms that comprise an object, specificaly the vaence or outer
electrons. X-ray absorption isaso caused by eectronsin atoms, but thistime it is by the core or inner
electrons. For microwave radiation, the absorption is attributed to the atoms within a molecule.
Microwave absorption by a molecule causes the atoms of the molecule to vibrate and these vibrations
generate heat. Thisishow a microwave oven cooks food. Acoustic energy can aso be absorbed.
Acoustic absorption is dependent on the density and structurd rigidity of the object.

Different materids have different dectronic and atomic environments and, therefore, have different
absorptivities. For pure materids, the wave ength-dependent absorption of energy can be used to
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uniquely identify the materid.
5.4.2 Reflection

Reflection of energy from an object is dependent on the materid compaosition of the object (see

sec. 5.4.2.1), the geometry and size of the object (see sec. 5.4.2.4), the size of features on the object
(see s=c. 5.4.2.4), and the wavelength of the energy. Size-related effects can be described, in generd,
asdiffraction (see sec. 5.4.2.4) effects. Reflection will aso be dependent on the orientation of the
object with respect to the incident energy (see sec. 5.4.2.2) and the surface roughness of the object
(see sec. 5.4.2.3). The difference between reflectivities and absorptivities of materiads iswhat makes
photographs possible.

Reflectivity isthe bads on which mogt active-illumination and passve-illumination CWCIDSs rely to
obtain information on the detection space. Nevertheless, as mentioned in section 5.3.2.3, multipath
reflections within the detection space and reflections from objects outside of the detection space are
undesirable because they affect CWCIDS performance by decreasing the SNR. In addition,

wave ength-dependent reflection affects the spatial resolution (image sharpness) of imaging-type
CWCIDSs and the detection ability of detection-type CWCIDSs. Wave ength-dependent reflection
and absorption is encountered daily and is how we perceive color.

5421 Materials

The electromagnetic-wave reflectivity of materids is dependent on the eectronic and optica properties
and the microscopic sructure of the materia. Electromagnetic materid properties that can affect sgna
qudity are dectrica conductivity, magnetic permeshility, and didectric permittivity (or didectric
congtant). Acoudtic reflectivity is dependent on the hardness of the materia and the structure of the
object. Acoudtic propertiesthat can affect Sgnd qudity are materid density, hardness, and tiffness.

5.4.2.2 Orientation

The intengity of the energy reflected by an object is dependent on the orientation of the surface of the
object with respect to theincident radiation. A commonly encountered example of orientation-
dependent reflectivity is the reflection of light from aglass surface. If aglass plateis oriented such that
the angle between the surface of the plate and the object is smdl, the glass will exhibit avery high
reflectivity (like amirror) and the object can easly be seen in the reflection from the glass surface.
Looking directly at the glass plate, on the other hand, only gives afaint image of your face. Typicaly,
the reflectivity of the glass plate can vary between 5 % and 95 % depending on the viewing angle.
Orientation effects are dependent on the wavelength of energy and the materia compaosition of the
reflecting object.

5.4.2.3 Surface Roughness
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The roughness of a surface, rdative to the
wavelength of incident energy, affects the amount
of energy that is reflected in aparticular direction
by an object. The rougher the surface, the poorer
the directiond reflectivity of the surface. The
effect of surface roughness can be described using
figure 13. Asshown in thefigure, the rough
surface acts asif it is comprised of many miniature
mirrors and each mini-mirror reflects the incident
energy in adifferent direction. If the waveength
of the energy islarge compared to the Sze of the
mini-mirrors, the mini-mirrors do not affect the
reflectivity of the surface. Thistype of reflection  Figure 13. The effect of surface roughness
where the incident energy is scattered is called on reflectivity

diffuse reflection. The smooth surface, on the

other hand (see the bottom surface of fig. 13),

reflects the incident radiation in only one direction. Thistype of reflection is caled specular reflection.
A smooth surface, in the context of reflectivity, is one in which the surface roughness is much less than a
waveength. A common example that illusirates the effect of surface roughness on the reflectivity of an
object isasanded or polished surface. The polished surface has amuch higher reflectivity than a
sanded surface.

5.4.2.4 Diffraction

%

Diffraction occurs when the dimengons of
an object or itsfeatures are about a
waveength or lessin length and isaresult of
interference (see sec. 5.4.4). Diffraction
also occurs a the edges of objects. The
best way to understand diffractionisto
consider figure 14. There are two objects >
that are being illuminated by waves, apin /L
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and aplae. Thepinisvery smdl and the
plate is very large compared to the \g\i
waveength of the incident energy. T
[llumination of the pin resultsin smdl dircular

waves that are reflected outward and away ~ Figure 14. Sketch showing diffraction from an
fromthe pinindmog dl directions thisis  object where the dashed vertical lines indicate the

AR A

&

<

diffraction. Illumination of the plate, on the incident waves, the solid linesindicate the
other hand, resultsin a plane wave thet is reflected waves, and the arrows indicate direction
reflected back toward the source. Note, of wave propagation
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however, that the edges of the plate dso diffract the incident waves. Diffraction will dso occur for
features on alarge object where the features are smdler than awavelength of the incident energy.

The latera spatid resolution of an image is affected by diffraction because, as shown infigure 14, if the
reflecting surface is not large reldive to awaveength, then acircular wavefront propagates from the
object and forms ablurry spot image. Aslong as the object is much smdler than awavelength, many
different objects will generate the same circular wavefront and the same blurry spot. Consequently, if
the wavelength is much longer than the dimensions of the object to be imaged, no decipherable image
or only ablurry image will be seen. Thus, no object will be detected. Asthe wavelength is decreased,
adistorted image may dtart to gppear. Asthe wavelength is decreased even further, the image startsto
attain greater and greater spatia resolution because now a plane wave is reflected from the object and
this plane wave carries information on the extent of that surface. A common example of the effect of
diffraction on imaging isthe light microscope. Light microscopes are used to see microscopic objects
down to about the Sze of acdl. Smaller objects, such astheingdes of the cell or most viruses require
an electron microscope to be seen.

5.4.3 Transmission

Transmission of energy affectsdl CWCIDSs. Transmissvity describes the properties of amateria that
alows energy to pass through an object made of that material. Transmission, reflection, and absorption
are related; the energy that is neither reflected or absorbed is transmitted. For acoustic energy, most
liquids and hard solids are good acoudtic transmitters. Glassisagood tranamitter of vishble light and
infrared. If the target object has a high transmittance to the incident radiation, the object will be difficult
to find.

5.4.4 |Interference

Interference is aresult of the wave nature (seefig. 7) of the radiated energy and the dignment of waves
(seefig. 8). If two waves are aligned o that their crests overlap, the result is the appearance of asingle
wave that has an amplitude equa to the sum of the two overlapping waves. That is, we see one large
wave ingtead of two smaller waves. On the other hand, if the crests of one wave are digned with the
valeys of another wave, the result is awave with no amplitude; that is, we see nowaves. To
emphasize: we see only the result of the addition of the two waves (or, if there are many waves, of dl
the waves). This observed change in the wave amplitude that is caused by the interaction between two
or more wavesis called interference. Interference can be constructive, destructive, or somewherein
between depending on how well digned are the crests of the waves. The energy collected by a
detector is dependent on the interference between reflected waves that are incident on the detector.
The more destructive the interference is between waves incident on the detector, the lessis the power
collected by the detector. In the extreme case of destructive interference at the detector (crests of one
wave are digned with valeys of another wave), no sgnd isobserved. Ina CWCIDS, interference can
be caused by objectsingde or outside the detection space.
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5.5 Magnetic Fidd Interactions

The magnetic field produced by a source may interact with a nearby object. Whether an interaction
occurs and the type and strength of this interaction depends on the type of materid that the object is
made of (see sec. 5.5.1.1), the size (sec. 5.5.1.2) and shape (sec. 5.5.1.2) of the object, the orientation
of the object in the magnetic field (sec. 5.5.1.2), and the speed of the object through the magnetic field.

The earth’s magnetic field may interact with amoving object. There are two requirements to detect the
interaction of the earth’s magnetic field with an object. One requirement isthat the object hasto be
moving perpendicular to the earth’s magnetic field lines. The second requirement is that the object must
be comprised of amaterid that has arelative permegbility not equa to one. The larger the rdative
permesbility, the easier it isto detect a body.

For an object to interact with the magnetic fied, ether the magnetic field must be time-varying, asisthe
case for active magnetic-field-based CWCIDS, or the object has to be moving with respect to the
dtationary magnetic field, asis the case for passive magnetic-field-based CWCIDS.

5.5.1 Object Propertiesthat Affect Detection

There are avariety of object properties that can affect the detectability of the object. Although many of
these properties are Smilar to those that affect detection for an electromagnetic-wave-based

CWCIDS, the interaction mechaniam is different. For example, the conductivity of a meta object will
affect the reflectivity of €lectromagnetic waves whereas in a magnetic-field-based CWCIDS, the
conductivity will affect the generation of eddy currents (see sec. 5.5.1.1). Seereference6 listed in
section 9 for more information on the operation of hand-held and walk-through metal detectors.

55.1.1 Materials

Each materid has aunique set of electromagnetic properties. Therefore, agroup of objects that are
identica (shape, Size, etc.) except for their materid composition will each have aunique signd. That is,
the interaction between the object and the source magnetic fidld will be different for each object. Two
characterigtics of the materia that will determine the strength of the interaction are the dectrica
conductivity and the magnetic permesbility of that materid. The dectrica conductivity and magnetic
permesbility of an object dlow two different paths for interactions with the source magnetic fied.
Although the source magnetic field may induce a temporary magnetization in the object, which may be
detected, the primary source of interaction is the induction of an electrica current, which is detected.

The eectrica conductivity describes the ease a which dectrica charge can move (or flow) ina
materid. A materid that dlows dectrica charge to flow is caled a conductor. For metds, the
electrica chargeis carried by dectrons. In certain solutions, like sdt water, the eectrical chargeis
caried by ions. To get an idea of the variation in the dectrica conductivity of different materids, see
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table 1. The unitsof conductivity are Semens per meter (Sm). The éectrica conductivity of human
tissue is about equd to that of seawater (seetable 1).

The flow of dectricd charge in a conductor is anadogous to water flow in apipe: the higher the
conductance of a pipe, the easier it isfor water to flow in the pipe. 1t does require, however, aforce to
make the water flow. Similarly, for an eectrica charge to flow in a conductor requires an externa
force.

Table 1. Electrical conductivity of some materials (seeref. 1 listed in sec. 9)

Material Conductivity (S/m)
copper 57,000,000
aluminum 35,000,000
brass 11,000,000
lead 5,000,000
stainless steel 2,000,000
castiron 1,000,000
graphite 100,000
seawater 4
distilled water - 0.0001
Bakelite - 0.000000001
glass - 0.000000000001
diamond - 0.0000000000001
air 0.

The magnetic field produced by the source may cause (or induce) a current to flow in a nearby
conductive object; thisinduced current is caled an eddy current. The magnitude of the induced current
is dependent on the object's eectrica conductivity (and other properties). However, not all magnetic
fields can induce an eddy current; the magnetic field must be changing with time (seefig. 7). The eddy
currentsinduced in an object by the externd magnetic field can themsealves induce magnetic fiddsin
other objects. The magnitude of the eddy current that isinduced in the object by the source (or
primary) magnetic field is dependent on the dectrical conductivity of the object. A very poor
conductor, such as graphite, will support only avery small eddy current. On the other hand, avery
good conductor, such as gold, silver, duminum, or copper, can support a much larger eddy current.
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The magnetic permegbility aso affects the magnitude of the induced eddy current. The effect of the
permesbility, in this case, as compared to magnetizing the object, isto ater the magnitude of the
asociated eectric field indde the object. Larger permesbility values (see table 2) mean larger
associated dectric fidds and this means larger eddy currents.

The reference for rdative permesability is a vacuum because a vacuum has no particles that can interact
with the magnetic fidd: the rdative permegbility of avacuumis 1. Airistypicaly given ardative
permeability of 1 because there are so few particles (molecules, atoms, etc.) that can interact with the
magnetic fidd. Rdative permeshility vaues can be dightly lessthan 1 (for what is caled diamagnetic
materias), dightly more than 1 (for paramagnetic materids), and much greeter than 1 (for ferromagnetic
materials). For thisgpplication, if amaterid behaveslike ar in terms of its permeshility, then amagnetic
field will not measurably magnetize the materid. Table 2 lists some materiads and their rdaive
permegbility vadues. When the rdative permegbility of a materid is much larger than 1, then the materid
will noticegbly affect the source magnetic field.

Common magnetic maerids arelisted in table 2. Magnetism is caused by the eectronsin an atom.
There are many different ways that the eectrons may interact with each other in amaterid, and these
interactions are the basis for magnetic-based classification of materids (see far right columnin teble 2).
Ferromagnetic materia's possess microscopic domains that allow objects made from these materiasto
eadly interact with an externdly-applied magnetic fied, like those magnetic fields produced by hand-
held (HH) and wak-through (WT) meta detectors. The other types of magnetic materias (see table 2)
do not easlly interact with an applied magnetic fied.
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Table 2. Relative permeability and magnetic classification of some materials

(seeref. 1listed in sec. 9)

Material Relative Permeability Classification
supermalloy 1,000,000 ferromagnetic
purifiediron 200,000 ferromagnetic
iron (10.2% impurities) 5000 ferromagnetic
mild steel (0.2 % carbon) 2000 ferromagnetic
nickel 600 ferromagnetic
cobalt 250 ferromagnetic
aluminum 1.00002 paramagnetic
air 1.0000004 paramagnetic
vacuum 1 nonmagnetic
water 0.999991 diamagnetic
copper 0.999991 diamagnetic
lead 0.999983 diamagnetic
silver 0.99983 diamagnetic

5.5.1.2 Other Object Properties

Each object, due to its mass aone, will have aunique signd. For example, a sugar-cube-sized or
brick-sized piece of duminum will not give the same signd. The brick-gzed object will give alarger
sgnd. However, two objects with the same mass and with the same materiad composition may cause
different levels of response by aHH or WT unit.

Orientation of the object in the primary magnetic field has an effect on HH and WT detection
performance because the source (primary) magnetic field is directional. The importance of object
orientation in relation to the direction of the magnetic field isthat, to generate an eddy current, the
magnetic field or a component of the magnetic field hasto be perpendicular to a surface of the object.
Thisisdiscussed in more detall in reference 6 listed in section 9.

Other object properties aso affect object detection, such as, object shape, multiple objectsin the

detection space, frequency of the time-varying magnetic field, etc. These topics are described in
reference 6.
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6. SAFETY AND RADIATION EXPOSURE

A very important issue to the LEC community is human exposure to the energy emitted by active-
illumination CWCIDSs and the potentid risk of that radiation to human hedth. Passve-illumination
CWCIDSs and black-body-based CWCIDSs do not intentionally emit energy and, therefore, do not
pose any additiona hedlth risks compared to other eectronic devices. The energies and powers
emitted by active-illumination CWCIDSs are typicaly much below that considered by the U.S. Food
and Drug Adminigtration (USFDA) to be athrest to the hedlth of an average person. However, the
potentia hedlth threat to people using persona medica eectronic devices, such as cardiac pacemakers,
cardiac defibrillators, etc., may be different. It isrecommended, therefore, that if an agency hasa
safety question or concern regarding a CWCIDS, that agency should contact their local consumer
information office of the USFDA.. If the agency has difficulty in locating alocd consumer information
office, they should contact the FDA at their internet address.  http://iwww.fda.gov.
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/. THE TECHNOLOGIES

The different CWCIDSs are described in this section and are arranged first by the phenomena
(magnetic fidd, dectromagnetic wave, acoustic wave, see sec. 5.2) used for detection, then whether
the CWCIDS uses active or passve illumination, and lastly by the proximity of use. Asdescribed in
section 5.1.3, active-illumination CWCIDSs are systems that generate and emit some sort of energy
that is used to illuminate the detection space. A passve-illumination CWCIDS, on the other hand, does
not intentiondly generate or emit energy. A passve-illumination system uses the natura background
energy for illumination of the detection pace. Table 3 provides abrief summary of the different
technologies described in this Guide. References to the different technologies are provided for those
interested in more detailed information. However, not al the systems described have published articles
on which to base a reference.

Requirements for a detector/imager will vary with the specific gpplication of the LEC agency. The LEC
agency must consider the following parameters when sdlecting a CWCIDS: materid compaosition of the
target objects, Sze of the target objects, expected location of the target objects (such as on the surface
of abody, in abody cavity, buried in the ground, etc.), detection versus imaging, experience and
training of the officer or operator, Speed of operation, and information qudity (clarity of imagesfor an
imaging system and false darm rate for a detection system). Additiona concerns are deployment of the
CWCIDS, purchase cogts, maintenance costs, privacy issues, and utility (power, cooling, etc.)
requirements.

When reviewing literature describing the ability of these CWCIDSs to find concealed wesgpons,

whether that literature is sales brochures or technicd articles, the reader should carefully examine the
datathat is presented. In many cases, the information, although not incorrect, may not be complete and
may be mideading. If there is difficulty in understanding the information provided by a manufacturer,
whether that information is a published technicd article or an advertisement brochure, contact the Office
of Law Enforcement Standards or the Nationd Indtitute of Justice to help dlarify that information.

7.1 Acoustic-Based Hard Object Detector

Presently, there exists one fully devel oped weapon detector based on acoustic wave phenomena. This
deviceisahand-held, light-weight unit that can be used to find wegpons hidden on an individua
between 1 mand 5 m away. Consequently, these acoustic devices can be used to find objects located
and/or concealed on a person afew meters from the LEC officer. The acoustic detector presently
being tested is alight-weight, battery-operated, low-cost (Iess than $200 each), easy-to-use unit. To
facilitate directing the acoustic beam onto atarget location, the unit contains afocused light beam that is
aigned with the emitted acoustic beam. Seereference 8 listed in section 9 for more detalls.
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Table 3. A tabulation of the different technologies described in this guide

DESCRIPTION SECTION ENERGY ILLUMINATION PROXIMITY PORTABILITY
hard object detector 71 acoustic active far portable
WT metal object 72 magnetic active near transportable
detector
HH metal object detector 73 magnetic active near portable
imaging portal 74 magnetic active near transportable
body cavity imager 75 magnetic active near fixed-site
ferromagnetic metal 76 magnetic passive near transportable
detector
metal object locator 17 magnetic passive far transportable
pwave holographic 78 EM wave active near transportable
imager
pHwave dielectrometer 79 EM wave active near transportable
imager
X-ray imager 7.10 EM wave active near transportable
pwave radar imager 711 EM wave active far transportable
pulse radar/ 712 EM wave active far transportable
swept frequency
detector
mm-wave/ THz-wave 713 EM wave active far transportable
imager
mm-wave radar detector 714 EM wave active far hand-held
EM pulse detector 7.15 EM wave active far transportable
mm-wave imager 7.16 EM wave passive far transportable
IR imager 717 EM wave passive far transportable
mm-wave/IR imager 7.18 EM wave passive far transportable




7.1.1 Theory of Operation

The detection of awegpon/contraband item is dependent on the acoudtic reflectivity of the materids
that make up the object, and the shape and orientation of the object. Basically, hard objects will
provide a high acoudtic reflectivity and soft objects asmall acoudtic reflectivity. Consequently, this
technology can be used to find plastic wegpons as well as meta weapons. The flat surfacesthat are
perpendicular to the incident acoustic wave will provide the largest detectable return signd. The
important detection parameters for this technology are size of the target object, diameter of the detector
antenna, wavelength of the emitted acoustic power, and the emitted power. The antenna sze and
wave ength affect the size of the smalest object that can be detected; to alimit, the larger the antenna
and the shorter the wavelength, the smaller an object can be and till be detected (see sec. 5.4). The
primary limitation on the antenna sSze is the requirement that the detector be hand-held and easily
carried by LEC officers. Transmisson of the acoustic power is dso aconcern. Aswas stated in
section 5.2.1, acoudtic power will not travel in a vacuum; acoustic energy is atenuated less as it travels
in dense medium, such as solids and liquids, and is atenuated more as it propagates in gases, such as
ar. The humidity in air reduces the atenuation of an acoustic wave. Therefore, if the object Szeis
inferred from the sgna amplitude, then the effects of humidity must be accommodeated; this
accommodeation is donein the present acoustic detector. The attenuation (power 10ss) of the acoustic
power is aso very strongly frequency dependent; attenuation is greater for higher frequencies.
Therefore, there is atrade-off in the required spatia resolution and the amount of attenuation that can
be dlowed before detection of atarget item is affected. The power of the emitted acoudtic energy is
limited by the ability to generate the energy and safety. Consequently, the acoustic power cannot be
increased arbitrarily to compensate for lossesin the air.

7.1.2 Considerationsfor Use

The acoustic-based detector is sengitive to hard objectsin general and, therefore, its present design
cannot differentiate between wegpons and contraband items, and innocuous hard objects. In fact, for
the wavelengths of the acoustic energy used by these devices, leather dso causes alarge acoustic
reflection. Consequently, weapons and contraband can successfully be hidden under athick leather
garment. Also, since glass and hard plastics will be detected; credit cards, women's cosmetics, etc.,
will be detected resulting in many false-positive detections. However, the guiding light beam will
provide the officer with information on the location of the Sgnd from which the officer may infer a
sgnificance of threet.

7.2 Walk-Through Metal Object Detector
The wak-through metd detector (WTMD) is a commonly used device for detecting meta wegpons
and contraband items. These devices are usually transportable; they can be moved by two people to

different locations. WTMDs are used in close-proximity Situations. Since most wegpons are or
contain sgnificant metd, WTMDs can be used as the primary security screening tool in most Stuations,
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such as courthouses, VIP security, school security, inmate vidtation, etic. Some WTMDs are made to
break down and transport in avan or trunk of alarge car. Temperature and humidity affect the
electronics, so outdoor applications, unless otherwise indicated by the manufacturer, should be
avoided. WTMDs are available from many manufacturers and range in price from around $2000 to
$10 000. They are presently the least expensive of walk-through type security screening devices.

7.2.1 Theory of Operation

WTMDs are metd detectors that use interaction of the time-varying magnetic field they produce with
nearby objects for finding metal objects (seefig. 15). Thisinteraction resultsin the generation of an
electrica current in the object, and this process of current generation is how the WTMD detects a
metd object. Infact, the WTMD

can detect the presence of an T N\

object comprised of any electrically Sourcecoil , \\ * \"'« Detector coil
conductive or magnetizable | }7 T N Y

material; the material does not Mo
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operation of walk-through metal Ao S

detectors). However, in most Source electronics e ¥ | Detector electronics
cases, the detection Signd istoo

amall to detect if the object isnot a

metd. The human body isaso — — — Magnetic field emitted from source
conductive, dthoughnotas s Magnetic field emitted from object
conductive asametd; but because  Figyre 15. Diagram of a metal detector with an object
of its size, the detection signd from inside the detection space

the human body may be larger than
the detection sgnd from certain smal metd objects. WTMDs are frequently and incorrectly called
magnetometers.

7.2.2 Considerationsfor Use

The detection capability of WTMDs are limited to the size of metal objects that can be found on a
person because of the interference caused by the person. Also, these devices primarily detect only
metal objects. Unlessthe WTMD congists of multiple detectors (azoned system), it will not provide
any information on the location of the detected object. Even in the zoned systems, however, the
location information is coarse.
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7.3 Hand-Held Metal Object Detector

The hand-held meta detector (HHMD) is a commonly used device for detecting metdl weapons and
contraband items. These devices are light-weight and are used in close-proximity situations. HHMDs
can be used to search for objects conceded on the body and, with some HHMDs, in body cavities.
HHMDs can aso be used to find metd objectsin the yard of a correctiond facility or in the quarters of
aninmate. They arelightweight, can be easily carried, are low cost (range in price from around $200
to $500), easy to use, and have many commercia sources.

7.3.1 Theory of Operation

HHMDs are metd detectors that use the interaction of the time-varying magnetic field they produce
with nearby objects for finding metd objects. The theory of operation of the HHMD isidenticd to the
WTMD described in section 7.2.1. Seereference 2 listed in section 9, which providesinformation on
the operation of hand-held metd detectors.

7.3.2 Considerationsfor Use

HHMDs are used in close proximity Stuations. In fact, the hand-held metdl detector must be held
within afew inches of ametd object if the object isto be detected. The performance of many (at the
time of thiswriting) metal detectors varies on adaily basis and must be accommodated by frequent
adjugment, if provided. Thisvariation in performanceis not alimitation of the technology but of the
qudity control used to fabricate the HHMD. The recent revison in the Nationa Ingtitute of Justice
standards takes steps to improve the performance of these devices. The HHMD is basicaly ameta
detector and cannot be used to find weapons or contraband items made of other materids.

7.4 Magnetic Imaging Portal

Thisis awak-through type CWCIDS that will use a set of smal-szed closdy-spaced antennae located
around the perimeter of aportal or doorway. Animage of the objects within the portal will be obtained
as the objects move through the porta. Thistype of CWCIDS, depending on speed, could be used as
aprimary security screening tool. This CWCIDS is il under development and only areduced-scae
version has been made which uses severa recaeivers and only one transmitter. The spatia resolution of
this prototype system is presently 5 cm.  Consequently, the image of a handgun would not be precise
but it would be discernible. A video cameraimageis overlayed on the magnetic image to asss the
operator in locating the object on the person. See reference 9 listed in section 9.

7.4.1 Theory of Operation

The time-varying magnetic field generated from each transmitter antenna interacts with objects within
the detection space. That interaction, just like conventiond hand-held and walk-through meta
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detectors, is based on the magnetic permesbility and dectricad conductivity of the object. The
interaction of the generated magnetic field is detected at each receiver antenna. The metal objectsin
the target space are imaged by acquiring the signas for every receiver antennaand for each tranamitter
antenna. To obtain the data, one trangmitter is turned on and each receiver acquiresasignd. Then the
next transmitter is turned on and each recelver acquiresanew sgna. This process continues until dl
transmitters along the periphery of the portal have had a chance to illuminate the detection space and
each recaiver has acquired asignd. To smplify design, the transmitter and recelver antennae are one
and the same, and a computer-activated switch controls whether the antenna acts as a transmitter or a
recaiver. Therefore, each antennais connected to its own transceiver (transmitter and receiver) circuit.
Datais collected from each receiver during illumination by each tranamitter. After dl the data has been
acquired, theimage is constructed using amathematica process cdled an inverse solutions agorithm.
This image recongtruction process is Smilar to that used in computer-aided tomography and magnetic
resonance imaging.

7.4.2 Considerationsfor Use

Image acquisition time may be dow to achieve the required spatid resolution over the required volume.
However, to enhance image acquisition speed, an automatic image refinement dgorithm isbeing
investigated that will take successively higher resolution images only of those areas that exhibit
detectable objects. This process may inadvertently reduce the spatia resolution required to find smaller
objects during the firgt pass that may be of interest for certain LEC gpplications. Furthermore, the
solution to inverse problems are frequently poor. A poor solution means poor image quality and,
consequently, reduced detectability.

7.5 MRI Body Cavity Imager

The body cavity imager uses magnetic resonance imaging (MRI) techniques or, more accuratdly,
nuclear magnetic resonance imaging techniques. Thisis the same technology used in medical MRI
sysems. Medicd MRI systems are large and require the person being examined to lay on anarrow
table that is inserted into the MRI system. However, reduction in the size and complexity of an MRI
sysemispossble. An MRI system can find objects hidden deep within the body and could be used a
high-security correctiond facilities as atertiary screening tool where conventiona detection methods
have not been able to resolve an alarm or if someone is suspected of ingesting contraband. See
reference 10 listed in section 9 for a more detailed description of MRI.

7.5.1 Theory of Operation
MRI works by exposing the person to alarge magnetic field pulse and then using a pulse of
high-frequency microwave energy to probe the interaction of the magnetic field with the body.

Specificdly, the magnetic fied pulse interacts with the nucleus of atoms and the microwave pulseisa
probe that is used to examine thisinteraction. Not dl atomsare MRI active. For an aom to be MRI
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active requires that the nucleus of the atom have ether an odd number of protons, neutrons, or both
(seeref. 10 ligted in sec. 9). The frequency of the microwave probe is selected so that the probe only
examines the interaction of a specific type of atom (such as the hydrogen atom) with the magnetic field.
Since nuclel from different atoms behave differently when exposed to a pulsed magnetic field, MRI can
be used to digtinguish between different atoms and, consequently, different materids. Furthermore, the
intengty of the MRI signd is dependent on the number of atoms of the given type. Therefore, an MRI
system can be used by atrained operator to look for objectsin abody cavity by looking for anomalies
intheimage. For example, assume the MRI system is tuned to look for the hydrogen atoms of water
(MRI systems are typically tuned to look for protons, which are the nucle of hydrogen atoms). If a
body cavity should typicaly contain food or liquids (like the digestive system) and a wegpon or
contraband item isingde the cavity, the image from the MRI system will show avoid in the cavity. This
void in the MRI image is aresult of the conceded item displacing the water containing materias.

7.5.2 Considerationsfor Use

MRI systems are large, expensive, may require water cooling, and require tens of amperes of ac

power. However, research is being devoted to develop a trangportable system that can operatein a
large truck. Medicd MRI images are typicdly interpreted by trained professonds, and radiologists,
who are medical doctors. Consequently, the cost of operating the MRI systems may be high. Also, the
large pulsed magnetic fieds prevent MRI systems from being used on people with a persona medica
electronic device, such as a pacemaker, cardiac defibrillator, infuson pump, etc. Voidsinthe MRI
image can aso be caused by air pockets, and thiswill result in false-postive signals.

7.6 Gradiometer Metal Detector

The gradiometer metd detector is a passive system and has been deployed in tests as a permanently
ingtaled part of a secure entry system for courthouses. In this scenario, a person must wak into a
controlled area that is monitored via closed-circuit televison cameras. The person removes meta
objects until the alarms from the meta detector are resolved. The gradiometer system can be used asa
primary security screening tool at locations, such as courthouses, where the primary threet items are
conventiona meta wegpons. Because the gradiometer system is passive, it will not affect the function
of personal medica eectronic devices. Also, the system responds to moving ferromagnetic metal
objects so that placing the system near stationary steel objects will not affect its operation. See
reference 11 listed in section 9 for more information.

7.6.1 Theory of Operation
The gradiometer meta detector system is awalk-through type device that uses a series of verticaly
arranged gradiometers located on either side of its portd. A gradiometer consists of two

magnetometers connected eectricaly in what is called differentid mode. The gradiometer responds to
changesin the loca magnetic field of the earth caused by amoving ferromagnetic object. The
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differentiad mode connection is required to reduce the effects of norma background fluctuations that
would otherwise cause fase darms. The gradiometer portd is very smilar to a zoned wak-through
meta detector. Each gradiometer pair responds to the presence of the ferromagnetic object and based
on the magnitude of these interactions, the system displays the location of the metal object within the
portd.

7.6.2 Considerationsfor Use

The spatid resolution and, consequently the smallest object that can be detected, is dependent on the
number of gradiometers on either side of the porta. Increasing the number of gradiometers increases
the cogt of the system. The present design does not permit finding smal objects such as handcuff keys,
razor blades, etc. The gradiometer system requires that the target objects be ferromagnetic. Some
meta wegpons are not congtructed of ferromagnetic metas and will go undetected. Metals such as,
copper, brass, lead, aluminum, and some stainless stedls are non-ferromagnetic. Furthermore,
deployment as a permanent component in an integrated secure entry system may not be practica for
most cases. Moreover, it may be necessary to deploy these unitsin a permanent ingtallation because of
the possibility of vibration- or movement-induced errors which would cause false-pogitives. These
vibrations and movements may be caused by large nearby trucks, vibrating equipment, wind, etc. It
may be possible to reduce the effects of movement and vibration by using three-axis accelerometersto
measure the change in position of the magnetometers and, consequently, compensate the output of the
magnetometers for any vibration or movement. This additiona circuitry would increase system
complexity and cos.

7.7 Gradiometer Metal Object L ocator

The locator is a gradiometer-based device that is intended to be light-weight, portable, mobile, easy to
use, and inexpendve. Thelocator is based on amilitary design for usein maritime gpplications. The
locator is being designed to use less costly components than its military predecessor. It isintended to
be carried by LEC officers and/or mounted on their vehicles. The metal object locator can be used to
track persons carrying meta weapons or other large ferromagnetic metal objects. It can be used to
track or locate items close to the locator or afew meters away. If mounted on a police cruiser, the
locator can dlow the officer to determine if anyone approaching the cruiser is carrying alarge
ferromagnetic object, such asahandgun. The locator is a passive device and, therefore, has no
exposure concerns associated with it. See references 12 and 13 listed in section 9 for more
informetion.

7.7.1 Theory of Operation
The metal object locator uses a gradiometer to locate the position of ferromagnetic metd objects. The

gradiometer contains four three-axis magnetometers (seeref. 14 listed in sec. 9). One of the three axis
magnetometersis used as areference. The other three three-axis magnetometers (or sensor
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magnetometers) are located equidistant from each other and from the centrally located reference
gradiometer. Each sensor magnetometer is contained within aset of uniquely designed coilsthat is used
to null (zero) the background (Earth) magnetic field, greatly improving the dynamic range of the
gradiometer system compared to other compensation methods. Nulling the background magnetic field
is accomplished by gpplying an dectrica current to the sensor magnetometer coils. This ectrica
current is controlled by the reference magnetometer such that, in the presence of a uniform magnetic
fidd, the output of the sensor magnetometersis zero. The advantage of this design isthe large increase
in dynamic range and, consequently, the ability to locate and track ferromagnetic objects, compared to
other gradiometer systems.

7.7.2 Considerationsfor Use

Only ferromagnetic objects can be located and tracked. However, most objects that are athreat to an
officer, such as knives and firearms, contain ferromagnetic metals. The size of an object that can be
tracked is dependent on the distance between the object and the locator. Consequently, these devices
would not be able to locate and track smdl itemsthat are a threat to security in a correctiond facility,
such as handcuff keys, razor blades, etc., from more than 1 m. Although the detection of amoving
object is not affected by ferromagnetic objects that are Sationary relative to the gradiometer, large
ferromagnetic objects will distort the magnetic field near the gradiometer and possibly cause incorrect
object distances. However, the effects of some large objects can be compensated, and this alowsthe
gradiometer to be attached to a motor vehicle and till be capable of locating and tracking a
ferromagnetic object. Car vibrations (caused by opening and closing doors, motor-induced low-
frequency suspension vibrations) will affect gradiometer performance.

7.8 Microwave Holographic | mager

The microwave holographic imager is a porta-type device where the person being searched is scanned
by microwave energy. To obtain the image, acolumn containing a set of verticaly-arranged emitter and
detector pairsisrotated around the stationary person. The emitter radiates continuous-wave energy.
The detected signdl is used to accurately congtruct an image of the surface of the person. This system
has been evaluated for operator ease-of-use at severd airports. See reference 15 for more
information.

7.8.1 Theory of Operation

Holographic imaging is based on the interference (see sec. 5.4.4) of two beams of dectromagnetic
waves. one beam is called the reference beam and the other the object beam. The object beam,
because it reflects off the target field, containsinformation on the target. Specificaly, this target
information is the distance from the object to the source and the reflectivity of thetarget. The
holographic image is the result of the addition of the reference beam with the target beam. Holographic
images are conventiondly captured and stored on film and subsequently displayed by illuminating the
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filmwith light. In this gpplication, however, the image is captured by microwave detectors and stored
asdaain acomputer. Theimageisthen displayed on acomputer monitor or other display device.
For an introduction on holography, see reference 16 listed in section 9 or asmilar text.

The spatid resolution of a holographic image is dependent on the wavelength of the emitted radiation;
the shorter the wave ength, the higher the spatia resolution. The time required to make a holographic
image is asigna-to-noise issue (see sec. 5.3.2.3) and depends on the power in the reference beam and
in the reflected target beam. The target must be Stationary while the image is being acquired or else the
image will be digtorted. Furthermore, microwave radiation readily penetrates most clothing materia but
not the human body. Therefore, dl body surfaces must be imaged to determine if an object is hidden
underneath clothing. Imaging of different body surfacesis accomplished by revolving the microwave
emitters and detectors around the person or, equivaently, by rotating the person within a sationary
array of emitters and detectors.

The microwave detectors presently available for use in microwave holographic imaging sysems are
fairly sengtive and, therefore, do not require sgnificant microwave power. The microwave holographic
imaging system emits power & alevel wel below that which is consdered unssfe.

7.8.2 Considerationsfor Use

Microwave radiation is absorbed by the human body. Therefore, objects hidden in body cavities
would not be found. 1n addition, the images acquired from the present holographic system contain
anatomical detal. Therefore, for some gpplications, the image detail would have to be reduced or the
data acquired so that it did not contain such information. However, these are not limitations that cannot
be overcome with specid dgorithms. However, as mentioned in section 7.8.1, the image must be
taken while the object is sationary. Therefore, it is necessary that the person being imaged remain ill
for the duration of the image acquidtion time. Present acquigtion timeisafew seconds. Thereis
concern with the imaging array rotating around an individual, especidly a child or a claustrophobic.

7.9 Microwave Dielectrometer | mager

The microwave didectrometer is based on measuring the didlectric constant (see sec. 5.4.2.1) of
materials passng by averticdly arranged set of dielectrometers. The dielectrometer imager isa portd-
type device that requires scanning the different surfaces of a person with microwave energy; thisis
gmilar to the system described in section 7.8, but uses a different method to collect and display
information. The person remains sationary while the column of dielectrometersis rotated around the

person.

7.9.1 Theory of Operation

Each dielectrometer in the porta consists of an emitter and detector pair. The detectors contain a
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specidly designed narrow frequency, high-gain, three-dimensond antenna. The emitter circuit is
designed to transmit a single cycle of microwave radiation. The detected sgnd is caused by objects
that have eectronic properties (see sec. 5.4.2.1) different from that of air. Specifically, the eectronic
properties are the dielectric permittivity and the eectrica conductivity. For more detailed information
on the interaction of eectromagnetic waves with matter, see, for example, reference 17 listed in
section 9. The detected sgnd contains amplitude information and delay information. The amplitude
gives ameasure of the materia property vaues, and the dday gives information on the distance
between the emitter and the object. This system is designed so that only anomalies or differencesin the
materid property of the surrounding environment and human bodies are detected. Consequently, no
anatomical information is acquired or contained in the image data. To present the image, however,
requires that the objects be displayed on awire frame representation of an average human. The height
of the wire frame moded is scaed by the location of a handlebar which is to be held shoulder height by
the person being scanned.

7.9.2 Considerationsfor Use

Scanning, as with the CWCIDS described in section 7.8, takes severd seconds. There is concern with
the imaging array rotating around an individual, especialy achild. Present spatid resolutionis5 cm
(2in), and thisislimited by the dielectrometer Sze and the separation between didectrometers.
Presently, the didectrometers used in the system are expensve and increasing the spatia resolution will
increase the cogt of the system.

7.10 X-ray Imager

The x-ray imager uses the same technology as medica x-ray imagers (seeref. 18 and 19 ligted in
sec. 9). The person being scanned stands near apanel while an x-ray source is scanned across the
body. Each surface of the body to be imaged requires a separate scan.

7.10.1 Theory of Operation

X-rays are aform of dectromagnetic energy. The x-rays used in these devices are of low energy and
penetrate afew millimetersinto the body. The interaction of x-rays with matter is complex and can lead
to the production of eectrons and other x-rays (see, for example, ref. 20 listed in sec. 9). Medicd x-
ray imagers rely on the absorption of incident x-rays for imaging. Weapon detection x-ray imaging
systems, on the other hand, utilize an interaction called Compton scattering or backscattering.
Frequently, these imaging systems are called backscatter imagers. The Compton effect is a quantum
mechanica phenomenon. In Compton scattering, an x-ray photon interacts with an eectron bound to
an aom. (A photon is one quantum of eectromagnetic energy.) In thisinteraction, the eectron
absorbs some of the incident x-ray energy and this absorbed energy istransferred to the kinetic
(motiond) energy of the electron. The energy of the x-ray photon that interacts with the eectron isthus
reduced by the amount transferred to the kinetic energy of the electron. This reduced energy x-ray

43



photon isthe Compton scattered x-ray photon used for imaging. For more information on Compton
scattering, see, for example, reference 21 listed in section 9.

7.10.2 Considerationsfor Use

X-ray backscatter imaging has sufficient spatia resolution to identify concealed contraband and wegpon
items. These items do not have to be metdlic; consequently, drugs, chemicals, etc., can be found on a
person. However, these x-ray systems do not have the penetration capability to find objects hidden
within body cavities or conceded otherwise under heavy flesh. Each surface of the body that may
contain a concedled object must beimaged. The present commercially-available sysems are
sufficiently fast, afew seconds per scan and up to four scans per person, to be used as secondary
screening devices in high-throughput applications. However, the x-ray images will raise privacy issues
snce they contain detailed anatomical information. There has been concern expressed whether having
the detalled image data violates an individud’s privacy even if that detall is not displayed.

Conseguently, the images or imagers may have to be dtered. Altering the image will, more than likely,
reduce image quality and clarity, and therefore, the ability to identify small contraband and wegpon
items. There may aso be a safety concern because x-ray radiation isionizing. However, these x-ray
systems emit low dosages, much below that which the USFDA bdievesis athresat to hedth. However,
the USFDA does not have an officid postion on the safety of these devices.

7.11 Microwave Radar I mager

The present implementation of the microwave radar imager is as a through-the-wall people finder that
uses a frequency-modulated cw source (see sec. 5.3). However, by reducing the wavelength so that
gpatial resolution isimproved (see sec. 5.4), the radar imager can aso be used to image concedled
objects. The microwave radar imager isasmall, light-weight device that can be deployed at any
location and be operated remotely. The microwave radar imager uses eectromagnetic radiation in the
20 GHz to 100 GHz range. For more details, see reference 22 listed in section 9.

7.11.1 Theory of Operation

The image is formed from reflections of the microwave energy by objects within the target space of the
imager. Radar (an acronym for radio detection and ranging) is used to determine the motion of the
reflecting object by detecting the Doppler-frequency shift in the reflected (or return) signd. Thisshiftis
the result of the object moving away from or closer to the source of microwave energy. If the object is
moving away, the return sgna has alonger wavelength (lower frequency); if the object is moving
toward the source, the return Sgnd has a shorter wavelength (higher frequency). The equations
describing the Doppler-frequency shift are smple and, therefore, an accurate measurement of the
Doppler-frequency shift will provide an accurate measurement of the motion of the object.

To obtain distance or range information, the continuous-wave source must be modulated. A common
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modulation method that works is frequency modulation. A frequency modulated source can be viewed
as a cw source where the frequency of the emitted power changes with time. Range information from a
frequency-modulated (FM) cw radar system is obtained in the following way (seefig. 16). The source
illuminates the target Space with aFM cw signd tranamitted by an antenna. Thereflected sgnd is
subsequently collected by the same antenna. Some of the output of the source enters the mixer viathe
circulator. The sourceistypicdly cdled the locd oscillator (LO). Similarly, the reflected sgna power
enters the mixer viathe circulator. The two Sgnds, the incident and the reflected Sgndss, are then
combined in the

mixer in away that

can beused to
compute the distance

between the source Source il
and thereflecting < letumn

object. The mixer

output istypicaly to processing electronj
cdled the
intermediate Mixer
frequency (IF) sgndl.
For the purpose of
this discussion, the

IF sgnd provided by
the mixer hasa
frequency that isthe set by the difference between the frequency of the LO and the frequency of the
reflected signds. If the LO was not frequency modulated, the signd would be very difficult to observe
or acquire. Thefrequency of the IF Sgnd providesinformation on the range to the reflecting object,
and the magnitude of the IF signd provides an indication of the Size of the reflecting object.

Figure 16. Diagram of an implementation
of a cw-Doppler radar system

7.11.2 Considerationsfor Use

The spatid resolution of the microwave radar imager is dependent on the microwave wavelength (or
frequency). For example, a’55 GHz system will provide 5 cm (2 in) spatid resolution. The smdler the
waveength, the greeter the spatid resolution. However, the smdler the waveength, the more likely the
radar energy will be absorbed by intervening materias, such as brick wals. Consequently, the spatid
resolution required to detect wegpons at a distance may preclude through-the-wall gpplications. The
image acquidition time is dependent on the areato beimaged. However, for most gpplications
(distances less than 10 m away, horizontal scan of lessthan 2 m, and a1 m verticad scan) theimage
scan time should be less than a couple of seconds.

7.12 Pulse Radar/Swept Frequency Detector

The system being developed uses a pulse radar to determine the range to the object and then usesa
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swept frequency illumination of the object to obtain information on the object. Both hand-held and
portable stationary-use units are under devel opment.

7.12.1 Theory of Operation

A pulse of microwave or radio-frequency energy is used to illuminate the target space and the reflected
sgna provides information on range. For pulse radar, acquiring range information is achieved by
measuring the time interva between the emitted illumination pulse and the return pulse. After the object
position and range have been determined with the pulse radar subsystem, the object isilluminated by a
swept frequency source. The swept frequency return signa from the object is then andlyzed to
determine if the reflecting object isathrest item. In particular, the resonance of the reflecting object is
used to extract information about the object, thus providing a signature for the object. The object’s
electromagnetic Sgnature is then compared to that of known handgun sgnatures, and an darm is
automdticaly activated if the Sgnatures match; thereis no operator interpretation of an image.

7.12.2 Considerationsfor Use

The system does not provide an image but an indication of whether or not athreet item is present in the
target space. The ability to determine the existence of athreet item requires that the system store these
sggnaturesin adatabase. Although storing and sorting through frequency signatures (or spectra) of
threat items is not as memory and processor intendve as image recognition, the same problems il
apply (see sec. 2.1.2). Consequently, there may be delays while the computer searches the database
for possible matches. As the threat items change, the data base must be updated to accommodate
these new thrests.

7.13 Broadband/Noise Pulse Millimeter-Wave/T er ahertz-Wave | mager

This system is a pulse imaging system that uses either broadband or noise pulses. Itisintended to bea
car-portable system with a stand-off scanning distance of 7 m and an image refresh rate of 10 Hz (10

images per second) or more, thereby providing red-time imaging capability.
7.13.1 Theory of Operation

A very short duration pulse or anoise pulseis used to illuminate a target space. Objectsin the target
gpace reflect the incident Sgnd and this reflected energy alows imaging of objects within the target
goace. Thisissmilar to the way a conventional cameraworks except, in this case, the illumination
source is the pulse source, not the sun, and the detection or imaging is done with specid detectors and
not a photographic film. However, the general concepts are the same. Aswith a photographic image,
distance to objects and size of objects are inferred by the observer.

There are two potential methods for detection of the reflected pulse energy that are being explored.
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One is based on antenna coupled microbolometer arrays and the other on electrooptic properties of
materids. Both methods are being investigated because both have the potentia for providing red-time
imaging capability. The detailed description of these techniquesis beyond the scope of this Guide. For
more information, see references 23 and 24 listed in section 9.

Broadband or noise pulses are used to avoid adverse imaging effects, such asinterference (see

sec. 5.4.4), that occur when using a monochromeatic coherent illumination source. Interference can
cause the image of aflat reflecting surface to exhibit bright and dark regions that are dependent on the
angle of illumination. Because a broadband or noise pulse source produces energy comprised of many
frequency components (see sec. 5.3.2.2), the effects of interference are removed. For example,
interference is not experienced in visble photography which uses a broadband light source, the sun, for
illumination.

7.13.2 Considerationsfor Use

Aswith any active system, the target space must be illuminated with sufficient energy to observe a
reflected Sgnd; thisis asigna-to-noiseissue (see sec. 5.3.2.3). Furthermore, thereisalimit to the
amount of average power that an individua can be exposed to and this is described in reference 25
lisled in section 9. Consequently, thereis atrade-off between safety issues and Sgnd quality issues. A
pulse source can provide the illumination energy required for qudity images without exceeding the safe
exposure limits; thisis typicaly not the case for a continuous wave illumination sysem. The system may
be expensive and this is dependent on the cost of the components used for the chosen detection
method.

7.14 Millimeter-Wave Radar Detector

The microwave radar detector is intended to be a hand-held device that has an operating range of
gpproximately 1 mto 7 m. The radar detector is a frequency-modulated cw radar and consists of a
radar energy emitter and detector. However, in this case, the emitted radar energy is scanned
horizontaly by the unit and verticaly by the operator. The emitted frequency is centered around 95
GHz and the horizontal scan is @out + 5E. The target image acquidtion time is gpproximately 1 s.

7.14.1 Theory of Operation

The radar detector uses the energy reflected from objects in the target field to generate an image. The
distance between the object and the detector can be obtained because of the emitter and sensor design;
namely, the emitter provides a frequency-modulated cw output and the sensor contains a millimeter-
wave mixer that mixes the reflected sgna and a coherent (see sec. 5.3.1) reference Signa. The output
of the mixer is dependent on the magnitude of the reflected sgnd and the phase or frequency
relaionship (see sec. 5.3.1) between the reflected and reference sgnas. Animageis actudly obtained
with this CWCIDS; therefore, image recognition hardware and/or software is required (see sec. 2.1.1).
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To improve image recognition, the image is enhanced dgorithmicaly.
7.14.2 Considerationsfor Use

The detection ability of this CWCIDS is dependent on the operating wavelength and the wavelength
dependent object properties (see sec. 5.4). Thissystem isbasicaly aFM cw radar and diffraction will
limit spatid resolution and object recognition. The robustness of the image recognition agorithms will
aso affect detection capability.

7.15 Electromagnetic Pulse Detector

Thissystemissamilar to that described in section 7.12 in that both rely on the € ectromagnetic
properties of target objects to provide a unique signature for object identification. Both pulse and
swept frequency illumination are being examined. Thefina system will be afied-deployable unit. For
more information see reference 26 listed in section 9.

7.15.1 Theory of Operation

The target spaceisilluminated with either a pulse or swept frequency source. The signd reflected by
objectsin the target space provides an eectromagnetic sgnature, a unique spectrum, for that object.
The object Sgnatures are then compared to known signatures to determine whether or not objectsin
the target space are threat items (thisis Smilar to that described in sec. 7.12). The person carrying the
object will o exhibit a unique dectromagnetic Sgnature. To recover the Sgnature from the object
requires that the signature of the person be subtracted from the composite person-object signature.

7.15.2 Considerationsfor Use

The method for ng whether or not an object in the target space is athreat item involves
comparing measured spectra to known spectra. This requires alocal data base containing stored
spectra. Moreover, the measured spectrawill depend on the orientation of the target objects relative to
the illumination source. Consequently, the data base must also contain the spectra for the object for al
its unique orientations. Moreover, this method is dependent on having an average human signature.
Based on the divergty of Sze, shape, and mass distribution of humans, it may be very difficult to obtain
an average human sgnature.

7.16 Millimeter-Wave | mager
There are avariety of different millimeter-wave (mm-wave) imagers being developed for concedled
wegpon detection applications, see references 27 to 29. The difference in these devicesisin the

detection of the mm-wave energy. These devices are presently in the development stage and none
have been deployed or tested in actual use.
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7.16.1 Theory of Operation

Asmentioned in section 5.1.2, bodies at temperatures above absolute zero will emit radiation and the
wavelength of the radiation pesk is dependent on the temperature of the body. The total power emitted
from the body is dependent on the Sze and emissvity of the body. Passve mm-wave imaging is based
on the ability to detect the mm-wave energy emitted by people relative to that emitted by a wesapon.
These detection systems, like thermal imaging (see sec. 7.17), require the ability to differentiate
between temperatures of adjacent areas within the target area. The operation of a passve mm-wave
imager, or atherma imager, can be compared to the operation of acamera. The light for amm-wave
imager isthe mm-wave energy and the film of a cameraiis the detector array in amm-wave imager.
The differences among the systems being explored for concedled wegpon detection is in the mode of
detection. The details of these differences are beyond the scope of this guide; please see references 27
to 29 listed in section 9.

7.16.2 Considerationsfor Use

The mm-wave imagers, because of the detector technology and requirement to have dmogt-red-time
imaging, do not have the temperature sengitivity of thermd (infrared) imagers. Present systems, at be<,
have a1 EC temperature sendtivity and require several seconds to acquire an image under the best of
conditions. Due to thislow temperature sengtivity, concealed wegpons or contraband that have been
in contact with the body, and are at body temperature, will not be detected by present passive mm-
wave imagers. However, with improved detector responsivity, it may be possible to develop an
amogt-red-time passve mm-wave imager. However, the effect of aweapon-to-body temperature
difference will till be anissue. Furthermore, the person being scanned for a concedled object must be
dationary while the image is being acquired or the image will become blurred and indecipherable.

7.17 Infrared Imager

Infrared imagers are commonly used for avariety of night-vison goplications for seeing vehicles and
people. See reference 30 for a description of infrared imagers.

7.17.1 Theory of Operation

Asmentioned in section 5.1.2, bodies at temperatures above absolute zero will emit radiation and the
wavelength of the radiation peak is dependent on the temperature of the body, and the total power
emitted from the body is dependent on the Size and emissvity of the body. Most thermd imagers have
been designed to have a pesk sengtivity near the pesk emission wavelength of humans, namely around
10 um (seefig. 4). Also, these therma imagers have better than 0.1 EC temperature sengitivity, which
alows the imagesto digplay detailed features, such asthe facia features of people.

7.17.2 Considerationsfor Use
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Infrared radiation emitted by people is asorbed by clothing. This absorbed radiation hesats the clothing
and isthen re-emitted by the clothing. Consequently, the image of a concealed weapon will be blurred,
a best, assuming the clothing istight and stationary. For normdly loose clothing, the emitted infrared
radiation will be spread over alarger clothing areathereby sgnificantly decreasing the ability to image a
wegpon. The difficulty in observing an infrared sgnd of a concealed weagpon becomes worse asthe
weapon temperature approaches that of the body.

7.18 Hybrid Millimeter-Wave and Infrared | mager

Hybrid millimeter-wave and infrared imagers are systems that employ both mm-wave and infrared
imaging techniques (see secs. 7.16 and 7.17). The images from these two separate imaging subsystems
are brought together dgorithmicaly in what is caled afuson process. The fusion of the mm-wave and
infrared images results in the fused image. See reference 31 for abrief discusson of this method.

7.18.1 Theory of Operation

The theory of operation of the separate imaging systems was described in sections 7.16 and 7.17. The
fusion process requires that the images be digned properly. Before adignment, each image isfiltered to
remove extraneous or noisy data and enhanced to augment certain image features. The enhancement
facilitates subsequent image dignment.

7.18.2 Considerationsfor Use

The fused datais the result of infrared and mm-wave images. If the infrared image cannot contain
information on the concedled item, it will provide no useful information. In most Stuations, clothing will
prevent acquidition of any information on a concealed weapon. Consequently, the fused image
provides no further information on the concealed weapon than that provided by the mm-wave imager.
Mm-wave images take a few seconds to acquire and during this time the person must be stationary.
The fused image may exhibit no more than a mm-wave image of the concealed wegpon with a high-
resolution image of the surface of the clothing. However, the infrared image does facilitate location of
human subjects, on which an object may be hidden, and this may acceerate the subsequent process of
detecting a weapon on the subject.
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8. SUGGESTIONS AND RECOMMENDATIONS
FOR PERFORMANCE STANDARDS

The purpose of this section is to provide genera ideas for devel oping performance slandards for a
CWCIDS. For two of the technologies described in section 7, namely the walk-through (sec. 7.2) and
hand-held (sec. 7.3) metal detectors, the Nationd Ingtitute of Justice (NIJ) already has standards (see
refs. 32 and 33 listed in sec. 9).

8.1 Revisad NIJ Standardsfor Hand-held (HH) and Walk-through (WT) Metal Detectors

The origind NIJ standards were revised and expanded to accommodate requirements expressed by the
law enforcement and corrections community. These new requirements not only included detection
performance improvements but also new requirements for system performance including the operator
interface and/or controls, more redigtic test objects, environmenta tolerance, electromagnetic
compatibility, quality control and assurance, safety, and operator ingructiona and technica repair
documentation. Many of these new requirements can be used verbatim or as atemplate for
consigtency for future standards for conceal ed weapon and contraband imaging and detection systems.

8.2 Detection/I maging Performance Requirements and Specifications

The most important requirements will be for the detector/imager performance. These requirements
should be written such that they are dependent on the LEC application and not on the system or
technology used for the given application. Furthermore, more than one technology may be applied to a
given LEC gpplication. Consequently, the LEC community must have aclear idea of whét their
requirements are for a given application before attempting to write astandard. By having an
application-dependent standard, it is possible for more than one technology to be applied to and to
compete for the LEC given application. For example, WT metd detectors can be manufactured by the
technology described in sections 7.2 and 7.4. 1t is beneficid to the LEC community to have more than
one technology or adaptation of a given technology used for a given LEC application because this
redundancy generates competition which resultsin improvements to the CWCIDS technologies and to
CWCIDS cost reductions.

It may aso be possible to use one technology for more than one LEC application. Therefore,
developing standards based on technology aone may not be productive and may actudly limit the
efficacy of a CWCIDS and, consequently, that of the LEC agencies. For example, the NIJ standards
for HH and WT metd detectors are based on the same technology but are written for very different
gpplications. A common performance stlandard for both applications would not ensure the desired
performance for either aHH or WT metd detector. (The HH metd detector standard is written with
the gpplication of finding metal objects using afast close proximity search technique whereasthe WT
metal detector standard is written for the gpplication of finding metal objects passing through a porta-

type device.)
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8.3 Other Performance Requirements

Many of the system performance requirements should be the same for any detection/imaging system
that is intended to be used by the law enforcement and corrections community. For example,
documentation, quality control and assurance, dectromagnetic compatibility, and environmenta
tolerance should be smilar if not identical to that described in the revised NIJ standards for hand-held
and wak-through metal detectors. These requirements are somewhat generic in nature and have been
presented as such in the revised NIJ metal detector standards.

Safety requirements can be divided between eectrica, mechanical, chemica, and radiation exposure.
Exposure requirements will, of course, be different for different types of CWCIDSs because of the
variety of sources used for illuminating the target space. There isthe concern for both operator and
generd public safety, and thiswill aso vary among the CWCIDSs because of source differences.
However, dl CWCIDSswill have to comply with safe operating requirements including absence of
sharp edges, loose covers and cowlings, exposed wires, etc. Theseissues are treated in the revised
NIJ standards for HH and WT meta detectors. Passive systems do not actively emit energy and,
therefore, will not have exposure issues.

The operator interface and controls will be dependent on the type of system being used. However, the

requirements in the revised NIJHH and WT meta detector standards can provide a sarting point for
these requirements.
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