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CHAPTER FIVE

THE FBI'S CONDUCT OF THE PRE I IRY ON WEN HO LEE:

APRIL 1994 TO NOVEMBER 1995
Questions Presented:
(w)

Question One: £8) Did the FBI conduct the preliminary inquiry in an appropriate
and aggressive manner given the seriousness of the underlying allegations?

- (%)
Question Two: {8) Did the FBI avail itself of all the investigative tools available

to it in the conduct of a preliminary inquiry?

(w) |
Question Three: (S) Should the preliminary inquiry have been converted into a
full FCI investigation? | | '

L ]

A. (U) Introduction

) .
. f(“S)Morcﬁmntwo years before the FBI opened a full counterintelligence
investigation on Wen Ho Les, the FBI had an extraordinary opportunity to catch Lee in
- the act of engaging in the gathering and illegal tranisfeiring of secret resticted data -
concerning auclear weapons. It remains a missed opportunity of singular importance.

(SAYES On March 1, 1994, the Albuquerque Division of o FBI (FBI-AQ")
from the San Francisco Division of the FBI ("FBI-SF). (FBI 2098;
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£SAIF) The encounter was described by Source #1 as follows:

_
“

53 coaqR: ]

5 B (KBl 21423) Sce also a March 4, 1995 internal FBI-AQ
J‘;\c handwritten memorandum, by S4 to the file, in which he noteg}
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Wb, vi¢ investigation back in 1982-1984, S

SR After recciving this teletype, S who was assigned (o the
Santa Fe, New Mexico, Resident Agency of FBI-AQ, and who was responsible for
unterintelligence matters at LANL, debricfed a second FBI source (*Source #2*) who

(AQI 03889; FBI 11613) -

éfm’) On this basis, and the fact that Lec had been the subject of a prior full
uested and was authorized to open a

preliminary inquiry concerning Wen Ho

(gl&ﬁ‘kb) The preliminary inquiry was approved on April 20, 1994. It was
approved-during the very same time period that Wen Ho Lee was actively engaged in

transferring Secret Restricted Data from the LANL classified file system to its open (i.e., ”
unclassified) file system, a fact that would not, however, become known to the FBI for |

another five years.
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C. (81 The preliminary inquiry
(W
I. £8) Full investigation versus a preliminary inquiry
(SAT) The first point that must be stated is (hatH— combined .
with Lee’s prior background as the subject of the 1982-1984 investigation - warranted |

the opening of a full foreign counterintelligence ("FCI*) investigation on Wen Ho Lee,
rather than merely a preliminary inquiry (“PI%).

A full counterintelligence investigation requires

—
—

”’,&}See Attonicy General Gmdelmw for FBI Foreign Ineelhgcnce Collection -
and Foreign Counterintelligence Inmugauons (hereaﬁu“AG Guidclinw"). Sections | |
- I(CXIXEXE) and (4). ‘ }
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investigation been opened in April 1994, the FBI would have been able to draw on a far
broader array of investigative techniques to determine the nature and scope of Lee's

3
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involvement with a forcign power.

(u)
A8 SA stated in an interview with the AGRT (hat he did recommend
?Q‘i to his supc(vism that a full FCI investigation be opened. SSA
bé -(old the AGRT that he had no recollection of S‘makin such a request
L3¢ | but, if one was made, SS would have rejected it as unjusti |cd.h12/l/99)
We disagree. A full investigation was warranted.

A, ' '

28)2 Nevertheless, a full investigation was not opened. The AGRT, therefore,
examined the PI to determine: first, whether it was conducted aggressively; second,
whether the case agent had a coherent investigative strategy and plan; and, third, whether
the case agent was appropriately supervised in the conduct of the PL. As to all three

issues, the answer is no.

U
2. ((8)} The time period covered by the preliminary inquiry

(SDWERTT] The PI was extended by the FBI five times, and remained opened for
more than a year-and-a-half** However, the PI ended in fact, if not in name, on July
20, 1995 when FBI Headquarters ("FBI-HQ") ordered FBI-AQ to open 2 *Kindred
Spirit* file based on information from DOE concerning a possible compromise in

u . .
339 (3%Tn & full investigation, the FBI is authorized to conduct interviews, reoruit
new assets, seck FISA surveillance, seek FISA search authority, obtain mail covers, and
acquire financial records. Sce AG Guidelln&s II(CX2)Y). )

) ' : :
34 (9% The PI was opencd April 20, 1994 end extended on August 17, 1994,
November 18, 1994, January 27, 1995, May 17, 1995, and August 13, 1995.
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nuclcar weapons information.*'  Although technically a scparate matter, once the
"Kindred Spirit" file was opened - and cven though FBI-AQ did virtually nothing on it
until afier the FBI formally reccived the *Kindred Spirit* Administrative Inquiry from
DOE in latc May 1996 - work on the Pl ended for all practical purposes when SA

'b\

) ‘ |
%Thcrcforc, the AGRT has focused on the time period of April 1994 to July
1995 and examined what the FBI did to achicve the principal purpose of the PI. The

answer, unfortunately, is precious little.

W)
3. (8 What was done in the preliminary inqui

W
&8)"[‘his is a summary of the few things SA-did on the Pl in the time
period of April 1994 to July 1995:

()] .
o %ﬁvﬁ) He requested FBI-HQ to have FBI-SF question Source #1-and to
have FBI-HQ cause other FBI sources to be questioned conceming Lee.
(AQI 2888; AQI 3782) Source #1 and other sources were questioned .
without success. (AQI 2826; AQI 2912; AQI 3766) _

. W e i o orie who decided to opea the *Kinded Splric file
and that his decision was not based on an instruction from FBI-HQ, 12/1/99)
However, FBI-AQ's files contain the eittel from FBI-HQ instructing FBI-AQ to opea the

“Kindred Spiti¢” fils, with a handwrittea note that the matter was “0&A™ (opened and
assigned] to SAhon Tuly 24, 1995. (AQI02935)

3 (omIIT Nevertheless, as disoussed in Chiapter 7, by July 1995 Loo's niamo had
alrcady surfaced as & “Kindeed Spldc* subject,




concerning their awarencess

m"

and some miscellancous matters. (AQI 3889; AQI 2828; AQI 2830; AQI
2838; AQI 2843; AQI 3861; AQI 3810)

&S‘)‘ He gathered Wen Ho Lee’s travel records concerning his 1986 and
1988 PRC trips. (AQI 3792-3809; AQI 2864-2881; AQI 3813- 3827 AQI

ffST' 2846-2863) It is also clear that SA-rewewcd these records
ent a lead to an FBI intelligence research

L6 KIC because S
! spccﬁalist to make an indices check of the names of various PRC
s individuals whom Wen Ho Lee listed on his trip reports as PRC scientists
Lo with whom Lee had come into contact.>®
T S{: . (,WF) He interview who had observed an unusual-
L‘, looking satellite dish in Lee’s yard and who had also experienced
intermittent *blurps” on his cordless telephone. (AQI 03788; AQI 2917)
b
S o
§ ’ e h.c’ . 30 (AXE) It does not appear, howeves, that S focused on the most
qEl significant aspect of Lee's trip reports: the absencs of any reference to contact with either
Ao
'l’ ! '..l i u : i
5.5 344255 In the lexicon of the Wen Ho Lee investigation, this would come to be

known as the “burping telephone” issue.
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(U) And that is essentially all SAHdid on the PI between April 1994

e
Fal and July 1995. It is hard to imagine how less work could have been done on this inquiry
Lt while still managing to keep it open.

L WIc (W L
Vo 4. £8) What was not done on the preliminary inquiry
- % What SA*did not do and what t;'ould have materially advanced the

investigation of Lee were the following:

ERUT) No effort was undcrté.kcn to comprehend the fundamental nature of Lee’s
work at LANL and the true extent of Lee’s access to classified information in order to

bl determine the nature o .
In other words, no ertort was undertaken to grapple with

the meaning and significance of the incident that gave rise to the PLitsclf. While such
ired the conduct of certain interviews and, therefore,

| an examination would have .
. would have required the authorization of FBI-AQ's SAC or oﬁwg supervisory personnel,
L gee AG Guidelines, at Sections II(B)(3)(c) and-(h), it is incompreheasible how the ageat
Ced o . i .

L T |
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He Y b
. '(AQI02921) The response weat on to ask:

%’RLHQ notes that this PI has beea on-going for approximately eleven
months at this point, and wonders when AQ will be able to deteomine if
there is a basis for a full FCI investigation.

(AQLO2921)

e
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contemplated significantly advancing the investigation without such an inquiry.)* Ay

the close of the PI, the FBI knew nothing more than it did when it biian the Pl as to

(SAFT No cffort was made to examine or analyze the substance of Lee’s
approved presentations at conferences in the PRC in 1986 or 1988 in order'to exclude or

include the possibility tha

nvestigation of Lee would have been ¢

36 £8% One response to this is that such interviews would have been “alerting” and
might have tipped off Lee to the investigation. There is no doubt, however, that a few
carefully planned interviews could have been conducted without alerting Lee — as was in
fact done three later. "Morcover,

without signi cxpan( number of pecsons-aware that Lee was a subject of -

interest fo the FBL
. 34 SRRy This analysis would have required more than simply reading Lec's
- -travel reports, which are on this issue, On tho one hand, itis clear from

the 1986 and 1988 travel reports and requests that the subject of Lec's preseatations did
relate to fluid dynamics and calculations. See, e.g., AQI 2861 (1986 “Foreign Travel

Report”) end AQI 2877 (1988 *Foreign Trip Report™). On the other hand, one of the
requests for Approval of Official Foreign Travel also says that “No seasitive energy

related subjects will be discussed” (AQI 2856) and “no toplos direody related to weapon |

physics or technology will be discussed.” (AQI2860) If such a proscription had been
honored by Lee, and Lec had only preseated “basio research,” as promised {g one of his

travel requests (AQI 2866), itis ﬁ to imagine that it would have justifi
E E . 230 !
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<|e question. At the time the PI was opeaed, in

P A

(SAAT) Most significantly, the FBI could have and should have scriously
considered a workplace scarch or monitoring of Lee's computer.’® After all, the
underlying allegation that Lec had provided the PRCﬁhould have made it
obvious that a computer scarch or computer monitoring would potentially be a
productive exercise. And, of course, had such a search or monitoring been conducted in
1994 - a time when Lee was actively engaged in the misconduct that is the subject of the
pending Indictment - or even in 1995, a potentially catastrophic mtclhgcncc loss might
have been averted or minimized.

5. (U) Lack of supervision

 (SAIF) The failure to capitalize o_qr to advance the PI
appropriately, does not merely constitute a failure by a particular Special Agent. It also

represents a failure of management.

in the conduct of the P13¢ Itis, of course, true that a typical PI would rarely

i'ﬁﬁ) No one in FBI-AQ management provided significant supervision to SA

()
38 (SAE) The AG’s FCI Guidelines specifically authorize the use of monitoring

devices (Section HI(B)(S)G)) and searches (Section II(B)(3)}(k)) where there is “no
reasonable expectation of privacy.” Id. The issue of whether Lechada “reasonabIe

a:pecmuonofpnvacy"xsdxswssedmdcmﬂm@aptew
so by ¢ question of who was SA

incbameofd:eSmuFeResidmtAgemyC‘sm
was given responsibilify for the Santa Fe RA on

mtyunﬁll’ 23, 1995. He was assigned
sctive July 19, 133?“102100; AQL6242)) §
isor prior to July 19, 1993 and gfier February 27, 1995, and remained
eft FBI-AQ in April 1997. Buteven
or he was still the National Foreign
tor. Thus, he was still responsible for FBI-AQ's
on report of FBI-AQ, he provided
the supecvision of SA

17,
ility for

Intelligence Program (“NFIP
FCI aotivities and, according to the FBI's 1995 ins

“guidance and dircotion on a regular basis" to §$

Sy

was SA
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merit the attention that a full investigation would warrant. Nevertheless, given the nature

of the underlying allegation in fhis Pl ~ that Lee, a LANL scientist with a "Q° clearance
and actual access (o Secret Restricted Data on our nation’s nuclear arsenal

-AQ supervisory personnel should have paid more
altention than 1t did to this PI. Instead, SA—was essentially on his own in the
conduct of the P1.3*

w
A8) Morcover, if - as SA ays happened - he requested the opening of
a full investigation and SSA, rejected it, this was a mistake that delayed a thorough

investigation of Wea Ho Lee by as much as two years. Nor, with the one exception of
the FBI-HQ communication which expressed frustration with the pace of the PI, was
Headquarters formally pressing FBI-AQ for a resolution of the PI or complaining to SSA

rS bout SA lack of zeal. Again, given the significance of
the underlying allegation, it would have been appropriate for the National Security
Division to become more directly involved in insuring that the PI was appropriately
advanced to a conclusion. -

-
D. &85 Conclusion of the preliminary inqui

M As stated above, the PI was tecminated as a practical in July 1995
with the opening of the *"Kindred Spirit" case file and,
R O- p:pc:, howeves, tio Pl vas om -

November 2, 1995, foll a meeting at FBI-HQ with
According to

. ¢ b I
of this possibility, :
(FBI 16163)
3% {5Y This lack of supetvision is, of course, partioularly inexplicable givea that
FBI-AQ, in general, and SS in particular, were bluntly critiolzed in 1992 for
failure propetdy to supervise S (FBI 21627) Sce Chapter 4.

e
232 .
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this time. Itis noted that SA will be conducting a review, along with DOE-OCH,
in cfforts (o identify a ‘Kindred Spirit’ subject." (AQI 3753) An unfortunale
consequence, then, of the "Kindred Spirit" Administrative Inquiry process

ts that where

there had previously been af least a PI on Lec - albeit one that cannot be described as
having been conducted aggressively or thoroughly ~ now there was no investigation of
Lee at all, and that remained true from July 1995 to July 1996.%*

_ jg))’ The PI on Wen Ho Lee should not have been suspended in July 1995 nor
should it have been terminated in November 1995.3%2 The PI, ancmic as it was, should -
have gone forward and, as stated above, should have led to the initiation of a full
investigation. Given the initial allegation of potentially serious misconduct, the fact that
there was now a second allegation of potentially serious misconduct — which might be
related to the first, and which might be related to Wen Ho Lee ~ should never have
caused the FBI to shut down its first inquiry. Rather, it should have made even more

~ apparent how important it was that the PI on Wen Ho Lee be conducted thoroughly and

aggressively. That it had precisely the opposite effect is one of the enduring and
unfortunate ironies of this investigation.

”‘%Al&ough the Wen Ho Lee/Sylvia Lee full FCI investigation was opeacd at
FBI-AQ, at FBI-HQ direction, on May 30, 1995, FBI-AQ did no work on thecase prior
to July 1996 other tian ¢o put Wea Ho Lee and Sylvia Lee into the caption of the
“Kindred Spirit” case file. (AQ 953) :

3322 ((J) One of the reasons it was terminated in November 1995 was SSA

lack of confideace in S




