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CHAPTER EIGHTEEN

()
BINF) WEN HO LEE'S CONTINUING ACCESS TO NUCLEAR WEAPONS
SECRETS THRO T THE COURSE OF
THE FBI INVESTIGATION
Questions Presented:
()

Question One: £8) Why was Wen Ho Lee permitted to retain his access to
classified nuclear weapons information from May 1996 to December 19987

Question Two: % Was it appropriate and necessary for the FBI to insist on Lee
retaining his usual access to classified information from May 1996, when the Full
Investigation opened, until August 12, 1997, when Director Freeh made his "take that
right off the table" statement?

%)
Question Three: 28)’ What did DOE do, and fail to do, as a result of Director
Freeh’s “take that right off the table" statement?

(U) PFIAB Question #7: Whether communications regarding the subject’s job
tenure broke down between DOE, FBI, and Los Alamos.

A. (U) Introduction o )
. {@;’Por two-and-a-half years, the United States Government allowed an individual

suspected of committing espionage involving caucal nuclear seorets to retain his access
to additional critical nuolear secrets.
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% Initially, this was done at the request of the FBI, which never seriously
considered the alternatives, nor considered the full implioations of its request. After
- l Director Frech's August 12, 1997 “take that right off the table" statement, this was done
as a result of four factors: (1) DOR's bureauoratio inertia; (2) DOB's failure to appreciate
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the "import" of Dircctor Frech's statement; (3) DOE's lack of recognition of the
continuing danger poscd by a suspected spy with Lee's range of access to critical scecrets;
and (4) DOE’s reluctance to take steps which might compromisc an FBI investigation
despite Dircctor Freeh’s admonishment that DOE needed to do whatever was necessary (0

protect its secrets.
u)
{(STThc Wen Ho Lee investigation, unfortunately, presents the United States
Government with an abject and, potentially, disastrous lesson in how nof to address issues
of access involving those suspected of committing espionage. With the exceplion of
Director Frech’s “take that right off the table" statement — *the one bright spot in the
midst of this muddle - those charged with the protection of classified information, and the

rooting out of spies, must do better.

. B. (U) An "Access" chronology
(

» .
On or about April 5, 1996, Notra Trulock andF
investigator who drafted the Administrative Inquiry (“AI"),

had a discussion about Wen Ho Lee, who?was then characterizing as a “logical
suspect.” ¥ -416) In a memorandum following up on this meeting,
addressed the issue of whether to pull Lee’s clearance or withdraw his access to X

Division:

Y _ .
.((8‘) At this pomt in the investigation, I believe it would not be prudeat to

remove Mr. LER's clearance or uansferlum from X Division for the .
‘following reasons:

n) - | .
(287 ~ There is no direct evideace that he peepetrated the compromise.

% ~ He has no peading travel plans to visit the PRC
officially/unofficially. «*¢.-

oy “8) Within a fow weeks, [y woutd be ohamotedzing Lec as the most
logical suspeo * (DOR 2407) .
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ABY - To remove Mr. LEE's clearance ctc., should he actually be the
suspect in this casc, would alert him to the fact and jcopardize the
acquisition of additional dircct cvidence which could be used for
proscculion purposcs.

417)
(w)
{8J On May 2, 1996, met with U and SSA-to discuss the y dof
“Kindred Spirit" invcstxgat:oh memorandum to Trulock memoridlizing the ) W bc
mcetmg. noted that “[w]e discussed our concemns rcgardmg the most logical
suspect in this inquiry" and “the possibility that DOE senior management may be leaning

towards serious consideration of having the suspect’s clearance lifted based solely on the

circumstantial evideace thus far obtained during the conduct® of the Al. .(DOE 2407)

Also discussed was the possibility that thmw
ions" because the subject was “a marginal performer,” he might very well be

u)
(,8)' -suggcstcd that based on the information already obtained in the AL the b€ 44

FBI could assume junsdxcuon over the case and initiate a full investigation. "If this were bye
to occur, perhaps senior DOE management might be inclined to avoid initiating any

actions such as removing the clearance of the most logical suspect, which could (] hinder

any successful resolution (prosecution) of this matter.* (DOE 2407-2408)

)

On May 25, 1996, shortly before DOE's official dissemination to the FBI
of the DOE Al, Trulock seat a memorandum to Joan Rohlﬁng. Director of NN (DOE's
Office of Nonproliferation and National Security), concerning the “Kindred Spirit"
investigation. The memorandum specifically addressed whether "we [arc] prepared to
act" to take administrative action against the “subject.” The memorandum mds in part as
follows:

At this point, we have taken no preparations for any administrative
actions that might be required by future investigations. The FBI has
specifically requested that we take nio action at this time, pending their
assumption of the case.

M
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The FBI did suggest that we miglit consider reassignment of the subject to

a special project along the lines of the Ames casc. The Sccretary tasked us to
identify options for such a special assignmcn(."’*
or scrics of projects for such an assignment. * ¢ ¢

LANL_will develop a “project”

qill arrive in Washington the week of June 3, and this will be his
first task.

(DOE 3809, 1844)

(U) Deputy Secretary Curtis told the AGRT that the purpose of the memorandum

was to ask: “What is our administrative obligation?"*™ DOE had identified a "candidate
spy" and he had “access to other information.” Deputy Secretary Curtis said he was
“troubled” by the situation, as was Secretary O’Leary. Deputy Secretary Curtis realized
that he could take “him out of access," but he also viewed the matter as presenting DOE
with a "Hobson’s choice." If Lee was taken out of access, "we’d never find out anything

from him by those means" and we would have “compromised" the counterintelligence
investigation. (Curtis 1/14/00)

77 (U) Itis not clear whether Trulock is referring here to Secretary Hazel O’Leary
or Deputy Secretary Charles Curtis.. 4
_
o told the DOE OIG that to the best of his knowl

‘ it was decided
not to develop a project or series of projects for Lee. (DOE 2655) %ald the DOE
OIG that he was never aware of any discussions regarding this matter dnot -
participate in any such assignment. (DOE2787)  ___

») ‘ ‘
i ') That was a critical question for DOE to answee, Ithad both
administrative responsibilities and administrative rights that impacted on this issue. A
DOE-FBI Memorandum of Understanding, dated October 7, 1992, addressed just this

issue. Itread in part; “While the DOE may take appropriate administrative, disoiplinary

- or other action at any time in connection with a DOE employee whose activitics are

reported to the FBI, DOB will coordinate with the FBI in advance of any intended action,
to avoid prejudicing any ongoing or planned FBI investigative effort or criminal

prosecution.”
656 . . | j
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(U) Ultimatcly, Deputy Secretary Curtis said, “we trusted the FBI's judgment” on
the matter. Nevertheless, he docs recall speaking to LANL Director Sig Hecker in the
May 1996 time frame “about coming up with a way to find [the] guy {an] alternative
assignment” and, he said, there was continuing “discoursc" on this matter. (Id.) Deputy
Secretary Curtis took some comfort from the fact that he had “every expectation that he
(Lee] was going to be put under wiretap.” He "assumed it did happen and was never told
itdidn't" (Id.)

(&;’On July 3, 1996, FBI personnel met with LANL personnel at LANL.
Representing the FBI were SC Doyle, SS SAC Kneir, ASAC Dick, SSA

and S Representing LANL were Director Sig Hecker,
and the two LANL CCIO’s,

LEE in place." Hecker asked how he could justify doing that and the FBI responded with
two points: “Lee has had access for ten years, so firing him would not do much now; and,
if lab did fire him it would have no legal justification to support the action.” (Id.) Hecker
agreed to leave Lee in place. An FBI timeline describes this meeting as follows:

5 FBI HQ personnel travel to Albuquerque to confer with the Special
Ageat in Charge and Assistant Special Agent in Charge. All then meet with
the Director of Los Alamos and his staff to brief him on the FBI's proposed
investigation and to ask for cooperation: The LEEs must not be alerted to

' the investigation and LEE Wen Ho must continue to have his normal
access. :

(FBI 752 din toSA-whowasﬂleeaseagentatmeﬁme,SCDoyle
and SS Hecker to Kecp Weii Ho Lee *in place for one year® and Hecker

DoE
bt
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) R wes i o« QY

657 !

was asked by the FBI to keep the *fact of [the] investigation closely held, and to leave ~ ©7C
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agreed.*’ (FBI 17817) As ut it, the “tenor” of the meeting “was (o lcave
Wen Ho Lce exactly where he was. To do anything clsc would bc to tip him off." -
9/13/99)

)
On July 24, 1996, SA-spokc wi(h*ahoul a meeting that
had carlier that day with LANL Director Sig Hecker. Hecker told
em that he had recently talked with Deputy Secretary Curtis at DOE HQ and “leamed
that DOE higher-ups had been briefed on Kindred Spirit, and there are many concerned
people at DOE HQ." Hecker stated that “Curtis wanted to limit access to Lee ' Wen-Ho
starting now, if possible.” (AQI 980)
(u)
8ys “told i that if access were limited, FBI investigative efforts
to ideatify Lee Wen-Ho as the individual committing espionage at LANL would be
seriously hampered.” {JJJ told him “he agreed" and “indicated that he and
would not suggest any recommendations to Director Hecker that would limit access
without getting prior FBI approval." -

u)

( S subsequently called SSA-to report on his conversation
with "SS advised that he would brief his chain of command
immediately regarding this development, and indicated that this certainly is not the
tion promised by Director Hecker during the recent meeting at LANL. SSA
suggested that perhaps FBIHQ could write a letter to DOEHQ from Director to
irector advising that the FBI is conducting an espionage type investigation and
+ cooperation is needed." (AQI 98 l) .

U)

In his eonvusauon with another matter came up as well, co:ioemmg

ongoing plans within X Division to wnoonuulonaooesstoﬂchD on vault."®

e Q) SCDoyletolddchGR’l‘ﬂmthcsuusedtoHecket&cimportanoeofme
Lee case to LANL: “Their fat was in the fire.” (Doyle 10/1949) ™~ e

to a DOE OIG statement given b the
the vault “contains mostly nuolear testing

0 n, weapons designs, designers’ reports of testing, and weapons development
information.” (DOB 2685) Acoording to on¢ DOE memorandum, the vault,

B
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The pro;ccl had been in the works “for a period of time” and- wanted to make” SA
awarc of it.*"

Ul
A8 On July 26, 1996, SA—and-spokc again and -adviscd
that “FBI officials" had visited with Deputy Sccretary Curtis at DOE HQ the previous
day. “In essence, the Bureau officials told Curtis not to pull any clearances for Lee Wen-
Ho." According t Deputy Secretary Curtis then called Hecker to “share the
information” with him. emphasized that “at no time" had "any discussions"
focused on pulling Lee’s clearances; rather, the "only issue being discussed between
Curtis and Director Hecker was limiting access to Lee.” (AQI 987)

W)
. fey Also on July 26, 1996, S spoke with ([ end
assured him that *LANL will not limit access for Leec Wen-Ho without coordinating with

the FBL" (AQI 989)
n
@8y

o suggested that placing a badge reader with limited access to the
X Division vault, as was being con might also “jeopardize the FBI '
investigation." Therefore, he told S “no action would be taken” on this
matter as well "without first coordinating with the FBL." (d.)

(S\(\F) On August 19, 1996, Notra Trulock and of DOE, met with SC
. Doyle, U and SS. The principal purpose of the meeting was for

Trulock to give the FBI a letter reconfirming DOE’s position on the compromise of
‘ﬁfdﬂmﬁﬁdM ey
the meeting, however, Trulock also raised the issue of improved vault security for

in 1996, contained 50,000 classified documeats, including documents classified at the
Secret Restricted Data level. (DOE 2854)

“‘%)‘ Although the issue of vault controls was not being driven by the “Kindred----
Spirit” investigation, it was not irrelevant to it cither. As far back as April 1996
was noting that Lee “had direct access to the ult and direct access to the

W-88 Weapons system design information.” Three years later, Lee would
tell SAﬁ Sece Chapter

17.
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(FBI 800; see also FBI 973)
A ﬂ’i,'c On April 10, 1997, S
!
00¢  -assigned to this “new team,” the code “would be in his face - reported that :

e

Division. According to a memorandum fro

improved vault security procedures. (DOE 4!!'. FBI 662, FBI 11767, FBI 12094, FB3I
662)

(S{HSTNF) On March 28, 1997,.S sent an EC to NSD summarizing a

b‘ L1l ﬂleposxuon"dmtuexspmmﬂymisnotassensiuveasﬂxepostuonhewillholddnnng

ooé
F53

his new team asstgnment." s (AQI 5047)

- concerning a convctsauon he had that

“’.&;’On October 15, 1997, SS:

curreatly involved in nothing new, they only had to keep him from any new ocode work or
design work. As far as the Lagrangian codes went, l;eyﬁtc‘cm. so there is no

point restri his access to them." (DOE 2927) S§S notes that he confirmed
this with S on October 18, 1997; however, S Heoker was not there.

vt

to Trulock, the FBI signed off on (he
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7 On April 15, 1997, a key event occurred. DOE personnel met with FI31

bl

Do'.é crsonncl at LANL (o discuss the status of the investigation. Present from DOE were
:,,L DOE Albuqucrgue Opcrations |
Y and
| ¢at he meeting, as
b er described in Chapter 9, was intended by DOE to press the FBI for action on the
WIC|  case.
¢#f During the meeting, however, there was also discussion about what to do
' about Wen Ho Lee’s continuing access to classified information in light of the new
00 project which d described to S several days earlier. According to a
[ %8 memorandum eat to Trulock an the following week,
b described his plan for the "re-alignment” of personnel and work assignmeats
| within X Division and the establishment of a
(FBI 845)
DoE bl b7C @’-said [ hed leamed that Lee had worked with a partic_ularF
: in the past which was *instrumental for the successful development of the W-88"
DoE and was considered an “expert" in this area (Id.) Therefore, according to
e Y C ) memorand was "of the opinion that.is compelled to place SUBJECT on the
: jonale is the fact that SUBJECT, being considered an ‘expert’

: pethaps alerting him to the fact that he is a suspect in an FBI investigation.” (Id.)

i:*. D€ bk C %-mcmomndum indicates that it was decided by “CID (DOE's
d

ok Counterintelligence Division] and the FBI that it would be illogical fiot to assign

in this area, would certamly become suspéct as t why he was left off of the team, e

SUBJECT to the for two reasons, first, SUBJECT is a suspect only
and secondly not to-as would arouse his suspicions."** (Id.) L
B W |
P s (S also memorialized this understanding: “It was agreed that Lee
Lb

v Wen-Ho would not be restrioted as far as his normal duties at the lab are conoerned. It

P
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I L also noted that “(i)t was dccided that as a minimum,” Lcc‘s'
would be “recruited by the FBI to provide source coverage o
ECT's access to and work accomplished” on the hpro;ccl'" and that L}

the FBI “would at a minimum initiatc action to have a PEN Register placcd on
SUBJECT's duty and home telephone. '™

U)
287 Finally, it "was also suggested" that NSD obtain authority from the FISA
Court to place “technical surveillance" on Lee's work and residence. (1d.)

,28)) On April 22, 1997, et with UCEIRYand SSA-at FBI-HQ

and the FBI agrccd to begin prcparatxon of the FISA application.

)
£5Y Also on Aprif 22, 1997, [ scut an c-mail to W 2dvising him chat
the FBI was going to seek FISA coverage of Lee but that it “will take a couple of weeks

or more.” (DOE 59) (g then advised [ of the following:

was agreed that Lee’s new team assignment would go into effect as previously plann
(FBI 851) Several months later, S would describe the understanding as follows:
“the Department of Energy employees [at the meeting] decided not to move Leec Wea-Ho
from his postuon at that time or take away Lee Wen-Ho's clearance as long as the FBI
would be ém;vmg ahead with their investigation.” (AQI 5522)

!

is] job description should move toward more

had cbtact with weapons

generio theoretioal aotivity.” 12/20/99)
This was not done. S said that- memorandum is
“inacourate” conoerning this matter. The FBI had not agreed to place a pen register on

Leo's tolephone. [9/12/99)
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FBI requests X Division, use some rusc to preclude

De€ b, b7C

IS IMPORTANT AS
# PLEASE PRESS THIS HOME TO
R, WHO MAY HAVE SOME IDEASON g0

HOW TO “STALL" FOR A FEW WEEKS. : é9¢

(!d )390
57{) :
On Apl‘il 28, 199 7, S met with

: U
to computers.” As to the ﬁxturc,-"adviscd that' could steer LEE away from il
contours and weapons® and steer him “towards theoretical work.” (FBI 883)
W) o
On August 12, 1997, Notra Trulock gave Director Freeh a briefing on the
PRC’s nuclear weapons program and its attempts to acquire United States nuclear
weapons technology. DOE Deputy Secretary Betsy Moler was present at the briefing.
After Trulock’s presentation, Deputy Secretary Moler made a commeat indicating that
DQE had deferred action on Wea Ho Lee’s access to classified material at the request of
the FBL Director Frech immediately and explicitly told Deputy Secretary Moler to "take
that right off the table." (FBI 12506) See Chapter 13. The FBD's investigation of Wen
Ho Lee should not be "a factor in any DOE action.” (NSC 004) :

(U) Deputy Sccretary Moler did hear what Director Frech had told hes, ("I do
remember him comniesdfing tiat We ho longer needed to keep the suspectina np' alert

‘”23:@') To the extent that this c-mail suggests that Lee did not already have

MR et e Ry

“total access,” it is mistaken. As told the AGRT: “He would have had access to | Dot
primary and secondary design information just by being in X Division.” - b,
12/20/99)() bic
M
$% (S There is no indication that any “ruses,” “ceisis,” or “stall” tactios were
devised or employed. . §

- E-I 663 | | !
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status at the request of the FBL.*) (Moler 3/8/00) But she clearly did not get the meaning
or significance of Dircctor Freeh's statement.**

(U) First, she viewed this as an FBI matter. "l ihought it was their investigation,
that they were running the show,” that the FBI was "legitimately and appropriately” in
charge. Shc found it “rcally strange” that anyone would think that the Director “"was

telling us to do something." (Id.) (emphasis added)

(U) Second, she emphasized that, while Director Freeh had told DOEWthcy could
alter Lee's status, the Director had not told DOE it must do this: "He did not tell us ~ did
not give us specific direction - to take him out.” Nor, she asserted, was the matter

clarified for her by Notra Trulock.* (Id.)

(U) Third, Deputy Secretary Moler said, a “lot of it didn’t make sense.” She said
she had been told by “Notra Trulock that (the] guy had been moved from (his] previous

WEac 5 trutook did. msaid that Trulock came back | b/
'’ from the meeting with Director Freeh and said that the Director had said, “Nothing you '

do can interfere with [the] FBI case. Do what you got to do. Tak
administrative action you want. It won’t jeopardize the case.”

2 1S% Trulock and Deputy Secretary Moler have a fundamental disagreemeat as
to whether Trulock intepreted the Director’s “take it off the table™ statemeat for her.

-~ According to Trulodk, in the car going back to DOB he asked Deputy Secretary Moler if

she understood “what Frech [is] telling us." Trulock said it was “to remove Wea Ho
Lee's access.® _Trulock furdher says he told Deputy Secretary Moler that the entity

" within DOE that noeded to address this matter was NN-50 (DOE's Offics of Security ~ — - —

Affairs). What they should do, he says he told Deputy Secretary Moler, was “find {a]
- pretext to bring him in, find (a] pretext to do [a] polygraph, and if he refuses, take him

" out™ (Trulock 10/12/99) According to & draft memorandum which Tralock gave the

DOE OIG, Trulock also “made clear” to Deputy Seoretary Moler that “as the Direotor of
Intelligence I had no authority to remove this individual from access.” (DOB 2984)

Deputy Secretary Moler disputed Trulook's recollection of the eveats that took place in
e a ido o 1o DO N ok W | >
L ,

(Moler 3/8/00)
: bic
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Job and that his ‘access’ to classificd information {had been] limited. DOE, she thought
had “cffectively ‘neutralized’ him." (Id.)

(U) Fourth, she did not - and there is no other way to put it - take the Director
seriously. She told.the AGRT (hat "I was under the impression that Freeh was “free-
lancing’ when he said this. | saw eyebrows raised." Her view was that the FBI was

“trying to make a casc against him. I believed the FBI didn’t want him to be aware of

L

what was going on."

(U) This was an unfortunate interpretation of the Director’s remarks. Although
the Director of the FBI had just told DOE to take the FBI's investigative interest "off the
table" in deciding what to do about Wen Ho Lee, Deputy Secretary Moler did not believe
he really meant it and, if he did mean it, that he was really speaking for the FBI. When

the Director of the FBI speaks, that is, by definition, the FBI’s official position.

U
g&’ DOE took no immediate action as a result of Director Freeh’s statement.
Secretary Pena was not briefed on the matter (Pena 3/15/00), nor was DOE's Office of
Security Affairs asked to take action to restrict or withdraw Lee’s access.*”

w v :
28))/ On September 18, 1997, Director Freeh was briefed by his staff on the DOE
counterintelligence reform efforts and on the Wen Ho Lee investigation. According to a
note subsequently seat to the Director by AD Lewis, the Director asked “whether DOE
had done anything in response to your very strong urging that they implemeat immediate
steps to preveat any further loss of seasitive source codw and algorithms." (FBI ll 18)

(,(83' Also on September 18, 1997, a memorandum was drafted from AD Lewis to

Notra Trulock which was intended to mqnonalme Director Frech's "cakcdxatughtoﬁ‘ﬁle

mble statemcnt. It read in part:

U
it Joseph Mahaley, DOB's Director of the Officc of Seourity Affairs

cp
since March 1997, told the DOE OIG that he was not aware of Direotor Frech’s
statement until he read about it in the newspaper. (DOE 02725)

oty
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. beenprovided to the Deputy Secretary, but to date it docs not appear that any specific

o R

S8 [W]e must withdraw our previous request that Lee's access and
assignment remain unchanged (o achicve immediate investigative
objectives. This high priority investigation continucs and we will advisc
you of all significant developments. If you should determine that, in light
of information developed to date and in the interest of program sccurity,
Lee should have his access altered or his assignment changed, we would
request that you provide to us the specifics of such planned action, and we
will adjust our investigation accordingly. :

(FBI 12508) The purpose of the memorandum, as an accompanying note indicated, was
to advise DOE that "since subject now has recent access to a new project, and since our
efforts in obtaining elsur [clectronic surveillance] have not been successﬁxl, DOE may
now wish to reconsider its agreement to not limit subject’ access.” (Id.)

gB)’ This memorandum was marked “NOT SENT.* SSAE put a note on it
indicating that the FBI should find out what DOE *is doing" abou s access and then

*re do the létter to memorialize their decision.® (FBI 12507) That was never done.

On September 24, 1997, AD Lewis answered the Director’s query of
September 18® and the answer was that DOE had taken no action yet in response to the

Director’s admonishment. AD Lewis wrote the Director: “Based on conversations with
ackground papers and options on various ClI and security fixes have bi

preemptive plans have been agreed upon or implemeanted.” (FBI 1118) AD Lewis
promised that “[w]e will again remind DOE of this* and the matter would also be .
refuenoed 'myourunangpomtstomscmﬂlSeerctuyPena. (d.)

On September 26, 1997, SA ko with (P nd (P advised | | Doe
ad told thc subjeot's dearanoe mightbe | | bo
bIC

pulled.“ (AQI 5542) |

,(g)’ On September 29, 1997, SA.spokc with SSA-and was given the
following guidance regarding Wen Ho Lee:

“Dreea
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X8 (1)f DOE needs to do something regarding Lee Wen-Ho, it is our
position, that we will support their decision. DOE docs not need the FBI's
approval to take action. S hould not allow DOE (o usc the Kindred
Spirit casc as an excuse for not taking action regarding the movement of
Lee Wen-Ho or the removal of his clearance. lqcalls S
to tell him what action they are taking against Lec Wen-ho and then
inquires as to what S thinks, or if it is okay with SA- SA
will tell that he supports any action DOE decides to take ~+  doc
against Lee Wen-Ho. _ b Lc

%ﬂ‘ Per SS at one time the FBI did tell DOE not to pull
Lee Wean-ho's clearance, but the circumstances have now changed and this
is no longer the FBI's position.

Do€
b"hc

(AQI 5532; see also AQI 5535-5538)™

On September 29, 1997, UCHJJJJnd ss met with bof
of DOE's Counterintelligence Division. 1d SS J g

X into ways to limit subject’s access to classified information.” U
irector Freeh’s “take that right off the table® comment. | boe
irector Frech emphatically told DOE that it needed to be,bIc

mmedxatelycomeupvamaplantostop the suspected PRC access to the labs, and that
this case should be taken “off the table’ in deciding what they should do, i.c., do not use
our investigation of this subject for not addressing the larger PRC problem.” (FBI 1125)

™ (P SS also memorialized this convecsation with S “AQwas
advised that it is DOB's equitics which are at risk here, that they L}

~decide on their own what they must do to protect them, and that we will suppo
whatever they wish to do. Under no ciroumstanoces is AQ to let the lab or DOB HQ use

our investigation of subject as an excuse to do nothing. AQ was advised the Direotor
told DOE to take this case ‘off the table."” (FBI 1126)
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According to SSA-wrilc-up of this mecting, -adwscd that their “inquirics Do€ bg,
about possible steps” to be taken should be completed "in a week or so.""™ (Id.) b’Tc

48 On September 30, 1997, met with
Trulock and_and was told that Deputy Secretary Moler still “didn’t get [the])
picture,” even after the Director’s admonishment. She “will prob[ably] want Burcau to be

[the] thugs." (FBI 20855) ‘
met with ” Dog
ccording to S EC: Y b bl

W)
; ((S)' -advised that in his.present position, Lee Wea-Ho is not | DOE
working on anything new. does not think Lee Wen-Ho should be be bcC
moved from his present position and does not think Lec Wen-Ho’s

clearance should be taken away. S greed to pass
opinion along to SS I HQ.

g)‘ S advised -rcgarding Levy’s official position in
reference to the movement of Lee Wen-Ho or the removal of Lee Wen-Ho’s
clearance. S adv;sed-that the FBI will support whatever
decision is made by the Department of Energy.

)
;&7‘ On October 15,1997, S
discuss the Wen Ho Lee investigation.

Dot
bb/.lp')c'

(AQI 1537)"¢

)
himself and
which teads, in

has also documented his recollection of this meeting between Dee b »7¢
On April 16, 1999, hescntane—mailtoLANLDxrectoerwne '

catirety, as follows: _ —— e

693 &? 'I‘here is no indication that anything came of such “inquiries about possible
steps.”

. % (U) On October 20, 1997: S-adviscd"- as well, of the D&: e
FBI's now position on Wen Ho Lec's acoess and olearance. (AQI 5529) 2"
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On Oclober 15, 199 grm Albuquerque, asked to meet with me.
was out of the office that day an sald that he nceded to talk to

onc of us about the subject of Kindred Spirit. 1 met WIll'PI office.

old mc that he was told to tell me that the FBI's official position regarding
the subject’s access had changed. He said that the FBI would not stand in our way
if we wanted to remove the subject from his current access or remove his

clearance. I asked if doing cither would limit his options to solve the case
and he said yes, but he would live with whatever we decided to do. I t6ld him that -
since the case against the subject was weak, that I preferred not to limit the FBI's
options. I believed that we should stick with the decision that we had made in

April 1997 to not let the subject have any new access. That ent was
reached wii ﬁc concurreace of the subject’s managcmenk L)

from DO d -

%‘ Today (April 16, 1999) I talked ﬂm get the date of the October
15 meeting. He told me tha FBI/Headquarters called him
on September 29, 1997 and told him to tell me that the FBI position had
changed and that they would "no longer stand in our way" if we wanted to
remove the subject from access or remove his clearance. This of course
implies that the FBI previously opposed removing the subject from access
because it would limit their options. I if he was told to tell us to
remove the subject’s access, and he said *heavens no.* He was just told to
tell us that they would not object to doing i said thathe and I
discussed how we could justify removing the subject from access, and both
of us bchevedﬁmtatﬂmtumc it would have been difficult to do this.

(0082852) -toldﬁchGRTﬁmt,aﬁet o1d him the FBIWould ot | Dok
__stand in his way-if DOB wanted to remove Wea Ho Lee's dSA | b6 b7
d nothing had changed. recalled

t had changed.
eving that this was FBI-AQ's decision and was not aware that this on came
from the FBI Direotor himself. 9/15/99)

P )
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n October 15, 1997, SA-spokc by telephone to SSA- He told
SS that

(AQI 5526) Secveral days later, on October 23, 1997, SA drafted an EC to
document his communication of this information to SS (AQI 5522)
(v

J8Y On or about October 15, 1997, a set of "Talking Points" was provided to
Director Freeh for a meeting which the Director and DCI Tenet held with Secrétary Pena
that day to discuss DOE counterintelligence reforms. The "Talking Points" included the
following statement:

()

£5) Before we get into our specific proposals, we want to stress with you

the importance of taking immediate action, if not already done, to prevent
any further damage by the "Kindred Spirit" subject with his current access
to sensitive computer codes. As noted in previous discussions, the FBI
investigation should not prevent you from taking whatever actions you
think appropriate to remove him from his ‘current position and access to
sensitive programs.

Bl (Moler 3/8/00)

“docs not want to move subject or take clearance away.” be€ b b7¢

' %’OnOctoberlS,1997.Dke§torchhmdDaTen&metwiﬁ18eaewyPena
and other DOE personnel: In accordance with the Talking Points, Director Frech raised
the acoess issue again concering thic “Kindred Spirit* M‘” (Prech 11/11/99)

m@; Although both Tralock andffJJffietso recalt the Direotor raising the issue
at the October 15, 1997 meeting with Seorctary Pena, neither Scoretary Pena, not his
ohi staff, Blwood Holstein, remember the issuc coming up at this meeting.

Trulock 10/12/99; Pena 3/15/00; Holstein 3/29/00)  Deputy Scorctary Moler said
she “can’t say yes and can't say no” as to whether the acoess issue came up at the

meeting. (Moler 3/8/00)

5 670 'I'
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_48’)/ Also on October 15, 1997, SC Dillard scnt a note to AD Lewis, responding to
an inquiry from AD Lewis conceming the “job and access” of Wen Ho Lec and Lee's
L1 PRC student, (FB17642) As to Wen Ho Lee, Dillard wrote the following:

. Lec "has had virtually uncontrolled access to all of our nuclear

designs.”

u :
. &85 In July 1996, Los Alamos instituted “access controls over thé"vault
containing the designs so as to restrict access to only those lab employees

who have a specific need to see a particular design."**

e s cunte X e

ul .
‘“}85 This statement was incorrect, but the FBI did not know that. Vault
controls had been considered but never implemented. Hecker told the DOE OIG that a

proposal for a palm reader to limit access to the vault, and to exclude Lee from such

pOE s, was never i ented. (DOE 2648) This was confirmed to the DOE OIG by
Lh bICL (DOE 2512) In a letter to Secretary
' Richardson from LANL Director John Browne, dated March 30, 1999, Browne gave the

Secretiry the following explanation:

&}r)p’m 1996, the X Division attempted to implement cost saving measures

as part of the Laboratory-wide effort to reduce overhead cost. One

proposal was to install ani electronic access control (palm reader) in the X
Division vault to replace two individuals employed as vault custodians.

The request for installation.of & palm reader required DOE approval. This
independent effort by X Division was identified by the Cl office as a means
to further limit Wen Ho Lee's access o classified informaftion without
arousing his suspicions to the ongoing FBI investigation, Partof the CI

- approach was to reduce overall the number of individuals in X Division
who wete authdrized for vault access. ‘Wen Ho Lee was to have been
included in the list of individuals slated to be denied vault acoess. The
‘request for a palm reader was denied by DOB. This meant that the two
vault custodians continued to oversee vault seourity. It is important to note
that the individuals at LANL and in DOR who were involved in the
original plan to install a palm reader were unaware of the seourity concerns

regarding Wea Ho Lee.

‘ @ 671 I
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W l . %NF/RD Lee now plays a “key role" i

et A——

&

. k8) Lec "has had access to everything since 1978, but there have been no
new designs since 1988."

U
&8} When "we discussed LEE's continued access with the lab in July, 1996,
the lab agreed that there was nothing new going on about which they

needed to be concerned."

Q)

(8/NF/RD) The "matter of [Lee’s involvement in] the new, safer, W-88
design has, at our urging, been considered by DOE HQ and the lab. We
were advised just this momning that Lee’s supervisor has reviewed options
to limit LEE's access, and has concluded that any change at this time is
pointless. Lee has known all about the most critical design information
since 1988, and the new project does nothing to enhance the weapon."

,%‘}‘ Thus, by the end of October 1997, the FBI knew that DOE had no plans or
intention to alter Lee’s access or clearance. The FBI knew, therefore, that all that had
really been achieved by the Director’s statement was to shift responsibility for keeping
Lee in access from the FBI to DOE. That, of course, did not alter the fact that Lee’s
status remained unchanged. Why didn’t the FBI take further action? First, it was DOE’s
decision, not the FBI’s. Wea Ho Lee may have been the subject of an FBI investigation
but he was a DOE employee. Second, the FBI, like DOE itself, continued to fail to
appreciate that the key issue was not principally what Lee was working on but what he
had access to, And, finally, the FBI ageats running and supervising this investigation still
did not want Le¢ to be alerted to the existence of the investigation, gee, ¢.g., the
December 1997 teletype, which was a geauine possibility if Lee's access was altered.

(DOE 2746-2747) Browne's letter goes on to state that the two vault custodians did not
recall providing Lee access to the vault and the logs of vault acoess, maintained since
1996, did not reflect such access. (Id,) DOB records confirm that there were two
requests submitted to DOE for the palm reader, one in June 1996 and one in Ootober

1996. Both were denied. (DOE 2853-2857)

g 672 !
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They would dutifully and explicitly advisc their counterparts at LANL and DOE that the
Director had given DOE a green light to take such action as DOE dcemed necessary, but
they were not going (o push this particular car through the intersection.

(w |
(87 On July 23, 1998, SC Dillard and UCPprcscntcd a briefing to

Congressman Norm Dicks, Ranking Minority Member of the House Permanent Select
Committec on Intelligence ("HPSCI"). The “Kindred Spirit" investigation was .
described. According to a memorandum written by U Congressman Dicks
*inquired whether the subject still had access to sensitive or classified information,
whether he had been recently polygraphed by the FBI, and whether he could inflict any
damage (sabotage) to the lab programs in which he is currently involved.” (FBI 1330)

g%ﬂ’) SC Dillard and U told Congressman Dicks that the “subject" is
curreatly involved “in maintenance activities” and "stockpile stewardship" efforts at the
lab where he is employed and that he “still has access to sensitive and classified
information. No FBI polygraph of Lee had been conducted in order “to avoid any
alerting activity." Then the Congressman was told: “There is no-indication based on
current investigation that the subject has done anything consistent with the predicating
allegation (i.e., conducted additional unauthorized disclosures of classified mformatlon

dunng the current investigation)."*”

_ On September 11, 1998, sp-mmewedqzsain, Lec’s-'
sbatedﬂthecwassﬁllwodnngonapmjectmvolvmg oy codes Le,
FD-302 of the interview, *In general, Lee is not working with 43¢
mfonnauonﬂmthe d not work with in the past. In general, Lee is not in a position to do
—more damage.” Lee was “not working on anything unique right now. Leexsnotwoddng
on bmakﬁlrough or revolutionary information.* (AQI 1901)

—

'”@m)‘ As the receat Indictment of Lee alleges, Lee had engaged in additional
conduot “consistent with the predicating allegation” sinoe-the investigation had been
opened, in partioular, the orcation of “Tape N in 1997. This was, of course, not

discovered until 1999,
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£8Y On December 15, 1998, Curran and members of his staff met with SC
Middlcton, UC-SS and other FBI personncel, conceming the Wen Ho
Lece investigation. The FBI advised Curran that a second FISA request was “coming up.”
Curran also learned for the first time of Dircctor Frech's "take that right off the table"
comment.®® SSA- an FBI detailec to DOE, made notes of the meeting, indicating
that in 1997 the Director told DOE to “do what is necessary” and "not to use FBI as the
excuse,"” but "nothing" had changed. (DOE 3985) Curran understood what hc was being
told: "Now it’s my responsibility." (Curran 2/9/00) e

i&)’ On December 16, 1998, DOE, FBI and CIA witnesses testified before the Cox
Committee, including Trulock, Curran, UGJJSC Middieton and others. Curran’s
reaction to hearing U imony conceming Wea Ho Lee was "Oh my God. I
had been told that Wen Ho Lee was working on old codes. [Now I was] finding out that
he had access to X Division safes, computers" and that “the guy could still do a great deal
of damage.* (Curran 8/31/99; Curran 2/9/00)™' His reaction was: “We're getting him
out of access.* (Curran 8/31/99)

jﬂf On December 16, 1998, Curran sent a memorandum to Secretary Richardson
reporting on'the December 15* meeting with the FBL. He told Secretary Richardson that

b a retired FBI i
mecting. i said that iddleton or U ‘casually meationed” that “you
know, the Director said neouldmkehtmoutanyumeyouwant.” Curran’s reaction
was: “What?" /00)

We should note that Curran does not necessarily agree wxﬂlﬂwAGRT's
dating ofthcsc eveats. He indicated that he thought the mecting where he feamed edof
Director Frech’s “take that right off the table” comment was in October. Based on SSA

notes, and the AGRT"s review of FBI records, we believe it ocourred on
ecember 15, 1998. (Sce 3/00) Curran also indioated that the Cox
Committee hearing where he learned of the true nature of Lees’ access was in November
1998. There was a bricfing to the Cox Committee staff by SC Middleton and Ut
on November 16, 1998, see FBI 11553, but the AGRT believes the hearing to whi
Curran is referring ooocurred on Deoembu' 16, 1998. See, gmml]x. FBI 11553, BAT
187, DOB 2382,

T

who worked for Curran, was also at this-




the FBI was going to apply to the FISA Court and, whether or not it got a FISA order,
“"the FBI plans to conduct a confrontational interview of LEE to conclude this

investigation.” (DOE 2383) Curran wrotc a note on the memorandum advising
Secretary Richardson that he mdm
d needed “to discuss options with you concerning this case at your earliest l bl

opportunity, especially after our testimony on the Hill." (Id.)

) B
0of ,&LFMU‘C) On December 17, 1998, according to a document provided to the
v  AGRT by the DOE OIG,ﬁ?)ccremy Richardsom

. 1he memorandum

w1¢  sent the Secretary a memorandum recdmmending that Lee be
included the following comments:

(SBRIDTIT) “Since 1945 the FBI'has suspected Mr. And Mrs. WenLee
(codename:; Kindred Siﬁti are Chinese icnts. _ ' Ly
s disclosure 1s the basis of the entire Notra ock brief which has

incited the Cox Committee.” ‘

. %’ *The Cox Comumittee is seized with this, the case and the slow
response will be a big part of their final report. If you took bold action on
this case soon it would be great evidence to them that you are fixing this

~ problem."
&7 recommendéd that Secretary Richardson *[oJall Freeh and tell him you
- are going t0 i Spirit. He retumns from his trip 12/21 and will walk into the
5 confrontational interview with the FBL He will then know hes made. He can
: legitimately be fired for not reporting foreign travel, and lack of candor  { /
show [th]a[t] you are getting rid of

in previous counterintelligence interviews. - This
‘dist, and your new counterintelligence plan has teeth.” (DOB2589-2591) |

sedmone

&)

bl

T u) . i
F,f 7 (,68)‘ On December 18, 1998, UC and SSAcht with Curran and his
,7¢] staff to discuss what to do in the immediate future about Wea Ho Lee. According to UC

‘ notes, Curran wanted the matter resolved “before the Cox Committce report

comes out.* (FBI 11948, 20325) A note was sent to Dircotor Freeh which indicated that
“DOE Counterintelligence advised they wanted to try and neutralize their employec's
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access to classificd information prior to the issuance of a final report by the Cox
Committee." (FBI 7721-7723)
()

£8) On December 21, 1998, Curran sent a memorandum to Secretary Richardson
containing talking points for an anticipated telephone conversation between Secretary
Richardson and Director Freeh. He advised the Secretary that DOE intended to interview
Lee "before the end of this calendar year" and offer him a voluntary polygraph. If he
refused, “his security clearance will be removed and steps will be initiated to terminate
his employment." If he agreed, but did not "pass* the polygraph, “his clearance will be
removed and termination proceedings will be initiated.” (DOE 3570)

)
/(S‘)' On December 23, 1998 Lee was interviewed and polygraphed by DOE and
its contract polygrapher, Wackenhut. Wackenhut “passed® Lee, a prospect that Curran,

according to the FBI, had not anticipated. See Chapter 17.

Ié} On December 24, 1998, Wen Ho Lee was removed &om X Division and
placed in T Division, where he would not have access to classified material. Rush Inlow,
Deputy Manager of the DOE Albuquerque Operations Office, sent a memorandum to
LANL Direétor John Browne requesting that Lee be “immediately” reassigned out of X
Division, that Lee would retain his security clearances, and that the action was expected

to remain in effect for a maximum of 30 days. (DOE 2670)

E(S; On December 29, 1998, Curran seat a memorandum to Secretary Richardson
.describing the events of December 23 and 24, 1998. Secretary Richardson was told that

Lee had been “administratively msstgnod" to T Division, which involved unclassified

" work, and that this actton would remain in effect for @ maximum of 30 days. (DOE 2378)
Q) -
£8y On January 12, 1999, AD Gallaghcr sent a note to Director Freeh, wlnch read

tnpart:
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¢ 8mmned ¢ soce s

(FBI 1468)

~ . According to UC

u
AB8Y DOE is anxious (o avoid criticism about the case. It removed
the subject’s access to classificd information on December 23, 1998. DOE
counterintelligence is pushing the FBI to interrogate the subject this month.
DOE wants to firc the subject, but may not have justification to do so at this

time.

(U) On January 17, 1999, Lee was interviewed by SA dSA

and, on January 21, 1999, Lee gave the agents a signed statement. See Chapter 17.

@)
(S/F) On January 22, 1999, FBI-AQ sent an EC to FBI-HQ, which was based

on the assumption that Lee had "passed” the DOE polygraph and which concluded with a

“SAC Analysis" stating, in part, that “[bJased on FBI AQ’s investigation it does not
appear that Lee is the individual responsible for passing the W-88 information." (FBI

1515)

(u) o :
£8YOn February 2, 1999, Curran sent a memorandum to Secretary Richardson
advising him that based on Lee’s passing of the DOE polygraph and the January 17, 1999

FBI interview, Lee would be returned to his former duties. (DOE 2371) That same day,
Inlow, the deputy manager of the DOE Albuquerque Operations Office, signeda -
memorandum to LANL Director Browne terminating DOE’s "request for temporary
reassignment.”  The memorandum advised Browne: *You may return him to his

normally assigned duties.* However, later that same day, SC Middleton advised Curran
that the FBI Polygraph Unit had concluded that Lee had not passed the DOE polygraph.

. Lec was notplaoedbackinm.
: % On February 10, 1999, SA. polygraphed Lee and concluded that he
. 'was “inconclusive” as to two questions and “deceptive® as to the-other two. See Chapter ,
iy Rosn D R . et

On February 17, 1999, Curran met with UC and SS.
notes, *Curran wanted to know if FBI would approve Lee

being suspended/!
he had already been removed from access, U-aid: *Nol* (FBI 11906, 20366)

T

" Given the need for further questioning of Lee, and the faot that |
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On February 18, 1999, John Browne, the Director of LANL requested that
Lee's Q clearance be “temporarily suspended” until investigation by approprialc agencics
is completed. (DOE 1160)

) ‘
28)’ On February 19, 1999, according to a document provided to the AGRT by
the DOE Office of Inspector General, mcm”m a note to the boe
Secretary, advising him that Lee had failed the polygraph, that his clearances “are pulled be,

and he is out of access" and also advising the Secretary that the *FBI does not-want us to b7c
fire him yet." (DOE 2592) -

B on Ftrary 1,1, I |
DOE Albuquerque Operations Office, recommended to the manager of the office G’?é’
t Lee’s Q clearance, granted in 1978, be "immediately suspended” pending resolution
of concems regarding “his continued eligibility for access authorization."*” (DOE 198)
That recommendation was immediately approved. ((DOE 195) DOE instructed LANL
that same day to “take immediate action” to obtain Lee’s access authorization (security
clearance badge) and to reassign him to "activities not involving access to classified
information or special nuclear material."

f6* &’g} On February 23, 1999, SC Middleton seat a mémorandum to Curran
b¢  confirming U statement to Curran of February 17, 1999 conceming the FBI's
b1¢ oppositionto Lee fired at that time. SC Middleton noted that it anticipated
conducting farther interviews of Lee and that *Lee remains cooperative in the belief that
his access, which is presently suspended, will be restored to him." The FBI's position
was that since Lee’s "continued cooperation in our investigation is vital, we ask that his

© e—e— i, -

' . » ¢ reason cited for this action was that “information in the posséssion of

-the U.S. Department of Bnergy (DOR) indicates that Mr. Wea Ho Lee has committed,

- prepared or attempted to commit, or aided, abetted or conspired with another to commit
or. attempt to commit any act of sabotage; espionage, treason, terrorism, or sedition.”
(DOB 197) Specifically cited were: (1) “Information in the possession of the DOB
indicates that Mr. Wen Ho Lee has provided seasitive and olassified information to a

sensitive foreign country.” (2) “He failed a polygraph examination conducted by the
Pederal Bureau of Investigation (FBI) on February 10, 1999." (Id.) ,

R PRI Ye e e .
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cmployment not be tenninated at this time." SC Middleton noted that “{cjontinucd
suspension of his Q clearance and access will both give Lee a reason to continue (o
cooperate, while simultancously insulating the laboratory from any further loss (FBI

1596)

(U) On February 26, 1999, Lee received formal notice of the suspcnsnon of his Q
clearance. (DOE 194, 1293, 179) ,

N
J57 On March 5, 1999, Lee was interviewed by the FBI and stgncd a consent

form to search his LANL office. )
) | “',
&87 On March 7, 1999, Lee was interrogated by the FBI. ' j

(AYF) On March 8, 1999, Curran and Joseph Mahaley, Director of DOE’s Office f

of Security Affairs, sent LANL Director Browne a memorandum advising him that
Secretary Richardson “recommends termination of SUBJECT’s employmeat at LANL as
soon as possible." This recommendation was based on three factors: (1) Lee too!

unauthorized trip to Hong Kong in 1998; (2)

|

Tequired; and (3) Lee “failed" both the DOE and FBI polygraphs. (FBI 1609) o

- (U) And, finally, on March 8, 1999 LANL fired Lee. Fourgrounds were cited: y
(1) failure to properdy notify LANL or DOR personnel about *your contact with
individuals from a sensitive country*; (2) failure to properly mark and store some | ¥
classified view graphs; (3) keeping his classified password in an inappropdiate location; j
md(ﬂwgagngﬁnmapparmteﬁ‘oﬁmdeodwlabommymmaganeﬁ‘ubommwv - e

and other security issues.* (DOE 1072)

C. (U) Discussion

() '
,(8)‘ From May 30, 1996 until December 24, 1998, DOE did not take a single [f

significant step to limit Wen Ho Lec's access to our nation’s most seasitive nuolear

secrets. For approximately half that time period, it is fair and appropriate to hold the FBI

principally responsible for decisions, and non-deoisions, which had poteatially f
|




, ¢&3
o0 b‘
w1C
B

C

morseery

atastrophic conscquences.  For the other half of that time period, DOE must clearly

shoulder the blame.  And blame is the proper terminology because the mishandling of

this critical issue by both DOE and the FBI was unfortunate in the extreme.

(U) First, the consequences:

(SIRBAYFTTC) For two-and-a-half years, Lee had unrestricted access to the X

Division’s highly classified computer systems.

In April 1997,

while DOE was maintaining Lee in access af the specific request of the FBI, Lee created
what is described in his Indictment as *Tape N.* This tape is now viewed by the FBI as
constituting one of the most sensitive downloads of critical nuclear weapons secrets.*

/11/99)

) | ,
£87F) For two-and-a-half years, Lee also had unrestricted access to the X

Division’s vault, repository of 50,000 classified documents. That the custodians do not
remember Lee visiting the vault does not mean he did not do so. More important, it

certainly does not mean that there was anything to prevent him from doing so.

U
- XS)) For two-and-a-years, Lee was free to work within the confines of the guarded
gates of LANL, and within the even more exclusive confines of X Division, and then take

“trips to seasitive foreign countries, such as Taiwan, which he visited twice during this

\Q\(

time period. Indecd, during his March 1998 trip to Taiwan ~ & trip neither DOE
Counterintelligence nor the FBI knew he was even taking until he was already gone ~ he

aoomedLANL'swmpuwtsyswmﬁomomw&_ o

’”(g,)) According to the Indictment, this tape contains scveral

ource codes and input decks, including the complete source code tor the current
version of the most up-to-date primary weapon design code. (Deteation hearing
12/13/99, Tx. 11) Such “source codes,” according to Stephen Younger, LANL's
Assooiate Laboratory Direotor, “represeat, in essence, a graduate course in nuclear
weapons design.” (Id) Tape N also contained input decks for this code. An input deck

contains “[a]ll the materials and the geometry of the nuclear device.” (Id.)

: ! 680 !
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(SAHPOT) Nor were these consequences, in any respect, unanticipatable. Lec,
after all, was an expert on nuclear weapons computer codes. He was, as onc DOE official
told the FBI, "quite sophisticated” on the LANL mainframe.

How could the FBI and
s most sensitive secrets to be at risk from this individual?

DOE not have perceived LANL'

) | -
Second, the FBI's reflexive assumption that Wen Ho Lee absolutely had to
retain his clearance and his access, in order for the FBI to make its case, was wrong.

M .
&8} It was wrong, in particular, because there was never a serious consideration of

non-alerting alternatives. Trulock wrote about it in his memorandum of May 25, 1996
but nothing came of it. wrote of it in his e-mail of April 22, 1997 to ?

again, nothing came of it. e matter came up on other occasions as well an
time it surfaced, it just as quickly faded away. '

each

%))' It is clear that neither the FBI nor DOE made any genuine effort to come up
with an alternative to maintaining Lee’s current level of access. Those altematives could
have been special unclassified and eatirely legitimate projects. It could have been
special unclassified and eatirely contrived projects, essentially makework, that ¢ould have
kept Lee busy and our country out of harm’s way. The possibilities may not have been
eadless, but there were possibilities: Lee could have been transferred to a division that did
not do classified work and for which he would not require access to classified material;
Lee could have been assigned to some form of teaching responsibility, or given an
administrative job. This was not a failurc of creativity or imagination, for that presumes
the matter was at least sediously confeipiated and etionslypusucd. It wasnot.

8} Tt was also wrong becanso the FBL, in itsinsistence that Les bemaintained in

his curreat clearance and curreat access, hiad no idea whiit the implications of that request
might truly be. _Ono is struck, for example, by SSA

The point was to keep Les from
downloading them to give to a foreign country. The palnt was to keep Lee from

but, doe bLbTc

L)
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pegges
retrieving them and refreshing his recollection about complex codes he had not worked
on in ycars. The point was to keep Lee from compromising sensitive codes he may not

have compromised in the past despite his access to them.™ The point was that SSA
- who, after all, would erroneously state in the FISA LHM

752

M1C l ¥
evertheless, that did not stop the FBI from nsisting, at Ieast until August 1997, that
Lee’s access remain untouched. Its immediate concerns were understandable: it did not
want DOE to take a step it feared might "seriously hamper{]" the investigation. But its
long-term concems ~ protecting the United States’ other nuclear secrets ~ should have
been a critical part of the calculus in determining what to do with Wen Ho Lee.
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%)‘ Third, the FBI, and even DOE, operated on the erroneous presumption that
just because classified information was dated, its importance was diminished.
Repeatedly, the participants in this investigation talked about how Lee was just working
on "old" codes, as if he picked them up at a thrift shop. This not only minimized the
significance of the codes but it ignored an obvious and critical question: “Old" to whom?
For the United States, these codes might well be “old"-but Lee, after all, was not
suspected of committing espionage for the United States. Where was the analysis
examining how valuable these "old" codes might be to the PRC?

' (S/RDANFIOCY To put it another way, throughout this report we have criticized
the FBI's failure to grapple with the subst l b)
—Thisfaﬂureimpa on the access decistons as well. The

) : '
”‘,(QS)’InJuly 1996, the FBI told DOE that “Lec has had access for tea years, 50
firing him would not do much now.” - Faat presumes a fact very much not in cvidence,
i.e,; that Lee had already compromised everything he could compromise,

' ’“% It is not clear that DOB did cither. _According to an c-mail [ sqntlbbf
f/;'ﬁ on October 14, 1997, the understanding reached at the April meeting to whi
. b¢ S also referring was that “{i]t was agreed to keep the individual in
| v71C  question away from new codes and design work. He is only maintaining an old code,
X which he helped write. Both- and Heoker believe this is suffioleat given what we l;of
know now.” (DOR 2396) e,
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I°B1 should never have been asking DOE to leave Lee where he was without an
understanding of what it rcally meant to be where he was.

()
X8) Fourth, and cqually disturbing, was the FBI's and DOL’s failurc to make the

critical distinction between what Lee worked on and what he had access to.

(W)

,(8’)' Lee might be working on “old" codes, and codes he had helped write, but what
he had access to was a far different matter. What he had access to in the vault, for
example, was 50,000 classified documents. What he had access to on the computer was

everything to which other X Division employees had access.

Go)

{SY Why would the FBI or DOE have. thought that this “candidate spy," as Deputy
Secretary Curtis characterized him, would limit his-espionage activities to those matters
on which he was actually working? Productive spies are often productive precisely
because they do not limit themselves to the matters upon which they are themselves
working. Repeatedly, and throughout this investigation, actual work and actual access
were confused, and the latter was virtually ignored. DOE and the FBI reassured
themselves by talking about what Lee was working on, rather than what they should have

been talking about: What did he have the ability and access to steal?

G | |

,(Sg‘ That is not to say that Lee’s current activities were irrelevant; obviously, to the
extent that Lee was "steered" toward theoretical and unclassified work, he was likely to
cncounter less classified material. But that is an exceedingly small point compared to the
huge one looming just behind it: AN of X Division’s files that Lee could access from his
computer or in the vault were at risk of being compromised. '

_ ?8())' Fifth, fhete was the FBI's failure to consider as part of the access cquation the
significance of the fact that it did not have any FISA coverage or monitoring of Wea Ho
Lec. Inreality, the FBI had no idea what Wen Ho Lee was doing. Itcould aska
supervisor to keep an cye on Leg, but these supervisors were scientists, they were:
managers, they were individuals with projects of their own. That Lee would, in March

1998, fly off-to Taiwan, indecd fly off to Taiwan after consulting the LANL computer
help desk about how to gain access to LANL's computer system from overseas, and
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neither LANL's CCIOs nor the FBI would know about it, pretty much says all that is
necessary to say about the efficacy of the FBI's effort to have LANL personnel monitor

Lee's activities.

(»
AS)” With FISA coverage, the risk of damage was diminished because the FBI

could monitor and surveil Lee's activities. It would know who he talked to and what he
said, what faxes he sent or received, who he e-mailed or got e-mail from, and so on. If
Lee was engaged in misconduct, the FBI would almost certainly see it corrung and could

take appropriate action.

A8 Without FISA coverage, the FBI was esseatially conducting this investigation
in the blind. It had no geauine idea what Lee did at work, what he did at home, who he

spoke with by telephone, and who he communicated with by computer. And, while it
might be the case that some measure of protection could be afforded through s &

and other means, this was an office that would not even mount surveillance fo.
How was it supposed to keep an eye on

gg,

two-and-a-half years?

, % Sixth, communications between the FBI and DOE on a matter critical to
national security — whether to Ieave Lee in access - was woeﬁxlly inadequate.

#48Y For example, having consulted with the FBI about placing access controls on
the X Division Vault, DOE never told the FBI that those vault controls - which would
have prevented Lee entirely from gaining access o the X Division vault ~ had never been
putinplace. As late as October 15, 1997, th Section was still under the L)
misimpmsslonﬂutdwvaultconuolswewmplace. and that was the message it seat up to
FBI senior management, Even within DOE, there was miscommunication on this issuc.
While 'LANL's CCIOs and DOE-HQ counterintelligence personnel clearly understood

- thata principal benefit of vault controls was to exclude Wen Ho Lee from access to the

vault - a fact that alore would warrant the installation of a palm reader —- ng one ever
told this to the DOR personnel actually charged with approving the implementation of
such controls, It was, thecefore, rejected twice.

,((S}NF/RD) For.a second example, in April 1997, the FBI and DOB had several
opportunities critically to examine the truc extent of damage which Lee posed to the
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FisL V1< "‘% S ould later write the following, ba}se_d on a September 1998
ks “In general, Lec is not working with information that he did

ey

United States. We now know that Lee himself was addressing, in a fashion, the very same
issue that month when he created Tape N. Over the course of the month, the FBI and
LANL and DOE counterintelligence personnel had several meetings with X Division's
leaders. This was an opportunity for everyone to reach a common and accurate
understanding as to the universe of classified nuclear weapons secrets to which Lee had
access. The discussion focused, instead, on the nature of Lee's next assignment. And,
even as to that, there was confusion, or at least imprecision, as to what exactly Lee would
be doing. Was he simply “maintaining" an “old" code? Was he "maintaining" that "old"
code for the purpose of “validating" a new code? - What would Lee know about the new
and safer design for the W-88? Why was concerned that Lee might have contact.
with “weapons designers?" What did "steering® Lee toward more “theoretical® work
really mean in terms of strictly limiting his classified activities?® This matter was far
too important and, as events would prove, far too consequential, to leave these questions
unexamined and unresolved.

U ' |
&STSeventh, DOE - having acceded in 1996 to the FBI’s firm request not to alter
Lee’s access to classified information - essentially ignored Director Freeh when he
explicitly withdrew that request in 1997. ‘

N -
&8;‘ In the Spring of 1996, DOE and LANL senior management wanted to take
action to limit Lee’s access to nuclear secrets. DOE and LANL were dissuaded from

doing so at the request of the FBL. Now, in August 1997, the FBI, in the person ?f the
Director, himself - the highest authority within the FBI - was telling DOB that this

request was “off the table.* Deputy Secretary Moler should have gone back to DOE and

caused Lee's access 1o be withdrawn that same d@dxﬁl'tmlffo longut;(éledjzﬁﬁl
Lee’s security clearance, but the access issue was diffecent. Lee's acoess to the :
Division"s computer; the X Division's files, the X Division's vault, and the X Division,

interview with A
not work with in the past. In general, Lee is not in a position to do more damage. AQ1
1901) (cmphasis added) These statements, meant to be reassuring, are in fact alarming.

" If Lee was not in a position to do more damage, in general, did that mean he was in a

position to do more damage, in particular?
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itsclf, could have been terminated that very day. Afier all, Lee had no right (o the United
States Government's most sensitive nuclear secrets. Access to this information was a
privilege that had been afforded to Lec and which could have been withdrawn ar any
time. If Lec complained, so be it. At least he would be complaining from outside.
) |

&8’)’ It was true, of course, that Director Frech had not ordered DOE to have Wen
Ho Lece fired or removed from access. But what he did do was equally significant: He
told DOE that it was free to take whatever action DOE deemed necessary to.protect the
national security against an individual who was the subject of an active espionage
investigation and who was belicved to be responsible for the compromise of the nation’s
most sensitive nuclear secrets.  With this green light, DOE should have acted
immediately. .

,((g))‘ Moreover, Director Freeh’s statement was communicated to DOE and LANL
repeatedly: (1) the Director made the “take that right off the table" statement; (2) UC
iterated the Director’s statement to an: of
communicated the change in FBI
position to (4) DOE received Director Freeh’s Talking
Points for the October meeting, which contained the same message;* (5)
Director Freeh essentially repeated his statement directly to Secretary Pena at the October
15, 1997 meeting;*** and (6) SA JJJadvised of the FBI's “official* position '
on this issue. Thus, that “official* FBI position was raised at least six times with DOE or

’"% If anything, the Talking Points were cven more explicit: “{W]e want to
_stress with you the importance of taking immediate action, if not already done, to prevent

" any further damage by the “Kindred Spirit’ subject with his current acoess to sensitive

computer codes.”

U
’“}8))‘We recognize that Secretary Pena does not have & recolleotion of this issue

being raised at the meeting. Given the fact, however, that it is in the Direotor’s Talking
Points and the Director does explicitly recall bringing it up, we conoclude that it was
raised at the meeting.

W

it et o
. R




s wg e
136 .

"
v &8

o - ——

pety

LANL.. And, whilc it is truc that AD Lewis should have sent to Trulock the draft letter
repeating the FBI's position on the matter, the failure to do so in no way alleviates DOLE's
responsibility for its failure appropriately to address the matter.”

)
%j’ Once the Dircctor made his “take that right off the table" statement, the burden
was squarely on DOE to act. It did not act.

D. (U) Conclusion

U
éB)’ In the course of this investigation, there were substantial time periods when
the issue and problem of Wen Ho Lee’s continuing access to classified nuclear weapons
material simply fell off the map, as if it had already been resolved, instead of simply
ignored. '

%} One time period was between August 1996 and March 1997. Another was -
between October 1997 and December 1998. The latter time period might have continued
indefinitely were it not for Curran’s decision to remove Lee from X Division on
December 24, 1998. That was the right decision, and even though it caused some
problems of its own, see Chapter 17, at least DOE was finally taking the Director’s “take
that right off the table" statement to heart. :

E}- We recognize that these type of “access" decisions are among the most
complex and difficult matters that confront a “victim" agency and counterintelligence
officials. Nevertheless, what could have been done here was not done here. And what
was done here was entirely, profoundly, inadequate. -

M
"”(%)2 The principal benefit of putting the FBI's position in writing was not to tell
DOE whyt it already knew but, rather, to force DOE to deal with the issue. Direotor
Prech’s statement, alone, should have been enough to do that, but it obviously was not.




