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Organs of the Swiss National Science

Foundation

Foundation Council /
Executive Committee of the FC

National Research Council
Presidial Board
__Divisions I, I, I, IV
__ Specialised Committees

__Interdisciplinary Research

__Individual Support
__International Co-operation

|

Research Commissions
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Organs of the Swiss National Science
Foundation

Foundation Council
Maintains the aims of the foundation; highest executive body

Executive Committee of the Foundation Council
Strategic questions,; Electing body

National Research Council
Assessment and supervision of scientific quality

Research Commissions
Evaluation of fellowships for prospective researchers

Administrative Offices
Preparation and execution of decisions made by the research and

foundation councils



Organisational tree
Administrative headquarters

_ __Press and Information Office
Se!‘nor __Equal Opportur_ntles in
Executive Staff Research Funding
__ Executive Staff / Legal Department

| |

Central Services / Support Scientific secretariats
_ Human Resources _ Div. I:  Humanities and Social Sciences
_ Finance __Div. Il: Mathematics, Natural and Engineering Sciences
_ Logistics __Div. Il1: Biology and Medicine
_ Information Technology _ Div. IV: Targeted Research (NRP, NCCR)
_ Controlling _Interdivisional co-ordination and co-operative Research

__Individual Funding
__International Co-operation / SwissCore
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Use of funds (1)

Investigator-driven Research Humanities and
‘Individual and Project Funding’ Social Sciences
84%0

Biology and
Medicine 8%0

Targeted Research Mathematics, Natural and

National Research Programmes Engineering Sciences
National Centres of Competence and Research

ENS NF| Total: CHF 531 mio.
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Use of funds (Il)

Persons supported by SNSF
Investigator-driven Project Funding:
__annually accepted proposals
_ collaborators younger than 35 years
__women

Fellowships: young scientists abroad

approx. 7000

approx. 1300
81%

41%

approx. 530



Internal Control System

Our risks — What kind of controls do
we have? — How do we document
them?
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Internal control system — business
environment

e (Art. 663b of the the Administrative-Board
Swiss Code of Obligations) (Art. 716a) :
Economiesuisse Law ~-.SwissHoldings
Swiss code Internal working document
of best practise . Internal Control System
for corporate =" and assessment of risk:
governance Duties and basic elements
Independence of
auditor
(Art. 728, 729) )
Control ICS A .
(Article 728a) Enterprise
Auditor of annual

accounts Regulating authority

Sarbanes-Oxley-Act
(SOX 404)

More organisations
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Internal control system - orientation

Strategic risks and controls (e.g. business plan)

No strict classification, Operative risks and controls (e.g efficiency, effectiveness)
risks and controls _ _
overlap Reporting risks and controls (e.g. 728a, SOX 404)

Compliance risks and controls (e.g. FDA, EBK, DSG)
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Internal control system - definition

“Internal control” is the totality of basic principles and practices provided by the
management to assure the following:

» Achieving business objectives

» Compliance with laws and regulations
» Safegarding business assets

* |dentifying and reducing errors

» Ensuring timely and reliable financial reporting
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Internal control system - intention
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Supporting information technology process
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Internal control system - essentiality

The annual report contains no fundamental errors

Errors are fundamental if they could have an impact on
economic decisions

Auditor

There are more possibilities for
controls in addition to ICS for
ensuring that the accounts
contain no relevant mistakes
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Inherent risk

Internal control system

Audit procedures

A

Detected errors

\ 4

Undetected
errors

Management

The type, scope and operation is
the sole responsibility of the
corporate management

Major influence factors also
include cost and benefit
considerations



Internal control system — reporting

systematics

Annual statement

l

Process annual
statement

l

Journal

- Business
processes

T

Information technology
processes

SNF

Swiss NATIONAL SCIENCE FOUNDATION

Identification of fundamental
positions with large
transaction volume

U

Mapping the business processes
for journal account

4

Identification of the relevant
supporting information processes



Internal control system — relevant

scopes

Modules of applications
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WAN / LAN: Network
OS: Operating system
DBMS: Database

Basis: Basic function of the application
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Business processes /cycles
e.g. purchase & payables, revenues and
receivables,

Manpower requirements

Information technology processes
e.g. programme modification method,

System support -network level

Access protection



Internal control system — approach
construction

Controls in the individual business processes

Definition

Recording Identification . . Evaluation Compliance  Assessment and
processesand thle; ris;(s controlintention  ¢onyrols controls adjustment
analysis (optional)
Sy Design customised ICS
mapping Instruction of the non-involved employees

Identification
control intention
acc. COBIT

Recording Evaluation Compliance Y Assessment and

processes
EREWAS

controls controls adjustment

Controls in the relevant information technology Processes

IENSS NF |
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Internal control system — types of
control

manual / organisational manual execution through

employee

automa’tlc Conflgurable automatic execution thl’ough
software after singular

manual configuration

automatic execution after
implementing of the software,
no manual configuration in
advance necessary

NS NF |
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Internal control system - examples

Configurable automatic controls

» Access restrictions on data and programmes (authorisation concept)
« Validation of inputs

 Error/exception report

» Approval process

» Reconciliation

Integrated automatic controls

* Basic claims data (e.g. table of accounts)

« definite data key with relations (e.g. document number)
* no redundant data

» workflows

* logging

SNF
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Internal control system —
nature of control

Preventive controls
» Avoid errors
» Essential where mistakes can cause immediate and massive disadvantages

Detective controls

» Expose errors

» Can often be found in strong control environments (clear processes, experienced employees,
careful work method)

Objective target: Balance among preventive and detective controls

SNF
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Internal control - organisation

Configuration / Set-up

Definition of ICS functions
e Coordinator
* Process - data owner

» Responsabilities

Process
Definition of ICS processes

* Risk monitoring and assessment

» Tests of compliance and effectiveness

* |dentification and logging of measures

* ICS Change Management (incl. documentation follow-up, measures)
* Reporting (e.g. mgmt)

» Audits (external auditor)

SNF

Swiss NATIONAL SCIENCE FOUNDATION



Internal control system- recapitulation

2. Processes
(Business-/IT)

1. System mapping 3. Description of risks

Geschaftsprozess(e)

(220 % %>

[ Applikationen |

[ Systeme |

Unterstiitzende IT-Prozesse

(L2222 % 2

4. Documentation of
controls

Summary

Funktion ,Auftragssachbearbeiter* in der Abteilung Verkauf
Maschinen. Die Details dazu sind im ERP-Berechtigungs-
konzept beschrieben.

Verantwortlicher: ~ Prozess-Owner ,Verkauf Maschinen®

Ausfihrender:  automatisch

Ausfihrung: laufend (praventiv)

In Kraft seit 01.01.2005 (genehmigtund n Kra gesetz)

Letzte And. 01.01.2005 (Anderungen aufbewahren fiir Nachvollziehbarkeit)

Identifikation:  FU-K1 (endeuiger Schilssel
2Zugrif (mogichst aussagelaia)
Prozess Forderungen und Umsatz (dare Referenz auf den entsprechenden Proz
Risiken: FU-R2.1 (Referenzierung auf das entsprechende Risiko resp. Risiken )
Kontrollziel Nur autorisierte Mitarbeiter haben die Moglichkeit Verkaufsau-
trége zu erfassen, mutieren und Ischen
Kontroll- Der Zugriff zur Erfassung, Mutation und Léschung von
beschreibung:  Verkaufsauftrégen ist beschrankt auf Mitarbeiter mit der

Swiss NATIONAL SCIENCE FOUNDATION

erbale Beschreibur
oot Richiinien, menews)

5. Documentation of tests

[Auttiags: [autuags: [Autirags- Versandund —[nkasso. [Auturags-
[vorbereitung __[abernanme jpereuung [Falaurerung [abrechnang

— [——

K-ldentifikation
K-Bezeichnung:
Testausfiihrung

FU-K2 (eindeuiger Sc
Einhaltung Weisung Auftragsfreigabe
Halbjéhrlich (15.1/15.7.)

Testverantwort|

T-Grundlagen

Testumfang

Testhandlungen

Testdatum
T-Ergebnisse:

Datum Review:
R-Beurteilung

Auswirkungen:
Massnahmen:

K. Meyer,

+ Konroldokumentation (Report RVO100, Variante POL) it Ergebnissen und Befund
+ Reprodktion Report RVO100 mit Variante TOL (alle V-Aufirage der letzten 6 Monate)
+Vertiage aus Verragsablage

« Umsatz Maschinen aus Kto nnnnnnnn (1ST / Budger)

18 Stichproben (jeweils 3 pro Monat)

+Vergleich Anzahl Vertrage und Total Aufiragssumme zwischen den Kontrolisten der

letzten 6 Monate und dem selbst reproduzierten Report RV100 / TOL

«Prifung, ob bei allen Aufiragen ab CHF 1.5 Mio. ein Kontrollvermerk auf der Liste:

vorhanden ist und die geprife Vertragskopie beigelegt st

*Plusilisiering des Abdeckungsgrade der Kontolls Die kotoleten Aurage

der letzien sechs Monate sollten auf das Jahr hochgerechnet ca. 90%
Umsatzes aus Maschinenverkaufen abdecken

15.7.2007
« Anzahl Vertrage und Total Auftragssumme zwischen den Kontrollsten der letzten 6
Monate und dem selbst reproduzierten Report RV0100 / TOL stimmen Uberein
+Auf allen Auftragen ab CHF 15 Mio. ist ein Kontrollvermerk auf der Liste vorhanden
und die gepriite Vertragskople ist beigelegt.
«Die kontrolieten Auftrage der letzten sechs Monate machen auf das Jahr
aus,

20.7.2007
« Die Kontrole st effekiv
« Es sind keine kompensierende Kontrollen notwendig

keine
keine

6.State report control /
control measure plan




Thank you for your attention!

For further information:
www.snf.ch
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