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I. Purpose 
 

This Directive establishes an external breach notification policy and plan for the United 
States Department of Education (ED).  Based on this Directive, ED shall promptly and 
effectively determine whether or not to notify affected parties outside ED of a suspected 
or actual breach of personally identifiable information (PII)1 that ED maintains or 
processes.  This policy applies to all PII maintained, collected, used, or disseminated by 
ED in any format.  This plan also details the related procedures by which affected parties 
will be notified should such an event occur. 
 
When a data breach involving PII occurs, ED will conduct a risk analysis. Based on this 
risk analysis ED will determine whether to notify individuals whose PII may have been 
involved in the breach and what steps if any ED will take to mitigate actual or potential 
harm.   
 
The procedures in this directive supplement the procedures already stated in:   
 
Handbook for Information Security Incident Response and Reporting Procedures 
http://connected.ed.gov/document_handler.cfm?id=3775,  
 
Handbook for Information Assurance Security Policy 
http://connected.ed.gov/document_handler.cfm?id=3569 
 
Handbook for Protection of Unclassified Sensitive Information 
http://connected.ed.gov/document_handler.cfm?id=6366  

 
II.  Policy  
 
 It is the policy of ED that: 
 

A. ED shall assess all actual or suspected data breaches involving PII that is processed or 
maintained by ED, and shall make a determination as to whether external notification, 
or any other remediation, is required. 

 
B. The determination of whether external notification is required shall be based on a risk 

assessment performed by ED’s Privacy Incident Response Team (PIRT), or in some 
circumstances, the Secretary.    

 
C. A risk analysis shall consider, among other things, the likelihood that the information 

will be used to harm the subject of the data.   
                                                 
1 Personally Identifiable Information, in accordance with the definition prescribed by OMB M-07-16, cited above, 
is any information about an individual, processed or maintained, which can be used to distinguish or trace an 
individual's identity, such as their name, social security number, biometric records, etc. alone, or when combined 
with other personal information which is linked or linkable to a specific individual, such as date and place of birth, 
mother’s maiden name, etc.  Refer to OCIO's Handbook for Information Security Incident Response and Reporting 
Procedures, OCIO-14, for discussion of security measures for the protection of privacy data. 

http://connected.ed.gov/document_handler.cfm?id=3775
http://connected.ed.gov/document_handler.cfm?id=3569
http://connected.ed.gov/document_handler.cfm?id=6366
http://connected/document_handler.cfm?id=3775
http://connected/document_handler.cfm?id=3775
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D. The PIRT shall apply the five risk factors described in Section VII, 3.e , within the 

fact-specific context of a reported actual or suspected breach of PII.  Using this 
methodology, notification shall be given in instances where there is reasonable risk of 
harm.   

E. If the PIRT determines that the incident meets the established criteria for notification, 
and, thus, recommends that external notification is appropriate, such notification shall 
be done as soon as practicable after the data breach.   

 
III.  Authorization 
 

A. Office of Management and Budget (OMB) Memorandum M-07-16, Safeguarding 
Against and Responding to the Breach of Personally Identifiable Information, May 
22, 2007.   http://www.whitehouse.gov/omb/memoranda/fy2007/m07-16.pdf 

 
B. Memorandum [not numbered] “Recommendations for Identity Theft Related Data 

Breach Notification,” September 20, 2006. 
http://www.whitehouse.gov/omb/memoranda/fy2006/task_force_theft_memo.pdf  

 
C. Title III of the E-Government Act of 2002, Pub. L. 107-347, “Federal Information 

Security Management Act of 2002” (FISMA).  http://frwebgate.access.gpo.gov/cgi-
bin/getdoc.cgi?dbname=107_cong_public_laws&docid=f:publ347.107 

 
D. Privacy Act of 1974, as amended (5 U.S.C. § 552a).   

http://www.usdoj.gov/oip/privstat.htm 
 

IV.  Applicability 
 

This directive applies to all ED employees, and all contractors who process or maintain 
PII on behalf of ED. 

 
V.  Definitions  
 

A. Accelerated Notification is the exception process through which the Secretary 
determines that there has been a significant, intentional breach, or that there is an 
immediate, substantial risk of identity theft or other significant harm, of the 
individual(s) whose data was the subject of the data breach.  If the Secretary 
determines that such a breach has occurred, the Secretary can accelerate the 
notification and the performing of other mitigations, such as credit monitoring and 
deletion of data.   

 
B. Confidentiality means preserving authorized restrictions on access and disclosure, 

including means for protecting personal privacy and proprietary information. 
 

http://www.whitehouse.gov/omb/memoranda/fy2007/m07-16.pdf
http://www.whitehouse.gov/omb/memoranda/fy2006/task_force_theft_memo.pdf
http://frwebgate.access.gpo.gov/cgi-bin/getdoc.cgi?dbname=107_cong_public_laws&docid=f:publ347.107
http://frwebgate.access.gpo.gov/cgi-bin/getdoc.cgi?dbname=107_cong_public_laws&docid=f:publ347.107
http://www.usdoj.gov/oip/privstat.htm
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C. Data breach is an incident considered to have occurred when there is a loss of 
control, compromise, unauthorized disclosure, unauthorized acquisition, unauthorized 
access, or any other similar act where persons (other than authorized users and for 
other than the authorized purpose), have access, or potential access, to PII, whether in 
electronic or printed form, that results in the potential compromise of the 
confidentiality or integrity of the data. 

 
D. Data breach analysis means the process used to determine the extent and impact of a 

data breach resulting from an actual or suspected breach of personally identifiable 
information.  

 
E. ED means the United States Department of Education. 
 
F. External Notification is the notice provided to those individuals outside of ED after 

a data breach involving PII has occurred, and a risk assessment indicates that such 
notice is appropriate.  External notification includes notice to affected data subjects, 
and may also include notification to the general public through the news media, ED’s 
webpage or notice to Members of Congress.  External notification, in this case, does 
not include notification of the Inspector General and law enforcement, as they will 
have already been notified pursuant to the Handbook for Information Security 
Incident Response and Reporting Procedures.  Handbook OCIO-14 
http://connected.ed.gov/document_handler.cfm?id=3775.  

 
G. Identity theft means a fraud committed using the identifying information of another 

person, subject to such further definition as the Federal Trade Commission may 
prescribe, by regulation. 

 
H. Information system, as defined by OMB Circular A-130, means a discrete set of 

information resources organized for the collection, processing, maintenance, use, 
sharing, dissemination, or disposition of information, whether automated or manual.   

 
I. Integrity means guarding against improper information modification or destruction, 

and includes ensuring information non-repudiation and authenticity. 
 
J. Processed or maintained by ED means created, received, stored, transmitted, or 

manipulated by ED personnel or by a person acting on behalf of ED, including a 
contractor or other organization or any level of subcontractor or other sub-
organization. 

 
K. Secretary means the Secretary of Education, or as designated by the Secretary, either 

the Deputy Secretary or the Under Secretary. 
 
L. Suspected Breach means a data breach, as defined in 5. C. above, that may have 

occurred.  
 

http://connected.ed.gov/document_handler.cfm?id=3775
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M. Unauthorized access is when a person gains logical or physical access without 
permission to PII, or to a network, system, applications, data, or other resource 
containing PII.  Logical access means being able to interact with data through access 
control procedures such as identification, authentication, and authorization.  Physical 
access means being able to physically touch and interact with the computers and 
network devices. 

 
VI.  Responsibilities  

 
A. Secretary  
 
 The Secretary shall make final decisions regarding breach notification and any 

remediation of incidents where the PIRT determines that the risk of harm is high, or 
the incident is widespread, or both.  The Secretary shall also determine whether to use 
accelerated notice.   

 
B. EDCIRC Coordinator  
 

ED’s Computer Incident Response Capability (EDCIRC) Coordinator, working 
within the Office of the Chief Information Officer (OCIO), Information Assurance, 
coordinates ED’s response to all information security incidents.  Upon learning of an 
information security breach that involves PII, or is suspected to have involved PII, the 
EDCIRC Coordinator, pursuant to the OCIO directive, is responsible for notifying the 
Office of Inspector General and the Privacy Advocate, of the breach.  The EDCIRC 
Coordinator shall provide to the PIRT any relevant incident information collected 
during the investigation of the security incident for the team’s risk analysis and shall 
determine if there is sufficient information to be able to make the external notification 
determination.   

 
C. Senior Agency Official for Privacy  
 
 The Senior Agency Official for Privacy (SAOP) is the Assistant Secretary for 

Management.  The SAOP is responsible for convening and chairing meetings of the 
PIRT, reporting the PIRT’s findings and recommendations to the Secretary, 
reviewing the status of all notifications, and jointly, with the Chief Information 
Officer (CIO), issuing notifications of those incidents that the risk of harm are low or 
moderate, and/or are not widespread.  The SAOP is accountable to the Secretary for 
the appropriate handling of any breach incident, and for the continuing review and 
improvement of the breach notification policy. 

 
D. Privacy Incident Response Team (PIRT)  
 
 The PIRT is chaired by the Senior Agency Official for Privacy.  The team consists of 

the CIO, ED’s Privacy Advocate, the Senior Official of the program experiencing the 
breach, the Assistant Secretary for Communications and Outreach, the Assistant 
Secretary for Legislation and Congressional Affairs, and, as needed, the General 
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Counsel, the Inspector General, the Deputy Assistant Secretary for Management, and 
the Chief Financial Officer, or their designees.  The PIRT shall do the following: 

 
1. In the event of an actual or suspected loss of PII, the Chair shall convene the 

PIRT to conduct a risk analysis using the OMB criteria, as detailed in this 
Directive, to determine the likelihood the incident might result in identity theft, 
consumer fraud, or other harm. 

 
2. The PIRT is divided into two groups - core members and ancillary members.  The 

core members serve as the permanent team for all PIRT purposes including 
annual meetings to review this Directive, as well as meetings convened to address 
a breach.  Ancillary members are officials from other key Principal Organizations 
who serve on an as needed basis to provide essential expertise.  Core members 
are:  the SAOP, the CIO, the Privacy Advocate, the Senior Official of the program 
experiencing the breach, the Assistant Secretary of Communications and 
Outreach, and the Assistant Secretary of the Office of Legislation and 
Congressional Affairs.  The Ancillary members are the General Counsel, the 
Inspector General, the Deputy Assistant Secretary for Management, the Chief 
Financial Officer, and senior officials from FSA and IES. 

 
3. The PIRT shall review the information provided by the EDCIRC Coordinator, 

conduct the required risk analysis, and document its findings. 
 

4. Based on its findings, the PIRT shall determine whether it is appropriate to issue 
external notification, or to recommend to the Secretary to do so, as circumstances 
require.   

 
5. Each PIRT member, both core and ancillary, shall designate an alternate(s) to 

serve as a representative when the member is unable to participate in PIRT 
activities.  It is the responsibility of each PIRT member to ensure that he or she is 
represented at each PIRT meeting. 

 
6. Any report or official communication from the PIRT shall be signed by the SAOP 

or designee.   
 
7. The PIRT shall meet annually to review this directive, any changes in 

circumstances that would require amendment of this directive, the handling of any 
breaches that occurred during the year, incident trends, and proposed process 
improvements. 

 
E. Chief Information Officer  
 

The CIO, or designee, shall participate in all PIRT activities, and shall, with the 
SAOP, issue external notifications for incidents that are of low or moderate impact, 
and/or are not widespread.   
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F. ED’s Privacy Advocate  
 
The Privacy Advocate, or designee, working within the Office of Management, 
Regulatory Information Management Services, will be notified by the EDCIRC 
Coordinator that a suspected or actual breach involving PII has occurred, and shall 
consult with the EDCIRC coordinator to monitor initial fact finding.  The Privacy 
Advocate provides insight and guidance regarding breach risk analysis, external 
notification, and provides information on current issues, trends, best practices and 
requirements regarding privacy safeguards.  The Privacy Advocate shall also 
participate in all PIRT activities, and will maintain a record of PIRT actions.  The 
Privacy Advocate is responsible to the SAOP for appropriate coordination of PIRT 
activities and for the continuing review and improvement of the breach notification 
policy. 
 

G. Senior Official of the Program Experiencing the Breach  
 
The Senior Official of the Program experiencing the Breach, or designee, shall 
provide any program information needed, and shall participate in the PIRT review 
and decision-making process.  If it is determined that ED will provide external 
notification, the Official shall be responsible for developing the external notification 
letter, developing the list of the names and addresses of those being notified, and 
overseeing dispatch of the notice to the individual(s) involved.  This official or 
designee shall be authorized to represent the interests of the principal organization for 
the purposes of decision-making regarding mitigation activities and funding issues.   
 

H. Assistant Secretary for Communications and Outreach  
 
 The Assistant Secretary, or designee, shall participate in all PIRT activities.  The 

Assistant Secretary shall also recommend a public notification strategy, as needed, 
and shall develop outreach materials, e.g., news releases, webpage postings.   

 
I. Assistant Secretary for Legislation and Congressional Affairs 
 
 The Assistant Secretary, or designee, shall participate in all PIRT activities.  The 

Assistant Secretary shall also provide assistance with communicating with Congress, 
and in responding to Congressional inquiries.   

 
J. General Counsel (GC)  
 
 The General Counsel, or designee, shall participate in PIRT activities, in order to 

provide legal counsel regarding external notification. 
 
K. Inspector General (IG)  
 

The Office of Inspector General is the law enforcement component of ED and has 
primary responsibility for criminal investigations related to ED’s programs and 
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operations.  As such the IG, or designee, shall participate in PIRT activities, 
coordinate any law enforcement response and provide input regarding external 
notification.   

 
L. Deputy Assistant Secretary for Management  
 
 The Deputy Assistant Secretary, or designee, shall participate in PIRT activities, in 

order to provide expertise on Office of Management matters, and shall provide input 
regarding external notification.  

 
M. Chief Financial Officer (CFO)  
 
 The CFO, or designee, shall participate in PIRT activities and shall provide input 

regarding external notification and contract issues. 
 
N. FSA and IES Officials 

 
FSA and IES Officials shall participate at annual meetings and other PIRT 
discussions as necessary, in order to provide expertise from their roles as the major 
collectors and users of data within ED.  

 
VII. Procedures and Requirements 
 

Upon notice that a breach involving PII, or suspected to involve PII, has been reported, 
the PIRT must determine the course of action regarding external notification.  The 
procedures required of the PIRT can be found in the procedures and flowchart 
immediately following the procedures. 

 
A. Internal Notification 
 

1. Information security breaches, including those involving PII, are required to be 
reported to the OCIO2.   

 
2. When a breach, or suspected breach, involving PII has been reported to the 

EDCIRC Coordinator, the Coordinator provides initial and follow-up facts to the 
Privacy Advocate describing the incident.   

 
3. The Privacy Advocate shall notify the PIRT Chair and shall consult with the 

Chair about the most recent incident findings.   
 
B. Convening the PIRT - The Chair shall convene a meeting of the PIRT as soon as 

reasonably possible, but no later than two working days after the Chair determines 
                                                 
2 All information security breaches or incidents are immediately reported to the EDCIRC Coordinator, in accordance 
with the Handbook for Information Security Incident Response and Reporting Procedures.  Handbook OCIO-14, or 
replacement publication.  The EDCIRC Coordinator reports the incident as required, including to the Incident 
Handler, who will conduct a review of the incident.  A security risk assessment is performed.   
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that there is sufficient information to conduct the required analysis. For the purposes 
of conducting PIRT meetings, the Chair may convene via conference call, email, or 
on-site in order to accommodate the schedules of the members and the urgency of the 
agenda item(s).    

 
C. The PIRT determines whether external notification is appropriate.   
 

1. Intentional loss and determination that data were the target – If the PIRT is 
informed that the breach was intentional, and data were the target, the SAOP, 
after concurrence from the OIG, shall recommend to the Secretary that the 
accelerated process be performed (see Accelerated Process, Section VII. J.).   Any 
notification actions shall have the concurrence of the General Counsel, the 
Inspector General, law enforcement, and any others as required.   

 
2. Under all other circumstances the PIRT shall proceed with the risk analysis as 

described below. 
 

3. Risk Analysis  
 

a. The PIRT shall first assess the likely risk of harm caused by the breach, using 
the five factors described below, and then assess the level of risk – as low, 
moderate, or high. 

 
b. In determining the risk of harm, the PIRT shall consider a wide variety of 

harms, including harm to reputation and the potential for harassment or 
prejudice, particularly when health or financial information is involved in the 
breach.   

 
c. If there is little or no risk of harm, or when notification could increase a risk 

of harm, notification shall be delayed while appropriate safeguards are put in 
place. 

 
d. The five factors, described in detail below, that the PIRT shall consider 

assessing the likely risk of harm are: 
 

i. Nature of the Data Elements Breached 
 
ii. Number of Individuals Affected 
 
iii. Likelihood the Information is Accessible and Usable 
 
iv. Likelihood the Breach May Lead to Harm 
 
v. Ability of the Agency to Mitigate the Risk of Harm  

 
e. The PIRT shall consider the following five factors to assess the likely risk of 
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harm: 

 
i. Nature of the Data Elements Breached.  The nature of the data elements 

compromised is a key factor to consider in determining when and how 
notification should be provided to affected individuals.  In assessing the 
levels of risk and harm, the PIRT shall consider the data element(s) in 
light of their context and the broad range of potential harms flowing from 
their disclosure to unauthorized individuals.   

 
ii. Number of Individuals Affected.  The magnitude of the number of 

affected individuals may dictate the method that is chosen for providing 
notification, but should not be the determining factor for whether ED 
provides notification. 

 
iii. Likelihood the Information is Accessible and Usable.  The PIRT shall 

assess the likelihood that PII will be, or has been, used by unauthorized 
individuals.  An increased risk that unauthorized individuals will use the 
information should influence ED’s decision to provide notification.  The 
PIRT shall consider any physical, technological, and procedural 
safeguards that were in place, such as properly implemented encryption.  
In considering if the safeguards provided protection that makes the PII 
inaccessible or unusable, the PIRT must assess whether the PII is at a low, 
moderate, or high risk of being compromised.  The assessment shall be 
guided by the Director of Information Assurance Services, and shall 
comply with National Institute of Standards and Technology (NIST) 
security standards and guidance.  Other considerations may include the 
likelihood that any unauthorized individual will know the value of the 
information and will either use the information or sell it to others.  

 
iv. Likelihood the Breach May Lead to Harm  

 
(a) Broad Reach of Potential Harm.  The PIRT shall consider whether 

the breach could result in substantial harm, embarrassment, 
inconvenience, or unfairness to any of the subject individuals.  The 
PIRT shall also consider a number of possible harms associated with 
the loss or compromise of information.  Such harms may include the 
effect of a breach of confidentiality or fiduciary responsibility, the 
potential for blackmail, the disclosure of private facts, mental pain and 
emotional distress, the disclosure of address information for victims of 
abuse, the potential for secondary uses of the information that could 
result in fear or uncertainty, or the unwarranted exposure leading to 
humiliation or loss of self-esteem.  

 
(b) Likelihood Harm Will Occur.  The likelihood that a breach may result 

in harm will depend on the manner of the actual or suspected breach 
and the type(s) of data involved in the incident.  Social Security 
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numbers and account information are useful for committing identity 
theft, as are dates of birth, passwords, and mother’s maiden names.  If 
the information involved is a name and address or other personally 
identifying information, the loss may also pose a significant risk of 
harm if, for example, it appears on a list of patients at a clinic for 
treatment of a contagious disease.  In considering whether the loss of 
information could result in identity theft or fraud, the PIRT should 
consult guidance from the Identity Theft Task Force.3   

 
v. Ability of the Agency to Mitigate the Risk of Harm.  Within an 

information system, the risk of harm will depend on how ED is able to 
mitigate further compromise of the system(s) affected by a breach.  In 
addition to containing the breach, appropriate countermeasures, such as 
monitoring system(s) for misuse of the personal information and patterns 
of suspicious behavior, should be taken.   Such mitigation may not prevent 
the use of the personal information for identity theft, but it can limit the 
associated harm.  Some harm may be more difficult to mitigate than 
others, particularly where the potential injury is more individualized and 
difficult to determine.    

 
4. Reassess the Level of Impact Assigned to the Information.  

 
a. After evaluating each of these factors, the PIRT shall review and reassess the 

level of impact that has already been assigned to the information using the 
impact levels for system security, (as opposed to breach impacts), defined by 
NIST.  The impact levels – low, moderate, and high, -- describe the potential 
impact(s) on an organization or individual if a breach of security occurs.   

 
i. Low:  the loss of confidentiality, integrity, or availability is expected to 

have a limited adverse effect on organizational operations, organizational 
assets, or individuals.  

 
ii. Moderate:  the loss of confidentiality, integrity, or availability is expected 

to have a serious adverse effect on organizational operations, 
organizational assets, or individuals. 

 
iii. High:  the loss of confidentiality, integrity, or availability is expected to 

have a severe or catastrophic adverse effect on organizational operations, 
organizational assets, or individuals. 

 
b. The impact levels will help determine when and how notification shall be 

provided.  Where there is a range of risk levels attributed to the factors, the 
decision to provide notification shall give greater weight to the likelihood that 
the information is accessible and usable and whether the breach may lead to 

                                                 
3 Memorandum [not numbered] “Recommendations for Identity Theft Related Data Breach Notification,” 
September 20, 2006 http://www.whitehouse.gov/omb/memoranda/fy2006/task_force_theft_memo.pdf  

http://www.whitehouse.gov/omb/memoranda/fy2006/task_force_theft_memo.pdf
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harm. 
 

c. Once the determination has been made about whether or not external 
notification will be provided, the PIRT Chair is responsible for making sure 
that they appropriate parties are notified and the notification is made 
according to the PIRT’s determination. 

 
d. The PIRT shall apply the five risk factors within the fact-specific context of a 

reported actual or suspected breach of PII.  Using this methodology, it is ED 
policy that notification shall be provided in instances where there is 
reasonable risk of harm. 

 
D. Mitigation and Related Actions – The PIRT’s analysis should also include 

consideration of appropriate mitigation options.  Such options may include:  
 

1. External Notification – This process is described in detail below.   
 
2. Credit Monitoring – If it is determined that credit monitoring services are 

appropriate, the Program Office experiencing the breach shall, if needed, utilize 
one of the government-wide Blanket Purchase Agreements that GSA has 
established to provide these services.4   

 
3. Law Enforcement Notification -Law Enforcement Notification - The Office of 

Inspector General, as the primary law enforcement component of ED, shall 
determine the appropriate steps, if needed, for coordination with any other law 
enforcement agencies. 

 
4. Other Mitigation - ED may also set up a toll-free number to handle inquiries 

from the affected individuals and the public, may remove subject PII if no longer 
needed for documented agency need, etc. 

 
E. Timeliness of the Notification - The catalyst for ED’s response to a breach involving 

PII, is the OCIO’s requirement for reporting information security incidents 
immediately upon discovery.  This policy can be found in Handbook OCIO-14 
Information Security, Incident Handling Procedures that specifies that actual or 
suspected information breaches must be reported within one hour.  Upon notification 
that a breach involving PII has occurred or is suspected to have occurred, and a risk 
analysis supports external notification, ED shall provide notification without 
unreasonable delay.  Such notification shall be consistent with the needs of law 
enforcement and national security, and any measures necessary to restore the 
reasonable integrity of any computerized data system compromised.  Decisions to 
delay notification shall be made by the Secretary or by a senior-level individual 
designated in writing by the Secretary.  In some circumstances, law enforcement or 
national security considerations may require a delay if notification would seriously 
impede the investigation of the breach or the affected individual(s).  However, any 

                                                 
4 See Appendix D, OMB M-07-04, December 22, 2006. 
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delay shall not exacerbate risk or harm to any affected individual(s).   
 
F. Source of the Notification - If the impact on affected individuals is high, or the 

breach is widespread, notification to individuals affected by the breach shall be issued 
by the Secretary or designee.  If the notification involves a limited number of 
individuals, or the impact is low or moderate, notification may also be issued jointly 
under the auspices of the SAOP and the CIO.    

 
G. Contents of the Notification - The notification shall be provided in writing, with few 

exceptions, as described in the next section – “Means of Providing Notification”, and 
shall be concise, conspicuous, and in plain language.  Two sample notification letters 
appended below that can be used as models.  The PIRT shall determine whether to 
include additional details in a Frequently Asked Question (FAQ) format, or through 
ED’s website.  If it is known that the affected individual(s) are not English proficient, 
notice shall also be provided in the appropriate language(s).  The notice shall include 
the following elements:  

 
1. A brief description of what happened, including the date(s) of the breach and of 

its discovery;  
 
2. To the extent possible, a description of the types of personal information involved 

in the breach (e.g., full name, Social Security number, date of birth, home address, 
account number, or disability code.);  

 
3. A statement clarifying whether the information was encrypted or protected by 

other means and on when it is determined that such information would be 
beneficial and would not compromise the security of the system;  

 
4. What steps individuals should take to protect themselves from potential harm, if 

any.  Such steps may include referring them to the FTC’s identity theft webpage. 
http://www.ftc.gov/bcp/edu/microsites/idtheft/consumers/index.html;  

 
5. What ED is doing, if anything, to investigate the breach, mitigate losses, and 

protect against any further breaches; and  
 
6. The points of contact at ED for more information, which may include a toll-free 

telephone number, e-mail address, or postal address.  
 
H. Means of Providing Notification  
 

1. First-class mail 
 

a. Notification to the last known mailing address of the individual(s) in ED’s 
records is the primary means of external notification.   

 
b. If there is reason to believe the address is no longer current, ED shall take 

http://www.ftc.gov/bcp/edu/microsites/idtheft/consumers/index.html
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reasonable steps to update the address by consulting with other agencies such 
as the US Postal Service.  

 
c. The notice shall be sent separately from any other mailing so that it is 

conspicuous to the recipient.  
 
d. If ED is using another agency to facilitate mailing (for example, consulting 

the Internal Revenue Service for current mailing addresses of affected 
individuals), ED, and not the facilitating agency, must be identified as the 
sender.  

 
e. The front of the envelope shall be labeled to alert the recipient to the 

importance of its contents, e.g., “Data Breach Information Enclosed” and shall 
be marked with the U.S. Department of Education as the sender in order to 
reduce the likelihood that the recipient thinks it is advertising mail.  

 
2. Telephone 

 
In cases where the impact is not widespread, but where the harm may be great, 
and the issue is urgent, the telephone may be the most appropriate means of 
notification.  In these cases, written notification by first-class mail shall follow as 
soon as practicable. 

 
3. Email  

 
a. The notification shall not be provided by e-mail, unless an individual has 

provided an e-mail address, and expressly has consented to use e-mail as the 
primary means of communication with ED, and no known mailing address is 
available.   

 
b. E-mail notification may also be employed in conjunction with postal mail if 

the circumstances of the breach warrant this approach.  For example, if the 
matter is urgent, the risk of harm is great, and there are large numbers of 
people affected the Department might use both regular mail and e-mail to 
reach an individual.   

 
c. If a decision is made to use e-mail, such notification may include links to 

ED’s website and http://www.usa.gov web sites, where the notice may be 
“layered” so that the most important summary facts are up front with 
additional information provided under link headings.  

 
4. Existing Government-Wide Services 
 

In addition to the means discussed above, ED should use Government-wide 
services already in place to provide support services needed, such as USA 
Services, including the toll free number 1-800-FedInfo and http://www.usa.gov. 

http://www.usa.gov/
http://www.usa.gov/
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5. Newspapers or other Public Media Outlets  
 

The PIRT shall determine whether supplementing individual notification, such as 
with notification in newspapers or other public media outlets, is appropriate.   

 
6. Substitute Notice  
 

If ED does not have sufficient contact information to provide individual 
notification, substitute notice may be used.  Substitute notice shall consist of a 
conspicuous posting of the notice on the http://www.ed.gov home page and 
notification to major print and broadcast media, including major media in areas 
where the affected individuals reside.  The notice to media may include a toll-free 
phone number where an individual can learn whether or not his or her personal 
information is included in the breach.  

 
7. Accommodations 
 

Special consideration must be given to providing notice to individuals who are 
visually or hearing impaired consistent with section 508 of the Rehabilitation Act 
of 1973.  Accommodations may include establishing a telephone number for those 
who use a Telecommunications Device for the Deaf (TDD) or posting a large-
type notice on ED’s website. 

 
I. Who Receives Notification:  Public Outreach in Response to a Breach 
 

1. Notification of Individuals.  The PIRT shall determine to whom notice shall be 
provided.  Parties may include the affected individuals, the public media, and/or 
other third parties (such as Members of Congress, academic institutions, financial 
partners, etc.) affected by the breach or the notification.  Unless notification to 
individuals is delayed or barred for law enforcement or national security reasons, 
once it has been determined to provide notice regarding the breach, affected 
individuals must be notified promptly.  

 
2. Notification of Third Parties including the Media.  If it is determined that a 

third party will be notified regarding a breach, the PIRT shall consider the 
following: 

 
a. Careful Planning.  ED’s decision whether or not to notify the public media 

will require careful planning and execution so that it does not unnecessarily 
alarm the public.  The Office of Communications and Outreach shall ensure 
prompt disclosure to the media wherever a decision is made to provide such 
third-party notification.  When appropriate, public media shall be notified as 
soon as possible after the discovery of a breach and after the response plan, 
including the notification, has been developed.  The Office of 
Communications and Outreach shall develop the notification and focus on 

http://www.ed.gov/


OM:6-107        Page 16 of 46 (04/15/2008) 
 

providing information, including links to resources, to aid the public in its 
response to the breach.  Notification may be delayed upon the request of law 
enforcement or national security agencies as described above.  

 
b. Web Posting.  The Office of Communications and Outreach shall develop and 

post information about the breach and notification in a clearly identifiable 
location on ED’s home page, as appropriate, as soon as possible after a 
decision is made to provide notification to the affected individuals.   The 
posting shall also include a link to Frequently Asked Questions (FAQs) and 
other information to assist the public’s understanding of the breach and the 
notification process.  The PIRT shall also consider posting the information to 
the www.USA.gov web site.  The PIRT shall also consult with GSA’s USA 
Services regarding using that agency’s call center.  

 
c. Notification of other Public and Private Sector Agencies.   The PIRT may 

determine that other public and private sector agencies should be notified on a 
need-to-know basis, particularly those agencies that may be affected by the 
breach or may play a role in mitigating the potential harms stemming from the 
breach.  

 
d. Congressional Inquiries.  The Office of Legislation and Congressional 

Affairs shall take the lead in developing responses to potential inquiries from 
Members of Congress 

 
J. Accelerated Notification   
 

1. If it is determined that the breach was intentional and the data were the target, or 
if after the risk assessment has been completed, it is apparent that the risk of 
significant harm is high or is widespread, the PIRT Chair shall promptly inform 
the Secretary. 

 
2. If the Secretary, or delegated authority, based on the information available to ED, 

agrees that there has been a significant intentional breach, or that there is an 
immediate, substantial risk of identity theft or other significant harm, to the 
individuals whose data were the subject of the data breach, the accelerated 
notification will be performed. 

 
3. If the Secretary determines that providing timely notice may enable the record 

subjects to promptly take steps to protect themselves, or that the offer of credit 
protection services will assist in timely mitigation of possible harm to individuals 
from the data breach, the Secretary may provide such notice and or offer them 
credit protection services, on a case-by-case basis, prior to the performance of the 
risk analysis described above.  

 
4. In determining whether to promptly notify individuals and to offer them credit 

protection services, the Secretary shall make the decision based upon the totality 
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of the circumstances and information available to the Secretary at the time of the 
decision, including information on whether providing notice and offering credit 
protection services would be likely to assist record subjects in preventing or 
mitigating the results of identity theft based on the compromised PII.  The 
Secretary's exercise of this discretion will be based on good cause, including 
consideration of some of the following factors:   

 
a. The nature and content of the lost, stolen, or improperly accessed data, e.g., 

the data elements involved, such as name, social security number, and date of 
birth; 

 
b. The ability of an unauthorized party to use the lost, stolen, or improperly 

accessed data, either by itself or with data or applications generally available, 
to commit identity theft or otherwise misuse the data to the disadvantage of 
the record subjects.   

 
c. Ease of logical data access to the lost, stolen or improperly accessed data in 

light of the degree of protection for the data, e.g., unencrypted, plain text; 
 
d. Ease of physical access to the lost, stolen, or improperly accessed data, e.g., 

the degree to which the data are vulnerable to unauthorized access, such as 
being discarded in a public dumpster, or left unattended at a copying or FAX 
machine;  

 
e. The format of the lost, stolen, or improperly accessed data, e.g., in a standard 

electronic format, such as ASCII, or on paper;  
 
f. Evidence indicating that the lost, stolen, or improperly accessed data may be 

the target of unlawful acquisition; and/or  
 
g. Evidence that the same or similar data was acquired from other sources 

improperly and used for identity theft. 
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Appendix A – OMB M-07-16 - Safeguarding Against and 
Responding to the Breach of Personally Identifiable Information 
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Appendix B - OMB M-07-04 ("Use of Credit Monitoring Services 
Blanket Purchase Agreements (BPA)"  
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Appendix C:  Federal Trade Commission Links  
 
In addition to a letter informing the data subject(s) of the breach, the PO may also want to 
include information from the FTC about responses to identity theft.   It is recommended that the 
most current information be attached to the external breach notification letter to help breach 
subjects understand their options and where they can go for more information.   
 
The link to the FTC consumer identity theft webpage is:   
http://www.ftc.gov/bcp/menus/consumer/data/idt.shtm.   
 
The link to the FTC identity theft information webpage is: 
http://www.ftc.gov/bcp/conline/pubs/credit/idcrisis.shtm.  
 
 

http://www.ftc.gov/bcp/menus/consumer/data/idt.shtm
http://www.ftc.gov/bcp/conline/pubs/credit/idcrisis.shtm
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	3. Risk Analysis 
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	e. The PIRT shall consider the following five factors to assess the likely risk of harm:
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	iii. Likelihood the Information is Accessible and Usable.  The PIRT shall assess the likelihood that PII will be, or has been, used by unauthorized individuals.  An increased risk that unauthorized individuals will use the information should influence ED’s decision to provide notification.  The PIRT shall consider any physical, technological, and procedural safeguards that were in place, such as properly implemented encryption.  In considering if the safeguards provided protection that makes the PII inaccessible or unusable, the PIRT must assess whether the PII is at a low, moderate, or high risk of being compromised.  The assessment shall be guided by the Director of Information Assurance Services, and shall comply with National Institute of Standards and Technology (NIST) security standards and guidance.  Other considerations may include the likelihood that any unauthorized individual will know the value of the information and will either use the information or sell it to others. 
	iv. Likelihood the Breach May Lead to Harm 
	(a) Broad Reach of Potential Harm.  The PIRT shall consider whether the breach could result in substantial harm, embarrassment, inconvenience, or unfairness to any of the subject individuals.  The PIRT shall also consider a number of possible harms associated with the loss or compromise of information.  Such harms may include the effect of a breach of confidentiality or fiduciary responsibility, the potential for blackmail, the disclosure of private facts, mental pain and emotional distress, the disclosure of address information for victims of abuse, the potential for secondary uses of the information that could result in fear or uncertainty, or the unwarranted exposure leading to humiliation or loss of self-esteem. 
	(b) Likelihood Harm Will Occur.  The likelihood that a breach may result in harm will depend on the manner of the actual or suspected breach and the type(s) of data involved in the incident.  Social Security numbers and account information are useful for committing identity theft, as are dates of birth, passwords, and mother’s maiden names.  If the information involved is a name and address or other personally identifying information, the loss may also pose a significant risk of harm if, for example, it appears on a list of patients at a clinic for treatment of a contagious disease.  In considering whether the loss of information could result in identity theft or fraud, the PIRT should consult guidance from the Identity Theft Task Force.  
	v. Ability of the Agency to Mitigate the Risk of Harm.  Within an information system, the risk of harm will depend on how ED is able to mitigate further compromise of the system(s) affected by a breach.  In addition to containing the breach, appropriate countermeasures, such as monitoring system(s) for misuse of the personal information and patterns of suspicious behavior, should be taken.   Such mitigation may not prevent the use of the personal information for identity theft, but it can limit the associated harm.  Some harm may be more difficult to mitigate than others, particularly where the potential injury is more individualized and difficult to determine.   
	4. Reassess the Level of Impact Assigned to the Information. 
	a. After evaluating each of these factors, the PIRT shall review and reassess the level of impact that has already been assigned to the information using the impact levels for system security, (as opposed to breach impacts), defined by NIST.  The impact levels – low, moderate, and high, -- describe the potential impact(s) on an organization or individual if a breach of security occurs.  
	i. Low:  the loss of confidentiality, integrity, or availability is expected to have a limited adverse effect on organizational operations, organizational assets, or individuals. 
	ii. Moderate:  the loss of confidentiality, integrity, or availability is expected to have a serious adverse effect on organizational operations, organizational assets, or individuals.
	iii. High:  the loss of confidentiality, integrity, or availability is expected to have a severe or catastrophic adverse effect on organizational operations, organizational assets, or individuals.
	b. The impact levels will help determine when and how notification shall be provided.  Where there is a range of risk levels attributed to the factors, the decision to provide notification shall give greater weight to the likelihood that the information is accessible and usable and whether the breach may lead to harm.
	c. Once the determination has been made about whether or not external notification will be provided, the PIRT Chair is responsible for making sure that they appropriate parties are notified and the notification is made according to the PIRT’s determination.
	d. The PIRT shall apply the five risk factors within the fact-specific context of a reported actual or suspected breach of PII.  Using this methodology, it is ED policy that notification shall be provided in instances where there is reasonable risk of harm.
	D. Mitigation and Related Actions – The PIRT’s analysis should also include consideration of appropriate mitigation options.  Such options may include: 
	1. External Notification – This process is described in detail below.  
	2. Credit Monitoring – If it is determined that credit monitoring services are appropriate, the Program Office experiencing the breach shall, if needed, utilize one of the government-wide Blanket Purchase Agreements that GSA has established to provide these services.  
	3. Law Enforcement Notification -Law Enforcement Notification - The Office of Inspector General, as the primary law enforcement component of ED, shall determine the appropriate steps, if needed, for coordination with any other law enforcement agencies.
	4. Other Mitigation - ED may also set up a toll-free number to handle inquiries from the affected individuals and the public, may remove subject PII if no longer needed for documented agency need, etc.
	E. Timeliness of the Notification - The catalyst for ED’s response to a breach involving PII, is the OCIO’s requirement for reporting information security incidents immediately upon discovery.  This policy can be found in Handbook OCIO-14 Information Security, Incident Handling Procedures that specifies that actual or suspected information breaches must be reported within one hour.  Upon notification that a breach involving PII has occurred or is suspected to have occurred, and a risk analysis supports external notification, ED shall provide notification without unreasonable delay.  Such notification shall be consistent with the needs of law enforcement and national security, and any measures necessary to restore the reasonable integrity of any computerized data system compromised.  Decisions to delay notification shall be made by the Secretary or by a senior-level individual designated in writing by the Secretary.  In some circumstances, law enforcement or national security considerations may require a delay if notification would seriously impede the investigation of the breach or the affected individual(s).  However, any delay shall not exacerbate risk or harm to any affected individual(s).  
	F. Source of the Notification - If the impact on affected individuals is high, or the breach is widespread, notification to individuals affected by the breach shall be issued by the Secretary or designee.  If the notification involves a limited number of individuals, or the impact is low or moderate, notification may also be issued jointly under the auspices of the SAOP and the CIO.   
	G. Contents of the Notification - The notification shall be provided in writing, with few exceptions, as described in the next section – “Means of Providing Notification”, and shall be concise, conspicuous, and in plain language.  Two sample notification letters appended below that can be used as models.  The PIRT shall determine whether to include additional details in a Frequently Asked Question (FAQ) format, or through ED’s website.  If it is known that the affected individual(s) are not English proficient, notice shall also be provided in the appropriate language(s).  The notice shall include the following elements: 
	1. A brief description of what happened, including the date(s) of the breach and of its discovery; 
	2. To the extent possible, a description of the types of personal information involved in the breach (e.g., full name, Social Security number, date of birth, home address, account number, or disability code.); 
	3. A statement clarifying whether the information was encrypted or protected by other means and on when it is determined that such information would be beneficial and would not compromise the security of the system; 
	4. What steps individuals should take to protect themselves from potential harm, if any.  Such steps may include referring them to the FTC’s identity theft webpage. http://www.ftc.gov/bcp/edu/microsites/idtheft/consumers/index.html; 
	5. What ED is doing, if anything, to investigate the breach, mitigate losses, and protect against any further breaches; and 
	6. The points of contact at ED for more information, which may include a toll-free telephone number, e-mail address, or postal address. 
	H. Means of Providing Notification 
	1. First-class mail
	a. Notification to the last known mailing address of the individual(s) in ED’s records is the primary means of external notification.  
	b. If there is reason to believe the address is no longer current, ED shall take reasonable steps to update the address by consulting with other agencies such as the US Postal Service. 
	c. The notice shall be sent separately from any other mailing so that it is conspicuous to the recipient. 
	d. If ED is using another agency to facilitate mailing (for example, consulting the Internal Revenue Service for current mailing addresses of affected individuals), ED, and not the facilitating agency, must be identified as the sender. 
	e. The front of the envelope shall be labeled to alert the recipient to the importance of its contents, e.g., “Data Breach Information Enclosed” and shall be marked with the U.S. Department of Education as the sender in order to reduce the likelihood that the recipient thinks it is advertising mail. 
	2. Telephone
	In cases where the impact is not widespread, but where the harm may be great, and the issue is urgent, the telephone may be the most appropriate means of notification.  In these cases, written notification by first-class mail shall follow as soon as practicable.
	3. Email 
	a. The notification shall not be provided by e-mail, unless an individual has provided an e-mail address, and expressly has consented to use e-mail as the primary means of communication with ED, and no known mailing address is available.  
	b. E-mail notification may also be employed in conjunction with postal mail if the circumstances of the breach warrant this approach.  For example, if the matter is urgent, the risk of harm is great, and there are large numbers of people affected the Department might use both regular mail and e-mail to reach an individual.  
	c. If a decision is made to use e-mail, such notification may include links to ED’s website and http://www.usa.gov web sites, where the notice may be “layered” so that the most important summary facts are up front with additional information provided under link headings. 
	4. Existing Government-Wide Services
	In addition to the means discussed above, ED should use Government-wide services already in place to provide support services needed, such as USA Services, including the toll free number 1-800-FedInfo and http://www.usa.gov.
	5. Newspapers or other Public Media Outlets 
	The PIRT shall determine whether supplementing individual notification, such as with notification in newspapers or other public media outlets, is appropriate.  
	6. Substitute Notice 
	If ED does not have sufficient contact information to provide individual notification, substitute notice may be used.  Substitute notice shall consist of a conspicuous posting of the notice on the http://www.ed.gov home page and notification to major print and broadcast media, including major media in areas where the affected individuals reside.  The notice to media may include a toll-free phone number where an individual can learn whether or not his or her personal information is included in the breach. 
	7. Accommodations
	Special consideration must be given to providing notice to individuals who are visually or hearing impaired consistent with section 508 of the Rehabilitation Act of 1973.  Accommodations may include establishing a telephone number for those who use a Telecommunications Device for the Deaf (TDD) or posting a large-type notice on ED’s website.
	I. Who Receives Notification:  Public Outreach in Response to a Breach
	1. Notification of Individuals.  The PIRT shall determine to whom notice shall be provided.  Parties may include the affected individuals, the public media, and/or other third parties (such as Members of Congress, academic institutions, financial partners, etc.) affected by the breach or the notification.  Unless notification to individuals is delayed or barred for law enforcement or national security reasons, once it has been determined to provide notice regarding the breach, affected individuals must be notified promptly. 
	2. Notification of Third Parties including the Media.  If it is determined that a third party will be notified regarding a breach, the PIRT shall consider the following:
	a. Careful Planning.  ED’s decision whether or not to notify the public media will require careful planning and execution so that it does not unnecessarily alarm the public.  The Office of Communications and Outreach shall ensure prompt disclosure to the media wherever a decision is made to provide such third-party notification.  When appropriate, public media shall be notified as soon as possible after the discovery of a breach and after the response plan, including the notification, has been developed.  The Office of Communications and Outreach shall develop the notification and focus on providing information, including links to resources, to aid the public in its response to the breach.  Notification may be delayed upon the request of law enforcement or national security agencies as described above. 
	b. Web Posting.  The Office of Communications and Outreach shall develop and post information about the breach and notification in a clearly identifiable location on ED’s home page, as appropriate, as soon as possible after a decision is made to provide notification to the affected individuals.   The posting shall also include a link to Frequently Asked Questions (FAQs) and other information to assist the public’s understanding of the breach and the notification process.  The PIRT shall also consider posting the information to the www.USA.gov web site.  The PIRT shall also consult with GSA’s USA Services regarding using that agency’s call center. 
	c. Notification of other Public and Private Sector Agencies.   The PIRT may determine that other public and private sector agencies should be notified on a need-to-know basis, particularly those agencies that may be affected by the breach or may play a role in mitigating the potential harms stemming from the breach. 
	d. Congressional Inquiries.  The Office of Legislation and Congressional Affairs shall take the lead in developing responses to potential inquiries from Members of Congress
	J. Accelerated Notification  
	1. If it is determined that the breach was intentional and the data were the target, or if after the risk assessment has been completed, it is apparent that the risk of significant harm is high or is widespread, the PIRT Chair shall promptly inform the Secretary.
	2. If the Secretary, or delegated authority, based on the information available to ED, agrees that there has been a significant intentional breach, or that there is an immediate, substantial risk of identity theft or other significant harm, to the individuals whose data were the subject of the data breach, the accelerated notification will be performed.
	3. If the Secretary determines that providing timely notice may enable the record subjects to promptly take steps to protect themselves, or that the offer of credit protection services will assist in timely mitigation of possible harm to individuals from the data breach, the Secretary may provide such notice and or offer them credit protection services, on a case-by-case basis, prior to the performance of the risk analysis described above. 
	4. In determining whether to promptly notify individuals and to offer them credit protection services, the Secretary shall make the decision based upon the totality of the circumstances and information available to the Secretary at the time of the decision, including information on whether providing notice and offering credit protection services would be likely to assist record subjects in preventing or mitigating the results of identity theft based on the compromised PII.  The Secretary's exercise of this discretion will be based on good cause, including consideration of some of the following factors:  
	a. The nature and content of the lost, stolen, or improperly accessed data, e.g., the data elements involved, such as name, social security number, and date of birth;
	b. The ability of an unauthorized party to use the lost, stolen, or improperly accessed data, either by itself or with data or applications generally available, to commit identity theft or otherwise misuse the data to the disadvantage of the record subjects.  
	c. Ease of logical data access to the lost, stolen or improperly accessed data in light of the degree of protection for the data, e.g., unencrypted, plain text;
	d. Ease of physical access to the lost, stolen, or improperly accessed data, e.g., the degree to which the data are vulnerable to unauthorized access, such as being discarded in a public dumpster, or left unattended at a copying or FAX machine; 
	e. The format of the lost, stolen, or improperly accessed data, e.g., in a standard electronic format, such as ASCII, or on paper; 
	f. Evidence indicating that the lost, stolen, or improperly accessed data may be the target of unlawful acquisition; and/or 
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