-

Internet Draft presence March 30, 2001

established. This state contains the tag from the To field in the
SUBSCRIBE response, and the Route header set computed from the
Record-Routes and Contact headers in the 200 class response. The
subscription is indexed by the presentity identification (the To
field of the SUBSCRIEBE that was generated).

if an unsubscribe request is received from the CPIM side, the gateway
checks if the subscription exists. If it does, a SUBSCRIBE is
generated as described above. However, the Expires header is set to
zero. If the subscription does not exist, the gateway generates a
failure response and sends it to the CPIM system. When the response
to the SUBSCRIBE request arrives, it is converted to a CPIM response
as described above for the initial SUBSCRIBE response. In all cases,
any subscription state in the gateway is destroyed.

When a NOTIFY is received from the SIP system, a CPIM notification
request is sent. This notification is constructed as follows:

o The CPIM watcher is set to the URI in the To field of the
NOTIFY.

o The CPIM target is set to the URI in the From field of the
NOTIFY.

o The transID is computed using the same mechanism as for the
SUBSCRIBE in Section 7.1

o The presence component of the notification is extracted from
the body of the SIP NOTIFY request.

The gateway generates a 200 response to the SIP NOTIFY and sends it
as well.

TODO: some call flow diagrams with the parameters
8 Firewall and NAT Traversal

It is anticipated that presence services will be used by clients and
presentities that are connected to proxy servers on the other side of
firewalls and NATs. Fortunately, since the SIP presence messages do
not establish independent media streams, as INVITE does, firewall and
NAT traversal is much simpler than described in [9] and ([10].

Generally, data traverses NATs and firewalls when it is sent over TCP
or TLS connections established by devices inside the firewall/NAT to
devices ocutside of it. As a result, it is RECOMMENDED that SIP for

presence entities maintain persistent TCP or TLS connections to their
next hop peers. This includes connections opened to send a SUBSCRIBE,
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NOTIFY, and most importantly, REGISTER. By keeping the latter
connection open, it can be used by the SIP proxy to send messages
from outside the firewall/NAT back to the client. It is also
recommended that the client include a Contact cookie as described in
{10] in their registration, so that the proxy can map the presentity
URI to that connection.

Furthermore, entities on either side of a firewall or NAT should
record-route in order to ensure that the initial connection
established for the subscription is used for the notifications as
well.

9 Security considerations

There are numerous security considerations for presence. Many are
outlined above; this section considers them issue by issue.

9.1 Privacy
Privacy encompasses many aspects of a presence gystem:

o Subscribers may not want to reveal the fact that they have
subscribed to certain users

o Users may not want to reveal that they have accepted
subscriptions from certain users

o Notifications (and fetch results) may contain sensitive data
which should not be revealed to anyone but the subscriber

Privacy is provided through a combination of hop by hop encryption
and end to end encryption. The hop by hop mechanisms provide scalable
privacy services, disable attacks involving traffic analysis, and
hide all aspects of presence messages. However, they operate based on
transitivity of trust, and they cause message content to be revealed
to proxies. The end-to-end mechanisms do not require transitivity of
trust, and reveal information only to the desired recipient. However,
end-to-end encryption cannot hide all information, and is susceptible
to traffic analysis. Strong end to end authentication and encryption
also requires that both participants have public keys, which is not
generally the case. Thus, both mechanisms combined are needed for
complete privacy services.

SIP allows any hop by hop encryption scheme. It is RECOMMENDED that
between network servers (proxies to proxies, proxies to redirect
servers), transport mode ESP [11] is used to encrypt the entire
message. Between a UAC and its local proxy, TLS [12] is RECOMMENDED.
Similarly, TLS SHOULD be used between a presence server and the PUA.
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The presence server can determine whether TLS is supported by the
receiving client based on the transport parameter in the Contact
header of its registration. If that registration contains the tcken
"tls" as transport, it implies that the PUA supports TLS.




Furthermore, we allow for the Contact header in the SUBSCRIBE request
to contain TLS as a transport. The Contact header is used to route
subsequent messages between a pair of entities. It defines the
address and transport used to communicate with the user agent. Even
though TLS might be used between the subscriber and its local proxy,
placing this parameter in the Contact header means that TLS can also
be used end to end for generation of notifications after the initial
SUBSCRIBE message has been successfully routed. This would provide
end to end privacy and authentication services with low proxy
overheads.

SIP encryption MAY be used end to end for the transmission of both
SUBSCRIBE and NOTIFY requests. SIP supports PGP based encryption,
which does not require the establishment of a session key for
encryption of messages within a given subscription {basically, a new
session key is established for each message as part of the PGP
encryption). Work has recently begun on the application of S/MIME
{13] for SIP.

9.2 Message integrity and authenticity

It is important for the message recipient to ensure that the message
contents are actually what was sent by the originator, and that the
recipient of the message be able to determine who the originator
really is. This applies to both requests and responses of SUBSCRIBE
and NOTIFY. This is supported in SIP through end to end
authentication and message integrity. SIP provides PGP based
authentication and integrity (both challenge-response and public key
signatures), and http basic and digest authentication. HTTP Basic is
NOT RECOMMENDED.

9.3 Outbound authentication

When local proxies are used for transmission of outbound messages,
proxy authentication is RECOMMENDED. This is useful to verify the
identity of the originator, and prevent spoofing and spamming at the
originating network.

9.4 Replay prevention

To prevent the replay of old subscriptions and notifications, all
signed SUBSCRIBE and NOTIFY requests and responses MUST contain a
Date header covered by the message signature. Any message with a date
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older than several minutes in the past, or more than several minutes
into the future, SHOULD be discarded.

Furthermore, all signed SUBSCRIBE and NOTIFY requests MUST contain a
Call-ID and CSeq header covered by the message signature. A user
agent or presence server MAY store a list of Call-ID values, and for
each, the higest CSeq seen within that Call-ID. Any message that
arrives for a Call-ID that exists, whose CSeq is lower than the




highest seen so.far, is discarded.

Finally, challenge-response authentication (http digest or PGP) MAY
be used to prevent replay attacks.

9.5 Denial of service attacks

Denial of service attacks are a critical problem for an open, inter-
domain, presence protocol. Here, we discuss several possible attacks,
and the steps we have taken to prevent them.

9.5.1 Smurf attacks through false contacts

10

10

Unfortunately, presence is a good candidate for smurfing attacks
because of its amplification properties. A single SUBSCRIBE message
could generate a nearly unending stream of notifications, so long as
a suitably dynamic source of presence data can be found. Thus, a
simple way to launch an attack is to send subscriptions to a large
number of users, and in the Contact header (which is where
notifications are sent), place the address of the target.

The only reliable way to prevent these attacks is through
authentication and authorization. End users will hopefully not accept
subscriptions from random unrecognized users. Also, the presence
client software could be programmed to warn the user when the Contact
header in a SUBSCRIBE is from a domain which does not match that of
the From field (which identifies the subscriber).

Also, note that as described in [3], if a NOTIFY is not acknowledged
or was not wanted, the subscription that generated it is removed.
This eliminates the amplification properties of providing false
Contact addresses.

Example message flows

The following subsections exhibit example message flows, to further
clarify behavior of the protocol.

.1 Client to Client Subscription with Presentity State Changes
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This call flow illustrates subscriptions and notifications that do
not involve a presence server.

The watcher subscribes to the presentity, and the subscription is
accepted, resulting in a 202 Accepted response. The presentity
subsequently changes state (is on the phone), resulting in a new
notification. The flow finishes with the watcher canceling the
subscription.




Watcher Presentity

| F1 SUBSCRIBE |

Message Details

F1 SUBSCRIBE watcher -> presentity

SUBSCRIBE sip:presentity@pres.example.com SIP/2.0
Via: SIP/2.0/UDP watcherhost.example.com:5060
From: User <pres:user@example.com>

To: Resource <pres:presentity@example.com>
Call-ID: 3248543@watcherhost.example.com

CSeq : 1 SUBSCRIBE

Expires: 600

Accept: application/xpidf+xml

Event: presence

Contact: sip:user@watcherhost.example.com
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F2 202 Accepted presentity->watcher

SIP/2.0 202 Accepted

Via: SIP/2.0/UDP watcherhost.example.com:5060

From: User <pres:user@example.com>

To: Resource <pres:presentity@example.com>;tag=88a7s
Call-ID: 3248543@watcherhost.example.com

Cseqg: 1 SUBSCRIBE

Event: presence

Expires: 600

Contact: sip:presentity@pres.example.com




F3 NOTIFY Presentity->watcher

F4

NOTIFY sip:user@watcherhost.example.com SIP/2.0

via: SIP/2.0/UDP pres.example.com:5060

From: Resource <pres:presentity@example.com>;tag=88a7s
To: User «<pres:user@example.com>

Call-ID: 3248543@watcherhost.example.com

CSeqg: 1 NOTIFY

Event: presence

Content-Type: application/xpidf+xml

Content-Length: 120

<?xml version="1.0"?>
<presence entityInfo="pres:presentity@example.com">

<tuple destination="sip:presentity@example.com" status="open"/>
</presence>

200 OK watcher->presentity

SIP/2.0 200 OK

Via: SIP/2.0/UDP pres.example.com:5060

From: Resource <pres:presentity@example.com>
To: User <pres:user@example.com>

Call-ID: 3248543@watcherhost.example.com
CSeqg: 1 NOTIFY
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FS NOTIFY Presentity->watcher

NOTIFY sip:user@watcherhost.example.com SIP/2.0
Via: SIP/2.0/UDP pres.example.com:5060

From: Resource <pres:presentity@example.com>
To: User <pres:user@example.com>

Call-ID: 3248543@watcherhost.example.com

CSeq: 2 NOTIFY

Event: presence

Content-Type: application/xpidf+xml
Content-Length: 120

<?xml version="1.0"?>
<presence entityInfo="pres:pregentity@example.com">

<tuple destination="sip:presentity@example.com" status="closed"/>
</presence>




F6 200 OK watcher->presentity

SIP/2.0 200 OK

Via: SIP/2.0/UDP pres.example.com:5060

From: Resource <pres:presentity@example.com>
To: User <«<pres:user@example.com>

Call-ID: 3248543@watcherhost.example.com
CSeq: 2 NOTIFY

F7 SUBSCRIBE watcher -> presentity

SUBSCRIBE sip:presentity@pres.example.com SIP/2.0
Via: SIP/2.0/UDP watcherhost.example.com:5060
From: User <pres:user@example.com>

To: Resource <pres:presentity@example.com>
Call-ID: 3248543@watcherhost.example.com

Event: presence

CSeq : 2 SUBSCRIBE

Expires: 0

Accept: application/xpidf+xml

Contact: sip:user@watcherhost.example.com
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F8 202 Accepted presentity->watcher

SIP/2.0 202 Accepted

Vvia: SIP/2.0/UDP watcherhost.example.com:5060
From: User <pres:user@example.com>

To: Resource <pres:presentity@example.com>
Call-ID: 324B543@watcherhost.example.com
Event: presence

Cseq: 2 SUBSCRIBE

Expires:0

10.2 Presence Server with Client Notifications

This call flow shows the involvement of a presence server in the
handling of subscriptions. In this scenario, the client has indicated
that it will handle subscriptions and thus notifications. The message
flow shows a change of presence state by the client and a
cancellation of the subscription by the watcher.




Presence
Watcher Server PUA
|  F1 REGISTER |

I
| | €occmmmmm e nnies |
| | F2 200 OK |
| |- ommmmm e >
| F3 SUBSCRIBE | |
R i > |
{ | F4 SUBSCRIBE |
! | <ommmme e >
| | Fs5 202 |
| |<=-mmmmmmmm e |
| Fe6 202 | |
R R, | |
|  F7 NOTIFY | |
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F8 200 OK l |
R R RO >|
[ | F9 REGISTER [
1 DR R, |
|  F10 200 OK |
[=mmmmmm e >|
| F11 NOTIFY | !
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P e I i R it +
| F12 200 OK |
| 2o >

Message Details

Fl1 REGISTER PUA->server

REGISTER sip:example.com SIP/2.0

Via: SIP/2.0/UDP pua.example.com:5060

To: <s8ip:resource@example.com>

From: <sip:resource@example.com>

Call-ID: 28l8@pua.example.com

CSeqg: 1 REGISTER

Contact: <sip:id@pua.example.com>;methods="MESSAGE"
;description="open"

Contact: <sip:id@pua.example.com>;methods="SUBSCRIBE"

Expires: 600




F2 200 CK .server->PUA

SIP/2.0 200 OK

Via: SIP/2.0/UDP pua.example.com:5060

To: <sip:resource@example.com>

From: <sip:resource@example.com>

Call-ID: 28l18@pua.example.com

CSeq: 1 REGISTER

Contact: <sip:idepua.example.com>;methods="MESSAGE"
;description="open"

Contact: <sip:id@pua.example.com>;methods="SUBSCRIBE"

Expires: 600

F3 SUBSCRIBE watcher->server
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SUBSCRIBE sip:resource@example.com SIP/2.0
Via: SIP/2.0/UDP watcherhost.example.com:5060
From: User <pres:user@example.com>

To: Resource <pres:resource@example.com>
Call-ID: 32485@watcherhost.example.com

CSeq : 1 SUBSCRIBE

Expires: 600

Event: presence

Accept: application/xpidf+xml

Contact: sip:user@watcherhost.example.com

F4 SUBSCRIBE server->PUA

SUBSCRIBE sip:idepua.example.com SIP/2.0
Via: SIP/2.0/UDP server.example.com:5060
Via: SIP/2.0/UDP watcherhost.example.com:5060
From: User <pres:user@example.com>

To: Resource <presg:resource@example.com>
Call-ID: 3248S@watcherhost.example.com
CSeq : 1 SUBSCRIBE

Event: presence

Expires: 600

Accept: application/xpidf+xml

Contact: sip:user@watcherhost.example.com




F5 202 Accepted PUA->server

SIP/2.0 202 Accepted

via: SIP/2.0/UDP server.example.com:5060

Via: SIP/2.0/UDP watcherhost.example.com:5060
From: User <pres:user@example.com>

To: Resource <pres:resource@example.com>;tag=£fd2
Call-ID: 32485@watcherhost.example.com

CSeq : 1 SUBSCRIBE

Event: presence

Expires: 600
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F6 200 OK server-s>watcher

SIP/2.0 202 Accepted

Via: SIP/2.0/UDP watcherhost.example.com:5060
From: User <pres:user@example.com>

To: Resource <pres:resource@example.com>;tag=ffd2
Call-ID: 32485@watcherhost.example.com

CSeq : 1 SUBSCRIBE

Event: presence

Expires: 600

F7 NOTIFY PUA->watcher

NOTIFY sip:user@watcherhost.example.com SIP/2.0
Via: SIP/2.0/UDP pua.example.com:5060

To: User <pres:user@example.com>

From: Resource <pres:resource@example.com>;tag=ffd2
Call-ID: 32485@watcherhost.example.com

CSeq : 1 NOTIFY

Event: presence

Content-Type: application/xpidf+xml

Content-Length: 120

<?xml version="1.0"7?>
<presence entityInfo="pres:resource@example.com">

<tuple destination="im:resource@example.com" status="open"/>
</presence>




F8 200 OK watcher->PUA

SIP/2.0 200 OK

Via: SIP/2.0/UDP pua.example.com:5060

To: User <pres:user@example.com>

From: Resource <pres:resource@example.com>;tag=££d2
Call-ID: 32485@watcherhost.example.com

CSeq : 1 NOTIFY
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F9 REGISTER PUA->server

REGISTER sip:example.com SIP/2.0

Via: SIP/2.0/UDP pua.example.com:5060

To: <gip:resource@example.com>

From: <sip:resource@example.com>

Call-ID: 2818@pua.example.com

CSeq: 2 REGISTER

Contact: <sip:id@pua.example.com>;methods="MESSAGE"
;description="busy"

Contact: <sip:id@pua.example.com>;methods="SUBSCRIBE"

Expires: 600

F10 200 OK server->PUA

SIP/2.0 200 OK

Via: SIP/2.0/UDP pua.example.com:5060

To: <sgip:resource@example.com>

From: <sip:resource@example.com>

Call-ID: 2818@pua.example.com

CSeq: 2 REGISTER

Contact: <sip:id@pua.example.com>;methods="MESSAGE"
;description="busgy"

Contact: <sip:id@pua.example.com>;methods="SUBSCRIBE"

Expires: 600

F11 NOTIFY PUA->watcher

NOTIFY sip:user@watcherhost.example.com SIP/2.0
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via: SIP/2.Q/UDP pua.example.com:5060

To: User <pres:user@example.com>

From: Resource <pres:resource@example.com>;tag=ffd2
Call-ID: 3248S@watcherhost.example.com

CSeq : 2 NOTIFY

Event: presence

Content-Type: application/xpidf+xml

Content-Length: 120
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<?xml version="1.0"?>
<presence entityInfo="pres:resource@example.com">

<tuple destination="im:resource@example.com" status="busy"/>
</presences

F1l2 200 OK watcher->PUA

SIP/2.0 200 OK

via: SIP/2.0/UDP pua.example.com:5060

To: User <pres:user@example.com>

From: Resource <pres:resource@example.coms>;tag=ffd2
Call-ID: 3248S@watcherhost.example.com

CSeq : 2 NOTIFY

10.3 Presence Server Notifications

This message flow illustrates how the presence server can be the
responsible for sending notifications for a presentity. The presence
server will do this if the presentity has not sent a registration
indicating an interest in handling subscriptions. This flow assumes
that the watcher has previously been authorized to subscribe to this
regsource at the server.

Watcher Server PUA
| F1 SUBSCRIBE |
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Message Details

Fl

F2

F3

SUBSCRIBE watcher->server

SUBSCRIBE sip:resource@example.com SIP/2.0
Via: SIP/2.0/UDP watcherhost.example.com:5060Q
To: <pres:resource@example.com>

From: <pres:user@example.com>

Call-ID: 2010@watcherhost.example.com

CSeq: 1 SUBSCRIBE

Event: presence

Accept: application/xpidf+xml

Contact: <sip:user@watcherhost.example.com>
Expires: 600

202 OK server->watcher

SIP/2.0 202 Accepted

Vvia: SIP/2.0/UDP watcherhost.example.com:5060
To: <pres:resource@example.com>;tag=ffd2
From: <pres:user@example.com>

Call-ID: 20l0@watcherhost.example.com

CSeq: 1 SUBSCRIBE

Event: presence

Expires: 600

Contact: sip:example.com

NOTIFY sexver-> watcher

NOTIFY sip:user@watcherhost.example.com SIP/2.0
via: SIP/2.0/UDP server.example.com:5060
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From: <pres:resource@example.com>;tag=££fd2
To: <pres:user@example.com>

Call-ID: 20l0@watcherhost.example.com
Event: presence

CSeq: 1 NOTIFY

Content-Type: application/xpidf+xml
Content-Length: 120

<?xml version="1.0"?> v
<presence entityInfo="pres:resource@example.com">

<tuple destination="im:resource@example.com" status="open" />
</presence>

F4 200 OK

SIP/2.0 200 OK

Via: SIP/2.0/UDP server.example.com:5060
From: <pres:resource@example.com>;tag=£fd2
To: <pres:user@example.com>

Call-ID: 2010@watcherhost.example.com
CSeq: 1 NOTIFY

F5 REGISTER

REGISTER sip:example.com SIP/2.0

Via: SIP/2.0/UDP pua.example.com:5060

To: <sip:resource@example.com>

From: <sip:resource@example.com>

Call-ID: l1ll0@pua.example.com

CSeq: 2 REGISTER

Contact: <sip:id@pua.example.com>;methods="MESSAGE"
;description="Away from keyboard"

Expires: 600
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Fé

F7

F8

200 OK

via: SIP/2.0/UDP pua.example.com:5060

To: <g8ip:resource@example.con>

From: <sip:resource@example.com>

Call-ID: 110@pua.example.com

CSeq: 2 REGISTER

Contact: <sip:ide@pua.example.com>;methods="MESSAGE"
; description="Away from keyboard"
; expires=600

NOTIFY

NOTIFY sip:user@watcherhost.example.com SIP/2.0
Via: SIP/2.0/UDP server.example.com:5060

From: <pres:resource@example.com>;tag=ffd2

To: <pres:user@example.com>

Call-ID: 2010@watcherhost.example.com

CSeq: 2 NOTIFY

Event: presence

Content-Type: application/xpidf+xml
Content-Length: 120

<?xml version="1.0"?>
<presence entityInfo="pres:resource@example.com">

<tuple destination="im:resource@example.com” gtatus="Away from keyboard"/>
</presence>

200 OK

SIP/2.0 200 OK

Via: SIP/2.0/UDP server.example.com:5060
From: <sip:resource@example.com>;tag=£fd2
To: <pres:user@example.com>

Call-ID: 20l0@watcherhost.example.com
CSeq: 2 NOTIFY
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11 Open Issues

The following is the list of known open issues:

e}

This draft recommends that the To and From field are populated
with presence URLs rather than sip URLs. Is that reasonable?
Will this lead to incompatibilities in proxies? Is there any
issues with CPIM if the SIP URL format is used? This depends
on what components of a message are signed in CPIM.

Rate limitations on NOTIFY: do we want that? How do we pick a
value? 5 seconds is arbitrary.

Merging of presence data from multiple PA has been removed. Is
that OK?

Placing IM URLs in the Contact header of a REGISTER: is that
OK? What does it mean?

The process of migrating subscriptions from a presence server
to PUA is not likely to work in the case where subscription
refreshes use tags and Route headers. So, we have a choice.
Either migration is disallowed, and we keep with leg oriented
subscriptions, or migration is allowed, and there is no tags
or Route's associated with subscriptions.

Converting SIP URLs back to pres URLs.

The SIP to CPIM and CPIM to SIP gateways are not stateless,
because of the need to maintain Route, Call-ID, CSeqg, and
other parameters. Perhaps we can ask CPIM to define a token
value which is sent in a CPIM request and returned in a CPIM
responge. Would that help?

Need to specify how to take Contacts from REGISTER and build a
presence document. One obvious thing is that the contact
addresses don't go in there directly; you probably want to put
the address of record, otherwise calls might not go through
the proxy.

12 Changes from -00

The document has been completely rewritten, to reflect the change

from a

sales pitch and educational document, to a more formal

protocol specification. It has also been changed to align with the
SIP event architecture and with CPIM. The specific protocol changes
resulting from this rewrite are:
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o The Event header must now be used in the SUBSCRIBE and NOTIFY
requests.
o The SUBSCRIBE message can only have a single Contact header.




-00 allowed for more than one.
o The From and To headers can contain presence URIs.
o The Request-URI can contain a presence URI.

o Subscriptions are responded to with a 202 if they are pending
or accepted.

o Presence documents are not returned in the body of the
SUBSCRIBE response. Rather, they are sent in a separate
NOTIFY. This more cleanly separates subscription and
notification, and is mandated by alignment with CPIM.

o Authentication is now mandatory at the PA. Authorization is
now mandatory at the PA.

o Fake NOTIFY is sent for pending or rejected subscriptions.
o A rate limit on notifications was introduced.
o Merging of presence data has been removed.

o The subscriber rejects notifications received with tags that
don't match those in the 202 response to the SUBSCRIBE. This
means that only one PA will hold subscription state for a
particular subscriber for a particular presentity.

o IM URLs allowed in Contacts in register

o CPIM mappings defined.

o Persistent connections recommended for firewall traversal.
Obtaining Authorization

When a subscription arrives at a PA, the subscription needs to be
authorized by the presentity. In some cases, the presentity may have
provided authorization ahead of time. However, in many cases, the
subscriber is not pre-authorized. In that case, the PA needs to query
the presentity for authorization.

In order to do this, we define an implicit subscription at the PA.
This subscription is for a virtual presentity, which is the "set of
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subscriptions for presentity X", and the subscriber to that virtual
presentity is X itself. Whenever a subscription is received for X,
the virtual presentity changes state to reflect the new subscription
for X. This state changes for subscriptions that are approved and for
ones that are pending. As a result of this, when a subscription
arrives for which authorization is needed, the state of the virtual
presentity changes to indicate a pending subscription. The entire
state of the virtual presentity is then sent to the subscriber (the




presentity itself). This way, the user behind that presentity can see
that there are pending subscriptions. It can then use some non-SIP
means to install policy in the server regarding this new user. This
policy is then used to either accept or reject the subscription.

A call flow for this is shown in Figure 3.

In the case where the presentity is not online, the problem is also
straightforward. When the user logs into their presence client, it
can fetch the state of the virtual presentity for X, check for
pending subscriptions, and for each of them, upload a new policy

which indicates the appropriate action to take.

A data format to represent the state of these virtual presentities

can be found in [14].
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Figure 3: Sequence diagram for online authorization
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