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public pursuant to 28 CFR 50.2 unless
it is determined that release of the
specific information in the context of a
particular case would constitute an
unwarranted invasion of personal
privacy;

To a Member of Cangress or staff
acting upon the member’s behalf when
the member or staff requests the
information on behalf of and at the
m%uest of the individual who is the
subject of the record; and,

o the National Archives end Records
Administration and the General
Services Administration in records
management inspection conducted
under the authority of 44 U.S.C. 2004
arid 2806.

POLICIES AND PRACTICES FOR STORING,
RETRIEVING, ACCESSING, RETAINING, AND
DISPOSING OF RECORDS IN THE SYSTEM:
STORAGE:

Paper records are stored in file
folders. Pertinent information from
correspondence is temporarily stored on
magnetic tape and disks.

RETRIEVABILITY:
Paper records are retrieved by name
and date of correspondence. Automated
records are retrieved by name, locality,

and date.

SAFEGUARDS:

Access to all records is limited to FBI
personnel. Paper records are maintained
in locked file cabinets. Access to
sutomated records is restricted through
the use of password.

RETENTION AND DiSPOSAL:

Paper records retained 60 days and
destroyed through confidential trash
disposal (GRS 14, ltem 3). A one-year
retention period has been established

. for the automated records. (Job No, N1~
65-87-5)

SYSTEM MANAGER(S) AND ADDRESS:
Director, FBI, Washington, DC 20535,

NOTIFICATION PROCEDURE:
Director, FBI, Washington, DC 20535.

AECORD ACCESS PROCEDURES: :
Inquiry directed to Director, FBI,

Washington, DC 20535.

CONTESTING RECORD PROCEDURES:
Same as the above. '

RECORD SOURCE CATEGORIES:

Incoming citizen correspondence.
SYSTEMS EXEMPTED FROM CERTAIN PROVISIONS
OF THE ACT: :

None.

JUSTICENFBHO007

SYSTEM HAME:
FBI Automated Payroll System.

SYSTEM LOCATION:

Federal Bureau of Investigation: J.
Edgar Hoover Bldg., 10th and
Pannsylvania Avenue NW., Washington,
DC 20535.

CATEGORIES OF INDIVIDUALS COVERED BY THE
SYSTEM:

(A) Current employees of the Federal
Bureau of Investigation (FBI), (B)
Resigned employees of the FBI are
retained in the sutomated file for the
current year for the purpose of clearing
8l) pay actions and providing for any
retroactive actions and accounting that
might be legislated.

CATEGORIES OF RECORDS IN THE SYSTEM:

System contains full record for each
employee mﬂectin% all elements relative
to payroll status, plus accountin
records and authorization records
through which ?nyrolls are issved and
by which payrolls are issued and by
which payrolls are audited. For
example, this system contains the
employees’ Social Security Number,
annual salary, time and attendance
data, and place assigiment,

AUTHORITY FOR MAINTENANCE OF THE SYSTEM:

System is established and meintained
in accordance with Federal pay
requirements, and all legislative
enactments, Office of Personnel
Management regulations, General
Accounting Office rulings and
decisions. Treasury Department
regulation, and Office of Management
and Budget regulations relative thereto,
Title 5, U.S. Cade, section 301 and litls
44, U.S. Code, section 3101,

ROUTINE USES OF RECORDS MAINTAINED IN THE
SYSTEM, INCLUDING CATEGORIES OF USERS AND
THE PURPOSES OF SUCH USES:

Biweekly issuance of payroll and
related matters. Quarterly issuance of
State Tax Report and Federal Insurance
Contributions Act Report. Resign and
End-of-Year Federal Tax Records (W-
2's), Biweekly, quarterly, fiscal and
annual Budget and Accounting Reports,
Appropriate information is made
available to the Internal Revenue
Service, Social Security Administration

_ (to compute future entitlement to Social

Security payments and Medicare/
Medicaid benefits), Thrift Board {to
report Thrift Savipgs Plan contributions
so the Thrift Board can compute future
annuities), and state end city tax
bureaus.

In addition, information may be
released to the news media and the
public pursuant to 28 CFR 50.2 unless
it is determined that release of the
specific information fn the context of a
particular case would constitute an

unwarranted invasion of personal
rivacy;
To a Member of Congress or staff
acting upon the member’s behalf when
the member or staff requests the

" information on behealf of and at the

uest of the individual who is the
subject of the record; and,
To the National Archives and Records
Administration and the General
Services Administration in records

" management inspections conducted

under the authority of 44 U.S.C. 2504
and 2908,

POLICIES AND PRACTICES FOR STORING,
RETRIEVING, ACCESSING, RETAINING, AND
IMSPOSING OF RECORDS N THE SYBTEM:
STORAGE:

Information maintained in the system
is stored electronically on magnetic
tapes and disks for use in a computer
environment,

RETRIEVABILITY:

Information is retrieved by Social
Security Number, {The authority to
solicit an employee's Social Security
Number is based on title 26, Code of
F?‘;i}a}ral Regulations, section 31.601(b)-
2(b)) -

SAFEGUARDS:

Information contained in the system
is relative to the individual employee’s
payroll status and is considered
confidential to that employee and to
official business conducted for that
employee's pay and accounting
purposes. It is safeguarded and
protected in accordance with the FBl's
Computer Center’s regulations that
permit access and use by only
authorized personnel.

RETENTION AND DISPOSAL:

Master payroll and accounting records
are stored electronically and retained for
a period of three years, Federal tax files
are retained for four years., Auxiliary
files pertinent to main payroll functions

.are retained for periods varying from

three pay periods to three years,
depending on support files needed for
any retroactive or audit purposes. (GRS
2; GSA Reg. 3; GSA Bulletin FPMR B-
47, "‘Archives and Records’’; and Job
No. NC1-65-82~4, part E. 13c. (1))

SYSTEM MANAGER(S) AND ADDRESS:

Director, Federal Bureau of
Investigation, Ninth and Pennsylvania
Avenue, NW., Washington DC 20535,

NOTIFICATION PROCEDURE:
Same as the ahove.

RECORAD ACCESS PROCEDURES:
A request of access to information
may be made by an employee through
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his supervisor or by a former employee
by writing to the Federal Bureau of
Investigation, 8th and Pennsylvania
Avenue, NW., Washington DC 20535,
Attention Payroll Office.

CONTESTING RECORD PROCEDURES:

Contest of any information should be
set out in detail and a check of all
supportive records will be made to
determine the factual data in existence,
which is predetermined by source
documents and accounting procedures
governing pay matters.

RECORD SOURCE CATEGORIES:

Source of information is derived from
personnel actions, employee
authorizations, and time records which
are issued and recorded in accordance
with regulations governing Federal pay.

SYSTEMS EXEMPTED FROM CERTAIN PROVISIONS
OF THE ACT:

None.
JUSTICE/FBI-008

SYSTEM NAME:

Bureau Personnel Management
System (BPMS).

SYSTEM LOCATION:

Federal Bureau of Investigation, J.
Edgar Hoover Building, 10th and .
Pennsylvania Avenue, NW., Washington
DC 20535.

CATEGORIES OF INDIVIDUALS COVERED BY THE
SYSTEM: _

Federal Bureau of Investi];ation,
employees and former employees.

CATEGORIES OF RECORDS IN THE SBYSTEM:

The system contains personnel
information which includes information
set forth on (1) Standard Form 50—
Notification of Personnel Action, (2) SF
176~T-Federal Employee Group Life
Insurance Plan, (3) FBI form 12-60 in
lisu of SF 1126—Notification of Pay
Change, (4) SF 2801 and CSC 1084~
Application for and additional
information in support of retirement,
respectively, (5) SF 2809—Federal
Employment Health Benefit Plan and (6)
various intra-agency forms and
memoranda,

AUTHORITY FOR MAINTENANCE OF THE SYSTEM:

The system is established and
maintained pursuant to regulations set
forth in the Federal Personnel Manual.
title 5, U.S. Code, section 301 and title
44; U.S. Code, section 3101.

ROUTINE USES OF RECORDS MAINTAINED IN THE
SYSTEM, INCLUDING CATEGORIES OF USERS AND
THE PURPOSES OF SUCH USES:

The BPMS is used (1) to prepare the
Notification of Personnel Action, copies

. of which are furnished to the Office of

Personnel Management, (2) to prepare
Standard Form 52B—Request for
Personnel Action, (3) to generate lists of
employees which are used internally by
aulﬁcrized personnel for recordkeeping,
planning, and decision making
purposes, and (4) as a source for the
dissemination of information (A) to
federal, state and local agencies and to
private organizations pursuant to
service record inquiries and (B)
pursuant to credit inquiries. In response
to proper credit inquiries from credit
bureaus and financial institutions, the
FBI will verify employment and furnish
salary and length of service.

In addition, information may be
released to the news media and the
public pursuant to 28 CFR 50.2 unless
it is determined that release of the
specific information in the context of a
particular case would constitute an
unwarranted invasion of personal
privacy; Member of Congress or staff
acting upon the member’s behalf when
the member or staff requests the
information on behalf of and at the
request of the individual who is the
subject of the record; and, to the
National Archives and Records
Administration and the General
Services Administration in records
ranagement inspections conducted
under the authority of 44 U.S.C. 2904
and 2906.

POLICIES AND PRACTICES FOR STORING,
RETRIEVING, ACCESSING, RETAINING, AND
DISPOSING OF RECORDS IN THE SYSTEM:
STORAGE: '

Information maintained in BPMS is
stored by disc and magnetic tape.

HETRIEVABILITY:

Information is retrieved (1) on-line
through intelligent workstations and
terminals by keying the name or Social
Security Number of the employee and
(2) off-line through data base retrievals,

(It is noted the autherity to solicit an
employee’s Social Security Number is
based on title 26, Code of Federal
Regulations, section 31.6011(b)-2(b).)

SAFEGUARDS:

Areas housing the system and access
terminals are located in secure buildings
available to authorized FBI personnel
and escorted maintenance and repair
personnel only. Access terminals are
operational only duri.::g normal daytime
working hours at which time they are
constantly attended. Access through
terminals is protected by sign-on and
passwords.

RETENTION AND DISPOSAL:
Electronically stored records for
employees and former employees are

o

maintained indefinitely in a vault under
the control of a vault supervisor.
Pursuant to regulations set forth in the
Federal Personnel Manual a copy of the
Notification of Personnel Action is
made a part of the employees’ personnel
file.

The automated records are disposable
when administrative needs have
expired. (Job No. NC1-65-82~4, part E.
13c.(1)).

SYSTEM MANAGER(S) AND ADORESS:

Director, Federal Bureau of
Investigation, John Edgar Hoover
Building, 10th Street and Pennsylvania
Avenue, NW., Washington, DC 20535.

NOTIFICATION PROCEDURE:
Same as the above.

RECORD ACCESS PROCEDURES:

A request for access to a record from
this system shall be made in writing,
with the envelope and the letter clearly
marked “Privacy Access Request.”
Include in the request the name and
return address of the requestor. Access
requests will be directed to the Director,
Federal Bureau of Investigation.

CONTESTING RECORD PROCEDURES:

Individuals desiring to contest or
amend information maintained in the
system should direct their request to the
Director, FBI stating clearly and
concisely what information is being
contested, the reasons for contesting it,
and the proposed amendment to the
information sought.

RECORD SOURCE CATEGORIES:
Sources of information contained in

this system are present and former FBI

employees and employee personnel

files.

SYSTEMS EXEMPTED FROM CERTAIN PROVISIONS
OF THE ACT:

None,
JUSTICE/FBI-011

SYSTEM NAME:
Employee Health Records.

SYSTEM LOCATION:

Federal Bureau of Investigation,
Administrative Services Division,
Health Service, . Edgar Hoover Bldg.,
10th and Pennsylvania Avenue, NW,
Washington, DC 20535 and the
following field offices: New York,
Newark, Philadelphia, Chicago, Los
Angeles, San Francisco, and FBI
Academy, Quantico, Virginia. Addresses
for field offices can be found in the
appendix of Field Offices for the Federal
Bureau of Investigation in System notice
Justice/FBI 002.



