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D. An alphabetical name index
pertaining to all individuals whose
fingerprints are maintained in the
system. The criminal records and the
civil records are maintained in separate
files and each file has an alphabetical
name index related to the data
contained therein.

AUTHORITY FOR MAINTENANCE OF THE
* SYSTEM:

The system is established, maintained
and used under authority granted by 28
U.S.C. 534,15 U.S.C. 78q. 7 U.S.C. 12a,
anid Pub. L. No. 92-544 (86 Stat. 1115),
and Pub. L. No. 99-399. The authority is
also codified in 28 CFR 0.85 (b), and (j).

ROUTINE USES OF RECORDS MAINTAINED IN
THE SYSTEM, INCLUDING CATEGORIES OF
USERS AND THE PURPOSES OF SUCH USES:

The FBI operates the identification
Division Records System to perform
identification and criminal history
record information functions for federal,
state, local, and foreign criminal justice
agencies, and for noncriminal justice
agencies, and other entities where
authorized by Federal statute, state
statute pursuant to Pub. L. 82-544 (86
Stat. 1115). Persidential executive order,
or regulation of the Attorney General of
the United States. In addition,
identification assistance is provided in
disasters and for other humanitarian
purposes,

Release of information to the news
media: Guidelines applicable for the
release of information to the news
media and 'the public are set forth in 28
CFR 20.33(a)(4), 20.33(c), and 50.2.

Release of information to Members of
Congress: Information contained in
systems of records maintained by the
Department of Justice, not otherwise
required to be released pursuant to 5
U.S.C. 552, may be made available to a
Member of Congress or staff acting upon
the Member's behalf when the Member
or staff requests the information on
behalf of and at the request of the
individual who is the subject of the
record.

Release -of information to the National
Archives and Records Administration
(NARA) and the General Services
Administration (GSA): A record from a
system of records may be disclosed asa
routine use to NARA and GSA in
records management and inspections
conducted under the authority of 44
U.S.C. 2904 and 29086.

POLICIES AND PRACTICES FOR STORING,

~ RETRIEVING, ACCESSING, RETAINING, AND
DISPOSING OF RECORDS IN THE SYSTEM:

STORAGE:

Information in the system is stored
manually in file cabinets either in its

natural state or on microfilm. In
addition, some of the information is
stored in computerized data storage
devices.

RETRIEVABILITY:

(1) All information in the system is
retrievable by technical fingerprint
classification and positive identification
is effected only by comparison of the
unique identifying characteristics
appearing in fingerprint impressions
submitted for search against the
fingerprint cards maintained within the
system.

(2) An auxiliary means of retrieval is
through alphabetical name indexes
which contain names of the individuals,
their birth date, other physical
descriptors, and the individuals
technical fingerprint classification and
FBI numbers, if such have been
assigned.

SAFEGUARDS:

Information in the system is
unclassified. Disclosure of information
from the system is made only to
authorized recipients upon
authentication and verification of the
right to access the system by such
persons and agencies. The physical
security and maintence of information
within the system is provided by FBI
rules, regulations and procedures.

RETENTION AND DISPOSAL:

(1) The Archivist of the United States
has approved the destruction of records
maintained in the criminal file when the
records indicate individuals have
reached 80 years of age, and the
destruction of records maintained in the
civil file when the records indicate
individuals have reached 75 years of
age.

(Job No. NC1-65-76-1 and NN-171-160)

(2) Fingerprint cards and related
arrest data in the system are destroyed
seven years following notification of the
death of an individual whose records is
maintained in the system.

(Job No. 351-5180)

(3) Fingerprint cards submitted by
state and local criminal justice agencies
are returned upon the request of the
submitting agencies. The return of a
fingerprint card under this procedure
results in the deletion from the system of
all arrest information related to that
fingerprint card.

(4) Fingerprint cards and related
arrest data are removed from the
Indentification Division Records System
upon receipt of Federal court orders for
expunctions when accompanied by
necessary identifying information.
Recognizing lack of jurisdiction of local

and state courts over an entity of the
Federal Government, the Identification
Division Records System, as a matter of
comity, returns fingerprint cards and
related arrest data to local and state
criminal justice agencies upon receipt of
orders of expunction directed to such
agencies by local and state courts when
accompanied by necessary identifying
informations.

SYSTEM MANAGER(S) AND ADDRESS:

Director, Federal Bureau of
Investgation, 10th and Pennsylvania
Avenue N.W., Washington, D.C. 20535.

NOTIFICATION PROCEDURE:

Address inquiries to the System
Manager.

'RECORD ACCESS PROCEDURE

The Attorney General has exempted
the Identification Deivision Records
system from compliance with subsection
(d) of the Act. However, pursuant to 28
CFR 16.30-34, and Rules and
Regulations promulgated by the
Department of Justice on May 20, 1975 at
40 FR 22114 (Section 20.34) for Criminal
Justice Information Systems, an
individual is permitted access to his
indentification record maintained in the
identification Divison Records System
and procedures are furnished for
correcting or challenging alleged
deficiencies appearing therein.

CONTESTING RECORD PROCEDURES:
Same as above.

RECORD SOURCE CATEGORIES:
See Categories of Individuals.

SYSTEMS EXEMPTED FROM CERTAIN
PROVISIONS OF THE ACT:

“The Attorney General has exempted
this system from subsections (c)(3) and
(4): (d); (e)(2). (2). (3). (4)(G) and (H), [5)
and {8); (f); and [g) of the Privacy Act
pursuant to 5 U.S.C. 552a(j). Rules have
been promulgated in accordance with
the requirements of 5 U.S.C. 553 (b), (c)
and [e) and have been published in the
Federal Register.

JUSTICE/FBI-010

SYSTEM NAME:

Employee Travel Vouchers and
Individual Eaming Records,

SYSTEM LOCATION:

Federal Bureau of Investigation; J.
Edgar Hoover Bldg., 10th and
Pennsylvania Avenue, NW.,,
Washington, D.C. 20535. Records
pending audit are located at Federal
Records Centers. .
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CATEGORIES OF INDIVIDUALS COVERED BY THE
SYSTEM:

Former and current employees of the
FBL

CATEGORIES OF RECORDS IN THE SYSTEM:

Payroll, travel and retirement records
of current and former employees of the
FBI.

AUTHORITY FOR MAINTENANCE OF THE
SYSTEM:

The head of each executive agency, or
his delegate, is responsible for
establishing and maintaining an
adequate payroll system, covering pay,
leave and allowances, as a part of the
system of accounting and internal
control of the Budget and Accounting
Procedures Act of 1950, as amended, 31
U.S.C. 66, 66a, and 200(a).

ROUTINE USES OF RECORDS MAINTAINED IN
THE SYSTEM, INCLUDING CATEGORIES OF
USERS AND THE PURPOSES OF SUCH UBES:

These records are used by
Departmental personnel to prepare and
document payment to employees of the
FBI and to carry out financial matters
related to the payroll or accounting
functions.

Release of information to the National
Archives and Records Administration
(NARA) and the General Services
Administration (GSA): A record from a

system of records may be disclosed as a .

routine use to the National Archives and
Records NARA ‘and GSA in records
management inspections conducted
under the authority of 44 U.S.C. 2904 and
2906.

POLICIES AND PRACTICES FOR STORING,
RETRIEVING, ACCESSBING, RETAINING, AND
DISPOSING OF RECORDS IN THE SYSTEM:

STORAGE:
Manual on paper files,

RETRIEVABILITY:

The records can be retrieved by name; -

and either social security account
number or employee 1dent:ficalion
number.

SAFEGUARDS:

Accessed by Bureau employees at FBI
Headquarters and by Field Office
employees at Records Centers.
Transmittal document contains Bureau
statement concerning security, i.e., who
may access or view records. Records are
maintained in rooms under the control
of employees during working hours and
maintained in locked file cabinets in
locked rooms at other times. Security
guards further restrict access to the
building to authorized personnel only.

RETENTION AND DISPOSAL:

Employee Travel Vouchers are
destroyed 6 years, 3 months, after the
period covered by the account (GRS #8,
Item 1A2). Individual Earnings Records
are destroyed 56 years after datc of last
entry (GRS #2, Item 1).

SYSTEM MANAGER(S) AND ADDRESS:

Director, Federal Bureau of
Investigation, 9th and Pennsylvania
Avenue, NW., Washington, D.C, 20535,

NOTIFICATION PROCEDURE:

Written inquiries, including name,
date of birth, and social security
number, to determine whether this
system contains records about an
individual may be addressed to Director,
Federal Bureau of Investigation, 8th and
Pennsylvania Avenue, NW.,,
Washington, D.C. 20535.

RECORD ACCESS PROCEDURE!:

CONTESTING RECORD PROCEDURES:

‘Written inquiries, including name,
date of birth and social security number,
requesting access or contesting the
accuracy of records may be addressed
to: Director, Federal Bureau of
Investigation, 9th and Pennsylvania
Avenue, NW., Washington, D.C. 20535.

RECORD SOURCE CATEGORIES:

Travel vouchers turned in by
individual employees for official
business. Pay records—time and
attendance records, pay determined by
the agency.

SYSTEMS EXEMPTED FROM CERTAIN
PROVISIONS OF THE ACT:

None.
JUSTICE/FBI-011

SYSTEM NAME: _
Employee Health Records.

SYSTEM LOCATION:

Federal Bureau of Investigation,
Administrative Services Division,
Health Service, . Edgar Hoover Bldg., -
10th and Pennsylvania Avenue, NW.,
Washington, DC. 20535 and the
following field offices: New York,
Newark, Philadelphia, Chicago, Los
Angeles, San Francisco, and FBI
Academy, Quantico, Virginia.
Addresses for field offices can be found
in the appendix of Field Offices for the
Federal Bureau of Investigation in
System notice Justice/FBI 00z.

CATEGORIES OF INDIVIDUALS covm BY THE
SYSTEM:

Current and former employees of the
FBL

CATEGORIES OF RECORDS IN THE SYSTEM:

Records of visits to health facilities
relating to sickness, injuries or
accidents.

AUTHORITY FOR MAINTENANCE OF THE
SYSTEM:

The head of each agency is
responsible, under 5 U.S.C. 7902, for
keeping a record of injuries and
accidents to its employees and for
reducing accidents and health risks.
These records are maintained under the
general authority of 5 U.S.C. 301 so that
the FBI can be kept aware of the health
related matters of its employees and
more expeditiously identify them.

ROUTINE USES OF RECORDS MAINTAINED IN
THE SYSTEM, INCLUDING CATEGORIES OF
USERS AND THE PURPOSES OF SUCH USERS:

These records are maintained by the
FBI to identify matters relating to the
health of its present and former
employees. Information is available to
employees of the FBI whose job function
relates to identifying and resolving
health matters of former and current
personnel of the FBL

Release of information to the National
Archives and Records Administration
(NARA) and the General Services
Administration (GSA): A record from a
system of records may be disclosed as a
routine use to NARA and GSA in
records management inspections
conducted under the authority of 44
U.S.C. 2904 and 2906.

POLICIES AND PRACTICES FOR STORING,
RETRIEVING, ACCESSING, RETAINING, AND
DISPOSING OF RECORDS IN THE SYSTEM:

STORAGE:

Previous procedure of cmat:on and
maintenance of 3 x 5 index cards to
record individual health service visits is
being phased out and a folder will be
created to maintain an employee health
record and SF 510, “Nursing Notes".

RETRIEVABILITY:

The index cards and folders are
retrievable by the name of an -
individual. .

SAFEGUARDS:

These records are maintained by FBI
personnel during working hours and in
locked file cabinets during non-working
hours. Security guards further restrict
access to the building to authorized
personnel.

RETENTION AND DISPOSAL:

Remaining index cards will be
destroyed 8 years after date of last

‘entry (GRS #1, Item 19). The folder
‘containing the health record and -

nursing notes will be maintained in the



