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ROUTINE USES OF RECORDS MAINTAINED IN
THE SYSTEM, INCLUDING CATEGORIES OF
USERS AND THE PURPOSES OF SUCH USES:

After payment of the vouchers, the
accounting data is used for the purpose
of internal management reporting and
external reporting to agencies such as
OMB, U.S. Treasury, and the GAO.

Release of information to the News
Media: Information permitted to be
released to the news media and the
public pursuant to 28 CFR 50.2 may be
made available from systems of records
maintained by the Department of Justice
unless it is determined that release of
the specific information in the context of
a particular case would constitute an
unwarranted invasion of personal
privacy.

Release of Information to Members of
Congess: Information contained in
systems of records maintained by the
Department of Justice, not otherwise
required to be released pursuant to 5
U.S.C. 552, may be made available to a
Member of Congress or staff acting upon
the Member's behalf when the member
or staff requests the information on
behalf of and at the request of the
individual who is the subject of the
record.

Release of Information to the National
Archives and Records Administration
(NARA) and to the General Services
Administration (GSA): A record from a
system of records may be disclosed as a
routine use to the NARA and GSA in
records management inspections
conducted under the authority of 44
U.S.C. 2904 and 2906.

POLICIES AND PRACTICES FOR STORING,
RETRIEVING, ACCESSING, RETAINING, AND
DISPOSING OF RECORDS IN THE SYSTEM:
STORAGE:

Manual voucher files are maintained
alphabetically by payee's name. Travel
advance information and other budget
and accounting data are maintained by
an online computerized file Information
on travel advances is stored by
employee identification number, other
budget and accounting data is
maintained by obligation number or
other program identifier.

RETRIEVABILITY:

Information from manual voucher files
is retrieved by using the name of the
payee. Travel advance information is
retrieved by employee identification
number; other budget and accounting
data is retrieved by obligation number
or other program identifier.

SAFEGUARDS:

Information contained in the system is
unclassified. It is safeguarded in
accordance with organizational rules

and procedures. Access to manual
voucher files is restricted to employees
on a need to know basis. Information
that is retrievable by terminals can be
retrieved only by authorized employees
of the Department of Justice who have
been issued user identification numbers.

RETENTION AND DISPOSAL:

The payment documents are retained
at this location for three fiscal years
(current and two prior years). The
records are then shipped to a Federal
Records Center for storage in
accordance with the General Record
Schedule published by the General
Services Administration. In the
computerized file for travel advances,
only the last two transactions in any
particular account are retained in the
file. Old transactions are automatically
purged as new transactions are entered.

$YSTEM MANAGER(S) AND ADDRESS:

Deputy Assistant Administator, Office
of Administration, Drug Enforcement
Administration, 1405 Eye Street NW.,
Washington, D.C. 20537.

NOTIFICATION PROCEDURE:

Inquiries should be addressed to
Freedom of Information Section, Drug
Enforcement Administration, 1405 Eye
Street NW., Washington, D.C. 20537,

RECORD ACCESS PROCEDURES:

Same as “Notification Procedure”
above,

CONTESTING RECORD PROCEDURES:

Same as "Notification Procedure”
above.

RECORD SOURCE CATEGORIES:
Submitted by the payee involved.
SYSTEMS EXEMPTED FROM CERTAIN
PROVISIONS OF THE ACT:
None.

JUSTICE/DEA-017

SYSTEM NAME:
Grants of Confidentiality Files (GCF).

SYSTEM LOCATION:

Drug Enforcement Administration,
1405 Eye Street, NW., Washington, D.C.
20637.

CATEGORIES OF INDIVIDUALS COVERED BY THE
SYSTEM:

Applicants for grants of
confidentiality.

CATEGORIES OF RECORDS IN THE SYSTEM:

(A) Requests for and actual Grants of
Confidentiality; (B) Correspondence
relating to above; (C) Documents
relating to investigations of said
applicants.

AUTHORITY FOR MAINTENANCE OF THE
SYSTEM:

Pursuant to 21 U.S.C. 872 of the
Comprehensive Drug Abuse Prevention
and Control Act of 1970.

ROUTINE USES OF RECORDS MAINTAINED IN
THE SYSTEM, INCLUDING CATEGORIES OF
USERS AND THE PURPOSES OF SUCH USES:

Information in these records are
utilized for the purpose of investigating
applicants prior to the granting of
confidentiality. In the course of such
investigations, information may be
disseminated to state and local law
enforcement and regulatory agencies to
other federal law enforcement and
regulatory agencies.

Release of information to the news
media: Information permitted to be
released to the news media and the
public pursuant to 28 CFR 50.2 may be
made available from systems of records
maintained by the Department of Justice
unless it is determined that release of
the specific information in the context of
a particular case would constitute an
unwarranted invasion of personal
privacy. :

Release of information to Members of
Congress. Information contained in
systems of records maintained by the
Department of Justice, not otherwise
required to be released pursuant to 5
U.S.C. 552, may be made available to a
Member of Congress or staff acting upon
the Member's behalf when the Member
or staff requests the information on
behalf of and at the request of the
individual who is the subject of the
record.

Release of information to the National
Archives and Records Administration
(NARA) and to the General Services
Administration (GSA): A record from a
system of records may be disclosed as a
routine use to the NARA and GSA in
records management inspections
conducted under the authority of 44
U.S.C. 2904 and 2906.

POLICIES AND PRACTICES FOR STORING,
RETRIEVING, ACCESSING, RETAINING, AND
DISPOSING OF RECORDS IN THE SYSTEM:

STORAGE:

These records are maintained on
standard case folders.

RETRIEVABILITY:

The information in this system is
retrieved by name of grantee.

SAFEGUARDS:

This systems of records is maintained
at DEA Headquarters which is protected
by twenty-four hour guard service and
electronic surveillance. Access to the
building is restricted to DEA employees
and those persons transacting business
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within the building who are escorted by
DEA employees. In addition, the records
are stored in bar lock filing cabinets and
access to the system is restricted to
members of the DEA employees on a
*need to know basis.”

RETENTION AND DISPOSAL:

Records in this system are retained
indefinitely.

SYSTEM MANAGER(S) AND ADDRESS:
Chief Counsel, Drug Enforcement
Administration, 1405 Eye Street, NW.,

Washington, D.C, 20537.

NOTIFICATION PROCEDURE:

Inquiries should be addressed to:
Freedom of Information Section, Drug
Enforcement Administration, 1405 Eye
Street, NW., Washington, D.C. 20537.
Inquiries should include the inguirer's
name, date, and place of birth.

RECORD ACCESS PROCEDURES:
Same as above.

CONTESTING RECORD PROCEDURES:
Same as above.

RECORD SOURCE CATEGORIES:

(A) DEA investigative reports; (B)
Applicants; (C) Reports from other
federal, state and local agencies.

SYSTEMS EXEMPTED FROM CERTAIN
PROVISIONS OF THE ACT:

The Attorney General has exempted
this system from subsections {d)(1) and
(e)(1) of the Privacy Act pursuant to 5
U.S.C. 552a(k)(5). Rules have been
promulgated in accordance with the
requirements of 5 U.S.C. 553 (b), {c) and
(e) and have been published in the
Federal Register.

JUSTICE/DEA-018

SYSTEM NAME:
DEA Applicant Investigations [DAT)

SYSTEM LOCATION:

Drug Enforcement Administration;
1405 Eye Street, NW, Washington D.C.
20537.

CATEGORIES OF INDIVIDUALS COVERED BY THE
SYSTEM:

Applicants for employment with DEA.

CATEGORIES OF RECORDS tN THE SYSTEM:
Information in records may include
date and place of birth, citizenship,
marital status, military and social
security status. These records contain
investigative information regarding an
individual's character, conduct, and
behavior in the community where he or
she lives or lived, arrests and
convictions for any violations against
the law, information from inquiries

directed to present and former
supervisors, co-workers, associates,
educators, elc, credit and National
Agency checks, and other information
developed from the above.

AUTHORITY FOR MAINTENANCE OF THE
SYSTEM:

5 U.S.C. 301 and Executive Order No.
10450,

ROUTINE 'USE OF RECORDS MAINTAINED IN THE
SYSTEM, INCLUDING CATEGORIES OF USER AND
THE PURPOSES OF SUCH USES:

These records are used by DEA to
implement an effective screening
process for applicants. To foreign,
federal, state and local law enforcement
and regulatory agencies, where
appropriate, for referral to avoid
duplication of the investigative process .
and where the appropriate agency is
charged with the responsibility of
investigating or prosecuting potential
violations of law.

Release of information to the news
media. Information permitted to be
released to the news media and the
public pursuant to 28 CFR 50.2 may be
made available from systems of records
maintained by the Department of Justice
unless it is determined that release of
the specific information in the context of
a particular case would constitute an
unwarranted invasion of personal
privacy.

Release of information to Members of
Congress. Information contained in
systems of records maintained by the
Department of Justice, not otherwise
required to be released pursuant to 5
U.S.C. 552, may be made available toa
Member of Congress or staff acting upon
the Member's behalf when the Member
or staff requests the information on
behalf of and at the reguest of the
individual who is the subject of the
record. ‘

Release of information to the National
Archives and Records Administration
(NARA) and to the General Services
Administration (GSA): A record from a
system of records may be disclosed as a
routine use to the NARA and GSA in
records management inspections
conducted under the authority of 44
U.S.C. 2904 and 2906.

POLICIES AND PRACTICES FOR STORING,
RETRIEVING, ACCESSING, RETAINING, AND
DISPOSING OF RECORDS N THE SYSTEM:
STORAGE:

These records are maintained in
standard investigative folders.
RETRIEVABILITY:

These records are retrieved by use of
a card index maintained alphabetically
by employee name.

SAFEGUARDS:

These records are maintained at DEA
Headquarters which is protected by
twenty-four hour guard service and
electronic surveillance. Access to the
building is restricted to DEA employees
and those persons transacting business
within the building who are escorted by .
DEA employees. Access to the system is
restricted to employees of the office of
Internal Security and upper level
management officials. The records are
stored in safe-type combination lock file
cabinets.

RETENTION AND DISPOSAL:

These records are maintained during
period of employment and for 5 years
after termination of employment and
then destroyed.

SYSTEM MANAGER(S) AND ADDRESS:
Security Programs Manager, Drug
Enforcement Administration, 1405 Eye

Street, NW, Washington, D.C. 20537.

NOTIFICATION PROCEDURE:

Inquiries should be addressed to:
Freedom of Information Section, Drug
Enforcement Administration, 1405 Eye
Street, NW, Washington, D.C. 20537.
Inquiries should include the inquirer's
name, date, and place of birth.

RECORD ACCESS PROCEDURES:
Same as above.

CONTESTING RECORD PROCEDURES:
Same as above.

RECORD SOURCE CATEGORIES:

DEA investigations, federal, state and
local law enforcement agencies.

Cooperating individuals, employees,
educational institutions, references,
neighbors, associates, credit bureaus,
medical officials, probation officials.

SYSTEMS EXEMPTED FROM CERTAIN
PROVISIONS OF THE ACT:

The Attorney General has exempted
this system from subsection {d){1) and
(e)(1) of the Privacy Act pursuant to 5

. US.C. 552a{k)(5). Rules have been

promulgated in accordance with the
requirements at 5 U.S.C. 553 {b), {c] and
(e) and have been published in the
Federal Register.

JUSTICE/DEA-020

SYSTEM NAME!
Essential Chemical Reporting System.

SYSTEM LOCATION:

Drug Enforcement Administration
(DEA). 1405 I Street, NW., Washington,
DC 20537. Also, DEA Field Offices. See
Appendix 1 for list of addresses.



