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Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records in the system: ,

Storage: A record contained in this system is stored manually on
index cards. )

Retrievability: A record is retricved from index cards by the
name of the individual or matter which will then indicate the Sec-
tion Unit or attorney assigned to work on the corresponhdence,
~ case, or matler. .

Safeguards: Records are safcguarded and protected in accordance
with applicable Departmental rules. \ .

Retention and disposal: Currently there arc no provisions for
disposal of the records contained in this system.

System manager(s) and address: Assistant Aftorney General;
Criminal Division; U.S. Department of Justice; 10th Street and
Constitution Avenue, N.W.; Washington, D.C. 20530.

Notification procedure: The major part of this system is exempted
from this requircment under 5 U.S5.C. 552a (j)(2), (k)(1), or (k)(2).
Inquiries concerning this' system should be dirccted to the Sysfem
Manager listed above.

Record access procedures: The major part of this system is ex-
empted from this requirement under 5 U.S.C. 552a (j(2), (k)(1), or
(k)(2). To the extent that this system of records is not subject to
exemption, it is subjcct to access and contest. A determination as
to the applicability of an exemption as to a specific record shall be
made at the time a request for access is received. A request for ac-
cess 10 a record contained in this system shall be made in writing,
with the envelope and the letter clearly marked ‘Privacy Access
Request'. Include in the request the name of the individual in-
volved, his birth date and place, or any other identifying number or
information which may be of assistance in locating the record, the
name of the case or matter involved,.if known, and the name of the
judicial district involved, if known. The requestor will also provide
a return address for transmitting information. Access requests will
be directed to the System Manager listed above.

Contesting record procedures: Individuals desiring to contest or
amend information maintained in the system should dirett their
request to the System Manager listed above, stating clearly and
conciscly what information is being contested, the reasons for con-
testing it, and the proposed amendment to the information sought.

Record source categories: Department offices and employees and
other federal, state, local, and foreign law enforcement and non-
law enforcement agencies, privalc persons, witnesses, and infor-
mants. -

Systems exempted from certain provisions of the act: The Attorney
General has exempted this system from subscctions (c)(3) and (4),
(d), (e)(1), (2) and (3), and (e)(4)(G), (H) and (1), (e)(5) and (8), (),
and (g) of the Privacy Act pursuant to 5 U.S.C. 552a (j}(2). Rules
have been promulgated in accordance with the requirements of 5
U.S.C. 553(b), (c) and (c) and have been published in the Federal
Register. .

JUSTICE/CRM - 005
System name: Index to Names of Attorneys Employed by the
Criminal Division, U.S. Department of Justice, Indicating the
Subject of the Memoranda on Criminal Matters They Have
Written.
System location: U.S. Department of Justice; Criminal Division;
10th and Constitution Avenue, N.W.; Washington, D.C. 20530.
Categories of individuals covered by the system: Past and present
attorneys employed by the Criminal Division, U.S. Department of
Justice.
Calegories of records in the system: This sysleni of records con-
sists of the names of past and present Criminal Division attorneys
and lists the memoranda they have written on various matters,

gencrally involving legal research, on matters of interest to“the,

PRIVACY ACT ISSUANCES

-Release of information to the news media: Information permitted
to be relcased to the mews media and the public pursuant to 28
C.F.R. 50.2 may be made available from systcms of records muin-
tained by the Department of Justice unless it is determined that
release of the specific information in the context of a particulur
casc would constitute an unwarranted invasion of personal privacy.

Release of information to Members of Congress. Information
contained in systems of records maintained by the Department of
Justice, not otherwise required to be released pursuant to 5 U.S.C.
552, may be made available to a Member of Congress or stafl act-
ing upon the Mcmber's behalf when the Member or staff requosts
the information on behalf of and at the request of the individual
who is the subject of the record.

Routine uses of records maintained in the system, Including catego-
ries of users and the purposes of such uses: Release of information
to the National Archives and Records Service: A record from n
system of records may be disclosed as a routine usc to the National
Archives and Records Service (NARS) in records management in-
;g;tﬁ:lions conducted under the authority of 44 U.S.C. 2904 and

Policles and practices for storing, refricving, accessing, retaining,
and disposing of records in the system:

Storage: A record contained in this system is stored manually on
index cards.

_Retrlevability: A record is retrieved by name of the individual.

Safeguards: Records are safcguarded and protected in accordance
with applicable Departmental rules.

Retention and disposal: Currently there are no provisions for
disposal of the records in this system.

System manager(s) and address: Assistant Attorncy Ucncral;
Criminal Division; U.S. Department of Justice; 10th and Constitu-
tion Avenue, N.W.: Washington, D.C. 20530.

Notification procedure: Same as the above.

Record access procedures: A request for access to a record {rom
this system shall be madc in writing, with the envelope and the
Ietter . clearly marked ‘Privacy Access Request'. Include in the
request the name of the past or present attorncy cmployed by the
Criminal Division. The requestor shall also provide a return address
for transmitting the information. Access requests will be directed to
the System Manager listed above.

Contesting record procedures: Individuals dcesiring to contest or
amend information maintained in the system should direct their

‘request to the System Manager listed above, stating clearly and

concisely what information is being contested, the reasons for con-
testing it, and the proposed amendment lo the information sought.
Record source categories: Past and present attorneys employed by
the Criminal Division, U.S. Department of Justice.
Systems exempted from certain provisions of the act: Nonc,

JUSTICE/CRM - 006
System name: Information File on Individuals and Commercial Enti-
ties Known or Suspected of Being Involved in Fraudulent Ac-
tivities. '

System location: U.S. Department of Justice; Criminal Division;
;3_«';1; Street and Constitution Avenue, N.W.; Washingion, D.C.
0. )

Categories of individuals covered by the system: Individuals ine
volved in actual or suspected fraudulent activitics and their victims.

Categories of records in the system: This sysicm of records con-
sists of alphabetized indices of the names of those individuals or
commercial entities known or suspected of involvement in {raudu-
lent activitics both foreign and domestic, and of computcerized prin-
touts of information obtained from documents, records, and other
files in the possession of the Criminal Division that indicate the

. scope, details, and methods of operation of known or suspccted

fraudulent activities. The system also consists of the documents,

Division. This system is a cross-reference index m d for
convenience only and does not include the memoranda themselves
other than the fact of authorship.

Authority for maintenance of the system: This system is
established and maintained pursuant to the authority granted by 44
U.S.C. 3101, The system is also maintained to implement the provi.
sions codificd in 28 C.F.R. 0.55 and 0.61. .

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses: There are no uses of thc
records in this system outside of the Department of Justice.
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records, and other files 1o which the printouts relate. Records cons
cerning subject matters described in this system may also be con-
tained in JUSTICE/CRM - 001.

Authority for maintenance of the system: This system s
established and maintained pursuant to 44 U.S.C. 3101, and is in«
tended to assist in implementing and enforcing the eriminal laws of
the United States, codified in title 18, United States Codc and cl-
séwhere, particularly the laws relating to offenses involving froudu-
lent activitics. The system is also maintained to implement the
provisions codified in 28 C.F.R. 0.55, particularly subscction (b).
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Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses: A record maintained in
this system of records may be disscminated as a routine use of
such record as follows: (1) in any case in which there is an indica-
tion of a violalion or potential violation of law, whether civil,
criminal, or regulatory in nature, the record in question may be dis-
seminated to the appropriate federal, state, local, or foreign agency
charged with the responsibility for investigating or prosecuting such
violation or charged with enforcing or implementing such law; (2) in
the course of investigating the potential or actual violation of any
law, whether civil, crminal, or regulatory in nature, or during the
course of a trial or hearing or the preparation for a trial or hearing
for such violation, a record may be disseminated to a federal, state,
local, or foreign agency, or 1o an individual or organization, if there
is reason to belicve that such agency, individual, or organization
possesses information relating to the investigation, trial, or hearing
and the dissemination is reasonably necessary to elicit such infor-
mation or to obtain the cooperation of a witness or an informant;
(3) a record relating to a case or matler may be disseminated in an
appropriate federal, state, local, or forcign court or grand jury
proceeding in accordance with established constitutional, substan-
tive, or procedural law or practice; (4) a record relating to a case or
matter may be disseminated to a federal, state, or local administra-
tive or regulatory procceding or hearing in accordance with the
procedures governing such proceeding or hearing; (5) a record relat-
ing to a case or maller may be disseminated to an actual or poten-
tial party or his attomey for the purposc of negotiation or discus-
sion on such matiers as settlement of the case or matter, plea bar-
gaining, or informal discovery proceedings; (6) a record relating to
a case or matlcr that has been referred by an agency for investiga-
lion, prosecution, or enforcement, or that involves a case or matler
within the jurisdiction of an agency, may be disscminated to such
agency to notify the agency of the status of the case or matter or
of any decision or determination that has been made, or to make
such other inquiries and reports as are neccessary during the
processing of the case or matter; (7) a record relating to a person
held in custody pending or during arraignment, trial, sentence, or
extradition proceedings, or after conviction or after extradition
proceedings, may be disseminated to a federal, state, local, or
foreign prison, probation, parole, or pardon authority, or to any
other agency or individual concerned with the maintcnance, trans-
portation, or release of such a person; (8) a record relating to a
case or matter may be disscminated to a foreign country pursuant
1o an international treaty or convention entered into and matified by
the United States or to an executive agrecment; (9) a record may
be disseminated to a federal, state, local, foreign, or international
law enforcement agency to assist in the general crime prevention
and detection efforts of the recipient agency or to provide in-
vestigative leads to such agency; (10) a record may be disseminated
to a federal agency, in response to its request, in connection with
the hiring or retention of an employee, the issuance of a sccurity
clearance, the reporting of an investigation of an employee, the
letting of a contract, or the issuance of a license, grant, or other
benefit by the tequestmg agency, to the extent that the information
relates to the requesting agcncys decision on the matter; (11) a
record may be disseminated to the public, news media, trade as-
sociations, or organized groups, when the purpose of the dis-
semination is educational or informational, such as descriptions of
crime trends or distinctive or unique modus operandi, provided that
the record does not contain any information identifiable to a
specific individual other than such modus operandi; (12) a record
may be disseminated to a foreign country, through the United
States Department of State or directly to the reprcscnlauvc of such
country, to the extent necessary to assist such country in appre-
hending and/or returning a fugitive to a jurisdiction which sccks his
return.

Release of information to the news media: Information permitted
to be released to the neivs media’and the public pursvant to 28
C.F.R. 50.2 may be made available from systems of records main-
tained by the Department of Justice vnless it is determined that
release of the specific information in the context of a particular
case would constitute an unwarranted invasion of personal privacy.

Release of information to Members of Congress. Information
contained in systems of records maintained by the Department of
Justice, not otherwise required to be relcased pursuvant to § U.S.C.
552, may be made available.to a Member of Congress or staff act-
ing upon the Member's behalf when the Member or staff requests
the information on behalf of and at lhc request of the individual
who is the subject of the record.
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Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such wses: Release of information
to the National Archives and Records Service: A record from a
system of records may be disclosed as a routine use to the National
Archives and Records Scrvice (NARS) in records management in-
spections conducted under the authority of 44 U.SC 2904 and
2906.

Policles and practices for storing, retrieving, accessing, refaining,
and disposing of records in the system:

Storage: A record contained in this system is stored on lists,
index cards, and on computcr printout paper The documents.
records, and other files to which the printouts relate are stored in
file jackets in file cabinets.

Retricvability: A record is retricved by name of the individual,
trade style used, or by source of the information of the preceding.

Safeguards: The computer center is maintained by the Offize of
Manogement and Finance which has designed security procedurcs
consistent with the sensitivity of the data. Materials related to the
system maintained ot locations other than the location of the com-
puter center are protected and safeguarded in accordance with ap-
plicable Departmental rules.

Retention and disposal: Currently there are no provisions for
disposal of records contained in this system.

System manager(s) ard address: Assistant Attorney General
Criminal Division: U.S. Department of Justice; 10th Street and
Constitution Avenue, N.W.; Washington, D.C. 20530. -

Notification procedure: Inquirics concerning the system should be
directed to the System Manager listed above.

Record access procedurcs: The major part of this system is ex-
empted from this requircment under 5 U.S.C. 552a (§)(2), (k)(1), or
(k)(2). To the exicnt that this system of records is mot subject to
exemption, it is subject to access and contest. A determination as
to exemption shall be made at the time a request for access is
received. A request for access to a record contained in this system
shall be made in wriling, with the envc!opc and tke letter clearly
marked *Privacy Access Request'. Include in the request the name
of the individual involved, his birth date and place, or zoy other
identifying number or information which may bz of assistance in
locating the record, the name of the casc or matter involved, if
known, and thc nome of the jodicial district involved, if known.
The requestor will also provide a return address for transmitting the
information. Access requests will be directed to the system
manager listed above. Records in this system arc exempt from the
access provisions of the Act in accordance with the applicable ex-
emption notice.

Contesting record procedures: Individuals desiring to contest or
amend information maintained in the system should direct their
requcest to the system manager [sted abave, stating clearly and con-
cisely what information is being contested, the reasons for contest-
ing it, and the proposed amendment to the information scught.
Records in this system are excmpt from the contesting provisions
of the Act in accordance with the applicable exemption notice.

Record source categories: Federal, state, local, or foreign agen-
cics, investigators, and prosccutors, privale organizations, quasi-
governmental ogencies, trode associations, private individeals,
publications, and the news media.

Systems exempled from certaln provisions of the act: The Attorney
General has exempted this system from subscctions (€)(3) and (4),
(d), fe)(1}, (2), and (3), (c}{41(G), (H) and (1), (e}{5) and (8), () and
(g) of the Privacy Act pursuant to 5 U.S.C. 552a (j)(2). Rules have
been promulgated in accerdance with the requirements of 5 U.S.C.
553(b), (c) and (c) and have been published in the Federal Register.

JUSTICEICRM - 007
System mame: Nume Card Filc on Criminal Division Personnel
Authorized to Have Access to the Central Criminal Division
Records.

System location: U.S. Department of Justice; Criminal Division;
10th Swreet and Constitution Avenue, N.W.; Washington, D.C.
20530, or Federal Records Center; Suilland, Maryland 20409.

Categories of individuals covered by the system: Current personnel
of the Criminal Division, gencrally attorneys.

Catepories of records in the system: The filc contains the names of
those attorneys and others curreatly cmployed by the Criminal
Division who are autherized 1o have access to the central records
of the Division.

FEDERAL REGISTER, VOL. 42, NO. 190—FRIDAY, SEPTEMBER 30, 1977



