
U.S. Department of Justice 

Office of Legislative Affairs 

Wrrslii~tgtoi~,DC 205.7'0 

August 5 ,  2008 

The Honorable Richard B. Cheney 
President 
United States Senate 
Washington, D.C.205 10 

Dear Mr. President: 

Please find enclosed the quarterly report of the Department of Justice's Office of Privacy 
and Civil Liberties as required by section 803 of the Implementing Recommendations of the 9111 
Commission Act of 2007, Pub. L. 110-53, 121 Stat. 266.360 (Aug. 3, 2907). 

The Justice Department continues to be committed to promoting privacy and civil 
liberties in all activities that further its mission. The fundamental mission of the Department's 
Office of Privacy and Civil Liberties is to ensure that privacy and civil liberties receive due 
consideration and regard in the formulation and execution of departmental programs and 
policies. 

In order to meet quarterly reporting requirements under section 803, the Department 
worked closely with the Office of Management and Budget, as well as with the other Federal 
agencies named in the statute, to develop a standard and effective reporting structure. Within the 
report, we provide a narrative description of the process and procedures that the Department has 
implemented to report on the privacy and civil libemes activities required by section 803. 

Should you have questions about the report, you may contact Kenneth Mortensen, the 
Department's Acting Chief Privacy and Civil Liberties Officer. or your staff may contact Kirsten 
J.Moncada, Director, Office of Privacy and Civil Liberties, at (202) 514-0208 or 



The Honorable Richard B .Chency 
Page 2 

Kirsten.J.Moncada@usdoj.gov. The Office of Management and Budget has advised us that from 
the perspective of the Administration's program, there is no objection to submission of this letter. 

Sincerely, 

Keith B. Nelson 
Principal Deputy Assistant Attorney General 

Enclosure 

IDENTICAL LETTERS SENT TO THEHONORABLE NANCY PELOSI, SPEAKER OF THE 
HOUSE OF REPRESENTATTVES;THE HONORABLE PATRICK J. LEAHY, CHAIRMAN, 
C O M M m  ON THE JUDICIARY, UNITED STATE SENATE;THE HONORABLE 
ARLEN SPECTER, RANKING MINORITY MEMBER, LMTED STATES SENATE; THE 
HONORABLE JOSEPH I. LIEBERMAN, CHAXRMAN, COMMITTEE ON HOMELAND 
SECURITYAND GOVERNMENTAL AFFAIRS, UNITW STATES SENATE; THE 
HONORABLE SUSAN M. COLLINS, RANKING MINORlTY MEMBER, COMMITTEE ON 
HOMELAND SECURITY AND GOVERNMENTAL AFFAIRS, UNITED STATES SENATE; 
THE HONORABLE JOHN D. ROCKEFELLER IV, CHAIRMAN, AND THEHONORABLE 
CHRISTOPHER S. BOND,VICE CHAIRMAN, SELECTCOMMI'ITEE ON 
INTELLIGENCE,UNITED STATES SENATE;THEHONORABW J O m  CONYERS, R., 
CHAIRMAN,COMMITTEE ON THE JUDICIARY,HOUSE OF REPRESENTATIVES;THE 
HONORABLE LAMAR S. SMITH, RAPKING MINORITY MEMBER, COMhKlTEE ON 
THE JUDICIARY, HOUSE OF REPRESENTATIVES;THE HONORABLE HENRY A. 
WAXMAN, CHAIRMAN, COMMTITFX ON OVERSIGHT AND GOVERNMENT REFORM, 
HOUSE OF REPRESENTATIVES;THE HONORABLETHOMAS M. DAVIS ID,RANKING 
MNORITY MEMBER, COMMtTTEE ON OVERSIGHT AND GOVERNMENT REFORM, 
HOUSE OF REPRESENTATIVES;THE HONORABLE SILVESTRE REYES, CHAIRMAN, 
PERMANENT SELECT COMMlTTEE ON INTETLIGENCE,HOUSE OF 
REPRESENTATIVES;AND THE HONORABLE PETER HOEKSTRA, RANKING 
MINORlTY MEMBER, PERMANENT SELECT CO- ON INTELLIGENCE, 
HOUSE OF REPRESENTATIVES. 



I1.S. Department of Justice 

Office of Legislative Affairs 

Office of thc Assistant A tmrn-nc.y Generid. . 

The Honorable Nancy Pelosi 
Speaker 
U.S.House of Representatives 
Washington, D.C.20515 

Dear Madam Speaker: 

Please find enclosed the quarterly report of the Department of Justice's Office of Privacy 
and Civil Liberhes as required by section 803 of the ImplementingRecommendationsof the 9111 
Commission Act of 2007, Pub. L.110-53, 121Stat. 266,360 (Aug. 3,2007). 

The Justice Department continues to be committed to promoting privacy and civil 

liberties in all activities that further its mission. The fundamental mission of the Department's 

Office of Privacy and Civil Liberties js  to ensure that privacy and civil liberties receive due 

consideration and regard in the fonnulation and execution of departmental programs and 

policies. 


In order to meet quarterly reporting requirements under section 803, the Department 
worked closely with the Officeof Management and Budget, as well as with the other Federal 
agencies named in the statute, to develop a standard and effective reporting structure. Within the 
report, we provide a narrative description of the process and procedures that the Department has 

. implemented to report on the privacy and civil liberties activities required by section 803. 

Should you have questions about the report, you may contact Kenneth Mortensen, the 
Department's Acting Chief Privacy and Civil Liberties Officer, or your staff may contact Kirsten 
J .  Moncada, Director, Office of Privacy and Civil Liberties, at (202)514-0208 or 



The Honorable Nancy Pelosi 
Page 2 

Kirsten.J.Moncadaeusdoj .gov. The Office of Management and Budget has advisedus that from 
the perspective of the Administration's program, there is no objection to submission of this letter. 

Sincerely, 

Keith B. Nelson 
Principal Deputy Assistant Attorney General 

Enclosure 

IDENTICAL LETTERS SENT TO THE HONORABLE RICHARD B. CHEWEY, 
PRESIDENT, UNITED STATES SENATE;THE HONORABLE PATRICK J. LEAHY, 
CHAIRMAN, COMMITTEE ON THE JUDICIARY, UNlTED STATE SENATE;THE 
HONORABLE ARLEN SPECTER, RANKINGMINORITY MEMBER, UNITED STATES 
SENATE, THE HONORABLE JOSEPH I. LIEBERMAN, CHAIRMAN, COMhDTTEE ON 
HOMELAND SECURITY AND GOVERNMENTAL AFFAIRS,UNITED STATES SENATE, 
THE HONORABLE SUSAN M. COLLINS, RANKING MINORITY MEMBER, 
COMMITTEE ON HOMELAND SECURITY AND GOVERNMENTALAFFAIRS, UN1TED 
STATES SENATE; THE HONORABLE JOHN D. ROCKEFELLER IV, CHAIRMAN, AND 
THE HONORABLE CHRISTOPHER S. BOND, VlCE CHAIRMAN, SELECTCOMMITTEE 
ON INTELLIGENCE, UNITED STATES SENATE; THE HONORABLEJOHN CONYERS, 
JR.,CHAIRMAN, COMMITTEE ON THE JUDICIARY, HOUSE OF REPRESENTATIVES; 
THE HONORABLE LAMAR S. SMITH, RANKING MlNORlTY hdEMBER, COMMITTEE 
ON THE JUDICIARY, HOUSE OF REPRESENTATIVES;THEHONORABLEHENRY A. 
WAXMAN, CHAIRMAN, COMMTITEE ON OVERSIGHT AND GOVEWMXNT REFORM, 
HOUSE OFREPRESENTATIVES;THE HONORABLE THOMAS M. DAVIS JD,RANKING 
MINORITY MEMBER, COMMITTEE ON OVERSIGHT AND GOVERNMENT REFORM, 
HOUSE OF REPRESENTATIVES;THE HONORABLE SILVESTRE REYES, CHAIRMAN, 
PERMANENT SELECT COMMITTEEON INTELLIGENCE, HOUSE OF 
REPRESENTATIVES; AND THE HONORABLE PETER HOEKSTRA, RANUNG 
MINORITY MEMBER, PERMANENT SELECTCOMMEI'EE ON INTELLIGENCE, 
HOUSE OF REPRESENTATIVES. 



U.S. Department of Justice 

Office of Legislative Affairs 

Ofice of the Assistlirzt Attonley Genenrl 

August 5, 2008 

The Honorable Patrick J. Leahy 
Chainnan 
Committee on the Judiciary 
United States Senate 
Washington,D.C. 20510 

Dear Mr. Chairman: 

Please find enclosed the quarterly report of the Department of Justice's Office of Privacy 
and Civil Liberties as required by section 803 of the Implementing Recommendations of the 9111 
Commission Act of 2007, Pub. L.110-53, 121Stat. 266,360 (Aug. 3,2007). 

The Justice Department continues to be committed to promoting privacy and civil 
liberhes in all activities that further its mission. The fundamental mission of the Department's 
Office of Privacy and Civil Liberties is to ensure that privacy and civil liberties receive due 
consideration and regard in the formulation and execution of departmental programs and 
policies. 

In order to meet quarte1.1y reporting requirements under section 803,the Department 
worked closely with the Office of Management and Budget, as well as with the other Federal 
agencies named in the statute, to develop a standard and effective reporting structure. Within the 
report, we provide a narrative description of the process and procedures that the Department has 
implemented to report on h e  privacy and civil liberhes activities required by section 803. 

Should you have questions about the report, you may contact Kenneth Mortensen, the 
Department's Acting Chief Privacy and Civil Liberties Officer, or your staff may contact Kinten 
J. Moncada, Director, Office of Privacy and Civil Liberties, at (202)514-0208 or 



The Honorable Patrick J.  Leahy 
Page 2 

XGrsten.J.Moncada@usdoj.gov. The Office of Management and Budget has advised us that from 
the perspective of the Administration's program, there is no objection to submission of this letter. 

Sincerely, 

Keith B. Nelson 
Principal. Deputy Assistant Attorney General 

Enclosure 

DENTICAL LETTERS SENT TOTHEHONORABI-E RICHARD B. CHEh'EY, 
PRESIDENT,UNITED STATES SENATE;THE HONORABLE NANCY PELOSI, SPEAKER 
OF THE HOUSE OF REPRESENTATIVES;THE HONORABLE ARLEN SPECTER, 
RANKING MINORRY MEMBER, COMMITTEE ON THEJUDICIARY, UNITED STATES 
SENATE, THE HONORABLE JOSEPH I. LIEBETIMAN, CHAIRMAN, CO- ON 
HOMELAND SECURITY AND GOVERNMENTALAFFAIRS, UMIED STATES SENATE; 
THE HONORABLE SUSAN M.COLLINS, RANKING MINORITY MEMBER, 
COMMiTTEE ON HOMELAND SECURITY AND GOVERNMENTAL AFFAIRS, UNITED 
STATES SENATE; THE HONORABLE JOHN D. ROCKEFEDR IV,CHAIRMAN, AND 
THE HONORABLE CHRISTOPHER S. BOND,VICE CHAIRMAN, SELECT COMMITTEE 
ON INTELLIGENCE, UNITED STATES SENATE; THE HONORABLE JOHN CONYERS, 
JR.,CHAIRMAN, COMMITTEE ON THE JUDICIARY, HOUSE OF REPRESENTATIVES; 
THEHONORABLE LAMAR S .  SMITH, R A W G  MINORITY MEMBER, CO-
ON THE JUDICIARY, HOUSE OF REPRESENTATIVES;THE HONORABLE HENRY A. 
WAXMAN, CHAIRMAN, COMMHTEE ON OVERSIGHT AND GOVERNMENT REFORM, 
HOUSE OFREPRESENTAT~VES;THE HONORABLE THOMAS M. DAVISm,RANKING 
MINORITY MEMBER, COMMITTEE ON OVERSIGHT AND GOVERNMENT REFORM, 
HOUSE OF REPRESENTATIVES;TIXI3HONORABLE SLVESTRE REYES, CHAIRMAN, 
PEWNENT SELECT COhOTITEE ON INTELLIGENCE,HOUSE OF 
REPRESENTATIVES;AND THE HONORABLE PETER HOEKSTRA, RANKING 
MINORIITY MEMBER, PERMANENT SELECT COMMTMFE ON INTELLIGENCE, 
HOUSE OF REPRESENTATIVES. 



U.S. Department of Justice 

Office of Legislative Affairs 

Ofice of tlze Assisfotlt Aftorizq Gprrernl 

IVo,v/~irlgrr,rz.DC 2C1S30 

August 5 ,  2008 

The Honorable Arlen Specter 
Ranking Mnority Member 
Committee on the Judiciary 
United States Senate 
Washington, D.C.20510 

Dear Senator Specter: 

Please find enclosed the quarterlyreport of the Department of Justice's Office of Privacy 
and Civil Liberties as required by section 803 of the Implementing Recommendations of the 9111 
Commission Act of 2007, Pub. L. 1 10-53, 121Stat. 266,360 (Aug. 3,2007). 

The Justice Department continues to be committed to promoting privacy and civil 
liberhes in all activities that further its mission. The fundamental mission of the Department's 
Office of Privacy and Civil Liberties is to ensure that privacy and civil liberties receive due 
consideration and regard in the formulation and execution of departmental programs and 
policies. 

In order to meet quarterly reporting requirements under section 803, tRe Department 
worked closely with the Office of Management and Budget, as well as with the other Federal 
agencies named in the statute, to develop a standard and effective reporting structure. Within the 
report, we provide a narrative description of the process and procedures that the Department has 
implemented to report on the privacy and civil liberties activities required by section 803. 

Should you have questions about the report, you may contact Kenneth Mortensen, the 
Department's Acting Chief Privacy and Civil Liberties Officer, or your staff may contact Kirsten 
J. Moncada, Director, Office of Privacy and Civil Liberties, at (202) 514-0208 or 



The Honorable Arlen Specter 
Page 2 

lhrsten.J.Moncada@usdoj.gov. The Ofice ofManagement and Budget has advised us that from 
the perspective of the Administration's program, there is no objection to submission of this letter. 

Sincerely, 

Keith B. Nelson 
Principal Deputy Assistant Attorney General 

Enclosure 

IDENTICAL L E m R S  SENT TO THE HONORABLE RICHARD B. CHEWY, 
PRESIDENT, UNITED STATES SFNATE;THE HONORABLE NANCY PELOSI, SPEAKER 
OF TEE HOUSE OF REPRESENTATIVES;THE HONORABLEPATRICK J. L;EAHY, 
CHAIRMAN, COMMITTEE ON THE JUDICIARY, UNITED STATES SENATE; THE 
HONORABLE JOSEPH I. LIEBERMAN, CHAIRMAN, CO-E ON HOMELAND 
SECURITY AND GOVERNMENTALAFFAIRS, UNITED STATES SENATE;TJB 
HONORABLE SUSAN M.COLLINS, RANKING MINORITY MEMBER, CO-E ON 
HOMELAND SECURJTY AND GOVERNMENTALAFFAIRS, UNITED STATES SENATE; 
THE HONORABLE JOHN D. ROCKEFELLER IV, CHAIRMAN, AND THE HONORABLE 
CHRISTOPHER S. BOND, VICE CHAIRMAN, SELECT COMMITTEE ON 
INTELLIGENCE,UNITED STATES SENATE; THE HONORABLE JOHN CONYERS, JR., 
CHARMAN, COMMITTEEON THE JUDICIARY, HOUSE OF REPRESENTATIVES;THE 
HONORABLE LAMAR S. SMITH,RANKING MINORlTY MEMBER, COMMITTEE ON 
THE JUDICIARY,HOUSE OF REPRESENTATIVES;THEHONORABLE HENRY A. 
WAXMAN, CHAIRMAN, COMMflTEEON OVERSIGHT AND GOVERNMENT REFORM, 
HOUSE OF REPRESENTATIVES;THEHONORABIE THOMAS M. DAVIS m,RANKING 
MINORITY MEMBER, COMMITTEE ON OVERSIGHT AND GOVERNMENTREFORM, 
HOUSE OF REPRESENTATIVES;THE HONORABLE SLVESTRE REYES, CHAIRMAN, 
PERMANENT SELECT COMMITTEE ON INTELLIGENCE, HOUSE OF 
REPRESENTATIVES;AND THE HONORABLEPETER HOEKSTRA, RANKING 
MINORITY MEMBER, PERMANENT SELECT COMMJTIEE ON INTELLIGENCE, 
HOUSE OFREPRESENTATIVES. 



U.S. Department of Justice 

Office of Legidative Affairs 

Ofice cf the Assistant Attorney Gerzeml 

H i / ~ l / ~ t ~ g r r ~ ~ ~ ,DC 20530 

August 5, 2008 

TheHonorable Joseph I. heberman 
Chairman 
Committee on Homeland Security 

and Governmental Affairs 
United States Senate 
Washington, D.C. 205 10 

Dear Mr. Chairman: 

Please find enclosed the quarterly report of the Department of Justice's Office of Privacy 
and Civil Liberties as required by section 803 of the Implementing Recommendations of the 9111 
Commission Act of 2007, Pub. L. 110-53,121Stat. 266,360 (Aug. 3,2007). 

The Justice Department continues to be committed to promoting privacy and civil 
liberties in all activities that further its mission. The fundamental mission of the Department's 
Office of Privacy and Civil Liberties is to ensure that privacy and civil liberties receive due 
consideration and regard in the formulation and execution of departmental programs and 
policies. 

In order to meet quarterly reporting requirements under section 803, the Department 
worked closely with the Office of Management and Budget. as well as with the other Federal 
agencies named in the statute, to develop a standard and effective reporting structure. Within the 
report, we provide a narrative description of the process and procedures that the Department has 
implemented to report on the privacy and civil liberties activjties required by section 803. 

Should you have questions about the report, you may contact Kenneth Mortensen, the 
Department's Acting Chief Privacy and Civil Liberties Officer, or your staff may contact Kirsten 
J.  Moncada, Director, Officeof Privacy and Civil Liberties, at (202) 5 14-0208or 



The HonorableJoseph I. Liebeman 
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Kirsten.J.Moncada@usdoj.gov. The Officeof Management and Budget has advised us that from 
the perspective of the Administration's program, there is no objection to submission of this letter. 

Keith B . Nelson 
Principal Deputy Assistant Attorney General 

Enclosure 

IDENTICAL LETTERS SENT TOTHE HONORABLE RICHARD B. CHENEY, 
PRESIDENT, UNITED STATES SENATE; THE HONORABLE NANCY PELOSI, SPEAKER 
OF THE HOUSE OF REPRESENTATIVES;THEHONORABLE PATRICK I.LEAHY, 
CHAIRMAN, COMMJTITE ON THE JUDICIARY, UNITED STATE SENATE; THE 
HONORABLE ARLEN SPECTER,RANKING MINORITY MEMBER, UNITED STATES 
SENATE;THEHONORABLE SUSAN M. COLLINS,RANKING MINORITY MEMBER, 
COMMITTEE ON HOMELAND SECURITY AND GOVERNMENTALAFFAIRS, UMliED 
S T A E S  SENATE;THE HONORABLE JOHN D. ROCKEFELLER IV,CHAIRMAN, AND 
THE HONORABLE CHRISTOPHER S. BOND, VICE CHAIRMAN, SELECT COMMlTTEE 
ON INTELLIGENCE, UNITED STATES SENATE; THEHONORABLE JOHN CONYERS, 
JR., CHAIRMAN, COMMITTEE ON THEJUDICIARY, HOUSE OF REPRESENTATIVES; 
THE HONORABLE LAMAR S:SMlTH, RANKING MINORITY MEMBER, CO-
ON THEJUDICIARY, HOUSE OF REPRESENTATTVES;THE HONORABLE IENFtY A. 
WAXMAN, CHAIRMAN, COMMITTEEON OVERSIGHT AND GOVERNMENT REFORM, 
HOUSE OF REPRESE~ATTVES:THEHONORABLETHOMAS M. DAVIS m,EUKING 
MINORJTY MEMBER, CO-EE ON OVERSIGHT AND GOVERNMENT REFORM. 
HOUSE OF REPRESENTATIVES;THE HONORABLE SLLVESTREREYES, CHAIRMAN, 
PERMANENT SELECT COMMITTEE ON INTELLIGENCE, HOUSE OF 
REPRESENTATIVES; AND THEHONORABLE PETER HOEKSTRA, RANKING 
MINORITY MEMBER, PERMANENT SELECT COhMTIEE ON INTELLIGENCE, 
HOUSE OF REPRESENTATIVES. 



U.S. Department of Justice 

Office of Legislativs Affairs 

Qffice of the Assistcmt A rtorizey Geneml 

Wn~lii~r,qtu~i.DC 20530 

August 5 ,  2008 

The Honorable Susan M. Collins 
Ranking mnority Member 
Committee on Homeland Security 

and Governmental Affairs 
United States Senate 
Washington, D.C. 205 10 

Dear Senator Collins: 

Please find enclosed the quarterly report of the Department of Justice's Office of Privacy 
and Civil Liberties as required by section 803 of the Implementing Recommendations of the 9111 
Commission Act of 2007, Pub. L. 110-53, 121 Stat. 266,360 (Aug. 3,2007). 

The Justice Department continues to be committed to promoting privacy and civil 
liberties in all activities that further its mission. The fundamental mission of the Department's 
Officeof Privacy and Civil Liberties is to ensure that privacy and civil liberties receive due 
consideration and regard in the formulation and execution of departmental programs and 
policies. 

In order to meet quarterly reporting requirements under section 803, the Department 
worked closely with the Office of Management and Budget, as well as with the other Federal 
agencies named in the statute, to develop a standard and effective reporting structure. Within the 
report, we provide a narrative description of the process and procedures that the Department has 
implemented to report on the privacy and civil libemes activities required by section 803. 

Should you have questions about the report, you may contact Kenneth Mortensen, the 
Department's Acting Chief Privacy and Civil LibertiesOfficer, or your staff may contact Kirsten 
J. Moncada, Director, Office of Privacy and Civil Lsberties, at (202) 514-0208or 



The Honorable Susan M. Collins 
Page 2 

Kirsten.J.Moncada@usdoj.gov.The Office of Management and Budget has advised us that from 
the perspective of the Administration's program, there is no objection to submission of this letter. 

Keith B.Nelson 
Principal Deputy Assistant Attorney General 

Enclosure 

IDENTICALLETTERS SENT TOTHE HONORABLERICHARD B. CHENEY, 
PRIESDENT, UNITED STATES SENATE;THE HONORABLE NANCY PELOSI, SPEAKER 
OF THE HOUSE OF REPRESENTATIVES; THEHONORABLE ARLEN SPECTER, 
RANKING MINORITY MEMBER, CO-E ON THE JUDICIARY, UNITED STATES 
SENATE;THE HONORABLE JOSEPH I. LIEBERMAN, CHAIRMAN, COMMITTEE ON 
HOMELAND SECURITY AND GOVERNMENTALAFFAIRS, UMTED STATES SENATE; 
THE HONORABLE JOHN D. ROCKEFELLER TV,CHAIRMAN,AND THE HONORABLE 
CHRISTOPHER S. BOND, VICE CHARMAN, SELECT COMMITTEE ON 
INTELLIGENCE,UNITED STATES SENATE;THE HONORABLEJOHN CONYERS, JR., 
CHAIRMAN, C O M M m E  ON 'lM3JUDICIARY. HOUSE OF REPRESENTATIVES;THE 
HONORABLE LAMAR S.  S m H ,  RANKING MINORITY MEMBER, COMMTEE ON 
THE JUDICIARY, HOUSE OF REPRESENTATIVES;THEHONORABLE HENRY A. 
WAXRIAN, CHAIRMAN, COMMIM%E ON OVERSIGHT AND GOVERNMENT REFORM, 
HOUSE OF REPRESENTATIVES;THE HONORABLETHOMAS M. DAVIS III,RANKING 
MINORITY MEMBER, CQMMWTEE ON OVERSIGHT AND GOVERNMENT REFORM, 
HOUSE OF REPRESENTATIVES; THE HONORABLE SILVESTREREYES, CHAIRMAN, 
PERMANENT S E E T  CO-E ON INTELLIGENCE,HOUSE OF 
REPRESENTATIVES;AND THEHONORABLE PETER HOEKSTRA, RANKING 
MINORITY MEMBER, PERMANENr SELECT COMMITTEE ON INTELLIGENCE, 
HOUSE OF+REPRESENTATIVES. 



U.S.Department of Justice 

Office of Legislative Affairs 

Ofice of the Assisfnnt ;Irtor-11~7~GerzemI 

Wirshi~gmn,DC 213530 

August 5 ,  2008 

The Honorable John D. Rockefeller IV 
Chairman 
Select Committee on Intelligence 
United States Senate 
Washington, D.C. 20510 

Dear Mr. Chairman: 

Please find enclosed the quarterly report of the Department of Justice's Office of Privacy 
and Civil Liberties as required by section 803 of the Implementing Recommendations of the 9111 
Commission Act of 2007, Pub. L. 110-53, 121 Stat. 266,360 (Aug. 3,2007). 

The Justice Department continues to be committed to promoting privacy and civil 
liberties in all activities that further its mission. The fundamental mission of the Department's 
Office of Privacy and Civil Liberties is to ensure that privacy and civil liberties receive due 
consideration and regard in the formulation and execution of departmentalprograms and 
policies, 

In order to meet quarterly reporting requirement under section 803, the Department 
worked closely with the Office of Management and Budget, as well as with the other Federal 
agencies named in the statute, to develop a standard and effective reporting structure. Within the 
report, we provide a narrative description of the process and procedures that the Department has 
implemented to report on the privacy and civil liberties activities required by section 803. 

Should you have questions about the report, you may contact Kenneth Mortensen, the 
Department's Acting Chief Privacy and Civil Liberties Officer, or your staff may contact Krrsten 
J. Moncada, Director, Office of Privacy and Civil Liberties, at (202)514-0208 or 



The Honorable John D. Rockefeller IV 
Page 2 

Kirsten.J.Moncada@usdoj.gov. The Officeof Management and Budget has advised us that from 
the perspective of the Administration's program, there is no objection to submission of this letter. 

Sincerely, 

Keith B.Nelson 
Principal Deputy Assistant Attorney General 

IDENTICAL LETTERS SENTTO THE HONORABLE RICHARD B. CHENEY, 
PRESDENT, UNITED STATES SENATE; THEHONORABLE NANCY PELOSI, SPEAKER 
OFTHEHOUSE OF REPRESENTATmS; THEHONORABLE ARLEN SPECTER, 
RANKING MINORITY MEMBER, COMMITTEE ON THE JUDICIARY, UNITED STATES 
SENATE;THE HONORABLE JOSEPH I. LIEBERMAN, CHAIRMAN, COMMITTEE ON 
HOMELAND SECURITY AND GOVERNMENTALAFFAIRS, UNITED STATES SENATE; 
THE HONORABLE CHRISTOPHER S.BOND, VICE CHAIRMAN, SELECT COMMITTEE 
ON INTELLIGENCE, UNITED STATES SENATE; THE HONORABLEJOHN CONYERS, 
JR.,CHAIRMAN, COhMITTEE ON THE JUDICIARY, HOUSE OF REPRESENTATIVES; 
THEHONORABLE LAMAR S .  S m B ,  RANKING MINORITY MEMBEK, COMMITTEE 
ON THEJUDICIARY, HOUSE OFREPRESENTATIVES;THE HONORABLE HENRY A. 
WAXMAN, C H A M A N ,  COMMITTEE ON OVERSIGm AND GOVERNMENTREFORM, 
HOUSE OF REPRESENTATIVES;THE HONORABE THOMAS M. DAVIS m, RANKING 
MINORITY MEMBER, COMMITTEE ON OVERSIGHT AND GOVERNMENTREFORM, 
HOUSE OF REPRESFmATIVES; 13IEHONORABLE SILVESTRE REYES, CHAIRMAN, 
PERMANENT SELECT COMMITTEE ON INTELLIGENCE, HOUSE OF 
REPRESENTATTVES;AND THE HONORABLE PETER HOEKSTRA, RANKING 
MINORITY MEMBER, PERMANENT SELECT COMMlTTEE ON INTELLIGENCE, 
HOUSE OF REPRESENTATIVES. 



U.S. Department of Justice 

Office of Legislative Affairs 

Ofice uf r l ~ eAssistant Anornry General 

Wrrshin~mr~,DC 20530 

August 5 ,  2008 

The Honorable Christopher Bond 
Vice Chairman 
Select Committee on Intelligence 
United States Senate 
Washington,D.C.20510 

Dear Mr. Vice Chairman: 

Please find enclosed the quarterly report of the Department of Justice's Office of Privacy 
and Civil Liberties as required by section 803 of the ImplementingRecommendationsof the 9111 
Commission Act of 2007, Pub. L. 110-53, 121 Stat. 266,360 (Aug. 3,2007). 

The Justice Department continues to be committed to promoting privacy and civil 
liberties in all activities that further its mission. The fundamental mission of the Department's 
Office of Privacy and Civil Liberties is to ensure that privacy and civil liberties receive due 
consideration and regard in the formulation and execution of departmental programs and 
policies. 

In order to meet quarterly reporting requirements under section 803, the Department 
worked closely with the Office of Management and Budget, as well as with the other Federal 
agencies named in the statute,to develop a standard and effective reporting structure. Within the 
report, we provide a narrative description of the process and procedures that the Department has 
implemented to report on the privacy and civil liberties activities requiredby section 803. 

Should youhave questions about the report, you may contact Kenneth Moxtensen, the 
Department's Acting Chief Privacy and Civil Liberties Officer, or your staff may contact Kirsten 
J. Moncada, Director, Office of Privacy and Civil Liberties, at (202)5 14-0208 or 



The Honorable Christopher Bond 
Page 2 

K.irsten.J .Moncada@usdoj.gov.The Officeof Management and Budget has advised us that from 
the perspective of the Administration's program, there is no objection to submission of this letter. 

Sincerely, 

Keith B.Nelson 
Principal Deputy Assistant Attorney General 

Enclosure 

IDENTICALLETTERS SENT TO THE HONORABLE RICHARD B. CHENEY, 
PRESIDENT,UNITED STATES SENATE; TEEHONORABLENANCY PELDSI, SPEAKER 
OF THE HOUSE OF REPRESENI'ATIVES; THE HONORABLE AFUZN SPECTER, 
RANKING MINORITY MEMBER, COMMITTEE ON THE JUDICIARY, IJNITED STATES 
SLVATE; THE HONORABLE JOSEPH I. LEBERMAN, CHAIRMAN, COMMITTEE ON 
HOMELAND SECURITY AND GOVERNMENTAL AFFAIRS, UNITED STATES SENAm, 
THE HONORABLE JOHN D.ROCKEFELLER TV,CHAIRMAN, SELECT COMMITTEE ON 
INTELLIGENCE, UNITED STATES SENATE;THE HONORABLE JOHN CONYERS,JR., 
CHAIRMAN, COMMITTEE ON THE JUDICIARY, HOUSE OF REPRESENTATIVES;THE 
HONORABLE LAMAR S. SMITH, RANKINGMINORITY MEMBER, COMMITTEE ON 
THE JUDICIARY, HOUSE OF REPRESENTATIVES;THEHONORABLE HENRY A. 
WAXMAN, CHAIRMAN, COMMITTEE ON OVERSIGHT AND GOVERNMENT REFORM, 
HOUSE OF REPRESENTATIVES; THE HONORABLE THOMAS M.DAVIS III, RANKING 
MINORITY MEMBER, COMMITTEE ON OVERSIGHT AND GOVERNMENT REFORM, 
HOUSE OF REPRESENTATIVES; THEHONORABLE SLVESTRE REYES, CHAIRMAN, 
PERMANENT SELECT COMMITTEE ON INTELLIGENCE,HOUSE OF 
REPRESENTATIVES; AM)THE HONORABLE PETER HOEKSTRA, RANKIKG 
MINORITY M2MBER, PERMANENT SELECTCOMMITTEE ON INTELLIGENCE, 
HOUSE OF REPRESENTATIVES. 



U,S. Department of Justice 

Office of LegislativeAffairs 

Ofice of fl?eAssistarlr ArrotArzeyGencvu-rl 

Nt~crshir~gton,DL' 20530 

August 5 ,  2008 

The Honorable John Conyers, Jr. 
Chairman 
Committee on the Judciary 
U.S. House of Representatives 
Washington, D.C. 20515 

Dear Mr. Chairman: 

Please find enclosed the quarterly report of the Department of Justice's Office of Privacy 
and Civil Liberties as required by section 803of the ImplementingRecommendations of the 9111 
Commission Act of 2007, Pub. L. 110-53, 121Stat. 266,360 (Aug. 3,2007). 

The Justice Department continues to be committed to promoting privacy and civil 
liberties in all activities that further its mission. The fundamental mission of the Department's 
Office of Privacy and Civil Liberties is to ensure that privacy and civil liberties receive due 
consideration and regard in the formulation and execution of departmental programs and 
policies. 

In order to meet quarterly reporting requirements under section 803, the Department 
worked closely with the Office of Management and Budget, as well as with the other Federal 
agencies named in the statute, to develop a standard and effective reporting structure. Within the 
report, we provide a narrative description of the process and procedures that the Department has 
implemented to repoit on the privacy and civil liberties activities required by section 803. 

Should you have questions about the report, you may contact Kenneth Mortensen, the 
Department's Acting Chef Privacy and Civil Liberties Officer, or your staff may contact Kirsten 
J. Moncada. Director, Office of Privacy and Civil Liberties. at (202) 514-0208 or 



The Honorable John Conyers, Jr. 
Page2 

Kirsten.J.Moncada@usdoj.gov. The Office of Management and Budget has advised us that from 
the perspective of the Administration'sprogram, there is no objection to submission of t h ~ sletter. 

Keith B. Nelson 
Principal Deputy Assistant Attorney General 

Enclosure 

IDENTICAL L,ElTERS SENTTOTHE HONORABLE RICHARD B.CHENEY, 
PRESIDENT, UNITED STATES SENATE;THE HONORABLENANCY PELOSI, SPEAKER 
OF THEHOUSE OF REPRESENTATIVES;THE HONORABLE ARLEN SPECTER, 
RANJSING MINORITY MEMBER, COMMITTEE ON THE JUDICIARY, UNITED STATES 
SENATE;THE HONORABLE JOSEPH I. LIEBERMAN, CHAIRMAN, COMMKEE ON 
HOMELAND SECURITY AND GOVERNMENTAL AFFAIRS, UNITED STATES SENATE; 
THE HONORABLE JOHN D. ROCKEFELLER IV,CHAIRMAN AND THEHONORABLE 
CHRISTOPHER BOND, VICE CHAIRMAN, SELECT COMMITTEE ON NELLIGLVCE, 
UNITED STATES SENATE;THE HONORABLE LAMAR S.SMITH, RANKING 
MINORITY MEMBER, COhdMITEE ON THE JUDICIARY, HOUSE OF 
REPRESENTATTVES;THE HONORABLE HENRY A. WAXMAN, CHAIRMAN, 
COMMITTEE ON OVERSIGHT AND GOVERNMENT REFORM, HOUSE OF 
REPRESENTATIVES; THE HONORABIB THOMAS M. DAVIS m,RANKING MINORITY 
MEMBER, COMMITTEE ON OVERSIGJTT AND GOVERNMENT REFORM, HOUSE OF 
REPRESENTATIVES;THE HONORABLE SILVESTREREYES, C H A E i W ,  
PERMANENT SEUCT COMMrlTEE ON INTELLIGENCE, HOUSE OF 
REPRESENTATmS; AND THE HONORABLEPETER HOEKSTRA, RANKING 
MINORITY MEMBER, PERMANENT SELECTCOMbKllEE ON INTELLIGENCE, 
HOUSE OFREPRESENTATIVES. 



U.S. Department of Justice 

Office of Legislative Affairs 

Ofice of the Assista~rrAfforr~eyGeaerul 

Ckhshirtgfon,DC 20530 

August 5 ,  2008 

The Honorable Lamar Smith 
Ranhng Mnority Member 
Committee on the Judiciary 
U.S. House of Representatives 
Washington, D.C. 20515 

Dear Congressman Smith: 

Please find enclosed the quarterly report of the Department of Justice's Office of Privacy 
andCivil Liberties as required by section 803 of the Implementing Recommendations of the 911 1 
Commission Act of 2007, Pub. L. 110-53,121 Stat. 266,360 (Aug. 3,2007). 

The Justice Department continues to be committed to promoting privacy and civil 
liberties in all activities that further its mission. The fundamentalmission of the Department's 
Office of Privacy and Civil Liberties is to ensure that privacy and civil liberties receive due 
consideration and regard in the formulation and execution of departmental programs and 
policies. 

In order to meet quarterly reporting requirements under section 803, the Department 
worked closely with the Office of Management and Budget, as well as with the other Federal 
agencies named in the statute, to develop a standard and effective reporting structure. Within the 
report, we provide a narrative description of the process and procedures that the Department has 
implemented to report on the privacy and civil liberhes activities 1-equiredby section 803. 

Should you have questions about the report, you may contact Kenneth Mortensen, the 
Department's Acting Chief Privacy and Civil Liberties Officer, or your staff may contact Kirsten 
J. Moncada, Director, Office of Privacy and Civil Libemes, at (202) 514-0208or 



The Honorable Lamar Smith 
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Kirsten.J.Moncada@usdoj.gov. The Office of Management and Budget has advised us that from 
the perspective of the Administration's program,here is no objection to submission of this letter. 

Keith B .Nelson 
Principal Deputy Assistant Attorney General 

Enclosure 

IDENTICAL LETTERSSENT TO THE HONORABLE RICHARD B. C H E W ,  
PRESIDENT, UNITED STATES SENATE; THE HONORABLE NAVCY PELOSI, SPEAKER 
OF THE HOUSE OF REPRESENTATIVES;TEE HONORABLE ARLEN SPECTER, 
RANKING MWORITY MEMBER, COMMtTTEE ON THE JUDICIARY, UNITED STATES 
SENATE;THE HONORABLE JOSEPH I. LIEBERMAN, CHARMAN, COMMITTEE ON 
HOMELAND SECURITY AND GOVERNMENTAL AFFAIRS,UNtTED STATES SENATE; 
THE HONORABLE JOHN D. ROCKEFELLER IV, CHAIRMAN AND THE HONORABLE 
CHRISTOPHER BOND, VICE CHAIRMAN, SELECT COMMITTEE ON INTELLIGENCE, 
UNITED STATES SENATE;THE HONORABLEJOHN CONYERS, JR., CHAIRMAN, 
COMMITTEE ON THE JUDICIARY, HOUSE OF REPRESENTATIVES;THE 
HONORABLE HENRY A. WAXMAN, CHAIRMAN, COMMITTEE ON OVERSIGHT AND 
GOVERNMENTREFORM, HOUSE OFREPRESENTATIVES;THE HONORABLE 
THOMAS M. DAVIS KI, RANKING MINORlTY MEMBER, COMMTMEE ON 
OVERSIGHT AND GOVERNMENTREFORM, HOUSE OF REPRESENTATIVES;THE 
HONORABLE SILVESTREREYES, CHAIRMAN, PERMANENT SELECT COMMITTEE 
ON INTELLIGENCE, HOUSE OF REPRESENTATIVES;AND THE HONORABLE PETER 
HOEKSTRA, RANKING MINORITY MEMBER, PERMANENT SELECT COMMITTEE ON 
INTELLIGENCE,HOUSE OF REPRESEhTATIWS. 



U.S. Department of Justice 

Office of Legislative Affairs 

Oficc oj'the Assistant Attorfzey Gerteml 

IW~sIri~~gron,DC 20530 

August 5 ,  2008 

The Honorable Henry A. Waxman 
Chairman 
Committee on Oversight and Government Reform 
U.S.House of Representatives 
Washington, D.C. 205 15 

Dear Mr. Chairman: 

Please find enclosed the quarterly report of the Department of Justice's Officeof Privacy 
and Civil Liberhes as required by section 803 of the Implementing Recommendations of the 9111 
Commission Act of 2007,Pub. L. 110-53, 121Stat. 266,360 (Aug. 3,2007). 

The Justice Department continues to be committed to promoting privacy and civil 
liberties in all activities that further its mission. The fundamentalmission of the Department's 
Office of Privacy and Civil Liberties is to ensure that privacy and civil liberties receive due 
consideration and regard in the formulation and execution ofdepartmental programs and 
policies. 

In order to meet quarterly reporting requirements under section 803, the Department 
worked closely with the Office of Management and Budget, as well as with the other Federal 
agencies named in the statute,to develop a standard and effective reporting structure. Within the 
report, we provide a narrative description of the process and procedures that the Department has 
implemented to report on the privacy and civil liberties activities required by section 803. 

Should you have questions about the report, you may contact Kenneth Mortensen, the 
Department's Acting Chief Privacy and Civil Liberties Officer, or your staff may contact arsten 
J. Moncada, Director, Office of Privacy and Civil Liberties, at (202)514-0208 or 



The HonorableHenry A. Waxman 
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Kirsten.J.Moncada@usdoj.gov. The Officeof Management and Budget has advised us that from 
the perspective of the Administration'sprogram, there is no objection to submission of this letter. 

Sincerely, 

Keith B.Nelson 
Principal Deputy Assistant Attorney General 

Enclosure 

IDENTICAL LETTERS SENT TOTHE HONORABLE RICHARD B.CHENEY, 
PRESIDENT, UNlTED STATES SENATE; THEHONORABLE NAVCY PELOSI, SPEAKER 
OF THEHOUSE OF REPRESENTATIVES;THE HONORABLE ARLEN SPECTER, 
RANKING MINORITY MEMBER, COMMITTEE ON THE JUDICJARY, bJNIED STATES 
SENATE;THE HONORABLE JOSEPH I. LIEBERMAN, CHARMAIRMAN,COMMITTEE ON 
HOMELAND SECURZTY AND GOVERNMENTALAFFAIRS, UNITED STATES SENATE; 
THE HONORABLE aom D. ROCKEFELLER IV,CHAIRIMAN AND THE HONORABLE 
CHRISTOPHER BOND, VICE CHAIRMAN, SELECT COMMTIEE ON INTELLIGENCE, 
UNITED STATES SENATE;THE HONORABLE JOHN CONYERS, JR.,CHAIRMAN, 
COMMITTEE ON THE JUDICIARY, HOUSE OF REPRESENTATIVES; THE 
HONORABLE LAMAR S.  SMITH, RANKING MINORITY MEMBER,U.S. HOUSE OF 
REPRESENTATIVES;TKE HONORABLE THOMAS M. DAVIS 111, RANKING MINORITY 
MEMBER, CO-E ON OVERSIGHT AND GOVERNMENT REFORM, HOUSE OF 
REPRESENTATIVES;THE HONORABLE SILVESTRE REYES, CHAIRMAN, 
PERMANENT SELECT COMMITTEE ON INTELLIGENCE,HOUSE OF 
REPRESENTATIVES;AND THEHONORABLE PETER HOEKSTRA, RANKDIG 
MINORITY MEMBER, PEFMANBNT SELECT COMMITTEE ON INTELLIGENCE, 
HOUSE OF REPRESENTATIVES. 



U.S. Department of Justice 

Office of Legislative Affairs 

OfSice qf t h ~Assistant Attorfzq G~neral  

August 5 ,  2008 

The Honorable Thomas M. Davis IU 
Ranking Minority Member 
Committee on Oversight and Government Reform 
U.S. House of Representatives 
Washington, D.C. 205 15 

Dear Congressman Davis: 

Please find enclosed the quarterly repoi-t of the Department of Justice's Officeof Privacy 
and Civil Liberties as required by section 803 of the Implementing Recommendations of the 9111 
Commission Act of 2007, Pub. L. 110-53, 121 Stat. 266,360 (Aug. 3,2007). 

The Justice Department continues to be committed to promoting privacy and civil 
liberties in all activities that further its mission. The fundamental mission of the Department's 
Office of Privacy and Civil Liberties is to ensure that privacy and civil liberties receive due 
considerationand regard in the for-~nulationand execution of departmental programs and 
policies. 

In order to meet quarterly reporting requirements under section 803, the Department 
worked closely with the Office of Management and Budget, as well as with the other Federal 
agencies named in the statute, to develop a standard and effective reporting structure. Within the 
report, we provide a narrative description of the process and procedures that the Department has 
implemented to report on the privacy and civil liberties activities required by section 803. 

Should you have questions about the report, you may contact Kenneth Mortensen, the 
Department's Acting Chief Privacy and Civil Liberties Officer, or your staff may contact l r s t en  
J. Moncada, Director, Office of Privacy and Civil Liberties, at (202) 5 14-0208 or 



The Honorable Thomas M. Davis Lll 
Page 2 

Kirsten.J.Moncada@usdoj.gov. The Office of Management and Budget has advised us that from 
the perspective of the Administration's program, there is no objection to submission of this letter. 

Keith B. Nelson 
Principal Deputy Assistant Attorney General 

Enclosure 

DENTICAL L E m R S  SENT TO THE HONORABLE RICHARD B. CHENEY, 
PRESIDENT, UNITED STATES SENATE;THE HONORABLE NANCY PELOSI, SPEAKER 
OF THE HOUSE OF REPRESENTATIVES;THE HONORABLE ARLEN SPECTER, 
RANKLNG MINORITY MEMBER, COMMITTEE ON THE JUDICIARY, UNITED STATES 
SENATE; THE HONORABLE JOSEPH I. LIEBERMAN, CHARMAN, COMMITTEE ON 
HOMELAND SECUKmY AND GOVERNMENTAL AFFAIRS, UNITED STATES SENAW, 
THEHONORABLE JOHN D. ROCKEFELLER IV,CHARMAN AND THE HONORABLE 
CHRISTOPHER BOND, VICE CHAIRMAN, SELECT COMMITTEE ON INTELLIGENCE, 
UNITED STATES SENATE; THE HONORABLE JOHN CONYERS, JR., CHAIRMAN, 
COMMITTEE ON THE JUDICIARY, HOUSE OF REPRESENTATIVES;THE 
HONORABLE LAMAR S. SMITH,RANKING MINORITY MEMBER, U.S. HOUSE OF 
REPRESENTATIVES;THE HONORABLEHENRY A. WAXMAN. CHAIRMAN, 
COMMTTTEE ON O V E R S I G ~AND GOVERNMENT REJORM, HOUSE OF 
REPRESENTATTVES;THE HONORABLE SlLVESTRE REYES, CHAIRMAN, 
PERMANENT SELECT COMMTITEE ON INTELLIGENCE, HOUSE OF 
REPRESENTATIVES; AND THE HONORABLE PETER HOEKSTRA, RANKING 
MINORITY MEMBER, PERMANENT SELECTCOMMITTEE ON INTELLIGENCE, 
HOUSE OFREPRESENTATIVES. 



U.S. Departrllent of Justice 

Office of Legislative Affairs 

August  5 ,  2008 

The Honorable Silvestre Keyes 
Chairman 
Permanent Select Committee on Intelligence 
U.S,House of Representatives 
Washington,D.C. 20515 

Dear Mr. Chairman: 

Please find enclosed the quarterly report of the Department of Justice's Offlce of Privacy 
and Civil Liberties as required by section 803 of the Implementing Recommendations of the 911 1 
CommissionAct of 2007, Pub. L. 110-53, 121 Stat. 266,360 (Aug. 3,2007). 

The Justice Department continues to be committed to promoting privacy and civil 
liberties in all activities that further its mission. The fundamental mission of the Department's 
Office of Privacy and Civil Liberties is to ensure that privacy and civil liberties receive due 
consideration and regard in the formulation and execution of departmental programs and 
policies. 

In order to meet quarterly reporting requirements under section 803, the Department 
worked closely with the Office of Management and Budget, as well as with the other Federal 
agencies named in the statute, to develop a standard and effective reporting structure. Within the 
report. we provide a narrative descriptionof the process and procedures that the Department has 
implemented to report on the privacy and civil liberties activities required by section 803. 

Should you have questions about the report, you may contact Kenneth Mortensen, the 
Department's Acting Chief Privacy and Civil Liberties Officer, or your staff may contact Krrsten 
J. Moncada, Director, Office of Privacy and Civil Liberties, at (202) 514-0208or 



The Honorable SilvestreReyes 
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Kirsten.J.Moncada@usdoj.gov. The Office of Management and Budget has advised us that from 
the perspective of the Admistration's program, there is no objection to submission of this letter. 

Sincerely, 

Keith B.Nelson 
Principal Deputy Assistant Attorney General 

Enclosure 

IDENTICAL LETTERS SENT TO THE HONORABLE RIG-B.CHENEY, 
PESIDENT, LJNtTmSTATES SENATE; THE HONORABLE NANCY PELOSI, SPEAKER 
OF THE HOUSE OF REPRESENTATIVES;THE HONORABLE ARLEN SPECTER, 
RANLING h4INORITY MEMBER, COMMITTEE ON THE JUDICIARY, INITEDSTATES 
SENATE;THE HONORABLE JOSEPH I. LIEBERMAN, CHAIRMAN, C O M M m E  ON 
HOMELAND SECURITY AND GOVERNMENTALAFFAIRS, UNITED STATES SENATE; 
THE HONORABLEJOHN D. ROCKEFELLER IV, CHAIRMAN AND THE HONORABLE 
CHRISTOPHER BOND, VICE CHAIRMAN,SELECT COMMITTEE ON INTELLIGENCE, 
UNITED STATES SENATE;THE HONORABLE JOHN CONYERS, JR.,CHAIRMAN, 
COMMfTTEEON THE JUDICIARY, HOUSE OF REPRESENTATIVES; THE 
HONORABLE LAMAR S. SMITH, RANKING MINORITY MEMBER, U.S. HOUSE OF 
REPRESENTATIVES;THE HONORABLE HENRY A. WAXMAN, CHAIRMAN, 
CO-E ON OVERSIGHT AND GOVERNMENT WZORM, HOUSE OF 
REPRESENTATIVES; ?'HEHONORABLE THOMAS M. DAVIS III,RANKING 
MINORITY MEMBER, COMMITTEE ON OVERSIGHT AND GOVERNMENTREFORM; 
THE HONORABLE PETER HOEKSTRA, RANKING MINORlTY MEMBER, PERMANENT 
SELECT COMMITTEE OK INTELLIGENCE, HOUSE OF REPRESENTATmS 



LT.S, Departnlent of Justice 

Office of Legislative Affairs 

O@-ce of the Assistant A ftonrey Getzeral 

August 5 ,  2008 

The Honorable Peter Hoekstra 
Ranking Mnority Member 
Permanent Select Committee on Intelligence 
U.S. House of Representatives 
Washington, D.C. 205 15 

Dear CongressmanHoekstra: 

Please find enclosed the quarterly report of the Department of Justice's Office of Privacy 
and Civil Liberties as required by section 803 of the Implementing Recommendations of the 911 1 
Commission Act of 2007, Pub. L. 110-53, 121Stat. 266,360 (Aug. 3,2007). 

The Justice Department continues to be co~nmittedto promoting privacy and civil 
liberties in all activities that further h mission. The fundamental mission of the I3epartment7s' 
Office of Privacy and Civil Liberties is to ensure that privacy and civil liberties receive due 
consideration and regard in the formulation and execution of departmental programs and 
policies. 

In order to meet quarterly reporting requirements under section 803, the Department 
worked closely with the Office of Management and Budget, as well as with the other Federal 
agencies named in the statute, to develop a standard and effectivereporting structure. Within the 
report, we provide a narrative description of the process and procedures that the Department has 
implemented to report on the privacy and civil liberties activities required by section 803. 

Should you have questions about the report, you may contact Kenneth Mortensen, the 
Department's Acting Chief Privacy and Civil Libertjes Officer, or your staff may contact Kirsten 
J. Moncada, Director, Office of Privacy and Civil Liberties, at (202) 514-0208 or 



The Honorable Peter Hoekstra 
Page 2 

Kirsten.J.Moncada@usdoj.gov. The Office of Management and Budget has advised us that from 
the perspective of the Adminjstration's program, there is no objection to submission of this letter. 

Keith B .Nelson 
Principal Deputy Assistant Attorney General 

Enclosure 

IDENTICALLETTERS SENT TO THE HONORABLE RICHARD B.CHENEY, 
PRESIDENT,UNITED STATES SENATE; TEE HONORABLE NANCY PELOSI, SPEAKER 
OF THEHOUSE OF REPRESENTATIVES; THE HONORABLE ARLEN SPECTER, 
RANKING MINORITY MEMBER, COMMXITEE ON THE JUDICIARY, UNITED STATES 
SENATE;THEHONORABLE JOSEPH I. LIEBERMAN, CHAIRMAN, CO-E ON 
HOMELAND SECURITY AND GOVERNMENTAL AJTAIRS, UNITED STATES SENATE; 
THE HONORABU JOHN D. ROCKEFELLER IV,CHAIRMAN AND THE HONORABLE 
CHRISTOPHER BOND, VICE C H A W ,  SELECT C O ~ ON ~INTELLIGENCE,E 
UlYITED STATES SENATE;THE HONORABLE JOHN CONYERS, JR.,CHAIRMAN, 
COMMITTEE ON THE JUDICIARY, HOUSE OF REPRESENTATIVES;TJB 
HONORABLE LAMAR S. SMRH, RANKING MINORITY MEMBER, U.S. HOUSE OF 
REPRESENTATIVES;THE HONORABLEHENRY A. WAXMAN, CHAIRMAN, 
COMMITTEE ON OVERSIGHT AND GOVERNMENT W O R M ,  HOUSE OF 
REPRESENTATIVES;THE HONORABLETHOMAS M. DAVIS Ill, RANKING 
MINORITY MEMBER, CO- ON OVERSIGHT AND GOVERNMENT REFORM; 
TIE HONORABLE SXLVESTREREYES, CHAIRMAN,PERMANENT SELECT 
COMMITTEE ON INTELLIGENCE, HOUSE OFREPRESENTATIVES 
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2Q and 3 4  FY2008 P&CL Quarterly Report 
Office of Privacy and Civil Liberties 
U.S. Department of Justice 

I. INTRODUCTION 

The policy of the Department of Justice is to protect the privacy and civil liberties 

of individuals by ensuring that due consideration and regard for information privacy 
and civil liberties are addressed in the execution of Departmental programs and 
policies. Since the creation of the Office of Privacy and Civil Liberties (OPCL)in 2005 

and as noted in its two annual reports, the Department has begun to consolidate 

various privacy oversight functions and continued to strengthen the Department's 
commitment to privacy and civil liberties, 

11. DEPARTMENT ACTIONS 

Section 803 of the Implementing Recommendations of the 9/11 Commission Act 

of 2007, Pub. L. 110-53,121Stat. 266,360 (August3,2007) (hereinafter "Section 803") 

imposes enhanced and periodic, but not less than quarterly, reporting requirements for 

the Department's privacy and civil liberties officeron certain privacy and civil liberties 

activities. Furthermore, Section 803 enumerated various privacy and civil liberties 

requirements for the Department of Justice. Likewise, the Department continues to 

review a wide variety of activitiesand procedures within the Department to find 

opportunities to enhance protections of the privacy and civil liberties of individuals. 

To emphasize the importance of protecting privacy and civil liberties at the 

highest levels of the Department, and to assign accountability, the Attorney General has 

designated a Chief Privacy and Civil Liberties Officer (CPCLO)for the Department that 

works on the Deputy Attorney General's staff. The CPCLO has the authority to direct 

all matters concerni.ng privacy and civil liberties in the Department. In addition, the 

CPCLO has consolidated most privacy and civil liberties policies and department wide 

activities into one office, which reports directly to the CPCLO The CPCLO is 

responsible for submitting the quarterly reports required by Section 803. 

1II.OUARTERLY REPORTS 

The Department has coordinated the development of this process with the Office 

of Management and Budget, as well as with other federal agencies identified in the 

statute. 

This report will include data concerning privacy and civil liberties activities of 

the CPCLO, including data on the related reviews conducted, referenceto the advisory 
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Office of Privacy and Civil Liberties 
U.S. Department of Justice 

guidance delivered, and information about written complaints received and their 

processing. 

A. 	REVIEWS 

A review er~compassesactivities that are part of a systematic and repeatable 

process looking at privacy or civil liberties matters enumerated in controlling 

authorities, such as the Privacy Act of 1974,5 USC 552a; E-Government Act of 2002 (P.L. 

107-347); Consolidated Appropriations Act of 2005 (P.L. 108-447); Office of Management 

and Budget (OMB) Circular A-130, Appendix 1; and OMB Memo M-07-16. Examples of 

reviews may include: 

1. 	Privacy Impact Assessments/CivilLiberties Impact Assessments, including 

reviews required under Section 208 ot' the E-Government Act; 

2. 	 OMB Circular A-130 Privacy Act Reviews, including the statutory duties of 

the Privacy Act, which include new and updated system reviews and reviews 

regarding proposed rules for Privacy Act exemptions; 

3. 	 OMB Circular A-130 Computer Matching Reviews, which requires the 

Department to examine the privacy implications of sharing information to be 

used in matching arrangements; 

4. 	 OMB Memorandum M-07-16 Privacy & Seairity Review, Il~cIudingreviews 

of policies and procedures in order to safeguard against the breach of 
personally identifiable information (PII),such as Personally IdentifiabIe 
Mormation holdings reviews, Social Security Number use reduction, or 

identity theft reviews; 

5. 	 Information Sharing Environment Privacy Guidelines Assessment, including 

policy reviews and system assessments to ensure consiste~~cywith the ISE 
Privacy Guidelines; 

6.  	National SecurityReviews; 

7. 	Data Mining Reviews, including the review required by Section 804 of the 

9111Commission Act; 
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8. 	 OMB Circular A-11, Part 7, Exhibit 300 Process, induding reviews of privacy 

and civil liberties documentation associated with developmental and 
operational budgetary assessments. 

B. 	ADVICE 

I .  	Fort~lnlAdvice 

The issuance of formal written policies, procedures, guidance,or interpretations 

of privacy requirements for circumstances or business processes, which have been 

drafted or authorized by the CPCLO and approved as official agency policy by 
Department leadership, to respond to issues or concerns regarding safeguards for 

privacy and civil liberties. 

2. 	 Response to Advice 

In addition, the report will indicate which of the following formsof final, formal 

advice CPCLO has selected, such as the issuance of a Privacy Impact Assessment 
Guidance. Examples of a response to advice may include: 

1. 	Regulations; 

2. 	 Orders; 

3. 	Guidance; 

4. 	 Agreements; or 

5. 	Training. 

C. 	COMPLAINTS 

I .  	Privacy Complaints 

A written allegation (other than in the context of litigation) concerninga problem 

with or violation of privacy protections in the administration of the programs and 

operations of the Department that is submitted to or through the CPCLO. This will not 
include complaints filed in litigation against the Department or Freedom of Information 

ActlPrivacy Act requests made to the Department, T11e types of privacy complaints 

include: 
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1. 	Process and procedural issues (consent, collection, and appropriate notice); 

2. 	Redress issues (non-PrivacyAct inquiries seeking resolution of difficultiesor 

concerns about privacy matters); 

3. 	 Operational issues (inquiriesregarding Privacy Act matters not including 
Privacy Act requests for access and/or corrections) 

2. 	 Civil Liberties Complaints 

A written allegation (other than in the context of litigation) concerning a problem 
with or violation of civil liberties safeguards concerning the handling of personal 
information by the Department in the administration of Department programs and 

operations that is submitted to or through the CPCLO. Civil liberties complaints do not 

include any claims made based on statutory rights. Types of civil liberties complaints 

include those complaints which pertain to the sharing of information to include: 

I. 	Freedom of speed1and association issues, such as those surroundingU.S. 

Const. amend. I, art. I; 

2. 	 Reasonable autonomy issues, such as those surrounding U.S. Const. amend. 

IV; or 

3. 	 Equal protection and due process issue, such as those surrounding U.S. 
Const. amend. V and XTV. 

3. 	 Dispositions of Complaints 

For each type of privacy or civil liberties issue reported ieceived by the Officeof 

Privacy and Civil Liberties during the last fiscal quarter, the Office will report the 

number of complaints (1)that the agency was able to assist in resolving; (2)that the 

agency referred out; and, (3)that the agency was unable to assist in resolving. 
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The United States Department of Justice 


Quarterly Report on Privacy and Civil Liberties Activities 


Under Section 803 of the 9/11 Con~missionAct of 2007 


Quarter 2 12/1/07 to 2/29/08 


Reviews Advice Complaints 
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Privacy 
Threshold 

6 Mobile 
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Program 6 
Policy 
Review 
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The United States Department of Justice 
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