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The Centers for Disease Control and Prevention (CDC)! and the Agency for Toxic Substances and

Disease Registry (ATSDR) are the nation’s principal disease prevention and health promotion

agencies.2!  To fulfill their missions, these agencies must collect, manage, and interpret scientific data.

CDC believes that public health and scientific advancement are best served when data are released

to, or shared with, other public health agencies, academic researchers, and appropriate private researchers

in an open, timely, and appropriate way. The interests of the public—which include timely releases of

data for further analysis—transcends whatever claim scientists may believe they have to ownership of



data acquired or generated using federal funds. Such data are, in fact, owned by the federal government
and thus belong to the citizens of the United States.

However, although CDC recognizes the value of releasing data quickly and widely, CDC also
recognizes the need to maintain high standards for data quality, the need for procedures that ensure that
the privacy of individuals who provide personal information is not jeopardized, and the need to protect
information relevant to national security, criminal investigations, or misconduct inquiries and
investigations. The goal is to have a policy on data release and sharing that balances the desire to
disseminate data as broadly as possible with the need to maintain high standards and protect sensitive
information.

This data release/sharing policy will also ensure that CDC is in full compliance with the Health
Insurance Portability and Accountability Act of 1996 (HIPAA),'2 (where applicable) the Freedom of
Information Act [FOIA],! and the Office of Management and Budget Circular A110,"! and the
Information Quality Guidelines.

Il. PURPOSE

The purpose of CDC’s data release/sharing policy is to ensure that (1) CDC routinely provides data
to its partners for appropriate public health purposes and (2) all data are released and/or shared as soon as
feasible without compromising privacy concerns, federal and state confidentiality concerns, proprietary
interests, national security interests, or law enforcement activities.

lll. DATA COVERED BY THIS POLICY

This policy applies to any new data collection occurring 90 days or more following approval of this
policy. Existing (previously established) data collections systems should be in compliance with this
policy either within 3 years of policy approval (the cycle for surveillance and information system
evaluation stipulated by the CDC Surveillance Coordination Group) or at the time of data system

revisions, whichever occurs first. All data should be released as soon as feasible without compromising



privacy concerns, federal and state confidentiality concerns, proprietary interests, national security
interests, or law enforcement activities. Requests for data during a public health emergency will be

handled on a case-by-case basis. The following data are covered by this policy:
e Data collected by CDC using federal resources.

e Data collected for CDC by other agencies or organizations (through procurement mechanisms

such as grants, contracts, or cooperative agreements).
e Data reported to CDC (e.g., by a state health department).”!

For the purpose of this policy, we use the following definitions:

CDC personnel: CDC employees, fellows, visiting scientists, and others (e.g., contractors) who are
involved in designing, collecting, analyzing, reporting, or interpreting data for or on behalf of
CDC.

Data: Scientific records which are as accurate and complete as possible.

Data release: Dissemination of data either for public use or through an ad hoc request that results in the
data steward no longer controlling the data.

Data sharing: Granting certain individuals or organizations access to data that contain individually
identifiable information with the understanding that identifiable or potentially identifiable data
cannot be re-released further unless a special data sharing agreement governs the use and
re-release of the data and is agreed upon by CDC and the data providers.

For a complete list of terms used in this policy, see Appendix B.

IV. DATA NOT COVERED BY THIS POLICY
This policy does not cover data shared with CDC but owned by other organizations (e.g., data

provided to CDC by a managed care organizations, preferred provider organizations, or technology firms



for a specific research project). Such data may be covered by other policies or procedures that reflect

pertinent laws, regulations, and agreements (such as FOIA).

V. BENEFITS OF RELEASING OR SHARING CDC DATA

Sharing data with partners involved in collecting, analyzing, or using data will improve (1) the

quality of CDC data and (2) the consistency of data across CDC.

Sharing data will also (1) ensure that CDC scientists, contractors, awardees, and grantees are held

accountable for their findings, (2) provide opportunities for study results to be validated, and (3)

uncover new areas for research®

Quality improves when scientists share data with partners and ask for feedback during data

collection and analysis.

Releasing or sharing data can (1) improve public health practitioners’ understanding of various

research methods, (2) encourage analysts from other disciplines (e.g., economists, social

scientists) to examine public health questions, and (3) build trust with outside partners and the

public by allowing an open critique of CDC investigations.
U.S. states and territories have a long-standing history of voluntarily reporting individually
identifiable data to CDC on incident conditions or diseases that are of public health
importance.®! Although the electronic exchange and accumulation of data on individual cases
promises public health benefits, it also creates a threat to individual privacy. The Council of
State and Territorial Epidemiologists asked CDC to develop procedures that balance the need for
data protection with the need to share, as broadly as possible, data collected in the interest of
public health. Without such a balance, data may need to be withheld from non-CDC researchers

solely to protect individual privacy.

VI. GUIDANCE FOR CIOs



In this document, CDC sets forth (1) the guiding principles to be followed when releasing/sharing
data and (2) the various ways in which data can be released. Each Center/CDC organization, however, is
responsible for developing specific procedures for its staff to follow. Indeed, because issues related to
data release can vary from project to project, Centers/CDC organizations may need specific data release
procedures for each project. For example, state and local health departments have a continuing
ownership and interest in whether and how CDC re-releases data they have supplied. Custodians of such
data should consult the CDC-CSTE Intergovernmental Data Release Guidelines Working Group report-
+http://intranet.cdc.gov/od/ocso/ssr/drgwg.pdf which contains data release guidelines and procedures
for CDC programs re-releasing state-provided data. The guidelines and procedures in the Working
Group report may be useful for other data systems as well.”

Guiding Principles

All CDC procedures on releasing or sharing data must be guided by the following principles.

Accountability

As a public health agency of the U.S. government, CDC is accountable to the public and to the public

health community for the data it produces through research. By extension, CDC scientists are

accountable for their work, and their findings are subject to independent validation. CDC scientists must

conduct research with integrity; the resulting data must be of the highest possible quality; and funds must

be fully accounted for.

Privacy and confidentiality

CDC recommends that, unless there is a valid public health purpose (e.g., a longitudinal study that

requires record linkage), programs should not collect nor maintain identifiable data.

$ Trust: Any release or sharing of public health data will acknowledge that (1) data systems are
built on trust between the individuals who provide personal data and the agencies that collect

those data and (2) that CDC will respect the privacy rights of individuals and others who provide



personal or proprietary data. All release/sharing must be consistent with the confidentiality
assurances under which the data were collected or obtained.
$ Privacy Act: Identifiable data that are maintained in certain systems of records may only be

released in accordance with the Privacy Act (http://www4.law.cornell.edu/uscode/5/552a.html)

which generally permits disclosing such data only with consent. However, the Privacy Act does
permit data release without a subject’s consent under limited conditions. One example is a
release that is compatible with the purpose for which the data were collected.

$ Formal confidentiality protection for research subjects: Some data
collected by CDC may be given formal confidentiality protection under Sections 301(d) or 308(d)
of the Public Health Service (PHS) Act. Programs that apply for such protection must make a
compelling case that the information sought is so sensitive that research subjects are unlikely to
provide valid data without this formal confidentiality protection.2! When data have formal
confidentiality protection, CDC’s policy is to share those data only under conditions that are
consistent with the conditions under which the data were collected. It is CDC’s responsibility to
ensure that inadvertent disclosure does not occur (See Appendix C).

Stewardship

CDC holds data in public trust. Good stewardship of data requires that CDC release or share data in

accordance with the objectives and conditions under which the data were collected or obtained and that

appropriate policies and procedures for data release be set up.2

Scientific practice

Before any data are released/shared, all phases of data collection, transmission, editing, processing,

analysis, storage, and dissemination must be evaluated for quality. 2224 preliminary data from a research

project may be shared with outside partners for quality assessment but not for publication. Personnel who


http://www4.law.cornell.edu/uscode/5/552a.html

share data for quality assessment must follow procedures that are consistent with confidentiality
agreements and other constraints.

Efficiency

Releasing data to the public and sharing data with partners is an efficient way of ensuring that data are
used to their full potential, that work is not duplicated, and that funds are not spent unnecessarily.
Equity

CDC affirms the principles and practices developed to ensure impartiality and credibility of federal
statistical activities.®[12] CDC strives to have data release policies that are fair to all users, regardless of

their organizational affiliation.
VIl. HOW TO RELEASE DATA

All released data must be as complete and accurate as possible, and data must be released in
accordance with the guiding principles set out in this document in one of two ways:
e Release for public use without restrictions.
e Release to particular parties with restrictions.
Restrictions can be imposed because of legal constraints or because releasing the data would risk (1)
disclosing proprietary or confidential information or (2) compromising national security or law
enforcement interests.
CDC recommends that data be released in the form that is closest to microdata and that still
preserves confidentiality.
Release of data for public use
Data that CDC collects or holds and that can be legally released to the public should be released through
a public-use data set within a year after the data are evaluated for quality and shared with any partners in
data collection. Procedures for releasing public-use data should be consistent with CDC’s Public Health

Information Network’s functions and specifications.



To ensure that issues of confidentiality, proprietary use, and informed consent are addressed correctly,

CIOs may choose to develop specific data release plans for each data set. Each plan should include the

following:

A procedure to ensure that confidential information is not disclosed, for example, a list of
steps to reduce this risk. 224!

A procedure to ensure that data are released in a form that does not endanger national
security or compromise law enforcement activities.*!

A procedure to ensure that proprietary data (i.e. data owned by private organizations such as
Managed Care Organizations, Preferred Provider Organizations, or technology firms) are not
released inadvertently.

Analysis plans and other documentation required by the OMB regulation on data quality.

Instructions for non-CDC users on the appropriate use of the data.

The date the data will be released, which should be as soon as possible after they are
collected, scrutinized for errors, and validated. This release should occur no more than one
year after these activities.

The formats in which the data will be released (e.g., SAS, ASCII). For each format, give

specifications (e.g., variable definitions) and information on standards for transmission.2®!

CIOs may release data without restrictions for public use through the CDC Information Center. Data may

also be shared through CDC/ATSDR Scientific Data Repository and its data dissemination portal CDC

WONDER (URL: http://wonder.cdc.gov/welcome.html )

. Finally, CIOs may respond to individual requests.


http://wonder.cdc.gov/welcome.html

Data shared with restrictions

To the extent possible, CDC recommends sharing data that cannot be released for public use with public

health partners. For such restricted data, special data sharing agreements must be developed. Below are

two examples of how data can be shared with partners; these methods are not mutually exclusive:

Data release under controlled conditions: Data that cannot be released
through a public-use data set or a special-use agreement may be analyzed by appropriate
non-CDC researchers at CDC-controlled data centers (e.g., the Data Center established at

NCHS; see http://www.cdc.gov/nchs/r&d/rdc.htm for a description). Alternatively, CDC

may consider licensing non-CDC researchers to use certain data. Licensing would allow

researchers access to identifiable data by extending legal responsibilities to those external

researchers.’ Before making the data available, however, CIOs must evaluate any requests for

permission to use their confidential or private data to ensure that the data will be used for an

appropriate public health purpose.

Data release through a special-use agreement: Data that cannot be released

publicly but that need not always be under CDC’s control can be released to appropriate

non-CDC researchers through a special-use agreement. Such agreements should be specific

about issues related to co-authorship, reviews of findings produced through using the data,

reports published about those findings, and the date the data are to be returned. All data

sharing agreements should include the following:

v' Evidence that the party to whom the data are being released need the data for a legitimate
public health purpose.

v Alist of restrictions on the use of the data.

v The names of every person who will have access to the data.

v Information on any laws pertaining to the agreement.


http://www.cdc.gov/nchs/r&d/rdc.htm

v’ Security procedures that the non-CDC user must follow to protect the data from
unauthorized use and the penalties for not following them.
v A list of restrictions on releasing analytic results.
v Procedures for returning the data. For an example of a set of procedures, see the CDC and
ATSDR policy on data release to departing employees.2? - (18]
v Provisions that govern emergency requests for identifiable or otherwise confidential data.
An example of a special-use agreement is in the CDC/CSTE Intergovernmental Data Release Guidelines

Working Group Report.”
VIIl. IMPLEMENTATION OF CDC’S DATA-RELEASE/SHARING POLICY

Each CIO will set up procedures to ensure that CDC’s policy on data release/sharing is followed. No
later than 1 year after this policy is approved, ClOs should send a report on their procedures to the CDC
Associate Director for Science (ADS).

One way a C10 might choose to set up procedures on data release/sharing is to authorize a
data-release review board to do so. This board might report to the CIO ADS, and it might include the
CIO’s Information Resources Manager and stewards of relevant data sets for which the CIO is
responsible. Where appropriate, subject-matter experts from the CIO should advise the board on specific
data release issues.

Components of CIO procedures on data release/sharing

Each CIO must ensure that the following components are in their procedures for data release and data
sharing:

An evaluation of data quality:

Evaluation of data quality must include tests for completeness, validity, reliability, and

reproducibility. **



An evaluation of the risk of disclosing private or confidential
information:

Before releasing/sharing any data, the data steward must assess the risk that personal information will be
disclosed and decide whether some data need to be further de-identified.*®! For example, under the
Health Insurance Portability and Accountability Act (HIPAA), 18 variables are considered identifiers,
the removal of which would render the dataset de-identified. This rule, while not applicable to CDC
releasing public health information, serves as a useful guide for creating de-identified data and
information.?

Those assessing the risk that confidential information will be disclosed should recommend the
statistical methods to be used for disclosure protection (e.g., suppression, random perturbations,
recoding, top- or bottom-coding).”%? [21] The recommended methods should balance the risk of
disclosure against the possibility that reducing the risk of disclosure will also reduce the usefulness of the
data for public health practice and research.

Documentation:

All released data must have documentation that shows the conditions under which the data were
collected, what the data represent, the extent of the data’s completeness and accuracy, and any potential
limitations on their use. Careful documentation increases the likelihood that secondary data users will
interpret data correctly.

Data elements to be documented are listed in Appendix D.

CDC will develop standards for the elements needed to document data. These standards could be
developed on the basis of a review of best practices for data archiving.’22"28 Specifically, CDC standards
for documentation should be compatible with those of private industry. For examples of standards, see

www.pueblo.lbl.gov; www.fgdc.gov/standards; www.nbii.gov/datainfo/metadata/standards;

www.isotc211.org; http://www.icpsr.umich.edu/DDI; or gcmd.gsfc.nasa.gov/Aboutus/standards.



http://www.fgdc.gov/standards
http://www.nbii.gov/datainfo/metadata/standards
http://www.isotc211.org/
http://www.icpsr.umich.edu/DDI

Public release disclosure statement:
Information that will preclude misinterpretation of data should accompany all released data.
Obligations of non-CDC data users

Public use data agreements should include instructions that non-CDC data users must agree not to link
data with other data sets. In addition, these agreements should include instructions to report to the CDC

ADS any inadvertent discovery of the identity of any person and to make no use of that discovery.
Obligations of grantees, contractors, and partners

As of three years following approval of this policy, CDC expects researchers who are supported by
CDC funding to make their data available for analysis by other public health researchers. Consequently,
CDC requires that mechanisms for, and costs of, data sharing be included in contracts, cooperative
agreements, and applications for grants. CDC reviewers must check whether applications for CDC funds
include mechanisms for, and costs of, sharing data. The costs of sharing or archiving data may be
included in the amount of funds requested in applications for first-time or continuation funds. Applicants
for CDC funds who incorporate data release into their study designs can (1) readily and economically set
up procedures for protecting the identities of research subjects and (2) produce useful data with
appropriate documentation. Awardees who fail to release data in a timely fashion will be subject to
procedures normally used to address lack of performance (e.g., reduction in funding, restriction of funds,
or grant termination).’2*! Researchers who contend that the data they collect or produce are not

appropriate for release must justify that contention in their applications for CDC funds.
IX. MEMORANDA OF UNDERSTANDING (MOUs) ALREADY IN PLACE

CIOs should examine the MOUs they have with other organizations or agencies to ensure that they are
consistent with this data release and sharing policy and with any program-specific implementations of

this policy. New MOUs should be written to ensure consistency with this policy. Any ClOs with MOUs



that are inconsistent with CDC’s data release policies should report that fact to the CDC ADS. Include in
the report information about whatever steps have been taken to bring the MOUs into compliance with

CDC’s data release/sharing policy.
X. TRAINING

To ensure that this policy is followed correctly, C1Os must train their personnel in the procedures for data
release/sharing. They can do so in several ways: through new Human Resources Management Office
(HRMO) courses, during new employee orientation programs, at ethics certification courses, or as part of

training on the C10O’s local area network (LAN).
XI. CDC’s COMMITMENT

CDC is committed to establishing and implementing procedures based on this policy. In addition,
CDC will swiftly address any breach in the policy. Breaches consist of willful acts (e.g., deliberate
disclosures that constitute scientific misconduct as defined by the Office of Research Integrity) and

inadvertent disclosures (e.g., errors in judgment with no intent to do harm).
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Appendix B:

Archiving data

Confidentiality

Controlled access

Data

Data release

Data sharing

Data steward

Disclosure control

Identifiable data

Glossary

Storage of data for secondary use, with or without an expiration
date and with or without the informed consent of those who
provided private or confidential information.

The treatment of information entrusted to CDC with the
expectation that it will not be divulged to others in ways that are
inconsistent with the conditions agreed to when the information
was originally disclosed.

A system that allows researchers restricted use of data that cannot
be released either to the public or under special use agreements.
Researchers can use the data but cannot have possession.

Scientific records which are as accurate and complete as possible.

Dissemination of data either for public use or through an ad hoc
request that results in the data steward no longer controlling the
data. This does not include the release of data under FOIA.

Granting certain individuals or organizations access to data that
contain individually identifiable information with the
understanding that identifiable or potentially identifiable data
cannot be re-released further unless a special data sharing
agreement governs the use and re-release of the data and is agreed
upon by CDC and the data providers.

The CDC employee responsible for explaining CDC’s data policy
to staff and users, developing and maintaining data systems,
evaluating and approving requests for access to data, and
monitoring compliance with CDC policy.

Procedures used to limit the risk that information about an
individual will be disclosed. These procedures may be
administrative (e.g., granting authorized access), physical (e.g.,
setting up passwords), or statistical (e.g., cell suppression,
aggregation, perturbation, and top- or bottom-coding). Usually
statistical procedures are followed when preparing a public-use
data set or a data set that is linkable to another released data
set.

Data which can be used to establish individual identity, either
“directly,” using items such as name, address, or unique identifying
number, or “indirectly” by linking data about a case-individual
with other information that uniquely identifies them.



Microdata

Privacy rights

Proprietary

Public health emergency

Public-use data

Restricted data

Security

Data files or records on an individual person or facility

The right of people to hold information about themselves free from
the knowledge of others.!#!

Produced or collected in such a way that exclusive rights may
apply.

The occurrence or imminent threat of an adverse health event
caused by epidemic or pandemic disease, infectious agent, biologic
or chemical toxin, environmental disaster, or any agent that poses a
real and substantial risk for a significant number of human fatalities
or cases of permanent or long-term disability.

Data available to anyone.

Data that are shared only in a limited way because greater
dissemination could have a negative effect, for example on national
security.

Any mechanisms (administrative, technical, or physical) by which
privacy and confidentiality policies are set up in computer or
telecommunications systems.



Appendix C: Applicable Laws and Rules

Receiving Data at CDC

I. Health Insurance Portability
and Accountability Act
P.L. 104-191
Privacy Rule - 45 CFR
Parts 160 and 164
http://cms.hhs.gov/hipaa/hipaal/default.asp

11. Federal Educational Rights
and Privacy Act (FERPA)
20 USC 1232(g)
http://www.ed.gov/offices/OM/fpco/ferpa/index.html

Releasing Data from CDC

I. National Security
Freedom of Information Act (FOIA)
5 USC § 552
45 CFR §5.62
http://www.usdoj.gov/oip/exemptionl.htm

I1. Proprietary Data
1) FOIA Exemption 4
45 CFR § 5.65
http://www.usdoj.gov/oip/exemption4..htm
2) Trade Secrets Act
18 USC § 1905

I11. Predecisional
FOIA Exemption 5
45 CFR §5.66
http://www.usdoj.gov/oip/exemption5.htm

1V. Privacy
1)  Human subjects common rule
45 CFR § 46
http://ohrp.osophs.dhhs.gov/humansubjects/quidance/45cfr46.htm
2) FOIA Exemption 6
45 CFR §5.67
http://www.usdoj.gov/oip/exemption6.htm
3)  Assurances/Certificates of Confidentiality
Sections 301(d) & 308(d) of the
Public Health Service Act
42 USC 241(d) & 42 USC 242 (m)(d)
http://www.fda.gov/opacom/laws/phsvcact/phsvcact.htm
4) Privacy Act
5 USC § 552a; 45 CFR § 5b
http://www4.law.cornell.edu/uscode/5/552a.html
http://www2.ihs.gov/Privacy Act/regulations/index.asp

V. Law Enforcement
FOIA Exemption 7
45 CFR §5.68
http://www.usdoj.gov/oip/exemption7.htm

VI Information Quality Guidelines
http://www.hhs.gov/infoquality
http://www.hhs.gov/infoquality/cdc.html



http://www.usdoj.gov/oip/exemption1.htm
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http://www.usdoj.gov/oip/exemption5.htm
http://ohrp.osophs.dhhs.gov/humansubjects/guidance/45cfr46.htm
http://www.usdoj.gov/oip/exemption6.htm
http://www.fda.gov/opacom/laws/phsvcact/phsvcact.htm
http://www.usdoj.gov/04foia/04_7_1.html
http://www2.ihs.gov/Privacy Act/
http://www.usdoj.gov/oip/exemption7.htm
http://www.hhs.gov/infoquality
http://www.hhs.gov/infoquality/cdc.html

Appendix D: Recommended Data Documentation Elements

1)
2)

3)
4)
5)

6)

7)

8)

9)

Name of person responsible for the data or the person to contact about using the data.

Overview on the data:

a) Description of the original project.

b) Source of the data.

¢) Background information on the study design.

d) Information about data collection activities and data collection instruments used (e.g., a
questionnaire).

e) Information about how the data were processed, including how missing values were handled.

) Information on the filters applied to the data.

g) Statistical and analytical procedures used on the data.

Period covered by the data.

Date and place of publication of the data.

If the data were modified after publication, date such a modification occurred.

A data dictionary that describes the variables, data values, and coding classifications for the
variables used in the original data set and for those derived from the original variables (e.g.,
constructed variables), including geographic codes and weighting variables, if any.

A complete list of the data files that make up the data set.

The confidentiality procedures applied to the data (e.g., cell suppression, record omission) in
order to limit the potential for re-identification.

Precalculated tables or frequency counts that act as control tables for validating that the data are
read correctly.

10) Information on any constraints on data access or data use; include information on any data-use

agreements.

11) Any other information data users need, including information on caveats or limitations about the

data.

12) Format in which the data are available (e.g., ASCII, DBF).

13) Medium in which the data are stored (e.g., CD-ROM, Internet).
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