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The Homeland Security Science & Technology Advisory Committee (HSSTAC) met in 
closed session on December 4-7,2007 in Washington, DC. The determination to close the 
meeting was based on the consideration that the briefings and discussions during the meeting 
would involve classified information sensitive to homeland security. Disclosure of the 
information discussed could potentially increase the risk to our nation's security due to the 
identification of vulnerabilities and the potential areas of focus for future research to mitigate our 
vulnerabilities. All sessions of the meeting were closed to the public pursuant to the provisions 
of 5 U.S.C. 552b(c). 

The objective of this quarterly meeting was to begin a study of the threat to society in the 
United States from the introduction of Improvised Explosive Devices (IEDs). This study was to 
develop recommendations for Department of Homeland Security (DHS), Science and 
Technology (S&T) investments that could lead to the initiation of new programs or 
modifications of existing efforts to detect, locate, and neutralize IEDs in the United States. 

Mr. Norman Polmar, HSSTAC Chairman, opened the meeting by reviewing the 
reconstitution of the committee in August 2007 along with the charge to present 
recommendations to Under Secretary Jay Cohen on efforts geared towards a domestic counter- 
improvised explosive devise (C-IED) campaign. The recommendations for the C-IED program 
could refer to any portion of the IED process, friendly or adversary. 

Mr. Polmar proceeded to recount the proceedings and highlights of previous HSSTAC 
conferences, starting with the more recent fact-finding meeting in London (November 2007), 
followed by the regular quarterly meeting held in New York City (October 2007). These 
meetings provided information for the IED assessment. 

London Meeting 

On the committee's fact-finding session in London, which had been attended by only a 
fraction of the members, Mr. Polmar remarked that London officials have continuing concerns 
about the security of construction for the upcoming Summer Olympics in 2012, specifically the 
large number of individuals involved in the construction operations and the problems associated 
with clearing each individual for the high-profile contract. This led to a discussion on lessons 
learned from British officials, specifically with regard to the experience of the British 
Government with the Irish Republican Army (IRA) beginning in the 1970s. 

Mr. Polmar reported that British law enforcement, first responder, and C-IED experts all 
briefed the committee while in London. The experts stressed public awareness and community 



engagement in C-IED operations, especially in concentrated ethnic areas. The British experts 
stressed the importance of cultural awareness training for first responders, in conjunction with 
the engagement of ethnic communities and the public. British experts highlighted a number of 
psychological warfare principles in their briefings to HSSTAC members. In order to qualify the 
British briefs, the committee also noted the significant differences between the British and 
American models for government. 

In further discussions, the committee noted that the IEDs used in the London subway 
bombings on July 7,2005, consisted of homemade explosives ranging from two to five 
kilograms in weight. The bombers purchased the IED materials within the span of a few days. 
There was extensive research done by the terrorists prior to IED placement, including 
reconnaissance on security, entry routes, exit routes, placement of charges, and alternative 
placements. The terrorists exhibited good security awareness, as well as discipline and training 
in the careful use of cellular phones. 

New York Meeting 

From the meetings in New York City (NYC), it was noted that the first responder 
committee in NYC continues to work vigorously towards a better common operating picture 
(COP) procedure, an ongoing effort since September 1 lth,2001. There is also a strong desire 
from NYC officials for a Blue Force Tracking system capable of penetrating subways and high- 
rise buildings. NYC officials communicated concerns over the ability to mass evacuate the 
multi-million inhabitants of Manhattan in the event of a massive incident. 

Lessons LearnedRact-Finding 

Along the lines of lessons learned, the committee reflected on the experiences of Israel 
over the past several decades. The committee noted that Israel constructed series of checkpoints 
along the Gaza border capable of handling a high volume of traffic. At one point in time, 
240,000 workers per day crossed various checkpoints; since that time the traffic has dropped to 
approximately 25,000 individuals per day. In conjunction with these major changes, the 
committee also noted that the Israeli Armed Forces have almost entirely redirected their 
capabilities to align with an anti-tenor mission vice conventional military operations. 

Mr. Ervin Kapos, Executive Director of HSSTAC, pointed towards the benefits of looking 
at the differences in British and American personal security in such areas as general security, 
travel security, and street security, with particular emphasis on the British lessons learned over 
the past several decades. Mr. Polmar suggested starting with an analysis of the differences 
between the M a d i c a l  Islamic threats. The committee highlighted the presence of a large 
population sympathetic to the IRA embedded within virtually every walk of life in British 
culture. For the Radical Islamic threat, the committee noted that British Muslims lack sympathy 
for Radical Islamic terrorists, and that Muslims in the United Kingdom live amongst the general 
population, in contrast to the concentrated Muslim communities in Israel and the large Muslim 
population in the surrounding settlements. 



The committee expanded the Israelmnited Kingdom comparison to include the United 
States. Members noted the United States' general absence of large Muslim communities, and the 
greater integration of Muslims into the general population than in Israel or the United Kingdom. 
Sheriff Theoharris Kamatchus, Sheriff of Marshalltown, Iowa, and Immediate Past President of 
the National Sheriffs Association, noted the differing numbers of factions acting as terrorist 
sources in the three countries: one in Israel, two in the United Kingdom, and larger numbers in 
the United States. However, he noted several emerging trends including the radical nature of all 
factions and the importance of intelligence and other factors affecting operations "left-of-the- 
boom." Sheriff Kamatchus also noted the far broader governmental organization present in the 
United States as compared to those employed in Israel and the United Kingdom. 

Mr. Polmar highlighted the British and Israeli efforts at long-term planning, multiple 
organizations, and funding. He also noted the large amount of coordination, communications, 
reconnaissance, and intelligence conducted by the IRA during their IED campaign. Major 
General Tom Garrett, Army National Guard (Ret.), Special Assistant to the Director of the New 
Jersey Office of Homeland Security and Preparedness, reemphasized the importance of the 
"human factors" including engaging the public in any C-IED efforts. MGEN Garrett also 
recounted the Fire Department of New York's (FDNY) ability to freely access public areas of all 
buildings in order to assess fire and hazardous material (HAZMAT) dangers, while lacking an 
overt relation to a specific intelligence-gathering operation. He stated the necessity of turning 
the public sentiment towards active cooperation in a C-ZED campaign vice their current, 
generally apathetic posture. Dr. Steven Bellovin, Professor of Computer Science at Columbia 
University, expressed concerns over the potentially high false alarm rates and civil rights 
controversies involved with a large-scale effort to stimulate the public into cooperation. Mr. 
Ernest Mitchell, Past President of the International Association of Fire Chiefs, followed up by 
advising that DHS S&T use science and technology to engage the public and address the human 
factors of the IED process. 

Sheriff Kamatchus observed that tests on systems for first responders that look past 
physical appearances have shown great promise. He also expressed concern that public 
engagement will potentially alert terrorists to weaknesses in American domestic C-IED 
capabilities. Mr. Kapos highlighted the inseparable nature of the processes of gathering and 
analyzing intelligence. Mr. Polmar followed up by emphasizing a need for awareness towards 
the danger of the "big brother" mentality among the general public. 

Dr. A. Michael Andrews, Vice President and Chief Technology Officer (CTO) of L-3 
Communications, highlighted issues of classification for sensitive information, including the 
problems presented by the Freedom of Information Act when compared to the British Official 
Secrets Act. He also indicated the shock of London officials towards Rick ~tkinson's  articles on 
C-IED efforts in Iraq appearing in the New York Times. Mr. Polmar indicated that the leak of 
classified information forms the primary issue, rather than American style of journalism. He 
continued to highlight the need for more cultural awareness for the protection of classified 
material. Sheriff Kamatchus highlighted the disturbing trend within the Washington, D.C., area 
of martyring those individuals that leak classified information. Members of the committee noted 
the trends of decreasing cooperation from the British because of such leaks. Mr. Kapos asserted 
the value of learning more regarding the gathering and processing of public information. 



Dr. Adam Cox, Chief of Staff of S&T's Office of Strategy, Policy, and Budget briefed the 
HSSTAC on S&T's budget for C-IED efforts. He first noted the $20 million increase to start the 
C-IED effort within DHS S&T. He stated that DHS S&T needs a $100 million program 
consistently over four to five years in order to maximize effectiveness. He further estimated the 
full counter-explosives budget at $64 million. However, Dr. Cox qualified that figure as being 
heavily invested on the transportation sector, albeit with some cross-application potential. 

For annual budgets for the C-IED effort, Dr. Cox listed $8.5 million for FY 2008, a 
-request for a $20 million addition during FY 2008, and a placeholder for $50 million in FY 2009. 
For efforts aimed towards explosives detection, $1 5 million remains budgeted within S&T's 
Chemical/Biological Division. Dr. Cox used this particular number to highlight that many 
efforts relative to a C-IED campaign exist under the auspices of various divisions within DHS 
S&T. In reference to the $64 million budgeted for counter-explosives efforts, $15 million 
remain budgeted to the Manhattan I1 project and most other dollars remain focused on spiral 
improvements on screening capabilities. Dr. Cox posited that those spiral increments serve 
primarily towards moving detection and screening away from designated chokepoints, and aim 
to eventually transform entire transportation terminals into screening checkpoints, although this 
development currently lies approximately five years in the future. 

Mr. Roger Shields, Director of the Terrorist Explosive Device Analytical Center 
(TEDAC), provided a brief overview of the history, development, and challenges of the domestic 
IED threat, as well as an overview of the creation and functional missions of TEDAC. 

Mr. Shields began his briefing by reviewing the history of various IED incidents in the 
United States prior to September 1 lth, 2001, comprising primarily of disgruntled, "lone wolf' 
terrorists. These included several uses of car, briefcase, and pipe bombs; all considered IEDs by 
the Federal Bureau of Investigation (FBI). Some notable instances included the "Mad Bomber" 
of New York City during the 1940s and 1950s, Ted Kaczynski (a.k.a. "The Unabomber"), and 
Timothy McVeigh (Oklahoma City). 

Mr. Rich Kikla, Deputy Director for the Office of Transition, DHS S&T, began with an 
overview of the Capstone Integrated Process Team (IPT) process. He explained that only about 
one-third of the current projects are deployable, and that the majority of them focus on multi- 
year programs and improvements. In response to a question, Mr. Kikla explained that the 
primary customers of his division remain the first responders, but that they also provided support 
for DHS-wide security efforts. 

Mr. Ray Cole, from the National Operations Center, began his briefing by reviewing the 
mission and operational practices of the National Operations Center (NOC). He explained that 
the NOC functions as the single primary national level hub for domestic situational awareness, 
and as an around-the-clock multi-agency operations center for emergency response. To that end, 
Mr. Cole indicated that the NOC remains involved in each level of operational awareness from 



local through the federal government. However, he stressed that the NOC remains a "function", 
as opposed to a command, and that it remains outside formal chain of command. 

Mr. John Kress and Mr. Richard Zink, from US Northern Command (USNORTHCOM), 
began their briefing by providing a brief overview of USNORTHCOM7s creation, and its 
evolving role in the C-IED effort. They explained that USNORTHCOM constitutes a relatively 
young command, created in 2002 following the terrorist attacks of September 11 th, 2001. Mr. 
Kress and Mr. Zink indicated that its mission consists of ensuring the defense and security of the 
homeland, and providing military capability support to civil authorities. 

Dr. Martha Lavender, from the Center for Domestic Preparedness (CDP), began her 
briefing with a short history of the CDP, starting with its previous existence as a US Army field 
artillery training site and as the US Army Chemical Center and School. In 1995, Camp 
McClellan, site of the CDP, appeared in the Base Realignment and Closure Act, officially 
closing in 1999. The Department of the A m y  transferred the facilities and land to the 
Department of Justice in 2001. Dr. Lavender highlighted the CDP's official establishment in 
1998 and its latest milestone of surpassing 400,000 resident students since its establishment. The 
CDP maintained the Army's Chemical Center and School, renaming it the Chemical, Ordnance, 
Biological, Radiological, and Atomic Training Facility (COBRA) in order to train first 
responders on the effects, dangers, and response protocols for unconventional munitions. In 
2001, the CDP trained local and state responders in support of the 2002 Winter Olympics in Salt 
Lake City using its first mobile training team. The Department of Justice transferred the facility 
to DHS in 2003. In each of the 2003 and 2004 years, the CDP saw a doubling of its training 
output in terms of numbers of students. In 2006, the CDP acquired more than 150,000 square 
feet of additional space for training, and an additional 240 rooms for student lodging. That same 
year, DHS transferred the CDP to the FEMA and integrated the Noble Training Facility (medical 
facility) with the CDP. 

Dr. Frank Gordon and Dr. Wadad Dubbelday, from Space and Naval Warfare Systems 
Command, San Diego (SPAWAR, SSC-SD) briefed the HSSTAC members on the efforts of 
SSC-SD related to IEDs and C-IED capabilities. Dr. Gordon described SSC-SD as a Command, 
Control, Communications, Computers, Intelligence, Surveillance, and Reconnaissance (C4ISR) 
acquisitions center. SSC-SD projects have direct applications to anti-terrorism/force protection 
(AT/FP) and C-IED efforts. SSC-SD currently fields efforts to develop robotic technologies for 
IED mitigation. He indicated that SSC-SD's advances towards non-linear dynamics and projects 
involving chaos theory are proving promising and may provide technological breakthroughs in 
the future. 

Dave Masters, Deputy Director of Research for DHS S&T, visited the HSSTAC members 
for an informal question and answer session regarding current S&T programs relative to a 
domestic C-IED campaign. 

Mr. Kenneth Rapuano, Private Consultant, and HSSTAC Member, presented a brief on 
his observations of the Joint IED Defeat Organization (JIEDDO) conference. Operational gaps 
noted for JIEDDO include persistent ISR capability, behavioral analysis tools, detection for 
deeply-buried IEDs, command wire detection, and stand-off threat detection with a low risk of 



collateral damage and false alarm rates. Mr. Rapuano illustrated the major budgets spent on 
ground detection capability in FY 2007 and 2008. For FY 2007, JIEDDO had a budget of $30.2 
million for ground detection, out of a total budget of $71.5 million. In FY 2008, JIEDDO will 
have a budget of $21.5 million for ground detection, out of a total budget of $1 83 million. Of 
these funds, Mr. Rapuano indicated the majority of dollars are spent on capabilities with limited 
domestic application. However, Mr. Rapuano indicated that those funds spent on capability gaps 
with domestic application stand far above the funds provided to DHS S&T. 

Following the briefings, the Committee engaged in the following discussions: 
Concern of various agencies with C-IED operations exhibit a lack of an 
overarching C-IED strategy 
Interest? mission, and authority of DHS within the C-IED effort 
Proper emphasis for S&T's C-IED efforts 
Importance of determining a long-term C-IED strategy, and socializing it 
among Congress and the US population 

The next meeting of the HSSTAC will be on March 20-21,2008 in Arlington, VA. 

m a p o s  
Designated Federal Officer 


