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| APPRNDIX §
CRG/NIZATION OF U,S, -BRTTISH COMINICATION
TNTRLLICENCE '_ COLLABCRATION IN WAR,

INTRGDUOTION

URITY CLASSIFICATION APPEALS
AS AMENDED, SECTION 5.3(b)(3)

1. The U,S,«British Communication Intelligence Agreement of 1946,

the Appendioes thereto, and the operating errangements besed thereon

“will comtime to be the main basis of relations between the two parties

:ana.r.'

2, In interpretation of this Agreement and as an additional

1SCAP NO. 2204 ~00 S~

INTERGENCY SEC
PANEL, E.O. 12958,

Apperdix thereto, the general principles amd ocmaiheratiomf steted
below provide for particular spheres of wartime collaboration between
the two parties, - . _
3. The implementation of these principles will be coriditianed by
theatres of operation involved, by ,intemati;:nal agreements in specifio
" cases and by enemy commnications and aryptographic practices, These
factors will affect such important particulsrs as geogrephical locabions,
the responsibilitiés of the COMINT wnits involved, and the degree and
soope of exchange and, COMENT distribution,
b The aim of the two parties is to ensure that the areatest
posaible contribution consistent with security is made by their
combined COMINT effprb to the pzjosecuticn of a waw, . R
5. Normally, collaboration will be effected through co-ordination -
of the appropriate OGMINT orgenizations; However, where necessary.:- L
and feasible, COMINT organizations may be integrated on a U,S,-British
basis, . _ ‘ ‘ '
6, Arrangements in national territories or in theatres in which i

the forces of only one of the nations are engaged are not subject to

~TOP SECRET-
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the special principlea sta{ce& in this Append:..x.

: IN WiRTIHE, et

Te " Both parties will remain free to req\ﬂ.re_ ti;ir national CQAINT

Centres both at home and ‘overseas to undertake any task relevant to tha:l.r
national worldwide interests, and to set up such additional centres as
may be- necessary, Suba‘ect to th:hs overriding principle, there will be a
broad division of tasks between the mtional Centres which will undextake
the greatest possible mmber of fixed comitments , in accordance with
thg principles set forth in the Introduction to these Appenaioea. L,
8. . . In view of the geograpm.cal Jacation of GOHQ: with reapect to
the Etn’opean theatre and in consideration of the U.S, Poroes involved,
the T,S,, in the event of a gencral war In Europe or the Middle East
- between the Western Fowers and the Russian Bloo, will imediately undertake
to eugment that part of GGHQ Pproducing COMINT relevant to the war in these
. a:ceas by the provision of a substa.nt:l.al n'umber of COMINT processing
peraoxmel as required, and of. such equipment as may then be detemined
to be both feasible and profitable The U.S will participate with an
equal voice in the determination of priorities and allocetion of repources
with respect to the combined GOMINT effort at GUHQ. The intercept . -
‘resources of the U, S, end UK, which ave essex'ﬁ;iai for coverage of
EUROPE a.nd corrb:lgwus aress will become available to the combined
COMINT effort at (K}HQ e;ncept for those required and reserved for
direct support of the field Porces of’ either nation or reserved for
other purposes by ‘either party, That part reserved for the latier
e purpose will be co-ordinatod with those supporting the combined effart
; at GOHQ, Traffic from all sources will be made aveilabls to both NSA
and GCHQ to the extent required and possi‘ble. The complete end=product
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of the combined effort at GCHQ will bo mado immedictely available to

the intelligenoc organizations of both netions,

9. - In the event of GOHQ being disabled for any reason during

tﬁe war, the eon'b:med effort will be transferred to. such other centre

o may be mitually agreed, '

10, - In aﬂditicn to undartaking tasks on a worldwide basis, NSA
will in particula.r be the principal centro for US and UK exploitation of

'all grodes of CGINT relevant to tt [N w ser=omel mey

E.0. 12958, as amended be takagrated in 34 to essist in this work, The US will take account of
Section 3.3(b)1, (b)(3), and (b)(6) | K view*a} in the determination of prioritics and allocation of mfam.zz'oes
with respect to the.-affort rulevant to & p;eneral war in
that erca. It is ‘recognised that NS.'s greater :anulnerability to
] snm:w action will make it necessary for 11: to duplicate muah of the ‘work'
u.ndertaxen et GCHQ, . . .
PRINCIPIES QI co&;m;‘ I ION ﬁm«; COMTNT CENTRRS OF THE U,3,, UK,
11, Other Bnt:.sh Cormomrealth. cotmtries may be included :Ln the
" collsboration of U,8, and U.K, Notlonal COWIFT Centres ss agreed by the
Nntioml GOMJNT 'uxthorit:.es of 1l parties comerned. With:l.n the liuits
| 80 agreed exchanges of ond-product trafric, and techn:l.cs,l material

with other Gcnnmomoa.lth centres wJ.J_'L be as oanp]»te as required a.nd

: mr,uaJJs agroed, In nddition, working pa.rties of one nation may be : '.
assigned o mational OOMINT oemtres of ancther n.tion as mtually .
ERINC OF cbm:mmnon ZMONG [HE U,S,, D THE U.X, AND OTHER .

BRITISH cahomL 5 QVERSE.S NTION..T, COMINT CENTRES

(Nate- "Ovchuas No.t:.onal COMINT Centre" as used in this section is

.

-TeP‘S“EﬂET—
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intended to meon any centre of one nation not provided solely for the
direct support of a singls scrvice, regardless oi the authority or agenoy
responsible for local managesent of such a contre, )
12, It may be necessary to estoblish overacas nationel COLINT '
centres to ensure tiiely processing of certain high level COMINT
intercepted there, This includes estublishrent by oither perty of
-additional centres fo support the prosecution of the war in the
Buropean and Middle Evst arces, Vhere moess;ry or élesiiqblé, working
partics of one notion way be assipned os mtually agreed to overseas

centres of another, Exchrnge of enc.—pmduct, traffic, and teahnical

material will bc as complete as required.

BRITISH COMMONWE'ITH SERVICE C(MIIIT U'NITS y!@ FOR DIRECT S_UPPOI_H' )
OF CCMB..T FORCES ‘DIC]'.UDING SERVICE OR THE/TRE CENTRES) *

13, The dogroe of integration of COMINT activities within any
theatre involving both U8, and British Comonvealth forces® will depend

on ¥he degroe of integration of cperetions ani ocmend in that thostre;
Upon this besis local co-ordination and co-cperation will be effected in
acoordance with tho policies of the natdonnl CQMINT authorities concerned,
14 ‘ Normally; lateral exchange and other direct lateral oo—opér;tion
among U.S., U, K a.nd other Oomomealth Serv:l.ce C(MIHT units pmvided

-

: . for direct support of Caombat Foroes will be carriod on at the highﬂst
: 5:5-: “levels that will meet essential operat:l.n.g requ:u'emnts. . o
' :E"' 15, National Centres will provide appropriste technical s@porb
’ for,' and obtain nocessary material from, Scrvice W!::Lt; of other

::'- nations as required and as mutuvally agreed. R ‘ )
RS e Subjoct to the agreement of the sppropriste aubhorities:

the perties concerncd may operate in eny theatre of war interception

and exploitation units working for their national OOMINT Centres,

-TOP-SECRET~
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 DISSEMDVTION OF END-PRODUCT

17. In any comend involving U,S, and UK. forces, lecvels of
disscmination for both forces will be identicel as agreed by the U.S.’
and U,K. natiopal GGIDW.' authorities, Such disseminstion of ond-product
will normally be via national chennols; any other means of dissemination
will be mutually agreed upon by who netional authorities, For purposes
of such dissemination, a comion secure crypto-channel is essential.

18, Inmplementation of the provisions of this Appendix will req,i_x:l.re
extensive cormunications, plans for which should be drewn up &t the
earlicst feasible time,

PLNS FOR OCMTNT W:R MOBTLISFION

19, Following upon the determination of the ‘comna.nd structure

for any theatre involving both U,S, end UK, forces, the parties
conqerhed will proceed forbhwi{:h to draw up plans for the CCMINT
structure for the theatre in question, ' . ]

20. Although arrangewsnts in national territories or in thesatres

in which the forces of only one of the nations are engaged are not
subject to the special principles stated in this fAppendix, each party
will inform the others of plens nade and organizations set wp in

these areces, » o ‘

21, The partles concerned will from time to tiné review the . v
plans mede for COMINT war mobllisation; insofar es the U,S, and UK,
‘ave concermed, this has special referense to the scale of the
anticipated U.S, COMINT effort in the U,K, and vice versa,

TOP SECRET
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APPENDIX Q
ARNEXURE Q1

OOILBORATION BETWEEN U,S, ,ND UK, NATIONAL COMINT CENFERS
mmonucnm '
1. This itmexure sets forth agreed. arrsngements for the
" dmplementation of the primip]es of collsboration contained. in paragraphs
7 - 10 of Appendix Q to the BRUSA Agreement, Although these principles
' epply in particular to a wertime situstion, et least two stages are
involved in the effective implementation of the provisions of this |
Append:l.x. These are: v
a, Peacetime Angmentetion P:mgram - to be
effective wp to the day of full mobilization,
b, Wartime odﬂbined effort at full scals,
. 2, During peaoetime cmbined NSA-GCHQ eﬁ‘orts will ‘be.
-‘establishea»on ‘specifio problems, as agreed between USCIB and ISIB,
 Arrangements for combined efforts will be made for those problems
. which under existing conditions can be nost effectively processed
st one center, These arrangem:nts w:l.ll be kept mﬁ.er oorrb-inid.ng
: mview snd sre subjeot to chahge by ither party, Any sdditionsl .-
increases in the peacetime augmentation program will be as agreod
Aupon between USCIB and 1STB, '
xwmgoomam EFFORT AT GCER <
3. That part of GCHR producing COMINT. relevant to a w:ar in

‘Burope and contiguous aress will be au.gmented with U,B, GGM'.INT resources

-TOP-SECRET-
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and will form a combined oxrabion to be named the Combined Center,

Eurove (GCE). . o ..._ S
* ORGNIZATION _
4. Tho orgenization of the CCE i1l be as follows:

E.O. 12958, as amended : . ;
Section 3.3(b)1, ()(3), and (B)(6) - b, Director, GOHQ, will b6 essistod by two Doputy

Direotora, one appointed by the .D:ireotor, N84,
end-the other By the U,K, The U,S, Deputy will be -
. primarily ooncerned with the Groups assig.ned' o
%o the COE, the U.K. Deput.y privarily with those .
GOHR elenents which will reuain cutside the OGE,

o. Directér, GCHR, vaji‘].l"be furthor ossisted by & '
mmbe.r o'f ;;asistant Directors, of whaa ono,
sppointed by the Director, NSA, will have major
responsibilities ::fbr Production within tha cxm. A

. Below Directorato lovol, the OCE will be organized
" into a series of groups, each responsible for a '
" speoific sphore of operations, . .'

B o

CONTRIBUTION OF RESOURCES T0 THE CCE

5. =

-----

*4.e. Imvestigation of trsmsmissions with wimown technio

choracteristics,

o o .pa*ﬂ < EC RET
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to the CCE, details of which ere given in Exhibit 1 to
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Brall porbions of Gcmq nay 'be retained outside the

OGE for such purposes s speaiul_exploit.-tmn or
disseuin;\tion tasks renuired by U, Kv Melligehoe
consuiors, particularly with reference to—s-tz‘;.;ects
outside Europc and cont:x.guous areas,

The U,S, will contribute substential COHINT fesources

this Annexure,

main tesks of the CCE vrill_ba:

‘Technical CRINT supwort of U,3,, UK., and other

British Comionwoalth £i¢1d resources in Eurcpe and
oontig\wua croes,

Techrical CAIINT support of the Y u.nits of Third

~ Party Na.tions partiomating in the Y structtu'e of
n.llied Ccm'.mds in Burope and contiguous arcas, in
acoorda.noa wita tho provisions of Jppendix P,
Operational comtrol of U.8., U.K. , and other British Tk

Commorwcalth field resot:rqea cssential to the ' -,
coverage of Europe and contiuuous arens, exoopt e
those required e reserved for close support . s
‘of the field forces of the contributing mation - ot

or otherwise reserved by the contributing nation,
Processing and exploitation of COMINT material -
relevant to Burope and contiguous areass.:
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- o, Resecrch in support of such processing and
exploitation,
£, Production of CAINT inforaction and tho
d:l.stri‘bution} of such ifforintion d:l.reotly to
ngpropriste national or ocibindd COMINE
contrs, ' |

E.O. 12958, as amended
Section 3.3(b)1, (b)(3), and (b)(6)
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E.O. 12958, as amended
Section 3.3(b)1, (b)(3), and (b)(©6) -

' DISSEHIN.TION . FRNGEMENTS
8. D PDI'GQ,I"‘)]’I 8 of _Ap')ondix n »rovices that ‘the . '
oonpleta end product'. of the CCE will be nade ixmcdintely available ‘bo the
irrl'.elligence orgam.zations of both nntions, To this end, the U3
intelligence linison officers at the OCE will ‘mceiAVé the end-product
of ti’.\e CCE. ‘ .
' " b, The OO will endeavour to produoe ond products in
the forn of forns acceptable to the US and the UK for dissemination to
all suthorized intelligence rooipionts and this will be the forn in
."which the infornation will nomally Ve disseminated, o -
. c. The U3 intelligence haison off‘ioers will be
o msgor.sibla for disscuination to US Cameands and ori:her Us rec:.pients
"+ dtwond an for the dissenination of seloctod items to their parent 1S
inteziigeme orgonizetions; GOHQ will contimis to be resi:onsible forr
ddssenination to W Oomanc.s and UK Intelligenoe Organizationa.
d. The US scrvice :.ntelligenne liaison off‘i.oers and
' .' GOEQ will collsborabe in ¢dsseminstion to-4llied Caurionis, and conbined
'cz'yptogra.prﬁ.c channels will normally be used. In cxceptional cases where

| thers 1a &isagreenent botweon GOH) and US service intelligence lason = .
_ " officers on addressecs or on the substance of tne inforsmation to b = ..l

* - disseminated to Allded Gonmands either ney disswitmte provided that \
} 4% 15 made clear that, the other 1s mot coumitted and that the - R
relationship t0 any other di.saean:i.n«‘ted version is stated. Bvery effort :*;~:.

; will bc madc to avoid or to resolvc suciha c:.sa,gree..:ents 00p:l.es of
: OGE end products disseminated by electrioal moans to Allied’

vrlll be irmcdictely dissem.nated to tho appropriate intelligend

LG
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organlzations of both n:;xti,ons R _68. roquired, _
o. The US intolligencc laison officers will have
accoss to those points in the OGE activitics whore tho OCE end product
bocones avnilsble for Zisseminetion, . - i S
f. The U,S. Intellisunoce Orgenizations do not intenl to
estoblish intelligenos procuction groups st the CCE, Mo exaot ustiuate
of thu mrber of intelligonce liaison personncl nocessary oan bo mde
ot this tiro; however, it 1s expocted that they will bo in such rumbors
a8 %o oporste a wibch in ocnnsction wAth ench polnt of dlsseminrtion,

E.O. 12958, as amended
Section 3.3(b)1, (b)(3), and (b)(6)

L. -
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E.O. 12958, as amended
Section 3.3(b)1, (b)(3), and (b)(6)

mmm.non or PERS@UEL mmm EETWEEN CERTRES

10, Pirsomnel exchriged botwoen N8 nd GCHR will be
integrated orpanizetionally within ecch oenter, will reialn nesigned
‘to their home agency, and will be otherwise responsiblé to a resident
head fran this hooo ngenoy. In the oase of a proble which is'to bo
workedas apr:lmryoomitment ot one oenber'bya.omb.‘modllh-cuﬁq
group, tho excnfnged persomnsl will be Megratec. in both technical
and operationnl managen.ent positions within the group. In the ocase
of = problen worked. Jointly at ‘both centers, mhmged pauonnel will
‘be integr-tuc teclmio._l]y into the groups at. each center, Ain equal
vod.ce in techmilcal unﬁ operotim 1 nans pesent w:L'L'L be excroised on]y
'mtheso pro‘blemsbe:lngwor]mc.aa @ xuﬂmazycammnk atoneoentar
by & combined group, _ _
ESTIM TR OF PHESANEL XD B UIRED POR V.RIIHE . TION T

......

PROGRIMME ' . = : 0

11, E.xhi'bit 1 to this innuxure contains tho ostinato of
poraomwl and eqp.tp.nant roquired for the wartime .augnentation
program, Its detalls will be reviewed from time fo tidaue by both ' ;
partics and reviscd es nocesaaxry, . ‘ '

7

_TOPSECRET
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ST..NDBY . RR NGEMENTS FOR CONTING. IO Oy CO.BINED OPER TIONs IN T7E

EVENT OF DISRUPPION THROUGH MMEY OTION
' 12,

E.O. 12958, as amended
Section 3.3(b)1, (b)(3), and (b)(6)
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CPERATION.L AND IOGISTIC.AL m.'ummms FOR m W.RITME SUGMENT. TION
1., It is estimated that a total operational strength of 9000 will be
needed for the CCE in war to deal with the_ problens
assigned to 1it, The lK :l.uhend.s to oontri‘bu‘be about 6000 of this total,
In view of the h:porhame of the OUE to the US intelligence effort 11;
is felt that the s should endeavour to supyly the add.itioml 3000 persons
who would be required,
2, Ex:lating UK mobiligation marmpover pla.ns allow for an inorease of

~ 5500 to GCHY}'s peacetime establishment of 1000 in the ﬁ.rst hrelve monbhs

of war, OF th:l.s 5500, 3200 will 'be pmvidea. during the first thrae
months of war, T

3. 'l'he bulk of the increase is intended. for the reinforcement of the OCR

and supoorting gréups, which may be expected to give these’ g;'oups a total
strength of about 4000 ty M /# 3 womths, and of the Pinsl 6000 by M £ 12

‘months,

k. & mmall proportion (at presemt estimated at 300) ’o'r,j;he QOER staff .-
mybesemovameasmhmmmmmtbpavniamtotmm. _ ,
5. During the period ¥ £ 12 momths, the U.8, target should be to = .
reinforos the OCE by 2000 perscns, It is reccmendsd that this increase
be phased VAa followss = . o ’ _

(a) By M £ 6, The provision of at least 500 ,ﬁorsops, of wham the
majority sbouli have kad training and experdcnoe in OGMINT production
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(b) By M £ 12, The ‘-)rovision of‘ ¢ durthsr 1500 persons, It is -
rcalised thot for graotiaal reasons tho majority or thz.sc will not have
had cxtensive training or experionce in COMINT activitics, Nevortheloss,
cvery effort should be made to Gn.%q:_‘; th-t as weny as possible have at
loast had basic COMINT treining ma ¥het & cadre of trained COMINT personcl
be included in this group to ensury the ¢Pfective . ixrbegrat:.on of the group
w:.th the e . . -

6, oIt is recognized that the U.5, contribution to thc CCE mey be

rednc«.ad in eccordesnce swith any allocatlon of personncl to other national
E.O. 12958, as amended ‘or cambined centers m_mrk.’mg on. COKTNE
Section 3.3(b)1, (b)(3), and (b)(6) o

broblems pertuimnz to Kurope and corrtiguoua areas. .

e Equipmunt req_\urehxnts for the Centro should 'be. considered in
dota.il as far es possiblc in advineco of' war by N.$,.. and G,C,HG, In
this connoetion it s intendod that Gi0.E.. should meke the maximm )
poaesible contribution in thc. c.\.veloxn:.nt end use o¥ mal;y'bmal maohi.nery
for roscarch and exploitetion., The U, 3, gontz'ibution of standard IEM
equipment should be co_zmnnsxi:_'ate.vith the U,S, contributica of -
personnel to the CCE, ba.sod..‘ﬁ.pon cxisting proportions of such equipment
to processing sersomnel within NS.. » . . )
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PEENDIX Q
ANEXURE Q2

PRINCIFIES OF WARTIME COLLBORGTION AMONG COMINT CENTERS OF THE
U:S,, UK, , AND OTHER FRTTISH COMMONWELTH COUNTRIES, '

1. In the event of hostilitics involving the U,S., U.K.. , Caneda,
fustralia, and New Zealand, hereinsfter referred to as collaborating
‘nations the COMINT collaboration among these nstions m..'L'L be such as to
ensurc the grcatest possible contribution to.the prosecution of the war
consistent with security,

‘2,  Normally, collaboration will be effected through direct cow .
ordination between the appropricte CQINT oz‘gaﬁizations. Yhere neocessary
and feasibls, howovér, COMINT organizations may be integrated as mitually
agreed, | . A

3 Field COMINT resources of ome or more of the collaborsting
nat;l.ons operating in a theatre supported by a nationél or combined center
will be provided by that center with such téchnicsl assistance as may be
rec_;uire& and mrtually agrecd. In ordei to 'fac:iiitate s;.zoh arrangements
the nationﬁi authoritics may assign liaisén and working groups to these
centers as nsocssary, . '

k4 - Arrangements’ in the.aters in which the forc,ei_s of oni& ons of.' o3
the nations are engaged sre not subjeot to the special prinoiples
stated in this anncxure, o .

5.  The COMINT authoritics of the coll:boreting nations will
remsin frov to requive their National COMINT Oenters both at home and R
overscas to undertake any task relevant to.thc_:ir national worldw:.ae

in‘lierests, and to sct up.such additional Centers as may bo necossary.

-fOP SECRET
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Subjcct to this over-riding princinls, thers will bo 2 broad
division of taaks betwucn the National CQLIFT euntors in order to
insur¢ the meximun timcly intorocption and production ol CRIINT
infarmation, ' ‘

6. In accordancc with the above the following errangements are
prrojodted; ' o ‘ .
8, In view of thu goographic proximity of.the Canadian --
and thé U.S, National COMINT Genters, ani:-of the
close relationships waich will exist between the
military forces of the two netions in time of war,
an intogreted eﬁ’ort on specific problers may be
required, Such colleboration may involve an exchenge
of technical pursonnel between the two Conters and the
provision by NS\ of technical support to the mtegmtgé
effort to the extent desirable and fecsible,
b. In the Paoific Area collaborntion is quﬁrea to
minirdze the need of duplicate Muce;ntion and
processing faoilitics, The U,d, rether than establishing
& Notional COMINT Conter in the Southwest Pacific, will
coordinate its COMINT operations i: this thester with thav .
center in sustrolia as requi.rod:.
o, Thu U,S, National GCMEY Conter(s) concerncd .‘jrj.th the

E::" ‘ Paoiric arer. will have direct commwnicsiion with the

COMIN suthoritics of the collabarating motdoms in
order to effeot rapid exchange of CCGMINT material s

required and e3 mutually agreed,

A d, The U,5, onvisages the assigment of a U.S, working party

to the center in Australins imiediately uwoa the outbreak
of hoastilitics involving voth pertivs, This worldng

party will take part in the operations of the Center

OP-SECRET- (AbL:
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in .';uétralia and w;i.ll sﬁrvc_ as th;.; cadre for any
furthor eugmentation of the center in lustralia
‘ ~which nay becomc.: Gusirablo as tho war progresses,
e, The UK, will increess its contribution of <
. poersommel to the center in ‘ustralia.on the outbreak
of hostilitics,

ESTBLISHMENT OF OVERSE.S N.TIONAL COMINT CENTERS

7, Current plans consiﬁer thc possible esteblishment of COMINT
Cemters as set forth in Exhibit 1 to this imomure, Tt dstedls will bo
reviewcd.frcxn‘i':iﬁe to tiae by the partics ooncernca and revised as -
necessary, | _ .
EST.BLISHMENT OF OVERS:.S COMBINED CENTERS

- 8, TWith referencq to U,8, .and UK, plans to estéblish National
COMINT Centers m_(sse Exhibit 1, pez‘és. 1 eni 6)

as amended _ : . - '
E.O. 12958’ circunstonces mey require the -ostnbf_l.js;nmpjb of  combined UK~-US center

Section 3.3(b)1, (b)(3), and (b)(6)
' in this exee,
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