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SUBJECT: Final Audit Report — The Internal Revenue Service Needs to
Complete Disaster Recovery and Business Resumption Plans

This report presents the results of our review of the Internal Revenue Service’s (IRS)
Disaster Recovery and Business Resumption planning efforts. In summary, we found
the IRS needs to complete disaster recovery and business resumption plans for all
major facilities and take steps to ensure resources are available to implement plans in
the event of a disaster or failure.

Overall, our recommendations will reduce the risk of prolonged interruptions in tax
administration and the risk of permanently lost data. The recommendations will help
ensure the IRS can recover as quickly as possible from a disaster once contingency
plans are completed for the sites that did not have them at the time of our review. The
recommendations will also help ensure that important data files that were not stored
off-site will be available to restore service in case of disaster.

IRS management agreed to the findings in this report, but did not agree with 2 of our
12 recommendations. The two recommendations suggested that the IRS purchase or
establish agreements to lease back-up generators during times of need and to make
alternative arrangements for space in the event of a disaster. The IRS believes that
alternative approaches would be more effective and cost less. However, at the time of
our review, most locations did not have adequate disaster recovery and business
resumption plans to address these risks. Management's comments have been
incorporated into the report where appropriate, and the full text of their comments is
included as an appendix.



Please contact me at (202) 622-6510 if you have questions, or your staff may contact
Scott E. Wilson, Associate Inspector General for Audit (Information Systems Programs),
at (202) 622-8510.
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Executive Summary

It is critical that the Internal Revenue Service (IRS) have the ability to resume operations
in case of disaster. The IRS processes over 200 million tax returns and collects

$1.7 trillion in taxes annually. The IRS also assists about 120 million taxpayers and
issues 90 million individual refunds. Long delays in restoring IRS operations after a
disaster would have a serious impact on taxpayer service and cause delays in collecting
taxes.

The objective of this review was to determine whether the IRS’ disaster recovery and
business resumption plans are sufficient to ensure the IRS is capable of resuming
operations in case of disaster or failure. This report does not address Year 2000
contingency planning, which was addressed in our report entitled, Review of the Internal
Revenue Service’s Year 2000 Contingency Planning Efforts (Reference Number 092705,
dated March 1999).

Results

Although the IRS is making progress in its disaster recovery and business resumption
planning efforts, these efforts are far from complete. The IRS does not have the plans or
resources needed to recover from disasters or failures at many major locations. It also
lacks adequate testing procedures to ensure that computer data back-up files and other
necessary resources will be available in the event of a disaster. Without adequate
contingency plans and back-up resources, the IRS is at risk of prolonged interruptions in
tax administration and permanently lost data.

Overall, many of the problems we found have been reported to the IRS previously. The
IRS has not yet developed adequate guidance and IRS managers have not taken the
actions necessary to ensure contingency plans are completed timely and that resources
needed to implement plans are available.

Disaster Recovery and Business Resumption Plans Are Not Complete

In the event of a disaster, recovery plans are needed to restore critical information
systems, and business resumption plans are needed to restore important IRS functions,
such as taxpayer service and tax return processing. However, 30 of 45 major IRS
facilities (computing centers, service centers, and district offices) have not completed
both disaster recovery and business resumption plans. The largest facilities without both
types of plans include one computing center and four service centers which process and
store a large volume of taxpayer data. Without both plans in place, these facilities are
vulnerable to extended downtime after a disaster or failure.
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Furthermore, the plans that had been completed did not always contain important
information or provide for resources needed to resume business. Computing center and
service center plans did not have listings of critical information systems or listings of
equipment and supply needs. Five of the 10 service centers do not have electrical
generators to support computer operations and other business functions in case of
electrical outage. Service centers also did not have agreements for use of alternate space
if needed. Disaster recovery and business resumption plans could not be fully
implemented without these important resources.

Computer Information Needed to Resume Business in the Event of a
Disaster Is Not Adequately Stored Off-site

Because of the large volume of electronic data used by the IRS, functions such as
processing of tax returns, payments, and refunds cannot be fully restored without back-up
computer data files. Back-up files need to be kept at an alternate location (off-site) to
avoid damage during a disaster. The two computing centers and two service centers we
reviewed did not store all necessary files off-site. These critical files included
masterfiles, mainframe computer files, and minicomputer files.

Procedures to Test and Update Plans Are Not Adequate

Although computing centers and service centers have taken some steps to test and update
plans that have been completed, additional guidance is needed to ensure all major
facilities adequately test and update disaster recovery and business resumption plans.
Adequate testing and updating would uncover the problems we identified, such as
missing computer back-up files and resources needed to implement disaster recovery and
business resumption plans.

Summary of Recommendations

The IRS should develop a master plan, including standards and a schedule for completion
of disaster recovery and business resumption plans. Completion of plans for each major
IRS location should be monitored. The IRS needs to obtain electrical generators for
major processing locations, such as service centers, and establish agreements to provide
alternate space for service centers when needed. It also needs to establish off-site
back-up procedures for all important computer data files and verify monthly that back-up
data files are completed and sent off-site.

To help ensure adequate plans and resources are put in place, the IRS should develop
guidance to direct the testing and updating of disaster recovery and business resumption
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plans. It should also incorporate disaster recovery and business resumption planning in
the performance rating process for managers in charge of operations at major facilities.

Management’s Response: Management agreed to most of our recommendations and will
have the Office of Security and Privacy Oversight oversee the corrective actions taken in
response to this report. Management disagreed with the recommendations covering
back-up generators and alternate space arrangements because of the costs associated with
the purchase or lease of generators and the maintenance of alternate space agreements.

Management disagreed with one portion of our benefits analysis relating to the general
benefit of developing adequate business resumption plans which would reduce the risk of
interruptions in processing and taxpayer service. Management believes it has an
adequate strategy in place to reroute returns, remittances, and calls to unaffected
operational customer service or return processing locations. They believe this strategy
would significantly reduce the negative impact associated with an extended outage at one
of the IRS facilities.

Office of Audit Comment: In regard to management’s comments on back-up generators
and alternate space arrangements, adequate contingency planning may allow alternate
courses of action which are more cost effective. However, as noted above, during our
review, many major IRS facilities did not have adequate disaster recovery and business
resumption plans to provide these alternate strategies to resume business.

Locations that did have plans in place relied significantly on moving to alternate space
without specifying what space alternatives were available or whether agreements were in
place. Business resumption plans should be more specific in both areas to help facilitate
effective and timely business resumption after a disaster or failure.

Management’s disagreement with the portion of our benefits analysis relating to the
reduced risk of interruptions in processing and taxpayer service assumes that a strategy is
in place that would reduce these risks. Such a strategy should be included in disaster
recovery and business resumption plans. Again, at the time of our review, most major
IRS processing sites did not have adequate disaster recovery and business resumption
plans to address these risks.
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Our review evaluated the IRS’
plans to recover and resume
business in case of disaster.

Objective and Scope

We initiated this review in conformance with the
Internal Revenue Service (IRS) Restructuring and
Reform Act, Pub. L. No. 105-206, 112 Stat. 685 (1998),
which requires the Treasury Inspector General for Tax
Administration to evaluate the adequacy and security of
the IRS’ information technology.

The overall objective of the review was to determine
whether the IRS’ disaster recovery and business
resumption plans are sufficient to ensure the IRS is
capable of resuming operations in case of disaster or
failure. This review did not address Year 2000
contingency planning, which was addressed in our
report entitled, Review of the Internal Revenue Service’s
Year 2000 Contingency Planning Efforts (Reference
Number 092705, dated March 1999).

To achieve our audit objective, we:

e Determined whether disaster recovery and business
resumption plans were developed for IRS operations
and whether the plans were sufficient to resume
operations promptly.

e Determined whether back-up data files necessary to
recover from a disaster are maintained off-site for
IRS mainframe and minicomputer systems.

e Determined if the IRS has implemented adequate
policies and procedures to ensure plans are tested
and maintained.

We reviewed disaster recovery and business resumption
plans at the Martinsburg and Tennessee Computing
Centers, the Memphis and Andover Service Centers, and
the New Jersey District. We also obtained information
from a survey of all 10 IRS service centers and

33 district offices. We conducted audit work from
October 1998 through May 1999. This audit was
performed in accordance with Government Auditing
Standards.
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The OMB requires federal
agencies to ensure
appropriate contingency plans
are developed to recover
information systems.

Responsibility for oversight of
IRS disaster recovery planning
rests with the SSE.

Details of our audit objective, scope, and methodology
are included as Appendix | to this report. Major
contributors to this report are listed in Appendix II.

Background

The Office of Management and Budget (OMB) Circular
A-130, Management of Federal Information Resources,
requires federal agencies to establish policies and assign
responsibilities to assure appropriate contingency plans
are developed and maintained by end users of
information technology applications.

The IRS must maintain its ability to administer the
nation’s tax laws and continue operations in the event of
disasters or failures at any of its facilities. Contingency
planning is the primary tool the IRS has to recover from
disasters and failures and to resume orderly operations.
The Internal Revenue Manual (IRM) requires
contingency plans be developed, implemented, tested,
and maintained for all critical information systems.

The IRS includes both of the following components in
its contingency planning process:

e Disaster recovery plans - needed to restore critical
information systems necessary to perform the
business operations.

e Business resumption plans - needed to resume
business activities after a disaster or failure within
specified guidelines generated by business priorities.

The IRS has taken action to develop disaster recovery
and business resumption plans. It created the Office of
Disaster Recovery, which was consolidated into the
Office of Security Standards and Evaluation (SSE) in
March 1998. In May 1995, the IRS developed a
business resumption strategy for service centers. The
Executive Office for Service Center Operations
(EOSCO) and the Northeast Regional Office recently
implemented a pilot program to assist in the completion
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While progress is being made,
the IRS still does not have all
the necessary plans in place to
recover from disasters or
failures.

of service center and district office business resumption
plans.

Results

The IRS is continuing to make progress in the
preparation of disaster recovery and business resumption
plans. The IRS has:

e Established responsibilities for disaster recovery and
business resumption plans within the IRM.

e Established a Disaster Recovery and Business
Resumption Group within the SSE.

e Trained employees on disaster recovery and business
resumption planning at the five sites we visited.

However, the IRS’ actions are not yet complete and
critical operations do not all have comprehensive plans
and the necessary resources needed to implement plans
in the event of a disaster. Many of the problems that we
found have been reported to the IRS in previous reports
on IRS systems security by the General Accounting
Office, the former IRS Inspection Service, and other IRS
internal reviews.

Disaster Recovery and Business Resumption
Plans Are Not Complete

Natural disasters, as well as attacks and threats against
federal government facilities, give rise to the need for
adequate contingency planning. In the event of a
disaster, recovery plans are needed to restore critical
information systems and business resumption plans are
needed to restore important operations, such as
processing of tax returns, payments, and refunds, and
providing taxpayer service. Both disaster recovery and
business resumption plans need to be completed and
coordinated to be able to fully recover after a disaster.
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Disaster recovery plans are Despite the importance of having both plans at each
needed to restore information major facility, many critical IRS facilities lack either one
systems and business or both types of plans. We reviewed plans at five sites
resumption plans are needed (including both computing centers, two service centers,

to restore business operations; and one district office) and surveyed all IRS service
however, 30 of the 45 sites we centers and district offices to determine the status of

surveyed had not completed contingency planning at each location.
both types of plans. )
The IRS had not completed both disaster recovery and

business resumption plans at 30 of 45 major sites

(67 percent) including 1 computing center and 4 service
centers. These IRS facilities process and store a large
volume of taxpayer data. Only 8 of 33 district offices
reported they had completed both types of plans.

Table I shows the number of major IRS sites with
disaster recovery and business resumption plans.

Table | — Number of IRS Sites with Disaster
Recovery and Business Resumption Plans

Facility Type  Number of  Sites With Only Sites With Only  Sites With Both

Facilities Disaster Recovery Business Types of Plans
Plans Resumption Plans

Computing 2 1 0 1
Centers
Service 10 0 4 6
Centers
District 33 0 1 8
Offices
Totals 45 1 5 15

Furthermore, the IRS needs to improve the disaster
recovery and business resumption plans that have been
developed. According to government and industry
guidelines, these plans should contain:

e All important systems and listings of mission critical
applications with required recovery times (needed to
establish priorities in bringing applications back
on line).

e Alternate space agreements (needed to move
operations to other office space).
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Plans that have been
completed do not have all
necessary information and do
not cover all important
information systems.

Certain plans were developed
when required within specific
time frames. However, the
IRS must further emphasize
timely and complete plan
development.

e Listings of specific equipment and supply needs
(needed to purchase or obtain equipment and
supplies for alternate space).

We reviewed plans at five sites and found that these
plans did not have all necessary information and did not
cover all the important information systems and
resources.

e One computing center did not include its mainframe
systems for service centers in its disaster recovery
plan.

e One computing center and two service centers did
not include minicomputer systems in their disaster
recovery plans.

e Two computing centers (for the consolidated service
center mainframe systems) and two service centers
did not list mission critical computer applications
and the order of priority to restore these applications.

e Five service centers did not have electrical
generators needed to continue operations in the event
of a power outage (one of these did have a dual
power source and may be able to continue operations
if the outage affected only one source).

e Two service centers and the district office did not
provide for alternate space needs in case of disaster.

e Two computing centers and one service center did
not list all equipment and supplies needed to resume
operations.

The IRS must make sure that plans are developed and
have all the important elements. Overall, IRS
management has not emphasized timely plan
development or assigned responsibilities to one office
nationally for plan completion. Requiring plans to be in
place within a specific time frame will help in setting
the priority of this important task. For example, all

10 service centers were given specific dates for
completing business resumption plans by the EOSCO
and all service centers completed plans. However, the
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Delays in recovering
operations due to inadequate
planning would have a
significant adverse effect on
the IRS’ ability to provide
taxpayer service and to collect
taxes.

The IRS needs to develop an
overall plan with scheduled
time frames for completion of
disaster recovery and business
resumption plans for all major
locations.

SSE has not given service centers specific dates for
completion of disaster recovery plans, and four service
centers have yet to complete these plans.

There is a considerable need for the IRS to complete
plans for all major locations. It is critical that it has the
ability to resume operations in case of disaster. The IRS
processes over 200 million tax returns and collects

$1.7 trillion in taxes annually. The IRS also assists
about 120 million taxpayers and issues 90 million
individual refunds. One service center’s Fiscal Year
1998 activity during an average week included:

e Processing of approximately 530,000 tax returns.
e Issuing 206,000 refunds.
e Collecting approximately $126 million in revenue.

These totals are significantly higher during the peak tax
return filing season from January through April. Long
delays in restoring IRS operations after a disaster would
have a serious impact on taxpayer service and cause
delays in collecting taxes.

Recommendations

1. The SSE, in coordination with other IRS offices,
should develop an overall IRS plan that includes
standards and a schedule for completion of disaster
recovery and business resumption plans. The SSE
should monitor completion of plans for each major
IRS location.

2. The Chief Operations Officer (COOQ) and the Chief
Information Officer (CIO) should include disaster
recovery and business resumption in the
performance rating process for senior management
and information officers at computing centers,
service centers, and districts.

3. The Assistant Commissioner (Support Services)
should purchase generators for service centers that
do not have adequate generator capacity or establish
agreements to lease generators during times of need.
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4. The Assistant Commissioner (Support Services)
should develop an IRS-wide memorandum of
understanding with the General Services
Administration (GSA) which specifies service center
alternate space needs in the event of a disaster.

Management’s Response: The Office of Security,
Evaluation and Oversight (formerly the SSE) will
coordinate with the responsible officials and will issue a
memorandum for the completion of an overall IRS plan,
which will include standards and a schedule for
completion of disaster recovery and business resumption
plans. The COO and the CIO will factor in the efforts of
responsible senior managers and information officers to
implement disaster recovery and business resumption
during the performance rating process.

Management does not agree with the recommendations
to purchase or lease generators for service centers that
do not have adequate generator capacity and to establish
an agreement with the GSA to specify service center
alternate space needs in the event of a disaster because
of the associated costs.

Office of Audit Comment: If management establishes
adequate alternate courses of action which avoid the
need for generators or alternate space, the risk of
significant interruptions in processing and taxpayer
service could be minimized. However, at the time of
our review, most locations did not have adequate
disaster recovery and business resumption plans, and the
locations that did have plans in place relied significantly
on moving to alternate space without specifying what
space alternatives were available or whether agreements
were in place. Disaster recovery and business
resumption plans should be more specific in both areas
to help facilitate effective and timely business
resumption after a disaster or failure.
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Two of the IRS’ seven
masterfiles were not sent
off-site for back-up in case of
disaster.

Computer Information Needed to Resume
Business in the Event of a Disaster Is Not
Adequately Stored Off-site

Back-up data files stored off-site are critical to disaster
recovery planning. If back-up data files are not taken
off-site, important tax information could be damaged if a
disaster occurred at a primary facility. The IRS was not
always storing important data files off-site.

The Martinsburg Computing Center (MCC) did not
keep off-site back-up files needed to recover two of
seven masterfiles

The IRS computer masterfiles contain taxpayer
information for the entire nation. The IRS maintains
and processes accounts on seven types of masterfiles,
which include individual and business tax as well as
information returns.

The MCC has off-site back-up procedures for the
masterfiles. However, two of the seven masterfiles, the
Debtor Masterfile and the Payer Masterfile, were not
being stored off-site. The Debtor Masterfile identifies
taxpayers with a debt to another government agency.
The Payer Masterfile contains information on all sources
and amounts of income and tax withholdings.

MCC personnel determined that the Debtor Masterfile
was not stored off-site when they were preparing for the
annual disaster recovery test. This happened because of
a redesign of the database that was not reflected in the
back-up procedures. In addition, computer
programmers do not notify computing center personnel
when changes are made to databases or programs that
affect files needed to be stored off-site. As a result,
computing center personnel responsible for sending files
off-site must try to identify these files by reviewing all
program changes.

The Payer Masterfile must be re-established each year.
However, the data files created when re-establishing the
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The IRS should verify monthly
that proper back-up files are
sent off-site to avoid losing a
significant amount of data.

All mainframe computer
systems that are in the service
centers are being consolidated
into two computing centers.

Payer Masterfile were not stored off-site. These files are
necessary to restore the Payer Masterfile until current
year processing begins in approximately May of each
year. MCC personnel were unaware files were not
being stored off-site because disaster recovery tests were
conducted after the Payer Masterfile was restored. Once
we found this problem, MCC personnel identified
back-up data files needed to recover the Payer
Masterfile for January through April and plan to send
those files off-site beginning in January 2000.

Since data files for the Debtor and Payer Masterfiles
were not stored off-site from January to May 1999, the
IRS was vulnerable to almost five months of lost Debtor
Masterfile data and the inability to process Payer
Masterfile data. The IRS needs to establish procedures
to verify all needed back-up files for critical systems are
being completed and stored off-site monthly to avoid
missing files in the event of a disaster.

Computing centers did not store back-up data files
for mainframe systems off-site

Service center mainframe systems are being
consolidated at the MCC and Tennessee Computing
Center (TCC). Computer systems for five service
centers will be consolidated at each computing center.
The two computing centers will eventually maintain and
process mainframe computer data previously processed
by the service centers. The mainframe systems that are
replacing service center mainframe operations are:

e The Service Center Replacement System (SCRS)-
provides real-time access to on-line databases and
perfects tax return information for input to IRS
masterfiles.

e The Integrated Collection System/Automated
Collection System/Printer Replacement to
Integrate New Tools (I/A/P) - supports the tax
collection and printed product processes.
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While mainframe
consolidation has many
benefits, it also increases the
risk that five service centers
could lose mainframe
computing capability if a
disaster or failure happened at
one computing center.

The IRS is not sending many
of the files off-site that would
be necessary to restore the
data to its consolidated
mainframe systems if a
disaster occurred.

e The Security and Communications System
(SACS) - controls all IRS employee on-line access
to taxpayer accounts.

Consolidation of the SACS is complete for all 10 service
centers. At the time of our review, the other mainframe
computer systems had been consolidated for three
service centers (Brookhaven, Kansas City, and
Memphis). As consolidation is completed (two service
centers in 1999 and five in 2000), computing centers’
disaster recovery and off-site back-up files become
increasingly important. In case of failure, the IRS could
lose mainframe computer systems for five service
centers at a time. To avoid this potential, the IRS plans
to have computing centers back up each other for
disaster recovery purposes, which should enable the

5 affected service centers to recover within 36 hours.

We reviewed off-site back-up files for IRS consolidated
mainframe systems at both computing centers. The
MCC was not sending any files for consolidated
mainframe systems off-site and the TCC was sending
only 38 of 118 needed database files (32 percent)
off-site. Table Il shows the number of computing center
mainframe database files stored off-site.

Table Il — Number of Service Center Consolidated
Mainframe Database Files Stored Off-site

Systems Number of Files  Number Off- Number Off-
That Need to be site at site at
Stored Off-site  Martinsburg  Tennessee
SCRS 67 0 28
I/A/IP 40 0 0
SACS 11 0 10
Total Database Files 118 0 38

One of the important files that was not sent off-site
contained SACS security profile data, which control all
IRS employees’ access to taxpayer information. At the
time of our review, the MCC and the TCC each had
security profile data for its five service centers. Since
consolidation for the SACS system is complete, the fact
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Computing centers were not
sending back-up data files for
consolidated mainframe
systems off-site because
disaster recovery procedures
were not specific enough at
each location.

Minicomputer systems are
also used for many important
processing functions at
computing centers and service
centers.

that neither computing center was storing security
profile data off-site created the risk of having half of all
IRS employees without access to taxpayer information
and unable to input information if a disaster occurred.
Once we brought this to the attention of management,
the Chief, Integrated Systems Software Branch initiated
procedures for each computing center to send its
security data profiles to the other computing center
daily. However, to be better prepared for a disaster,
computing centers should maintain the security profile
data for all 10 service centers on line.

Computing centers were not sending back-up data files
for consolidated mainframe systems and masterfile
off-site for the following reasons:

e Disaster recovery procedures were not specific
enough at each location to complete off-site data
back-ups as required, and systems were not taken off
line long enough to complete back-up files needed
for disaster recovery.

e Computing center personnel were not conducting
monthly reviews to verify all back-up files needed to
restore systems were being completed and stored
off-site to recover IRS masterfiles.

Implementing adequate back-up procedures is important
to ensure the IRS can continue operations at all service
centers in the event of a disaster or failure at one of the
computing centers.

Computing centers and service centers did not store
back-up minicomputer files off-site

Minicomputer systems also process data important to
service center operations. These systems are significant
to maintain IRS operations because many IRS functions
rely on them for processing. The following are
examples of important IRS minicomputer systems:

e The Integrated Submission and Remittance
Processing (ISRP) System — processes tax returns
and payments at service centers.
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e The Service Center Recognition/Image
Processing System (SCRIPS) — scans and captures
tax data from simple one-sided tax returns,
information returns, and remittance documents.

e The Interim Revenue Accounting Control System
(IRACS) - performs summary-level revenue
operations and revenue tracking functions.

Back-up data files for many of TCC, Memphis Service Center (MSC), and Andover

the IRS’ minicomputer Service Center (ANSC) personnel were sending back-up
applications were not being data files for only 11 of the 36 minicomputer
stored off-site. applications (31 percent) off-site. Table I1l shows the

number of minicomputer applications stored off-site.

Table Ill = Number of Minicomputer Applications
Stored Off-site (as of April 1999)

Location Number of Applications  Number of Applications
Needing Local Off-site With Local Off-site
Back-up Files Back-up Files

Tennessee 5 1
Computing Center

Memphis Service 16 6

Center

Andover Service 15 4

Center

Totals 36 11

Following a reorganization of the MSC and the TCC in
October 1998, responsibilities for off-site back-up files
were not established. The ANSC system administrator
had identified the files necessary for recovery, but the
scheduling employees had not made provisions for
storing all the required back-up files off-site. In all
cases, personnel were not verifying that back-up data
files were being sent off-site.

In addition, the IRS does not maintain a consolidated
listing of minicomputer applications with specific
requirements for off-site storage. The IRS does have
general guidance (not listed by specific application) in
the IRM for all “multi-user systems” and guidance for
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each individual system in contingency plans. However,
this information is not consolidated into one document
that could be used by tape librarians or system
administrators to easily verify all back-up files for
minicomputer systems are being stored off-site.

Without procedures for off-site storage, ISRP system,
SCRIPS, IRACS, and other minicomputer data could be
lost if a disaster occurred. After we identified this
problem, TCC personnel and ANSC personnel began
storing needed minicomputer back-up files off-site.

Recommendations

5. MCC management should ensure personnel update
the Payer Masterfile disaster recovery plan to
include files needed for recovery prior to the first
update. Personnel should ensure these files are sent
off-site beginning in the Year 2000.

6. The Assistant Commissioner (National Operations)
should update procedures to ensure that information
systems programmers notify computing centers of
program changes which affect off-site back-up files.
Programmers should identify new file names so that
the proper files are sent off-site when program
changes are made.

7. The Assistant Commissioner (National Operations)
should ensure computing centers maintain security
profile data for all 10 service centers on line.

8. Computing center management should establish
specific procedures to implement disaster recovery
off-site procedures, follow specific back-up
procedures for consolidated mainframe systems, and
take all disaster recovery back-up files off-site.
Off-site back-up files could be made from back-up
files kept on site without affecting the operation of
the systems.
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9. Monthly, computing center and service center
management should verify that all critical system
files are backed up and sent off-site.

10. The Assistant Commissioner (National Operations),
in coordination with the SSE, should develop a
consolidated listing of off-site storage requirements
for minicomputer applications.

Management’s Response: The MCC Director will
ensure that current back-up file names are added to the
MCC Payer Masterfile portion of the Disaster Recovery
Plan. A review of the files will be made during the
annual plan review to add additional files or correct
existing files. Files will be stored off site during the
January though May time frame.

New procedures have been developed and will be
included in the next revision of the Information Systems
Operations Support Handbook (IRM 2.2.8) to ensure
that information systems programmers notify computing
centers of program changes which affect off-site
back-up files.

The disaster recovery plan was revised to require that
the computing centers back up the security profile data
nightly and electronically transmit the data to each other.
The data are stored on tape cartridges in automated tape
libraries at each reciprocating computing center.

Computing centers implemented and tested procedures
for backing up consolidated mainframe data files.

The computing and service centers will conduct a
review of existing procedures to determine actions that
can be taken to improve the verification process and
determine the feasibility of monthly verifications.

Assurance that minicomputer system recovery
requirements are met in disaster recovery plans will be
reinforced as part of the corrective action for
Recommendation #1.
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Procedures to Test and Update Plans Are Not

Adequate
To ensure disaster recovery Disaster recovery and business resumption plans must
and business resumption plans  be tested and updated to ensure plans remain current and
can be implemented when complete. Otherwise, plans can quickly become
needed, plans must be obsolete, particularly in a changing business operations

continuously updated and

oeriodically tested and information systems environment.

Tests must be sufficient to identify:
e Weaknesses in each plan’s procedures.
e Missing resources needed to implement these plans.

Maintenance procedures must include provisions for:

e Incorporating necessary modifications discovered
during testing.

e Continuous plan updates as IRS processes or
personnel change.

Many of the disaster recovery IRS guidelines require all computing centers, service
and business resumption plans  centers, and district offices to have adequately tested and
that are completed have not updated disaster recovery and business resumption

been adequately tested. plans. However, only 7 of 16 completed disaster

recovery plans (44 percent) and 11 of 20 completed
business resumption plans (55 percent) were tested. The
completed and tested plans by facility type are in

Table IV.

Table IV — Completed and Tested Plans

Disaster Business
Recovery Plans  Resumption Plans
Facility Type Number  Completed Tested Completed Tested
Facﬁifties

Computing Centers 2 2 2 1 0
Service Centers 10 . 5 10 I 10
District Offices 33 0 9 1
Total 45 16 7 20 1
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Tests did not always identify
that the IRS does not have all
necessary back-up files stored
off-site.

Computing centers did not adequately test plans for

recovery of consolidated mainframe systems

The MCC has local operating procedures for updating,
annually testing, and certifying the masterfile portion of
its disaster recovery plan. Overall, the MCC has
followed its procedures to maintain and test this portion
of the plan. Those tests identified the Debtor Masterfile
back-up problems we noted previously (the tests did not
identify the Payer Masterfile problem because it is not
feasible to perform tests during peak filing season).
However, the MCC has not:

e Developed a disaster recovery plan for consolidated
mainframe systems.

e Approved and tested a business resumption plan.

The TCC’s plans and testing are not adequate because it
has not developed:

e An incident management plan to coordinate
activities of the center’s functions.

e A disaster recovery plan for minicomputer systems.
e A business resumption plan.

The IRS performed one disaster recovery test of its
consolidated mainframe systems in September 1998 at
the TCC. This test was performed to demonstrate that
the MCC and the TCC could act as recovery sites for
each other. However, that test did not use off-site
back-up files that were being regularly prepared under
normal operations, but instead included special
procedures to ensure all necessary data files were
available.

Since the test did not determine that the IRS is not
following its procedures and that necessary recovery
files are not being maintained in off-site storage, the test
was not a valid assessment of its recovery capabilities.
Disaster recovery plan tests should simulate resources
that could reasonably be available in the event of a
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Service centers without
disaster recovery plans cannot
perform adequate tests of their
business resumption plans,
since the two plans must be
integrated properly to work.

disaster to ensure missing files and other resources are
identified.

After we completed fieldwork, the IRS performed an
additional test in June 1999 that we did not evaluate.

Service centers’ tests of business resumption plans
were not adequate

Four service centers (including the two locations we
visited) do not have disaster recovery plans. In addition,
one service center with a disaster recovery plan has not
tested the plan.

The service centers we visited had performed tests and
made corrections to their business resumption plans.
However, these tests would be of limited benefit since
the disaster recovery plan is needed to restore
information systems. Without that plan, it is unlikely a
service center could resume operations.

Service center testing of business resumption plans
ranged from mock disasters with building evacuations to
only verifying telephone numbers listed in the plans. A
plan subjected to mock disaster testing can generally be
considered more reliable than one that has simply had
the telephone numbers verified. However, mock
disaster tests need to be designed considering the worst
case situation. In one such test, one wing of the service
center could not be accessed for up to six weeks, but this
test did not identify an alternate space for employees or
the lack of arrangements with the GSA to provide
alternate space if the event had occurred during the peak
filing season. Other tests were limited to reading
through procedures or verifying telephone numbers in
the plan.

Testing guidelines should be developed to ensure
comprehensive tests are performed to identify
weaknesses and assist in maintaining adequate plans.
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Only one district had
performed testing of its
business resumption plan.

The IRS needs to provide
better guidance to ensure
plans are tested adequately.
Adequate testing would have
identified many of the
problems we found.

District offices have not tested disaster recovery or
business resumption plans

Eight of the 33 district offices we surveyed responded
that they had completed both disaster recovery and
business resumption plans. But of these eight district
offices, only one had performed any testing, and the test
was only of its business resumption plan. Districts did
not have specific guidance on how to conduct tests.

District offices perform many important functions,
including on-site taxpayer service in addition to field
compliance operations. It is important that they have
plans in place and tested to help make sure they can
resume business in the event of a disaster. Because most
districts have not completed plans or conducted tests, the
IRS needs to provide guidance to assist in this effort.

Recommendations

11. The SSE should develop guidance to assist managers
in developing sufficient plan testing and
maintenance procedures. This guidance should
include, but not be limited to:

e Ensuring tests are based on off-site data or other
resources that would reasonably be available in
the event of a disaster.

e Ensuring any assumptions included in the test
are reasonable (e.g., availability of information
systems).

e Verifying that alternate support service
organizations can provide necessary services or
facilities.

e Ensuring tests are of sufficient depth to identify
plan limitations or areas needing clarification or
revision.

12. The SSE should develop consolidated mainframe
systems test plans that test disaster recovery at both
computing centers using only back-up files stored
off-site.
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The IRS needs an overall plan
to govern its disaster recovery
and planning and to expedite
completion of plans for all
major locations.

Management’s Response: The Office of Security,
Evaluation and Oversight developed and issued a guide
to disaster recovery plan testing, “Procedural Guide to
Exercise Plans.” It will ensure tests are conducted and it
will monitor the results. IRM 2.1.10.6 identifies the
Head of Office as being responsible for the testing of the
business continuity plans.

The Office of Security, Evaluation and Oversight will
oversee the development of test plans, which will
include the use of files from off-site storage. A recent
test along with future tests will use files from off-site
storage when conducting disaster recovery tests of the
consolidated mainframe systems.

Conclusion

The IRS has the responsibility to prepare for possible
disasters and failures. Nonetheless, it has not yet
developed adequate guidance and IRS managers have
not taken the actions necessary to ensure plans are
completed timely and that resources needed to
implement plans are available.

Disaster recovery and business resumption plans should
be completed for all major locations and should provide
for all computer information and other resources needed
to resume business in the event of a disaster. The IRS
needs to develop an overall plan to ensure that adequate
plans are in place. It also needs to develop guidelines
for testing and updating plans for each type of location.
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Appendix |

Detailed Objective, Scope, and Methodology

Our overall objective was to determine whether the Internal Revenue Service’s (IRS)
disaster recovery and business resumption plans are sufficient to ensure the IRS is
capable of resuming operations in case of disaster or failure. This review did not address
the IRS’ Year 2000 contingency planning, which was addressed in a prior report, Review
of the Internal Revenue Service’s Year 2000 Contingency Planning Efforts (Reference
Number 092705, dated March 1999).

We reviewed disaster recovery and business resumption plans at the Martinsburg
Computing Center, the Tennessee Computing Center, the Memphis Service Center, the
Andover Service Center, and the New Jersey District. We also surveyed all IRS service
centers and districts. To evaluate the IRS’ disaster recovery and business resumption
efforts, we:

I.  Determined whether disaster recovery and business resumption plans were
developed for IRS operations and whether plans were sufficient to resume
operations promptly.

A. Determined the Office of Systems Standards and Evaluation’s progress in
establishing oversight policies for developing disaster recovery and business
resumption plans.

B. Determined if senior management emphasized disaster recovery and business
resumption planning and also determined whether it was an element in their
performance rating.

C. Determined whether specific deadlines have been given to field offices for
development of disaster recovery plans.

D. Analyzed disaster recovery and business resumption plans and determined
whether they adequately address business and disaster recovery procedures
necessary for restoring essential IRS activities, systems, and assets.

Il.  Determined whether back-up data files necessary to recover from a disaster are
maintained off-site for IRS mainframe and minicomputer systems.

A. Determined whether essential or critical information systems have been
identified.

B. Determined whether management documented the critical requirements
necessary to restore operations at each location.
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C. Visited the off-premises storage facility. For selected systems, determined
whether important files, computer programs, and documentation are stored at
the facility and whether this information is sufficient and current enough to
enable recovery.

Determined if the IRS has implemented adequate policies and procedures to ensure
plans are tested and maintained.

A. Reviewed memoranda or other directives requiring the performance of disaster
recovery and business resumption plan testing.

B. Reviewed the results of disaster recovery and business resumption tests at
selected locations.

C. Determined if the procedures require that only the back-up databases and
programs specified in the disaster recovery and business resumption plan are
used for the test(s).

D. Reviewed the methods used to review the test results and perform necessary
modifications to the plan.
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Appendix IV

Outcome Measures

This appendix presents information on the impact that our recommended corrective
actions will have on tax administration. These benefits will be incorporated into our
Semiannual Report to the Congress.

The primary benefit of contingency planning is to ensure the availability of resources,
including data, needed to continue operations in the event of a disaster. The cost to the
government if the Internal Revenue Service (IRS) were not adequately prepared to
recover would depend on the type of disaster and the type of facility affected.

Overall finding and recommendation:

The IRS does not have the plans or resources needed to recover from disasters or failures
at many major locations. The IRS also lacks adequate testing procedures to ensure that
computer data back-up files and other necessary resources will be available in the event
of a disaster.

We recommended that IRS management develop an overall schedule to ensure
completion of disaster recovery and business resumption plans, as well as provide
guidelines for regular testing to make sure resources, such as data files, are available and
plans can be implemented.

Type of Outcome Measures:

e Reduction of taxpayer burden - potential
e Protection of resources - potential

Value of the Benefit:

Completion of Disaster Recovery and Business Resumption Plans

With adequate plans in place, the IRS would be able to more quickly and efficiently
restore operations and service at 30 locations.
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Facilities Which Need to Complete Disaster Recovery/Business Resumption Plans

Computing Centers 1
Service Centers 4
District Offices 25

The five service centers that did not have electrical generators at the time of our review
are also vulnerable to interruptions in processing for the duration of any failure. Once
generators are installed at these service centers, they will be able to continue processing
in the event of a power failure.

Delays in restoring operations and service at any major IRS facility would be very costly
to the government. For example, salary costs alone at just one service center for one
week are approximately $1.3 million. That one service center on an average weekly basis
also performs the following actions:

e Processes 530,000 tax returns.

e Issues 206,000 refunds.

e Collects approximately $126 million in additional tax payments.

Storing Data Files at Off-site Locations

Once the IRS stores all necessary data files off-site so that the data are available after a
disaster or failure, it will be able to restore at least 105 mainframe and minicomputer data

files and two masterfiles (the Debtor and Payer Masterfiles) that it would not otherwise
have been able to restore.

Type And Number of Computer Data Files Not Stored Off-site at the Time of Our Review

Masterfiles 2
Mainframe computer files 80
Minicomputer files 25

Not having these files would affect nearly every aspect of IRS operations, including
processing of tax returns, payments, and refunds and providing taxpayer service. For
example, if a disaster or failure caused the destruction of security profile data on the
Security and Communication System at one computing center, half of all IRS employees
who need access to taxpayer accounts for processing and taxpayer service would lose this
access for an extended period of time.
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Data are one of the IRS’ most important resources. If data are lost or destroyed, the IRS
may have to request taxpayers and institutions to provide the same information again and
it would have to reprocess the data. In addition, any information the IRS could not
reconstruct or obtain would result in permanently lost data and potentially lost revenue.

Methodology Used to Measure the Reported Benefits:

We included information from on-site visits, as well as survey information provided by
each major location, in determining the number of IRS locations that still need to
complete Disaster Recovery or Business Resumption plans and those that need electrical
generators. The number of data files we noted as not being stored off-site are only those
maintained by the IRS sites we visited. Other sites may also have important data files
that are not stored off-site.
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Appendix V

Management’s Response to the Draft Report

DEPARTMENT OF THE TREASURY
IN‘TERNAL REVENUE SERVICE: .

COMMISBIONER

MEMORANDUM FOR DEPUTY INSPECTOR GENERAL FOR.AUDIT

FROM: _ Chaﬂeso Rossofti (¢ = o o
e Gommissioner of IntarWue

SUBJECT: Draft Audit Report — The Intemal Revenue Service Needs to
Gomplele Disaster Recovery. and-Business Resumption Plans

We have reviewed the Treasury Inspector General far-Tax Administration (TIGTA) draft
report on disaster recovery and business resumption plans, and we agree with many of
initiated eflorts.to:improve. seounty almost 3. years 2go. Sme the, many coective
. - actions have b&én initiated, including ddticns to enhance the IRS" disaster-recovery
e capabilities. Many of the issues raised in your draft repor( have alraady leen
. addrossod or were. bemg addressed dunng your review, To date, conective actions for

‘_idlng backup ganeralor purchases and

alternative space arrangemen 3
Besides the achons bemg 13 {h¢ 1RS to enhance Its disaster recovery and
. contipuity of operations capabi N
gafeguards are in place that will heipto minimizé the effects of a disaster or major
- ‘#ystetii fdilure. For example, the recommendation to maintain service center aperatians
using generators fails to address:both the reasoh that generators-are used at our
tatittird sind the high cost of increasing generator backup capacity. As dlsoussed wﬂh -
your staff, generators and battery backup systeriiiidre used fbensure the safe .- -
- - shutidown of our mainframe computers—they were not acquired to support seivice
.. senter operations. With mainframe consolidation, whiich is moving rhainframe - .
Lormputers out of the service conters, the need for genarators has lessened becaise
+ OMf battety backup systems should assure this safe shutdown at service centers. This’
letter's "Limited Ofﬁcia! Use enclosure includes ths:iRS' more-detafied posmons on
. Such itomg.
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your repart.

"' Asis the case with U:S. General Aocourmng Office rapods which have also delmeatéd
‘apetific weaknesses and vuinerabilities with specific facliities and facliity types, we are.

that this:teport be labaled and protected as “Limited Official Use.” This is
irae lta distiEbution incre;
. weaknesses and vulnerabiiit
‘Diractor of the Office of Secy
202-283-4500, lo discuss the i report'and to agree on a
_redacted version of the report | the public. Irf this regard, future
draft reports addressing disaster raecovery and other securily wedkriesses should be

‘e racommand: that your staff work dirgctly with the
ight, who can be contacted at

Isbeted and protacted as “Limited Official Use™ until the Director of the Office of Security .

Evaliiations & Oversight has assessad-it-for potential risks associated with the
disclosure of the weaknesses and. vulne l}ﬁes

As requested this letter is not a "lerted Offic ctar Use" doournent 1ts; ncmsﬁrﬁ.
howsvar, ig.a "Limited Official Use” document, so that we could adequately dddmass.the
sensitive weaknesses and vulnerabilities reported by TIGTA. Accordingly; we have
designated the enclosure and your dreft report:as “Limited:Official Use” documents. In

this regand, they should be restricted to only officials with-&¥heed to know" and should .

not be released publrdy

capabilities. Piease |nclude a copy of this response and its enclosure in your “Limited
Official Usa" version of yourﬁnal reparl, If you avé any questions, of if you would like
to discuss lhvs 1esponse in more detail, please contact, Len: Bapﬂste Director of the

s the risks assoclated with disclosing the identified LN
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Rosifx'msos to TIGTA’s November 4, 1999 Draft Audit Report, entitied

The Office of Security Standards andEvaliiétian (SSE) in coordination withisther - - -

IRS.offices should develop an averallIRS plan, which includes standards and a
schedule for completion of disaster recovery and busmess resumptlon plans. The

Assessment of Cause

The IRS must make sure that: plans are developed and have atl the important -
elements. Requiring plans to be in place within a specific time frame will help i~
setting the priority of this important task. For example, all 10 service centers
were givan specific dates for completing business resumption plans by the

- EQSCO:-and all service centers-gompleted-plans. However, the Assistant. ..
Commissioner (Service Center Operations) (sic) has not given service centars

1 specific dateg for completion of digaster rgcovery plans and four service oenters

“ have yet to complete these plans.
C'orrective Adtion

.In.jts oversight.and guidance role, SSE—which is now called the Qffice of
Secunfy & Priviicy Oversight {SPO}-will coritiritie-dadgrdinating with the
arggnizations that are responsible for the plans and working with the affected
orgamzahons {o complets the individuel and overall.plans. SPO's Office Of -
Saecurlty Evaluations & Gversight will also assist in developing ¢ standards and a
schedule for completing the dlsaster fecovery and business resumptvon plans.

The:IRS has taken several stsps towards standardization of the busingss .
continuity plans, Through
(EOSE0), the Andover ServiéeEenter daveloped and distributed a pro
business resurnption plan for customization by each ssrvice center. Northeast
Region developed a prototype plan for district office business resumption that
was distributed to all District Offitkis. SPO's Office Of Security Evaluations &
Oversight installed a generic version of the Fresno Service Cenler disaster -
recovery.plan at each service center for customizatlon 1o their individual sita.
.+ The Offide of Security Evaluations &-Oversighit:aiso distributed the' o
" Comprehensive Business Recovery planning software to each slte and pmvlded
: 'tralnlng o the identified staff at the sites. -
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Surnmary of Action for ITC

Tha Offica Of Security Evaluations & Dversight wili ¢66rdinate with me :
.. -¢sponsible officials (see bélow) and will issue a memorandom for the completlon:;;';}?u :

of an overall IRS plan, which wiil include standards and-a schedule for
oainpletion of disaster recivery and business resumption plans to rnclude
riicomputer sppllcahons {See Recommendation #10).

Imp_lementallon Date
December 2000

Reﬁ@ "ﬁsfue Officials

© . .plans. The RS must make-sure that plane are developed and have all the

2 :dsvelopmant ar asslgned responsnbilmes to one office nationally for plan

senior menagement arg mformatlon‘pﬂlcers at computing centers. service
centers, and districts. - - . )

Assassmant Of Cause

Despite-the importance of having both business and digasier recovery ptans at
each major facility, many critical IRS faciliieos lack eilhsr e or both typet of

completion. Requiring plans to be in place within a specific time frame will halp
in satting the priority of this important task. For example, all 10sémice centers
were given spacific dates for completing-business resumption plans by the
EQOSCO and &l service centars completed plans. However, the Assistant
Commissioner (Service Center Operations) has not given sarvice Ceriters specific
dates for complstion of disaster recovery plans and four service centers have yet
to complete these plans. .

Page2ofld
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to rreclivé 'A"\ctiun

SPO will keep thé GOO and Gl ‘Qapprlsed ofthe offorts by responsmle senior
managers and information officers to implément disastar recovery aiidb
resumption plans. These efforts \mlr be factorod in the performance’ ratmg
process . o

The OO and CIO \mll facmr in the eﬂorts of \’QSPO’ISlb'e senior managers and
information officers t fniplement digzstar recovéry and business resumphon
during the performancs rating process.

" - \mplementation Date

| Octobat 2000

“'Responslbleomclal R

- Chief Qperations Officer
- Ch lof Infol'matlon Ofﬂc,er

] §) should purchase genefators for
sorvice centers that do not have adequate gencrator capacity or establlsh
agreements to lease generators durmg times of need. .

" source).

Carrective Action

" As discussed with the audit staff. we will,'gonlinue o gvaluate the business nesd -

assoé'lﬁ'tsd with acqumhg emergency ga'ﬁérabor system's in our Atlan't'é'.

this Is not high pnonty iteim gwen its high cost and hmlted benefits. in- this
regard, mainframe consalidation has reduced the deamand on the Centers’
battery-backup capabilities, which in furn provide enough capacity for an orderty

shutdown of the systema. It is Important note, that the generators in our service

Page Yaf 14 .
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oenters weare aoqunred to support ma;or compuler systems—not sefvlce canter

slgmﬂmtly drive up costs, Including oosts assoclated with buiiding systems
upgrages. For exanple, significant spiice waukd tiaye o be provided forthe
gonerators along with a securs and safe area for toring large quantities of luel
In essengce; the IRS wedd be in the pmver plant bulmess Electrical distributiof -

power f¢ P
_ to power ppon sysiems such a8 Ilgrmng. hes g. ventiation, air
condmonlng and security systems.

“- WWhErena, rha IRS agrees that eksental functrons need tn mntmue during and
.. . gfter power: outages it does.not.belleve that a big Investment in-largs backup
~ ‘generator systems is nacessarily the best answer for all its facilities. The
recommendation is not basad on identified -gavernment and indiastry guidelines,
which do not typically recommend that disaster.recovery and husiness .
16 ific types uf equlpment and’ supplxes that can

emergency generator systems.
. Summary of Aclion for ITC

Current conditions cannot support a business case ld implement the
recommendation, which I8 baing closed. .

Implementation Date

N/A

Responsible Official
NiA

Recommendation # 4

The Assistant Commissioner (Support Services)-should devslop an lRS-mde
- Fridmoranduiin of understarifg Wwith the General Services Administration which
speciﬂes service canter altornate space needs in the event of a disasler.

Pagc 4 of 14
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Assessment Of Cause .

TIGTA revlewed plans at ﬂve sites and found that these plans djd not have all
necessasy information and did not cover all the important informatidn systems
and reBsLNaE. Two sarvicststitbrs and 4 district office did A ovnde for
shernato space needs in case of disaster. - -

Whereas, this recommendation appears o bo a good Idea, itis notclear that it is
& high priority for the IRS 10 pursue at this time, given other priorities and the low
risk, if any, associated. with not implementing this recommandation: “in natural
disasters like hyrricanas-and eanhquakes, an alternative site may not be

L . feasible, especially if i site is also-demaged or destroyed. In a scanario, where

a facility has bsen significantly destroyed, there may not be anything availeble

“ " friaim the original facilitiés to support a'fecovery process. We agree that having

alternate space available is an approach that can work for some disasters, but it
does not always appesar to be the most appmpnate or cost aﬂeclwe st ]
the Service. Again, the IRS has the abill
tekturces into a disastétGrea—Ike we:
operations and assist viclims, Whereas: itis i

faclities wa curnently have: t:ackup wpabmtles {o handle rkload of our .
facilties ourselves. We also can quickly sssess the damage ghd-‘mobilize the
specific resources naeded todisaster areds. n this regard, RS is ready to -
pracure altemate space and resources if needed and our plans Aaddress doing
this following emergencies. Wa:do not ses the cost effectiveness of relying on
arior commitments that would be necessary for all types of emergencies. The
rgency space needs to be don an apprupnate and cost

ImL|emenIatlon Date

N/A

- Responsible Official

©NIA
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Martinsburg (:omputing Center managemem should ensure personnel up-data -
the Payer Master file dikaster recovéry plan 1o includs files needed for recovery
prior to the first update’ Personnel- sheuld ensure these files are sent offstte
beglnnlng inthe year 2600 )

ﬁsmmw_ﬂyﬁe

year. Howevér, the data filés created when reestablishing the Payer
lle were not stored ofisite. These files are necé;sﬁary to restore the

Janulry 2000

File Identifi oatImIngram Updates have been completed, The Martinsbung
Computing Center Identified the January through May data fiies that are needed. . .
to create the cutrent year Payer Master flle. The file harmes wiil be provided to
the Master File sehedulmg Section for program updates lo ensure creatlon ofa
added to the Martinsbung Compuifing Center Payer Mastar file portiorof the

" .pisaster Recovery Plan. A review of the files will be made during the annual plan
review to add additional files oF comeet existing files. The identified files wﬂl be
-$lored offsite during the January through May timeframe. Martinsburg -
Campiutifig Center personnei will review the Martinsburg Camputing Ceniar

- Ofsité-Seturity Storage reports in March 2000, to ensuse files needed for

creatian'afthe Payer Master file-are being stored offsite with the correct Co
retention. The status ofthis action will b&‘ enrled manlhly to the Chief, Program
Planning qusmn . :

Imlerpgqyaygn Dates )
Files will be swred offsite starting in January 2000. .
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Resgonsibla Gﬂlcial

. Diractor, Mamnsburg cdmmting Center

identify the data files needed as input to creste the current year Payer Master
“file. Piovide file names to the MasterFile Scheduling Sacticn for program

ugdtatesto ensure creation of backup copy for offsita storage. Backup filo names

will be added to the Marllnsburg Camputmg Center Payar Master ﬁla portnon of

xisting files. Identlfled ﬂles w Iba stored
offelts during the January mrough May time frame. Parsonnel vill review the
Maﬂlnsburg Compuhng Conter' s Oﬂsﬂé Secuﬂty Starage” reporls in March 2000

correct reterition.

. Recommendatich # &

The Assistant Commissioner (National Operations) should update procedures to

© ensuro that mfdirmatnon systems pmgrammers notIfy computmg oanters of

test. This happened because ofa redes:gn of the database that was not

refiected in the backup procedures. In addition, compuler prograrmmers do not

natify computing center personnsl when changes are made to databases or
programs. which affect filss, néeded to be stored offsite. As a.result, camputing

Systems Operatioits SUppmt' : :,:_ gbcuk IRM2.2.8

Implementation Date
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Saptember 10, 1689 {Corrected)

Summary of Action for ITC

Completed - National Office and Computing Center staff worked together to
develop proceduires to correct this situation. These procedures went into effect

September 19689 and will be included in the next revision of the information
Systems:Operations. Support Handbook IRM-2.2.8 . ,

Resgons'ble Official
- Director, %rﬁnsbutéiiﬁomputing Center

ictivmendation 8 7

The Assistant Commissioner {Nahona! Operahons) should ensure Fumpuhng

Soodty and Gemmumcatnns System (SACS) conlrols al iRS employee on-
line access o taxpaysr acoounts. Consolidation of SACS is complete for all 10
consolidation is cormpleted (two service centers in 1999 and
ofigiuting centers’ disastér:recovery ahd offsite backup files
becomec lncreasit‘igky important. In case of failure, the iRS could lose mainframa
compnter systems for five semoe centers &t a time. To aveid lhls potential, the

' purposes which should enable the 5 dfected service centers to recover within
36 hours TIGTA rewewed offsite backup fles for IRS consoﬂdated maknframe

sanding any flles for cansolidated maunfrarne systams off site and the Tennessee .
Computing Center Wi anly sending 38 of 118 needed database files (32
percam) offsite

Ona of the important files that was not sent offsite contained SAGS:security
proﬁla data, which controls all IRS employess’ dccess tor taxpa formation.
Al the time of our review, the Martinsburg and Tennessee Computing- Centers
each had sepurity pmﬁle «data for its five service centers. . Since COngolidation for

 {hie SACS system is coinp ete fhe fact that nelther computing center was storing
security prafile data offsite created the risk of having half of all IRS employees

 without access to taxpayer.infasmstion and unable to-input information, ifa -

disaster occurred. To be better prepared for a disastar, computing centers
should maintain the security profie data for all 10 service centers on line.
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Cormbiiive Adtich: RS

This weakness has been mitigated by revising the disaster recavery plan for

SACS that now reguires that the computing centers back up the SACS database
nightly-and electrorically transmit the data:fo each other. The data is then: stureu
on tape ¢arridges-in automated tape libraries {tape silos) at each recipi

computing center.

Implementation Daie

July 1989 (Actions to respand to the recommandation were completed, The . -
SACS procedures calling for daily backup weresrevised and-implemented.)

Responsibke: Official - - o

Dilrectar Engggpﬂse opg@llqns,n o
Summary of Action for ITC

The remmendatlon was closed 'me precedu ras calhng for d" y:back up were - :4 ‘;Z.

revited and iimplemented July 1909,

: Rewmmendahon # 8

h Computmg Genter management should establlsh spemlic prooeduras to
implement disaster recovery offsite procedures, follow specific hackup
procedures for consolidated mainframe systems, and take all dlsaster recovery
backup files offslte .

Assessment of Cause

At thedtime TIGTA compleled this audit, the:disaster récovery save and-restore ™

: procedures and {he tape storage plans for the consalidated platfnrms atthe two

Correctwe Ad.non

. Each oenter now has tested its daily and wee ly dlsasler remry save
" proceduras for the-back up of Its consolidated maintramig data fites. The
computinig centers dre currently following these procedites.
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Currently #ach center-has implemented an:offsite storage policy for disaster
‘recovery backups. This. shipment included:wipes thatwere greated over the
"weekend and represdit 2 disaster recovery backup for: .
nierementatbackups déé inade éach night. ‘The Tenneesee-(‘:omputlng Center

“anh center creates a shnppmg log for the tapes that are shlpped and stored off
_ site,. Gomputer gperators and computing center: managemem can rawsw copnes
‘of those logs: each day to valad i p

|mp|é'rhemation tiate

November 1999 (Compleled)

:cmw.dstem ﬁles are backed up hnd sem offsite.

S Asseasmem & Cause

" The IRS needs to establish procedureés to verify all needed backup files for

critical systems are being compleled and stored oﬁsﬂe mnnthly lo avoid missing

fias m the evem of a disaster.

‘ Cortectrve Acuon

The Compuhng and Service Centars will continue to perform annual inventories
of offslte flles. The Centers will conduct a.ceview of existing. procedures to
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-+ implemerion Date

" March 2000.
Responsible:Official

. . Plirector, Martinghiurg Computing Center
. .{Jrector, Tennaesee Computing Center
) .Bnrector Senvice:Genter Operations

Rocommondallon # 10

The Assistant Gommissioner (National Gperations), ifi coordination with SSE,
should develap mnsolldated listing of 6{fsite storage requirements for
ik .

wllh ‘spacific reqt.lremants for offsite starage The IRS does have general .
guidances (not listed by specific application) m the {RM-far all ‘multi-user sysﬁems
and guldance for each.indi vadua! system ity comhgency ‘plans. However, thls

minicomputer eystome are baing stored offsvte

Without procadures for.offsite storage, mmlcomputer dara could be lost if a

 disastar.occurred. After TIGTA identified this problem, Tennessea Computing - -
Center personnel and Andover Serwce Center personnel began storing needed ™

. nunmmputer backup fi les off:

Cﬂ!!!m

The IRS cu mently requires a Technital Contingericy Plannmg Bowment for afl
systems-requiring security certification;: This Technical Contingency Planning

. Documents used as the basis forproviding the necessary documentation for
listing of.offsite storage requiremants for minicomputer applications. However,
assurancg !hat minicomputer gystern recovery requirements are met in disaster
recovery piins will be reinforced as part of the comective actian for
Racommendatuon #1, In addition, the Office of Security Evaluahons & Oversight

reviews wlll veﬂfy the accuracy of information within the Technical* Gvntmgancy
Planning Decumsnt with offsite storageiocations.
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Summary of Aaion fnr ITC

Assurance that mlnlcomputer system recovery requirements are met in d:saster
recoialy plans will:ba reinforced as partof the cométtive action for
Recommendation #1. In addition, the Office of Security Eveluations & Overmght
will incltds ongoing varification of this requirement In its site reviews. These
reviews will verify the accuracy of information within the Technical Contingency
Planning Document ard offsite storage for minlcomputer applications.

Implementation Date

CQmpieggd

. Responsible Official

“* " Director, Enterprise Oparationé
- .g!recwr 1S Service Center Operations

) Aa;.slst managers in developmg El1‘u.'.|em plan lestmg and maintenance
pnocedures This guidance shouid includs, but not be limited to:
e Ensunng tests are based on offsne data or qther resources. that would
reasonably be avallable in the event of a disaster.
. Ensunng any assumptions lnduded in the test are reascnable (e.g.,

Assessnwnt o( Causs

Disaster recovery and business resumption plans must be tested and updated to.

énsite plans remain current and compléte. Otherwlde, Hlans ¢an quickly
bacome cbsclete; particuiarly in a changinig business aperations and information
nh Tests must be suﬂ‘ldent to Kentify;

-~ Weaknmes in each plan’s pmcedures and .
- Missing respurces-needed to implement ffiese plans.

Additionally, maintenance procedures must ihdude provisions tor:
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The Ofﬂce of Security Evalualmna & Ovelsaght has deveioped and Issued
*Procedural Guide to Exercise Plans®, a guide to disaster recovery plan testing.
IRM 2.1.10.6 identifies the Head of Office ag: bemg responsible’ for: tesrlng of the
-through"ﬁgbvemght TESPDﬂSIhI'lIES will ensure that tests are.canductad. It will
aiso monltarthelr resuits. :

Implementation Date ‘

Novembaer 15, 1.999 (Closed)

Summary of Action for ITC . .

The Office of! Swudty Evaluations & Overslghl \MII ensure that tests are

. . otnducted in adhiérence to the Procedural Guide to Exercise Plans.. 1 will also
ovaraee the: rm

3 Rq_s onslbls Ofﬂlal

- D!recior, Secur!gg gvaldaﬂbn & Owversight

Remmendatlon #12

"'The Office of Security Standards and Evaluation should. develop consalidated
..nainframe systemia tést plans that test disaster recovery al both compur.lng
centers using only backup filas siored offsite. "

' Asseasmm of Csusa U

The Martinsburg Computing Center has not daveloped a disagief dovary. plan
for consolidated mainframhe systema, nor has it appmved an LSiNess
resumption plan.

The Tennassse Computing Camer’s plans and testing ara e because
it has ot develaped (3} &# itiidént management plan to coordinate. activities of
the center's functions, disaster recovery plan for minicoimputer systéms, or
(c) a business rasumptic p(an‘
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‘were being regulaily prepared under normal
operatxms but instead indudad special procedures to ensure all necessary data
- files were available. . [NOTE: ¥his information Is Incorrectly reportad, The test.
was at e Martinsburg Computing Cenler for the recovery of the Ténnesses ™
COmpuﬂng Center consolldatei: platforii.- The scope of this test was (o
identi!lcatian for offsite storage:was complete. Subsequent tests as noted
below, did utilize an offsite tape |nveniory Jor test execution.] .

ofisita, Future fests developed by the Office Of Security Evaluallons

.." will continue to use files from offsite storage. When the operational ré
for the tests are moved to the computing centérs, the Office 0f Seourity

‘The Office of Security Evaluation ¥

- 1899. Thair cwarsighl respons;bullty mdudas ass:stmg in the developmant of test

Implementation Date

June 1809. This tecommendation i dosed.

~ Summary of- Action far T8

RS ia conducting 4 1ests using fiies from offsnte storage

Respons:bfe Oﬂ"mals

Onerations
Letitsr Operations

’ -Blrectur. Em)a‘ i
. Dwector IS Sl ;
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