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MEMORANDUM FOR COMMISSIONER ROSSOTTI 
                                                                        

FROM: Pamela J. Gardiner  
 Deputy Inspector General for Audit 
 
SUBJECT: Final Audit Report – The Internal Revenue Service Needs to 

Complete Disaster Recovery and Business Resumption Plans 
  
 
This report presents the results of our review of the Internal Revenue Service’s (IRS) 
Disaster Recovery and Business Resumption planning efforts.  In summary, we found 
the IRS needs to complete disaster recovery and business resumption plans for all 
major facilities and take steps to ensure resources are available to implement plans in 
the event of a disaster or failure. 

Overall, our recommendations will reduce the risk of prolonged interruptions in tax 
administration and the risk of permanently lost data.  The recommendations will help 
ensure the IRS can recover as quickly as possible from a disaster once contingency 
plans are completed for the sites that did not have them at the time of our review.  The 
recommendations will also help ensure that important data files that were not stored 
off-site will be available to restore service in case of disaster. 

IRS management agreed to the findings in this report, but did not agree with 2 of our 
12 recommendations.  The two recommendations suggested that the IRS purchase or 
establish agreements to lease back-up generators during times of need and to make 
alternative arrangements for space in the event of a disaster.  The IRS believes that 
alternative approaches would be more effective and cost less.  However, at the time of 
our review, most locations did not have adequate disaster recovery and business 
resumption plans to address these risks.  Management’s comments have been 
incorporated into the report where appropriate, and the full text of their comments is 
included as an appendix.   
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Please contact me at (202) 622-6510 if you have questions, or your staff may contact 
Scott E. Wilson, Associate Inspector General for Audit (Information Systems Programs), 
at (202) 622-8510. 
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Executive Summary 

It is critical that the Internal Revenue Service (IRS) have the ability to resume operations 
in case of disaster.  The IRS processes over 200 million tax returns and collects 
$1.7 trillion in taxes annually.  The IRS also assists about 120 million taxpayers and 
issues 90 million individual refunds.  Long delays in restoring IRS operations after a 
disaster would have a serious impact on taxpayer service and cause delays in collecting 
taxes. 
The objective of this review was to determine whether the IRS’ disaster recovery and 
business resumption plans are sufficient to ensure the IRS is capable of resuming 
operations in case of disaster or failure.  This report does not address Year 2000 
contingency planning, which was addressed in our report entitled, Review of the Internal 
Revenue Service’s Year 2000 Contingency Planning Efforts (Reference Number 092705, 
dated March 1999). 

Results 

Although the IRS is making progress in its disaster recovery and business resumption 
planning efforts, these efforts are far from complete.  The IRS does not have the plans or 
resources needed to recover from disasters or failures at many major locations.  It also 
lacks adequate testing procedures to ensure that computer data back-up files and other 
necessary resources will be available in the event of a disaster.  Without adequate 
contingency plans and back-up resources, the IRS is at risk of prolonged interruptions in 
tax administration and permanently lost data. 

Overall, many of the problems we found have been reported to the IRS previously.  The 
IRS has not yet developed adequate guidance and IRS managers have not taken the 
actions necessary to ensure contingency plans are completed timely and that resources 
needed to implement plans are available. 

Disaster Recovery and Business Resumption Plans Are Not Complete 
In the event of a disaster, recovery plans are needed to restore critical information 
systems, and business resumption plans are needed to restore important IRS functions, 
such as taxpayer service and tax return processing.  However, 30 of 45 major IRS 
facilities (computing centers, service centers, and district offices) have not completed 
both disaster recovery and business resumption plans.  The largest facilities without both 
types of plans include one computing center and four service centers which process and 
store a large volume of taxpayer data.  Without both plans in place, these facilities are 
vulnerable to extended downtime after a disaster or failure. 
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Furthermore, the plans that had been completed did not always contain important 
information or provide for resources needed to resume business.  Computing center and 
service center plans did not have listings of critical information systems or listings of 
equipment and supply needs.  Five of the 10 service centers do not have electrical 
generators to support computer operations and other business functions in case of 
electrical outage.  Service centers also did not have agreements for use of alternate space 
if needed.  Disaster recovery and business resumption plans could not be fully 
implemented without these important resources. 

Computer Information Needed to Resume Business in the Event of a 
Disaster Is Not Adequately Stored Off-site 
Because of the large volume of electronic data used by the IRS, functions such as 
processing of tax returns, payments, and refunds cannot be fully restored without back-up 
computer data files.  Back-up files need to be kept at an alternate location (off-site) to 
avoid damage during a disaster.  The two computing centers and two service centers we 
reviewed did not store all necessary files off-site.  These critical files included 
masterfiles, mainframe computer files, and minicomputer files. 

Procedures to Test and Update Plans Are Not Adequate 
Although computing centers and service centers have taken some steps to test and update 
plans that have been completed, additional guidance is needed to ensure all major 
facilities adequately test and update disaster recovery and business resumption plans.  
Adequate testing and updating would uncover the problems we identified, such as 
missing computer back-up files and resources needed to implement disaster recovery and 
business resumption plans. 

Summary of Recommendations 

The IRS should develop a master plan, including standards and a schedule for completion 
of disaster recovery and business resumption plans.  Completion of plans for each major 
IRS location should be monitored.  The IRS needs to obtain electrical generators for 
major processing locations, such as service centers, and establish agreements to provide 
alternate space for service centers when needed.  It also needs to establish off-site 
back-up procedures for all important computer data files and verify monthly that back-up 
data files are completed and sent off-site. 

To help ensure adequate plans and resources are put in place, the IRS should develop 
guidance to direct the testing and updating of disaster recovery and business resumption 
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plans.  It should also incorporate disaster recovery and business resumption planning in 
the performance rating process for managers in charge of operations at major facilities. 

Management’s Response:  Management agreed to most of our recommendations and will 
have the Office of Security and Privacy Oversight oversee the corrective actions taken in 
response to this report.  Management disagreed with the recommendations covering  
back-up generators and alternate space arrangements because of the costs associated with 
the purchase or lease of generators and the maintenance of alternate space agreements. 

Management disagreed with one portion of our benefits analysis relating to the general 
benefit of developing adequate business resumption plans which would reduce the risk of 
interruptions in processing and taxpayer service.  Management believes it has an 
adequate strategy in place to reroute returns, remittances, and calls to unaffected 
operational customer service or return processing locations.  They believe this strategy 
would significantly reduce the negative impact associated with an extended outage at one 
of the IRS facilities. 

Office of Audit Comment:  In regard to management’s comments on back-up generators 
and alternate space arrangements, adequate contingency planning may allow alternate 
courses of action which are more cost effective.  However, as noted above, during our 
review, many major IRS facilities did not have adequate disaster recovery and business 
resumption plans to provide these alternate strategies to resume business. 

Locations that did have plans in place relied significantly on moving to alternate space 
without specifying what space alternatives were available or whether agreements were in 
place.  Business resumption plans should be more specific in both areas to help facilitate 
effective and timely business resumption after a disaster or failure. 

Management’s disagreement with the portion of our benefits analysis relating to the 
reduced risk of interruptions in processing and taxpayer service assumes that a strategy is 
in place that would reduce these risks.  Such a strategy should be included in disaster 
recovery and business resumption plans.  Again, at the time of our review, most major 
IRS processing sites did not have adequate disaster recovery and business resumption 
plans to address these risks. 
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Objective and Scope  

We initiated this review in conformance with the 
Internal Revenue Service (IRS) Restructuring and 
Reform Act, Pub. L. No. 105-206, 112 Stat. 685 (1998), 
which requires the Treasury Inspector General for Tax 
Administration to evaluate the adequacy and security of 
the IRS’ information technology. 

The overall objective of the review was to determine 
whether the IRS’ disaster recovery and business 
resumption plans are sufficient to ensure the IRS is 
capable of resuming operations in case of disaster or 
failure.  This review did not address Year 2000 
contingency planning, which was addressed in our 
report entitled, Review of the Internal Revenue Service’s 
Year 2000 Contingency Planning Efforts (Reference 
Number 092705, dated March 1999). 

To achieve our audit objective, we: 
• Determined whether disaster recovery and business 

resumption plans were developed for IRS operations 
and whether the plans were sufficient to resume 
operations promptly. 

• Determined whether back-up data files necessary to 
recover from a disaster are maintained off-site for 
IRS mainframe and minicomputer systems. 

• Determined if the IRS has implemented adequate 
policies and procedures to ensure plans are tested 
and maintained. 

We reviewed disaster recovery and business resumption 
plans at the Martinsburg and Tennessee Computing 
Centers, the Memphis and Andover Service Centers, and 
the New Jersey District.  We also obtained information 
from a survey of all 10 IRS service centers and 
33 district offices.  We conducted audit work from 
October 1998 through May 1999.  This audit was 
performed in accordance with Government Auditing 
Standards. 

Our review evaluated the IRS’ 
plans to recover and resume 
business in case of disaster. 
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Details of our audit objective, scope, and methodology 
are included as Appendix I to this report.  Major 
contributors to this report are listed in Appendix II. 

Background  

The Office of Management and Budget (OMB) Circular 
A-130, Management of Federal Information Resources, 
requires federal agencies to establish policies and assign 
responsibilities to assure appropriate contingency plans 
are developed and maintained by end users of 
information technology applications. 

The IRS must maintain its ability to administer the 
nation’s tax laws and continue operations in the event of 
disasters or failures at any of its facilities.  Contingency 
planning is the primary tool the IRS has to recover from 
disasters and failures and to resume orderly operations.  
The Internal Revenue Manual (IRM) requires 
contingency plans be developed, implemented, tested, 
and maintained for all critical information systems. 

The IRS includes both of the following components in 
its contingency planning process: 
• Disaster recovery plans - needed to restore critical 

information systems necessary to perform the 
business operations. 

• Business resumption plans - needed to resume 
business activities after a disaster or failure within 
specified guidelines generated by business priorities. 

The IRS has taken action to develop disaster recovery 
and business resumption plans.  It created the Office of 
Disaster Recovery, which was consolidated into the 
Office of Security Standards and Evaluation (SSE) in 
March 1998.  In May 1995, the IRS developed a 
business resumption strategy for service centers.  The 
Executive Office for Service Center Operations 
(EOSCO) and the Northeast Regional Office recently 
implemented a pilot program to assist in the completion 

The OMB requires federal 
agencies to ensure 
appropriate contingency plans 
are developed to recover 
information systems. 

Responsibility for oversight of 
IRS disaster recovery planning 
rests with the SSE. 
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of service center and district office business resumption 
plans. 

Results  

The IRS is continuing to make progress in the 
preparation of disaster recovery and business resumption 
plans.  The IRS has: 
• Established responsibilities for disaster recovery and 

business resumption plans within the IRM. 
• Established a Disaster Recovery and Business 

Resumption Group within the SSE. 
• Trained employees on disaster recovery and business 

resumption planning at the five sites we visited. 

However, the IRS’ actions are not yet complete and 
critical operations do not all have comprehensive plans 
and the necessary resources needed to implement plans 
in the event of a disaster.  Many of the problems that we 
found have been reported to the IRS in previous reports 
on IRS systems security by the General Accounting 
Office, the former IRS Inspection Service, and other IRS 
internal reviews. 

Disaster Recovery and Business Resumption 
Plans Are Not Complete 

Natural disasters, as well as attacks and threats against 
federal government facilities, give rise to the need for 
adequate contingency planning.  In the event of a 
disaster, recovery plans are needed to restore critical 
information systems and business resumption plans are 
needed to restore important operations, such as 
processing of tax returns, payments, and refunds, and 
providing taxpayer service.  Both disaster recovery and 
business resumption plans need to be completed and 
coordinated to be able to fully recover after a disaster. 

While progress is being made, 
the IRS still does not have all 
the necessary plans in place to 
recover from disasters or 
failures. 
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Despite the importance of having both plans at each 
major facility, many critical IRS facilities lack either one 
or both types of plans.  We reviewed plans at five sites 
(including both computing centers, two service centers, 
and one district office) and surveyed all IRS service 
centers and district offices to determine the status of 
contingency planning at each location. 

The IRS had not completed both disaster recovery and 
business resumption plans at 30 of 45 major sites 
(67 percent) including 1 computing center and 4 service 
centers.  These IRS facilities process and store a large 
volume of taxpayer data.  Only 8 of 33 district offices 
reported they had completed both types of plans.  
Table I shows the number of major IRS sites with 
disaster recovery and business resumption plans. 

Table I – Number of IRS Sites with Disaster 
Recovery and Business Resumption Plans 

Facility Type  Number of 
Facilities 

Sites With Only 
Disaster Recovery 

Plans  

Sites With Only 
Business 

Resumption Plans  

Sites With Both 
Types of Plans 

Computing 
Centers 

2 1 0 1 

Service 
Centers 

10 0 4 6 

District 
Offices 

33 0 1 8 

Totals 45 1 5 15 

Furthermore, the IRS needs to improve the disaster 
recovery and business resumption plans that have been 
developed.  According to government and industry 
guidelines, these plans should contain: 
• All important systems and listings of mission critical 

applications with required recovery times (needed to 
establish priorities in bringing applications back 
on line). 

• Alternate space agreements (needed to move 
operations to other office space). 

Disaster recovery plans are 
needed to restore information 
systems and business 
resumption plans are needed 
to restore business operations; 
however, 30 of the 45 sites we 
surveyed had not completed 
both types of plans. 
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• Listings of specific equipment and supply needs 
(needed to purchase or obtain equipment and 
supplies for alternate space). 

We reviewed plans at five sites and found that these 
plans did not have all necessary information and did not 
cover all the important information systems and 
resources. 
• One computing center did not include its mainframe 

systems for service centers in its disaster recovery 
plan. 

• One computing center and two service centers did 
not include minicomputer systems in their disaster 
recovery plans. 

• Two computing centers (for the consolidated service 
center mainframe systems) and two service centers 
did not list mission critical computer applications 
and the order of priority to restore these applications. 

• Five service centers did not have electrical 
generators needed to continue operations in the event 
of a power outage (one of these did have a dual 
power source and may be able to continue operations 
if the outage affected only one source). 

• Two service centers and the district office did not 
provide for alternate space needs in case of disaster. 

• Two computing centers and one service center did 
not list all equipment and supplies needed to resume 
operations. 

The IRS must make sure that plans are developed and 
have all the important elements.  Overall, IRS 
management has not emphasized timely plan 
development or assigned responsibilities to one office 
nationally for plan completion.  Requiring plans to be in 
place within a specific time frame will help in setting   
the priority of this important task.  For example, all      
10 service centers were given specific dates for 
completing business resumption plans by the EOSCO 
and all service centers completed plans.  However, the 

Plans that have been 
completed do not have all 
necessary information and do 
not cover all important 
information systems. 

Certain plans were developed 
when required within specific 
time frames.  However, the 
IRS must further emphasize 
timely and complete plan 
development. 
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SSE has not given service centers specific dates for 
completion of disaster recovery plans, and four service 
centers have yet to complete these plans. 

There is a considerable need for the IRS to complete 
plans for all major locations.  It is critical that it has the 
ability to resume operations in case of disaster.  The IRS 
processes over 200 million tax returns and collects 
$1.7 trillion in taxes annually.  The IRS also assists 
about 120 million taxpayers and issues 90 million 
individual refunds.  One service center’s Fiscal Year 
1998 activity during an average week included: 
• Processing of approximately 530,000 tax returns. 
• Issuing 206,000 refunds. 
• Collecting approximately $126 million in revenue. 

These totals are significantly higher during the peak tax 
return filing season from January through April.  Long 
delays in restoring IRS operations after a disaster would 
have a serious impact on taxpayer service and cause 
delays in collecting taxes. 

Recommendations 

1. The SSE, in coordination with other IRS offices, 
should develop an overall IRS plan that includes 
standards and a schedule for completion of disaster 
recovery and business resumption plans.  The SSE 
should monitor completion of plans for each major 
IRS location. 

2. The Chief Operations Officer (COO) and the Chief 
Information Officer (CIO) should include disaster 
recovery and business resumption in the 
performance rating process for senior management 
and information officers at computing centers, 
service centers, and districts. 

3. The Assistant Commissioner (Support Services) 
should purchase generators for service centers that 
do not have adequate generator capacity or establish 
agreements to lease generators during times of need. 

Delays in recovering 
operations due to inadequate 
planning would have a 
significant adverse effect on 
the IRS’ ability to provide 
taxpayer service and to collect 
taxes. 

The IRS needs to develop an 
overall plan with scheduled 
time frames for completion of 
disaster recovery and business 
resumption plans for all major 
locations. 
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4. The Assistant Commissioner (Support Services) 
should develop an IRS-wide memorandum of 
understanding with the General Services 
Administration (GSA) which specifies service center 
alternate space needs in the event of a disaster. 

Management’s Response:  The Office of Security, 
Evaluation and Oversight (formerly the SSE) will 
coordinate with the responsible officials and will issue a 
memorandum for the completion of an overall IRS plan, 
which will include standards and a schedule for 
completion of disaster recovery and business resumption 
plans.  The COO and the CIO will factor in the efforts of 
responsible senior managers and information officers to 
implement disaster recovery and business resumption 
during the performance rating process. 

Management does not agree with the recommendations 
to purchase or lease generators for service centers that 
do not have adequate generator capacity and to establish 
an agreement with the GSA to specify service center 
alternate space needs in the event of a disaster because 
of the associated costs. 

Office of Audit Comment:  If management establishes 
adequate alternate courses of action which avoid the 
need for generators or alternate space, the risk of 
significant interruptions in processing and taxpayer 
service could be minimized.  However, at the time of 
our review, most locations did not have adequate 
disaster recovery and business resumption plans, and the 
locations that did have plans in place relied significantly 
on moving to alternate space without specifying what 
space alternatives were available or whether agreements 
were in place.  Disaster recovery and business 
resumption plans should be more specific in both areas 
to help facilitate effective and timely business 
resumption after a disaster or failure. 
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Computer Information Needed to Resume 
Business in the Event of a Disaster Is Not 
Adequately Stored Off-site 

Back-up data files stored off-site are critical to disaster 
recovery planning.  If back-up data files are not taken 
off-site, important tax information could be damaged if a 
disaster occurred at a primary facility.  The IRS was not 
always storing important data files off-site. 

The Martinsburg Computing Center (MCC) did not 
keep off-site back-up files needed to recover two of 
seven masterfiles 

The IRS computer masterfiles contain taxpayer 
information for the entire nation.  The IRS maintains 
and processes accounts on seven types of masterfiles, 
which include individual and business tax as well as 
information returns. 

The MCC has off-site back-up procedures for the 
masterfiles.  However, two of the seven masterfiles, the 
Debtor Masterfile and the Payer Masterfile, were not 
being stored off-site.  The Debtor Masterfile identifies 
taxpayers with a debt to another government agency.  
The Payer Masterfile contains information on all sources 
and amounts of income and tax withholdings. 

MCC personnel determined that the Debtor Masterfile 
was not stored off-site when they were preparing for the 
annual disaster recovery test.  This happened because of 
a redesign of the database that was not reflected in the 
back-up procedures.  In addition, computer 
programmers do not notify computing center personnel 
when changes are made to databases or programs that 
affect files needed to be stored off-site.  As a result, 
computing center personnel responsible for sending files 
off-site must try to identify these files by reviewing all 
program changes. 

The Payer Masterfile must be re-established each year.  
However, the data files created when re-establishing the 

Two of the IRS’ seven 
masterfiles were not sent 
off-site for back-up in case of 
disaster. 
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Payer Masterfile were not stored off-site.  These files are 
necessary to restore the Payer Masterfile until current 
year processing begins in approximately May of each 
year.  MCC personnel were unaware files were not 
being stored off-site because disaster recovery tests were 
conducted after the Payer Masterfile was restored.  Once 
we found this problem, MCC personnel identified   
back-up data files needed to recover the Payer 
Masterfile for January through April and plan to send 
those files off-site beginning in January 2000. 

Since data files for the Debtor and Payer Masterfiles 
were not stored off-site from January to May 1999, the 
IRS was vulnerable to almost five months of lost Debtor 
Masterfile data and the inability to process Payer 
Masterfile data.  The IRS needs to establish procedures 
to verify all needed back-up files for critical systems are 
being completed and stored off-site monthly to avoid 
missing files in the event of a disaster. 

Computing centers did not store back-up data files 
for mainframe systems off-site 

Service center mainframe systems are being 
consolidated at the MCC and Tennessee Computing 
Center (TCC).  Computer systems for five service 
centers will be consolidated at each computing center.  
The two computing centers will eventually maintain and 
process mainframe computer data previously processed 
by the service centers.  The mainframe systems that are 
replacing service center mainframe operations are: 

• The Service Center Replacement System (SCRS)- 
provides real-time access to on-line databases and 
perfects tax return information for input to IRS 
masterfiles. 

• The Integrated Collection System/Automated 
Collection System/Printer Replacement to 
Integrate New Tools (I/A/P) - supports the tax 
collection and printed product processes. 

The IRS should verify monthly 
that proper back-up files are 
sent off-site to avoid losing a 
significant amount of data. 

All mainframe computer 
systems that are in the service 
centers are being consolidated 
into two computing centers. 
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• The Security and Communications System 
(SACS) - controls all IRS employee on-line access 
to taxpayer accounts. 

Consolidation of the SACS is complete for all 10 service 
centers.  At the time of our review, the other mainframe 
computer systems had been consolidated for three 
service centers (Brookhaven, Kansas City, and 
Memphis).  As consolidation is completed (two service 
centers in 1999 and five in 2000), computing centers’ 
disaster recovery and off-site back-up files become 
increasingly important.  In case of failure, the IRS could 
lose mainframe computer systems for five service 
centers at a time.  To avoid this potential, the IRS plans 
to have computing centers back up each other for 
disaster recovery purposes, which should enable the 
5 affected service centers to recover within 36 hours. 

We reviewed off-site back-up files for IRS consolidated 
mainframe systems at both computing centers.  The 
MCC was not sending any files for consolidated 
mainframe systems off-site and the TCC was sending 
only 38 of 118 needed database files (32 percent) 
off-site.  Table II shows the number of computing center 
mainframe database files stored off-site. 

Table II – Number of Service Center Consolidated 
Mainframe Database Files Stored Off-site 

Systems Number of Files 
That Need to be 
Stored Off-site 

Number Off-
site at 

Martinsburg 

Number Off-
site at 

Tennessee 
SCRS 67 0 28 
I/A/P 40 0 0 
SACS 11 0 10 
Total Database Files 118 0 38 

One of the important files that was not sent off-site 
contained SACS security profile data, which control all 
IRS employees’ access to taxpayer information.  At the 
time of our review, the MCC and the TCC each had 
security profile data for its five service centers.  Since 
consolidation for the SACS system is complete, the fact 

While mainframe 
consolidation has many 
benefits, it also increases the 
risk that five service centers 
could lose mainframe 
computing capability if a 
disaster or failure happened at 
one computing center. 

The IRS is not sending many 
of the files off-site that would 
be necessary to restore the 
data to its consolidated 
mainframe systems if a 
disaster occurred. 
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that neither computing center was storing security 
profile data off-site created the risk of having half of all 
IRS employees without access to taxpayer information 
and unable to input information if a disaster occurred.  
Once we brought this to the attention of management, 
the Chief, Integrated Systems Software Branch initiated 
procedures for each computing center to send its 
security data profiles to the other computing center 
daily.  However, to be better prepared for a disaster, 
computing centers should maintain the security profile 
data for all 10 service centers on line. 

Computing centers were not sending back-up data files 
for consolidated mainframe systems and masterfile 
off-site for the following reasons: 

• Disaster recovery procedures were not specific 
enough at each location to complete off-site data 
back-ups as required, and systems were not taken off 
line long enough to complete back-up files needed 
for disaster recovery. 

• Computing center personnel were not conducting 
monthly reviews to verify all back-up files needed to 
restore systems were being completed and stored 
off-site to recover IRS masterfiles. 

Implementing adequate back-up procedures is important 
to ensure the IRS can continue operations at all service 
centers in the event of a disaster or failure at one of the 
computing centers. 

Computing centers and service centers did not store 
back-up minicomputer files off-site 

Minicomputer systems also process data important to 
service center operations.  These systems are significant 
to maintain IRS operations because many IRS functions 
rely on them for processing.  The following are 
examples of important IRS minicomputer systems: 

• The Integrated Submission and Remittance 
Processing (ISRP) System – processes tax returns 
and payments at service centers. 

Computing centers were not 
sending back-up data files for 
consolidated mainframe 
systems off-site because 
disaster recovery procedures 
were not specific enough at 
each location. 

Minicomputer systems are 
also used for many important 
processing functions at 
computing centers and service 
centers. 
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• The Service Center Recognition/Image 
Processing System (SCRIPS) – scans and captures 
tax data from simple one-sided tax returns, 
information returns, and remittance documents. 

• The Interim Revenue Accounting Control System 
(IRACS) – performs summary-level revenue 
operations and revenue tracking functions. 

TCC, Memphis Service Center (MSC), and Andover 
Service Center (ANSC) personnel were sending back-up 
data files for only 11 of the 36 minicomputer 
applications (31 percent) off-site.  Table III shows the 
number of minicomputer applications stored off-site. 

Table III – Number of Minicomputer Applications 
Stored Off-site (as of April 1999) 

Location Number of Applications 
Needing Local Off-site 

Back-up Files 

Number of Applications 
With Local Off-site 

Back-up Files 
Tennessee 
Computing Center 

5  1 

Memphis Service 
Center 

16 6 

Andover Service 
Center 

15 4 

Totals 36 11 

Following a reorganization of the MSC and the TCC in 
October 1998, responsibilities for off-site back-up files 
were not established.  The ANSC system administrator 
had identified the files necessary for recovery, but the 
scheduling employees had not made provisions for 
storing all the required back-up files off-site.  In all 
cases, personnel were not verifying that back-up data 
files were being sent off-site. 

In addition, the IRS does not maintain a consolidated 
listing of minicomputer applications with specific 
requirements for off-site storage.  The IRS does have 
general guidance (not listed by specific application) in 
the IRM for all “multi-user systems” and guidance for 

Back-up data files for many of 
the IRS’ minicomputer 
applications were not being 
stored off-site. 
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each individual system in contingency plans.  However, 
this information is not consolidated into one document 
that could be used by tape librarians or system 
administrators to easily verify all back-up files for 
minicomputer systems are being stored off-site. 

Without procedures for off-site storage, ISRP system, 
SCRIPS, IRACS, and other minicomputer data could be 
lost if a disaster occurred.  After we identified this 
problem, TCC personnel and ANSC personnel began 
storing needed minicomputer back-up files off-site. 

Recommendations 

5. MCC management should ensure personnel update 
the Payer Masterfile disaster recovery plan to 
include files needed for recovery prior to the first 
update.  Personnel should ensure these files are sent 
off-site beginning in the Year 2000. 

6. The Assistant Commissioner (National Operations) 
should update procedures to ensure that information 
systems programmers notify computing centers of 
program changes which affect off-site back-up files.  
Programmers should identify new file names so that 
the proper files are sent off-site when program 
changes are made. 

7. The Assistant Commissioner (National Operations) 
should ensure computing centers maintain security 
profile data for all 10 service centers on line. 

8. Computing center management should establish 
specific procedures to implement disaster recovery 
off-site procedures, follow specific back-up 
procedures for consolidated mainframe systems, and 
take all disaster recovery back-up files off-site.  
Off-site back-up files could be made from back-up 
files kept on site without affecting the operation of 
the systems. 
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9. Monthly, computing center and service center 
management should verify that all critical system 
files are backed up and sent off-site. 

10. The Assistant Commissioner (National Operations), 
in coordination with the SSE, should develop a 
consolidated listing of off-site storage requirements 
for minicomputer applications. 

Management’s Response:  The MCC Director will 
ensure that current back-up file names are added to the 
MCC Payer Masterfile portion of the Disaster Recovery 
Plan.  A review of the files will be made during the 
annual plan review to add additional files or correct 
existing files.  Files will be stored off site during the 
January though May time frame. 

New procedures have been developed and will be 
included in the next revision of the Information Systems 
Operations Support Handbook (IRM 2.2.8) to ensure 
that information systems programmers notify computing 
centers of program changes which affect off-site     
back-up files. 

The disaster recovery plan was revised to require that 
the computing centers back up the security profile data 
nightly and electronically transmit the data to each other.  
The data are stored on tape cartridges in automated tape 
libraries at each reciprocating computing center. 

Computing centers implemented and tested procedures 
for backing up consolidated mainframe data files. 

The computing and service centers will conduct a 
review of existing procedures to determine actions that 
can be taken to improve the verification process and 
determine the feasibility of monthly verifications. 

Assurance that minicomputer system recovery 
requirements are met in disaster recovery plans will be 
reinforced as part of the corrective action for 
Recommendation #1. 
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Procedures to Test and Update Plans Are Not 
Adequate   

Disaster recovery and business resumption plans must 
be tested and updated to ensure plans remain current and 
complete.  Otherwise, plans can quickly become 
obsolete, particularly in a changing business operations 
and information systems environment. 

Tests must be sufficient to identify: 
• Weaknesses in each plan’s procedures. 
• Missing resources needed to implement these plans. 

Maintenance procedures must include provisions for: 
• Incorporating necessary modifications discovered 

during testing. 
• Continuous plan updates as IRS processes or 

personnel change. 

IRS guidelines require all computing centers, service 
centers, and district offices to have adequately tested and 
updated disaster recovery and business resumption 
plans.  However, only 7 of 16 completed disaster 
recovery plans (44 percent) and 11 of 20 completed 
business resumption plans (55 percent) were tested.  The 
completed and tested plans by facility type are in 
Table IV. 

Table IV – Completed and Tested Plans 

  Disaster 
Recovery Plans 

Business 
Resumption Plans 

Facility Type Number 
of 

Facilities 

Completed Tested Completed Tested 

Computing Centers 2 2 2 1 0 
Service Centers 10 6 5 10 10 
District Offices 33 8 0 9 1 
Total 45 16 7 20 11 

To ensure disaster recovery 
and business resumption plans 
can be implemented when 
needed, plans must be 
continuously updated and 
periodically tested. 

Many of the disaster recovery 
and business resumption plans 
that are completed have not 
been adequately tested. 
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Computing centers did not adequately test plans for 
recovery of consolidated mainframe systems 

The MCC has local operating procedures for updating, 
annually testing, and certifying the masterfile portion of 
its disaster recovery plan.  Overall, the MCC has 
followed its procedures to maintain and test this portion 
of the plan.  Those tests identified the Debtor Masterfile 
back-up problems we noted previously (the tests did not 
identify the Payer Masterfile problem because it is not 
feasible to perform tests during peak filing season).  
However, the MCC has not: 
• Developed a disaster recovery plan for consolidated 

mainframe systems. 
• Approved and tested a business resumption plan. 

The TCC’s plans and testing are not adequate because it 
has not developed: 
• An incident management plan to coordinate 

activities of the center’s functions. 
• A disaster recovery plan for minicomputer systems. 
• A business resumption plan. 

The IRS performed one disaster recovery test of its 
consolidated mainframe systems in September 1998 at 
the TCC.  This test was performed to demonstrate that 
the MCC and the TCC could act as recovery sites for 
each other.  However, that test did not use off-site   
back-up files that were being regularly prepared under 
normal operations, but instead included special 
procedures to ensure all necessary data files were 
available. 

Since the test did not determine that the IRS is not 
following its procedures and that necessary recovery 
files are not being maintained in off-site storage, the test 
was not a valid assessment of its recovery capabilities.  
Disaster recovery plan tests should simulate resources 
that could reasonably be available in the event of a 

Tests did not always identify 
that the IRS does not have all 
necessary back-up files stored 
off-site. 
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disaster to ensure missing files and other resources are 
identified. 

After we completed fieldwork, the IRS performed an 
additional test in June 1999 that we did not evaluate. 

Service centers’ tests of business resumption plans 
were not adequate 

Four service centers (including the two locations we 
visited) do not have disaster recovery plans.  In addition, 
one service center with a disaster recovery plan has not 
tested the plan. 

The service centers we visited had performed tests and 
made corrections to their business resumption plans.  
However, these tests would be of limited benefit since 
the disaster recovery plan is needed to restore 
information systems.  Without that plan, it is unlikely a 
service center could resume operations. 

Service center testing of business resumption plans 
ranged from mock disasters with building evacuations to 
only verifying telephone numbers listed in the plans.  A 
plan subjected to mock disaster testing can generally be 
considered more reliable than one that has simply had 
the telephone numbers verified.  However, mock 
disaster tests need to be designed considering the worst 
case situation.  In one such test, one wing of the service 
center could not be accessed for up to six weeks, but this 
test did not identify an alternate space for employees or 
the lack of arrangements with the GSA to provide 
alternate space if the event had occurred during the peak 
filing season.  Other tests were limited to reading 
through procedures or verifying telephone numbers in 
the plan. 

Testing guidelines should be developed to ensure 
comprehensive tests are performed to identify 
weaknesses and assist in maintaining adequate plans. 

Service centers without 
disaster recovery plans cannot 
perform adequate tests of their 
business resumption plans, 
since the two plans must be 
integrated properly to work. 
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District offices have not tested disaster recovery or 
business resumption plans 

Eight of the 33 district offices we surveyed responded 
that they had completed both disaster recovery and 
business resumption plans.  But of these eight district 
offices, only one had performed any testing, and the test 
was only of its business resumption plan.  Districts did 
not have specific guidance on how to conduct tests. 

District offices perform many important functions, 
including on-site taxpayer service in addition to field 
compliance operations.  It is important that they have 
plans in place and tested to help make sure they can 
resume business in the event of a disaster.  Because most 
districts have not completed plans or conducted tests, the 
IRS needs to provide guidance to assist in this effort. 

Recommendations 
11. The SSE should develop guidance to assist managers 

in developing sufficient plan testing and 
maintenance procedures.  This guidance should 
include, but not be limited to: 
• Ensuring tests are based on off-site data or other 

resources that would reasonably be available in 
the event of a disaster. 

• Ensuring any assumptions included in the test 
are reasonable (e.g., availability of information 
systems). 

• Verifying that alternate support service 
organizations can provide necessary services or 
facilities. 

• Ensuring tests are of sufficient depth to identify 
plan limitations or areas needing clarification or 
revision. 

12. The SSE should develop consolidated mainframe 
systems test plans that test disaster recovery at both 
computing centers using only back-up files stored 
off-site. 

Only one district had 
performed testing of its 
business resumption plan. 

The IRS needs to provide 
better guidance to ensure 
plans are tested adequately.  
Adequate testing would have 
identified many of the 
problems we found. 
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Management’s Response:  The Office of Security, 
Evaluation and Oversight developed and issued a guide 
to disaster recovery plan testing, “Procedural Guide to 
Exercise Plans.”  It will ensure tests are conducted and it 
will monitor the results.  IRM 2.1.10.6 identifies the 
Head of Office as being responsible for the testing of the 
business continuity plans. 

The Office of Security, Evaluation and Oversight will 
oversee the development of test plans, which will 
include the use of files from off-site storage.  A recent 
test along with future tests will use files from off-site 
storage when conducting disaster recovery tests of the 
consolidated mainframe systems. 

Conclusion 

The IRS has the responsibility to prepare for possible 
disasters and failures.  Nonetheless, it has not yet 
developed adequate guidance and IRS managers have 
not taken the actions necessary to ensure plans are 
completed timely and that resources needed to 
implement plans are available. 

Disaster recovery and business resumption plans should 
be completed for all major locations and should provide 
for all computer information and other resources needed 
to resume business in the event of a disaster.  The IRS 
needs to develop an overall plan to ensure that adequate 
plans are in place.  It also needs to develop guidelines 
for testing and updating plans for each type of location. 

 

The IRS needs an overall plan 
to govern its disaster recovery 
and planning and to expedite 
completion of plans for all 
major locations. 
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 Appendix I 

Detailed Objective, Scope, and Methodology 

Our overall objective was to determine whether the Internal Revenue Service’s (IRS) 
disaster recovery and business resumption plans are sufficient to ensure the IRS is 
capable of resuming operations in case of disaster or failure.  This review did not address 
the IRS’ Year 2000 contingency planning, which was addressed in a prior report, Review 
of the Internal Revenue Service’s Year 2000 Contingency Planning Efforts (Reference 
Number 092705, dated March 1999). 

We reviewed disaster recovery and business resumption plans at the Martinsburg 
Computing Center, the Tennessee Computing Center, the Memphis Service Center, the 
Andover Service Center, and the New Jersey District.  We also surveyed all IRS service 
centers and districts.  To evaluate the IRS’ disaster recovery and business resumption 
efforts, we: 

I. Determined whether disaster recovery and business resumption plans were 
developed for IRS operations and whether plans were sufficient to resume 
operations promptly. 

A. Determined the Office of Systems Standards and Evaluation’s progress in 
establishing oversight policies for developing disaster recovery and business 
resumption plans. 

B. Determined if senior management emphasized disaster recovery and business 
resumption planning and also determined whether it was an element in their 
performance rating. 

C. Determined whether specific deadlines have been given to field offices for 
development of disaster recovery plans. 

D. Analyzed disaster recovery and business resumption plans and determined 
whether they adequately address business and disaster recovery procedures 
necessary for restoring essential IRS activities, systems, and assets. 

II. Determined whether back-up data files necessary to recover from a disaster are 
maintained off-site for IRS mainframe and minicomputer systems. 

A. Determined whether essential or critical information systems have been 
identified. 

B. Determined whether management documented the critical requirements 
necessary to restore operations at each location. 
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C. Visited the off-premises storage facility.  For selected systems, determined 
whether important files, computer programs, and documentation are stored at 
the facility and whether this information is sufficient and current enough to 
enable recovery. 

III. Determined if the IRS has implemented adequate policies and procedures to ensure 
plans are tested and maintained. 

A. Reviewed memoranda or other directives requiring the performance of disaster 
recovery and business resumption plan testing. 

B. Reviewed the results of disaster recovery and business resumption tests at 
selected locations. 

C. Determined if the procedures require that only the back-up databases and 
programs specified in the disaster recovery and business resumption plan are 
used for the test(s). 

D. Reviewed the methods used to review the test results and perform necessary 
modifications to the plan. 
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Appendix IV 

Outcome Measures 

This appendix presents information on the impact that our recommended corrective 
actions will have on tax administration.  These benefits will be incorporated into our 
Semiannual Report to the Congress. 

The primary benefit of contingency planning is to ensure the availability of resources, 
including data, needed to continue operations in the event of a disaster.  The cost to the 
government if the Internal Revenue Service (IRS) were not adequately prepared to 
recover would depend on the type of disaster and the type of facility affected. 

Overall finding and recommendation: 

The IRS does not have the plans or resources needed to recover from disasters or failures 
at many major locations.  The IRS also lacks adequate testing procedures to ensure that 
computer data back-up files and other necessary resources will be available in the event 
of a disaster. 

We recommended that IRS management develop an overall schedule to ensure 
completion of disaster recovery and business resumption plans, as well as provide 
guidelines for regular testing to make sure resources, such as data files, are available and 
plans can be implemented. 

Type of Outcome Measures: 

• Reduction of taxpayer burden - potential 
• Protection of resources - potential 

Value of the Benefit: 

Completion of Disaster Recovery and Business Resumption Plans 

With adequate plans in place, the IRS would be able to more quickly and efficiently 
restore operations and service at 30 locations. 
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Facilities Which Need to Complete Disaster Recovery/Business Resumption Plans 

Computing Centers  1 

Service Centers 4 

District Offices 25 
 
The five service centers that did not have electrical generators at the time of our review 
are also vulnerable to interruptions in processing for the duration of any failure.  Once 
generators are installed at these service centers, they will be able to continue processing 
in the event of a power failure. 

Delays in restoring operations and service at any major IRS facility would be very costly 
to the government.  For example, salary costs alone at just one service center for one 
week are approximately $1.3 million.  That one service center on an average weekly basis 
also performs the following actions: 
• Processes 530,000 tax returns. 
• Issues 206,000 refunds. 
• Collects approximately $126 million in additional tax payments. 
Storing Data Files at Off-site Locations 

Once the IRS stores all necessary data files off-site so that the data are available after a 
disaster or failure, it will be able to restore at least 105 mainframe and minicomputer data 
files and two masterfiles (the Debtor and Payer Masterfiles) that it would not otherwise 
have been able to restore. 

Type And Number of Computer Data Files Not Stored Off-site at the Time of Our Review 

Masterfiles 2 

Mainframe computer files 80 

Minicomputer files 25 
 
Not having these files would affect nearly every aspect of IRS operations, including 
processing of tax returns, payments, and refunds and providing taxpayer service.  For 
example, if a disaster or failure caused the destruction of security profile data on the 
Security and Communication System at one computing center, half of all IRS employees 
who need access to taxpayer accounts for processing and taxpayer service would lose this 
access for an extended period of time. 
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Data are one of the IRS’ most important resources.  If data are lost or destroyed, the IRS 
may have to request taxpayers and institutions to provide the same information again and 
it would have to reprocess the data.  In addition, any information the IRS could not 
reconstruct or obtain would result in permanently lost data and potentially lost revenue. 

Methodology Used to Measure the Reported Benefits: 

We included information from on-site visits, as well as survey information provided by 
each major location, in determining the number of IRS locations that still need to 
complete Disaster Recovery or Business Resumption plans and those that need electrical 
generators.  The number of data files we noted as not being stored off-site are only those 
maintained by the IRS sites we visited.  Other sites may also have important data files 
that are not stored off-site. 
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. . ..... . . . . ..... . . ..... . . .  ....... ....... . . . . . .  R~E&~#QE @ TlGTA'aN~yember,rC, 1999 Dmfi Audn Report, entitled 
. The Internal Reven w S6ivice Need$ to Corhpl'&i'I[n&t&r~R&cwery .... 

. . . .  and &8s#r.ma ReaWmption Pta* 
..... ... 

~ h a , $ ~ l l o w i n ~ . ~ t e ~ a 1  must be pmtected as "LIMI'FEO OFFICIAL USE" and also "i. 
wamiiiils p W i : u n d e r  the Fredcm,pf Infor@tion Act due to the sensitive 

. . .  ......... : . . inbriiiii.n contied in me responses p r  mrnrnendatkns. 
. . .  . . . . .  

. . .  .... . . .  . . . . . . .  .... . . . . 
Office of s e w ~ ~  wndards e:"&~veliiltriiri (SSE) in coo~inetion.~'t)i~$iher ' . .:' .: 

. . .  . . . . . . . .  . . 1RS::aff'ces shouid.deumJqp an overa!l:lRS p!an:wh!ch includes, standards and a 

. . . . . .  . schdule for mmplelion d disaster rw%wly and Ciusiness resuinptlon plans; The 
. 

. . , 
SSEi&wuld monitor coriytetbn d,plan:s ... for.ewJ1:'hjqrjRgi!q.*bn. . . . . . . . . . . . . . . .  ... . . .  

The IRS must make sure !hat.plans aredeveloped and have all the.important 'I.'.:: 
elements. Requiring plans to 'be in place wlthin a specific time fmme wiil help i n  " 
setting the priority of this important task. For example, ell t 0 service centers 
were given specific dates for completing business resumption plans by the 

.-,.::.. .EOSCO:and a l  service cenlers.~mpleted.plans. However, the Assis+artt. ::: 
Commlsqbner (Se~lce Center Operations) (sic) has not given 8ervlce ceriters 

::i:.': ... .... lapecilie Sites tbr complelibn of dltljaster wmwy . . .  plans and four service"mters ........ 
...... . . . .  ...... have yet to complete these plans:"" . . .  

. ln.;i&~ wersightand guidance role, S.SE+hlch .is.now called the Office af 
$ h r i t y  & pfiuoq, &&sight ( S p O e i l l  a>,jpfia'.cmrdinaling &th the 
~%iizat ions that are respons~Me for the plans end working with theaffected 

. . .  . . .  o@a@hations t,o complefe. the individuatand ova~ll~planb. SPO'e Offiie Of .,: , . . . . . .  

. . Securlty Eveluetbns 8. Weisight will also assist in developing standard's and a . . ' 

. . . .  . . . .  ... . . .  sch.edule . . for mrnpleting the disaster r v v e r y  and business resumption plans. . 
... . . . . 

ThC:kRS has taken sevetal:st?3p? towards;.slanUardizat'i of the business, ,:: . . .  
. . .  ,, . . continuity plans. T h r o u g t i . i M j ~ u # ~ i O ~ c e r  for Service Center Opemins . . , ,;:. . : 

. . .  
. . : (EOSGO). the Andovar ServtoeCjwrter Bevekped and distributed a prdt6vw ;:.;.:.. , . :,. .:. 

business resumption plan for cusforn~ion by each service center. Norlliiiast 
Reglon developed a prototype plan for district office business resumption tha! 
was distributed to all District C)ffi*s. SPO?a O f f a  Of Security Evaluations 8: 

" OvsrslQht lnsfalted a generic v6isibn of the Fresm Sewice Center clisader 
" 

recovery..plan at each service center for cuslomizaflon to their individual site. 
.: ::' The 0fffCe:of'Security EvaluaUons:&:C)ve~$At:EiI~u dislniuted fhg . . 

" Comprehenslw Business Recovery planning sofiware to each site and provld'ed 
.... 

'. 'tre1nlng''M'the Identified staff at the sites. " ' . . 
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. . .  . . . .  . . .  
.... .... ...... .... ... . . .  ..... Sumarv of Actlon lor ITC ..... 

. . .  ......... . . . . .  . . . .  . . . .  . . . .  . . . .  lmdemenbtlon Date . . . . . . .  . . . .  . . . .  . . .  . . . . .  . . .  . . . .  ..... ..... . . . . . . . .  . . . . . . . .  ... 

...... . . .  ..... 
" The Ofii~e Of Security Evaluations 8. Oversight wiii'.iwrdlnate with the' 
.,:..lc8sponstble oillciala (re6'Wbw) and will issue a memorandum for the ~rnpldlon:~l~.;:... . .  

of an overall IRS plan, which wHI Indude standards ana:a.whedule'for'~ : . . 
.:gitipjetion of disaster recbvqry and buslness resumptian plans to inowe . . . . . . . . . .  . . .  . . . . . . . .  ........ 
.:mrdkrnputer .............. applications .(See Recommendation #10). . . . . . . . .  . . . . . . . .  . . . . . . . . . . .  ................. . . . . .  . . . . . . . . . . . . .  ................. . . . . . . . . . . .  

. . . .  ...... . . . .  . . . . .  ...... . . .  . . .  December 2000. .... . . .  

t 

. . .  . . .... 
A o s . ~ . : j m i s e ' l O n e r  (F"2i'.& Submidon P-ssing) 

. . .  . . . . .  .... 
A~~istant C.a.omm~aioner (Custmr Senii)  ... 
Assist~C;ryrrg&ioner (NaU@nal.Operatlons) 
Executhrai;0.lt1:w Dir atOK 1j;S,gi-&y&:8enter b.r Sewlce qpercltm Centfar Qperarians 

nir'&jm:,;&$&j6'ij;8'g&S (33) 
..................... .Qmtor;S :Fi&- Operations ' ! . . . . .  . . . . .  . . . .  . . . . .  . . . . . . . . . . . . . . .  .... .... . . . . . . . . . .  . . . . . . . . . . . . . . . . .  . . . . . . .  . . . . 

. . 
. . . . . . .  . . . .  

...... . . . . . .  "Recommendation # 2 . . . . .  .... . . . .  . . . .  ........ . . . . .  . . . . . .  . . . . . . . .  . . 
..... 

Tho Chief aperatit& Off- and the Chief lnfammation Officer should~.lndude :.I:. ' ... . . 
dismter recovery mdijb@,dness muknptlon In the performance rating prboess for ' 

... " . . senbr menagement'and mrmatbn ~ f f  leers at computing centers. service I . . . .  
. . centers, and dstrlcts. ". ' .  

. . . . . .  I .... ..... . . 
: A m w a n t  of ~au6@":;,-: :. . 
. . ... . . 

Despitethe importance of having b&h.jbusiness and dj$#Stln recovery piiriiat 
each major facility, many critical IRS,:fB$yifies lack elh2rt.:W.or.both type6 of 

..,:, . ..plans. The IRS must mike:.lure that plans are developed and have all the 
Imponant elements. Owe.@. !RS managerned has not emptiasisd tlmely plen 

:... : ..::development ar aseigned r6eponsibilii.b one office nationally lor plan 
o6mpleth. Requiring pbns to be in place within a specific tirne.:freme will 'b!p 
in setting the priorityof this important task. For example,.all l:O::%&ice centelk 
were given specific dates for.ccmpleting:ibusin:ess resumption plans by the . . .  

. EOSCO and all service centers corn~ieted ~llihs. However. the.Assistant 
Cammlssbner (Sevke Center Qmration&haa not given serv ik  iienters specific 
dates for mnrpletion ofdistq ~.ecovery,!fl@r$s 'and four sew@ centers have yet I 
to complete these plans. 
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R PO will keep the COO and ~f0.ikpprlse&crl.v1e effom, by .mponsibIe mior  
managers and information o l f lm.  to Impliimiint dlsasterremvery a!d;j@siness .:.:.. . 

..... nsurnpt'm plans. These efforts.glr be fectored in the performce'rating .... ... 

. . . . .  . . . .  ....... . . 
. . .  ...... process. . ,  . .  
. . . . .  . . .  . . . . . . .  . . . .  

. . . .  . . . . . . . . .  . . .  . Summary of 'AiCtion.for. ITC: . . . .  ......... ......... . . 
. . . . . .  .... . . . . . . .  . . . .  . . . . . .  

...... . . . .  I M  .GOO and.CIO ~ i ! l  factor in the effme'af teapqnsible senior manag&;:i$d 
. . .  information officerj.'ta Implement dkAstM recaw%y And business resumplk%: . . . . . .  

dudng the performance ratlng process. . . 

' . . .  0ctob~ir.;~000 . . . .  
. . . .  . ,.. . . . . . . . . . . . . . .  . . . .  ..... . . . .  . . . . 

. . . . .  ..... . . . .  . . . .  ..................... . . . . .  . . . . . . . . . . . .  ... . . .  . . Responsible OWlclal : ..' . ' . . 

. . ....... 
Fh';~ssi&&:~r;~mi&~ner (su+fl ~eniiii=).shwld porchase genei+k for 
senrice centers thal do not.have adiscjuate generator capacity or establish ' ' ' . - . . agreements to lease generators duiiq times of need. 

Fiv9:~ervice.~ente~s did not.have electrical gsne.Mcrp needed to:~ont~nue . ., . . . . . .  . . . . .  . . .  opikations irr%he:e%ig'ttof a power outage (one of:!he* did.h&ve.sl'dual p~ei . . : :~ l  . . 

. . . . . . .  ... souice and may be *,He to continue ol?;/i:ratis if tfik ~ t - 9  affected only one" "' 
. . . .  

. . 
............ .... . . . . . . .  source). . . . . . . . .  . . . .  . . .  . . 

. . 

Corrective Action 

. A8 diqcyssed with .th.e audit staff. we will continue b qaluale Ihs busi.ness need. . . .  
associated with acquiring emergency genkmtor systems in our Atlanfk 

. . , . . Clncinlnati. Fremo. K&?sg City. and PMMelphia Senice Centere. flWever. ;::.::,' 
' ' thls Is'not a high priority Iein given its high cost and limited benefds. lfi this 

regard, mainframe consolidation has mduced Ute demand on ttm Csnters' 
battery:backup capabilRtes, which in lurn provide enough capacity for an orderly 

' 

. shutdown of the system. It Ls Importantnote, that the generators in wr: sewlee . . .  
. . . . . . . .  . . .  . , . . ... . . .  . . . . . . . .  . . . .  . . . . . . . . . . .  . . .  . . . . . . .  . +pe:lofI4.' . . . 
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centers were acquired to support major computer s y s t e m o t  sefvlce center , 
... qmrathw. Aqulfi,tq costly genera&!kto mn 4n:iktire Sewlcs-Center$wpul~. . . .  

slgnlflcantly ddw up costs, lncludhg costs associated wllh bullding systems 
upgra(le9. For emamgte,. signweant sp:ce w o u W ~  to be prov1ded:fOrthe . . 
genWWs along wlth a secure and safe area k r  storing large quantities of fuel. 
In esse$@,.the IRS muki be in the pow@ plant bueifless. Elecbicel distributm 
systemsimM proha&& require e;wtensi+B retrofit t in~~fg:~ommdats the new 
power ~lrements.:vlfhich would be w ' e d  to ~ $ ~ h @ i i i m p u t e r s  running and. 
t~? power'wllding suppac.syslerns such #a IigMlng, heugng; ventilation, air ' ' . 

conditioning and security sysfems. 
.... . . . . . . .  . . .  . . . . . . . . . .  ........... 

. : . . .  :. .:.:.. :Whereae,"&& IRS ag-:tdYt -enhl furietiona &htinue dudrrg . 
. : . sf&rpawer:gsl$ges. it d0s.s.not.belkve thet.a.bi Investmant'in.larga backup . . . . . . . .  

'gemlor systems is necekkarily the best answer for all ib facikms. The 
r e c o ~ n d a t i o n  is nat based on identified :@vemmenl and indusky guidelines. . 
whbh do no1,typically recommend that disa6!!$€:r.~very and.:by&sa 

-f&i.mption pleiijrs be bound:t@j~iji%@fl~.~!af.:eq~ipment and':&i3plies that can 
.66iised to irnpwtant.:iriFoP~~ systefis.arad bus im?$g:pe ,~s i . .  : , 

Instead, appk$i&es need to.b8 b;iid.on pi~lwt.considefatL~1~1 !g&dl:M.:, fee#itjiity example;,g;fh ., s.ivica iCenaers ,RS is a:&c. 
. mi&ize lhe effsls of a paw.er outage by rerouting critical work to onaffected 
miteis. At thki time, we belle* that this is a reasonable end responsible 
approach. Howww, as worklaads an@ systerns.eqnllnue to change q q s  the 
IRS;'% wilt cariihiib to evaluate the Wsiness need associated with acquiring 
emergency generator systems. 

I . . . . .  . . . .  . . . . .  . Surnmary'ol Action for ITC . . .  . . .,. ,.. . . . .  . . ........ . . . . .  . . . . .  . . . . . . .  Current conditions cannot support a business case to implement the . . . .  . . . . . . . . .  . . . .  murrnmen.&tlon. whkh Is being dosed; . . . . . . . . .  . . . . . .  . . .  
....... . . . .  . . I . . . . . . . .  . . . . .  ...... lmphnentatian Dale . . . . . . .  . . . . .  . . .  . . . . . .  ...... . . 

. . . . .  . . 
. . . .  . . . .  NIA : . . . . . .  . . . . . . . .  

. . . . .  Recommendation # 4 
. . 

The Asslatant Comrnhsloner {Suppofl Sewicas)~~wld  develop air IRS-&&' :' 
. . ... .:: ... :dmoranddm.of understatidlng 'Mth the General Services Administration which .: . . .  . . . .  npacifles service center alternate space needs.in.b event of a disaster. 

... ..... . . . . 

Page 32 



The Internal Revenue Service. Needs to Complete 
Disaster Recovery and. Business Resumption Plans 

. . . .  . . .  . . .  . . ... . . . .  
~&srfent . . . . . .  Of Cause ' , . . . . . . .  . . . .  ........ . . . . . . .  
TIGTA ivlewed plans at ri& sites and h i n d  thal these djd not have all 
necwaam Inf~rmali i  end did nol cover a!! ths important i n f q ~ t i h   system^ 
and ~ertje;rr. :Two S ~ I V I W ' E ~ W ~ B  and O dlfitriot offme did fi(lltplovide for 

. . .  rtltem~e;ss~,e ,needs in cased disaster. :.. :.: . . . . .  .... ............. . . . .  . . . . . . .  . . . .  . . . . . .  . . .  . . . . . . . . . . . . .  . . . . . . . . . . . . . . .  . . . .  . . .  . . Corr&-tlvsmfiiiljj:.I_.: . . . .  ...................... 

Whereas, thls recommendation appears to bs a good Idea, il is not'clear that it is 
a M Q ~  ptlorlly for the IRS to pursue at this time. given other prioritie'e snd the fow 
risk, if any, assdated, with not, irn@,~enting thls:Fmendatbni ' ilir natural .:. 

dhastem Hke .h!hyrrlMj&fjnd eertbQ@kes, an a l te i~ae  site may not be 
. lmible, especialy'if:h:site is als6:Lmaged at dm!myed. In a scenario, where 

a facility tyr been signifmntly destroyed, there cy,m be anything available 
'k in the original Cbi l iW'to support a'fecovery process. We agree that having 
alternate space available is an approach that can work for some disasters, but t 
does not always appear to be the m~st'Gppqpn'ate5r'rjo~eflective s t i k g y  for 
the Sewice. Again, the IRS has the ability to rerade..Wr3Yk.;iriotl .to mmi .{.':" mm into a disedecs-l& -:have m e  in th&@#'f+ ............. mntin(i;rj 
op&aBons a d  ami& vmims. Whmeeci6 i m p o r t a n i ~ i i ~ a ~ ~ a , C ~ p ' ~ ~ i ~ ~ ~ s  .............. 

' 

awlable for critical systemand ~ r a i i g r i s  durlng a dis@@.g,ith wer 5,OW 
PercRftles we currently haw'@ckop capabiijtieg to handletheliiiti(l$oad d our::. ' 

Ldlties ounelves. We also can qulckly msegsthe damagea)#l:mobilize thg 
specific reswrces neaded..+o:idisaster amis. 'Ih this regaril, ihe::ii?S is ready b ' 
p l a C U , ~ , a l t ~ n a t e  space and.rerces #.nfwd.ed and our plans address doing 
thlqifalkWing emergencies: :Wedo not sea me oast effectiveness of relying on 
grkr comnitrnents that would be necessary for.all types of emergenues. The 
leastng of:em&ency space need6 to be +ngj?ni.an appropn'ate:,an!d cost .: :. 
effectlue:iit!t$iiper,uulth Ule coii~~,.Wbi ... our prknarjc focw on.ws?p?ng essential function$ within 

orthe Service's limited reswa~.. I .  . . . .  . . . .  . . 
. . . . .  .......... . . , . . . . . .  . . ... . . . . .  . . . . . . . . . . . . . . .  . . . . .  .......................... 

. . Surnrna.v4jfM[@iii .......................... j:f&~'lTC '1 .  
................. . . . . . . . . . .  ................ . . . . . . . . . . . . . . . . .  

Current ~nditi&Wf'iot suppati i"businsss case to implement the . . . .  ..... . . .  ..... rewrnrnendatkn,.y~~~. la baing &pd. . . . . .  

Imptementatlen Date .... . 
........ .... 

FVG 

' . Responsible Official . . 

. . .  ... . . ; NIA 
..... .... . . 
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........... ..... ..... . . . .  . . .  . . .  
... ..... . . . . . . .  . . . . . .  . . . .  . . .  ,.. . . . .  . . .  . . . .  . . .... . . ~ " ' 

. . .... ..... ..... . . . .  . . . .  . . . .  . . . . .  . . .  . . .  . . 
~arttnsbum~orn~utiig Center management should ensure personnel update . . .  
me Pztjrei"Master fde &isterrec&qipbn to include files neaded for recorlery 

1 prior to the fi.mt update:' Personnel~slwukl ....... ensuie these files are sent offsite 
Wlnnlng imthe year 2WO. . . 

.... ........... . . . .  . . 

. . . . . .  . . . :  . As~essment.Qf Ceuse . . . . .  . . . . . . . . .  ..... . . . . . .  . . 
' . Backup data &.&tored:crffsie are eritical.:lo:.disa.@er recovery .p!.?nning. If . : 

. ' . . . . .  badtup data fles#m not taken dfslte. important tax informati kuld. be ... ::.: . . . . .  
damaged if a disaglar 0citiih.d at a ptima~facility. . the IRS was not always .... 
storing Important data fiIes.oIf'~t$e. The Payer M m ~ f i l o  must be ~ t a b l i s h e d  

. . . .  . . . . .  ............ e&.ysar. Hawav6'r. the da@ 61- created when ~ ~ i h i n g  me: Payer 
. . .  . . ~ ~ . . f l l e  wem not stored aflsite. These ties are nedemty to esbre the .... . . . . . . . . .  ..... ..... . . . . .  . . .  %yer Master file untl current year processing begins inlijpproximrrtely:May of 

. . . .  .... . . ...... u&;pat. Matinsburg pws~nnel were unawane fie6 wire.not beindid!ored . 

. . . ~ W t ' b e q u s e  disaster rcoovery test8 w e  conducted a h  the Payer:Maeter 
..... .fie W%Ji@!$tored. Once TIGTA fwnd thls problem. Martinsburg p e d d :  

ideniifld'lRebsckup data files theliia~mededito recover the Payer  aster file . . . .  . . . .  for Januzqhrough .... and they plan!? . . . . . . .  send.the ides offsib'beginning::in 
. . . . . . . . . .  ... Jmary  2000. . . . . . .  . . . . .  . . .  ..... ........ . . . .  . . ......... . . . . .  C-.iv#:&l". . . . . . . .  .... . . . . . . . .  

, I!m . . . . . . . . .  . . .  . . . .  . . ..... . . . . . . . . . .  . . . . .  . . . . . . . . .  ............... ............ 
. ..... .: ... File ldentifio~€lonl~rogtzim Updates have been completed, The Martlnsburg ... .::.::'. :':. ... 

.... . . . . .  Computing Center Identified the January through May cbta files that am needea. .. : 

to create the uj,.mnt year Peyer Master flle. The flle names wlll be provided to ' ' 

. . . . .  . . .  the Master File Scheduling Section fw program updates lo ensure creallon of a 
.bebkup copy far ofisife storage purposes. The backup file names will then be 
a@@ to the Martinsburg Coirpullng Center Payer Msster.flfe portmjbfihe 

.. " ' . .Dhk&er Aecwery Plan. A review af the flles wit be made durhrg the ennuat plan 
nvlew te &id addltion~t flles 6r.c;urteeZ existing Ales. The, identified files will be 

.... . . . . .  .5naraCI.:off$Re during the January thmugh May timeframe. Mtktlnaburg 
Carngqtijig Center personnel wlll review the Marllnsburg Computing Center. 
OffsitC.Sjewrity Storage reports In March 2000. ta ensure files needed fur .:.. 

, 

creatiir:~lf':the Payer Master file.are being stored offatie with the correct . . .  

mhtion. The etalus ofithis aclim wil l '~~!~p~?ed. .mnthly  . . . .  to the Chief. Program 
. . . . . . .  . . . . . . .  .... Plannlng Division . i.: 
. . 

implkrnentation Detea ..... ............ 

Fites will he s h k l  offsite sfaning in January 2000. ... . . 
. . .  . . . . .  
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..... . . .  ..... ... ....... . . . . ... . . .  . . . . .  . . . . .  . . . . . .  . . . . . .  . . . . .  . . . .  ...... Respofisible .;;j.. . . . . .  . . . .  . . .  ...... . . .  ....... ....... . . . .  . . ........ .... . . . .  . . . . .  
. ~rectar, ~ a r t ' k b u r g  COmputing Center . . .  .......... . . . .  . . . . . . . . . . . .  . . . . . .  .... . . . . .  . . . .  . . 

..... . . . . .  . . .  
Sumrmcy of Actioh for KC 

Identify the data files needed as input to cmste the current year Payer Master 
... ... ':fib; PhWe file names to the'MacitesFile Schsduling'Sectii fo~plograrn 

Upclatqb ensure creation of backup copy for offsite storage. Backup file names 
Miill bq:@sd to the Martinsburg.Cairiprrting c.entw Peyer Msster file partian of ..... 

' , the Dis'WIer RecoveM.Plan. R&iwoffhe.fl$?s will bej-de duiiit@jwn~~ft.plan . . ' 
' 

+view to add additloiial riles or'&i~~~xistirt@~fi les.  Ide@lRed files:'wiM:ibe, stored ' 

. . .  ' , ollslte dur!.ng. the Januay through Ma)! t ! m ~  f m e .  Pars6fi~l wlll ,mjew.iha ... 
Manlnsbiirg Computiri'Center's 0ffsib"S~'tlty Storage reports in M a r c h ' 2 ~ .  

...... . . . .  .... to ensur6'files needed @f creation of-PayeriMasbr file arcs;s!+d offsi::wph. :, . , , . . . . . . . . . . . .  ..... . . .  . . . . . . . . . . . . . . . .  .... . . .  . . . . . . . . . .  . . .  .... correct reterii'in. . . 
...... ...... ........ . . . . . .  ....... . . .  . . . . .  ..... . . . . . .  ....... 

.. Reoammendatlbn # B -- 

. . .  ....... . . . . . . . .  . . . . . . .  . . . . .  The Assistant Commissioner (NatbnalOpera(ians)shwld update procedures to 
. . . . . .  .... 

. . 
' enswe that infoimation systams programmers notify carnputing amlers of 

......... . . . . . . .  ............ ' pragram new file names ckang.eq &that which me.:iijpElr"files affect dffsite backup are s&.,t files. offsCi'*n Programme@ prog,.;r;m :should identify 

alre.,made. . . . . . . . . . . . . . . . . .  . . . . .  . . . . . . . . . . . . . . . . . . .  . . . . . . . . . .  ... . . . . . . . . . . . . . . .  . . . . . . . . . . . . . . . . . . . . .  ..... ............. . . .  ...... .. . :  Asg'iSament *f Cad@! ................. . . .... . . 
. . . . .  . . . .  . . . . . . . . .  . . . . . . . . . . . . .  

, :Martlnsburg ~ornprrd& Cehtst pm~:!?ed &~e:cmirted ha$ibe DebWiMai&r.Bi& ': '1 
'was not 5t0r4 09kitej:;*he" they wbi *.mp the afikGal disa*fl<#GE,va;r:j : . . .  
test. This h a p p e d  bdcause of a redesign dfhe databasethat was not 
refteed in the backup pracedures. In addition. computer programmers do not 
notify computing center personnel when changes are made ID databases or 
prpgrams..which affectfiles, Meded to be stored eflsile. As.a,w~uH, computing 
center personnel rezq.wii%iible for sending fllaa offsit8 must try b identify these 
fllee by mviyting all propram changes. . . . .  . . . .  . . . . 

... Corrccfive Action. ..: . . .  ..... 
. . 

. .  ..... ... ..... .... . . .  ... . . .  . . . . .  ~ ~ t j ~ ~ a l  Compuk(ng.Center staff twther to 4igebp 
procedures to m ~ c t  this . s i u a t i ~ .  These pmudur&'jjient into e%~t  

. . 
. . . .  September 1999.aMl will tiijiiiirc;l#clad in the nexl reuisioiiir;of the Infoeatian: .... ... . . . .  . . . .  . . . . . .  . . .  Systems Operatbijs Sugport:W.aniClborrk IRM 2~2.8 . , . . . . .  . . . . .  . . . . . . . .  ... . . 

. . .  
lrnplernentation &te 

. . . . . . .  . . . . .  . . . .  . . . . . . .  . . . .  . . . . . .  . . . . .  . . 

..... ..... . . .  . . . .  .... . . . . . . .  ...... . . . . . . . .  . . . . . .  . . . .  . . . . . . . . .  . . 
. . t ' l p ~  for14 . . 

. . . . .  

Page 35 . 



The Internal Revenue Service Needs to Complete 
Disaster Recovery and Business Resumption Plans 

September 10.1899 (Corrected) 

Summary of Adlon for TTC 

Completed - National Office and Compuf i  Center staff worked together to 
develop 'pracedlires to correct thk altuatian. These procedures went hto effect 
September 1988 and will be included in the next nyuis$n of the Infomatiin 

....... Systms:~erationg:.Support Handbwk.LRM.~2.2.8 

. . . . .  ... .... ....... ... .... .: .... . . :. . .::.:olr&or. krtin&urgii~omputing Center 

.' " 

The Assistant Commissioner (National 0perations)shauld enserje:mrnputing 
centers maidah secwity profile data fw all 10 se:yice centers'.qni!Lis.. ............ 

...... . . . . . . . . . . . . . .  . . . . . . . . .  . . . .  ... . . . . .  . . .  . 
Assessment of Cause . . . . . . .  

..... . . .  . . . . . . .  . . .  . . . . . . . .  . . .  . . . . . . . . . . . . . . . .  
Smm and ~~&unicationb:~yste&.;(~ACS). &lrols all 1RS ernplbji;&&.o+ ' 

' 

line' accesa to taxpayer accounts. Consolidation of SACS is complete for all 10 
' 

.sewlc@:~ente~:; .~~s consolidation is cotyleted (two.s.erviw centers in 1999 and 
i$#OO), cfinrputing centers' disasbiici+overy ajnd offsite backup files 

becoF:lncreasiqgfy important. In case of.faiiure. the IRS could lose rryirtfrarne 
computer systewfor five service centers.at a Zme, To avoid this potential, the 

. . IRS pis* to heveij*rnputing centers baok yp each other for disaster recovery 
. purposes, which should enable the 5 affected service centers to reower within 

36 hours. TIGTA reviewed ofbite backup film for IRS :conwlldattd mainframe . ': :. 
system4 at both cgtiputing centere; The .Maitiilsburg Bti'mputing Center was not 
sendlnga-iy flles far,tane6lldated mainframe rmynterns o.ff.sitq.and the Tennessee :, ,, 
Camputlq Center'wtis only sending 38 of 118 needed database tilea (32 
percent) offsite 

One of the Impartant files that was not sent offsite entained::$k%qi~@k~y 
profile data, which conb-ols all IRS employees' aCwss to.W@~$ef:ififqiinat'in, 
A1 the time dour revlew, the Martlnsburg and Tennessee CornpiCing~Gente~s 
each had se,@rity pm1ieldaa :fa@.itij five s e ~ c e  centers. . Sinai kijnsoiidUoR..fb 

. . . . .  .':. . . . . .  . . .  jb SACS system is @pl~fki. khahkt lhat nelher camputlng center was staring 
' swurity proMe data offsite cnated the risk of having half of all IRS emplopes 

. . . wlthaut acessr, to taxpayet::i&mstla~.snd uFmbie.to:input informitiin, if a . 
dlsaster acwmd. To be better prepared fma dlsaetar, computing centers 

. .  should maintain the security profile data for all 10 service centers on line. 
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. . . .  This werikness hasbeen mliated by revlihg the dlkster recnvery pan mr. 
SACS lhat now requies'ht the computing centers back up the SACS database 
nlgMl~and electm.+lly transml the dataita-imch tJtb6r. The data is tb~?~stapd : .::;:,::, . . . .  ...... on taie &flridges.ln automated tape IbrAes (tape silos) at each recipmdng:. 
computing center. 

. . .  ............. . . . . .  . . .  . . .  
lmubmentatlon tGie 

July 49B9 (Action9 to respond to the racommendatbn were completed. The . . 
SACS procedures aUlng far daily backup were::re~ised .and..inpkemented.) . . . . .  

. . . . .  ..... . . . . .  . . .  
Tht? .recmmndatloq w ~ E ~ ~ .  .TM.;pmcedu&#~~lling . . 'f6r #$i$,:ba& . . . . . .  vp were . ::i' ... ;: . . . . . . . .  re- and implemented July 1988. . ... . 

. . .  .... ... . . . . .  . . . . . . . . . . . . . . .  ...... . . . . . .  . . .  . . .  ........ . . . . . . . . . . . . . . . . . . .  ....................... . . . . . .  ....... . . . . . . . .  
~ o r n p u i n ~  ~ k ! e r  managemerit dwukl establish specific p w y r e s  to 
imr>bmenl dl~a6W r e c o w  0.ffsite ~msedutes, follow specific . b M v  
pr~cedures for consolidated mainframe systems, and take e l  disaste; recovery 
backup files offsite. 

Assessment of Cause 

,. . fit.lhe:ame ~ t G $ ~ - w m ~ l e t e d  this audl, th&&saster &cuvery save anct:ksto&":' ' . ' 

prowidures and he tape storage plans for the consoridated platforms at the two 
mmp.u!!ng . . . .  centers .... were still being revisedand had not. been fully implemented. . 

. . .  .. Corrective Adion ..,. .... . . . . . .  .... :. ... . . .  .... . . .... . . .  . . .  . . . . .... . . .  ... . . . . .  . . .  Eech..aet,ter now ?Its tested its daily and v&$&.disastir =?over{ save . . 
procedt@?s tor th4:;bedc up of Its ronsrrlldabe@.!Mainhamiidata files. The 
cornpu:!~g.mters'aire . . currently following thes~ipmed.&tes.. . . . . . . . .  

.... . . 
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. . . .  . . . . . . . . .  . . .  . :: ~unentl~:k&ch cenWi:.has implemented .&i$~lsite dorage polky for disaster ' 
. . .  ..:ribvery backups. 'Xhis.phlpment indudrrdibpes that:wre:weated over tbe 

' ' 

".weekend and reprewf i.idisastet recwerylbackup foii&fiij::mkeM, 
: : : . ..'i:. .. : " , . : i ~ & P e m e n ~ ~ ; & ~ P S : # &  , .. ; ~ d e  ha& night :m T e n h ~ ~ ~ ~ p u f l f i B  Ce"& . . . . .  

currently ahlps i t  dlaaster,kbvery backups daily, 
. . . . .  ..................... ... . . . . . . . .  . . . . . . . . . . .  ~ .: .................... ....... . . . . .  

" ' kc t~  c e k r  cieaies a shi$ing.bg for the tapes that are =hipped anti'k?i~&&& 
site.:.,C;ompu.ter Qperators and computing centerz.management can review copies ~ '..rif tk&e kgs.g&$, # 9.M;qLCt that w:&der's diustei;':.overy.'.' .,.., 

. . . . . .  . . . . . . . .  , h p a s j y e  m~.*p tg m g ~ f : ~ .  . . . .  . . . . .  . . . . . . . . . . . . .  .. ,. . . . . . . . . . .  . . . . . . . . . .  . . . .  . . .  . . . . . .  ...... . .,,.. ........ . . . . . . . .  . . 
...... . . 

~mplr;&niatii date . . 
I 

Oireck~,Martinsburg ~omputing Center..:. : 
Dlre~tor,~~ennessee.Cornputlng Center ., :i. ...... . . .  ....... . . . .  ....... 

.... Summa~yltif Action far ITC .... .... . . . . ... .... . . .... . . . . . .  
. . .  ...... me rMo,&,endatkn was Actlons.~;re camp,et~d'ai.~e.turo in 

June and.November 1999. 

. . .  . . . . .  :.--. :.:Um.Y~;:;Cpmputi~::Center a d  :S.e&,:Gmter m a n m n t  shwld veiify that.UI. ' .'.' 
.. ', 

' ' .' .--@ ipaem files are backed up stid .sfit, offde- . 

' The 'RS needs to establish pmcedu6s io verify aU needed hackupfiles for 
Gfillcal systcvns aie being compleied and stored offsHe monthly to amid missing ...... ....... ...... ... film @:.the 6vqnt.of ,a disaster. . 

. . . . .... . . . . .  .... ...... ... . , 
. . . . . .  . . . . .  . . 

....... . . 

The Computing and Service Centers will continue to perform annual inventories 
. . .  

. of offsltelles. The Centers will conduct areview of exi$ring.proeedum to . . . .  ........ ........ .... detempi actiihs that can be taken to i*,e the vcu~oati~~~:pm~css. Ttxi*: . . .... 
reviewMjll .... include.i;issessing the feasibility monthly veiikations . . . . . . .  . 

. . . . .  . . .  . . . . .  ..... ... . . 
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March 2000. . . 
. . 

. . .  . . . . . .  . . . . . . . . .  ......... ........ . . . . . .  
. . . . . . . .  ~ e s p a n s ! b t ~ ~ i ~ t a ~  . . . . . . .  . . .  . . 

...... 

Director, Mattiisburg Computing Center 
Wtector. Tennessee Comwrtina Center 

. . ... . . . . . .  ................ 
The ~ s R t a n t . ~ r m ~ i s s i o n e r  (National Q@ret'ins);i" ooordination with SSE, 
sWld deveb@.~i%mdideted listing otwslte storage requirements far 
ml.ii~m~u- ...... .irl?i#.ums ..... 
. . . .  

. . . . .  
' F ~ ; ~ ~ R S  does nd .&ritaln.a mnsolidated'listing of minicomputer applications 

., . .  wlttfspeciflc requirements for offslb starage. The IRS does have genera!. :. ..:. 
gddance (not listed by specilie application), $.the iRM.fur ell tnultiuser sjrStRt%ism , 

andiml.dance fur eaA.hdividual system Ih'kmthgency 'plans. However, this , , 
iilforination is not consolidated into one dacupnt  ihat,guId be used by lepe .i.. 
librarians or system admlnlstratan to eatily:'iienfy all bi3kkup files for . . 
mlnimmputer systems arebeing stored offsite. . . 

. . ... ..... . . .  . . .  . . .  ..... 
Wahorr.t..procedures for offsite storage, rninicamputer data could be last if a . . , 
&%r. occurmd. After. TIGTA. identified this problem. Tennessee Computing . . .  

Center personnel and A n W r  Service Center .personnel: *gan storing needed ' .  . . 
minicomputer backup tileg oflae: ,: .; . . . . . . . . . . . . . . . . . . .  . . . . . . . . . .  . . .  . . ..... . . . . . . . . .  ...... . . .  

. . ......... . . . . . . . . . .  . . .  
... . . The IRS burrerltty requires= Techn&a!.Contingericy ~1ari4ing:iDmmentfor all 

' ' . ' 

systems-:rguiring seouiity ceritifiaiioii,: This Technical C~dntingenty Pbnning 
. Docum@:is used as the bash foi@i%bjiding the necessary dacumentatlon for 

llsblng of:~#sik storage mquirements for rninioompubr applicatbns. However, . . .  

assuramifhat minicornputei system jkovery requirements are met in disaster 
recwery$$w wiH be reinforced as part of the corrective adion for . . 
Recornmendation # A .  In eddition, ths Office of Suwr'ity Evabafioris & Oversight 
wlll include ;@ngoing verification off hFs requirernenl in its site reviews. These . . . . . . . .  . . .  reviews wlll verify the accuracy of information with~pthe Techni'~~:~ntirrg$ncy . 

. . Planning Documml with offsite storage::lbcatbns. 
. . . . . . .  . . .  
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. . 
Assumgce tbt mlnlcomputer system r+cpefy requirements are met in disaster 
recoWry plans :wiS:Ba reinforced as paaid the comdWe.a~tion for . . 
Rwcommendatlpn #I;  In addition, the Oflice of Security Evaluations 8 Oversight 
wlll.imdt~de ongdn,g~~,rifica!ion 01 this:requJmnent In.lts sik rwlews. These . . 
revlew wUI verify the accuracy of infPrmatlon wlthln the Ttkhnlcal Contingency 
Planning Document a d  offsite storage for mlnlcomputer applicatlans. 

lmplemlentation Date 
. . . .  

cornpiefad . . . .  . . . . . . . . .  ...... . . . . . . . .  ..... . . .  . . . .  . . . .  . . . . . . . . . . . . . . .  . . . .  ...... . . . . . . . . .  . . .  
Responsible Official 

......... .j::;.lifib offi~&j@~&urit~ S t a n ~ ~ f p ~ i ~ ~ d : : E ~ d ~ a t i ~ i ~ l d  develop guidane fa . . 
. . .  . . 
.. ;..assist manage6 in develop~ng:iRieien! plan testing and rriaintenance , 

procedures. Thls guldance should Include, but nol be llmited to: 
...... ...... . . .  

' . . €nsuring tests ere based on &He data or other esour~es.that would 
reasonably be available in the event of a disaster. 

. Ensuring any asumptbns induded in the test are reasonable (e.g.., 
. . : . .~:ava~ability.q~:i.nfcmatim system?]. . . .  
' :=.::~,~wHyln@fhat.altemate ..... support se.n$ce orpan l~~ l ins  can provlde necessarp 

.:.swrvices ..... grfacilities. . . .  . . . . .  
... . i: . : ; ~ ~ ~ ~ i n g i t i ~ : u ~  ............. of sufflelenf d&&ito identify w&..limitafions or amas 

.... iseeding:ch~6iion or revision.. . . .  .... . . . .  . . . . .  . . . .  . . . . . . .  .... . . .  . . . . . .  . . .  . . .  .... 
Assess~nt,ol Cause . . . . . . .  . . I 
Disaster recovery and business resumption plane myst be tested and updated to 
&n'wte plans current and complee. mem&,!,iiiiQM!gjgnn q&kly , 

become obsolet6~:Farticulerly in a changing hslness apeiations and infomation 
syst,emi envirgmin& . . .  Tests must be sufflclent to Ibentlfy. ...... . . . .  

. . .  . . . . . .  . . . . . . .  . . . . .  . . . . . . . .  . . . . . . . . . . .  . . .  . . . . . .  . . .... 
.*. W.eaknessw hi :e*h plan's pracedurei:md 
r . .Missing re&ums.needed to Implemm~t~ese plans:.:. . . .' i . . .  . . . . . . .  . . .  . . . .  

........ Additionally, mintsflance procedures must indude provisions.fcit; 
. . . .  . . .  . . 

. . . . 
. . .  
. . h ~ r  LZ of 14 
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.......... . . . .  . . . . .  . . .  tncorporating necessary modifications dlscovered::during testing and . . .  . . . . 
. . . . .  ... . . .  Continuousplan updates as IRS pl.bee*es w pe+rwl change, ... . . . .  ... . . ....... . . . . 

The OMoe af Securlty Evaluat@ee B ~verrrighi'has d e i r i k ~ d  and lssuad ' . 

. . . . .  . . . .  . . .  "Procedural Guide to Exert$* Waivs", e guide to disaster rkmvery plan tesllng. 
IRM 2.1.10.6 idsntifiao the Head of OHice ap-king resp~mib;Ie'Par:kesHng d the : 

. . . . . . . .  buslnes.s:ca~Unulty plats. The.Office of Securlly Ewluati6iriLi & Owsight 
. . through'ItSiwersight respcii%ibiliti' wiM ensu~that  tesb,-,.mnduciad. It will .: 

. . .  
. . . .  adso monltar,thet results. :.-. .... 

. . . . . . . . . . . . . . . .  . . .  . . . .  :', :,, , November 15.1.094 (Closed) . . . . .  . . . . .  . . . .  . . . .  . . . . .  . . .  . . . . . .  . . . . .  . . . . . . .  . . . . . . .  . . . . . . . .  . Summarv of ~ & n  for. ITC . . . . . . . . . . .  . . . . . . . .  . . . . .  

. T b  ~tn~e.l~:t:$m,~r&y Evaluatlo!Is &:%)v'ersighl will ensure that test8 are . . .  . . . .  wnduaed in adKRenoe to the Procedural Guide to Exercise Plans.. It wlll a@. . . . . .  . . .  . . .  . . . . . . . . . . . . .  . . . .  eersee tharmiuls: . . . . . . .  
. . . .  ......... ........... . . . .  ..... . . .  . . 

. . I . '  ,R:* onsibla OfflGW .. . . . . . . . . . . . .  ............. . . . . . . . . .  . . . , .... . . . .  
. . [i)lrector, Security gvaluatlon & Oversight . . 

.... . . .  . . .  . . . .  ... . . 

The Offioe of Security Standads and EvalUatlon shoUM. devdap consolidated 
meiMrame systems tg6t dens that test disaster recwew a1 both ccmwUnu - - 
centers using only backup llas stored offsh. . . . .  . . .  

. . . .  ......... . . . . . . . . .  

~h0:Msrtinsburg Compulng-Center has not developed a disaab&&&&w. plan 
for m d i a t e d  mainframe syetema, nor has it appmved and ib;psiqess . . . . . . . . . . . . . . . .  . . . . . . . . . . . . . . . . . .  . . .  . . . . . . . .  . . .  .resumption plan. . . . . . . . . . . .  . . . . . . . . . .  . . . . . . . . . . .  . . . . . . . . . . . . . . . .  . . . .  . . . .  . . . . . . . . . . .  . . . . . . . .  
T& Tennessee Computing C ~ . e r ' s  plans Ztnd'testlng are.in;ot:'~eq~~i~:~because 
It hal.nof dev&ped.'(gy&#i~&nt m a m e m a  plan to- coo.rdingteyabiyitie$ of . . . . . . . . .  
the center's fundims.,shj a #mter recovery ptiin for mini'&mputer systems. or 
(c) a buriness resump&#j&jK.: '. 

. . . . .  
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. . 
The IRS performed one dis3skr rewvkry test of I t s  wIisolldated mainframe 

. . . . .  syefe&ln September log8 at the Tennessee Computing Center. Thls teg!,.was ?::;:.::;; . 
perfmmd to demonstcats thet,ihe Ma@qsburg and Tennessee Computing . ' . . . . . . . . .  :. ........ 
Centers:~uld act as reco*fy:.sites foreach other. H o m e r ,  that test did nd 
we dkip beckup files that W e 6  being reguiady prepared under normal . . . . . .  . . . . . . .  . . . . . .  

. . . .  ' . " o p e r # ~ ,  but inatead induti&i:special procedures to ensure all.necessary'&la :.': .:: 
..... . files *(@ available. [NOTeCIhLs InbnnatIon Is incorrectly reported.. The teH-. . . 

: . was affhe Martinsburg Computing Cen.erfor the recovery of the'%%nessea":. 
CPmp,uplpg Center c0nsollda@@~atforW1'~~~'The scope of tMs test we to 

, . . deter@fi~ if the operational pmcdures for system recovery, indl,i(ling l e  . ' 
. 

" 

IdentifloaUon for offsite atorage:+as cvmplete. Subsequent tests, as noted . . 
bekwkw;did utilize an offsite tape in\rentory:fbr test execution.] .... ...... . . 

. . 
I :.. The dbeter remvery test of tlie&nsolidated mainframe systems cod~ded . 

. the MMiMbClrg Computing Cen'Grin June 1999, wasdeveloped by the.Ofiice Of 
Secudty':EG%luations & 0varslgM:knd Included the use of backup fles,ifiorn . : 

: offslte. Future tests developed by the M t c e  Of Security Evaluations.~iOvemighj. 
. ..... ' wlll continue to uae files f g  offsite storage. . W e n  the operational r&$msibility 
. ' for the tests are mwed to lhe computing @rs, the Office Of Secwltji. 

. . . .  . . .  Evaluaibtik & Oversight wlll ensure that the tests am conduotsd uslngi:files from:.:, . . . . .  .... ,. ' : ' - offsile storage. ..... 
. . . . . . .  ........ . . .  ...... 

The Office of Sekritv ~va lua t ion~ i& .~vers* l~  hired three analysta.in March 
. 1899. Their auerslgh responsibility indudeg,;as@sting. in the de~elopment of test 
::::.-. plans. which will include the use of files fmm'dfsite storage-: . . 

. . .  . . ........... . . . . . . .  . . . .  . . . . . . . . .  . . . . .  ... Irnplmentatian Date ... . . .  
. . .... . . . .  . . 

. . . . .  , June 18061= Thsimornm~ndation cfosed. ... . . .  . . .  . . , . 
. . . . . .  .... . . .... 

. . . . . .  . . . . . . . . . . . . . .  
IRS ir cafluctlng . . . . . . . . . . . . . . . . . . . .  .*seifests uslngfiies from ~ d t e  storage. . . . .  . . . . .  ..... . . .  . . .  . . . .  . . . . .... 
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