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SUBJECT: Final Audit Report — Persistent Security Weaknesses at Internet

Connections Can Be Traced to a Lack of Policies and
Procedures (Audit# 200220032}

This report presents the results of our review to determine the underlying reasons for
security weaknesses at Internet connections. In the past 18 months, we have
conducted reviews of four Internet connections and found significant weaknesses at
each. We performed this review to comply with the Internal Revenue Service (IRS)
Restructuring and Reform Act of 1998," which requires the Treasury Inspector General
for Tax Administration {TIGTA) to assess the adequacy of IRS computer security
controls.

In summary, we found that the weaknesses we identified in our prior reports could
enable hackers to gain access into the IRS' internal networks. Once inside, they could
access sensitive files (including taxpayer data) from several systems on the network,
plant malicious programs to gain further access or destroy information, or hinder
network performance by causing a denial of service.

Collectively, the weaknesses we found illustrate the consequences of poorly managed
and uncontrolled Internet connections. Aside from specific causes at each connection,
we believe these weaknesses persist because the IRS has too many Internet
connections and it has not established policies and procedures to standardize the
connections.

! Pub. L. No. 105-206, 112 Stat. 685 (1998).
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We recommend that the IRS reduce the number of Internet connections it maintains,
assign accountability for managing all Internet connections to one office, develop and
implement penalties for unauthorized or unapproved connections going outside the IRS,
and standardize all current and future Internet connections.

Management's Response: Management's response was due on July 18, 2002. As of
July 30, 2002, management had not responded to the draft report.

The TIGTA has designated this report as Limited Official Use (LOU) pursuant to
Treasury Directive TD P-71-10, Chapter lll, Section 2, "Limited Official Use Information
and Other Legends” of the Department of Treasury Security Manual. Because this
document has been designated LOU, it may only be made available to those officials
who have a need to know the information contained within this report in the
performance of their official duties. This report must be safeguarded and protected from
unauthorized disclosure; therefore, all requests for disclosure of this report must be
referred to the Disclosure Unit within the TIGTA's Office of Chief Counsel.

Copies of this report are also being sent to the IRS managers who are affected by the
report recommendations. Please contact me at (202) 622-6510 if you have questions or
Scott E. Wilson, Assistant Inspector General for Audit {(Information Systems Programs},
at (202} 622-8510.
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Background

The Intemal Revenue Service (IRS) uses external
connections to conduct many tax adminstrative activities,
For example, the IRS has established:

o Internet web sites that allow the public and tax
practitioners to access tax-related mformation.

o Extranet' connections that allow certain Govermment
agencies or contractors to share information or services.

¢ Dedicated connections that allow emplovees to access
third party sources for tax and legal research purposes.

While these connections can tacilitate business operations
and mncrease productivity, they also pose sigmificant risks
because each connection represents an entry poimnt mnto the
IRS” computer architecture. The IRS must maimntain
adequate secunty at each connection to ensure that the
tratfic passing through each commection 1s authorzed.

Securnity wealmesses at Internet connections give hackers
the opportunity to exploit and gam unauthorized entry mto
the mternal network. It hackers can get into the mternal
network, they can cause damage in many ways, such as
accessing sensitive files (including taxpaver data) from
several systems on the network, planting malicious
programs to gain fiuther access or destroy mtormation, or
hindering network pertormance by causing a denial of
service,

The Department ot the Treasury and the National Institute
of Standards and Technology (NIST) have 1ssued guidance
on security at Internet connections. Generally, well-
configured firewall computers and routers provide
preventive measures against attacks, while mtrusion
detection systems provide detection mechanisms for attacks.

! Extranet connections are eenerally Internet web sites that are targeted
at a specific group of uzers and often incorporate the use of a username
and pazsword to access the site,
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Security Weaknesses Existed at
Internet Connections into the
Internal Network

We conducted this review to comply with the IRS
Restructuring and Reform Act of 19982, which requires the
Treasury Inspector General tor Tax Admimstration
(TIGTA) to assess the adequacy of IRS computer secunity
controls. We conducted this audit from November 2001 to
Aprl 2002 m IRS National Headquarters otfices in
Washington, D.C., and New Carrollton, Maryland. The
report also mcludes 1ssues identified durig prior TIGTA
audits of IRS Internet connections from 2041 and 2002

The audit was conducted m accordance with Goverrment
Auditing Standards. Detalled mtormation on our audit
objective, scope, and methodology 15 presented in
Appendix I. Major contributors to the report are listed m
Appendix IT.

We previously reported on several secunty weaknesses at
Internet connections® into the IRS" network architecture.
These wealnesses lett the IRS winecessarly vulnerable to
attacks by hackers. Appendix IV provides a list of the four
previous TIGTA reports issued on Internet connections and
a compilation of the secunty weaknesses reported.

¢ The IRS had not mstalled firewall computers and
mtrusion detection capabilities at all connections.
Fuewall computers that had been mstalled were not
optimally configured and mamtained to nunnmize the
possibility ot an attack. Also, vulnerabalities, well
known by hackers, had not been patched. In addition,
adnimstrators allowed unnecessary teleconmmunications
traffic to enter the IRS network and provided
opportunities tor hackers to change settings remotely.

¢ Physical security over tirewalls, routers and mtrusion
detection equipment was often weak. Password controls
on key equipment were also weale. These deticiencies
could allow unauthornized personnel to access connection

2Pub. L. No. 105-206, 112 Stat. 685 (1998).

3 For readability purposes. we use the term “Internet connection™ when
referring to the connections within the scope of this report. While the
IRS mamtains both Internet and dedicated connections, a majority of the
external connections use the Internet as the means for commectivity,
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components and make unauthorized changes to the
componeants.

e Activity logs, records of configiration changes, and
audit trail logs were not mamtamed. Without this
mtormation, the IRS was hindered m 1dentitying and
mvestigating potential attacks.

We made recommendations i the prior reports to correct
these site-specitic wealnesses and the IRS responded with
adequate corrective actions. However, these persistent
weaknesses indicate underlving causes that need to be
addressed.

We believe these security weaknesses persist because the
IR S has too many Intemet connections and has not
established policies and procechues to standardize the
connections.

Internet Connections Have Been
Poorly Managed

The IRS has too many Internet connections

Ideally, an organization the size of the IRS should have only
one or two Internet connections. The IRS knows of at least
24 Internet connections and its business units have proposed
17 new connections. The IRS has not evaluated its Internet
connections to determine 1t they could be consolidated. An
otficial in the Ottice of Security Services indicated that this
15 the direction to head, but little progress has been made.

Combining Internet connections would reduce securnity
vulnerabilities, simplify mamtenance, and reduce costs
assoclated with Intemet connections.

Reduce Security Vulnerabilities The greater the munber of
Internet connections, the greater the opportunities tor
hackers to steal taxpayer data since each connection
represents another avenue mnto the IRS” mnternal network,
Based on the control wealinesses we 1dentified above, we
believe the munber of current connections 1s an
unacceptable 1isle.

Simplify Maintenance Based on our prior audits, the IRS
has had ditficulty updating components with the latest
security patches. Reducing the munber of connections
would reduce the number of components to be maintaimned.

TD P 15-71 Page 3
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Typically, each Internet connection consists of various
components, with a mmium ot two routers or switches
(nternal and external), two firewall computers (internal and
external), and an mtrmsion detection server with two sensors
(nternal and external). Each component requires
maintenance to ensure its continual operability and
maxinun protection. It each of the 24 known connections
had these components, the IRS would need to pertorm
maintenance on at least 168 components, not mcluding
specitic components required at certamn connections (e.g.,
web servers for web sites and extranet sites). With fewer
connections, monitoring to detect intrusions would be
mproved and unusual or questionable traffic patterns could
be easier to identity,

Reduce Costs Costs include statfing needed to maintam
and monitor connections and other support costs (e.g., fees
to third-party Internet Support Providers and costs tor
telecomnmnication lines). Costs to support an Internet
connection can range trom a tew thousand dollars tor a
more pronitive system to hundreds of thousands ot dollars
tor the more advanced systems.

We had some difficulty in obtaining specitic reasons for the
current mumber of Internet connections due to a lacl of
historical information on the connections. Most of the
Internet connections were created prior to the IRS’
reorgamzation efforts. At that time, the IRS operated in a
decentralized and autonomous manner. Typically, tield and
functional executives had almost total control over their
otfices, mcluding the Information Systems orgamzations.
This decentralized approach allowed for connections to be
set up based on local approvals without coordination with
and knowledge of the Chief Intormation Otficer’s staff.

The laclk ot a tormal policy for establishing Internet
connections, mcluding procechwes for ensuring all external
connections are centrally controlled and approved, played
prominently i the IRS” current predicament. The lack of
these policies and procedures has created a situation where
even the Deputy Conunissioner tor Modermzation and
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Chief Information Officer’s statfis unsure of the number of
conmnections that exist.

When we conducted an opening meeting tor owr first audit
of an Internet connection m November 2000, officials with
the Enterprise Network Management Office (formerly the
Office of Telecommunications) knew of nine Internet
connections. After the Office of Mission Assurance was
given responsibility tor securnity of the connections i May
2001, 1t began efforts to identity all external connections to
the IRS network, As of Decamber 2001, the IRS
acknowledged that it has at least 24 Internet connections.
Though it believed that it had identified all of these
connections, it was not absolutely sure,

Durmg this review, the Office of Mission Assurance was
not able to provide us with detailed information on each of
the 24 connections. This mcluded which function was
responsible tor the connection, who was the mam functional
contact pomnt for the connection, what was the purpose of
the connection, and what type of components were used for
the connection.

The need tor these policies and procedures still exists, An
official with the Office of Mission Assurance stated that
mtormal requests via electromc mail are sometimes used to
request external connections. Officials with the Enterprise
Network Management Office mentioned the Certification
and Accreditation process* as another way to open
connections. The IRS has no single authority or approval
point for external connections.

The Deputy Conmussioner for Modernization and Cliet
Information Otfficer has not been aggressive enough
wresting control of the existing Internet connections from
business unit executives. We believe he needs to take a

* The Clertification process provides a comprehensive evaluation of
security features to ensure the system meets a specitied set of security
requirements. The Accreditation process is the official declaration that
the system owners accept the security risks related to the system’'s
operation, based on the results of the ceatification process. These
processes provide proof that adequate security exists on the system to
ensire the mtegrity, confidentialty, and timeliness of sensitive data.
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more active role to minnmize the significant risks associated
with opening so many Internet connections.

The IRS has not estallished a standard configuration for
Internet connections

Because no standard security configuration exists, project
offices, or m some cases contractors who mstall Intaret
conmnections, are lett to determine the hardware and software
securnity configurations for each connection. Each of the 4
connections we reviewed had ditferent configurations and it
1$ likely that the other 20 connections are also different.

The lack of a standard configuration greatly increases the
difficulty i managing Internet connections and significantly
mereases the risk that they will be hacked. For example,
admmistiators have a ditficult enough tune keeping up with
the secunty patches for one hardware/software
configuration. The difficulty increases with the mumber of
configurations making it more likely that a patch will not be
mstalled and that a hacker will tind the vulnerabality.

The IRS has no specific guidance to ensure that Internet
connections are securely configired. The Otfice of Mission
Asswance cited that the Internal Revenue Manual contaimns
mtormation on Internet security, While there are sections
pertaming to Internet connections, the text provides general
guidance as opposed to tormal policies and procedures for
ensurmg security at the connections.

Several authoritative organizations® have cited the
mportance of establishing secunty standards and policies
prior to mplementing connection securnity. These standards

> The NIST. a federal organization that provides guidance for
eoverment agencies on Information Systems areas, published Special
Publication 800-10, Keeping Your Site Comportably Secure. An
Infroduction to Infernet Firevedls. Also, the System Administration,
Networking, and Security (SANS) Institute has several guidance
documents on gecurity standards at Internet connections, SANS iz a
cooperative research and education organization, in which over 96,000
mdustry professionals share the lessons they are learning and find
solutions for challenges they face, The core of the Institute consists of
security practitioners,
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should be used as a guide to ensure adequate protection at
connections,

The IR S has taken some steps to address standardization.
For example, the Deputy Commissioner for Modermzation
and Chiet Information Otficer transterred responsibilities of
the firewall and intrusion detection infrastructure from the
Enterprise Networl: Management Otfice to the Otfice of
Mission Assurance under the Chiet, Security Services. The
Director, Otfice of Mission Asswance, has indicated that
actions are underway to replace all tirewalls with
standardized hardware and software as part of the IRS
tirewall program. In addition, Web Services has been
tasked with the development of policies and standards tor
the web environment. Guidance is expected to be in place
by October 20402,

These are positive steps, but we believe the IRS is moving
too slowly. The IRS” response to our report on the first
external connection we reviewed stated that the Otfice of
Cyber Secunty (now the Otfice of Mission Assuance)
would develop and mmplement Internet secunty policies by
October 2001 for that particular connection. At the date of
this report, it still did not have a policy statement to share
with us.

In May 2001, concerns over the IRS” external connection
environment were brought forward at a Technology Security
Committee meeting from the Office of Mission Assurance,
The mmutes for that meeting indicated that the decision was
made to come up with a plan to address the 1s5ues.
Subsequent meetings did not mention any follow up to the
original actions that were to be taken.

Recommendations

The Deputy Conmussioner for Modernization and Chiet
Information Officer should:

1. Reduce the number of Internet connections to a more
manageable munber, and develop and mmplement a
tormal migration plan to achieve this goal. To ensure
contmuity of operations in the event of a failure, we

TD P 15-71

Page 7




TD P 15-71

Persistent Security Weaknesses at Internet Connections Can Be
Traced to a Lack of Policies and Procedures

2

4

suggest attempting to limit the total number of Internet
connections to two. In the meantime, mimediately
suspend mmplementation ot all new external connections
mto IRS networks.

Assign accountability tor managing all Internet
connections to the Otfice of Mission Asswance and
establish procedures for users when requesting Internet
connections.

Develop and implement penalties tor unauthorized or
unapproved connections going outside the IRS.
Unauthorized connections jeopardize the entire IRS
networlc and the confidentiality and privacy ot all
taxpayers’ records. Penalties should be sufficiently
severe to deter any IRS manager or employee from
openimg an Internet connection without the authorization
of the Deputy Commussioner tor Modernization and
Cliet Information Otficer.

Standardize all current and future connections.
Implement firewalls and mntrusion detection systems at
all existing and future external connections and develop
standard secunity configurations.

Management's Response: Management’s response was due

on July 18, 2002, As of July 30, 2002, management hadnot
responded to the diaft report.
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Appendix |

Detailed Objective, Scope, and Methodology

The objective of this review was to determine the underlving reasons tor significant weaknesses
at Internet connections.” We accomplished our objective by conducting the following audit tests.

L

II.

IIL

We evaluated the processes over how the IRS establishes and monitors external

gateways,

Al We identitied Government and Industry guidance and standards for external
connections.

B. We identitied IRS policies and procedures over external connections by
researching the Internal Revemme Manual and other IR S gudance information and
mterviewimng IRS personnel from Telecommunications and the Otfice of Security
Services,

C We determined if IRS policies and procedures over external gateways had been

adequately documented and distributed to emplovees tor awareness and
adherence.

We profiled the existing external gateways maintamed by the IRS to determine whether it
etfectively controlled and managed them.

A

B.

We identitied existing IRS external gateways from prior TIGTA audit workpapers
and by consulting with the Otfices of Secunty Services and Telecomnmications.
We contacted IRS contractors to obtam background mtformation regarding certain
gateways.

We compiled 1ssues from tour prior TIGTA audits of external gateways.

! For readability purposes. we use the term “Internet connection” when referring to the connections within the scope
of thiz report. While the IRS maintains both Internet and dedicated connections, a majority of the external
connections use the Internet as the means for comectivity,
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Appendix Il

Major Contributors to This Report

Scott E. Wilson, Assistant Inspector General for Audit (Information Systems Programs)
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Kent Sagara, Audit Manager

Bret Hunter, Senior Auditor

Ted Tomko, Senior Auditor
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Appendix IV
Previously Issued Reports on Internal Revenue Service Connections
and Security Weaknesses Reported

We have 1ssued four reports that address connections mnto the Internal Revenue Service s (IRS)
network architecture.

. Clontrols Over the Internet Gatevay Should Be Improved to Better Deter and Detect
External Attacks (Reterence Number 2001-20-101, dated June 2041).

. Clontrols Over the Procurement Web Site Should Be Improved to Better Deter and Detect
External Attacks (Reference Number 2002-20-045, dated January 2002),

. Clontrols Over the LexisNexis Connection Should Be Improved to Better Deter and Detect
External Attacks (Reference Number 2002-20-063, dated March 2002).

. Clontrols Over the Excise Files Information Retrieval Svstemn Web Site Should Be
Improved to Better Deter and Detect External Attacks (Reterence Number 2002-20-064,
dated April 2002).

Cited 1n these reports were several security weaknesses, which have been compiled below.

Firewalls and/or intrusion detection systems were not in place

The IRS had not implemented a firewall computer at one external connection. As such, there
was no preventive barrier at this connection against external attacks. In addition, the IRS had not
mstalled intrusion detection svstems at three external connections. The IRS cannot identify
external attacks without adequate intrusion detection systems.

Vulnerabilities in firewalls and/or routers were not p atched’

The IR S took no action to assess and correct vulnerabilities i firewall systems at three external
connections. Correcting these wealknesses 13 critical since these types of vulnerabilities are
lnown publicly and discussed on both vendor and hacker web sites. Unpatched vulnerabilities
can be exploited by hackers to take control of the firewall or disable it all together.

LA pateh is a quick-repair job for a piece of progranuming. The patch is not necessarily the best solution for the
problem and the product developers often tind a better selution when they package the product for its next release.
A patch is nsually developed and distributed a3 a replacement for or an ingertion in progranuming code,

DP15-71 .
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Unnecessary services were running on firewalls

Unnecessary services were mumning on the firewall computers at three external connections. One
of the unnecessary sevices was the ability to access the firewall computers from any computer
connected to the Intemet by anyone with the administrator account and password, and several
contractors and former emplovees knew this mformation. Sunilar to wnpatched vulnerabilities,
unnecessary services can be exploited to take control ot or disable the tirewall.

Too many types of traffic were allowed

The firewall computer was configured to allow too many types of traffic at one external
connection. For exanple, the firewall allowed tratfic with mternal Internet Protocol addresses to
come from the outside. This weakness could allow hackers to launch “spoofing™ attacks.?
Allowmg too many types of tratfic gives hackers more opportunities to gain entry into the IRS”
mternal network,

Firewall software was outdated

Outdated firewall software was runmng that was no longer supported by the vendor at one
external connection. The lack of vendor support means that new vulnerabihties with this
software were not addressed, wlich could provide hackers with a means to exploit the firewall.

Firewall svstem maintenance was not performed

General mamtenance of system components was not performed on two external connections.
For example, sample tutorial tiles remained on the web servers. Hackers can use tlis
mtormation to perform denial of service attacks. Also, criminal actions against hackers may be
Jeopardized because the web server and firewall clocks were not synchromzed with each other.
Maintenance on the firewall maximizes the protection capabilities agamst hackers.

Firewall svstem and/or router configuration changes were not documented

Firewall system configuration changes were not documented and maintained at three
connections. The IRS had no record of changes and did not lcnow 1f only authorized changes
were made to the firewall computers and routers. Configiration management is fundamental m
gaining control over firewall and router activities,

Firewall and/or router activity logs were not completely retained or reviewed

Firewall system activity logs were not completely retained, backed-up, and/or reviewed tor
potential secunty breaches at two external connections. We found that some firewall logs were
missing for certain periods of time. The IRS had not reviewed the logs that did exist for
questionable activities or connections. Maintaining and reviewing activity logs 1s important 1

? $pooting oceurs when a hacker masquerades his/her computer as a legitimate computer on the network. thus
fooling the ronter inte thinking that the commection is coming from a trusted source.
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1dentitving questionable traffic and in providing tootprints while mvestigating potential hacker
activities,

Audit trails were not enabled or reviewed for components

Audit trail controls were either not enabled or reviewed for the components at two external
connections. When used approprately, audit trails provide documentation on all access activities
by users and admnistrators. This information provides chronological history of who did what
and when. By not reviewing audit trail data, unauthonzed accesses or questionable activities
would go undetected.

Password and user account controls on firewalls and routers did not limit access

Password controls and user accounts did not restrict access to only those with a need to know at
three external connections. Some routers and firewalls had only one generic user account with a
password shared by its administiators. Also, the password for the router was not always
encrypted. The generic user accounts mited the accountability over changes made, and
unencrypted passwords exposed the IRS to possible system hacking. By not limiting access to
the firewall and router, unauthorized changes to firewall and router configiations can be made
and expose the connection to hackers.

Physical access was not restricted

Physical access to the computer rooms was not always restricted to only those who had a need
tor such access at one external connection. Management did not recerve monthly activity reports
to review and identify individuals who no longer needed access to computer rooms. By not
lniting physical access to the firewall and router, unauthornized mdividuals can attempt to access
the components and make changes to configimations.
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