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This report presents the results of our review of the system-level controls over the
Internal Revenue Service's (IRS) Security and Communications System (SACS). The
overall objective of this review was to assess the IRS' progress in meeting appropriate
security requirements for the SACS and to evaluate the controls over systern access,
operating system changes, and service continuity.

The SACS is a critical ccmponent of the IRS' customer service efforts, providing front-
end access and security services to mission critical systems, including the Integrated
Data Retrieval System (IDRS). Strong system-level access controls are needed in the
SACS environment to er sure that the IDRS is available for usie in answering taxpayer
inquiries and that taxpay=r burden is minimized when contacting the IRS. From
January through September 2001, an average of 26.4 million indiviclual and business
tax accounts were avzilable per week for inquiry on the IDRS.

In summary, we found that an adequate change control proce:ss has been implemented
for the SACSE and steps are being taken to improve the system level access controls in
the SACS environment. However, sevaral weaknesses were identified in the areas of
system documentation and system access controls. Specifically, planned actions to
develop a technical configuration database need to be complated. Also, system design
documentation has nct keen developed for the SACS security system. Regarding
system-level access controls, we identified weaknesses that granted users greater
access to the SACS mainframes than needed for their job responsibilities. In addition,
access controls for SACS console support systems do not meet IRS requirements. In
the service continuity area, we determined that the controls for the SACS environment




are adequate to ensure that necessary personnel are prepared to react appropriately in
case of a service interruption. In addition, we determined that the staff complies with
the established “fallback™ procedures in case of a system interruption.

Based on our auditwork, we identified several steps that the Chief, Information
Technology Services (IT'3) should take to improve the controls over the SACS system.
We recommended that the Chief, ITS ensure that SACS system baseline information is
formally approved and maintained and that design documentation be developed and
maintained for the SACE security system. Also, steps should be taken to improve the
security oversight of the SACS environment. Specifically, we recommended the
revision of existing access standards and development of new access stanclards for the
SACS enviroament and that the SACS security system be maodified to restrict user
profiles to an appropriate level of access. In addition. IDRS security reports should be
reviewed to ensure that only SACS security administrators heve access to te IDRS
command code used for SACS mainframe user security administration. Rejarding the
SACS console support systems, we recommended that the security administration
responsibilities for these systems be reassigned to an independent security function.

Managemeni's Responsz: IRS management agreed with the reconimendalions
presented in the report. Corrective act ons will be taken to improve system
documentation, security oversight, and access contrcls over the system.
Management's complete response to the draft report is included as Appendix IV.

The Treasury Inspector General for Tax Administration has designated this report as
Limited Official Use (LOU) pursuant to Treasury Directive TD P-71-10, Chapter llI,
Section 2, “Limited Official Use Information and Other Legends™ of the Department of
Treasury Security Manual. Because this document has been desigrated LOU, it may
only be made: availablz to those officials who have a need to know the information
contained within this report in the performance of their official duties. This report must
be safeguarded and protected from unauthorized disclosure; therefore, all requests for
disclosure of this report must be referred to the Disclosure Unit within the Treasury
Inspector General for Tax Administration’s Office of Chief Counsel.

Copies of this report are also being sent to the IRS managers who are affected by the
report recommendations. Please contact me at (202 622-6510 if you have questions or
Scott E. Wilson, Assistant Inspector Ge:neral for Audit (Information Systems Programs),
at (202) 622-8510.
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The System-Level Contrals Over the Sécurity and Communications System Are Adequate;
However, Improvements Can Be Made

The Security and Conmunications System (SACS)is a
Background critical component of the IRS® customer servic: etforts,
providing front-end access and securify services to the
tfollowing mission critical svstems:

¢ Integrated Data Retrieval System [IDRS): The IDRS
enables designated IRS enrdloyees to have instantaneous
visual access to certain taxpayer ascounts. The SACS
manages the conwrnunications workload and provides
access control, audit logging, tern-inal authentication,
and user authentication sec ity services for the IDRS,

¢ Corporate Files On-Line (CFOL): The CFOL system
provides immediafe on-line access to taxpayer
information residing at the Martinsburg Computing
Center (MCC). The SACS also controls access to the
CFOL system.

Strong: system-level access controls aie needed in the SACS
environment to ensure that the IDRS is available for use in
answering taxpayer inquiries and that taxpaver burden is
minimized when contacting the: IRS. [n addition, strong
contrcls are needed to ensure that taxpayer information
processed through and stored in the SACS env.romment is
adequately protected from unauthorized access or alteration.
From Jamary through September 2001, an average of

26.4 million individual and business tax accownts were
available per week for mquiry on the [DRS.

Mntegrated Collection System (ICS) fAutomated Collection System
(ACS) /Printer Replacement to Inte@ate New Tools (PRINT)
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Although an Adequate Change
Control Process Eas Been
Implemented for the SACS
Mainframe, System Baseline
Information Needs To Be
Approved and Maintained

Througzh our evaluation of the system-level security of the
SACS environment, this review addresses the IRS’ strategic
goal of implementing a comprehensive programn to address
internal and external privacy and security. This goal
includes the priorities of formulating an IR S-wide approach
to pro-ect taxpayer dara and establishing appropriate
electronic security.

Audit work was performed on-site at the MCC and TCC as
well as at the IRS® National Headquarters in th= offices of
the Cluef, Information. Technology Services, from
February 2001 to October 2001 as part of our Fiscal Year
2001 Annual Audit Plan. The audit was performed in
accorclance with Government <uditing Standards. Detailed
information on owr audit objeciive, scope, and methodology
1s presented in Appendix I. Major contributors to the report
are liszed in Appendix IL

The purpose of a forral contiguration management process
is to provide a controlled, repeatable process tor the
handling of all system products: or deliverables within the
domain of an organization. Thz configuration management
process is a control that should prevent changes from being
made to the system that unintentionally or unknowingly
diminish security or svsteims availability.

To provide structure in its configuation management
processes, the IRS” Systems Support Division (SSD) has
developed the SSD Configuration Management (CM)
Handbook. This handbook prevides guidance regarding the

2
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implementation of a change coatrol process for the
computer systems uncler the responsilbility of the division
The handbook establizhes a change request/transmittal
svstem to document and contrel system changes. The
handbook details the roles and responsibilities of each key
position in processing system changes.

The SSD has implemented many of the processes outlined
m the configuration handbook for the SACS environment,
All changes to the SATS enviromment are documented
through online change requests and managed by the SSD
Change Control Board. This Board meets regularly to
review and approve changes tor all systems supported by
the SSD. To facilitate its change control process, the SSD
has made effective use of its website to provide status
information on proposied change requasts as they move
through the approval process.

However, in our review of the SSD configuration
management processes, we could not identity formally
approved system baselines.* The SSD) ¢'M Handbook
requires the development and maintenance of two tormal
baselines (production and contingency baselines),

The SSD is sponsorin the devalopment ot a Tachnical
Configuration Data Base (TCDB) prototype, which will be
used as a centralized repository (CM Library) for the SSD
commercial otf-the-shelf software baseline. There is no
timetable for completion of this database. The SSD believes
the establishment ot a “formal baseline™ is depandent on the
establishment of the TCDB with current and accurate data.

The SS5D has implemented interim processes tor
documenting “informal” systern baselines tor the SACS
environment while it is in the process of developing a
tormal process. In our review of system change
documentation and in discussions with SACS personnel, we
determined that they zre using the SSD transmittal system

2 A bageline is a “point in time collec:ion™ of work products and other
documentation that has been forally reviewad and agreed upon, serves
as the basis tor further developiment and can only be changed through
formal change control procedures.
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ityand Co munications System Are Adequats;

Design Documentation for the
SACS Security System Has Not
Been Developed

as the means of documenting changes to and maintaining
the cuirent system parameters. As system changes are
made, the transmittal system is relied upon to capture each
change and reflect the current system characteristics. By
using rhe transmittal system rather than maintaining the
systen requirements or parameters in a baseline document
or database, signiticant manual effort is required to capture
the current system parameters. Each individual transmittal
must be examined to determine what system parameter is
addressed, how it has been altered, and why it ‘xas altered.

Reconmendation

1. The Chiet, Information Technology Services, should
ensute the SACS system baseline information is
tormally approved and maintainecl, as required by the
SSD CM Handbook.

Management’s Response: The Security Systenis Sottware
Section will develop a baseline document and present it to
the Director, SSD tor formal approval. The Security
Systerns Software Section will continne to maintain the
baseline document in accordance with the Change Control
Board and Change Management Procass.

The IES® Information System Security Procedural Guide,
IRS Document 9627, provides standardized procedures to
be used by IRS organizations to ensure the protection of
sensitive but unclassitied information systems, applications,
and networks. This document provides procedures for the
develcpment of systein documentation, including a
Computer Security Plan, Risk Assessient, andl Trusted
Facility Manual.

The IE.S met these standards in its preparation of the Risk
Assessment, Computer Security Plan, and Trusted Facility
Manual for the SACS mainframes. However, system design
docunentation has not been prepared for the syvstem-level
securily system residing on SACS mainframes In 1994,
when the SACS security systern was implemerited on the
SACS’ predecessor system, the Comnnmications
Replacement System, an initial system baseline
documenting the system’s desizn and requiren ents was not

Page 4
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created, SSD personnel were not able to identity why this
key step was not completed.

The IRS” Information System Security Procedural Guide
states the purpose of the design documentation is to identity
and descnbe the system and its securily features.
Specitically, the design documeantation should:

¢ Explain the system’s protection mechanisnis so that the
effect a change may have on the sacurity of the system
can be evaluated prior to a change being performed.

¢ Facilitate the system administrators in moditying and
maintaining the system throughout its lite-cycle, without
compromising the trustworthiness of the system.

e Present a technical history of the system, containing
documentation on changes to the system.

¢ Provide enough detail to serve as a useful tool for
maintenance of the system.

¢ (lzarly indicate what elements of the design impact the
trustworthiness of the system.

This guide also states that the clesign documenration should
be current throughout the entire life cycle of th2 system. All
changes made to the system should result in a change to the
design documentation.

Normally, access control software for a mainfiame system is
purchased from a vendor along with accompanying design
documentation. The vendor typically develops the system
requirements and publishes reference documentation
describing the requirements of the system. This reference
docunientation describes in detail the appropriate steps
needed to maintain the system and provides information
needed to evaluate moditications to the system.

However, because veridor-developed access control
software was not useable for the SACS mainfiames, IRS
persormel developed the TPF security system rasiding on
the SACS mainfiame. In such an “in-house™ development,
docunientation of system requireiments is imperative since
this documentation provides the basis for evaluating the
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The IRS Is Taking Steps To
Improve System-l.evel Access
Controls in the SACS
Environment

impact of proposed modificaticns. In addition. the
documentation also provides system lListory information that
would allow an outside source to provide system
maintenance.

Without this documentation, knowledge of the security
svstem resides solely with the staff responsible for the
system, For SACS, the systems programming statf in the
SSD currently consists of 21 statfmembers (including 6
contractors) who are rasponsible for the SACS enviromment.
If the IRS were to lose these emplovees, it would be
extremely difficult for their knowledg= and expertise to be
replacad in the absence of adequate documentation. It
would also be problematic for an external organization to
make an adequate assessment of the s=curity system without
design documentation.

Reconmendation

2. The Chiet, Information Technology Servicas, should
ensure system design documentation is developed and
maintained for the security system residing on the SACS
mainfiames, as required by IRS Document 9627.

Management’s Response: The Security Systens Software
Section will develop a system design document and pregent
it to the Director, SSD for formal approval. The Security
Systerns Software Section will maintain the system design
documentation in accordance with the Change Control
Board and Change Management Procass.

Systern-level access controls should provide reasonable
assurance that computer systems, inchiding system-level
software, application programs and data, are protected
against unauthorized modification and disclosvre. Our
review found that the [RS has appropriately controlled
access to most of the critical components in the SACS
environiment. Among the access controls that the IRS has
adequately configured are thosz over {he sourcs code for the
programs used on the SACS mainframes, with access
restricted to SACS systems pregranumers. In addition,
remote access to the SACS mamframes through network
services has been appropriately disablad. On the EOCF

Page 6
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systems supporting the SACS maintrames, user profiles are
appropriately assignecl.

Duumr our review, several are:s were 1dent111ed where

s features to

l ch'mze 1<‘quests were
e been s uentl\ qppmvecl to de elop

Access control weaknesses identified during the review
and addressed by the IRS

During our review, we identitied several instances where
either IR S policies were not followed or access controls
could be improved in the SACYH environment. We informed
[RS management of these issues, who i response took
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corrective action to address them. Specifically, we found
the tollowing:

*

While the process for requesting and granting user
access to the SACS mainframes is working properly,
several instances were identified where the process for
timely removing user access was not followed,
Specifically, five users wer2 identified with access to the
SACS mainframes who had either been reassighed to
other projects or no longer ®orkecl for the IRS. The IRS
uses Form 5081, “Informat.on Systems User
Registration/Change Request,” to admunister access to
its computer systems. According to the MCC SACS
security administrators, access tor these users was not
timely revoked since formal notitication, through IRS
Form 5081, was not received by the MCC security
petsomnel. After vre notified MCC security personnel of
these users, their access was removed.
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¢  Arn excessive nmunber of usars, 57, from the TCC were
granted access to the MCC p1od11c,t10n SACS mainframe
for backup purposas. The existence of these users will
create an additional burden on the MCC SACS security
adiministrators, once the secunty mecham»m to disable
mactive users is aclded to the SACS mainfinmes. At that
pomt, MCC SACS administrators will need to
periodically re-act.vate all 57 users since they will not
be regularly accessing the MCC SACS mainframe. We
reported this issue to the appropriate TCC securnity and
opzarations personnel, who reduced the nun ber of users
on the MCC production SACS mainframe to eight.

Security administration improvement

Our review also identified that “wo users were mistakenly
’mmh d the command code usad to ’\dmu ister svstem-level

: . The asugmuem of this code should be restricted
to SACS secunty admuistrators to prevent accidental ot
unauthonzed addition, modification, or deletion of SACS
mainframe user profiles. During the review we 1dentified
that two of the six users granted access to this code were not
SACS security administrators. In our discussions with the
IDRS security administrator tor these 1sers, we deternuned
that they were nadvertently assigned the code when granted
access to the IDRS,

The IRS generates monthly sec mity reports for its IDRS
secunity personnel (IDRS groups 930 and 931), which are
the only groups with access to thef™e | Jand sther IDRS
security command codes. This report lists the users in each
group and the IDRS secunity conunand codes to which they
have access. However, the unanthorized users were
identified only after we requested a speacial report listing all

Page 9
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Users Have Profiles in the SACS
Environment With Greater
Access Than Necessary

users with access to the[T.__ |command cods. Upon
seeing this report, IDR.S securily personnel removed the
command code from the profiles ot the two unauthorized
users.

Reconimendation

[y

The Chief, Information Technology Services, should
ensure that monthly IDRS 1eports for security personnel
(groups 930 and 931) are reviewed to ensure that only
SACS security administrators have access to the IDRS
command code usad to administer system-level access to
the SACS mainframes.

Management's Response: The Office of Security
Evaluation and Oversight (SEC) will issue a mamo to the
Data Security Chiefs advising that the IDRS ccmmand code
used to administer system-level access to the SACS
mainfiames is not to be included in the Data Security
Emplcyee Profiles. Any deviation from this procedure,
such as to support TCC and MCC Security Administrators,
will require approval.  Also, the memo will adclress that this
command code is not to be included m the Unit. Command
Code Profile for either IDRS sccurity personnel units 930 or
931. This will reiterate the current Law Entorcement
Manual.

In the SACS environment, usel profiles specify the
commands and files that users can access. For the SACS
mainfiames, system users are assigned one of six profiles
based on their job responsibilities. These profiles are
established through the IR S-developed security system tor
the SACS mainframes. Through these profiles, users can,
for example, issue system conumands to alter core system
programs, perform oparator tunctions. and marage network
connectivity. For the SACS related fies on the [AP
mainfiames, users are granted access (hrough profiles
defined in the OS/390 security server tor those files. These
files irclude a variety of sensitive taxpayer information,
such as IDRS audit trail records and reports, as well as IRS
employee information,

Page 10
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Our review of the user profiles for the SACS environment
identified several wealmnesses that granted users greater
access to the SACS mainframes than needed fer their job
resporsibilities. Such access contradicts information system
security principles of “least privilege,” as outlined in the
Office of Management and Budget (OMB) Circular A-130,
“Management of Federal Information Resources,” and in the
Trusted Facility Manual (TFM, for the Service Center
Support System (SCSS), which includes the SACS and IAP
mainfiames. This prirciple requires that “users are granted
enough privilege or access authorty to perform assigned
tasks, but no more — the least poivilege needed to performa
job.”

Specitically, our review of the user profiles for the SACS
mainframes identified the following:

e Review of the system operztor command table on the
SACS mamframes identified two user profiles that were
granted access to significantly more SACS system
commangds than outlined in the SACS access standards.
Crarently, these profiles are granted access to neatly all
SACS system conunands; however, the SACS access
standards, issued i1 July 1994, previded that these two
profiles be granted access to relatively few system
commands. According to the SACS systems
programmers, this oversight resultad from a mis-
understanding of tie purpose of the console profiles by
the systems progrenuner responsible for maintaining
then.

o At the time of our review, there were 222 users with
access to one or more of the SACS mainfiames. Our
analysis of the profiles assigned tc these users identitied
that 149 users wer2 granted profiles that were
appropriate for the users” job responsibilities. In
addition, 60 users had job titles that did not match those
of the available profiles and theretore their
appropriateness cculd not Le detetmined. However, the
remaining 13 users were assigned profiles inconsistent
with their job responsibilities. Specifically, these users
were assigned profiles with greater access than their job
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responsibilities recuired. SACS security personnel were
notitied of these exceptions and appropriately corrected
8 of the 13 user profiles. The other five profiles that
nead to be corrected are for SSD and TCC users granted
restricted SACS system progranmmier profiles.

Granting users greater access than necessary could lead to
inadvertent actions that result in a system shutclown of the
SACS maintrames. | - i .

Our review of user profiles for SACS-related datasets on the
IAP mainframes, defined through the OS/390 security
server, identified the following instances of inappropriate or
excessive access authority:

¢ There are 113 useis that can update or alter
SACS-related production files containing sensitive
mtormation, such as IDRS audit trail, cumulative
command code usage, and enployee reference data.
Stmilarly, 89 users can update or alter sinilar
wnformation used for development of SACS programs.
While several systam UserIDs are granted access to this
nformation, most users are computer operations and
programming personnel. According to the SACS
systems programniing persormmel, only system UserIDs
that create and/or process this date. should be granted
this level of access.

¢ Inaddition, there zoe 194 users wl-o can update or alter
SACS-related production files contamning other sensitive
information, such as IRS ernploves social security
nmumber (SSN) information as well as varioas IDRS
repolts.

Granting users the ability to altzr or update IDES audit trail
infoririation and reports as well as emplovee intormation
could result in unauthorized aceess of taxpayver information.
Such access could lead to the intentional viewing and/or
modifising of taxpayet-related information. In addition, the
potential exists for users to either purposetully or
unintentionally delete these datasets.

Page 12




The System-Levsl Controls Over the Security and Communications System Are Adequate;
However, Improvements Can Be Made

The conditions identified on both the SACS and TAP
mainframes occurred in part dus to the incomplete and
outdated access standards for the SACS environment.
Specifically, the tollowing shortcomings in the standards
were identified:

e The access standards have 1.0t been updated! to reflect
the changes to user profiles since they were issued in
July 1994, Since 1994, ther= have been 16( commands
added to the user profiles o1t the SACS mainframes.
Consequently, the standards do not provide adequate
guidance on the system conmands each user profile
sheuld be granted on the SACS mainframes. In
adclition, the standards do notinclude guidance on new
secuity features added to the SACS maintiames after
the standards were issued, such as the exclusion of
designated operator cominands from the SACS system
audit trail. Such guidance would help ensure that these
new features are properly configured.

e The existing standards do not specify how same users
should be profiled on the SACS meainframes. The
standards provide profiles for six types of users, such as
operatots and systems programmers, However, there is
no guidance for assigning protiles to users other than for
the types specified .n the staadards In addition, the
stanidards do not provide the types of commands granted
to each profile, such as alter, display, and system
commands. Consequently, such users may be granted a
prozle that provides a higher level of access than
needed.

e The existing standards do nct incorsorate any guidance
on how to administer the SACS-related files on the IAP
mainframes. Such guidance is needed to assist the IAP
mainframe security administrators in properly securing
SA(S-related files by identifving the purpose of the
files and specifying the types of users who should have
access and their level of access.

For its other mamfiame enviromnents, -he IRS has prepared
detailed access standarcls and gu delines for the security
administration over those systenss. In addition, the
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standards provide a process for requesting a deviation from
the stardards in special situatiors. For the SACS
environment, no such cleviation proces: has been outlined.

Recommendations

4.

The Chief, Information Technology Services, should
ensure that the system operator conumand table for the
SACS mamframes be modified to restrict user profiles
to an appropriate level of aceess.

Management's Response: The SEO will assist the SSD
m raviewing the operator conumand table and in
adpasting user profiles and established authorities, with
the assistance of th2 computing centers. The SEO will
submit any necessary changz requests for the
establishment of appropriate user profiles. The revised
profiles will then bz assigne 1 by the compuling centers
to the appropriate cfficials.

The Chief, Information Teclmology Services, should
ensute the Directors, TCC aad SSD take action to ensure
tha- all users with restricted systeins prograinmer
profiles on the SACS mamtiames are brought into
corapliance with the SACS access standards. or request
approval from the Office of Security, Evaluation, and
Oversight to deviate from the access standaids for these
users,

Management’s Response: I1addition to the corrective

actions in response to Recommendation 4, the SEO will
issue interim guidelines, standards. and procedures.

The Chiet, Intormation Technology Services, should
revise the access control staadard documentation for the
SACS environment to include: newr and/or updated
mformation on the SACS operator commands; guidance
to assist SACS secuurity adnunistrasors m assigning
appropriate SACS profiles tousers: and access standards
for the SACS-relatzd datasets on the IAP mainfiames.
These standards should also include a waiver process
similar to ones in place tor other IRS mamtiame
environments,
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Management’s Response: The SEC will assist the
Secunty Systems Software Section in revising the
access control standard documentarion for the SACS
environment, mcluding references 1o the SACS-related
datasets on the IAP mainfraimmes. The actual standards
tor these datasets are included in the TAP Access Matrix.
The SACS access control stamdard documer tation will
also include a waivar process similar to that documented
for use in other IRS systems. This docwmertation,
hoveever, cannot be completad until all required actions
are taken on the SACS, including those currantly
scheduled tor completion in July 2002,

The Chief, Information Teclinology Services, should
enswre the Directors, MCC end TCC take action to
enswre that the SACS envirciument is compliant with the
revised SACS access control standards once they have
been prepared.

Management's Response: Action will be talen by the
Diractor, Enterprise Operations to 2nsure the SACS
environment is comphant with the revised SACS access
contiol standards once they are cornpleted. This action
is dependent upon the issuance of SACS access control
Guudelines, Standards, and Procechres (GSPs) by the
SEO and their implementation.

Several Access Controls for the
EOCF Systems Do Not Meet IRS
Requirements

Our reviiew of the access controls over these systems
identified that they do not meet several of the IRS*
computer security polizies, which are discussed below. The
EOCTF systems facilitate user access tc the SACS
maintrames as well as provide automation and ::emote
access to SACS systems progranumers. Consecuently, any -
compronuse or misuse of these systems could clecrease the
etficiency of the operation of the SACS mamframes.

s 7
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Specifically, our review ot the EOCF systems identified the
tollowing:

IR policies require that all nser access requests to its
information systems be dociumented and approved using
Form 5081. However, at the time of our review, only

23 of'the 157 users with access to EOCF systems had
submitted an authorzation form. Users weres previously
added to EOCF systems from a list of users supplied by
the MCC and TCC, at the request of SACS systems
programmers. The SACS systems programimers
recognized this onuission after the start of our review and
completed the EOCF access user re-certification process
using Form 5081 irt August 2001, All users that were
not re-certitied during the period were removed trom the
EOCF system(s).

Z

IR policies also require the creation of user and system
activity reports, frcm systera audit trails, and their
distribution to appropriate managers for review. While
the EOCF system logs record user and system activity,
which are archived on a daily basis, no repcrts are
generated for management review.

These conditions result, in part, fiom the fact that the SACS
systems progranumers administer security for the EOCF
systems. While the systems progranuners have signitficant
expetience with the EOCF systems, they do not necessarily

have experience in securty administration policies and
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procedures. This is most evidentin the deficiencies
identitied with granting access to EOCF systems and
generating audit trail reports. Since there are inherent
[imitations of the EOCF security system, the IRS needs to
ensure -“hat there are compensating controls and an effective
security administration program in place to deter and/or
detect any compromise of EOCF systems.

Recommendations

8.

10,

The Chief, Information Teclmology Services should
develop access standards for the EOCF systems that
specify guidelines and requizements tor use by security
personnel in administering the EOCF systems.

Management’s Response: The SEC will assist the
Secunity Systems Software Section in developing access
standards and secwity administration documentation tor
the EOCF systems. Once completed, this
documentation will be provided to security
administrators at the computing centers.

The Chiet, Intormation Technology Services should
reassign security administration responsibilities for the
EOZF systems to an independent s2cunity function, such
as the security functions in the MCC and TCC.

Management’s Response: The Security Systems
Sottware Section will provide training and transfer
secunty responsibilities for the EOZF to the computing
centets upon completion ot “he pending Mo dernization
anc. Information Technology Services organizational
realigimment.

The Chief, Information Technology Services should
ensure that EOCF user access is anhually re-certitied
ancl that audit trail reports on user activity are generated
weekly and distributed to user management tor review.

Management's Response: The Systems Sottware
Branch completed EOCF user access re-certification.
The SEO will establish a task force to evaluate and
review the lack of weekly generated and distributed
EOCF audit trail reports ancl propose a soluion.
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Service Continuity Controls Are
Adequate

All computer systems need to have coritrols in place to
ensure that the services provided by these systeins are
available when needed A prolonged loss of these services
can significantly atfect an organization’s ability to
accomplish its mission. This is especially true for the SACS
environment, since it processes lnndreds of transactions per
second and quuick response time to the IDRS and CFOL 13
needed to enable the IRS to timely respond to taxpayer
mquires. As a result, slrong service continuity controls need
to be in place to ensure that the SACS mainfranies are
operating and available to support the IRS” ability to
provide timely customer service to taxpayers.

Our review of the service continuity controls for the SACS
environment determined that they are adequate o ensure
that necessary personnel are prepared to react appropriately
n case ofa service interruption. In addition, we determined
that the statf complies with the established “fall»ack™
procediwes in case of a system 1terruption, of vwhich there
have been relatively few during the past vear.
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Appendix |

Detailed Objective, Scope, and Methodology

The overall objective of this review was to assess the Internal Revene Service’s (IRS) progress
n meeting appropriate security requirements for the Security and Conmnmications System
(SACS) and to 2valuate the controls over system access, operating system changes, and service
continuity. The audit was conducted as part of our annual audit plan. To comiplete this objective,

we!

L Assessed the adequacy and tuneliness of the SACS system-sec ity and system
documentation and procedures.

A Assessed the adecuacy and tuneliness of documentation required for the SACS
certitication.

1.

b

v

Reviewed the current risk assessment for the IRS® consolidaed maimniiame
systems, which includes SACS, to ensure that vulnerabilities were identified and
mitigated. :

Reviewed the security plan for the IRS” consolidated mainframe systems, which
mcludes SACS, to ensure it was current and covered all major compenents and
imcluded topies prescribed by Office of Management and Budget (OMB)
Cireular A-130.

Reviewed the Trusted Facility Manual for the locations whetre the SACS is
Ohysically located and/or where sensitive access is permittect to ensure that
nformaticn 1egarding SACS is current and retlected any recent changes to the
systen.

B. Assessed the adequacy and timeliness of SACS szcurity procedures.

L.

(28]

L QI

‘A

Determined it a Law Enforcement Manual (LEM), or equivelent documentation
2ad been developed for SACS.

Determined it access control standards (i.e., control niatrix) had been developed
for SACS. '

[dentified any other security documentation developed tor SACS.

Determined whether security documentation developed by non-security
personnel had been evaluated by the Office of Securily, Evaluation, and
Oversight.

Determined whether all security documentation was periodically reviewed,
approved by management and kept current.
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IL.

.

Assessed the completeness and timeliness of system-security analysis and design
documentation tor SACS.

1. Determined whether analysis and design documentation tor SACS included
requirements for the IRS-developed console security svstem for SACS.

2. Determined whether this documentation was complete, kept current, and
approved by appropriate maragement, especially the Office of Security,
Evaluation, and Oversight.

Determined whether access controls to system-level resources provided reasonable
assurance that data files, application programs, and computer-based fzcilities and
equipment were protected against unanthorized modification, disclosure, loss, or
mpairment.

i%.

Assessed the policies and procedures in place for authorizing and documenting
access to inforrnation resources by determining whether:

1. Resowrce owners had identitied authorized users and rheir authorized level of
access.

Emergency and temporary access authorization was controlled.

Owners determined disposition and sharing of data.

w2

Determined if adequate physical security controls had been implemented over the
transfer of tapes between IRS systems by determining whether:

1. Adequate controls were in place to prevent accidental loss of data on batch tapes
while being transterred from SACS to the pcint of printout and distribution.
This path included tape transfer between the SACS and Integrated Ccllection
System (ICS) fAutomated Collection Systen (ACS) /Prmter Replacement to
“ntegrate New Tools (PRINT) (IAP) mamntrames.

Adequate controls were in place over consols access at the New Carrolton
Federal Building,

2

~1(

Evaluated the implementation of logical access controls on SACS, IAP relevant
Logical Partitions, and the Extended Operating Console Facility (EOCF) system, by
determining if’

1. Passwords, tokens, or other devices were used to identify and authenticate users.

2. Ananalys:s of the logical aceess paths was performed whenaver charges to the
system were made.

3. Logical centrols were in place to restrict access to production, test, and batch
_ibraries.

4. Logical cenfrols were in place to restrict aceess to and modizication of secunty

software programs and files,

Adequate separation of duties was maintained i the assignment of user profiles.

DP 1571 |

5}

h
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1.

6.

Logical controls over the Integrated Data Retrieval System (IDRS) ccammancd
code, terminel, and access tables were in place.
Logical controls over telecommunications access wer2 in place.

D. Deternmned if system-level audit irails were maintained, ic entitying that a_l activity
mvolving access to and modifications of sensitive or critical files was logged.

L.

2

Determined if actual or attempted unauthorized, unus ial, or sensitive access was
monitored

Determined 1f suspicious access activity was investigated and approp:iate action
{aken.

Assessed the adequacy of the process tor making changes to th: SACS operating system
environment. This audit step did not iarclude changes to the IDRS security svstem which
1s the major applicarion running on SACS.

A

Evaluated the review and authorization of requests for changes tc the SACS
operating system =nvironment.

1.

2

[vS;

Assessed the use of the Convyuter Associates (CA) Endevor software (CA-
Endevor) in the configuration management process.

Reviewed a random judgmental sample ot transmittal logs for SACS trom
January 2000 through April 2001 to determine it changes implemented
correspondect to changes documented and approved.

Deternuned whether there was required change request documentation for the
sampled transmittals.,

Examined the testing process implemented to evaluate proposed system changes to

2

L

-the SACS.
1.

Assessed the policies and procedures governing the testing process.

Determined how access to the Transaction Processing Facility (TPF) system and
TAP test libraries was controlled. _

Determined how access to the TPF system and IAP test libraries was monitored.
Reviewed a sample of implemented transmittals tor adequate testing
documentation.

Evaluated the procedures in place for implementing emergency system updates,

1.

o)

Assessed the policies and procedures governing emerzency updates, This
included any type of patch applied at the operating system level.

Reviewed testing documentation submitted vwith change requests categorized as
“Priority 1 - Critical™ to ensure that documentation ot these changes was
prepared in a timely manner after implementation.
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IV,

Evaluated the service continuity controls in place tor the SACS.

A

Assessed the extent of previous SACS processing interruptions. Key points mcluded:

1. Evaluating problem tickets created in response to service interruptions.

2. Interviewing Computer Systems Analysts, Operators, and Capacity Management
petsonnel "o identify instances where SACS had expenenced significant
downtime.

Evaluated the procedures in place to mitigate service interruptions. Key points

mcluded: '

1. Bvaluating the restoration procedures for security (i.e., system and IDRS) files
and programs.

2, Determining whether there had been significant problams with manning the
baclup and recovery procedines when the system has gone dowmn.

Determined if the service contimuty procedures i place had been adequately tested.
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Director, Corporate Computing M:TE
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Deputy Chiet Fimancial Offizer, Departiment of the Treasury
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Appendix IV

Management’s Response to the Draft Report

DEPART?I:ilénhIITED OFFICIAL USE
T OF THE TREASURY T i T e
INTERNAL REVENUE SERVICE HECEWVED ’

WASHINGTON, D C, 20224 JAN ' 1

e 2002
IPUTY COMMISKIONER - ’

January 11, 2002

MEMORANDUM @ DE; ; ﬁiﬁﬁnenm FOR AUDIT
\ C.

FROM: Rsece
/ Deputy Commissionar for Modernization &
Clief Information Officer

SUBJECT: Response to Draft Report ~ The System-Level Controls Ovar the
Security and Communications System Are Adequate; Howevar,
Improvements Can Be Made (Audit # 200:220003)

Thank you for the opportunity to review and comment on your draft report and
recommendations concerning the Securlty and Communications System (SACS).

in your report, you stated that the system-lewvial controls aver the SACS ara jensrally
adequate; however, inprovements can be made in system docurmentation and system
access ccntrols. Itis our management goal 1o continually strive for an enhaced
security program that sffectively manages risks. In that regard, vie appreciate your
comments that will further assist us in strangthening our security controls, See the
attached detailed response to each of your report recommendations,

If you have any questions or concems, pleass feel free 10 contact me at
(202) 622-6800 or Mr. Ler Baptiste, Director, Office of Security at (202) 622-8910.

Attachmaent

LIMITED OFIFICIAL USE
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Management Rusponse to Draft Audit Report - The Systemr-Levsl Controls

Over the Security and Communications System (SACS) Are Adequate;

Howaever, Imprcvements Can Be Made (Audit #20020(103)

RECOMMENDATION #1:

The Chief, Inforration Technology Services, should ens Jre the SACS systam

baselina information is formally approved and maintained, as requirad by the

SSD CM Handbnok.

ASSESSMENT OF CAUSE:

Sect on was not awars ol requirement for formal approval at the time of

Consolidation, '

CORRECTIVE ACTION(S) TO RECOMMENDATION #1:

1a.  Abaseline document will be devalopad by the Security Systsms Software
Section and presented to the Director, Systems Support Div.sion for
formal approval.

ib.  The Security Systems Software: Section, of the Systams Software Branch,
will contir-ue to meintain the bassling document ir accordanse with
Change Control Board and Change Management Process.

IMPI_LEMENTATION DATE(S):

ta. December 1, 2002

1b.  Completed -- On-going

RESPONSIBLE OFFICIAL(S):
ta. Chief, IBM Systems Software Branch, M:i:SS:1S

ib.  Chief, IBM Systems Software Branch, M:):88:1S

1
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RECOMMENDATION #2:

The Chief, Inforration Technology Services, should ensure system dJesign

documentation is developed and maintained for the security system residing on

the SACS mainframes, as required by IRS Document 9827.

ASSEISSMENT OF CAUSE:

Insufficient systemn design documantation for Transaction Processing Facility

{TPF) console security.

CORRECTIVE ACTION{S) TO RECOMMENDATION #2:

1a. A system design document will be developed by the Securlly System
Software Saction and presentad to the Director, Systems Support Division
for formal apgroval. .

1b.  The Security Systems Software Section, of the Systems Softv/are Branch,
will continue to maintain the sysiem design documentation in accordance
with Change Control Board and Change Managemznt Process.

IMPLEMENTATION DATE(S):

1a. Decembaer 1, 2002

1b. Completecd — On-going

RESPONSIBLE OFFICIAL(S)
1a.  Chief, IBM Systems Software Branch, M:1:55:18

1b.  Chief, IBM Systems Software Branch, M:1:SS:IS

2

LIMITED OFFICIAL USE
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RECOMMENDATICN #3:

The Chief, Infonmation Technology Services, should ensure that monthly
integrated Data Retrleval System (IDRS) reports tor security personnel (groups
930 and 931) are reviewed to ensure that only SACS security admiristrators
have access to the IDRS ¢command code used to administer systerr-lsvel access
to the: SACS mainframes.

ASSESSMENT OF CAUSE:

Tha command codewas in saveral service canter profiles that did not
need or use the cammand.

CORRECTIVE ACTION(S) TO RECOMMENDATION #3:

The Office of Seourity Evaluation and Qversight will issue a memo to the Data
Security Chisfs advising that] __Js not to be included! in the Data Security
Employes Profiles. Any deviation from thls procedurs, such as to support TCC
and MCC Security Administrators, wil proval. Also, the memao wiil
addrass that the IDRS command cod is not 1o be includsed in-the Unit
Comimand Code Profile for either IDRE security personnal units 930 or 931. This
will raiterate the cunent Law Enforcement Meanual (LEM) 25.10.3, Section 13.24

IMPLEMENTATION DATE(S):
April 1, 2002

RESIPONSIBLE OFFICIAL(S):

Director, Office ¢f Sacurity Evaluation and Oversight

3
LIMITED QFFICIAL USE
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RECOMMENDATION #4:

The Chief, Information Technology Services, should ensure that the system
operator command table for the SACS mainframses be modified 1o restrict user
profilas to an appropriate level of access.

ASSESSMENT OF CAUSE:

The command code access was too likeral for certain prefiles.

CORRECTIVE ACTION(S) TO RECOMMENDATION #4;

1a.  Tha Office of Security Evaluation and Oversight (SEQO) will assist Syetems
Support Division (SSD) in revieving the table and in adjusting user profilas
and established euthorities. Spacifically, SEO will distribute a
memorancdum to computing center management asking for rewview of the
numbers end types.of SACS usar profiles and the command codes
needed for the perdormance of vach job.

1b. SEO will share the responses with SSD and coord nate establishmerit of
appropriate user types and profiles.

1e.  SEO wil complete and submit SACS change requists, if necessary,
for the action: to be taken.

1d. The Security Systems Software Section will provide the revisad profiles for
assignment by the Computing Centers. : :

1e. Computing Canters will assign the revised profiles to appropriate officials.

IMPLEMENTATION DATE(S):
1la. February 1, 2002

ib. March 1, 2002

1c. June 1, 2002

1d.  July 1, 2002

te.  August 1, 2002

4
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RECOMMENDATION #4 {cont’d):

RESFONSIBLE OFFICIAL(S):

ta.  Diractor, Cffice of Security Evaluation and Oversight, M:S5:S
1b.  Director, Cffice of Security Evaluation and Oversight, M:S:S
ic.  Director, CAfice of Security Evaluation and Oversiglit, M:S:S
id.  Chief, IBM Sysiams Softwars Branch, M::85:1S

1.  Director, Enterprise Operations, M:I:E

5

LIMITED OFFICIAL USE
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RECOMMENDATION #5;

The Chief, Informatien Technology Services, should ensure the Directors, TCC
and System Support Division take action to ensure that all users with rastricted
systems programmer profiles on the SACS mainframes are brought into
compliance with the SACS access star dards or request approval from the Office
of Security, Evallation, and Oversight to deviate from the access standard for
these usats.

ASSESSMENT OF CAUSE:

The command ccde access was toc liberal for centain profiles.

CORRECTIVE ACTION{S) TO RECOMMENDATION #5;

1a. The Office of Security Evaluaticn and Oversight (SEQ) will assist Systems
Suppert Division (SSD) in reviewing the table and in adjusting user profiles
and establishiad authorities. Spocifically, SEO will distribute e .
memaorancium to computing cenier management asking for review of the
numbers and types of SACS user profiles and the command codes
needed for ths parformance of each job.

1b. SEO will share the responses with SSD and coordinate estat lishment of
appropriats user types and profiles.

1c.  SEO will complete and submit SACS change requests, if necassary,
for the actiony to be taken.

1d.  The Security Systems Software Section, of the Systems Software Branch,
will provide the revised profiles for assignment by the Computing Certers.

1e. Computing Canters will assign the revised profiles to appropriate officials.

1f.  SEO will issus interim guidelines, standards, and procedures.

IMPLEMENTATION DATE(S):
1a. February 1, 2002
1b. March 1, 2002

1¢.  June 1, 2Ci02

6
LIMITED OFFICIAL USE
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RECOMMENDATION #5 (cont'd):
IMPLEMENTATION DATE(S) (cont'd):
1d.  July 1, 2002

1e. August 1, 2002

" July1, 2002

RESPONSIBLE OFFICIAL(S):

ta.  Director, Office of Security Evahiation and Oversight, M:S:S
1b. .Director, Office of Security Evaluation and Oversight, M:S:S
1¢.  Director, Office of Security Evaluation and Oversight, M:S:5
1d.  Chief, IBV Systems Software Banch, M:1:5S:15

1e. Diractor, Einterprise Operations, M:LE

1. Diractor, Offlce of Security Evaluation and Oversight, M:S:S

7
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RECOMMENDATICN #6:

The Chief, Information Technology Services, should revise the access control
standard documentation for the SACS environment to include: new and/or
updated information on the SACS oparator commands; guidance to assist SACS
secutity administrators in assigning appropriate SACS profile to users; and
accass standards for the SACS-related datasets on the IAP mainframes. These
standards should also include a waivet process similar ta onas in place for other
IRS mainframe environments.

ASSESSMENT (F CAUSE:

SACS standard cocumentation has not been updated since its original relesse in

1994.

CORRECTIVE ACTION(S) TO RECOMMENDATION #6:

1a. The Cffice of Security Evaluation ang Oversight (SEQ} will assist ths
Security Systems SoHware Section, of the System: Software Branch .
(8SB), in ravising the access control standard dacuimantation for the
SAGS environmeant. The documentation will reference the SACS-releted
datasets on }AP mainframes.

1b.  The actual standards are included in the IAP Access Matrix rraintained
jointly by SSB and computing center security administrators.

-1c.  Thelssuance of SACS standards on console security will include a walver
process sirnilar to that documented for use in other IRS systems., The
dosumentztion cannot be complated until alt actions are taken onthe -
system including those raquired lor outstanding SACS chango requests
currently schedulad for completion by July 18, 2002,

(MPLEMENTATION DATE(S):
1a.  July 1, 2002
1ib. Completed — March 1, 2001

i July 1, 2002

8
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RECOMMENDATION #6 (cont'd):

RESPONSIBLE OFFICIAL(S):

1a.  Director, Office of Securily Evaluation and Oversight, M:S:S
1b.  Chisf, IBM Systems Softwars Branch, M:1:SS:IS

1c.  Director, Office of Security Evaluation and Oversight, M:S:S

9
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RECOMMENDATION #7:

The Chief, Information Technology Services, should ensure the Directors, MCC
and TCC take ac:ior to ansure that the SACS environment is compliant with the
revised SACS aczess control standards once they have teen prepared.

ASSE SSMENT CF CAUSE:

Incorrplete and outdated access standards for the SACS snvironment.

CORRECTIVE ACTION(S) TO RECOMMENDATION #7:

Actlor will be taken to ensure the SACS anvironment is compliant wth the
revised SACS acess control standards once they are comnpleted. This action is
deper.dent upon IssLance of SACS access control Guidelines, Standards, aid
Procedures {GSPs) by the Office of Security Evaluation and Oversight and tnair
implermentation.

IMPLEMENTATION DATE(S):

Septanber 1, 2002

RESPONSIBLE OFFICIAL(S):

Director, Enterprise Opsrations

10
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RECOMMENDATION #8:

The Chief, Inforr alinn Technology Services should davelop access standards for
the Extended Oparalions Console Fagility (EQCF) systems that spesify
guidelinas and requirements for use by securily personngl in administering ihe
EOCF systams. '

ASSESSMENT OF CAUSE:

Incomplete and outdated access standards for the SACS environment.

CORRECTIVE ACTION(S) TO RECOMMENDATION #8:

Office of Security Evialuation and Oversight (SEO) will assist the Security
Systeins Software Saction, of the Systems Software Branch, in developing
access standards and security administration documentation for the EOCF
systems. The documentation will be provided to security administrators at
computing centers.

IMPLEMENTATION DATE(S):

Dacamber 1, 2002

RESPIONSIBLE CFFICIAL(S):

Dirsctor, Office ot Security Evaluation and Oversight, M:S:5

1n
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RECOMMENDATION #9:

The Chief, Information Technology Services should reassign security
administration re;sponsibilities for the EOCF systems 1o an indepenclent sec rity
tunection, such as the security functions in the MCC and TCC.

ASSESSMENT OF CAUSE:

Security Systems Scftwara Section never migrated EOCF security to Computing
Centenrs after CR'S to SACS consolidation.

CORRECTIVE ACTION(S) TO RECOMMENDATION #9:
Security Systems Software Section, of the Systems Softwars Branch, will provide

training and transter securlty responsib lities for EOCF to the Computing Centers
upon completion of pending MITS realiggnment.

IMPLIEMENTATION DATE(S):

July 1, 2003

RESPONSIBLE OFFICIAL(S):

Chief, IBM Systems Software Branch, M:1:SS:IS

12
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RECOMMENDATION #10:

The Chiet, Information Technology Sarvices should ensure that EOCF user
access is annually re-certifiod and that audit trall reports on user activity are
genarated weekly and distributed to usar management for review.

ASSESSMENT OF CAUSE:

EQCF re-certification was not occurring and no reporting inechanism was
provided with the EQCF product.

CORRECTIVE ACTION(S) TO RECOMMENDATION #1D:

1a. Actlons were taken to address this weakness and re-cettification was -
completed by the Systems Software Branch.

ib.  The Office of Security Evaluation and Oversight will establish a task farce
{o svaluate and review this weakness and proposs a solution,

IMPLEMENTATICN DATE(S):
1a. Complseted — August 30, 2001

1ib.  September 1, 2002

RESPONSIBLE O FFJICIAL.(S):
1a.  Chief, IBM Systems Software Branch, M:1:SS:IS

1b.  Director, Office of Security Evaluztion and Ovaersight, M:S:8

13
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