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This report represents the results of our review of the Internal Revenue Service's (IRS)
controls over its implementation of encryption. In summary, we found that the circuits
over which the most sig1ificant volume of IRS data passes tetween facilitizs are
encrypted. However, we identified risk areas that require the attention of IRS
management. The IRS has not developed or implemented rolicies and procedures
regarding encryption and its application within the agency. |1 addition, the IRS should
assess the risks of transmitting unencrypted data within its facilities. Lastly, although
the IRS has made progress in replacing outdated encryption devices, a significant
number of circuits are encrypted with aging equipment that no longer meet government
standards.

We recommended that ~he Deputy Commissioner for Modernizaticn & Chief
Information Officer (CIO} should ensure that an overall encrystion strategy “or the IRS,
including an encrypticn plan, is developed and specific encryption policies and
procedures are defined and enforced. In addition, the Deputy Commissioner for
Modernizaticn & ClO should conduct a risk analysis of information transmited
unencrypted within IRS facilities and establish plans to remove outdated encryption
equipment from service. Management agreed with our recommendations and
developed appropriate corrective actions. Management's commernts have been




incorporated into the report where appropriate, and the full text of their comments is
included as Appendix V.

The Treasury Inspector Seneral for Tax Administration (TIGTA) has designated this
report as Limited Official Use (LOU) pursuant to Treasury Directive TD P-71-10,
Chapter lll, Section 2, “Limited Official Use Information and Other lLegends” of the
Department of Treasury Security Manual. Because this document has been
designated [.OU, it may only be made available to those officials who have a need to
know the infaormation contained within this report in the performance of their official
duties. This report must be safeguarded and protected from unauthorized disclosure;
therefore, all requests for disclosure of this report must be referred to the Disclosure
Unit within the TIGTA s Office of Chief Counsel.

Copies of this report are also being sent to the IRS rnanagers who are affected by the
report recommendations. Please contact me at (202) 622-6510 if you have questions
or Scoft E. Wilson, Assistant Inspector General for Audit (Information Systems
Programs), at (202) 622-8510.
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Executive Summary

Risks to the security of our governmer t’s computer systems are significant and they are
growing. One area of 1isk is the protection of electronic data transnissions. With the
advent of new and inexpensive technology, it is beconiing easier tor individuals or groups
to obtain information tor which they are not the intended recipiants. An imporiant part of
the solution to this secnrity concern is cryptography’® 1 encryvprion. Encryption is the
encoding of information so that only an intended recipient can read it. Information that
has been properly encrypted cannot be understood or interpreted by those lacking the
appropriate cryptographic key. While information vulnerabilities cannot be eliminated
through the use of any single tool, cryptography can halp ensurs the confidentiality and
integrity of informationt in transit.

This report presents the results of our review of the Intarnal Revenue Service’s IRS)
encryption policies ancl procedures and their etfectiveriess in protecting data transmitted
over its various networks, We conduc:ed this review ¢n various segments of the IRS”
network. The objective of this review ‘xas to evaluate “he IRS’ 2ncrvption policies and
procedures and verity {hat they are preperly implemented to ensure that sensitive internal
and taxpaver data are adequately protected.

Results

The circuits over which the most signiticant volume of IRS data pass are encrypted
because thie IRS has the structure in place to encrypt data transinissions between its
computing centers, service centers, and laige posts-of-duty. We did not identity any
mstances where encryption was turned off However, we identified risk areas that require
the attention of IRS management.

The Internal Revenue Service Should Establish Detailed Policies and
Procedures Regarding Encryption and Its Application Within the Agency

The IRS has extensively implemented sncryption to protect the transniission of taxpayer
data, but las not taken steps to assure ancryption is operating as intended. For
encryption to work properly, an organization must take steps to assure that unaunthorized
mmdividuals do not have access to encryption equipment or information, such as

! Cryptography is the enciphering and deciphenng of messages in secret code or cipher.
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cryptographic keys or hardware manuals, that could be used to decrypt data. The IRS has
not established detaled policies and procedures for the management of encryption and all
communications security material.® Policies and procedures are: necassary for both
encryption services abtained through the Treasury Communications System® and locally
controlled encryption services to assure the continued secure transmission of data
between IR S sites.

The Internal Revenue Service Should Conduct a Risk Analysis To Identify
Data Transmissions Requiring Special Protection

Although the IRS hes established a policy that all data transmitted fiom its facil ties must
be encrypied, the IRS has not assessed the nisk that sensitive data transmitted over all its
internal networks may be compromised, The unencrypted internal transmission of data
can result n unauthorized disclosure o7 personnel information cr other more critical
system dara of use to a malicious msider. Modern technology has made it relatively easy
for a knowledgeable insider to eavesdrop on mternal data transmissions and messages. In
order to avoid unwanted internal disclosures of sensitive data, the IRS must identity the
varying degrees of data sensitivity and implement the raquired grotection for the: data that
is transmitted inside IR S facilities,

Outdated Encryption Equipment Continues To Be Employed Throughout
the Internal Revenue Service

The IRS has had to replace a great deal ofits outdated encryption equipment, but it
continues o have significant munbers of obsolete equipment and has rot established
specific plans to retire them, In addition, a crucial step in the regular maintenance of these
absolete wachines, manually changing the cryptographic key, has been suspended. The
periodic clanging of the key 15 needed because, with technologizal advances, it has
become increasingly possible that Data Encryption Standard (DES)? encrypted text can

? Commmunications Security, or COMSEC, consists of measures and controls “aken to denty unauthorized
persons information derived fiom telecommunications and ensure the authenticity of such
telecommunications, With regard to encryption, COMSEC material includes encryption kevs, equipment.
manuals, and devices that must be kept under strict control and be tracked,

? The Treasury Conununications System program was established to provide Treasury s bureaus and its
departmental offices with a variety of data conununications services through o single contract vehicle, Ity
purpose is to provide a centralized network and management. systern to support its customers” missions by
providing a wide range ol daza comnminications services.

Y DES is an encryption algorithm that the government previously endorsed but has recommended be replaced
with a new standard, Triple DES.
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be broken and, thus, ccmpromised or disclosed. Althcugh the IR S recognizes that the
“outdated equipment needs to be replacad, it needs to davelop and monitor plans for its
retirement

Summary of Recommendations

The Deputy Comumussioner for Modernization & Chiet Information Otficer (C10) should
ensure tha” an encryption plan is developed and specific encrypiion policies and
procedures are detinad and enforced. In addition, the Deputy Commissioner tor
Modernization & CI0) should conduct a risk analysis of information transmitted
unencrypted within IRS facilities and establish plans to remove outdated encryvption
equipment from service.

Management’s Response: IRS management will develop policies for managing and
controlling encryption and communicaring security material. In additicn, IRS
management has corclucted vulnerability assessments showing a need for additional
controls to manage network diagnostic tools and is devaloping operations security
guidelines, standards, and procedures governing the use of such tools.

IRS management is also establishing comnutments with the Department of the Treasury
and other bureaus to phase out current DES technology and is migrating from current
dedicated circuits that employ DES encryption to a Triple DES solution.

Management’s complete response to the draft report is included as Appendix V.
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The objective of this revizw
was 10 evainate the IS’
encryption policies and
procedures and verify that
they are properiy
anplemented to ensure tiat
sensitive internal and

taxpayer data are adequately

protected.

Objective and Scope

This report presents the results of our review of the
Internal Revenue Service's (IR S) encryption policies and
procedures and their effectiver ess in protecting data
transraitted over its various nelworks. We conducted
this review on various segments of th2 IRS’ networlk.,
The objective of this 1eview was to evaluate the IRS’
encryption policies and procechues and verity that they
are properly implemented to ensure that seisitive
mternal and taxpayer data are adequately protected.

We conducted this review with in the Office of the
Deputy Commissionet for Mo-demization & Chiet
Inforrnation Officer (CIO) and within the Department of
the Treaswry’s Treasury Communications Syslem
(TC'S).! We performed interviews in the National
Headquarters, and audit tests were completed on the IRS
netwerks at the Martinsburg Computing Center (MCC)
in Kearneysville, West Virginie, at IRS sites i the
Atlanla, Georgia metropolitan area, at IRS sites in the
Cincinnati, Ohio/Covington, Kentucky metropolitan
area, and at the TCS facility in McLean, Virginia.
Specific sites are included in Appendix IV, Fieldwork
was conducted from January to June 2001. This audit
was partormed in accordance veith Government
Auditing Standards.

Details of our objective, scope, and methodology are
presented in Appendix I. Major contiibutors to this
report are listed i Appendix IT.

' The Toeasury Commmmnications Syst2m program was ex:ablished to
provide Treazsuy™s bureaw: and its de yartmental offices with a
variety of data communications services through a single contract
vehicle Its purpose is to provide a centralized network ¢nd
managenient system to support its customers” missions Ly providing
a wide range of data commumnications services,
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System break-ins at the
Department of the Treasury
conld place billions of dollars
of annual foderal receipts and
payments at 1isk of firaud and
large amounts of sensitive
taxpayer deta at visk of
mappropriate disclosure.

Background

According to Congressional testimony trom the General
Accounting Office in September 1996 % risks to the
security of our government’s computar systens are
significant and they are growing. The dramatic increase
of cornputer interconnectivity and the popularity of the
Internet, while facilita-ing access to information, are
factors that also make controls over access to
mformation more important. One rislk 15 the protection
of electronic data transmissions. The advent of network
siuffer, or eavesdroppmg, technology has made it easier
tor individuals and groups with malicious intentions to
obtain information allowing them to intrude into
madequately protected systems.

Attacks on and misuse of federal computer ancl
telecommumications resources are of increasing concern
because these resources are virually indispensable for
carrying out critical operations and protecting sensitive
data and assets. For example, system break-ins at the
Department of the Treasury could place billion:; ot
dollars of annual federal receipis and payments at risk of
fraud and large amourts of sensitive taxpayer clata at risk
of appropriate disclesure. In Fiscal Year 2000), the IRS
collected over $2 trillion 1 taxes, processed over 210
million tax returns, and paid about $194 billion in
refunds to taxpayers.’

The need to protect sensitive deta and systems must be
weighed not only against cost and teasibility ccncerns,
but also the privacy and security interests of individual

2 Unitec. States General Accounting Otfice Testimony Before the
Subcommittee on Technology, Conunittee on Science, House of
Representatives, September 30, 1999 (GAQ/T-AIMD-99-302).

3 United States General Accounting Office Report to the Secretary of
the Treasmy. FINANCIAL AUDIT, IRS" Fiscal Year 2000 Financial
Statements (GAD-01-394, dated March 2001).

[R®]
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Information that has been
properly authenticated and
encrypted cannot be
understood or interpieted by
those lacking the appropriate
cryptographic key.

citizens and private businesses. as well as national
security and law enforcement ¢ gencies. An important
part of the solution to these secwuity concerns is
cryptography? or encryption. Encryption is the
encoding of mformation so that only an intendz=d
recipient can read it. Information that has beer: properly
authenticated and encrypted cannot bz understood or
mterpreted by those lzcking the appropriate
cryptegraphic key, While mtormation vulnerabilities
cannot be eliminated through the use of any single tool,
cryptography can help ensure the confidentiality and
mtegrity of mformation i transit,

Large portions of the IRS’ encryption needs arz met
through the TCS. The TCS was established to provide
Treasuwy’s bureaus and its departmental offices with a
variety of data commuuucations services through a smgle
contract vehicle. The contract, awarded in

Septernber 1995 to TRW Inc., is intended for the design,
mplernentation, management, operation, main-enance,
and enhancement of a data communications network for
the Departiment of the Treasury and its bureaus.

Results

The circuits over whica the most signiticant volume of
IRS data pass are encrypted because tae IRS has the
structure in place to encrypt dara transmissions between
its computing centers, service canters, and large
posts-of-duty, We dicl not identify anv instanczs where
encryption was tumed otf. We also determined that, tor
circuits where encryption services are provided through
the TCS, a system is in place that detects and assists in
the resolution of encryption problems. We did identify
one circuit without encryption for which the IRS ordered

4 Cryptegrapliy is the enciphering and deciphering of messages in
secret code or cipher,
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encryption after we identified the situation. Wz also
identified other risk areas that require the attention of
IR S management.

Although the IRS relies heavily on the TCS for
encryption services, the IRS is responsible tor
developing an overall encryption stratzgy and
completing policies and specific procedures tor the

The IRS is responsible for : ks . -
contrcl of communication security materials. However,

developing an overall

encryption strategy, ard the IRS has not prepared an overall ercryption strategy
completing policies and and adequately commumicated policies and procedures
specific procedures for the to its telecommunications technicians in its operations
control of conumunication sites. Specifically:

security materials,

e For circuits where the TCS providas encryption
services, the IRS still must define the internal
responsibilities for the day-to-day handling of
communications security materials and the
mteraction with TC'S personnel and contractors.

e For circuits not acquired through the TCS, zuidance
for all aspects of encryption manazement and
comnimnications security is necessary.

In addition, we determined that the IRS has no: analyzed
its data transnussions and assessed the risks of
disclosure to unauthorized personnel within its tacilities.
Data within IR S facilities are generally not encrypted,
even though some of that data should only be known to
mdivicuals exchanging that data. A risk assessment of
these data transmissions within an IRS facility las not
been conducted. This risk assessment is neede to
identity internally transmitted mformation that requires
the saine encryption protection as is used tor
transnuission of data batween IR S sites.

Lastly. although the IES has made progress in replacing
outdatad encryption davices, a significant number ot
circuits are encrypted with aging equipment thet no
longer meet governiment standards.
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Policies and procedures are
necessary for both encryption
services obiained through the
TCS and locally controlied
encryption services.

The Internal Revenue Service Should Establish
Detailed Policies and Procedures Regarding
Encryption and Its Application Within the
Agency

Although the IRS has extensivaly implemented
encryption to protect “he transinissior. of taxpayer data,
it has not taken steps to assure encryption is operating as
intended. For encryprion to work properly, an
organization must take steps to assure that unauthorized
idividuals do not have access to encryption equipment
or information, such as cryptographic keys or hardware
manuals, that could be used to decrypt data. The IRS
has not established detailed poicies and procedures for
the management ot encryption and all communications
security material > We determined thuough owr field

- visits that policies and procedures have not been written

and distributed to IRS personnel charzed with the
everyday observation and handling of encryption
devices and associated communications securify
materal.

We i1dentitied two different conditions for which the IRS
needs to develop policies and procedures. These policies
and procechures are necessary for both encryption
servicas obtamed through the TCS and locally controlled
encryption services to assure the continued secure
transmission ot data Letween IRS sites.

5 Comraunications Security. or COMSEC. consists of measures and
controls taken to deny unaathorized persons raformation derived
from teleconununications and ensure the authenticity of such
telecommunications, With regard to encryption, COMSIZC material
includes encryption keys, equipment, manuals, and devices that niust
be kept under strict control and be tracked.
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The lack of adequate
direction for
telecommunications
technicians nas resulted in
practices that can
COMProuse encryplior:.

Procedures are necessary for encrvption services
procured through the TCS

These procedures are needed to assist local IRS
telecommunications technicians in the day-to-day
handling of the communicatiors secwrity equipiment and
mteraction with the TCS contrector and subcontractor
personnel to assure proper monitoring; and maintenance
of encryption equipment. Such detailzd procedures
should inchude escalation procedures for troubleshooting
encryption units, procedures to authenticate and monitor
technicians working in IRS facilities, and notifization and
recordation requirements for encryption-related
problems. Without such procedures, the IRS abdicates
contral of all comimunication security. an iherantly
govertimental responsibility, to contractor personnel.

The lack of adequate clirection for telecommuunications
technicians has resulted in practices that can
compromise encryption. Specifically:

e Access to areas housing encryption equipment is
not always properly contiolled. For exaniple, at
one site, we found that ccntractors could enter
these areas without IRS s apervision.

e  Encryption devices when housed in large computer
rooms were not locked or segregated from the rest
of the room. In addition, at one site we found
unsecured encryption devices located outside of a
computer room or telecomnmunications closet.

e  Telecomnmuucations techmicians in the field did
not always properly clear encryption equipment of
encryption keys (zeroized.) prior to removing them
from IRS sites.

Except for one site, MCC, we clid not identity ¢ dequate
escalation procedures for the handling of encryption
problems. At times in the course of troubleshooting an
encryption-related problem, the: encryvption uni: will be
placed in bypass mode or, in other words, taken otf-line.
In extreme cases, unencrypted data may need to be
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passed over a circuit. There should be procedures to
define the steps necessary to place encryptors in bypass
mode and the approvels necessary to un data
unencrypted over a circuit,

The procedures developed at tle MC( serve as an
example of what procadures should contain. They
specified that a trouble ticket should be initiated to track
the problem, defined information that should be
mcludad in the ticket, required antries in a separate log,
and named specific individuals to notify and rejquest
approval for transmission of data over an unencrypted
circuit. This type of detailed procedure was not found in
the other sites we visitad.

Policy must also be provided for situations vhere
circuits and encryption services are not procured
through the TCS

In Atlanta, we identified eight local circuits where
encryption was handled entirelv by local technicians.
No procedures were available to these employees for
handling, initializing, roonitoring, or maintaining these
devices. As aresult, the machines employed only DES
encrvption;,® were not regularly te-keyad; and spare
commuuications secwity equipment, including
encryptors with their keys and manuals, were stored on
the computer room flcor. Such exposures could
facilitate data decryption efforts by an unauthorized
mdivicual,

The need for encryption policies 1s established m federal
and departimental guidance. The Federal Inforrnation
Processing Standards Publication (FIPS PUB) 140-2,
Security Requirements for Cryptographic Modules
Section 4.10.4, establishes the reed fo guidance
documents. It states that user guidance should describe

8 DES is an encryption alecrithm that the government previously
endorsed but lias recommended be replaced with a new standard,
Triple DES.
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The user guidance
docimentetion should
describe ail user
responsibilities necessary for
the secure operation of the
cryprographic moduls.

There are several reason: wity
encryption policies and
procedures have not been
established.

the secunity functions of the crvptographic module along
with mstructions, guidelines, and warnings for its secure
use. The user guidance documeantation should describe
all user responsibilities necessary for the secure
operation of the cryptographic module and, if applicable,
a description of all security requirements for the
mmfornation technology environment that are relevant to
the user. Treasury Directive 71-10 extends these
requirements stating that all bureaus and office: with
sensitive but unclassified (SBU) applications should
develop an encryption plan tor all telecommuncations.
An encryption plan is used to articulate a stratezy for
secure data transmission. Specific requirements for the
plan are detailed in the directive.

The IR S has broadly addressed encryption in its Internal
Revenue Manual (IRM). The IXM states that IRS data is
SBU and all transmissions of S3U data must be
encrypted. Generally, the IRM establishes the need for
encryption but provides tew details for encryption-
related responsibilities and tasks. We found additional
tragmented, locally-developed procedres in scime of the
sites where we conducted fieldwork, However. none of
the locally-developed proceduras provided the Jetail
needed to assure encryption services are not
compronused.

There are several reascns why these policies and
procedures have not bzen established:

e Responsibility tor encryption policies and
procedures within the IRS Las not been defined.
Discussions with various IR 'S organizations did not
identify any additional policies or procedures
bevond those inchuded in the IRM.

e Th=IRS has not developed an encryption plan in
accordance with Treasury Dhrective 71-10. Such a
plan includes defining a strategy for controlling data
encryption.
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e RS organizations believe that encryption sarvices
are provided through the TC'S, and policies and
procedures tor such should be preduced by the
confractor,

o Treasury assigns responsibility to 2ach of the
mdividual Treasury bureaus to develop and distribute
their own policies and procadures regarding
encryption. Treasury personnel indicated that they
have no authority to entorce policies within the
bureaus, and to date, have not written policies and
procedures for the bureaus.

Recommendations

1. The Deputy Comrussioner for Modernization &
Clief Information Officer (”10) should identity the
organization with responsitility for developing
policies and procedures goveming the management
and control of encryption axd conumunications
secunity material.

Management’s Response: IRS management stated that
the Office of Security Evaluation and Oversight. (SEO) is
responsible for developing policies for managing and
controlling encryption and commumnicating security
material.

2. The Deputy Commissioner tor Modernization &
CTO should identity the organization responsible for
implementing and enforcing the policies and
procedures tor the managernent and control of
communications security material.

Management’s Response: IRS management stated that

the Office of Teleconunuications is responsible for
mplementig policies and procechures for manzging and
controlling communications security material. The
Office of SEO is responsible for implementing these
policies. The SEO will continue to evaluate the
management controls over encryption and
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communications security material durmng its security
Teviews,

-

3. The Deputy Comrnissioner for Modernization &
(10 should ensure that encryption policies and
procedures are entorced.

Management’s Response: IRS management stated that
the Office ot SEO will continue to evaluate the
management controls over encryption and
communications security material durng its security
reviews, IRS management documented, controlled, and
coordinated vulnerabilities the Otfice of SEO 1centified
with the Office of Telecommunications and local sites
until the responsible organization completes the
correciive action(s).

4. The Deputy Commniissioner for Modernization &
CID should ensure that an encryption plan is
developed for the IRS.

Management's Response: IRS management stated

that the Office of SEO and the Office of
Telecommnnications are jointly developing operations
security guidelines, standards, ¢nd procedures (GSP) not.
mncluded in other documents. This GSP will include the
IRS ercryption plan and other related documerits. The
Office of Telecommunications “#ill implement the
guidelines through IRS field offices responsible for
telecornmmunication support.

Page 10




.
; 7

The Internal Revenue Service Encwbts Data Transmitted Betwoen lts Facilities,
But Controls Over Cryptography Can Be Improved

Modern technology has made
it relatively easy for
kmovledgeable insider 1o
eavesdrop on internal data
transmissions and messcges.

Data is not 2nerypted wvhen it
is transmitted msicde IRS
Jacilities.

The Internal Revenue Service Should Conducta
Risk Analysis To Identify Data Transmissions
Requiring Special Protection

Although the IRS has establishad a pelicy that all data
transmitted from its facilities must be encrypted, the IRS
has not assessed the risk that sensitive data. transmitted
over its internal networks may be compromised.
Modern technology has made it relatively easy for a
knowladgeable insider to eavesdiop on internal data
transniissions and messages. In order to avoid
unwanted internal disclosures ot sensitive data, the IRS
should identity the varving degrees of data sensitivity
and i plement the required prctection for the cata that is
transicitted inside TRS facilities

Treasury Directive 71-1() states that all bureaus and
offices shall implement encryption on those
telecolnmunications and informiation systems
transiitting classitied national security information and
identify those systems transmitting SEU information
that may require protection. This determimation should
be basad on a risk analysis to identify threats to and
vulnerabilities of the svstem. Taese systems should
mcorporate approved protection techniques consistent
with applicable departmental Oiffice of Secuuity policies
in the most cost-effect:ve manner. The IRM requires
that encryption be used for transmitting SBU
mformation between IRS facilities when not using the
Treasury network, which is encrypted.

While data is encrypted just prior to exiting one IRS site
and is decrypted immediately woon entering another IRS
site, data is not encrypred when it i3 trensmitted mside
IRS facilities, The encryption of data between sites is
referred to as link encryption. Although an adeuate
protection for a large portion of the IRS” data, link
encryption may not be sufficient because it provides no
encryption tor some types of information transmitted
mnternally such as personnel informaticn or sensitive
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Nenwork “sniffers” can be
implemented on an internal
local area netwwork and used
to identify specific traffic that
can be intercepted by
mdividuals seeking to obiain
mformation they wroulid
normally not be able 1o
access.

system information that may nzed to be encrypted. The
internal comnnications include unercrypted email
messages that may be used to transmit sensitiva
mformation. The IRS has undertaken an initiative that
will address unencrypted email, but this project 1s
cutrently in the pilot phase.

The IE.S has not conducted a risk analysis of data
transitted over its internal networks -o detern-ine
whethzr any data transmitted within a facility needs to
be encrypted. In some cases, such IRS facilities may
have several thousand employees who are exchanging
mnfornation on unencrypted mlemal networks.
Although the IR S assesses data protection requirements
on a project-by-project basis for certitication, it has not
performed an assessment that considers the security
requirements for all th2 types of data found in its system.
In our view, link encryption is ¢ dequate tor the
transiatting of taxpayar data. However, other data
needs to be assessed to deternune 1t it should be
encrypted when transinitted wrhin IRS facilities.

The unencrypted internal transinission of these types ot
data can result in unauthorized disclosure of personnel
miormation or other more critical syst=m data of use to a
malicious msider, Cwrent network “smtfer” technology
15 relatively inexpensive. Sniffers can be unplemented
on an internal local area network and used to identify
specific traffic that can be intercepted by individuals
seekinz to obtain information they would normally not
be able to access. It these data files ar2 not encrypted,
the intarceptor can read the cleqr text files the same as
the intznded recipient.

Recommendation

5. The Deputy Comnussioner for Modernization &
CIO should conduct a risk analysis to ident fy any
mformation transmitted over the IRS netwcrk that
may require protection bevond what is currantly
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Although tie IRS recognizes
that the outdated equipment
needs 10 be replaced, it needs
10 develop and monitor plans
Jor its retiranent.

provided through its link ercryption. Results of this
tislc analysis should clearly identity specific data
transnussions that require additior.al protection
within IRS facilities bevonc those that will be
handled through the current email imtiative.

Management’s Regponse: IRS management stated that
owners of all applications and systems that process,
transiut, or store sensitive but unclassified date. must
have a risk assessment and security plan in place (and
updated at least every 3 yvears) betore they receive a
security certification. [n these documents, a data
sensitivity analysis and requisitz nsk mitigation
requirements were identitied as well as any point-to-
point encryption requirement.

The Office of SEO conducted vulnerability assessments
showing that the IRS needs adclitional controls to
manage network diagriostic tools. The Office of SEO 13
developing operations security guidelines, standards, and
procechures governing the use of data scopes
(sniffersfanalyzers) and network scanning tools.

The O:fice of Telecommmnications will implement and
enforcz the guidelines,

Outdated Encryption Equipment Continues To
Be Employed Throughout the Internal Revenue
Service

The IR S has had to replace a grzat deal ot'its outdated
encryption equipment, but it continues to have
significant numbers of obsolete equipment and has not
established specific plans to retire thenr. In addition, a
crucial step in the regular maintanance of these obsolete
machines, manually changing the cryptographic key, has
been suspended. The periodic changing of the key is
needed because, with technological advances, 11 has
become mereasingly possible that DES-encryvpted text
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can be “broken™ and, thus, compromised or disclosed.
Although the IRS recognizes that the outdated
equipinent needs to be replaced, it needs to develop and
monitor plans tor its retirement.

Treasuny bureaus were informed in July 1998 that
encryption equipment employiiga DES algorithin was
no longer sate. Since that time. the IRS has made
changes that decreased the number of obsolete
encryption devices in 11se, but signiticant mumbers of
the outdated devices remain m use. Although the

IRS” inventory of encryption d=vices is in flux due

to the immplementation of new telecommunications
technclogy, an inventory obtained from the TCS showed
604 encryptors of one specific non-compliant model m
use at the IRS on April 27, 2001, Our review of’
encryption equipiment at various sites showed that it is
likely that the IRS is using othet non-compliant devices.
Since these models can be contigured using different
encryption algorithims. we did 1ot perform an extensive
device-by-device analysis to identify all the nor-
complant encryption equipmeitt.

Currertly, the IRS uses DES encryptors for one ot the

Currently, the IRS uses DES . .. . A y
major segments of its mainfiane data transmissions

encryprors for its maiafiune

data transmissions between between computing centers anc. service centers The
its computing centers and IRS continues to work on a plan to mizrate data tratfic
service cenlers. off of this equipment onto equidment that meets

standards, but specific time fiaraes tor this replacement

have not been established.

In the three cities where we conducted fieldworl, we

found sircuits that connect two IRS sites encrvpted with

DES davices. Specifically, we identified:

* 56 circuits at the MCC.

e 36 circuits in the Atlanta metropolitan area sites.

e 23 circuits in the Cincinnati-Covington metiopohitan
area sites.

In addition, we found DES units on 22 other circuits in
Atlanta and 44 other circuits m Zincinnati awaiting de-
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The NIST advises agercies
that the govermment can ito
longer support the use of
DES for many applications
because of the success of the
DES key attack.

mstallation, These circuits are part of an earlier version
of a shared Treaswry network, but are still housad in IRS
tacilitizs.

When encryption is operating as intended, readable data
can be recovered trom the encrypted data only by using
exactly the same key used to encrypt it. Unauthorized
recipients of the encrypted data who know the algorithm
but do not have the correct key canno derive the original
data algorithunically,. However, it may be feasible to
determine the key thrcugh a brute force “exhaustion
attack,” ie., breaking 2. DES-enztypted message by
trving all possible keys. By determining the correct key
and having the DES algorithm, the encrypted data can be
de-encrypted and the original data obtamned.

A successtul brute force attack occurred in 1998, The
DES C'racker Project’ broke a DES-encrypted roessage
using a system requiring a relatively srnall inves tment for
a determined organizarion planning the destruction or
misuse of a given system. Thus, the IRS and the data it
transmits using DES encryption is increasmgly at risk of
compromise and disclosure.

The National Institute of Standeards and Technology
(NIST, advises agencies that the governiment can no
longer support the use of DES for many applications
because of the success of the DES key attack., The NIST
FIPS-PLB 46-3 encowrages govenunent agencizs still
emploving DES systerns to transition (o Trple DES
encryption devices and directs them tc implement Triple
DES davices for new cevelopment. Although the NIST
did not establish a date by which DES systems must be
replaced, the advances in technology since 1998 and the
rapidly decreasing costs for information technology

7 The DES Cracker Project was a joint effort by the Electronic
Freedom Foundation, Advanced Tecluwlogies Inc.. and
Cryptog aphy Research Inc. conducted in 1998,
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warrant a plan that specifies wlhen replacement can be
expecled.

The Dzpartment of the Treasury made its bureaus aware
of the problem with DES equipment in a memo issued in
Tuly 1998, Treasury’s Office of” Systems Secwrity issued
the memo stating the results of the DES Cracker Project
and provided recommandations to bwreaus. The
recommendations included the implementation ot
shorter periods between manual re-keving of DES-based
encryption, ending procurement ot additional DES
equipraent, and phasing out DES procucts at the end of
their usetul lite,

Although this directive has been in place tor 3 years, the
Treasury and the IRS do not have agreed upon plans for
the replacement of the obsolete encryption equipment.
Although the IRS has nugrated applications off of the
earlier version of the shared Treasury network, other
Treasury bureaus still employ the network and are
dependent on the equipment that exists n IRS facilities.
IR S management indicated that budget constraints and

Treasury priorities have contribiated to the continued use l
ot this equipment.

Recommendation

6. The Deputy Commiissioner for Modernization &
CI0O should establish realist.c commitiments to phase
ouf. current DES technology, Tlus phase out should
mclude:

a. The final dissolution of the first shared Treasury
network circuitry and destruction of the
associated DES encryption equapment.

L. The migration of the major segment of
mainfiame conmmuicat.ons between computing
centers and service centers trorn the current
dedicated circuits that employ DES enciyption to
a Triple DES solution.
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Management’s Response: IRS management stated that
the Office of Telecommunications is establishing
commitments with the Departient of the Treasury and
other Lureaus to phase out current DES technology.
This will include the final dissolution of the first shared
Treasury network circuitry and the destruction of the
associated DES encryption equipment. It will z1so
mclude migrating the inajor segment of mamtizune
comnrunications betwaen computing centers and service
centers from the current dedicared circuits that 2mploy
DES encryption to a Triple DES solution,

Conclusion

With the increasing threats to computer systems and
specifically data transmissions, governiment
organizations must implement controls that mitigate
risks and assure that data are only available to intended
recipients, The IRS has implemented a structure to
encrypt data transmissions betwreen its facilities,
However, the IRS should institute policies and
procedures that assure its contractors end government
personnel properly adinmister encryption. In addition,
firrther considerations of internal data rransmissions and
the retirement of obsolete equipiment are necessary for
the strengthening of the IRS” encryption controls.
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Appendix |
Detailed Objective, Scope, and Methoclology

The overall objective ot this review was to evaluate the Internal Revenue Service s (IRS)
encryption policies and procedures and verify that they are propatly implemented to
ensure that sensitive intzrmal and taxpaver data are adequately protected. Specifically, we:

L Determined vihether the IRS® encryption policies and procedures were adequate
to ensure protection of its electronic data interchanges.

A, Identitied industry best practices for managing cryptography' in a large
enterprise.

B. Identified the policies and procedures that govern electronic data.
mterchange for the IRS.

C. Determined whether the IRS” existing policies and procedures were
currenit v2ith regard to policies developed by the Department ot the
Treasury and other standards making organizations [for example, the
National Security Agency and the National Institute of Standards and
Technology (NIST)].

D. Determined whether the roles and responsibilities of the various IRS
organ zations adequately addressed encryption tor all arzas where sensitive
data 15 electronically transnutted.

E. Determined whether policies existed for specific electronic data
mterchanges in the IRS.

1L Defermined vhether the circuits over which the most sig uficant amounts of IRS
data pass (circuits between the computing centers and service centers) ware
properly encrypted.
A Determined whether these circuits were acquired through the Treasury
Compuuucations Systen (TCS).

B. Determined whether encryption was adequately 1nanaged on the circuits
acquited through the TCS.

! Cryptography is the enciphering and deciphering of messages in secret code or cipher.
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C. Determined whether the Department of the Treasury tests or monitors
encryption on the TCS.
1L Defermined how the IRS managed encryption ¢n circuits not purchased through
the TCS. :
Al Determined to what extent these circuits were encrypted.
B. Determined whether key management practices vsere adequate to ensure

encryption devices cannot be easily comprised.

C. Determined whether procedures were acequate to ensura mstances of
encryption bypass were mmimized and timely rectified.

V. Determined whether the NIST-approved encryption devices wee used by the IRS.
A For the sites we visited, we deternuned vwhether the devices used met
cutrer.t MIST guidelines.
B. Determined whether current upgrade or modernization plans addressed
any deficiencies noted in IV A,
C. Where plans were identified in IV, B, we determined the status and time
fiame tor completion of the efforts to rectify any deficiencies.
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Appendix Il
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Scott E. Wilson, Assistant Inspector General for Audit (Informaition Systems Programs)
Gary Hinlde, Directo::

Vincent Dell’ Orto, Audit Manager

Anthony Knox, Senior Auditor

Tma Wong, Auditor
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Appendix lll
Report Distribution List

Commissicmer N:C

Deputy Assistant Secretary (Information Systems) and Chiet Information Officer,
Deparment of the Treaswry MI

Deputy Chiet Financial Officer, Departinent of the Treasury

Chiet, Information Teclnology Services M1

Director, Corporate Computing M:LE

Director, Martinsburg Computing Center M:IE:MC

Director, Telecommunications M:I'T

Director, Desktop Management M:LF

Director, Office of Security M:S

Director, Office of Security Evaluation and Oversight M:S:S

Drirector, Strategic Planning and Client Seivices M:SP
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Appendix IV
Fieldwork Site List

Atlanta Canpus

Doraville, Georgia

Cincinnati Campus

Covington. Kentucky

Martinsburg Computing; Center
Kearneysville, West Virginia
Treasury Commumnications System
McLean, Virginia

Internal Revenue Service Field Sites:
401 West Feachtree Street NW, Atlanta, Georgia

550 Main Street, Cinctnoati, Ohio

2888 Woodcock Boulevard, Atlanta, Georgia
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Appendix V
Management's Response to the Draft Fleport
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LIMITE=D OFFICIAL USE
DEPARTMENT OF THE TREASURY

INTERNA - REVENUE SERVICE RECE

WASHINGTON, D.C. 20224

IVED
SEP 27 200

SEP 2 7 2008 e ottt

DEFUTY COMMIS$IONER

MEMORANDUM FOR DEPYUTY IN€E7T GENERAL FOR AUDIT
-

FROM: Jojin C. Reece
eputy Commissioner of Modernization &
Chief Information Officer

SUIBJECT: Response to Draft Report — The IR3 Encrypts Data Transmitted
Between Its Facliities, But Controls Over Cryptographv Can Be
Improved (Audil Na. 200120004)

Thenk you for the opportunity to review and commant on your draft report and
recommendations :about our encryption of electronic data transmissians.

in your report, you stated that although circuits over which the most significa1t volume
of 135S data passes are encrypted, you identifled risks. Our security progran is {ocused
on affectively managing risks. Therefore, wa now have managers aid processes in
place and comrective actions underway, to implement you- recommsindations. | have
attached a detailed response to each af your recommendations.

| appreciate your comments. They will help us strengthen our encryotion security
controls. If you havve any questions ot concems, please contact me at (202) 622-6800
or Mr. Len Baptiste, Director, Office of IRS-Wids Security at (202) 622-8910.

Attachment
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Attachment

Managemenit response to Draft Audit Report — The Internal [Qevenue
$ervice Encrypts Data Transmitied Between Its Facilities, But
{(Controls Over Cryptography Can Be Improved (#200120004)

RECOMMEMDATION #1;

The Deputy (Cornmissioner for Modemization & Chief Information Officer (CIO)
should identify the organization with responsibility for dleveloping policies and
procedures ¢lovieming the managsinent and control of encryption and
communications security material.

ASSESSMENT OF CAUSE:

We had not adequately defined the responsibility for encryption palicies within
the IRS.

CORRECTIVE ACTION TO RECOMMENDATION #1:

We have identlfied the responsible organizations. The Office of Siecurity
Evaluation and Qversight (SEO) is responsible for developing policies for
raanaging and controlling encryption and communicating security material.
The Office of Security Evaluation and Oversight and the Office of
Telecommunicaticns are jointly developing operations security guidelines,
standards, and procedures (GSP) ot included in other documenis. The (58P
villl also help Implement procedures to manage and control encrystion and
communicate- security material. We will track this part of the corrective action
under recomendation #4 of this report.

IMPLEMENTATION DATE: Complsted

FIESPONSIELE OFFICIAL:

Director, Offize of Sacurity Evaluation and Qversight, M:S:8
Director, Office of Telecommunications, M:L.T
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RECOMMENDATION #2:

“The Deputy Commissioner for Mocernization & CIO should identify the
organization responsible for implementing and enforcing the policies and
procedures for the management ard control of communications s acurity material.

NASSESSMENT OF CAUSE:

We had not adequately defined the responsibility for implementin y procaciures in
siupport of thz IRS encryption policy.

SORRECTIVE ACTION TO RECOMMENDATION #2:

We have idetified the responsible organizations. The Cffice of
Telacommurications is responsible for implementing policles and proceduiras for
rianaging ard controlling communications security material. The Office of
Siecurity Eva uation and Oversight is responsibla for implementing these policies,
The Office of Security Evaluation and Oversight will continue to evaluate the
ryanagemen'. controls over encryption and communicaticns security materials
during its security reviews.

IMPLEMENTATION DATE: Completad

FESPONSIELE OFFICIAL:

Direclor, Office of Telscommunications, M:1:T
Cirecior, Office of Security Evaluation and Qversight, M:S:8

2
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RECOMMENDATION #3:

“The Deputy Sotnmissioner for Mocernization & CIO should ensure that
encryption policies and procedures are enforced.

ASSESSMENT OF CAUSE:

» Sites with existing IRS policies and proceduras did not comply witt IS
encrypticn policies and procadures.

« IRS ficld locations did not hzaive sufficient Intemal Revenue Manual or

operational procedures to astablish clear expectations in all of the areas
that support the operational use of sncryption to protect ta:payer data,

CORRECTIVE ACTION TO RECOMMENDATION #3:

During its sesurity reviews, the Office of Security Evaluation and Oversight will
continue to evaluate the managemant controls over ericryption and
communications. security material. We documented, controlled, and coordinate
vuinerabilitie s the SEQ identified with the Office of Telecommunications and local
sites until the: responsible organization has completed the correct ve action(s).
\We are develop:ng the additional d>cumentation needad by local site

rnanagement to anhance compliance and have addressed it in ou r corractive
ziction to recomrnendation #4 of this report.

IMPLEMENTATION DATE: Completed

RESPONSIELE OFFICIAL:

Director, Office of Security Evaluation and Qversight, M:S:S
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RECOMMENDATION #4:

The Deputy Cornmissioner for Modemization & ClO should ensure that an
encryption plan is developed for the IRS.

ASSESSMENT OF CAUSE;

While IRS heis identified much of its encryption requirements in the Internal
Flevenue Manust, the JRS has not developed an encryption plan in accordance
with Treasury Diractive 71-10. Such a plan includes datalted policles and

procedures raga.rding encryption and includes defining a strategy for controlling
clata encryption,

CORRECTIVE ACTION TO RECOMMENDATION #4:

Woe are workng to correct this wealtess. The Office of Security I=valuation and
Oversight and the Cffice of Telecorimunications are jointly developing oparations
security quidzlines, standards and procedures (GSP) not included in other
cocumnents. This GSP will include the IRS encryption plan and other related

documents, The Office of Telecommunications will implement the: guidelines
through IRS rield offices responsible for telecommunication support.

IMPLEMENTATION DATE:
Develop guidelires: December 2001

Implement guidelines Service-wide: July 2002

FIESPONSIELE OFFICIAL:
Develap guidelines: Director, Office of Security Evaluztion and Oversight, M:S:S

Implement guidelines: Direclor, Office of Telecommunications, M:I:T

4
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RECOMMENDATION #5:

The Deputy {;ommissioner for Modamization & CIO should cond ot a risk
analysis to identity any information transmitted over the IRS network that may
raquire protetion beyond what Is currently provided through its fink encryption.
Flesults of this risk analysis should clearly identify specific data trensmissions
that require g dditional protection within IRS facilities beyond those: that will be
handled through the current email initiative.

ASSESSMENT OF CAUSE:

IRS has estaslished a policy that we will encrypt all data transmittad from our
Incilities and perform vulnerability assessments, but we: have not tully addressed
the risk that sensitive data transmittad over our internal networks could be
compromisecl.

CORRECTIVE ACTION TO RECOMMENDATION #5:

We are taking comective actions to iaddress this recommendation. We have
completed some processes and are developing others. Specifically:

a) Owners of all applications and systems that protess, transinit, or store
sensitive but unclassified information must have a risk assessment and
securily plan in place (and updated at least every three years) before they
receive a security certification. In thess documents, we identified data
sensitivity analysis and requisite risk mitigation requirements as we | as
any peint-to-point ancryption requirement.

b) The Ctfice of Security Evaluetion and Oversight {(SEO) conducted
vulnerabil ty assessments showing we need additional controls to manage
nelwoik diagnostic tools, SEQ is developing opsrations sesurity
guidelines, standards and procedures governing the use of data scopes
{sniffers/analyzers) and network scanning toois.

c) The Office: of Telecommunications will implemerit and enfoice the
guidelites.

5
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INPLEMENTATION DATE:

a) Certification process: Completac

b) Develop guidelines: December 2001

c) implement Juidelines Service-wide: July 2002

RESPONSIBLE OFFICIAL:
a) Certification process: Director, Cffice of Cyber Security, M:S:C

b) Develop guidelines: Director, Office of Security Evaluation ancl Oversight,
M:S:8

¢) Implement guidelines Service-wicle: Director, Office of Telecornmuniczations,
MT

6

LIMITED OFFICIAL USE




The Internal Revenue Service Encrypts Data Transmitted Between Its Facilities,
But Controls Over Cryptography Can Be Improved

LIMITEXD OFFICIAL USE

RECOMMENDATION #6a:

The Deputy Cornmissioner for Modemization & ClO should establish realistic

commitments to phase out current DES technology. This phase out should

include the final dissolution of the first shared Treasury network creuitry and
- clestruction cf the associated DES ancryption equipment,

ASSESSMENT OF CAUSE:

Although the 1R has migrated its applications off of the eatrller version of the
Treasury network, other Treasury bureaus still use the network and depend on
equipment in 1IR3 facilities,

CORRECTIVE ACTION TO RECOMMENDATION #6a:

We are taking actions to correct this weakness. The Cifice of
Telecommunicattions is establishing commitments with the Treasury and cther
tureaus to pliase out current DES lechnology. This phase out will include the

final dissolution of the first shared Treasury network circuitry and Jdestruction of
the associated DES encryption equipment.

TAPLEMENTATION DATE:

July 2003

FIESPONSIBLE OFFICIAL:

Ciirector, Office of Telscommunications, M:I:T
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RECOMMEMNDATION #6b:

The Deputy (Cornmissioner for Modernization & ClO shiould establish realistic
commitment: to phase out current DES tachnology. This phase out should
include the migration of the major sagment of mainfrarne communications.
between computing centers and service centers from the current dedicated
¢ireuits that employ DES encryption to 2 Triple DES solution.

ASSESSMENT OF CAUSE:

The NIST FIIPS-PUB 46-3 sncourages govarnment agencies still employing DES
systems to transition to Triple DES encryption devices and directs them 1o
Implement Triple DES devices for riew development. Although the NIST did not
establish a due date for replacing the DES system, the: advances in technology
since 1998 and the rapidly decreasing costs for information technology warrant a
plan that specifiss when we can expect replacament.

GORRECTIVE ACTION TO RECOMMENDATION #61x:

We are taking actions to correct this weaknass. The Cifice of
Telscommunications is establishing commitments to phase out current DES
tachnology. This will include migraiing the major segment of mainframe
communicatlons between computing centers and service centars from the
current dedicated circuits that employ DES encryption to a Triple DES solution.
IMPLEMENTATION DATE:

June 2002

FIESPONSIELE OFFICIAL:

Director, Offize of Telecommunications, M:I:T
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