Management Section 310

Oversight by the Board of Directors

The board of directors oversees management activities and is ultimately responsible for the affairs of a
savings association. Laws and regulations governing board activities require directors to exercise care
and loyalty toward the savings association and not to advance their own personal or business interests
at the expense of the savings association.

RESPONSIBILITIES OF THE BOARD OF DIRECTORS

As the financial services industry continues to evolve, the duties of directors are becoming more
complex and demanding. In addition, the corporate scandals of 2002 and the
Sarbanes-Oxley Act have raised public awareness in the area of corporate

LINKS : _ , :
governance. Today’s board of directors must take an active role in shaping and
r— Program . . L, . . . .
controlling a savings association’s business operations and risks. The following
"~ Questionnaire are some basic responsibilities the board has in actively overseeing the
"7 Appendix A association’s affairs:

e [Establish business goals, standards, policies and procedures, and operating strategies and
understand the risks involved in following certain strategies.

e Approve standards for ensuring that the savings association’s transactions with affiliates are
sound, and are considered solely from the association’s interests.

e Establish a compliance program emphasizing the importance of regulatory compliance as an
inherent part of business operations ensuring compliance with external standards, such as laws
and regulations, and the association’s own policies and procedures.

e Hire and retain executive officers with the skills, integrity, knowledge, and experience
appropriate for the nature and scope of their responsibilities and periodically evaluate
management’s performance.

e [stablish and maintain appropriate committees that have written charters delineating the
committee’s functions, responsibilities, and membership qualifications.

e Ensure that the association maintains a corporate existence that is separate from its affiliates,
subsidiaries, holding company, and sister banks.
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e Ensure that the association serves the credit needs of its community or communities and meets
responsibilities under the Community Reinvestment Act (CRA).

e Review operating results, compliance performance and performance of new and existing
activities.

In fulfilling these responsibilities, the board of directors should observe the following standards:
e Operate independently from management.

e Stay well informed and be attentive to risk.

e Attend board meetings regularly.

e Conduct business affairs ethically; avoid conflicts of interest and self-serving practices.

OTS federal charters for mutual and stock associations authorize the number of directors to be not
fewer than five nor more than 15, except when the Director of OTS approves a lesser or greater
number. A quorum for board meetings is the majority number of directors that an association’s bylaws
prescribe, even if the association has not yet elected the prescribed number.

For a list of board of directors’ statutory and regulatory responsibilities, see the References at the end of
this Handbook Section and the Questionnaire.

Analyzing Board Performance

Evaluating the effectiveness of a board of directors is an
important examination function. The results often provide a
useful indicator of an association’s future condition and help
OTS design a regulatory profile. In carrying out the evaluation,
you should perform the following steps:

Evaluating the
effectiveness of a board of
directors is an important
examination function.

e Tailor the scope of the examination to the risk profile of the association. A comprehensive
assessment of each director and officer usually is not necessary.

e Concentrate on issues rather than on personalities. Analyzing the board’s performance is a
sensitive process that requires focusing on problem solving, not fault finding.

e Determine the level of director awareness and accountability. Board members should know and
fulfill their responsibilities.

To evaluate board effectiveness you must review board minutes and other documents, interview
management, and check on the board’s response to supervisory directives. In rare instances, you may
need to expand the scope of the examination and interview individual directors. You should only need
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to do this if the information is unavailable from other sources. Meetings with the entire board provide
an additional means of evaluating a board’s effectiveness. See Examination Handbook Section 070.

Directors generally welcome regulatory review and specific recommendations for improvements. In
unusual cases, however, directors may be uncooperative or attempt to hide instances of incompetence,
lack of care, or even fraud or criminal malfeasance. Possible causes for the condition of a troubled
association include any of the following reasons:

e Sclf-dealings or other conflicts of interest.

e Unsafe and unsound practices.

e Management incompetence.

e Lack of director participation.

e Domination of the board by one director or officer.
e Disregard for the regulatory process.

e Lack of independence.

The board is ultimately responsible for prevention or correction of these problems. If the board is
unable or unwilling to correct serious problems, you must act immediately to protect the association
and ensure its safety and soundness. For more information in this regard, refer to Examination
Handbook Section 370, Enforcement Actions.

Board Minutes

The primary sources of information you need to evaluate a board of directors and its actions are the
minutes of its regular and committee meetings. You should review these minutes to determine the
status of the following areas:

e Adequacy of management’s reports to the Board — Management reports submitted to
the board should be thorough and accurate and cover all aspects of the association’s operations.
Management should provide such reports to the directors before regular board or committee
meetings to allow adequate time for review before the meetings.

— Reports should document any significant changes to capital, financial performance results,
compliance performance, and major business activities, including information technology
risks.

— Reports for technology risks should address information security, technology audit work,
business continuity planning, and vendor oversight activities. Additionally, the minutes
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should document that the board received a status report on and approved the association’s
compliance with the Interagency Guidelines Establishing Standards for Safeguarding
Customer Information, which implement Section 501(b) of the Gramm-Leach-Bliley Act of
1999.

e Oversight of management — Minutes should reflect the board’s discussion and approval of
any major strategic or operating decisions and the adoption of major operating policies and
procedures. Management should obtain board approval before implementing new policies or
engaging in new activities.

e Attendance and participation — The minutes should evidence “regular” attendance by
board members. Attendance at 75 percent of all regularly scheduled board meetings is the
benchmark for “regular” attendance. Minutes should also identify board members who ask
questions or make motions, indicating that they are active in the meetings. Another indicator of
active involvement is participation on committees.

e Performance evaluations — Minutes should reflect the board’s election of officers, its
review of management performance, and its deliberations regarding salaries and compensation
for officers and fees for attorneys, appraisers, directors and others.

e Compliance with board directives — Savings associations should have internal systems to
monitor operations and ensure that management’s actions are appropriate and conform to
board-approved policies and directives.

Board minutes should be a complete and accurate representation of meeting discussions, including
dissenting opinions or votes.  Minutes should indicate that the directors studied pertinent
documentation and based their decisions upon such documentation. Each director should have the
opportunity to review and, if appropriate, modify the minutes before the board ratifies them. However,
board minutes should never be altered to distort facts.

Reports to the Board

A board’s excessive reliance on benchmark financial statistics rather than on comprehensive financial
analysis suggests that the directors may not be overseeing the association’s affairs appropriately. Undue
reliance on only a few indicators may result in erroneous evaluations of the association’s condition.
Therefore, you should determine that the reports to the

The quality of report information directors include information that is complete, supported,
that management provides to understandable, and accurate.
board and committee members is
critical in a board’s decision- The quality of report information that management
making process. provides to board and committee members is critical in a

board’s decision-making process. Not only must directors
carefully review information that management provides,
they must also ensure themselves that the information is complete and contains all pertinent data
required to oversee the association.
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Each regular board meeting should include a review of financial reports. Directors should not accept
questionable report figures at face value, but should question the information and verify it when
necessary. The association should promptly follow federal or state examination report
recommendations. The audit committee composed solely of outside directors, if necessary, should
provide for annual audits by an independent accounting firm, and should ensure the establishment of
and adherence to a system of internal controls.

Audit Committee

The board should appoint an audit committee composed of directors who are independent of
management and free from any relationship that would interfere with the exercise of independent
judgment as a committee member. Members should also be independent of operating personnel who
audit procedures, systems, or records. Operating personnel may, however, attend meetings to provide
necessary information.

The major responsibilities of the audit committee include:

e Handling relations with the independent auditor (such as to select the auditor and to discuss the
scope and results of the audit).

e Improving internal auditing functions and controls.

e Establishing policies and procedures that ensure full and accurate disclosure of the association’s
financial condition.

e Monitoring management and staff compliance with board policies, laws, and regulations.

e Measuring the effectiveness of the association’s compliance management program.

All insured institutions with total assets of $500 million or more must have an independent audit yearly.
If any savings association is a subsidiary of a holding company, it can satisfy this requirement by an
independent audit of the holding company. See Examination Handbook Section 350, Independent
Audit. In addition, if a savings association is publicly traded, regardless of size, it is subject to the
auditor independence and certain other internal control report requirements of Sarbanes-Oxley. See
attached Appendix A, Applicability of Selected Sarbanes-Oxley Act Requirements to Financial
Institutions. Ideally, independent auditors provide an objective look at the performance of the
association. You should carefully review independent audits for the following red flags:

e A qualified or adverse opinion.
e Significant adjustments to net income or capital.

e Internal control deficiencies, especially if recurring or not reported by the internal audit.
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e Significant variances in time spent by auditors on the premises or in the audit expense incurred
by the institution.

e Significant disagreements between management and the independent auditors.
e Significant variances from findings in the reports of examination.
e TFailure of management to submit a plan for the correction of deficiencies.

e Late audit reports (more than 90 days from fiscal year-end).

Compliance Officer and Audit

A compliance officer who has direct access to the board and all areas of operations plays a key role in
the internal audit function. It is the responsibility of this officer to monitor the association’s business
transactions to ensure compliance with regulatory provisions and safety and soundness standards.

The compliance officer, the audit committee, or the outside auditor, should annually prepare a
compliance audit report. An audit of this nature will give the association an opportunity to resolve any
internal problems that might otherwise be the subject of an adverse examination report.

Qualified Management

A board’s most important responsibility is to select a capable managing officer (or chief executive
officer) for the association. The board is also responsible for appointing or approving other senior
management. Although economic conditions are a major influence on a savings association’s well
being, capable management and personnel are the dominant factors that contribute to an association’s
success.

Directors should give the chief executive the latitude he or she needs to run day-to-day operations;
therefore, the board must be certain that the person is competent and trustworthy. As a further control,
the board should define a managing officer’s duties and responsibilities in writing and establish an
adequate management succession plan. (See Examination Handbook Section 330, Management
Assessment.) The board should also establish reasonable compensation packages, including appropriate
incentives, for executive officers. In addition, the directorate is responsible for evaluating the
performance of top management.

Board Oversight of Management

The board of directors must ensure that a savings association’s management has procedures in place to
implement board-adopted policies. The board should ensure that management performs the following
functions:
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e Hires and retains employees and agents with the skills, integrity, knowledge, and experience
appropriate to the nature and scope of their responsibilities. Proactively engages and supervises
vendors.

e Provides ongoing comprehensive training programs, including the association’s information
security program.

e Follows the board’s direction and provides periodic reports to the board concerning policy
compliance, such as interest rate risk exposure reports, earnings and capital projections and
analysis, and information security.

e Develops, implements, and monitors a comprehensive compliance management program
predicated on systems, real-time monitoring, periodic self-assessment, organizational
accountability, responsiveness to needed improvements, and effective training (OTS’s
SMAART compliance program components).

e Maintains an awareness of regulatory issues and developments.
e Reviews the board’s policies periodically and suggests changes when appropriate.

e Develops, tests, and implements a comprehensive, association-wide business continuity plan
that reflects the technology environment.

e Implements and manages operations to achieve the board’s financial objectives and establishes
operational policies for financial functions.

e Supervises investment portfolio management activities. Invests excess liquid funds in securities
that complement the association’s overall risk/return profile.

e Maintains an awareness of the economic and interest-rate environment, particularly local
economic conditions, prepayment trends, volatility, and related regulatory developments.

e Reviews asset quality, including trends in delinquencies, nonaccrual loans, real estate owned,
and charge-offs and recoveries. Also reviews the adequacy of reserves and quantifies the effect
of nonperforming assets on the risk/return profile.

e Develops, reviews, and monitors capital plans, business plans, information technology plans,
and strategic plans. Integrates this role with the budgeting function. Also generates variance and
rate and volume analysis reports.

e Provides adequate support, planning, and oversight when the association enters nontraditional
banking activities, new business lines, or acquires and implements significant new technology.
Considers these activities, which may be organizationally distinct from the association’s
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operations, in connection with the association’s overall risk/return profile. Sets specific
standards concerning risks and assumptions.

e Manages capital market activities, including capital raising, debt issuance, dividend policies, and
merger and acquisition analysis. Considers these activities with the management of the
association’s overall risk/return profile.

e [Ensures that product development activity and pricing comport with the association’s overall

risk/return objectives. Compares the savings association’s product pricing to a sample of key
competitors.

Use of Consultants

Savings associations sometimes hire third parties, such as consulting firms, investment bankers, lawyers,
accountants, or other professionals, to provide services not usually required in the normal course of
business. Consultants normally provide such services before and during proposed mergers, systems
conversions, implementation of new technology, capital raising efforts, major asset sales, boards of
director’s internal investigations, and defenses against regulatory determinations. The board of directors
must justify and approve contracts that the association enters into with third parties. Using a third
party to perform services does not diminish the board’s responsibility to ensure that services are
provided in a safe and sound manner, and in compliance with applicable laws and regulations.
Generally, the risk management policies that apply to a savings association conducting an activity
directly, also apply to third parties conducting activities on the association’s behalf. See TB 82a, Third
Party Arrangements.

The board of directors should remind management to take care in

contracting with outside parties that propose to provide business
plans or financial models at no direct cost to the association. Such
vendors usually expect the association to transact business with
them on an exclusive basis, and management may feel an
obligation to do so. These vendors will have exclusive access to
detailed information about the association that could lead to
proposals or transactions that are not in the association’s best
interest.

The board should ensure
that management does not
rely on outside consultants

to excess, or use overly

simplistic assumptions.

The board should ensure that management does not rely on outside consultants to excess, or use overly
simplistic assumptions.

Policies and Procedures

The board establishes policies as guidelines for an association’s activities. Procedures represent the
methodology for implementing an activity. Operating policies and procedures are necessary to establish
management’s strategy to communicate the association’s goals and to provide a basis for gauging
performance.
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The directors must provide a clear framework so that the managing officer can operate and administer
the association’s affairs. These areas include the business strategy as set forth in the business plan,
investment and loan policies, capital planning, funds management, risk management, including
technology risks and controls, information security policies and procedures, and compliance policies
and procedures. The Handbook covers these areas in other sections. The board of directors must
approve all major policies.

Board policies and procedures should meet the following parameters:

e Establish and provide guidance and direction for an association’s operations.
e [xist for all major phases of the association’s operations.

e Be tailored to the association’s operations and risk profile.

e Provide guidance and promote controlled and efficient operating practices.

Management’s implementation of board policies and procedures and the association’s adherence to
operating standards indicate the effectiveness of the board. Positive indications of successful
implementation of policies and procedures include:

e Current policies and procedures.
e Established systems to support stated objectives.

e Required evaluations and benchmarks for measuring and monitoring performance.

Business Plan

Directors are responsible for establishing a business plan that documents major financial policies,
including funds management, lending, investments, dividends, growth, and interest rate risk
management. For more information on the latter, refer to the Interest Rate Risk Management
Handbook Section and Thrift Bulletin 13a. While management may develop such policies at the
direction of the board, the directors must thoroughly review and give final approval to each
contemplated policy. Directors must also approve the association’s budget and ensure that it is realistic,
allows for secure transactions, and reflects adequate capital.

Ideally, the board should have access to information on economic issues because the performance of
the economy affects the savings association’s performance. Early recognition of changes in the
economy provides notice of new opportunities or potential deterioration of asset quality.

Setting Financial Goals: The Risk vs. Return Tradeoff

Savings associations generally express overall financial return objectives in terms of net earnings
maximization or net equity value maximization. These financial goals are subject to internal and
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external risk factors. The greater the risk embedded in individual assets, portfolios, or the overall
institution, the greater the variability of returns over time.

The board of directors and management must realize that the savings association can generate higher
returns (earnings or equity value) only if the association takes on greater risk; this is the risk/return
tradeoff. The choice between these two alternatives relates to the management of all the association’s
financial functions.

To manage risk effectively, a savings association must have an informed board of directors that is
capable of guiding the association’s risk strategy. It is important for the board to develop a rational
decision-making process for determining a savings association’s optimal risk/return profile. An analysis
of the effect of numerous risk/return tradeoffs is crucial to successful financial management. See
Examination Handbook Section 510.

Types and Sources of Risk Exposure

There are several significant types and sources of risk exposure applicable to savings associations. For
each type and source, the board of directors must provide direction to management as to the extent of
risk the association may undertake.

Credit Risk — The risk that the borrower or issuer will not repay principal or interest on loans or
investments. This area of risk includes counterparty credit risk, which is the risk that the counterparties
will not honor their commitments for items such as over-the-counter option transactions or derivative
instruments.

Interest Rate Risk — The vulnerability of an association’s financial condition to movements in
interest rates. Interest rate risk arises from four sources: repricing (mismatched) risk, yield curve risk,
basis risk, and options risk. Repricing risk, the primary source of interest rate risk, comes from timing
differences in the maturity and repricing of assets, liabilities, and off-balance sheet positions. Yield
curve risk arises when unexpected shifts of the yield curve affect a savings association’s income or
economic value. Basis risk arises from the imperfect correlation in the adjustment of the rates earned
and paid on different financial instruments with otherwise similar pricing characteristics. Options risk
arises from options, embedded in many financial instruments, that provide the holder with the right,
but not the obligation, to buy, sell, or in some manner alter the cash flows of the instrument. See Thrift
Bulletin 13a for a more detailed discussion of interest rate risk. TB 13a requires the board of directors
to establish and maintain an association’s interest rate limits.

Liquidity Risk — The risk that funds may not be available to meet cash outflows when they arise.
Liquidity risk occurs when an association is unable to liquidate assets or obtain adequate funding to
continue operating. This situation may occur if the association cannot easily unwind or offset specific
exposures without significantly lowering market prices because of inadequate market depth or market
disruptions.

Compliance Risk — The risk to earnings, capital and market viability as well as on investor, customer,
and regulatory relationships arising from violations of or noncompliance with laws, rules, regulations,
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industry practices, internal policies and procedures, ethical standards, or customer service goals. It
exposes an association to fines, civil money penalties, litigation costs, diminished reputation, reduced
franchise value, and reduced business opportunities.

Other Risks — Includes operational risk, legal risk, reputation risk, fraud and insider abuse risk, and
disasters or catastrophe risks.

Documentation

An integral part of a savings association’s books and records includes documentation of all business
transactions. The records should reflect regulatory compliance and adherence to safe and sound
procedures. The directors should have full access to such records and use them in approving loans and
other investment transactions.

To facilitate examinations each savings association, affiliate, and subordinate organization should
establish and maintain accounting and other records that provide an accurate and complete record of all
business it transacts. Associations, affiliates, and subordinate organizations must also ensure that the
documents, files, and other material or property comprising the records shall always be available for
examinations. For supervisory purposes, associations should retain these original business transaction
records until the savings association has two regular examinations and the association and OTS resolve
any supervisory matters raised in the examinations. Savings associations must also comply with the
records retention requirements of safety and soundness, enforcement, compliance, nondiscrimination
and consumer affairs laws and regulations.

Due to differing local customs and state laws, associations should obtain recordkeeping (including
microfilming, microfiche, and digital imaging) guidance and advice from local sources, such as
attorneys, independent auditors, and income tax consultants. OTS encourages associations to develop
and follow a formal written recordkeeping policy and records retention schedule.

Employment Contracts and Executive Compensation

This section provides guidance for review of compensation provisions and clarifies OTS policy on
unsafe and unsound practices relating to executive compensation and employment contracts.

Definitions

Compensation includes any payment of money or other items of value in consideration of employment.
Compensation includes the following items:

e Base salary
e Commissions

e Bonuses
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e DPension and profit sharing plans
e Severance payments

e Retirement

e Director or committee fees

e Fringe benefits

e Payment of expense items for a nonbusiness purpose, or that do not meet the IRS requirements
for deductibility by the association.

OTS does not ordinarily consider the grant or exercise of stock options as compensation unless they
are sufficiently material in amount or conditioned upon factors that result in incentives that cause

supervisory concerns.

A senior executive officer includes any individual who holds the title or performs the function of one
or more of the following positions (without regard to title, salary, or compensation):

e President

e Chief executive officer

e Chief operating officer

e Chief financial officer

e Chief lending officer

e Chief investment officer

e Chief compliance officer

Senior executive officer also includes any other person identified by OTS in writing as an individual

who exercises significant influence over, or participates in, major policymaking decisions, whether or
not hired as an employee.

An employment contract is any agreement, intended to be legally enforceable, that materially affects the
terms and conditions of a person’s employment.

A savings association is in troubled condition if it meets any of the conditions below:
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e OTS notifies the association in writing that OTS has assigned the association a composite
numerical rating of 4 or 5 under the Uniform Financial Institutions Rating System or an
equivalent rating under a comparable OTS rating system.

e The association is subject to a capital directive, a cease and desist order, a consent order, a
formal written agreement, or a prompt corrective action directive relating to the safety and
soundness or financial viability of the association.

e OTS informs the institution, in writing, of its troubled condition based on information available
to OTS. Such information might include current financial statements, reports of examination,
or limited scope review of the institution.

General Policy
OTS regulation 12 CFR § 563.39, Employment Contracts,

allows a savings association to enter into employment | savings associations may not enter
contracts with its officers and other employees with the into contracts that constitute an

specific approval of the board of directors. Savings
associations may not enter into contracts that constitute
an unsafe or unsound practice. The regulation defines as
unsafe or unsound any practice that could lead to a material financial loss or damage. OTS regulation
12 CFR § 563.161 provides that compensation to officers, directors, and employees must be reasonable
and commensurate with their duties and responsibilities.

unsafe or unsound practice.

Determining Compensation and Directors’ Fees

OTS considers all six CAMELS components rated under the Uniform Financial Institutions Rating
System in its review of employment contracts and other compensation arrangements.

OTS generally defers to the savings association’s board of directors concerning executive compensation
arrangements, provided that the following conditions exist:

e The institution is not in troubled condition.

e The compensation arrangements do not present significant safety or soundness concerns that
could lead to material financial loss or damage to the association.

e Members of the board complied with their fiduciary duties in approving the compensation
arrangement.

OTS requires the board of directors of each savings association to annually review all employment
contracts and compensation arrangements for senior executive officers and directors. The board must
also document its justification and approval in board minutes. Directors who have a personal interest in
the compensation arrangements should not participate in the deliberations or vote on the arrangements.
Renewal or extension of employment contracts requires approval by the board of directors.
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In determining the compensation of principal officers, the board of directors should consider at least
the following factors:

e The qualifications and experience of the officer.
e The compensation paid to other persons that the association or service corporation employs.

e The compensation paid to persons having similar duties and responsibilities in other insured
associations or service corporation affiliates.

e The size of the association or service corporation, and the complexity of its operations.

e The financial condition, especially capital position and income level, of the association or
service corporation and the individual’s contributions to the association or service corporation.

e Any other amounts the officer receives, either directly or indirectly, for other services
performed for the association or service corporation such as fees for serving as appraiser,
attorney, escrow agent, insurance agent.

e The value of personnel fringe benefits provided to the employee, and perquisites such as an
automobile, club membership, and expense account.

Directors should be keenly aware of their fiduciary responsibilities when they establish fees and benefits
for themselves. Each director should keep in mind that a primary responsibility is to establish policies
that protect the assets of the association. Thus, in setting its own fees, directors should use factors
similar to those used in setting officers” compensation.

The board of directors must also determine and document whether the fees of outside appraisers and
attorneys are reasonable and commensurate with the services performed. This is particularly important
if the outside appraiser or attorney is an affiliated person. The board should determine whether the fees
are comparable to those that other appraisers or attorneys performing similar services charge. The
board should also consider the comparative advantages of employing a staff appraiser or attorney to
perform appraisal or legal services for the association or service corporation.

Unsafe or Unsound Compensation Practices

OTS generally does not require changes to preexisting contracts in healthy associations. Contract
provisions, however, that raise significant safety and soundness concerns will be subject to examination
comment or formal enforcement action until the association terminates or modifies the contract. OTS
may, on safety and soundness grounds, insist that the board replace unacceptable managers and use its
best efforts to renegotiate employment contracts that are excessively burdensome on the association.

OTS reviews compensation provisions in savings associations in troubled condition under the
following circumstances:
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e During examinations.
e In conjunction with applications that contain compensation arrangements.

e When the association submits employment contracts and compensation payments for review.

You should review, comment, or take other appropriate action to correct unsafe or unsound
employment contracts.

OTS considers the guidelines below illustrative examples of unsafe or unsound compensation
provisions. Other compensation provisions may also be objectionable depending on individual
circumstances. OTS bases these guidelines on safety and soundness concerns that are especially
important for savings associations in troubled condition. You must use judgment in the application of
the guidelines, taking into account the condition of the association, the reason for the provision, and
the materiality of the provision.

The illustrative examples of unsafe or unsound compensation provisions include the following:

e Compensation arrangements that provide incentives contrary to the safe and sound operation
of the association. For example, compensation based primarily on short-term operating results
may encourage unreasonable risk-taking to achieve short-term profits. The board of directors
should closely monitor compensation tied to current operating results.

e Compensation arrangements that significantly exceed compensation paid to persons with
similar responsibilities and duties in other insured associations of similar size, in similar
locations, and under similar circumstances, including financial health and profitability.

e Contracts that contain automatic renewals or extensions without providing for the board of
directors explicit review and approval.

e Contracts that provide for an excessive term. Generally, a term exceeding three years is
objectionable.

e Total compensation paid out upon the departure of an employee, regardless of the reason, that
exceeds three times the employee’s average annual compensation. (The association should not
make any payment when termination is for cause.) Total compensation must include payments
for the remaining contract term, if applicable, as well as any severance payments. Associations
should base average annual compensation on the five most recent taxable years.

e Contracts that do not adequately reflect or define the duties and responsibilities of the
employee.

e Compensation programs (including deferred compensation, retirement, and insurance) for
independent directors that are not commensurate with their duties, or that jeopardize their
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independence. For example, vesting requirements that require an independent director to forfeit
previously accrued amounts if they do not serve for a minimum number of years.

e Contracts that the savings association collateralizes or otherwise guarantees, unless one of the
following conditions are present:

— The terms provide that the contract is unenforceable if the association becomes an
association in a troubled condition.

— The regional director approves the contract.

Note: Contracts that the holding company guarantees are permissible.

e Contracts that provide for employer reimbursement of costs that employees incurred seeking to
enforce employment contract terms in the absence of legal judgment or settlement.

e Change in control provisions that provide for immediate vesting, particularly for savings
associations in a troubled condition.

e Contracts that require payment upon the voluntary resignation of the employee.

The foregoing does not apply to employment contracts or other compensation arrangements between a
holding company and a holding company executive. OTS does not comment on employment contracts
between a holding company and a savings association executive unless such contract or arrangement is
likely to adversely affect the financial or managerial condition of the association. If applicable, OTS
requires separate employment contracts between a savings association executive and the association,
and the savings association executive and the holding company.

Savings associations should include the following golden parachute provision in new and renewed
employment contracts. “Any payments made to the employee pursuant to this agreement, or otherwise,
are subject to and conditioned upon their compliance with 12 USC § 1828(k) and FDIC regulation 12
CFR Part 359, Golden Parachute and Indemnification Payments.”

Operating Results

The board of directors is responsible for maintaining an adequate level of capital for the association.
See Examination Handbook Section 120, Capital Adequacy. You should be alert to salary increases and
dividend payouts in an association experiencing unstable or
The board of directors is declining levels of capital or earnings. If an association fails to
responsible for maintaining meet any capital standard, you should question the board of
an adequate level of capital directors and management of the association. They should
for the association. justify any increases in compensation for principal officers and
directors or dividend payouts.
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OTS bases its regulatory and supervisory scheme on performance-based standards that tie directly to
capital compliance. Well-capitalized, well-managed institutions that do not pose significant supervisory
concerns receive significantly less intrusive oversight, including a longer examination cycle.

Presented below are some of the more common restrictions placed on undercapitalized associations or
those institutions in troubled condition.

Capital Plan

OTS requires a capital restoration plan when an association falls below its adequately capitalized level.
The association must adhere to an OTS approved capital restoration plan and comply with all prompt
corrective action restrictions.

Capital Distribution Restrictions

OTS regulation 12 CFR § 563.134, Capital Distributions, establishes limits on capital distributions.

Prior Approval of Officers and Directors

Section 563.560 requires savings associations in troubled condition to provide 30 days prior notice to
OTS if the association wishes to add a director or employ a senior executive officer. OTS has the
authority to disapprove the addition or employment of the individual within a 30-day period. OTS may
extend the 30-day period for an additional period not to exceed 60 days and must notify the individual
in writing of the extension.

Prior Approval of Employment Contracts

A savings association in troubled condition must submit all senior executive officer and director
employment contracts to the regional director for prior review. The regional director may extend this
requirement to other employees of the association as well. Compensation at associations in troubled
condition requires regulatory scrutiny on a case-by-case basis. OTS must balance the association’s need
to lower operating expenses against the need to provide a higher than normal level of compensation to
attract and retain qualified management.

Golden Parachute Provisions

FDIC regulation 12 CFR Part 359, Golden Parachute and Indemnification Payments, implements 12
USC § 1821(k). Part 359 prohibits, with certain exceptions, troubled insured institutions from making
golden parachute payments.

The FDIC’s Part 359 defines a golden parachute payment generally as any payment that meets the
following criteria:

e The institution makes the payment to an institution-affiliated party.
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e The payment is contingent on this person’s resignation.
e The institution makes the payment while it is in troubled condition.

An institution-affiliated party includes any director, officer, employee, or controlling stockholder (other
than a depository institution holding company) of, or agent for, an insured depository institution or
depository institution holding company. The rule excepts legitimate business expenses such as the
following from the golden parachute payment prohibition:

e Qualified retirement plans.

e Nonqualified “bona fide” deferred compensation plans.
e Nondiscriminatory severance pay plans.

e Other types of common benefit plans.

e Certain payments required by state law.

e Death benefits.

The regulation provides for other limited exceptions in cases involving the hiring of a new manager to
improve the institution’s condition or when the owners sell a troubled institution without FDIC
assistance.

Regulatory Review of Third-Party Contracts

A savings association with a composite CAMELS rating of 4 or 5 must first notify and receive Regional
Director approval before it enters into third-party contracts for services outside the normal course of
business. OTS has particular concerns regarding third-party contracts at troubled associations because
they frequently waste scarce resources. The regional director may establish a de minimis threshold
amount to apply on a case-by-case basis. The requirement for regional director preapproval does not
apply to contracts in the normal course of business, such as annual audits, debt collection, or routine
legal services.

. . A savings association with a composite
Third-party contracts must not contain CAMELS rating of 4 or 5 must first notify and
provisions that are detrimental to the receive Regional Director approval before it

Savings assoclation ‘or contrary to public enters into third-party contracts for services
interest. You should scrutinize them closely

since the costs may ultimately increase the
cost of an association’s failure to the
deposit insurance fund. You should use the following guidelines when reviewing such contracts for
associations with a composite CAMELS rating of 4 or 5:

outside the normal course of business.
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e Associations must clearly identify the services the consultant will provide and discuss how they
relate to the association’s approved business or capital plan.

e The association must provide evidence that fees to be paid and terms of payment are within
prevailing market norms and are consistent with the interests of the insurance fund.

e Reimbursable expenses, if provided, should include only necessary costs directly related to the
service provided. (OTS does not consider costs such as entertainment and unnecessary travel as
reasonable.)

e Fach contract must contain a provision stating that the association may cancel for
unsatisfactory or nonperformance.

e In most circumstances, associations should enter into only one contract for each service a
consultant will perform. OTS generally considers multiple contracts to different providers for
the same service to be a dissipation of assets.

e The association must receive written approval from the regional director to enter into a
proposed third-party contract.

Other Requirements

Directors should be ever-mindful of the savings association’s obligation to serve the community.
Directors represent the association and their behavior can enhance or detract from the association’s
image and ultimately its fiscal well-being. A director’s business and personal affiliations should be
compatible with those of the association.

You should be alert to self-serving practices that include:

e Gratuities to directors to obtain their approval of financing arrangements.

e The use of particular services.

e The use of association funds by insiders to obtain loans or transact other business.

e Transactions involving a conflict of interest.

Composition of the Board of Directors

The composition of the board must meet the following requirements of 12 CFR § 563.33:

e A majority of the directors must not be salaried officers or employees of the savings association

or any subsidiary or (except in the case of a savings association having 80% or more of any class
of voting shares owned by a holding company) any holding company affiliate thereof.
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e Not more than two of the directors may be members of the same immediate family.

e Not more than one director may be an attorney with a particular law firm.

Accordingly, boards should be made up of both inside and outside directors, each providing a distinct
role:

® Iuside directors are responsible for approving high-level budgets prepared by upper management,
implementing and monitoring business strategy, and core corporate initiatives and projects.
Inside directors are either shareholders or high-level management from within the company.
Inside directors help provide internal perspectives for other board members.

o  Outside directors have the same responsibilities as the inside directors in determining strategic
direction and corporate policy; however, outside directors are different in that they are not
directly part of the management team. The purpose of having outside directors is to provide
unbiased and impartial perspectives on issues brought to the board.

Conflicts of Interest

Directors must particularly avoid conflicts of interest of any sort, or even the appearance of a conflict
of interest. Also, because a director’s personal characteristics may reflect on the association’s
trustworthiness, a director should be a responsible and trusted member of a community. OTS’s
regulation on conflicts of interest, 12 CFR § 563.200, prohibits persons who owe a fiduciary duty to a
savings association from advancing their own personal or business interests at the expense of the
association. This regulation also prohibits persons who owe a fiduciary duty to the savings association
from advancing the personal or business interests of others with whom they have a personal or
business relationship at the expense of the association.

The following examples are types of transactions that the rule prohibits:

e A person who owes a fiduciary duty to an institution receives money or other benefits (such as
a loan, forgiveness of debt, goods or services) from a third party. In return, the third party
receives a benefit from the association (such as granting a loan to or buying property from the

third party).

e A third party makes payments to a spouse, child, parent, sibling, or business partner of a person
identified in the rule. Those payments generally provide a benefit to the person identified in the
rule because of the personal or business relationship.

e A person who owes a fiduciary duty to an institution facilitates a transaction between the
savings association and companies in which that person owns shares, is on the board of
directors, or is an officer, at the expense of the institution.

Generally, OTS will not deem a person to be advancing his, her, or its interests at the expense of the
institution if the transaction complies with sections 23A and 23B of the Federal Reserve Act and
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Federal Reserve Board Regulation O. In addition, the regulation provides that if persons who owe a
fiduciary duty to a savings association have an interest in a matter or transaction before the board they
must take the following steps:

e Make full disclosure to the board.

e Refrain from participating in the board’s discussion of the matter.

e Recuse themselves from voting on the matter if they are board members.

TWA's Sister Bank Exemption

One exemption to 23A, the Sister Bank Exemption, exists for transactions between a bank or thrift
and another bank or thrift if a company controls 80 percent or more of the voting securities of
both banks or thrifts or if one bank controls 80 percent or more of the voting securities of the
other. According to the Federal Reserve, such exemptions reflect the fact that, under the cross-
guarantee provisions of the Federal Deposit Insurance Act, an insured depository institution is
generally liable for any loss incurred by the FDIC in connection with the default of a commonly
controlled depository institution. Notwithstanding the cross-guarantee provisions, the board must
ensure that all transactions between the thrift and its affiliates are safe and sound, and in the thrift’s
best intetest.

Corporate Opportunity

OTS’s corporate opportunity regulation prohibits directors, officers, and persons that have the power
to direct the management or policies of a savings association, or otherwise owe a fiduciary duty to an
association, from taking advantage of corporate opportunities that belong to the association. OTS
follows common law standards governing usurpation of corporate opportunity. The following are
examples of issues the board should consider under this standard:

e The institution’s financial condition and management resources.
e The level of risk presented by the business.

e Potential profit from the business weighed against any profits that might arise from transfer of
the business.

The rule does not apply when an institution receives fair market value consideration for the transfer of
a line of business. In addition, the rule does not generally apply if a disinterested and independent
majority of the savings association’s directorate, after receiving a full and fair presentation of the matter,
rejects the opportunity as a matter of sound business judgment. A disinterested director has no interest
in the matter or transaction before the board of directors. An independent director must not be a
salaried officer or employee of the savings association, any subsidiary or holding company affiliate. In
addition, an independent director must not be dominated or controlled by an interested officer or
director.
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Political Contributions and Loans to Political Candidates and Committees

The board of directors is responsible for authorizing any political activity by a savings association and
must ensure that borrowers propetly report political loans.

The Federal Election Commission (FEC) administers, interprets, and enforces the Federal Election
Campaign Act of 1971 (the Act) as amended (2 USC § 431). The FEC’s implementing regulations that
govern political contributions and bank and savings association loans are at 11 CFR Part 100.

The Act and the FEC’s regulations apply to the political activities of the following entities:

e Federally chartered corporations in connection with any election, whether federal, state, or
local.

e Nonfederally chartered corporations in connection with a federal election.

Thus, a state-chartered subsidiary of a federal savings association is usually not subject to the
prohibitions governing its federally chartered parent, absent any circumvention of the Act or
implementing regulations.

The FEC’s rules and regulations prohibit savings associations from making political contributions and
paying political expenditures. For federal associations these prohibitions apply to any election, but for
state associations the prohibitions apply to federal elections. Directors should consult legal counsel
regarding any questionable activities related to political contributions and loans or payment of
expenditures to any political candidates or committees.

Besides the Act’s requirements and FEC regulations, savings associations may also be subject to state
and local political activity laws.

You should report apparent violations and, when appropriate, forward them to your supervisor. OTS
may forward the referral to the FEC for enforcement action. You should consider filing a Suspicious
Activity Report when a violation is of a serious, knowing, and willful nature.

Associations may direct their requests for FEC advisory opinions to the following address:

Federal Election Commission
Office of the General Counsel
999 E Street, N.W.
Washington, D.C. 20463

Foreign Corrupt Practices Act of 1977

Congtress designed the Foreign Corrupt Practices Act (FCPA) (15 USC § 78dd — 1&2) to prevent the
use of corporate assets for corrupt purposes. The FCPA makes it a crime for a U.S. company (or
individuals acting on behalf of a company) to bribe foreign officials or foreign political candidates or
parties to acquire or retain business. There is an exception for generally accepted “grease” payments to
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facilitate processing. The FCPA applies to issuers of registered securities and domestic concerns, their
officers, directors, agents, and stockholders. Under the FCPA, the company may be criminally liable if it
indirectly engages in prohibited acts through any other person or entity, including a foreign subsidiary.

The FCPA also requires the establishment of internal controls to ensure that organizations execute
transactions according to management’s authorization and propetly record the transactions so as not to
disguise corrupt payments. Anyone acting on behalf of a savings association, in any transaction with a
foreign official, should have benefit of legal counsel to ensure compliance with the far-reaching
provisions of the FCPA.

Regulation O

Savings association directors bear a major responsibility in dealing with loans to members of the
directorate and other insiders. They must make decisions that preclude the possibility of partiality or
favored treatment. Losses that develop from unwarranted loans to an association’s insiders or to their
related interests weaken the association’s general credit standards. See Examination Handbook Section
380, Transactions with Affiliates and Insiders.

Reporting of Loans from Correspondent Banks

Under 12 CFR Part 215 Subpart B requirements, executive officers and principal shareholders and their
related interests must submit an annual report to their board of directors regarding their indebtedness
to correspondent banks. OTS incorporates this provision in 12 CFR § 563.43.

Securities Laws

Directors of stock associations must take care not to violate federal securities laws in their own
securities trading activity. These laws prohibit anyone, insider or not, from purchasing or selling
securities with the use of material corporate information that is not available to the general public.
Examples of such material inside information include:

e Significant corporate actions.

e Reduced or increased earnings.

e Changes in loan loss reserves.

e Mergers, acquisitions, or proposed tender offers.

e Actual or potential enforcement or supervisory actions.

e A change in supervisory status (such as a prompt corrective action category or a CAMELS
rating).
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Federal securities laws also prohibit insiders from passing inside information to other persons, even if
the insider does not actually trade securities based on such information.

Related to insider trading prohibitions are short swing profit recovery provisions of § 16 of the
Securities Exchange Act of 1934 (15 USC § 78c). A “short swing” transaction generally includes
purchases and sales, or sales and purchases, of equity securities within a period of six months. Section
16(b) provides that an issuer, or shareholder acting on behalf of an issuer, may recover from an insider
any profits realized on certain short swing transactions.

Corporate insiders have a fiduciary responsibility of trust and confidence to refrain from trading based
on material nonpublic information concerning their corporation. The misuse of material nonpublic
corporate information is a fundamental breach of fiduciary duty and an unsafe and unsound practice.

Other Areas of Review

Management Official Interlocks

OTS regulations also address management official interlocks and depository interlocks. See OTS
regulation 12 CFR Part 563f. A management official of a depository institution or depository holding
company may not generally serve as a management official of another depository institution or
depository holding company if the two organizations are not affiliated and are very large or located in
the same local area.

Indemnification Payments

A federal savings association may indemnify its directors, officers, and employees according to OTS
regulation 12 CFR § 545.121. Such indemnification however, is subject to and qualified by 12 USC §
1821 (k). This regulation limits the ability of insured institutions to pay the liabilities or legal expenses of
a director or employee who is subject to an enforcement proceeding.

Part 359 in the Code of Federal Regulations limits indemnification payments. The rule generally
prohibits indemnification payments made to or for an institution-affiliated party in connection with a
civil money penalty or judgment resulting from a federal administrative or civil enforcement action
instituted by any federal banking agency. The rule also prohibits payment of liability or legal expenses

with regard to administrative proceedings or civil actions instituted by any federal banking agency that
results in a final order or settlement pursuant to which an institution-affiliated party is:

e Assessed a civil money penalty.
e Removed from office.
e Prohibited from service.

e Subject to various other penalties.
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The rule permits institutions to buy commercial insurance to cover expenses other than judgments and
penalties. The rule also permits the institution to pay up front for an employee’s legal or other
professional expenses if the institution’s board makes certain findings, and the employee agrees to
reimburse the institution if the alleged violation is upheld.

Insurance

Fidelity Bond Coverage

Savings associations must maintain adequate fidelity bond and directors’ and officers’ insurance
coverage. Directors should periodically review the adequacy

of this coverage and carefully review the riders thereto that Savings associations must
might impair its utility. The terms of these policies are maintain adequate fidelity bond
negotiable. See Section 330, Management Assessment. and directors’ and officers’

insurance coverage.

Life Insurance

It is common practice for savings associations to buy life insurance policies for the benefit of
employees. Institutions may also obtain key-person protection for the association. If the beneficiary of
the policy is the savings association, refer to Examination Handbook Section 250, Other
Assets/Liabilities, for applicable policy and review procedures. If the beneficiaty of the policy is the
employee, OTS considers the cost of the coverage to be compensation. The board should annually
review and approve the policy for reasonableness.

REFERENCES

United States Code (2 USC)
The Federal Election Campaign Act of 1971

United States Code (12 USC)

§ 375b Extensions of Credit to Executive Officers, Directors, and Principal
Shareholders of Member Banks (22(h))

§ 1817(a)(3) Reports of Condition

United States Code (15 USC)
§ 78m Periodical and Other Reports

§ 78dd-1&2 Prohibited Foreign Trade Practices/Foreign Corrupt Practices Act of 1977
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§ 1828(k) Authority to Regulate or Prohibit Certain Forms or Benefit to
Institution-Affiliate

Code of Federal Regulations (12 CFR)

Chapter Il: Federal Reserve Board Rules and Regulations

Part 215 Loans to Executive Officers, Directors, and Principal Shareholders of Member
Banks (Regulation O)

Chapter 1ll: Federal Deposit Insurance Corporation Rules and Regulations

Part 359 Golden Parachute and Indemnification Payments

Chapter V: Office of Thrift Supervision Rules and Regulations

§ 544.5 Federal Mutual Savings Association Bylaws

§ 545.121 Indemnification of Directors, Officers and Employees

§ 552.6-1 Board of Directors

§ 560.130 Prohibition on Loan Procurement Fees

§ 561.18 Director

§ 563.33 Directors, Officers and Employees

§ 563.39 Employment Contracts

§ 563.41 Loans and Other Transactions with Affiliates and Subsidiaries

§ 563.42 Additional Standards Applicable to Transactions with Affiliates and Subsidiaries
§ 563.43 Loans by Savings Associations to their Executive Officers, Directors and

Principal Shareholders

. anagement and Financial Policies
563.161 Manag, d Fi ial Polici
. onflicts of Interest
§ 563.200 Confli f1
§ 563.201 Corporate Opportunity in Savings Associations
§ 563.555 Notice of Change in Control of Director or Senior Executive Officer
Part 563f Management Official Interlocks
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Part 570 Safety and Soundness Guidelines And Compliance Procedures
Appendix A, Interagency Guidelines Establishing Standards for Safety and
Soundness
Appendix B, Interagency Guidelines Establishing Standards for Safeguarding
Customer Information

Office of Thrift Supervision Guidance

Regulatory and Thrift Bulletins

RB 3b Policy Statement on Growth for Savings Associations

TB 13a Management of Interest Rate Risk, Investment Securities, and Derivatives
Activities

TB 23a Sales of Securities

TB 82a Third Party Arrangements

CEO Memos

CEO No. 133 Risk Management of Technology Outsourcing

CEO No. 171 OTS’ Revised Compliance Self-Assessment Guide (SMAART Compliance

Management Strategy)

CEO No. 174 Joint Interagency Statement On Application of Recent Corporate Governance
Initiative to Non-Public Banking Organizations

CEO No. 176 Business Continuity Planning Booklet

CEO No. 180 SEC’s Final Rule Discussing Reports on Internal Control That May Satisfy Both
SEC Requirements and FDIC Part 363 Requirements

Other References

Office of Thrift Supervision, Directors’ Responsibilities Guide (October 1999)

Office of Thrift Supervision, Director’s Guide to Management Reports (October 1999)
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Oversight by the Board of Directors

Program

EXAMINATION OBJECTIVES

To assess whether the composition of the board of directors provides for sufficient breadth and depth
of expertise to ensure adequate oversight of the association’s affairs.

To determine whether the board of directors fully understands its duties and responsibilities and is
discharging its responsibilities appropriately.

To determine whether the board of directors has adopted adequate policies, procedures, and operating
strategies (including internal controls, a compliance management program, and audit and loan review
procedures) to conduct the association’s operations prudently.

To determine the existence of any conflicts of interest or improprieties involving directors.

To determine the extent of compliance with statutory and regulatory requirements applicable to
directors of savings associations.

EXAMINATION PROCEDURES

LEVEL | WKP. REF.

1. Review the association’s business plan, budgets, and policy statements. Determine if
the board of directors establishes objectives and policies for the association in
general and for specific relevant areas of operation. Determine whether objectives
and policies are compatible with applicable laws, regulations, the charter or articles
of incorporation, bylaws, and conditions for insurance of accounts. Evaluate the
adequacy of stated policies in providing direction to management.

2. Review board of director’s minutes of regular, special, and committee meetings;
consider director attendance at the meetings. Determine whether minutes are
complete, the extent of significant changes in direction, activities, or policy for the
association, and whether specific changes require modification of the scope of the
examination. Update the continuing examination file (CEF), if applicable, with new
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WKP. REF.

or revised policies (or reference the policies if not retained). You should inform
other examiners of noteworthy information found during the review.

3. Review reports that management prepares for the board. Determine if the
information is adequate, accurate, and sufficient to support the board of director’s
decision making. (Examiners reviewing related areas can perform this procedure.)
Confirm that management’s reports adequately address financial and operational
risks, including technology risks, and compliance performance. Provide copies of
useful board reports and other information to the other examiners.

4. Review and evaluate the composition of the board of directors. Ensure that the
association meets the requirements in 12 CFR § 563.33. Obtain answers to the
following questions and disseminate information regarding directors’ interests to the
examination team:

e s there always a quorum, that is, a majority of the directors that the
association’s bylaws prescribe, at board meetings?
e Do the directors, as a group, have sufficient expertise and experience?

e  Are three or more of the association’s directors members of the same family?
Do related directors tend to control board actions?

e Do two or more directors also work as attorneys with the same law firm?

e  Could the directors’ affiliations have any adverse effects on the association’s
operations and, if so, would a larger board offset the possible adverse effects?

e [s there a concentration of board members and, therefore, a concentration of
interests in certain businesses (such as real estate or construction)?

5. Determine whether there were any occurrences of self-dealing or conflicts of interest
involving the board of directors.
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WKP. REF.

6.  Complete the General Questionnaire, Oversight by the Board of Directors.

7. Determine whether the board of directors:

e  Delegates sufficient authority to management personnel to promote effective
and efficient performance and foster an environnment for regulatory
compliance, while retaining sufficient control to discharge its responsibilities to
stockholders, members, customers, OTS, and other regulatory authorities.

e [s aware of significant regulatory changes enacted during the examination

period.

e Actively oversees the association’s operations and adequately monitors its
performance.

e  Provides direction to management as to the development of an optimal
risk/return profile.

e  Receives a status report on and approves the association’s compliance with the
Interagency Guidelines Establishing Standards for Safeguarding Customer
Information, which implement Section 501(b) of the Gramm-Leach-Bliley Act
of 1999.

e  Provides sufficient resources for implementing its compliance management
program given the association’s business strategies, operational complexity, and
regulatory obligations.

e [s aware of all the association’s funds management procedures, including
management’s financial modeling processes.

e  Provides sound funds management direction to management.

e Reviews and takes appropriate corrective actions to address adverse findings or
criticisms disclosed in internal and external audit reports, reports of
examinations, and internally generated reports, such as internal asset review
reports and compliance self-assessment reports.

e Reviews the level and reasonableness of officers’ salaries and confirms that
they are commensurate with their experience and duties.
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10.

e  Provides adequate oversight of the personnel department and its policies.

e  Reports annually to the shareholders in the required format, if applicable.

WKP. REF.

Review employment contracts. Be especially alert for contracts with long terms or
overly generous provisions. Determine whether the association employs or retains
persons closely related to officers and directors. Determine whether such
relationships or inappropriate contracts have affected, or could adversely affect, the
system of internal control, employee morale, or association performance. Ensure
employee contracts meet the requirements of 12 CFR § 563.39.

Interview the managing officer and other key officers, including the chief financial
officer and the chief lending officer. Determine whether they keep directors
informed of the association’s financial position and the potential effect of current
economic conditions on the association. Also determine the extent of the directors
participation and involvement in resolving current operating problems and
establishing long-range objectives and policies.

Review Level II procedures and perform those necessary to test, support, and
present conclusions derived from performance of Level I procedures.

LevVEL Il

Obtain answers to the following questions relating to the board of directors:

e  Does the board of directors review reports from the executive committee,
audit committee, loan committee, other committees of the board, compliance
personnel, and outside experts at board meetings?

e Do directors and committee members have the opportunity to review and
modify minutes of their meetings before approval?
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e  Are directors aware of significant regulatory changes enacted during the
examination period?

e  Has the board appointed a compliance officer?

e  Has the board adopted and maintained a comprehensive compliance
management program predicated on systems, real-time monitoring, periodic
self-assessment, organizational accountability, responsiveness to needed
improvements, and effective training (OTS’ SMAART Compliance Program
Components)?

e Did management consider the results of prior years’ compliance reviews and
examination reports when they designed procedures for the current
compliance review

e Did the audit committee or the board review the results of the most recent
compliance audit, compliance reviews, and self-assessment reviews?

e  Are adequate systems of internal control present to detect noncompliance with
regulations?

e Are written responses and plans for corrective action required from
management concerning deficiencies noted during the compliance audit,
reviews, or self-assessments?

2. Did each regular director’s meeting during the examination period include a review
of financial reports of the association and its affiliates? Also, consider the following:

e Do the minutes reflect directors’ questions concerning financial reports along
with the appropriate follow-up and resolutions?

e Did the board review recommendations concerning fiscal operations in
examination reports and the board of director’s letter from independent
accountants?

¢  Did the board approve and prepare written responses to recommendations
contained in examination reports and the board of director’s letter from the
independent accountants?

e Does the board regularly assess or monitor management’s compliance with
board approved major financial polices?
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WKP. REF.

¢ Do the minutes reflect that the directors thoroughly reviewed and approved
the association’s budget?

e  Does management include comparisons of budgets with actual results in
financial reports reviewed at each board meeting?

3. Did the board establish and do they annually review minimum underwriting
standards and guidelines, including a large loan policy? Check the following items:

e Does management establish, and does the board review and approve formal
lending limits?

e In conjunction with the budgeting process and formulation of the business
plan, has the board reviewed and approved the types and volume of lending
planned by management?

e Do the association’s lending policies require that higher-risk credit extensions
and unusual loans (as specifically defined in the policies) be presented to the
board for final approval?

e Do the minutes reflect if the board considered any unusual loans or those
exceeding ordinary risk? Do the minutes reflect the board’s approval or
disapproval?

e Do the minutes reflect that the board, in reviewing higher-risk loans, explored
efforts to minimize risk and limit the amount invested?

e  Has the board implemented an effective internal asset review function?

4, Review the following items:

e Does the board define, in writing, the managing officer’s duties and
responsibilities?

e Do the directors generally establish and approve compensation levels and
pension plans?

e Do directors approve promotions and bonuses and document such approvals
in the minutes?
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10.

e For bonus plans tied to the association’s net income, has the board established
controls to prevent management from reporting short-term gains at the
expense of long-term profitability?

WKP. REF.

Review directors’ compensation for reasonableness. Consider peer group
information and the time directors devote to the association’s affairs.

Determine if operating committees are active between board meetings, and if the
committees subsequently report their actions to the board for ratification.

Review the association’s bylaws, charter or articles of incorporation, and conditions
for insurance of accounts. (Include copies in the CEF or permanent institution file.)
Determine if written policies and procedures specify the duties and responsibilities
of management personnel and the board of directors.

Review and consider the CAMELS component ratings and the compliance rating in
determining your overall conclusions regarding the oversight by the board of
directors.

Determine if there is a need to review any association transactions for evidence of
self-dealing or conflicts of interest.

Ensure that your review meets the Examination Objectives of this Handbook
Section. State your findings, conclusions, and recommendations for any necessary
corrective measures on the appropriate work papers and report pages.

Exam Date:
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Oversight by the Board of Directors

Questionnaire

Yes No

General Questionnaire

Board of Directors - General Requirements

1.

7.

Does the board implement policies and procedures to ensure an effective system of cor-
porate governance?

Does the board ensure that executive officers appropriately manage and supervise day-
to-day activities?

Is the composition of the board within the guidelines of § 563.33a)?
Have all directors regularly attended directors’ meetings during the year?

Does the board of directors regularly review reports from the executive committee, audit
committee, loan committee, other committees of the board, compliance personnel, and
outside experts at board meetings?

Has each director had the opportunity to review and modify all minutes of board and
committee meetings during the period prior to approval?

Are the minutes complete?

Conflicts of Interest - 12 CFR § 563.200

8.

Does the board of directors review each director's business and personal interests to en-
sure that the director does not advance his interests (or interests of others that the director
has a personal or business relationship with) at the expense of the savings association?

e Do board members furnish written conflict-of-interest representations annually?

e Has any director engaged in any transaction with the association or its affiliates
where the director received preferential treatment? (Apply particular emphasis to
loan terms and instruments.)

e Has any director engaged in any transaction with the association or its affiliates that
give the appearance of a conflict of interest?

Reporting of Loans from Correspondent Banks - 12 CFR Part 215, §
563.43, FIL-82-2000 (FFIEC-004)

oo o o
0 I I e N A

0 O
[

0 O
0 O
0 O
0 O
0 O

9.  Does the board of directors review the reports of indebtedness to correspondent banks
that executive officers and principal shareholders and their related interests must annu-
ally submit to the board?

Exam Date:

Prepared By:

Reviewed By:
310 — Oversight by the Board of Directors Docket #:
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Oversight by the Board of Directors

Questionnaire

Yes No

Safety and Soundness Standards - 12 CFR Part 570, Appendix A

10. Does the board of directors and senior managers ensure that the system of internal con- ]
trol operates effectively?

11. Does the association have an internal audit function that is appropriate to its size and the ~ []
nature, scope, and risk of its activities?

Standards for Safeguarding Customer Information — 12 CFR Part 570,
Appendix B

12.  Did the board of directors approve and oversee the implementation of a written informa- [ [
tion security program, as required by the Gramm-Leach-Bliley Act (GLBA), Section
501(b)?

e Does the board receive annual reports regarding the status of the information secu- [1 [
rity program, and the institution’s compliance with § 501(b) of GLBA?

Annual Independent Audits and Reporting Requirements - 12 CFR Part
363

13.  This section only applies to associations where total assets at the beginning of the fiscal
year are $500 million or more:

e Has the board of directors established an independent audit committee? O O

e Does the committee review with management and the independent public accountant [1 [
the basis for the reports that 12 CFR Part 363 requires?

Sarbanes-Oxley Public Reporting Requirements

This section only applies to public institutions that are subject to SEC reporting
requirements.

14. Has the institution included in its SEC filing a management report on the company’sin- [1 [
ternal control over financial reporting? Note: Savings association and savings association
holding companies may choose to prepare a single management report that satisfies both
the SEC requirement and Part 363 rather than prepare two separate management reports.)

15. Has the institution included an attestation report by the registered public accounting firm [ [
regarding management’s assessment?

Exam Date:
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Oversight by the Board of Directors

Questionnaire

Yes No

Interest Rate Risk Management Procedures - 12 CFR 8§ 563.176

16.  Does the board of directors (or a designated committee of the board) review the savings [ [
association’s interest rate risk exposure?

17. Has the board of directors formally adopted a policy for the management of interest rate [ [
risk?

18.  Does the board of directors periodically receive reports from management regarding im- [ [
plementation of the interest rate risk policy?

19. Does the board of directors review the results of operations at least quarterly and make O O

adjustments as necessary, including adjustments to the authorized acceptable level of
interest rate risk?

Financial Derivatives - 12 CFR § 563.172

20. Has the board of directors established written policies and procedures governing author-  [1 [
ized financial derivatives?

Supervisory Policy Statement on Investment Securities and End-User De-
rivatives Activity

21. Has the board of directors approved major policies for conducting investment activities, [
including the establishment of risk limits?

22. Does the board of directors review portfolio activity and risk levels, and require man- L]
agement to demonstrate compliance with approved risk limits?

Interbank Liabilities - 12 CFR § 206.3

23. Does the board of directors annually review and approve the association’s interbank li- O O
ability policies and procedures?

Payment Systems Risk - 12 CFR § 210.25

24.  Does the board of directors control the risks of participation in the systems by establish- [ [
ing caps and reviewing policy compliance?

Real Estate Lending Standards - 12 CFR § 560.101

25. Does the board of directors, at least annually, review and approve lending policies for
extensions of credit secured by real estate?

26. Do the lending policies reflect risk levels that are acceptable to the board and provide
clear and measurable underwriting standards?

Exam Date:
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Oversight by the Board of Directors

Questionnaire

Yes No

e Do the institution's lending policies require that higher-risk credit extensions and [1 [
unusual loans (as specifically defined in the policies) be presented to the board for
final approval?

e Were unusual loans and those exceeding ordinary risk presented to the board during [1 [
the period, and did the board record their approval or disapproval in the minutes?

e In reviewing higher-risk loans, did the board explore efforts to minimize risk and [1 [
limit the amount invested, and did the directors document their review in the min-
utes?

e Does the board review the status of all high-risk loans on a regular basis? O O

Appraisal Policies and Practices of Savings Associations and
Subordinate Organizations - 12 CFR § 564.8, TB 55a

27. Has the board of directors developed, implemented, and maintained appraisal policiesto [ [
ensure that appraisals reflect professional competence and reliable market value of the
collateral?

28. Has the board of directors developed and formally approved written appraisal policies? ]

O

29. Does the board of director’s annually review and approve appraisers for compliance with [
association policies, procedures and reasonableness of estimates?

30. Has the board of directors designated one or more persons as the association’s environ-
mental risk analyst and assisted in the development of the association’s environmental
risk policy?

Classification of Assets - 12 CFR § 560.160

31. Does the board of directors ensure that management evaluates and classifies the associa- [] [
tion’s assets on a regular basis in a manner consistent with or reconcilable to OTS’s asset
classification system?

Written Security Programs - 12 CFR Part 568

32. Has the board of directors developed and implemented written security programs forthe  [] [
association’s physical locations?

Report of Condition - 12 USC § 1817(a)(3), TFR Instructions

33. Do two or more members of the board of directors attest to the report? O O
Exam Date:
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310 — Oversight by the Board of Directors Docket #:

11/2004 Page 4 of 8



Oversight by the Board of Directors

Questionnaire

Yes No

Report of Examination - ROE Instructions

34. Do the directors review the report of examination and sign the Director’s signature page [ [
for review during the next examination?

Information Technology

35. Has the board of directors developed, adopted and implemented appropriate policies, O O
practices, procedures, and controls to identify, manage, and mitigate information tech-
nology risks within the association’s environment?

Business Continuity Planning - CEO Memo No. 176

36. Has the board of directors developed a comprehensive, institution-wide business conti- O O
nuity plan, appropriate to the size and complexity of the institution that clearly defines
how the association can maintain, resume, and recover its operations after disruptions?
e Is the association’s business continuity plan tested annually? O O
e Are the results of the annual testing presented to the board for review and docu- [1 [

mented in the corporate minutes?

37. Has the board of directors developed and implemented a program to oversee and manage [ [
its technology outsourcing relationships?
e Does the vendor management oversight program ensure that contracts with out- [1 [

sourced technology vendors contain language that the service providers implement
security programs designed to meet the objective of § 501(b) of GLBA?

Third Party Arrangements — TB 82a

38.  For significant contracts, does the board of directors regularly receive:
e Risk management reports, including contingency plans?
e Performance reports?
e Oversight activity reports?

39. Does the board have a policy that it must approve the third party vendor selection proc-
ess, and have access to critical information with regard to the third party’s activities?

[ R I R I O
O Ooobd

40. Does the board have policies that require management to develop business plans for sig-
nificant new lines of business or products that identify the planning process, decision
making, and due diligence activities in selecting a third party vendor?

[
[

41. Does the board adequately document their decisions regarding third party vendors?
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Oversight by the Board of Directors

Questionnaire

Yes No

Executive Compensation and Employment Contract Oversight - 12 CFR
§ 563.39

42. Does the board of directors annually review and approve all employment contracts and ]
compensation arrangements for senior officers and directors?

43. Has the board of directors defined the duties and responsibilities of the institution's man-
aging officer in writing?

44.  For those bonus plans tied to the performance of the institution has the board established [
controls to prevent management from reporting short-term gains at the expense of long-
term profitability?

45.  If the institution uses employment contracts, do they meet the requirements of § 563.39? [ [

Bond Coverage for Directors, Officers, Employees, and Agents - 12 CFR §
563.190

46.  Does the board of directors formally approve and annually review and assess the associa- [] [
tion’s standard and supplemental bond coverage?

Retail Sales of Nondeposit Investment Products - TB 23-2

47. Only applicable to associations that permit the sale of nondeposit investment products on
their premises:

e Does the board of directors ensure that customers receive disclosures about the na- [1 [
ture and risk associated with nondeposit investment products?

 Did the board of directors adopt and does the board of directors periodically updatea [1 [
written statement that addresses the risks associated with the association's sales pro-
gram?

e If the association uses a third party that sells or recommends its nondeposit invest- [1 [
ment products, has the board of directors approved the agreement with the third
party?

Compliance Management Program — SMAART — CEO Memo No. 171
48. Has the board adopted and maintained a comprehensive compliance management pro- O O
gram predicated on systems, real-time monitoring, periodic self-assessment, organiza-

tional accountability, responsiveness to needed improvements, and effective training
(OTS’ SMAART Compliance Program Components)?

Exam Date:
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Oversight by the Board of Directors

Questionnaire

Yes No

Does the board approve and note in its minutes the establishment and maintenance of
a written compliance program designed to assure and monitor compliance with the
Bank Secrecy Act (BSA) (31 CFR Part 103 and 12 CFR 563.177 and 563.180)7......

Did the board ensure that the BSA program includes the following at a minimum?.
— asystem of internal controls?

— daily coordination and monitoring by a designated individual?
— independent testing of compliance?

— training for appropriate personnel?

Did the board adopt a policy for implementing the Truth in Lending Act and Regula-
tion Z (12 CFR Part 226)?

Did the board adopt a policy and comprehensive procedures for implementing the
Real Estate Settlement Procedures Act and Regulation X, including explanation of
the coverage of the regulation, exemptions, disclosure requirements, Section 8 pro-
hibitions and other relevant requirements (24 CFR 3500)?

Did the board adopt a policy implementing the Home Mortgage Disclosure Act and
Regulation C (12 CFR Part 203)?

Did the board adopt a policy for implementing the National Flood Insurance Act and
OTS regulation (12 CFR 572)?

Did the board adopt a policy for implementing the Equal Credit Opportunity Act and
Regulation B (12 CFR 202)?

Did the board adopt a policy for implementing the Fair Housing Act (42 USC 3601
et seq.) and implementing HUD regulations (24 CFR 100 et. seq.) and OTS’s non-
discrimination regulations at 12 CFR 528.9?

Did the board adopt a policy for implementing the Electronic Fund Transfer Act and
Regulation E (12 CFR Part 205)?

Did the board adopt a policy for implementing the Expedited Funds Availability Act
(Regulation CC at 12 CFR Part 229)?

Did the board adopt a policy for implementing the Truth and Savings Act and Regu-
lation DD and establish procedures addressing relevant activities (12 CFR Part 230)?

Did the board adopt a policy for implementing the CRA Sunshine regulations
(12 CFR Part 533)?

Exam Date:
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Oversight by the Board of Directors

Questionnaire

Yes No

e Did the board adopt a policy ensuring that insurance or annuity sales activities meet [1 []
enumerated regulatory obligations, institutional standards, and customer service

(12 CFR 536)?
Comments
Exam Date:
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Appendix A: Oversight by the

Board of Directors Section 310

APPLICABILITY OF SELECTED SARBANES-OXLEY ACT REQUIREMENTS TO
FINANCIAL INSTITUTIONS

Note: Institutions that meet more than one audit category should default to the first listed category (highest category in the hierarchy established in
this chart.) For example, a public company that is also subject to FDICIA would be required to comply with all titles in Sarbanes-Oxley and default

to the public company category.

Institution’s Audit

Title Il — Auditor

Title 111 — Corporate

Title IV — Enhanced Financial

Category Independence * Responsibility * Disclosure *
Public companies 2 Required * Required * Required *

FDICIA required
audits ®

Institutions are required to
comply with Sections 201,
202, 203, and 206. Section
204 does not apply under
the existing audit standards,
but the FDIC may amend
Part 363 to encompass
standards that mirror
Section 204. %7

Institutions are not required to
comply with Section 301;
however, they must have an
audit committee that is
independent of management.
Institutions are not required to
comply with Section 302.
Institutions are not required to
comply with Section 303 but it
is an unsafe and unsound
practice to exercise improper
influence on the conduct of an
audit.’

Institutions are not required to comply
with Sections 401, 402, 404, and 406.
However, the FDIC may amend Part
363 to require compliance with those
sections.

Institutions are not required to comply
with 407; however, institutions with
more than $3 billion in assets are
required to have at least two members
of the audit committee with banking or
related financial management expertise.
The audit committee must have access
to its own outside counsel. ’

When subject to both Section 404 and
FDICIA requirements, institutions may
chose to prepare one report to meet
both requirements or separate reports
for the FDIC and SEC.°

OTS required
audits *

Independent public
accountants are required to
meet the independence
requirements and
interpretations of the SEC
and its staff. °

Institutions are encouraged to
periodically review their
policies and procedures
relating to corporate
governance and auditing
matters. This review should
ensure that such policies and
procedures are consistent with
applicable law, regulations,
and supervisory guidance and
remain appropriate in light of
the institution’s size,
operations, and resources. *°

Institutions are encouraged to
periodically review their policies and
procedures relating to corporate
governance and auditing matters. This
review should ensure that such policies
and procedures are consistent with
applicable law, regulations, and
supervisory guidance and remain
appropriate in light of the institution’s
size, operations, and resources. *°

Footnotes are on page 6.
Highlights of Selected Sarbanes-Oxley Act Requirements are on pages 3-5.
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Appendix A: Oversight by the
Board of Directors

Section 310

Institution’s Audit
Category

Title 11 — Auditor
Independence *

Title 111 — Corporate
Responsibility *

Title IV — Enhanced Financial
Disclosure *

All other audits °-
supervised by OTS,
FRB, or OCC.

An institution may be
required by another law or
regulation, an order, or
another supervisory action
to have its financial
statements audited by an
independent public
accountant. If warranted for
safety and soundness
reasons, the institution’s
primary federal regulator
may require that the
institution and its
independent public
accountant comply with the
auditor independence
requirements of Section
201.%°

Compliance may be required.
If not so required, institutions

are encouraged to periodically
review their policies and
procedures relating to
corporate governance and
auditing matters. This review
should ensure that such
policies and procedures are
consistent with applicable law,
regulations, and supervisory
guidance and remain
appropriate in light of the
institution’s size, operations,
and resources.

Institutions are encouraged to
periodically review their policies and
procedures relating to corporate
governance, internal controls, and
auditing matters. This review should
ensure that such policies and
procedures are consistent with
applicable law, regulations, and
supervisory guidance and remain
appropriate in light of the institution’s
size, operations, and resources. *°

All other audits ® -
supervised by
FDIC.

Compliance not required.
However, institutions are

encouraged to follow the
internal audit outsourcing
prohibition in Section 201,
audit partner rotation and
“time out” periods similar to
Section 203, institute
auditor reporting practices
similar to Section 204, and
to comply with the conflicts
of interest requirements in
Section 206 given the
institution’s size,
g:omplexity, and risk profile.

Compliance not required.
However, institutions are

encouraged to establish an
audit committee consisting
entirely of outside directors,
similar to Section 301, asked
to consider implementing
Section 302, and strongly
encouraged to comply with
Section 303 (improper
influence over external
auditing work). ’

Institutions are encouraged to
implement to the extent feasible given
the institution’s size, complexity, and
risk profile. Institutions are
encouraged to implement Sections 401,
404, and 406, and continue to comply
with Section 402 (Regulation O). ’

Footnotes are on page 6.
Highlights of Selected Sarbanes-Oxley Act Requirements are on pages 3-5.
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Appendix A: Oversight by the
Board of Directors Section 310

HIGHLIGHTS OF SELECTED SARBANES-OXLEY ACT REQUIREMENTS

Title 11 — Auditor Independence

Section 201: Services outside the scope of practice of auditors

¢ Prohibits the external auditor from providing specified nonaudit services (impermissible nonaudit
services) contemporaneously with the external audit. Impermissible nonaudit services include:

Bookkeeping or other services.

Systems design and implementation.

Appraisal or valuation services.

Actuarial services.

Internal audit outsourcing services.

Management functions or human resources.

Broker/dealer, investment advisor or investment banking services.
Legal services.

Expert services unrelated to the audit.

10 Other services, as the Board deems impermissible.

© 0N o gk D

Section 202: Pre-approval requirements

e Audit committee must preapprove all services that are not prohibited that the external auditor provides,
including audit, tax services, and other permissible nonaudit services. Some institutions may not have
an audit committee, but would instead use the board of directors.

Section 203: Audit partner rotation

e The lead or coordinating audit partner and the reviewing partner rotate off the audit every five years with
a five-year “time out.” Other significant partners subject to seven-year rotations with two-year “time
outs.”

Section 204: Auditor reports to the audit committee
e The external auditor must report the following to the company’s audit committee:
— Critical accounting policies and practices;
— Alternative accounting treatments under GAAP for material items, including:
+ The ramifications of the use of alternative treatments, and
+ The treatment preferred by the auditors; and
— Other material communications between the auditor and management.

Section 206: Conflicts of interest

e A registered public accounting firm may not perform an audit for an institution if a person in a financial
oversight role of the issuer (e.g., CEO, controller, CFO, or chief accounting officer, etc.) was a member
of the audit engagement team (> 10 hours) of the issuer during a one-year “cooling off” period prior to
initiation of the new audit.

Office of Thrift Supervision November 2004 Examination Handbook 310A.3




Appendix A: Oversight by the
Board of Directors Section 310

Section 208 Audit Disclosures
o Fee disclosures grouped into the following four categories:
— Audit fees.
— Audit-related fees (e.g. employee benefit plan audits, merger and acquisition due diligence, etc.).
— Tax fees.
— All other fees.
e Qualitative disclosure of services provided.

Title 111 - Corporate responsibility

Section 301: Public company audit committees

o Audit Committee vested with responsibility for the appointment, compensation, and oversight of the
external audit firm.

o All members of the audit committee must be a member of the board of directors and be independent.
The institution must fund the committee adequately and the committee must be able to hire independent
counsel and other advisors.

Section 302: Certifications
e Each annual report and quarterly report must include various certifications by the CEO and CFO:

— That the financial statements and information “fairly present in all material respects the financial
condition and results of operations...”

— That they are responsible for establishing and maintaining internal controls.

Section 303: Improper Influence on Conduct of Audits

o Prohibits any officer or director (or anyone under their direction) from taking any action to fraudulently
mislead an auditor for the purpose of rendering a financial statement that is materially misleading.

Title IV - Enhanced financial disclosure

Section 401: Disclosures in periodic reports
e Financial reports must reflect all material correcting adjustments.

e Annual and quarterly reports must disclose material off-balance-sheet transactions and other
relationships with unconsolidated entities.

Section 402: Enhanced Conflict of Interest Provisions
e Limits personal loans to directors and executive officers.

Section 404: Management assessment of internal controls
e Annual reports must contain an internal control report.

— Must disclose material weakness(es)

— Management cannot conclude internal controls are effective if material weakness(es) exist.
e Can issue one combined report or separate FDICIA and SOX 8404 reports.

e Internal control report that meets Part 363 may in some instances be filed with the SEC. Part 363
(FDICIA) requires:

— A statement of management’s responsibility for preparing the institution’s annual financial

310A4 Examination Handbook November 2004 Office of Thrift Supervision
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Board of Directors Section 310

statements, for establishing and maintaining an adequate internal control structure and procedures
for financial reporting, and for complying with designated laws and regulations relating to safety and
soundness.

— Management’s assessments of:

¢+ The effectiveness of the institution’s internal control structure and procedures for financial
reporting as of the end of the fiscal year, and

¢+ The institution’s compliance with the designated safety and soundness laws and regulations
during the fiscal year.

Section 406: Code of ethics for senior financial officers

¢ Requires that period reports disclose whether the issuer has adopted a code of ethics for senior officers,
and if not, why not.

e Requires disclosure of any changes or waivers of the code of ethics.

Section 407: Disclosure of audit committee financial expert

e Periodic reports must disclose whether the audit committee has at least one member who is a “financial
expert” (and identify).

Section 906: Certifications
e Each annual report and quarterly report must include a certification by senior corporate officers:

— That the financial statements and information “fairly present in all material respects the financial
condition and results of operations...”

e Note that this certification is in addition to the one required in Section 302. Section 906 is an
amendment to the federal criminal law.

Office of Thrift Supervision November 2004 Examination Handbook 310A.5
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Board of Directors Section 310

Footnotes
! Highlights of Selected Sarbanes-Oxley Act Requirements (Pages 3-5 of this document).

2 Public companies: Banks, savings associations, and holding companies that have a class of securities
registered with either the SEC or the federal banking agencies (including OTS) under Section 12 of the
Securities Exchange Act of 1934 or are required to file reports with the SEC under Section 15(d) of that
Act (commonly referred to as “public companies™); or, file with OTS pursuant to a reporting obligation
under Section 5639.18, and, are required to have an external audit.

* FDICIA required audits: Banks and savings associations with assets of $500 million or more that are
subject to the FDIC’s external audit and reporting requirements under 12 CFR Part 363.

* OTS required audits: Savings associations and savings association holding companies required by OTS to
have an audit pursuant to 12 CFR 562. Includes audits of:

e Savings associations with composite CAMELS rating of 3, 4, or 5;

e Savings association holding companies that control savings association subsidiary(ies) with
aggregate consolidated assets of $500 million or more;

e De novo savings associations; and
e  Other audits deemed necessary for safety and soundness reasons.

> All other audits include: Banks, savings associations, and holding companies that are (1) required to have
an audit by another law or regulation, an order, or another supervisory action, warranted for safety and
soundness reasons; and (2) not required to have an external audit, but do so.

® Interagency Policy Statement on the Internal Audit Function and Its Outsourcing (March 17, 2003).

" FDIC Financial Institution Letter (FIL) — 17 — 2003, Corporate Governance, Audits and Reporting
Requirements (March 5, 2003).

# SEC's Final Rule Discussing Reports on Internal Control That May Satisfy Both SEC Requirements and
FDIC Part 363 Requirements, OTS CEO Letter No. 180 (August 21, 2003).

% Section 102 of the Sarbanes-Oxley Act requires audits of public companies to be performed by PCAOB
“registered” accountants. This requirement does not apply to nonpublic companies. Auditors of
nonpublic institutions must follow the independence standards identified in the AICPA Code of
Professional Conduct.

%30int Interagency (OTS, FRB, OCC) Statement on Application of Recent Corporate Governance
Initiatives to Nonpublic Banking Organizations, OTS CEO Letter No. 174 (May 5, 2003).
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Management Section 330

Management Assessment

One of the most important examination objectives is to evaluate the quality and effectiveness of
management. The success or failure of almost every facet of operations relates directly to management.
Assessments of the various areas under review during an examination all reflect ultimately on the
effectiveness of management. Among other things, management is responsible for:

e Implementing board established policies and strategic goals.

e Identifying and managing risk through an effective risk management function.

e Ensuring an effective system of internal controls and management reporting.

e Ensuring the adequacy and depth of resources.

e Ensuring compliance with laws and regulations.

e Ensuring the overall safe and sound operation of the institution.

In this Section, management refers to executive officers, such as chief executive officer, president, vice
presidents, chief financial officer, treasurer, controller, secretary or any other person, including division

managers, who have the ability, with or without explicit authority, to implement and interpret the
association’s strategic goals and policies.

In evaluating management, you should consider the knowledge, skills, and

LINKS abilities of the executive officers, their track record, regulatory compliance, and
"~ Program financial performance of the institution. Sound compliance management is a
o major consideration when evaluating the quality and effectiveness of the board
= Questionnaite

and management. An effective compliance management function should include
a process for assessing and monitoring compliance performance, training, and for implementing
corrective action based on identified deficiencies. You should consider determinations made in each of
the core examination areas (Capital, Asset Quality, Earnings, Liquidity, Sensitivity, Compliance) in your
overall assessment of management.

The management rating for a given examination clearly reflects all of the examination findings in a
comprehensive examination as well as:

Office of Thrift Supervision November 2004 Examination Handbook  330.1
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Management Section 330

e A demonstrated willingness and ability to serve the banking needs of the community
e Avoidance of conflicts of interest and usurpation of corporate opportunity

e Good corporate governance

e Responsiveness to recommendations for corrective action

e Risk management and financial performance

e Compliance management.

EFFECTIVENESS OF MANAGEMENT

Assessing management performance involves more than noting whether an association is profitable.
Effective management requires the cooperation and active involvement of both management and the
board of directors. The board should provide the guidelines, and management should make operating
decisions consistent with the guidelines. You must judge management performance on the basis of how
well management uses available resources to accomplish the association’s objectives.

Evaluations of management provide indicators of future

Effective management operations; in some instances they may reveal a need for
requires the cooperation preventive supervision. For associations experiencing problems,
and active involvement of evaluations are necessary to determine the capabilities of
both management and the management so that you may initiate appropriate supervisory

action.

board of directors.

OTS has determined that inefficient, incompetent, or dishonest
management are the principal causes for the problems of most troubled associations. Although there
are many other reasons (high expenses, poor lending practices, high delinquencies, and so on), most of
the causes ultimately relate to management deficiencies.

In reviewing executive officers’ performance, you need to determine that the following conditions exist:

e Sound corporate governance polices including conflict of interest and corporate opportunity
policies.

e Sound and consistent objectives, policies, and procedures in the asset, liability, and operational
areas, including information technology and customer information security.

e The timely identification, assessment, and mitigation of risk.
e The ability, knowledge, and attitude to manage compliance responsibilities.

e DPersonnel throughout the association adhere to policies and receive training ensuring clear
communication of relevant legal and regulatory requirements, and procedural guidelines.

e A strong system of internal controls, including technology risk controls.

330.2 Examination Handbook November 2004 Office of Thrift Supervision



Management Section 330

e Management information systems facilitate efficient operation and ensure effective
communications and monitoring of activities.

e The association’s planning processes facilitate achievement of goals and objectives. The
planning process includes business continuity and disaster recovery.

e Senior management delegates appropriate authorities to middle management and staff
personnel.

e Management’s experience and depth ensures sound decisions and assures continuity of
operations.

e Management is capable of handling situations the association may reasonably encounter in the
future.

e Track record, including track record in remedying previously identified problems.

Risk Management

Risk management—that is the timely identification, assessment, and mitigation of risk—is an integral
part of management’s responsibilities. An effective risk-management framework identifies potential
events that may affect the institution and establishes how an institution will manage its risk given its risk
appetite and strategic direction. A risk management program should be consistent with the size,
complexity, and risk profile of an association.

In evaluating risks, managers need to consider both current and planned or anticipated operational and
market changes and identify the risks arising from those changes. Once risks have been identified,
assessed and evaluated as to their potential impact on the organization, management must determine
the effectiveness of controls and develop and implement additional appropriate mitigating controls
where needed. The effectiveness of those controls should be evaluated independently of the group that
develops the controls.

Traditional risk management has focused on quantifiable risks, such as credit and market risks. Recent
events have demonstrated the need for greater focus on the risks that are harder to quantify—that is,
operational, legal, and reputation risks. A strong regulatory compliance program is an integral part of
the risk-management function. The compliance area is critical to identifying, evaluating, and addressing
legal and reputation risks, particularly in complex financial firms.

Safety and Soundness and Compensation Standards

Appendix A of 12 CFR Part 570, entitled Interagency Guidelines Establishing Standards for Safety and
Soundness, sets forth operational and managerial standards for insured associations to follow with
respect to the following activities and practices:
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e Internal controls and information systems (includes controls and systems for compliance)

e Internal audit systems

The compensation guidelines require
e Loan documentation associations to maintain safeguards to
prevent the payment of compensation,
e Credit underwriting fees, and benefits that are excessive or
that could lead to material financial
® Interest rate exposure loss to the association.

e Asset growth

e Asset quality

e Harnings

e Compensation, fees, and benefits.

Appendix B of 12 CFR Part 570, entitled Interagency Guidelines Establishing Standards for Customer
Information, sets forth administrative, technical, and physical safeguards to protect the security,
confidentiality, and integrity of customer information. An association must:

e Implement a board-approved, written information security program.
e Conduct and document a risk assessment of customer information security.

e Require in contracts that service providers implement security programs designed to meet the
objectives of this section.

e Monitor, evaluate, and adjust for changes within the association.

e Report to the board annually on the association’s compliance and status of the program.

The compensation guidelines require associations to maintain safeguards to prevent the payment of
compensation, fees, and benefits that are excessive or that could lead to material financial loss to the
association. The guidelines define compensation to be excessive when it is unreasonable or
disproportionate to the services that an executive officer, employee, director or principal shareholder
performs, in consideration of the following factors:

e The combined value of all cash and non-cash benefits provided to the individual.

e The compensation history of the individual and other individuals with comparable expertise at
the association.
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e The financial condition of the association.
e Comparable compensation practices at comparable associations.
e For post-employment benefits, the projected total cost and benefit to the association.

e Any connection between the individual and any fraudulent act or omission, breach of trust or
fiduciary duty, or insider abuse with regard to the association.

e Any other factors the federal banking agencies determine to be relevant.

Section 570.2(b) provides that if OTS determines that an association fails to meet a safety and
soundness standard, OTS may request the submission of a safety and soundness compliance plan.

Regulatory Bulletin 27b provides compensation provision guidance and clarifies OTS policy about
unsafe and unsound practices relating to executive compensation and employment contracts.

Compliance Management Program

Sound compliance management, like other areas of operations management is predicated on
establishing a comprehensive program of risk controls, periodic reviews, and self-assessments. Actively
managing compliance risk starts at the board of directors’ level through senior and middle management
down to staff personnel.

Your assessment of management’s performance in compliance management should focus on their
compliance management program and how well it addresses components the agency expects in a
comprehensive program: systems, monitoring, assessment, accountability, response, and training
(SMAART components).

In assessing the board and management performance in compliance management, consider the
following factors:

e Management allocates sufficient resources for the implementation of a formal written
compliance program tailored to its size, organizational structure, business strategy, complexity
of operations, market products offered, and staff expertise. The program should:

— Emphasize the importance of regulatory compliance as an inherent part of business
operations.

— Establish standards of accountability for all personnel charged with compliance-related
responsibilities.

— Include the means for the board and management to actively assess compliance
g y p
performance.
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e The compliance management program provides for and results in:
— Comprehensive policies and procedures, and the systems to implement them.

— Internal controls that afford ongoing monitoring to ensure transactions are executed in
accordance with program standards.

— Periodic reviews of systems records and operations to identify transactional violations and
program deficiencies.

— Prompt correction of compliance violations or deficiencies identified during ongoing
monitoring, the internal review process or in response to consumer complaints.

— An ongoing comprehensive training program that ensures the clear communication of
relevant legal and regulatory requirements, and the association’s procedural guidelines to all
affected officers and staff personnel.

Internal Controls

Both the directors and senior management have important roles in an association’s programs of internal
control, loan review, internal audit, and compliance management. Although directors have overall audit
responsibility and should require that the auditor report directly to them, directors normally charge
senior management with the duty of developing and maintaining a strong system of internal controls,
including technology risk controls, and a formal compliance management program. Relying on the
independent auditors to establish the association’s internal controls is inappropriate. Senior
management is responsible for the design and implementation of effective controls to prevent errors,
conflict of interest situations, and fraud. Refer to Sections 340, 341, 355, and 360 of the Examination
Handbook.

Management Information Systems

An effective management information system (MIS) contains information from a number of sources.
Such information must serve a number of users, each having varying needs. The MIS must selectively
update information from all available sources and coordinate it into meaningful and clear formats. You
can determine the effectiveness of MIS on the basis of the following measurements:

e Quality. This relates to the relevance and accuracy of the information. Poor quality
information usually stems from inadequate controls, analysis, and evaluations of information
needs, or from ineffective design of reports.

e Quantity. Too many reports or too much information on a single report may hamper or
discourage their use completely. Too little information may reflect insufficient analysis of
information needs.
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e Timeliness. The improper design of information processes and the failure to identify the
frequency of need for information usually causes untimely processing and distribution of
information.

Prompt Corrective Action

Undercapitalized and significantly under-capitalized associations that fail to submit and implement an
acceptable capital restoration plan are subject to the prompt corrective action provisions of §
38(f)(2)(F) of the FDIA. That section permits OTS to dismiss any director or senior executive officer
that held office for more than 180 days immediately before under-capitalization. The section also
requires the association to employ qualified senior executive officers. Section 38(i)(2)(f) of the statute
requires OTS to take action to prohibit critically undercapitalized associations from paying excessive
compensation or bonuses.

Also, the prompt corrective action provisions of OTS regulation 12 CFR §565.6(a) impose restrictions
on management fees and senior executive officer compensation. Undercapitalized, significantly
undercapitalized, and critically undercapitalized savings associations are subject to the management fee
provisions of § 38(d) of the FDIA. Significantly undercapitalized and critically undercapitalized
associations are subject to the senior executive officer compensation provisions of § 38(f)(4).

Section 38(d)(2) of the FDIA prohibits associations from paying a management fee to any person
having control of the association if after the payment the association would be undercapitalized. Section
38(f)(4) provides that undercapitalized or significantly undercapitalized associations that fail to submit
and implement an acceptable capital restoration plan shall not do either of the following without prior
OTS approval:

e Paya bonus to a senior executive officer.

e Compensate a senior executive officer at a rate exceeding the officer’s average rate of
compensation for the year prior to the month when the association became undercapitalized.

Notice of Change of Senior Executive Officers

OTS regulations 12 CFR § 563.550 through § 563.590 require capital deficient or troubled savings
associations to notify OTS 30 days before taking either of the following actions:

e Employing a senior executive officer.

e Changing the responsibilities of any senior executive officer so that the person would assume a
different senior executive position.

The same regulatory notice requirement also applies to savings and loan holding companies in a
troubled condition.

Capital deficient associations meet one of the following conditions:
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e Do not comply with all minimum capital requirements.

e OTS notifies the association, in connection with their capital restoration plan, that it must file a
notice.

OTS will disapprove a notice if, based on the competence, experience, character, or integrity of the
proposed senior executive officer, that it would not be in the best interests of the depositors or the
public to permit the association to employ the individual.

PLANNING

Sound planning is fundamental to effective management and is a
key to anticipating and dealing with rapid change, and managing
risk. Senior management and the board of directors should
inventory the association’s resources, examine changes in its
operations, monitor changes in external factors, including anticipating and dealing with
legislative, regulatory, industry and, market conditions on its rapid change.
compliance program, and determine its responses to those
changes. To be effective, planning should be dynamic in nature. The savings association should
carefully monitor and support the planning function. Management must revise projections periodically
as circumstances change and the board formulates new strategies to meet stated objectives.

Sound planning is
fundamental to effective
management and is a key to

Planning requires the collection and coordination of large amounts of information and the thoughtful
efforts of all members of the management team. Written plans help ensure that the board of directors,
executive officers, and all division managers within the association share the same goals, objectives, and
strategies. A common and shared perception of future actions is critical to the execution of a successful
plan.

Any of the following management failures warrants the attention of the association’s directors. You
should accordingly note such failures in the report of examination:

Lack of a satisfactory strategic and operational planning process.

Failure to develop a comprehensive, association-wide business continuity plan.

Lack of adherence to plans.

Ineffective monitoring and control of plans.

Failure to adjust existing plans to recognize and conform to changing economic and market
conditions, legislative and regulatory requirements.

You should also be alert, particularly with respect to new associations, for any deviations to strategic or
operational plans that may be potentially detrimental to the association. Such deviations, which you
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should also note in the report of examination when assessing management performance, include the
following examples:

e The excessive use of or reliance on brokered deposits.

e The initiating of new, novel, or higher risk lending, investment programs, or new technology
without appropriate planning, expertise, or controls.

e The failure to independently and adequately investigate and document extensions of credit,
particularly those made outside an association’s normal lending territory.

e The willingness to forgo long-term stability in favor of short-term profits.

e Many newly chartered savings associations are subject to approval conditions, usually contained
in the director’s order. You should carefully review the association’s adherence to these
conditions.

The Planning Process

To be effective, planning requires a structure and a process. Planning can be segmented into two
categories: strategic and operational. Strategic planning focuses on the long-term, extensive allocation
of resources to achieve corporate goals and objectives. Operational planning, such as a business plan,
concentrates on shorter-term actions designed to implement those strategies outlined in the strategic
planning process. For an effective planning process, the operational plans must flow logically from the
strategic plan.

Management Succession

You should evaluate the association’s quality of plans for maintaining its present condition and for
improving its future condition. This should include an evaluation of the board and management’s
efforts to provide for succession of senior officers.

The projection of future management needs involves an appraisal of the quality and quantity of senior
and middle management. This assessment must be relative to the size, complexity, and market
circumstances of the association. Determination of what management will do with the association in
the future is most important. The supervisory goal is to prevent problems from developing rather than
wait for future examinations or monitoring to identify deteriorating conditions.

Regulatory Concerns

You should not evaluate association planning with the preconception that every association should
have a model planning process. You should evaluate the planning process and the plan itself. If a well-
designed planning process exists, the plan will generally be thoughtful and realistic. Management’s
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failure to have a satisfactory planning process warrants the attention of the association’s directors and
you should accordingly report the failure in the report of examination.

You must treat an association’s strategic, operational, and business plans with maximum confidentiality.
They contain sensitive information that directly affects the association’s market position and financial
condition.

MANAGEMENT OF HUMAN RESOURCES

People are the link between an association’s organizational structure and the attainment of its
organizational goals. The board of directors is responsible for employing a competent chief executive
officer. Thereafter, senior management is responsible for recruiting and making certain that there are
competent employees available to staff all positions. Personnel management includes establishing
procedures for promoting and replacing employees, reviewing their performance, devising a system of
compensation, and selecting and training future managers.

The following areas warrant your particular attention in evaluating personnel management, as they are
important indicators of an association’s viability:

® Detailed position descriptions and standards.

e Carefully planned recruiting and proper screening of new employees.

e Appropriate security training for protecting the association’s customer information.
e Performance review and comparison to standards.

e Salary administration.

e Provision for communication.

You should determine the appropriateness of an association’s employment contracts, bonus and
incentive plans, salary levels, and employee benefits program. You should compare compensation paid
and benefits provided with those that an appropriate peer group offers, and should determine reasons
for any substantial differences.

Use of Consultants and Outsourcing

It is fairly common for savings associations to outsource certain functions of the association.
Outsourcing functions can reduce operating expenses; however, associations should be careful not to
rely on vendors or consultants to perform critical functions without adequate controls. These controls
should include monitoring performance as it relates to products and services delivered by or performed
on behalf of the association. Monitoring controls are management’s first line of defense against
operational risk and compliance risk. Use of a vendor or consultant does not lessen the burden on
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management to supervise and control the association’s systems, policies, and procedures. Management
must obtain complete information for vendors and consultants. This should include performing regular
due diligence when retaining the services of any third-party provider, vendor or consultant. The savings
association must have a written agreement with the vendor or consultant that outlines the conditions,
rights, and responsibilities of each party. See Thrift Bulletin (TB) 82a, Third-Party Arrangements.

AVOIDANCE OF CONFLICTS OF INTEREST

The phrase conflict of interest refers to any situation where the safety and soundness or opportunity of
an association is in conflict with the personal interests of any of the following persons:

e A director.
e An officer.

e Any other employee or person who has influence over an association’s policies, procedures, or
actions.

Contflicts of interest (or even the appearance of such) can compromise safe and sound operations and
reputation for integrity. Conflicts can undermine public confidence in the thrift industry.

Sometimes those who owe a fiduciary duty to an association subtly disguise a conflict, making it
difficult to detect. In other instances, they may openly acknowledge a conflict. Some conflicts may be
detrimental while others may appear to be beneficial to the association. Where a conflict exists,
however, its very appearance alone could damage an association’s image. A conflict could cause a
financial loss to an association if the individual involved considers self-interest and personal gain more
important than an association’s interests.

Management has a fiduciary responsibility to avoid any conflicts of interest or appearance of conflict of
interest. Personal affiliations should not be incompatible with those of the association. Furthermore,
when both of the following circumstances exist, no officer should take advantage of a business
opportunity for his or her own or another person’s personal

benefit:

Management has a fiduciary
responsibility to avoid any
conflicts of interest or
appearance of conflict
of interest.

e The opportunity is within the corporate powers of an
association ofr its service corporation(s).

e The opportunity is of present or potential advantage to
the association.

You should review the association’s formal policy for avoidance of conflict of interest situations. The
policy at a minimum should address the following concerns:
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e Arecas where conflicts of interest and usurpations of corporate opportunity could arise. This
includes transactions involving the association and persons related to directors or officers, or
transactions for their benefit.

e Controls that the association maintains to avoid abuses and the procedures in place for dealing
with policy violations.

e Business activities in which the association’s directors and senior management are active.
e Business activities that the law permits the association to conduct.

e A specific plan for dealing with conflicts of interest and corporate opportunity problems in
these areas.

You should determine if directors and officers are complying with the policy. Accordingly, you should
comment on and take appropriate action on any actual or apparent conflict of interest transactions that
adversely affect the association, even though an OTS regulation may not specifically address the
conflict. Also, you should include comment, and supervisory objection taken, whenever any person
involved in the conflict participates in the approval of the subject transaction.

Loans to Executive Officers

You should have knowledge of Federal Reserve Board Regulation O, 12 CFR Part 215, and OTS
regulation 12 CFR § 563.43. Regulation O governs member bank extensions of credit to executive
officers, directors, and principal shareholders. Section 563.43 applies the Regulation O restrictions to
savings associations. See Examination Handbook Section 380, Transactions with Affiliates and Insiders.

Management Questionnaire

The Preliminary Examination Response Kit (PERK) Management Questionnaire is an important and
useful tool in determining objectives and strategies for conducting an examination. In this regard, much
of the information that the questionnaire asks for may provide leads in determining the existence of
possible conflict of interest situations or transactions. The Management Questionnaire deals with
transactions or arrangements with affiliates or affiliates persons, tie-in arrangements, and ownership and
control concerns.

You must satisty yourself as to the completeness and accuracy of responses to the Management
Questionnaire, and must follow up on and report any inconsistencies between the responses and your
examination findings.

RESPONSE TO SUPERVISION

You must determine the association’s compliance with conditions of approval, orders, supervisory
agreements, and directives. Supervisory authorities look to management to implement corrective action
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in response to directors’ requests and regulatory supervision requirements. Management should
establish procedures to ensure continuing compliance. Corrective action must be responsive to the
cited criticism and implementation of appropriate action must be timely. Management must explain any
noncompliance with supervisory requirements, including plans for corrective action.

If management or the board of directors continues to operate in an unsafe and unsound manner,
supervision may have to initiate formal enforcement action. See Examination Handbook Section 370,
Enforcement Actions. Your regional Confidential Individual Information System (CIIS) administrator
should record the inclusion of any formal enforcement action against an individual in CIIS. The
following are some other types of management or director’s actions that your CIIS administrator
should record in CIIS:

e Criminal referrals.
e Referrals to a professional group for disciplinary purposes.

e Significant business transactions between an association and an individual that raises
supervisory concern.

You should contact your regional CIIS administrator for guidance as to whether a particular event
warrants an individual’s inclusion in CIIS.

FIDELITY BONDS AND DIRECTORS’ AND OFFICERS’ LIABILITY INSURANCE

Fidelity Bonds

Fidelity bond coverage insures against losses attributable to dishonest acts. Directors’ and officers’
liability insurance covers losses attributable to negligent acts.

Under 12 CFR § 563.190, Bonds for Directors, Officers, Employees, and Agents; Form of and Amount
of Bonds, associations must maintain bond coverage. Coverage must be in an amount that each
association determines to be safe and sound in view of the association’s potential exposure to risk. In
assessing the adequacy of such coverage, management and the board of directors should at a minimum
consider the following factors:

e The size of the association’s asset portfolio and deposit base.
e An overall assessment of the effectiveness of the association’s internal operating controls.
e The amount of cash, securities, and other property that the association normally holds.

e The number of the association’s employees, their experience, levels of authority, and turnover
rate.
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e The extent that the association conducts trust powers.
e The range and scope of information technology activities.
e The extent of coverage that a holding company fidelity bond or other affiliated entity provides.

Paragraph (d) of 12 CFR §563.190 requires the board of directors to review the association’s bond
coverage at least annually to assess the continuing adequacy of coverage.

During the examination process you are to review the record of management’s assumptions, analyses,
and conclusions in its determination as to the appropriate form and levels of coverage.

OTS regulations do not require fidelity bond coverage under a specific standardized form. Bond
coverage must include each director, officer, employee, and agent who has control over or access to
cash, securities, or other property of the association. The board of directors of each association must
formally approve the association’s coverage, including any endorsements, riders, or other forms of
coverage that may supplement the insurance underwriter industry’s standard forms.

In addition, an association doing business with a stockbroker must ensure that the stockbroker has
Stockbroker’s Blanket Bond protection. This protection covers the firm’s employees that handle the
property of clients. The association should keep a copy of the bond in its files.

For various reasons, such as insufficient levels of regulatory capital, some associations have difficulty in
obtaining bond coverage. Supervisory discretion is permissible in these instances when an association
documents evidence of its attempts to obtain coverage. The association should notify the regional
director of its efforts to obtain such coverage.

An association’s periodic review of internal and external logical and physical security measures and
controls is appropriate in every association. Refer to Section 341 of the Examination Handbook, and
the Examination Handbook Section on the Bank Protection Act. Such review is especially appropriate
in an association that is operating without adequate bond coverage. Ideally, an association should
undertake this effort as a special project, with responsibility assigned to a particular executive officer.
The project should include such matters as the following:

e A thorough review of the association’s existing programs.
e The design and implementation of additional security procedures and controls.

e A formal report to the board of directors. The board’s minutes should note the board’s
resulting action.
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D & O Liability Insurance

In addition to fidelity bond coverage, many associations obtain directors’ and officers’ (D&O) liability
insurance. D&O insurance protects directors and officers against personal liability for losses that a third
party incurred due to a director or officet’s negligent performance.

There is no regulatory requirement that an association maintain D&O insurance. A federal association
may self-indemnify directors and officers.

REFERENCES

United States Code (29 USC)

§ 201 Fair Labor Standards Act of 1938

§ 206 Equal Pay Act of 1963

§ 621 Age Discrimination in Employment Act of 1967

§ 651 Occupational Safety and Health Act of 1970

§ 1001 Employee Retirement Income Security Act of 1974

United States Code (42 USC)
§ 2000e Title VII of the Civil Rights Act of 1964 (Equal Employment Opportunity)

Code of Federal Regulations (12 CFR)

Federal Reserve Board Regulations

Part 215 Regulation O, Loans to Executive Officers, Directors, and Principal
Shareholders of Member Banks

OTS Regulations

§ 528.7 Nondiscrimination in Employment
545.121 Indemnification of Directors Officers and Employees
ploy
§ 552.6-2 Officers
§ 561.35 Officer
563.33 Directors, Officers, and Employees
ploy
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§ 563.39 Employment Contracts
§ 563.41 Loans and Other Transactions with Affiliates and Subsidiaries
563.43 Loans by Savings Associations to Their Executive Officers, Directors and
y g

Principal Shareholders

§ 563.161 Management and Financial Policies
§ 563.180 Suspicious Activity Reports and Other Reports and Statements
§ 563.181 Reports of Change in Control of Mutual Savings Associations
§ 563.183 Reports of Change in Chief Executive Officer or Director
. onds for Directors, Officers, Employees, an ents; Form of and Amount o
563.190 Bonds for Di Offi Employ d Ag F fand A f
Bonds
. onds for Agents
563.191 Bonds for Ag
. onflicts of Interest
§ 563.200 Confli f1
§ 563.201 Corporate Opportunity
§ 563.550 Notice of Change of Director or Senior Executive Officer
Part 563f Management Official Interlocks
§ 565.6 Mandatory and Discretionary Supervisory Actions under Section 38
Part 568 Bank Protection Act
Part 570 Interagency Guidelines Establishing Standards for Safety and Soundness,
Appendix A and B

Office of Thrift Supervision Guidance

CEO Memos
CEO 133 Risk Management of Technology Outsourcing

Regulatory and Thrift Bulletins

RB 20 Proper Investigation of Applicants and Increased Communications Between
OTS and Other Financial Association Regulatory Agencies
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RB 27b Compensation

TB 81 Interagency Policy Statement on the Internal Audit Function and Its
Outsourcing

TB 82a Third Party Arrangements

Handbook References

Section 1100 Compliance Oversight Examination Program
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Management Assessment

Program

EXAMINATION OBJECTIVES

To determine whether management policies, procedures, and strategic plans adequately address safety
and soundness, profitability, and compliance with laws and regulations.

To determine whether association officers are operating in conformance with established guidelines,
objectives, policies, and procedures.

To determine whether management maintains a comprehensive and effective compliance management
program.

To ascertain whether management personnel periodically re-evaluate procedures and practices and
implement appropriate modifications, either directly or through recommendations to the board of
directors.

To determine whether management plans adequately for future conditions and developments.

To determine whether the association has established policies to ensure an adequate management staff,
and has adequate plans for management continuity.

To determine the adequacy of the staff size and expertise for safe operations.

To determine if management adequately controls and supervises the outsourcing of functions and the
use of consultants.

EXAMINATION PROCEDURES

LEVEL | WKP. REF.

1. Review previous examination reports, internal and external audit reports,
management letters, supervisory correspondence, and any approval conditions.
Perform any necessary follow-up procedures to ensure the association took effective
corrective action.

Exam Date:
Prepared By:
Reviewed By:
Docket #:
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WKP. REF.

2. Review the following records:

e Organization chart. Identify key decision-making personnel (include copy in
the continuing examination file).

e  Resumes and new employment contracts and executive incentive plans for
executive officers and department or division heads. The review should also
cover any changes since the last examination.

e Contflict of interest policy. Determine if the policy ensures regulatory
compliance and whether management distributes the policy to directors,
officers, and employees.

e  Management’s responses to the PERK Management Questionnaire.

e Details regarding outsourcing arrangements and the use of consultants.

3. Determine the extent and effectiveness of management’s efforts toward maintaining
a comprehensive and reliable internal compliance management program that
satisfactorily addresses OTS’s SMAART components.

4. Determine whether there are any changes in the association’s management or
directorate and, if applicable, whether the association is in compliance with the
notification requirements of 12 CFR §§ 563.550 through 563.590. Notify the
regional director if the association is not in compliance.

5. Analyze the following types of periodic reports submitted to executive management
to determine their usefulness in monitoring the condition and operation of the
association:

e Financial condition reports.

e  Business and strategic plans, budgets, and comparison of performance with
budget reports.

Exam Date:
Prepared By:
Reviewed By:
Docket #:
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WKP. REF.

e Internal audit and loan review reports.

6.  Through the review of gathered information, including observations and discussions
with management and other personnel, determine the adequacy of the following
operational concerns:

e The association’s established policies, procedures, and strategic plans that
address safety and soundness (including internal controls), profitability, and
compliance with laws and regulations.

e  Management’s expertise and ability to carry out duties and responsibilities,
including corrective actions, in a manner that provides for an acceptable level
of safety and soundness, profitability, and compliance with laws and
regulations.

e  Management reports and information systems. The reports and systems must
provide management and the directors with accurate decision-making
information and the ability to monitor compliance with established guidelines.

7. In conjunction with the examiners assigned to the Earnings and Liquidity areas,
determine if the association’s strategic planning is adequate. Consider the following
questions:

e  Does the board of directors provide adequate direction?

e s the strategic plan realistic based on the association’s strengths and
weaknesses, and operating environment?

e  Are the assumptions of the plan realistic?

e  Are there sufficient performance measures designed to monitor progress
toward specified objectives? Review progress against plan goals.

e  Does the strategic plan include a clear mission statement?

e Does management effectively communicate the plan throughout the
organization?
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8.  Review the fidelity bond and directors’ and officers’ insurance policies and
determine if coverage is adequate.
9. Determine whether management is committed to comply with conditions of

approval, orders, supervisory agreements, and directives, if applicable to the
association or holding company.

10.  Review Level II procedures and perform those necessary to test, support, and
present conclusions derived from performance of Level I procedures.

LEVEL Il

1. Complete General Questionnaire 330, Management Assessment.

2. Review and evaluate management compensation to assure that it is adequate and not
excessive.

3. Determine whether the association has established any executive incentive plans. If

so, determine if such plans could lead to the deterioration of the association’s
condition or allow beneficiaries of the plan to understate noncash expenses or
overstate noncash income. Incentive plans include commissions, referral fees, finder
fees, bonus plans, deferred compensation packages, stock option plans, and
extravagant fringe benefits.
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4, Review the association’s activities with regard to developing personnel for senior
management succession. At a minimum, this review should include the following
considerations:

e Anassessment of the quality of middle and lower levels of management and
the potential for advancement.

e Anassessment of the need for and access to developmental training.

e An assessment of the association’s employee screening policies to determine
that they are appropriate to protect the safety and soundness of the association.

5. When appropriate, interview the personnel manager to determine answers to the
following concerns:

e  What personnel policies are currently in effect, and is their application
equitable and uniform to all deserving employees?

e  How does the association communicate policies to employees?

e Are procedures in place to eliminate terminated employees access to assets and
records?

6.  Determine the structure of the association’s communication system, both formal and
informal, and the extent to which the association adequately informs personnel of
strategic goals, policies, and procedures.

7. Review records and reports that summarize employee turnover, and interview
management personnel and employees. Determine reasons for excessive turnover, if
applicable.

8. Ask the managing officer or personnel officer if any employees or former employees

have brought any discrimination complaints, lawsuits, workers compensation claims,
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unemployment claims, or wrongful discharge suits against the association during the
review period. Compare the responses with the answer in the Management
Questionnaire.

9.  If appropriate, further evaluate management based on your above Level I and 11
findings and work performed throughout the examination. Consider the following
factors:

e The workload of key personnel.

e  The adequacy of the compliance management program and self assessment
process.

e  Succession of management and replacement of key personnel.

e Technical proficiency of officers in their areas.

e  Serious or widespread lack of proper implementation of policies.

e Deficiencies in the planning process, the strategic plan or its implementation.
e Promptness with which management recognizes and addresses problems.

e  The extent to which management delegates and demands accountability.

e  Whether management pays more attention to the operations of a functional
area rather than with the overall supervision of the association.

e  The degree to which the association is self-regulating, for example, the
sufficiency of its systems, such as internal audit and loan review.

e  The appearance of any conflict of interest situations.

e  The overall effectiveness of management based on the association’s
performance.
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10.  Ensure that your review meets the Examination Objectives of this Handbook
section. State your findings and conclusions, as well as appropriate recommendations
for any necessary corrective measures, on the appropriate work papers and report

pages.
LEVEL Il
1. Review written personnel manuals, job descriptions, new employee orientation

manuals, and training manuals for employees and supervisors. Determine if manuals
and related information are reasonable and in compliance with the provisions of
current law and regulations concerning discrimination. Determine whether they
include logical and adequate detail with respect to work flows, lines of authority, and
areas of job responsibility. Look for any disparate treatment in hiring practices, test
requirements, or screening opportunities.

2. Determine whether the institution periodically reviews employee performance,
analyzes weaknesses, takes corrective action when appropriate, and has specific
policies and procedures for handling employees who have demonstrated
incompetence or nonperformance.

3. Review a selected sample of personnel files. Determine whether the association’s
procedures provide for the systematic updating of personnel files and whether the
staff updates in accordance with the schedule. Determine whether the files contain
the following information:

e  Payroll deduction authorizations in compliance with state and federal laws.
e Records of accumulated withholdings.

e Notations of length of service, salary history, and retirement and other accrued
benefits.
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EXAMINER’S SUMMARY, RECOMMENDATIONS, AND COMMENTS
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Questionnaire

Yes No
General Questionnaire
1. Has the board set overall objectives for management performance and has management ]
met the objectives?
2. Does the association have an organizational chart? If not, have lines of authority and ]
reporting responsibility been formally established?
3. Does senior management receive:
e A brief statement of condition daily? O o
e Adaily liquidity report? O
o Alist of assets subject to internal classification at least monthly? O o
e A comparative earnings statement, at least monthly? O O
4. Does management periodically review the association's implementation and maintenance
of internal controls (generally through reports that the internal or external auditors pro-
vide)? If so, has management determined whether controls:
e Adequately prevent irregularities by the use of limited authorities, co-approval re- [1 [
quirements, and prompt review of transactions for required approvals, as well as pro-
priety?
o Adequately deters irregularities by ensuring their timely detection? O o
e Establish and maintain appropriate accountability? O o
e Ensure the maintenance of well-planned records? O O
e Ensure the segregation of duties? O o
5. Does management maintain a comprehensive and reliable internal compliance manage- O O
ment program?
e Does the program satisfactorily address OTS’s SMAART components? O o
e Does the program include a process of monitoring and assessing compliance per- [1 [
formance?
o Does management implement corrective action to remedy identified violations or [1 [
operational deficiencies?
6. Does the auditing function cover officers' compliance with board and management poli- 1 [
cies?
7. Does the association have policies to ensure the continuity of development and depth of [ [
management personnel?
Exam Date:
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Questionnaire

Yes No

O 0Odo
OO0 0Odo

[
[

N I R I B
O oo 0O 0O

8. Is the staff adequate to facilitate efficient operations?

9. Does the association comply with applicable statutes, regulations, and policy statements?

10. Does the association use a system of written job descriptions and performance standards,
including descriptions for supervisory personnel?

11. Does the association perform background investigations on new employees?

12.  Does the association have a formal training program?

o Does training include clear communication of relevant legal and regulatory require-
ments and procedural guidelines, especially those for protecting customer informa-
tion?

13.  Does the association provide management training to those persons likely to assume
higher-level positions?

14.  When appropriate, do employment termination procedures prevent a terminated em-
ployee’s ability to control assets and records, access electronic systems, modify or elimi-
nate passwords, change locks, remove signature authorities, and provide proper
termination notifications to affected employees?

15.  If the association was or is subject to the notification requirement 12 CFR § 563.550 is
the association in compliance with the regulation?

16. If the association is subject to the prompt corrective action provisions of OTS regulation
8 565.6(a), is it in compliance with the management fee and executive officer compensa-
tion restrictions of FDIA § 38?

17. Do the association’s executive compensation and employment contracts comply with 12
CFR §563.39, 8 563.161, and OTS policy set forth in Regulatory Bulletin 27b?

18.  Are the quality, quantity, and timeliness of the association’s management information
systems adequate?

19.  Is management responsive, in a timely manner, to supervisory criticism?

20. Is the association in compliance with the restrictions of OTS regulation 8 563.43, con-
cerning loans to officers, directors, and principal shareholders?

21.  Are management’s assumptions, analyses, and conclusions regarding the appropriate
fidelity bond form and level of coverage reasonable and acceptable?
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Management Section 340

Internal Control

OTS requires all savings associations, their affiliates, and subsidiaries to establish and maintain adequate
systems of internal control. As financial institutions reposition their portfolios, they must have a
process in place to identify, monitor, and control risk. Audits by public accountants and examinations
by all the banking agencies have placed a greater emphasis on evaluating the appropriateness of the
processes in place, and less reliance on transaction testing.

The Auditing Standards Board (ASB) revised its definition of internal control in Statement of Auditing
Standard (SAS) No.78, Consideration of Internal Control in a Financial Statement Audit: An
Amendment to SAS 55, Consideration of Internal Control in a Financial Statement Audit. The revised
definition incorporates the common critical elements of internal control systems in Committee of
Sponsoring Organizations of the Treadway Commission (COSO) report,
issued in 1992.

LINKS

This section of the Handbook defines internal control, describes objectives
and components of internal control, and explains how to consider internal
"~ Appendix A control in planning and performing an examination. In general, when
beginning an examination, first review and evaluate the adequacy and
effectiveness of the internal control system. If you discover areas where internal controls are
inadequate, expand the scope of examination to determine whether there are any safety and soundness
concerns.

r— Program

OBJECTIVES

An effective internal control system better ensures the following important attributes:
e Safe and sound operations.

e The integrity of records and financial statements.

e Compliance with laws and regulations.

e A decreased risk of unexpected losses.

e A decreased risk of damage to the association’s reputation.

e Adherence to internal policies and procedures.

Office of Thrift Supervision February 2002 Examination Handbook 340.1
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e Efficient operations.

A system of strong internal control is the backbone of an association’s management program. Strong
internal control helps an association to meet goals and objectives, and to maintain successful, healthy
operations. Conversely, a lack of reliable records and accurate financial information may hamper the
long-term viability of an association. An effective internal control system integrated into the
organization’s overall risk management strategy serves the best interest of the shareholders, board of
directors, management, and regulators.

REGULATORY CONCERNS

Regulators are placing increasing importance on internal control systems in light of recent financial
association failures. Some associations failed primarily because they did not detect insider fraud or
abuse because they had deficient or nonexistent systems of internal control. The Federal Deposit
Insurance Corporation Improvement Act (FDICIA) of 1991 required the banking agencies to establish
certain safety and soundness guidelines. Appendix A of 12 CFR Part 570, Interagency Guidelines
Establishing Standards for Safety and Soundness, includes a section on operational and managerial
standards.

Under these standards, OTS requires management and the board of directors to implement and
support effective internal controls appropriate to the size of the association, its nature, and scope of
activities.

DIRECTORATE RESPONSIBILITIES

The board of directors has the primary responsibility of establishing and maintaining an adequate and
effective system of internal control. An effective board generally has members who have financial or
banking experience, and stature.

The board is responsible to report to the FDIC and the OTS (when it is the primary regulator) on
internal control over financial reporting and compliance with certain laws and regulations, as well as
filing annual audited statements under Section 112 of FDICIA.

The board is also responsible for approving and periodically reviewing the overall business strategy and
significant policies of the association, as well as understanding the major risks the association takes. The
board should set acceptable levels for these risks, and ensure that senior management takes the required
steps to identify, measure, monitor, and control these risks. To remain effective in the dynamic and
ever broadening environment that associations operate in, the board of directors should periodically
review and update the internal control system.

To oversee internal control and the external and internal audit function of an association, an audit
committee comprised of outside directors (or at least a majority of outside directors) is desirable.
Insured depository institutions covered by Section 36 of the Federal Deposit Insurance Act (assets total
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$500 million or more), as implemented by 12 CFR § 363.1(a) must have an audit committee composed
of only outside directors.

An active board or audit committee independent from management sets the association’s control
consciousness. The following parameters determine effectiveness:

e The extent of its involvement in and its scrutiny of the association’s activities.
e The ability to take appropriate actions.

e The degree to which the board or audit committee asks difficult questions and pursues the
answers with management.

For additional guidance on audit committee responsibilities, see Handbook Section 355, Internal Audit.

AUDITOR RESPONSIBILITIES

Internal Audits

Both the internal and external auditors play key roles in the monitoring of internal control systems.
Each association should have an internal audit function that is appropriate to its size, and the nature
and scope of its activities. The internal auditor is typically very involved in the ongoing review and
assessment of an association’s internal control. The board of directors should assign responsibility for
the internal audit function to a member of management who has no operating responsibilities, and who
is accountable for audit plans, programs, and reports. When properly structured and conducted, internal
audits provide directors and senior management with vital information about any weaknesses in the
system of internal control allowing management to take prompt, remedial action. Through directed
reviews of the internal control systems and as part of the regular audit program, the internal auditor can
be the first line of defense against a corrupted control system.

External Audits

Established policies and practices look to the external auditor to play a significant and vital role in an
association’s internal control systems. In this role, the external auditor performs examination
procedures to attest to management’s assertion that the internal control over financial reporting is
functioning effectively, and that it is in compliance with designated laws and regulations. The external
auditor may consider the work done by the internal auditor as part of the auditing procedures.

SAS No. 94, The Effect of Information Technology on the Auditor’s Consideration of Internal Control, which
amends SAS No. 55, provides guidance to auditors about the effect of information technology on
internal control. It also establishes that an auditor should obtain an understanding of internal control
sufficient to plan the audit and determine the nature, timing, and extent of tests to perform, including
assessment of control risk. While this pronouncement places significant responsibility on the external
auditor to look at internal control, the external auditor may not extensively review controls over all
areas of the association, and may use different levels of testing depending on the risk of a specific area.
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SAS No. 60, Communication of Internal Control Related Matters Noted in an Aundit, provides guidance to the
external auditor in identifying and reporting conditions that relate to an association’s internal controls
observed during an audit of financial statements. The reportable conditions discussed in this
pronouncement are matters coming to the attention of the auditor that, in the auditor’s judgment,
should be communicated to the audit committee because the conditions represent significant
deficiencies in the design or operation of internal control. These conditions, in the opinion of the
auditor, could adversely affect the association’s ability to record, process, summarize, and report
financial data consistent with the assertions of management in the financial statements. In some
instances, a reportable condition may be of such magnitude to be a “material weakness.” A material
weakness in internal control is a reportable condition in which the design or operation of one or more
of the internal control components does not sufficiently reduce the level of risk that material
misstatements caused by error or fraud may occur, and employees in the normal course of business
would not timely detect the misstatements.

Auditors generally do not search for reportable conditions or material weaknesses. They usually become
aware of them through consideration of the components of internal control, application of audit
procedures to balances and transactions, or during the course of the audit. The auditor makes a
judgment as to which matters are reportable, taking into consideration various factors, such as an
entity’s size, complexity and diversity of activities, organizational structure, and ownership
characteristics.

When examining the communication of internal control matters noted in an audit, be aware that there
is no standard form of communicating reportable conditions or material weaknesses to the audit
committee. Once the auditor has chosen to discuss reportable conditions or material weaknesses, the
auditor may do so either through a formal presentation to the audit committee, or informally, through
conversations. The auditor may also submit written reports. Generally, the auditor will document oral
communications by appropriate memoranda or notations in the working papers.

INTERNAL CONTROL COMPONENTS

SAS No. 78 provides guidance on the independent auditor’s consideration of an entity’s internal control
in an audit of financial statements in accordance with generally accepted accounting standards. SAS No.
78 recognizes the definition and description of internal control contained in the COSO report, and
provides an overview of the framework and evaluation tools needed for a strong system of internal
control. OTS urges association management and boards of directors to consider SAS No. 78, or other
recognized standards in developing and maintaining an effective system of internal control.

SAS No. 78 consists of five interrelated components derived from the way management runs a
business, and integrated with the management process. The components are:

e Control environment
e Risk assessment

e Control activities
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e Information and communication

e Monitoring.

The Control Environment

The effectiveness of internal controls rests with the people of the organization who create, administer,
and monitor them. Integrity and ethical values are essential elements of a sound foundation for all other
components of internal control. The commitment for effective control environment rests at the top.
Reaching a conclusion about a financial institution’s internal control environment involves a degree of
subjectivity because of the intangible nature of measuring effectiveness.

Control Environment Assessment Process

Draw conclusions as to the quality of risk management and assess the effectiveness of the control
environment in the following areas:

Integrity and Ethical Values

Integrity and ethical values are the products of the association’s ethical and behavioral standards. How
management communicates and reinforces these values in practice establishes the “tone” for the
organization. Management should strive to remove or reduce incentives and temptations that might
prompt employees to engage in dishonest, illegal, or unethical acts. Management must also
communicate their values and behavioral standards to personnel through policy statements and codes
of conduct.

Management Philosophy and Operating Style

Management’s approach to taking business risks and their attitude toward financial reporting
(conservative versus aggressive) and information processing weigh heavily in the control environment.
Consider the level of commitment by management and the board of directors to establish the necessary
foundation on which to build an effective system of internal control. Management must have the will to
make policies work or even the best-written policies on internal control lose effectiveness.

Organizational Structure

The association must have an organizational structure that supports its objectives. Management must
plan, execute, control, and monitor association objectives. It must establish key areas of authority and
responsibility and appropriate lines of reporting.

Assignment of Authority

Assignment of authority includes policies relating to the following areas:

e Appropriate business practices.
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¢ Knowledge and experience of key personnel.

e Resources for carrying out duties.

Human Resource Policies and Practices

Human resource practices send messages to employees regarding expected levels of integrity, ethical
behavior, competence, and conflict of interests.

Risk Assessment

All entities, regardless of size, encounter risk in their organizations. The ability to identify and manage
these risks will affect an entity’s ability to survive in a competitive market. In order to assess risk,
management must first set objectives to quantify the amount of risk they can prudently accept.

Risks relevant to financial reporting include external and internal events, and circumstances that may
adversely affect an association’s ability to record, process, summarize, and report financial data
consistent with the assertions of management in the financial statements. Such risks can arise or change
due to the following circumstances:

e Operating environment changes

e New personnel

e New or revamped information systems

e Rapid growth

e New technology

e New lines, products, or activities

e Corporate restructuring

e Accounting pronouncements.

The Risk Assessment Process

Determine whether management has identified and analyzed the risks, and has methodologies in place
to control them. Consider also the following areas in assessing the risk process:

e Prevalence of external and internal factors that could affect whether strategic objectives are
achieved.

e [Effectiveness of systems used to manage and monitor the risks.
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e Capacity of existing processes to react and respond to changing risk conditions.
e Level of competency, knowledge, and skills of personnel responsible for risk assessment.

Control Activities

Control activities are the policies and procedures that help ensure management carries out its directives.
Control activities should assure accountability in the association’s operations, financial reporting, and
compliance areas.

The Control Activities Assessment Process

Assessment of control activities relevant to an examination includes the elements discussed below.

Performance Reviews

Management should establish policies and procedures to ensure control activities include reviews of
actual performance versus budgets, forecasts, and prior period performance.

Management should conduct independent checks or verifications on function performance and
reconciliation of balances.

Information Processing

There are two broad groupings of information systems: General controls and Application controls.

Management should establish policies and procedures to ensure that general controls are commonly in
place over the following areas:

e Data center operations.
e System software acquisition and maintenance.
e Security access.

e Application system development and maintenance.

Management should also establish policies and procedures for application controls, which apply to the
processing of individual applications. These controls ensure valid, complete, properly authorized, and
accurately processed actions.

Physical Controls

Management should establish safeguards and physical controls over the following activities:

e The physical security of assets, such as secured facilities.
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e Access to books, and sensitive records and systems.

e Authorization for access to computer programs and data files.

Segregation of Duties

Management should reduce the opportunities to perpetrate and conceal errors, irregularities, or any
wrongdoing. Management must assign different people the responsibility of authorizing transactions,
recording transactions, and maintaining custody of assets. For these safeguards, management should
ensure that vacation requirements or periodic rotation of duties for personnel in sensitive positions
occurs.

Information and Communication Systems

Management must identify, capture, and communicate information to enable people to carry out their
responsibilities. Internally generated data, along with external events, activities, and conditions is
necessary for a business to make informed decisions.

To be effective, management must communicate information to the people who need it to carry out
their responsibilities. Management must design ways to downstream messages from the top, as well as
upstream significant information.

An information system should provide sufficient detail to propetrly classify the transaction for financial
reporting, and measure the value of the transactions in a manner that permits recording the proper
monetary value in the financial statements in accordance with GAAP.

Information and Communication Systems Assessment Process

Communication involves an understanding of individual roles and responsibilities pertaining to internal
control over financial reporting. Determine whether policy manuals, accounting and financial reporting
manuals, and other memoranda effectively communicate internal control responsibilities.

Determine if management established systems to capture and impart pertinent and timely information
in a form that enables staff to carry out their responsibilities. Also, determine whether the following
safeguards exist:

e Accounting systems identify and record all valid transactions in the proper accounting period,
ensure accountability for related assets and liabilities, and present transactions and related

disclosures in the financial statements.

e Management information systems identify and capture relevant internal and external
information in a timely manner.

e Contingency plans exist for information systems.
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Monitoring

Monitoring is a process that assesses the quality of the internal control performance over time.
Management must build ongoing monitoring activities into the normal recurring activities of their
association, and monitor the internal control system on an ongoing basis to ensure that the system
continues to be relevant and addresses new risks. In many cases, the internal auditor is responsible for
monitoring the entity’s activities and regularly provides information about the functioning of internal
control, including the design and operation.

The Monitoring Assessment Process

Determine who oversees and assesses the monitoring process. Review the type of periodic evaluation
of internal control that occurs. For example, is it by self-assessment or by independent audit? Check
whether systems ensure timely and accurate reporting of deficiencies and whether there are processes to
ensure timely modification of policies and procedures, as needed.

ASSESSING CONTROL RISK

Under SAS No. 78, control risk is the risk that the entity’s internal control system will not prevent or
detect on a timely basis a material misstatement. Assessing control risk is the process of evaluating the
design and operating effectiveness of an entity’s internal control. Although you do not ordinarily
consider the individual components of internal control, you should consider the combined aspects of
the five SAS No. 78 components.

® You can assess control risk in quantitative terms, such as percentages, or in nonquantitative
terms that range from maximum to minimum.

Assessing Control Risk at the Maximum

You should assess control risk at the maximum when there is risk that internal control will not prevent
or detect material misstatements on a timely basis. In addition, you should review control risk at the
maximum if management’s representations conflict with controls or reduce the effectiveness, or you
have concern that you cannot obtain sufficient competent evidential matter to evaluate the
effectiveness of internal controls.

Assessing Control Risk at Less Than Maximum

Assessing control risk below the maximum involves performing tests to evaluate the effectiveness of
such internal control. Tests of controls should determine whether the control is suitably designed to
prevent or detect material misstatements. These tests ordinarily include evidence obtained from the
following actions:

e Conducting management inquiries.

e Inspecting documents and reports to review how staff performs controls.
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e Observing directly how management applies the controls.
e Retesting how management applies the controls.

e Evaluating if management designs an effective internal control system to monitor and correct
noncompliance.

e After examining the components and their risk, draw an overall conclusion as to the adequacy
of the association’s system of internal control and include the assessment in the report of
examination. A system deemed inadequate is potentially in noncompliance with Appendix A of
12 CFR Part 570, Interagency Guidelines Establishing Standards for Safety and Soundness.
OTS may notify an association with an inadequate assessment of the need to file a plan of
compliance as provided for under the regulations. The plan would establish the manner in
which the association will rectify its internal control deficiencies.

Overall Assessment
The overall risk assessment should determine whether management takes the following actions:
e Supports fully the concept of effective internal control.

e Encourages their employees to comply with the controls.

LIMITATIONS OF INTERNAL CONTROL

When operating under the best of conditions, internal control provides only reasonable assurance to
management and the board of directors that the association is achieving its objectives. Reasonable
assurances do not imply that the internal control systems will never fail. Many factors, individually and
collectively, serve to provide strength to the concept of reasonable assurance. However, because of
inherent limitations, management has no guarantee that, for example, an uncontrollable event, a
mistake, or improper reporting incident could never occur. Thus, it is possible for the best internal
control system to fail. The limitations inherent to internal control are:

e Judgment

e Breakdowns

e Management override

e (Collusion

e Fraud

e Cost versus benefits.
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We discuss each of these limitations below.

Judgment

Human judgment can limit the effectiveness of internal controls. Management makes business
decisions based on the information at hand and under time constraints. With hindsight, these decisions
may produce less than desirable results.

Breakdowns

The best internal control system can experience any of the following breakdowns:
e Misunderstood instructions

e (areless employees

e Inadequate training

e Time limitations.

Management Override

Management override means management overrules prescribed policies or procedures for illegitimate
purposes with the intent of personal gain or to enhance the presentation of financial statements.
Override practices include deliberate misrepresentations to regulators, lawyers, accountants, and
vendors.

Do not confuse management override with management intervention. Management intervention
represents management’s actions that depart from prescribed policies for legitimate purposes. At times,
management intervention is necessary to deal with nonrecurring and nonstandard transactions or
events, that otherwise might be handled inappropriately by the control system.

Collusion

When two or more individuals act in concert to perpetrate and conceal an action from detection, they
can circumvent any system of internal control.

Fraud

Fraud is a broad legal concept, and involves intentional illegal acts that generally cause misstatement in
the financial statements. Management bears the primary responsibility for detecting fraud. Internal
control systems implementation is part of management’s fiduciary responsibilities to prevent fraud and
abuse by insiders. While the primary objective of an examination is the qualitative analysis of the
association, fraud detection is certainly a goal when reviewing an association’s internal control system.
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Recent problems concerning insiders at some associations have some commonalities. Potential red flags
that could signal fraud include the following situations:

e Management that is hostile or uncooperative towards examiners.

e Significant insider transactions that the association impropetly approves or fails to fully
document.

e Basic internal control deficiencies, such as failure to separate functions or rotate duties.
e DPoor or incomplete documentation.

e Financial accounting systems and reports are unreliable, underlying controls are deficient, or the
reconciliation process is lacking.

e Repeated and significant Thrift Financial Report reporting errors.

e Continuing unsafe and unsound conditions.

You should be aware of the potential warning signs of fraud and the examination and audit procedures
that you should employ when warranted. If you encounter any red flags, you should bring the situation
to the attention of the Regional Accountant. For more information, see Examination Handbook
Section 360, Fraud and Insider Abuse.

Costs versus Benefits

The challenge is to find the right balance between the proper controls and the costs to design and
implement internal controls. Excessive control is costly and counterproductive. Too few controls
present undue risks.

EXAMINATION APPLICATIONS

Internal Control and Funds Transfer Questionnaires

The objective of examining the internal control of an association is to assess the extent to which
management has established internal control procedures and programs to identify and mitigate the
association’s internal control risks. In planning the examination, be aware of the following situations
that may suggest that there is a breach in the control system that warrants attention:

e Management does not implement effective procedures to correct internal deficiencies noted in
audit reports.

e Management scales back or suspends the internal audit function.
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e The internal auditor has an operational role in addition to audit responsibilities. For example,
the internal auditor reports through operating management and not directly to the board of
directors or a committee. Ideally, the internal audit function should be under the board of
directors or the audit committee, and the internal auditor should report directly to them. The
extent to which the internal auditor reports to management may warrant attention to ensure
that such reporting does not impair the independence of the internal auditor.

e The association’s external audit firm lacks savings association or bank audit experience, or the
auditors assigned have limited experience.

e The association enters new areas of activity without first implementing proper controls, or
engages in new activities without experienced staff and appropriate controls in place.

e The association fails to provide adequate reports to the board of directors.

e The association does not have proper controls in high-risk areas.

e The association often deviates from board-approved policies with exception documentation.
e The association fails to effectively segregate duties and responsibilities among employees.

Level | Procedures

Review the list of objectives in the Internal Control Program, included in the Appendix of this
Handbook section, and follow the Level I Procedures to design the examination. These procedures are
generally sufficient when an association has an effective internal audit function.

Although the five components of internal control provide a useful framework for you to review the
effect of an entity’s internal control in an examination, they do not reflect how the association considers
and implements internal control. Therefore, you should consider the five SAS No. 78 components in
the context of the following criteria:

e Size of the association.

e Organization and ownership characteristics.

e Nature of the association’s business.

e Diversity and complexity of the association’s business.

e Methods of transmitting, processing, maintaining, and accessing information.

e Legal and regulatory requirements.
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Management’'s Responses

OTS sends questionnaires to the association as part of the PERK. Association management answers
the Internal Control Questionnaire and the Funds Transfer Questionnaire, which contain questions
regarding the overall internal control system of the thrift. You should verify answers provided by
management to ensure that the answers accurately reflect the association’s activities.

In both the Internal Control and Funds Transfer Questionnaires, there are certain “flagged” questions
that are the minimum verifications you should perform.

Internal Audit Work Papers

Examine samples of work papers from internal audits, and include samples from outsourced functions
or director’s examinations. The samples should be sufficient to provide a basis to validate the scope and
quality of the association’s internal control system, and determine the amount of reliance, if any, you
can place on the system.

Review also, whether the external auditor communicated any reportable conditions, either orally or in
writing, to management. If you determine that external audit work papers are necessary for your review,
contact the Regional Accountant before requesting external audit work papers, or other pertinent
documents related to the external auditor’s judgment about the association’s internal control. See
Handbook Section 350 for requesting external audit work papers, Appendices D and E.

Make requests for work papers specific to the areas of greatest interest. The request may include related
planning documents and other pertinent information related to the internal control areas in question. If
management or the internal auditor refuses to provide access to the work papers, contact the Regional
Accountant.

If the internal audit work papers review or the external auditor’s communications with management on
reportable conditions raises concerns about audit effectiveness, discuss the issues with management, the
board of directors, and the audit committee. If issues remain unresolved regarding external audit work,
consult the Regional Accountant.

Level Il Procedures

Based on management’s responses to questionnaires, or when an association does not have an effective
system of internal audit, or when warranted based on examination findings, consider expanding the
scope of the examination to include Level II procedures provided in the Internal Control Program.
Also perform appropriate Level II procedures if the association outsources any significant activities and
Level I procedures are insufficient to determine how the association controls the outsourced activity.

Issues that would require expanded procedures under Level II include:
e Concern about the competency or independence of internal auditors.

e No internal audit program is in place.
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e Unexplained or unexpected changes occurring in the internal or external auditors, or significant
changes occurring in the audit program.

e Inadequate controls in key risk areas.

e Deficient audit work papers in key risk areas, or work papers that do not support audit
conclusions.

e High growth areas exist without adequate audit or internal control.

e Inappropriate actions by insiders to influence the findings and scope of audits.

If significant concerns remain about the adequacy of internal control, the next step, after completion of
Level II procedures, should be to consider expanding the scope of the review to include procedures
under Level III of the Internal Control Program. The following situations may warrant Level III
procedures:

e Account records are significantly out of balance.

e Management is uncooperative or poorly manages the thrift.

L4 Management restricts access to records.

e Significant accounting, audit, or internal control deficiencies remain uncorrected from previous
examinations ot from one audit to the next.

e Internal auditors are unaware of, or unable to sufficiently explain, significant deficiencies.
e Management engages in activities that raise questions about its integrity.
e Repeated violations of law affect audit, internal control, or regulatory reports.

e Other situations that you believe warrant further investigation.

Consult with the Regional Accountant to determine which procedures you should perform.

OUTSOURCING RISKS

Associations rely increasingly on services provided by third parties to support a wide range of activities.
Outsourcing, both to affiliated companies or third parties, may help manage costs, improve and expand
services offered, and obtain expertise not internally available. At the same time, reduced operational
control over outsourced activities may expose an association to additional risks.
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Outsourcing involves some of the same operational risks that arise when an association performs a
function internally. Such risks include the following:

e Threats to the availability of systems used to support customer transactions.
e The integrity or security of customer account information.

e The integrity of risk management information systems.

Under outsourcing arrangements, however, the risk management measures commonly used to address
these risks, such as internal controls, are generally under the direct control of the service provider,
rather than the association that bears the risk of financial loss, damage to its reputation, or other
adverse consequences.

OTS expects associations to ensure that controls over outsourced activities are equivalent to those that
the association would implement if they conducted the activity internally. The association’s board of
directors and senior management should understand the key risks associated with the use of service
providers. They should ensure that an appropriate oversight program is in place to monitor each service
providet’s controls, condition, and performance. See discussion of outsourcing in Handbook Section
355, Internal Audit.

REFERENCES

United States Code (12 USC)

Federal Deposit Insurance Act

§ 1831 Contracts Between Depository Institutions and Persons Providing Goods,
Products, or Services

§ 1831p-1 Standards for Safety and Soundness

Code of Federal Regulations (12 CFR)

Part 363 Requirements For External Audits And Audit Committees
Part 570 Appendix A, Interagency Guidelines Establishing Standards for Safety and
Soundness

OTS References

Directors” Guide to Management Reports
bttp:/ [ www.ots.treas.gov/ docs/ 48091 .pdf
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AICPA Professional Standards

Statement of Auditing Standards (U.S. Auditing Standards (AU))

No. 55 Consideration of Internal Control in Financial Statement Audit (AU 319)

No. 60 Communication of Internal Control Structure Related Matters Noted in an

Audit (AU 325)

No. 78 Consideration of Internal Control in a Financial Statement Audit: An
Amendment SAS 55 (AU 319)

No. 94 The Effect of Information Technology on the Auditor’s Consideration of
Internal Control in a Financial Statement Audit (AU 319)
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Internal Control

Program

EXAMINATION OBJECTIVES

Determine whether existing controls reasonably ensure all of the following:

Accurate and reliable accounts and records.
Properly authorized transactions.

Adequately safeguarded assets.

Compliance with applicable laws and regulations.

Identification of weaknesses that require further examination (testing) and correction.

EXAMINATION PROCEDURES

Perform the procedures that summarize the internal controls review. The procedures require the input
of other regulators on the team.

LEVEL |

Level I procedures are typically sufficient when an association has an effective internal
audit function in place and no findings develop that would cause an expansion of scope.

1.

In consultation with the examiner in charge (EIC), review and evaluate the responses
to the Management Questionnaire (PERK 002), the Internal Control Questionnaire
(PERK 004), and the Funds Transfer Questionnaire (PERK 018). Follow up by
reviewing appropriate internal audit work papers and by interviewing the internal
auditors and operations staff to determine possible areas of internal control
weaknesses. Perform this review as early in the examination as possible. Immediately
notify the examiner assigned any area where there are possible weaknesses so the
examiner can make any necessary scope changes.

WKP. REF.

Review management reports on internal controls and related attestations by
independent accountants required by the Federal Deposit Insurance Corporation
Improvement Act (FDICIA). Review the external audit internal control work papers
or other communications regarding reportable conditions.

Exam Date:

Prepared By:

Reviewed By:

Docket #:
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Program

WKP. REF.

3. Check for material weaknesses in internal controls by noting any deficiencies
reported in the following:
e Recent internal and external audit reports.
e Related management letters.
e  Management and the board of directors’ responses.

e The most recent examination reports of all types.

Determine if management has corrected the deficiencies. Determine the reasons if
management has not taken effective corrective action. If management has not taken
effective corrective action or if new deficiencies developed, follow appropriate
procedures for reporting.

4, Determine whether management modified its program of internal control through
policy or procedural changes since previous examinations of all types. If so, evaluate
the reasons for, and the validity of, such changes.

5. Determine whether management established an effective system of internal control
and enforces the controls for subordinate organizations and other subsidiaries.

6.  Verify that management enforces all critical policies.

7. Review the general questionnaires as other examiners complete them during the
examination to identify all critical internal control weaknesses noted. Discuss these
weaknesses with appropriate management personnel, either personally or by the
examiner responsible for the review of these areas.

Exam Date:
Prepared By:
Reviewed By:
Docket #:
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Program

10.

11.

Verify that appropriate staff performs reconciliation of general ledger accounts with
subsidiary ledgers, supporting documentation, or external confirmations often.
Check whether the association promptly clears or resolves reconciling items. (You
may do these verifications piecemeal as part of several other examination programs.)

WKP. REF.

Determine whether the association outsources any significant activities to third-party
vendors. Review internal and external audit reports for identified problems or
concerns regarding outsourced activity. Perform Level II procedures as appropriate.

If the association uses its external auditors to conduct the internal audit, determine
that the association maintains the integrity and quality of internal control.

Determine the presence and effectiveness of internal control activities in all major
business lines.

LEVEL Il

You should perform Level II procedures when an association does not have an effective
system of internal audit or when warranted based on examination findings. You should
also perform appropriate Level II procedures if the association outsources any significant
activities and Level I procedures are insufficient to determine how the association handles
and controls the outsourced activity.

1.

Determine whether the external auditor appropriately evaluated internal control by
reviewing the engagement letter and management letter on internal controls. Review
audit work papers only after consulting with the EIC and/or the FM.

Exam Date:

Prepared By:

Reviewed By:

Docket #:
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Program

WKP. REF.

2. Determine whether internal audit or alternate control reviews are sufficiently
independent. Pay particular attention to independence issues when the association
uses the external auditors to conduct the internal audit.

3. Determine the frequency of testing and reporting for compliance with laws and
regulations. Determine whether the association gives appropriate attention and
follow-up to violations of laws and regulations.

4. Assess the adequacy of information and communication systems.

5. Determine whether management gives appropriate and timely attention to material
control weaknesses once identified.

6.  Review outsourcing contracts with third-party vendors to determine their existence
and that they are sufficiently detailed commensurate with the scope and nature of
the outsourced activity. (See the discussion of Outsourcing in Handbook Section

355.)

7. Determine that the third-party vendor has implemented internal control policies and
procedures comparable to those that the association would utilize if the association
conducted the activity internally.

8. Determine that the association properly documents and approves all insider and
affiliated party transactions.

Exam Date:
Prepared By:
Reviewed By:
Docket #:
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Program

WKP. REF.

9. Review director’s, officer’s, and employee’s deposit accounts for any unusual activity.

10.  Ensure that your review meets the Objectives of this Handbook Section. State your
findings and conclusions as well as appropriate recommendations for any necessary
corrective measures, on the appropriate work papers and report pages.

LEVEL Il

After consultation with the field manager you should perform agreed upon Level 111
procedures based on findings from Level I and Level II procedures. You should also
consider Level III procedures when:

e Level I and II procedures are insufficient to draw sound conclusions.

e The association is not audited by an independent party.

The association does not have an internal audit program in place.

1. Verify cash on hand. Review cash items or any other assets or liabilities held in
suspense accounts to determine proper and timely disposition.

2. When control concerns exist in a given area or activity, prove subsidiary records for
targeted area to the general ledger such as loans, investments, or deposits.

3. Verify the safekeeping of securities on hand or held by others.

Exam Date:
Prepared By:
Reviewed By:
Docket #:
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Internal Control

Program
WKP. REF.
4, Review accrued interest accounts and test the computation and disposition of
interest income.
5. Verity the loan balances for loans charged-off since the previous examination and

the debit entries to the allowance account.

6. Check supporting documentation for loans charged-off.

7. Review loan recoveries and check the credit entries in the allowance account.

8.  Review closed deposit accounts to determine that they were propetly closed. Review
dormant account activity for propriety.

9. Review deposit overdraft activity to determine legitimacy and adherence to policies.

10.  Review the timeliness and adequacy of all bank account reconciliations.

11. Review all suspense accounts and ascertain explanations for large or unusual items.
Determine that no one is using a suspense account to divert deposits, conceal
impaired or worthless assets, or hide shortages.

Exam Date:
Prepared By:
Reviewed By:
Docket #:
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Program

WKP. REF.

12. With the written concurrence of the field manager, conduct a direct verification of

appropriate loan or deposit accounts.

13. Review the timeliness of wire transfer verifications and reconciliations and verify that

independent parties were involved in

the process.

14.  Determine that association management propetly supports and approves entries to
the books and records and that they review unusual entries.

15.  Request documentation for significant or unusual transactions. Review the tax return

for disclosures.

EXAMINER’S SUMMARY, RECOMMENDATIONS, AND COMMENTS

Exam Date:

Prepared By:

Reviewed By:

Docket #:

Office of Thrift Supervision

February 2002
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Appendix A: Internal Control Section 340

This discussion briefly addresses subjects in the Internal Control Questionnaire and Funds Transfer
Questionnaire. The association completes these Questionnaires as part of the PERK. You should
follow up with an interview and indicate on the form any answers that you verified. The association
must explain negative responses and you should review through interview and observation any
problems needing supervisory attention. Many of these topics are somewhat self-evident and the
Handbook covers others in more detail in other sections.

Internal Control Questionnaire

Internal Audit

Associations should have an internal auditing program that is appropriate to its size and the nature and
scope of its activities. Associations should follow specific procedures to test accounting information
and internal routine and controls. Preferably, the internal auditor should report findings to the board of
directors or an audit committee consisting of outside directors. Internal audit reports should include
suggested corrective actions to noted problems. The board or audit committee should ascertain
whether management made adequate corrections when recommended. A full-time internal auditor
should preferably serve the board or audit committee. If this is impractical, at least the board or audit
committee should review the auditor’s performance. It should set the salary to keep the auditor

independent of the audit subjects, especially top management. Refer to Examination Handbook Section
355, Internal Audit.

General Items

The records and systems should enable others to trace any given item as it passes through the
association’s books. Exception or large item reports list all transactions over a specific dollar amount,
regardless of whether they involve cash, check, etc. The association should have a person not involved
in the transaction review the report for unusual items. You may suggest to management that they create
such reports if the association does not currently prepare them.

Cash and Cash Items

Cash items are “near cash” checks received as deposits from customers. In the normal course of
business, the association sends these items to a correspondent that collects them from the drawee
institution. The association receives immediate credit for them. The correspondent will return some
items as cash items in which the association will have to resend for collection again. The association
may also return them to the depositor.

Checks drawn on uncollected funds in an association are a form of loans to depositors. Management
should use software controls and a daily drawing on uncollected funds report to monitor these checks.
You can identify these checks by deposit accounts with deposit totals for the past three days being
greater than the balance for the day. Checks drawn on uncollected funds must be limited to prevent
abuse by depositors unworthy of credit. Some associations reject all checks drawn on uncollected
funds. If an association permits drawings on uncollected funds, then management should allow such
drawings only after they make a credit decision on the creditworthiness of the depositor. You should
determine how management controls or prevents checks drawn on uncollected funds.
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Overdrafts are loans made by paying checks that draw a deposit account into a negative (debit) balance.
Management should permit overdrafts only after it makes a credit decision on the customer (borrower).
An officer should review overdraft activity every day for old, overly large, or inappropriate overdrafts.

Return items are checks deposited in an association, but drawn elsewhere and returned for some
reason, usually non-sufficient funds (NSF). The normal procedure for handling return items is to call
the depositor and ask if the depositor knows if the item will be good if sent for collection on that day,
or if it should be bought back by the depositor. The appropriate staff person should record return
items as return item assets if not debited to a customer’s deposit account. The association should not
hold return items for days pending a decision. They may result in losses, if not paid soon. Management
should maintain over and short accounts for each person with a cash drawer. If activity is minimal, then
each entry should identify the person with the cash difference. Larger operations may have over and
short accruals to compare actual performance with projections.

Management must ensure that accounting controls over all liquid assets prevent personal use by
employees. Management’s policies should not permit “IOUs” in cash or cash item totals. An
appropriate staff person should record all cash and cash item transactions and review them daily to
limit abuse.

Association (Official) Checks

Many associations use checks drawn on themselves (known variously as “on-us checks” or “official
checks”) for payment of expenses, interest, dividends, and loan proceeds. They may also sell them to
customers as cashiet’s checks or money orders. The association must honor its own checks or risk its
reputation. The association cannot reject its checks unless there is fraud. For these reasons,
management must have policies in effect to control official checks.

One common control is to require two authorized signatures. If management does not require two
signatures, someone without signature authority should control the unsigned blank checks. This person
should fill out the check amount and payee based on an approved voucher. The approving officer
should compare the voucher to the check before signing it. Ideally, the appropriate staff person should
verify unused check supplies to a shipping invoice to ascertain that the supply has not been lost and
subject to misuse. After checks are paid, someone should review the checks for authorized signatures
and compare them with vouchers for alteration. Someone should reconcile copies of outstanding
checks to vouchers and the respective liability accounts.

Due From Banks

Due from banks describes assets that consist of demand and time deposits maintained in other financial
institutions to facilitate the transfer of funds. Also called correspondent bank balances, these accounts
enable the transfer of funds between financial institutions, resulting from the collection of cash items
and cash letters, the transfer and settlement of securities transactions, the transfer of participating loan
funds, the purchase or sale of federal funds, and from many other causes. Shortcomings in procedures
and controls, as they relate to due from bank accounts, can lead to manipulation and shortages. The
association must check incoming statements from banks to record copies in each instance to protect
against fraud and errors.
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Investments and Securities

Transactions in investment securities are typically large and involve liquid movable assets, thus making
controls in this area very important. To ensure accurate records as well as discourage fraud, appropriate
staff should implement the following controls:

e Document transactions and maintain them separately from the initiating officers and the
executing traders (if the association has its own trading operation).

e Record all transactions and all holdings in a securities ledger system.

e Reconcile the transactions and the securities ledger to confirmations and broker statements
daily.

e Reconcile transactions and the securities ledger to the general ledger at least monthly.
e Maintain accrual accounts to ensure income is collected.

e Review broker statements and confirmations and reconcile them to the books before they go to
the investment officers (this action limits the chance of abuse by unauthorized officers in
concert with brokers).

Management should enforce policies that limit, by dollar amount, board-granted investment authorities.
They should require dual approval for unusually large transactions. Management should make this
policy clear to brokers doing business with the association. Brokers should never have the authority to
manipulate association assets without prior approval for every transaction. Investment advisors should
advise the association, not the broket.

Brokers frequently engage in borrowing of customers’ assets through repurchase agreements or use of

customers’ assets as collateral for their own trading. Management should only permit this for the most

creditworthy dealers, who are typically the primary dealers in treasury issues subject to daily monitoring
by the Federal Reserve.

To discourage unauthorized and unrecorded transactions (personal trading with association assets), the
authorizing officer should initiate book entries for transactions by memo to the paying officer who
books the transaction. Both parties perform their part of the transactions simultaneously on the
clearing day. Therefore, all securities transactions should be delivery versus payment.

Most associations hold securities in safekeeping under delivery versus payment procedures.
Management should permit free deliveries; those not requiring payment (such as a transfer from one
safekeeping agent to another), only under contract specified dual approval to deter theft of the
portfolio. When the association holds negotiable securities on premises, the securities should be under
strict dual control at all times. Refer to Handbook Section 540, Investment Securities.
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General Lending

To control the income from loan originations, management should provide a written schedule of fees
and interest rates for originators to follow. Loan administration personnel should test loan originations
to assure compliance with policy. Associations must establish a lending limit in accordance with 12
CFR § 560.93, Lending limits, to prevent overlending to any one borrower. Loan administration should
enforce the limit by ensuring that it does not fund loans in excess of the association’s legal lending limit.
The internal auditor should report any excess loans to the board of directors.

Management should base the allowance for loan and lease losses (ALLL) on an internal asset review
(IAR). They should then periodically review the credit quality and collectability of the association’s
loans and leases. Staff members that review and grade assets as part of the IAR should not be
responsible for originating or servicing activities.

Loan originators may request loan disbursements. Until loan administration verifies that the
disbursement is in agreement with the contract and the loan complies with policies, management must
not authorize the disbursement. Loan administration staff should obtain and verify credit information.
They should not be involved in the loan origination. These are essential segregation of duties
preventing loan officers from misapplying funds.

Internal lending limits are an extremely important control. The board of directors should implement all
of the following safeguards:

e Set low individual lending limits for all officers.
e Require two or more officers to co-approve larger loans.

e Require advisory committees to co-approve especially complex or very large loans.

All loans not meeting strict board approved limits and policies should require prior board approval
before commitment or funding.

A central loan (or liability) ledger should tie together all direct and indirect credits and commitments for
each borrower. Otherwise, the association runs a risk of lending too much to one borrower in violation
of internal policies or regulations.

Construction Lending

Construction lending involves many disbursements to cover construction costs as construction
progresses. The association must have a construction inspector on site to verify that requests for funds
(draws) are legitimate. The inspector should check to make sure material is on site and that the
contractor follows construction plans. It is also prudent to occasionally alternate inspectors at each site.
Their supervisor should occasionally perform a review inspection to ascertain that inspections are
reliable. Before disbursement of funds, loan administration should match inspection reports to draws.
They should compare them with construction plans to ensure that work is progressing accordingly.
Loan administration should never authorize cash disbursements.
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Staff should not make payments to third parties directly. To prove that a borrower received funds, the
appropriate staff should make the payments to the borrower’s account for payment of specific draws.
Checks, however, may be payable jointly to the borrower and a supplier or subcontractor. When a
contractor provides paid bills and materialmens’ lien wavers, staff should compare them with draws to
be certain that the loan funds will pay for actual expenses. Loan administration should compare
progress from draws with construction plans to ensure that they are not funding cost overruns without
due consideration. Refer to Examination Handbook Section 213, Construction Lending.

Loan Servicing and Recordkeeping Functions
After loan approval, staff should take the following steps:

e Maintain records under careful control to ensure that collection will be possible if legal action is
necessaty.

e Keep all collateral secure, so it cannot be lost, stolen, or released to the borrower early.

e Place large dollar collateral under dual control so that employees do not release it in error or
through collusion with a borrower.

e Maintain complete collateral documents to ensure perfected collectible liens.
e Control advance payments on loans with appropriate accounting procedures.

e Whenever possible, cross-collateralize loans with the same obligor, that is, all collateral should
cover all loans of the obligor.

Loan administration must be careful to adjust interest rates according to contracts. Collection efforts
should follow official procedures to avoid legal complications. Collectors should keep a log of all
contacts with delinquent borrowers, detailing any promised action. Management should use insurance
ticklers to ensure that borrowers pay insurance premiums on time.

Accrued Interest Receivable

To prevent diversion of interest earned by the association and to ensure that interest calculations are
correct, the appropriate staff should perform audit tests on interest calculations.

Advance Payments by Borrowers for Taxes and Insurance

Borrowers often make regular payments to an association for real estate taxes and insurance on
collateral real estate. The association credits these funds to escrow or impound accounts. Staff should
analyze these accounts annually to make sure the association is receiving adequate funds to cover the
next expense payments. As a further control practice, the association should send the borrower an
annual statement of escrow account activity. It should involve the audit department in any customer
disputes. Refer to the Mortgage Banking sections of this Handbook.
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Loans in Process

The association typically places funds allocated for construction loans in a “loans-in-process” (LIP)
account and pays draws from this account. Management should review, approve, and audit draws from
LIP to ensure proper application of funds. Refer to Examination Handbook Section 213, Construction
Lending.

Commercial Lending

The variety and risks of commercial lending require administrative controls on both information and
collateral. Management should put a tickler system into operation to ensure timely requests for financial
statements from borrowers and guarantors, and to track exceptions. Qualified persons should evaluate
collateral and appraise it for adequacy. Management should control collateral release to prevent loss
from untimely release. Refer to Examination Handbook Section 214, Other Commercial Lending.

Other Loans (unsecured, mobile homes, etc.)

Loan administration must control the entire process of lending and collecting. When a government
agency is involved in a loan, the association must strictly meet the requirements for the guarantee or
participation or the agency is generally relieved of duty to honor the guarantee. The association should
verify the amount of Federal Housing Administration reserve accounts annually with the Department
of Housing and Urban Development.

Dealer paper refers to loans originated by a retail seller of merchandise that the association funds or
purchases. In funding such loans, management must maintain strict segregation of duties to avoid loss,
because the association has no control over the dealer’s employees. The association must record
collateral liens according to state law before another creditor records a lien. Management should inform
the board of directors of charge-offs and recoveries to ensure that diversion of funds does not occur.
The association must control and inspect collateral, because unlike real estate, merchandise is moveable.
A financially healthy dealer can deteriorate quickly in an adverse economy. Thus, management should
control collateral and carefully inspect it, since it may become the only source of payment.

Many manufacturers of mobile homes and other consumer items may have a variety of dealer financing
plans that can distort the true dealer cost through rebates and volume discounts. Lending based on an
invoice is, therefore, very risky. If the association finances inventory, the association must be familiar
with the current wholesale market value of such inventory. Refer to Examination Handbook Section
216, Floor Plan and Indirect Lending.

Credit Quality Review

Credit quality review, also known as the internal asset review or the internal classification review, is a
vital credit quality control program. Refer to Examination Handbook Section 260, Classification of
Assets.

Deposit Account Loans

Losses can be serious if the association does not adequately control loans secured by deposit accounts.
Lack of control may result in serious problems. These problems include:
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e Forged signatures on the loan documents.
e Misapplication of loan proceeds.

e Withdrawal of collateral deposits without paying the loan. Refer to Examination Handbook
Section 560, Deposits/ Borrowed Funds.

Real Estate Owned and Other Repossessed Assets

The association must establish ownership of real estate, acquired because of debts previously
contracted, according to local laws and customs under legal advice. Accounting practices require a
prompt appraisal to determine the correct carrying value of the new association asset. Management
must periodically inspect properties for needed maintenance to limit deterioration. If properties have
material value, the association’s management should bond collection and management agents, or at
least ensure that they are bondable. The association should acquire hazard insurance, when available.
Refer to Examination Handbook Section 251, Real Estate Owned and Other Repossessed Assets.

Real Estate Held for Investment

Management should control each parcel separately to provide for informed decisions to hold or sell.
They must maintain accounting controls to create reliable records. Refer to Examination Handbook
Section 230, Equity Investments, for more comments.

Fixed and Other Assets

While these assets may not require as much attention as others, management must maintain routine
accounting controls as support for the general ledger and tax returns. Refer to Examination Handbook
Section 250, Other Assets/Liabilities, and Section 252, Fixed Assets.

Deposit Accounts

Due to the high volume of activity in deposit accounts, management may streamline routines for
convenience and to minimize expense. To limit loss from errors and irregularities, management must
ensure that controls are in place to recognize unusual transactions and limit loss. These controls should
include:

e Officer approval and reviews for propriety regarding any unusually large transactions.

e Routine procedures and activity reviews that ensure segregation of duties and confirm
transactions with customers when they open and close deposit accounts.

e Reconciliation of deposit ledgers to the general ledger daily.
e Testing of interest calculations periodically to ensure correctness.

e Testing of accrued interest accounts for adequacy to ensure no misapplication of funds, or
under accrual of expense.
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e Dual control of all deposit accounts used as collateral to prevent inappropriate withdrawals.
e Periodic advertisement of unclaimed balances.

e Crediting unclaimed balance accounts to the State according to State escheat laws. (Escheat
laws limit the build-up of dormant accounts). Refer to Examination Handbook Section 560,
Deposits/ Borrowed Funds.

Review of check kiting reports.

Service providers normally provide a check-kiting report (for example, “Kiting Suspect Report™) to
associations that identifies potential check-kiting situations. The report shows those accounts with
activity indicating the drawing upon uncollected funds, and the recurring presence on the report by an
account holder could indicate a kiting situation. However, the parameters for these reports may vary
depending on whether the service provider allows the association to set up specific parameters;
otherwise, a default setting may be used. Most of the account holders identified on the report are not
involved in check kiting, but it does provide management with a good overview of the operation and
possible check kiting. The service provider usually runs the report on a daily basis. Someone who does
not have access to teller operations should review the report.

Deferred Credits

Generally accepted accounting principles require recognition of loan origination fees as income over
the life of the loan in accordance with SFAS No. 91. The association should carry such deferred income
as a deferred credit. See the Examination Handbook Section 251, Real Estate Owned and Other
Repossessed Assets, for comments on accounting conventions for sale of these assets.

Other Liabilities

Management should periodically review miscellaneous accounts to deter misuse. These accounts should
be minimal.

Capital (Reserves, Undivided Profits, etc.)

Management must carefully control all changes in the ownership records of the association through the
officially designated registrar. Management should report all capital account entries to the board of
directors. Refer to Examination Handbook Section 110, Capital Stock and Ownership.

Letters of Credit

These credit documents require strict controls similar to loans. Although letters of credit do not appear
on balance sheets, they can result in liabilities for payment. A bona fide commitment for a letter of
credit generally carries the same contingency for liability as a letter of credit, if the holder can prove the
authenticity of the commitment. Refer to the Examination Handbook Section 215, Letters of Credit,
for additional discussion.
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Funds Transfer Questionnaire

The transfer of funds is an essential activity for all depository institutions. It is, however, a source of
extreme vulnerability to material loss from mistakes and fraud if not adequately controlled. Control
procedures and fidelity bond coverage can limit the risk to capital. However, management should not
use the bond deductible and coverage as a substitute for adequate controls. A quick review of the
blanket bond deductible and coverage amount and any related policy riders will give you an idea of the
reliance the association places on control procedures to limit risk from funds transfer activities.

In your review, you should ascertain the following information:

e Whether the transfers pose risk to capital.

e Whether management prescribes reasonable controls.

e That management confirms or tests the controls periodically.

Use of the Funds Transfer Questionnaire and examination procedures should provide you with enough
information to make a reliable judgment on the adequacy of transfer controls.

This Appendix discusses the following:

e Background information.

e The transfer process.

e Common effective control procedures.

Background Information

Transfers may originate internally or externally. They can be among internal accounts or external
accounts and can involve one customer or many customers. Essentially, all transfers are instructions by
an authorizer to debit an account at an institution for credit to another account at either the same or
another institution.

For this discussion, funds transfer includes the transfer of control over funds, both internal and
external, to an association. Two common examples of internal transfers are: loan fundings and deposit
transfers among customers’ accounts in the association. External transfers are payments involving more
than one depository institution.

All associations engage in transfers. Most are involved in large transfers relative to their capital
accounts, and blanket bond coverage with deductibles. Associations without correspondent banking
departments and major corporate deposit accounts may not have a large volume of transactions.

Many routine control procedures exist that can limit risk from funds transfer activities. The procedures
in use must be compatible with the following parameters:
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e The volume of activity the association expects related to capital.
e Insurance coverage and deductibles.

e The size and diversity of the association’s staff.

Association management must ensure that staff encrypts all data transmissions using algorithms. This
protects information from improper disclosure or alteration. You can find additional text on electronic
funds transfer systems in the Federal Financial Institutions Examination Counsel (FFIEC) Information
Technology Examination Handbook. However, it does not address control procedures required by
funds transfer activities.

Transfer Process

Associations execute internal transfers through the accounting system. Internal transfers may be
initiated on paper, by direct key entry, or through other computer links.

Associations may execute external transfers through any of the following means:
e Official (drawn on us) checks

e Drafts on correspondent accounts

e Customer depository transfer checks

e Customer checks or drafts

e Computer link to independent transfer systems

e Direct computer link to a correspondent

e Voice telephone (voice transmission) call to a correspondent.

Transfers may use various transmission mediums such as:

e Dial-up common carrier lines (telephone, telex, electronic mail)
e Dedicated lines

e Hard-wire terminals requiring no dial up

e Paper text

e Electronically transmitted-image facsimile (FAX)

e Voice
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e Encrypted data.

These mediums may use various technologies such as wires, radio phone, cellular radio telephone,
microwave, or fiber optic lines, each with different security and vulnerability. There are several wire
transfer service providers:

e Fedwire

e CHIPS

e SWIFT

e The Federal Home Loan Banks

e Other correspondent banks

e Electronic mail services.
Each medium, method, technology, and service has strengths and weaknesses, and none are perfect.

Common Effective Control Procedures

A customer or association employee may initiate a transfer, which debits the customer’s account.
Appropriate association personnel must verify that the account holder authorized the customer debit.
Management must ensure that authorizations include a written contract specifying how, when, and who
can initiate transfers. A depository contract on a signature card may also detail authorizations.
Authorizations may be specific or general. General authorizations may be blanket for any amount or
repetitive for the same amount. A general authorization must include who may make transfers, how
much the transfers can be, and when the transfer can occut.

Appropriate staff should record general authorizations in system controls for automatic confirmation
of authorization. General authorization controls may require initiator and sender identification codes,
unique passwords, cipher codes, set procedures, and limited channels of communication. Appropriate
staff must initiate requests for transfers using contractually agreed upon means permitting confirmation
before execution.

Preferably, before a sender executes any transfer requests originating in the association, appropriate
association personnel must verify the initiator’s authorization and provide an approval to the sender.
Management should segregate the duties of initiating and executing a transfer. If prior approval is not
practical, then management should establish a transaction ceiling — an amount above which a lack of
prior approval will stop the transfer.

After execution of the transfer, appropriate association personnel should send notice of transfers to the
account holders’ address of record. Someone other than the initiator or executor should send the
confirmation to prevent tampering. The initiator or another person should review transfer accounting
entries for authenticity by comparing the transfer accounting entry with the approved request.

Office of Thrift Supervision February 2002 Examination Handbook 340A.11



Appendix A: Internal Control Section 340

It is very important that funds transfer approval levels increase proportionately with the amount of the
transfer. For example, for transfers less than $10,000, staff members or junior officers may make
approval. For amounts of $50,000 to $100,000, a junior officer may authorize the transfer once they
determine the transfer is valid. For amounts greater than $100,000, the association should require dual
officer approval. For amounts greater than $1 million, dual senior level officers should approve the
transfer with required callbacks from the receiving bank.

An example of a typical transfer is a customer phoning a request to transfer funds from a savings
account to a checking account. The customer is an authorized drawee on both accounts. This is not
problematic provided control procedures ensure that the authorizing customer is a drawee on both
accounts. Management should instruct association employees to verify that a drawee authorized, in
writing, any requested transfer from one customer’s account to another customer’s account, prior to
making the transfer. Large or unusual transfers should require higher level or approval before
execution. Subsequent controls should include either a review of debits to ascertain that the debit and
credit are between accounts with a common drawee, or that both an initiator and an approver have
confirmed the drawee’s authorization of the transfer.

To avoid misunderstandings with multiple drawee accounts, a drawee should sign a written
authorization indicating that the association should honor telephone requests for transfers between
accounts. Management should ensure that employees maintain a file of the written authorizations.

A typical two-party transfer is a debit to a checking account and credit to a utility or other creditor for a
monthly billing. The appropriate employee executes the transfer using a draft supported by an
authorization. Another typical two-party transfer is a debit to a loan or loans process account and a
credit to a supplier or contractor. For all transfers from one drawee’s account to another drawee’s
account, the association should have a written authorization or request from a drawee. The written
authorization or request should specify the following information:

e The amount the drawee wants transferred.
e The account to debit (charge, or transfer money from).

e The account to credit (transfer money to).
The authorization may cover several specific transfers, a series of transfers, or one transfer.

Follow-up controls should include confirmation of signatures on authorizations or requests. A person
independent of the initiation of a request should be involved in either the approval or the confirmation
process. This assures segregation of duties and limits opportunities for collusion. For example, the
initiator and sender of transfers should be separate; one individual should initiate the securities
transaction while another individual executes it. Payment (settlement) should only occur upon
confirmation of the initiated order to the executed trade ticket.

Transfers of funds outside of the association (external transfers) must be through accounts of the
association at correspondents. The appropriate association personnel should initiate the transfer
through regular communication channels.
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Daylight overdrafts are overdrafts existing between the daily closing of accounting records. Even when
daylight overdrafts are propetly controlled, they are a credit risk. If inadequately controlled, daylight
overdrafts may be a very serious transfer risk. When a correspondent permits daylight overdrafts, funds
available for transfer may be virtually unlimited and may be unrecoverable. To facilitate maximum
volume of transactions, controls on daylight overdrafts usually do not prevent excessive over drafting;
instead, they stop continued over drafting after the association exceeds a certain limit. For this reason,
internal controls on external transfers must be rigid and subject to frequent testing and review to
discourage and prevent loss.

Refer to Examination Handbook Section 580, Payments System Risk, for discussion of the setting of
limits for daylight overdrafts.

A low-volume voice transmission operation must also have rigid controls. Voice recognition alone is
unacceptable as a control. Generally, there is no witness to verify recognition and no call back to verify
the location of the caller. Typical controls require a four party callback or confirmation process on all
external transfers. For example, once the association receives a customer request, appropriate personnel
must confirm the request as authorized in writing by the customer, and approve it as confirmed. The
sender then executes the request by transmission to a correspondent. The usual means is by a telephone
call. The correspondent receiver hangs up the phone, and has an approver confirm the transfer request
with a separate confirmer at the association, usually by a telephone call back. This process must involve
four persons (two at each institution) to be a valid control procedure. It relies on segregation of duties
to prevent collusion at either institution. Management should implement the following additional steps:

e Provide each person with a recognizable identity such as a name, code word, or number.
e Identify each transfer by sequence number known to both the sender and receiver.

e Record all calls.

Segregation of duties requires that wire transfer senders not be initiators or approvers. Senders should
always look for the required approvals before sending a message. To control wire transfers, someone
not involved in either initiating, approving, or sending messages should frequently review all messages.
In low-volume PC operations, daily review of an unbroken printout of all messages (comparing the
record of messages with the approved request forms) is a common control review.

Other common control safeguards include the following procedures:

e Limited signing authorities.

e Dual controls over forms.

e Supervisor’s key controls on computer terminals.

e Unique passwords for transfer clerk (sender) and releaser.
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It is common for institutions to number each message with an encoded sequence number and require
use of a confidential test key to decode the number. For this control procedure to have integrity, the
holders of the test key should not have the ability to send or receive messages.

Management may require additional controls, such as limiting the funds available for transfer.
Correspondent banks require this procedure for extremely weak institutions to prevent daylight
overdrafts on respondent accounts. A correspondent relationship may also require that the institution
make all outgoing transfers from one specific account not used for incoming transfers. In addition, the
correspondent banks may not permit daylight overdrafts. This procedure requires the sending
association (respondent) to transfer funds from an operating account at the correspondent to a transfer
account before transferring funds to another institution. The first transfer request makes funds
available for transfer. The second transfer request executes the external transfer.

Someone without signature authority should control supplies of negotiable forms such as single
signature official checks and drafts. This person must require an authorized voucher for release of a
check or draft, preferably after it is prepared for signature. The appropriate staff should reconcile paid
official checks to accounting records of vouchers and review them for authorized signatures.

Whenever check-signing procedures use signature machines, the signature plates should be under key
control at all times, with dual control on dual signature machines and plates. Daily control procedures
should include reconciling the signature counter totals to the number of check authorizations to
ascertain that no one signed extra checks.

Daily independent reconcilement of wire transfers with correspondent accounts and general ledger
accounts is an essential control to ensure detection of any errors or misapplications of funds. Any
chances of retrieval of missent funds diminish quickly. You should check whether the institution has
routines that require action by two people to complete a transfer, one to receive or initiate the request
and another to confirm authenticity. If the association makes transfers to offshore privacy havens,
determine how management investigates the transfer for legitimacy.

Due to the detail involved, you should review the internal controls on funds transfers by interview and
observation rather than by audit methods. Any procedures allowing one person to remove unlimited
funds from an account without immediate detection should receive report comment and follow-up at
the next examination. Initiate enforcement action to correct unsafe and unsound operating procedures
whenever association management is uncooperative in resolving inadequate controls.
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INTERNAL CONTROL QUESTIONNAIRE
Preliminary Examination Response Kit
Office of Thrift Supervision

Docket #: >
Institution Name: >
Examination As of Date: >

A management official of the association should complete this questionnaire. If the association lacks an effective system
of internal audit or control, the examiner should verify appropriate responses and initial in the verified column. The
flagged questions are the suggested minimum verifications. Management must provide the examiner with an adequate
written explanation of all “No” answers, with an appropriate reference to the question, and supply copies of applicable
written procedures. If a question is not applicable to the association, respond with NA.

Internal Audit g

Verified
by Yes No
Examiner

1. Does the association have an internal audit program?

2. Do the internal audit programs contain written, specific instructions for audit
procedures for the internal auditor to perform?

3. Does the board of directors or the audit committee review internal audit re-
ports?

4, Does the audit committee consist only of outside directors?

5. Do internal audit reports suggest actions to correct internal control or proce-
dural deficiencies?

6. Is there a subsequent review to ascertain that the association implemented
suggestions for corrective actions?

7. Does the internal auditor report to or receive salary reviews by the audit
committee or board of directors?

8. Did the external auditor communicate any reportable conditions, either
orally or in writing, to management, the board of directors, or the audit
committee?
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INTERNAL CONTROL QUESTIONNAIRE
Preliminary Examination Response Kit
Office of Thrift Supervision

Docket #: >
Institution Name: >
Examination As Of Date>

Verified
By Examiner Yes No

General Items [i2)

|' : 9.  Does the association reconcile the following accounts to the general ledger
- at least daily (if activity is minimal, weekly or monthly reconciliations
may be appropriate)?

s .

W Loans in process
s

W Suspense accounts

¥ Accounts out of balance

10. Does the association reconcile the following accounts to the general ledger
at least monthly?

Loans
Investment securities

Borrowings

4
4
+  Real estate owned
4
™
w

Checking and deposit accounts

11. Does a person not involved in general ledger entries perform the recon-
ciliations?

¥ Person responsible?

12. Does a person not involved in the transactions periodically review and
investigate activity on exception and/or large items report(s)?

W Person responsible?

13. Does the association perform a regular review of insider activity for un-
usual activity and compliance with Regulation O?
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INTERNAL CONTROL QUESTIONNAIRE
Preliminary Examination Response Kit
Office of Thrift Supervision

Docket #: >
Institution Name: >
Examination As Of Date>

Verified
By Examiner Yes No

e 14. Does the association appropriately capitalize and expense all items?

|' . 15. Does the association periodically review deferred asset and liability ac-
- counts?

|' : 16. Does the association clearly show the nature and purpose of each entry to
- the deferred asset and liability accounts?

|' : 17. What is the name and position of the person authorized to make entries to
I the deferred asset and liability accounts?

b .
W Person responsible?

W Position of person?

18. Does the association balance and reconcile to third-party reports monthly
any association assets that others service or hold in safekeeping?

W Person responsible?

Cash and Cash Itemsjis

19. Does the association reject checks when the collected balance of the cus-
tomer’s demand deposit account is not sufficient to cover the item?

20. Are all personnel who have cash approval and disbursement authority re-
quired to take annual vacations of at least two consecutive weeks?

21. Does an independent officer review all overdraft activity?

b .
W Person responsible?

22. Are controls in effect to prevent withdrawals of uncollected funds?

23. Does the association promptly record on the books returned items previ-
ously deposited?
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INTERNAL CONTROL QUESTIONNAIRE
Preliminary Examination Response Kit
Office of Thrift Supervision

Docket #: >
Institution Name: >
Examination As Of Date>

Verified
By Examiner Yes No

|' ' 24. Are procedures adequate to ensure that the association monitors and clears
E— uncollected items?

b R
W Person responsible?

25. If the association maintains a petty cash fund, are all additions and with-
drawals documented?

26. Does the association balance the petty cash fund periodically?

27. Does the association have procedures that prevent the use of liquid assets
as compensating balances or collateral for personal loans of officers, direc-
tors, or employees?

28. Does the association record cash items appropriately in the general ledger?

29. Does the association review teller and accounting system override reports
and file maintenance summaries for unusual activity on a regular basis?

b . . .
W Person responsible for accounting overrides?

b . .
W Person responsible for teller overrides?

|' . 30. Are loan accounting systems included in the override reports?

e 31. Are personnel who have control over cash barred from performing over-
E— rides?

- 32. Do only designated personnel who have no control over cash approve and
—_— review overrides?

|' : 33. Does the association, at both home and branch offices, perform daily cash
E— reconciliations?

|' : 34. Does a person without teller responsibilities perform the daily cash counts?

|' ' 35. Are overages and shortages properly recorded in a cash over and short ac-
—_— count?
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INTERNAL CONTROL QUESTIONNAIRE
Preliminary Examination Response Kit
Office of Thrift Supervision

Docket #: >
Institution Name: >
Examination As Of Date>

Verified
By Examiner Yes No

|' . 36. Does the association maintain records showing the person involved in the
- cash over or short situation?

|' : 37. Does the association investigate and act upon all cash over and under
I amounts?

|' : 38. Does the association have appropriate controls over unissued deposit cer-

tificates, travelers’ checks, savings bonds, food stamps, and other
consigned items?

4 Person(s) responsible?

39. Does the association periodically reconcile consigned items?

b .
W Person responsible?

Association (Official) Checks pa

|' : 40. For checks signed by hand: Are two signatures (signer and approver) re-
- quired on association (official) checks?

¥ Names of persons authorized to sign?

41. For checks signed by hand: Are unsigned blank checks in the possession
of an officer or employee who does not have singular signature authority?

[y . .
W Responsible officer or employee?

w  Position title?

42. For checks signed by stand-alone mechanical or electronic facsimile check
signing machines connected to computers: Is the inventory of unsigned
blank checks available verified daily and compared to the work of other
positions that issue checks during the day?

v Person(s) responsible?
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INTERNAL CONTROL QUESTIONNAIRE
Preliminary Examination Response Kit
Office of Thrift Supervision

Docket #: >
Institution Name: >
Examination As Of Date>

Verified
By Examiner Yes No

|' ' 43. For checks signed by stand-alone mechanical or electronic facsimile check
E— signing machines connected to computers: Is there an approval process for
checks in excess of a certain dollar amount?

* If so, what is the amount?

44. For checks signed by stand-alone mechanical or electronic facsimile check
signing machines connected to a computer: Is the association’s copy of the
check voucher initialed by the person preparing the check and, for those
checks in excess of a certain amount, initialed by a person authorized to
approve?

45, Does the association have controls in place to ensure that the employee fills

out the amount of the check and payee information before the signatures
are on the checks?

¥ Person responsible?

46. Is the supply of unused checks periodically reconciled to the shipping in-
voice by persons without signature authority?

+  Person responsible?

+  How often?

47. Does a person independent of the check writing function review the paid
(canceled) checks for proper signatures and reconcile the check to vouch-
ers?

¥  Person responsible?

v How often?

48. Does the association periodically reconcile outstanding checks to vouchers
and liability accounts?

49. Does the association periodically transfer all outstanding six-month old
association checks to a liability account?
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INTERNAL CONTROL QUESTIONNAIRE
Preliminary Examination Response Kit
Office of Thrift Supervision

Docket #: >
Institution Name: >
Examination As Of Date>

Verified
By Examiner Yes No

- 50. Does the association keep the facsimile check writing machine under
— proper control?

Due From Banks. [15]
|' . 51. The association receives bank statements:
Daily Monthly Quarterly

|' . 52. Does the association reconcile bank accounts on a regular and timely ba-
— sis?

- 53.  Are there any unreconciled bank accounts?

¥ If so, what is the date of the latest reconciliation?

54.  Are there are any out of balance accounts?

2 A so, what is the date the association expects it to be reconciled?

55. Is the person who reconciles the bank statements independent of the de-
posit and check writing process?

b .
W Person responsible?

|' v 56. Do checks drawn on bank accounts need more than one signature?

|' . 57. Does a person who does not have signature authority periodically recon-
E— cile unsigned checks to the shipping invoice?

¥ Person responsible?

- How often?
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Docket #: >

INTERNAL CONTROL QUESTIONNAIRE
Preliminary Examination Response Kit
Office of Thrift Supervision

Institution Name: >
Examination As Of Date>

Verified
By Examiner

Yes

No

Investments and Securities [is]

58.

59.

60.

61.

62.

63.

64.

65.

66.

Is documentation supporting account entries, broker’s advice, and journal
entries received and maintained by a person independent of the authorized
trading officer?

Does the association maintain an investment security ledger or worksheet
that details all securities held and all security transactions?

Avre the security ledger totals for principal and accrued interest, balanced to
the general ledger at least monthly by an independent person?

¥ Person responsible?

Does the association have procedures to ensure that they collect all income
due on the investment security portfolio promptly?

Does the association have procedures that will indicate any relationship
between brokers who purchase securities for the association and associa-
tion officers, directors, or employees?

If the board of directors authorized an officer to have sole authority to pur-
chase and sell securities, is the authority limited to fixed dollar amounts,
above which a second officer must approve the transaction before its
commitment?

+  Authorized person(s):

- Limits:

Does the association prohibit broker/dealers from having discretionary
trading authority?

Does the association place all orders only with broker/dealers not affiliated
with investment advisors retained by the association?

Does the association engage in reverse repurchase agreements and lending
of securities only with firms designated by the Federal Reserve Board as
primary dealers in government securities?
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Docket #: >

INTERNAL CONTROL QUESTIONNAIRE
Preliminary Examination Response Kit
Office of Thrift Supervision

Institution Name: >
Examination As Of Date>

Verified
By Examiner Yes No
|' : 67. Does a person who does not execute or book transactions receive confir-
mations from the broker/dealer?
¥ Person responsible?

68. Does a person without transaction authority receive monthly statements
direct from the brokerage firm indicating all transactions during the pe-
riod?

W Person responsible?

69. Are all securities transactions for delivery versus payment?

70. Does the association prohibit “free” deliveries in written contracts with
depositories and safekeeping agents unless approved by two senior offi-
cers?

71. Does the association hold securities on the premises under dual control?

72. lIsan independent party performing tests to determine that the yield on
investments actually received is in line with the weighted average coupon
of such assets?

W Name of the independent party:
b
W How often:
W Date of last test:
W Period analyzed:
General Lending i1

73. Does the association have and adhere to a written schedule of fees and
rates charged on new loans?

74. Does the association policy limit the number or amount of loans involving
any individual borrower or contractor?
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INTERNAL CONTROL QUESTIONNAIRE
Preliminary Examination Response Kit
Office of Thrift Supervision

Docket #: >
Institution Name: >
Examination As Of Date>

Verified
By Examiner Yes No

75. Is there a procedure of internal review to ensure compliance with the
above policy by a person or persons who are independent of the loan ap-
proval function?

76. Are there procedures, and does staff follow the procedures, to periodically
review and document the adequacy of the ALLL?

77. Are the persons that periodically review and document the adequacy of
the ALLL independent of the loan approval function?

78. Does the association defer loan fees in accordance with generally ac-
cepted accounting principals (GAAP), and not recognize fees as current-
period income?

79. Are lending officers prohibited from authorizing loan disbursements?

80. Do persons independent of the loan officer obtain or verify credit infor-
mation?

81. Are lending authorities, granted by the board of directors, setting tiered
dollar limits for individuals, co-approval limits for committees, and
higher limits for approval by the board of directors?

82. Is there a record system that lists the total of outstanding credits and com-
mitments (direct and indirect) for each borrower?

Construction Lendingps

83. Are inspectors rotated at least every third inspection and for final draws?

84. If the association does not rotate inspectors, does the inspector’s supervi-
sor perform review inspections?

85. Is there segregation of duties between inspection and disbursement func-
tions?

86. Does the association prohibit disbursing loans in cash or to third parties?
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87. Does the association compare paid bills and lien waivers with items listed
for disbursements?

88. Does the association have safeguards to ensure that sufficient funds al-
ways remain available to complete construction?

Loan Servicing and Recordkeeping Functions [i9

89. Does the association support advances by written evidence or re-
inspection of property?

90. Are all notes and other loan documents kept in a vault or fire-resistant
cabinet and under a sign-out control system?

91. If the association holds additional collateral, do they safeguard it?

92. Does the association maintain a record of such collateral?

93. Does the association obtain written acknowledgment from the borrower
for the pledging of savings accounts or the assignment of life insurance

policies?

94. Does the association adequately control advance loan payments if they do
not immediately credit the advance to the loan account?

95. Does the association test periodic adjustments to adjustable-rate mortgage
loans for compliance with the terms of the note?

96. Does the association have written collection policies and procedures that
the board of directors approves?

97. Do collectors document the contact with borrowers and indicate promised
action?

98. Are there procedures that ensure the maintenance of necessary hazard,
flood, and other insurance coverages throughout the life of the loan?
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Accrued Interest Receivable [i10]

99.  Does the association perform tests to determine that it is receiving the
appropriate interest?

100. Does a person, independent of the cash receipt and bookkeeping for in-
terest receivable, perform and document an analysis to determine if the
yield on mortgages and investments actually received is in line with the
weighted-average coupon rate of such assets?

101. Are accounting entries for accrued interest receivable supported by
proper explanations evidencing the nature and purpose of each entry and
signed by a responsible individual?

Advance Payments by Borrowers for Taxes and Insurance i1

102. Is each escrow (impound) account analyzed at least once a year to en-
sure that the payments will cover the disbursement(s)?

103. If this analysis results in a revision of monthly payments, is the revision
made promptly and the borrower notified?

104. Does the association inform borrowers at least annually of the balance in
their account and the most recent year’s transactions in that account?

105. Do statements indicate that borrower’s disputes regarding the balances
of their escrow accounts be sent to internal audit or a department inde-
pendent of escrow transactions?

Loans in Process [112]
106. Are loans in process reviewed periodically to determine whether the
association makes disbursements on a timely basis and in accordance

with the terms of loan agreements?

107. Do personnel not responsible for the loans in process accounts conduct
periodic tests to determine propriety of disbursements?
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Commercial Lending [i13]

108. Does the association update borrower’s and guarantor’s financial state-
ments at least annually?

109. Do qualified individuals evaluate the collateral?

110. Does the association inspect collateral periodically to ensure maintenance
of sufficient value?

111. Does the association release collateral only upon the approval of an offi-
cer or committee having a lending limit greater than or equal to the value
of the collateral the association is releasing?

112. If the association releases collateral upon payment of the loan, do they
release the collateral only upon receipt of collected funds?

Other Loans (unsecured, mobile homes, etc.) (114
113. Are the association’s procedures adequate to ensure compliance with the
requirements of any government agency insuring or guaranteeing the
loan?
114. Does the association maintain an adequate loan register?
The register, as a minimum, should contain the following: loan number,
loan amount, date of loan or date of purchase, dealer, recourse or repur-

chase provisions, interest rate, and term.

115. Do personnel who do not handle cash process loan applications and initial
the notes?

116. Do employees not connected with the granting or acquisition of loans
collect and process receipts, and prepare delinquency lists?

117. Are liens and other documents, including titles, promptly recorded?
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118. Are there procedures that provide for board of directors approval of
charge-offs and subsequent recoveries?

119. If the association holds additional or side collateral for unsecured loans,
does the association also adequately document and safeguard the collat-
eral and maintain a proper record?

120. Does the association reference the FHA publication that lists companies
and individuals who have not properly performed under FHA programs?

121. Floor planning loans:

W Does the association make unannounced inventory inspections on a
rotating basis at least every 30 days?

+ Dothe inventory inspections include, as a minimum, the following:
serial number verification of unit, inventory of equipment and furnishings,
condition and location of unit, and units sold out of trust or rented?

b ., . . . .
W Does the association maintain records of floor plan inspections? -

W Does the association actually inspect demos at a subsequent date, if
necessary?

W Does the association rotate inspectors or have a supervisor or audi-
tor accompany them?

W Does the association inspect and appraise trade-ins for wholesale -
value?

W Does the dealer submit financial and operating statements monthly?
W Does the association retain title or lien control? -

+ Do floor plan agreements provide for periodic reductions (curtail- -
ments) in outstanding unit loan balances?
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122. For dealer financing, does the dealer application include the following:
< Business address and location of all sales and storage lots?

W Names of all manufacturers represented and general description of -
units stocked?

+ A statement as to whether each manufacturer subscribes to the Truth  _____ _____
in Invoicing Practices Statement adopted by the Manufactured Housing
Institute?

W A statement as to the willingness of the dealer to sign recourse or -
repurchase agreements?

W Name and percentage of ownership of all persons with interests in -
the dealership?

Credit Quality Review 5]
123. Does the association have a credit quality review program?
124. Does credit quality review include testing for compliance with regulation,
association policy, officer lending limits, and association underwriting
standards?

125. Does credit quality review include classification or grading of assets?

126. Are the findings of the persons responsible for credit quality review re-
ported directly to the board of directors?

Deposit Account Loans [iie]

127. Are sufficient controls in effect to prevent a loan approver from disburs-
ing loan proceeds?

128. Does the association flag pledged deposit accounts to prevent collateral
from withdrawal?
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|' ' 129. Does withdrawal of pledged funds require a supervisory override?

130. Are procedures in effect to ensure that the total loan and accrued interest
does not exceed the balance amount of the deposit account?

131. Are procedures in effect for initial and periodic positive mail confirma-
tions with deposit loan customers?

132. Are periodic monitoring reports adequate for the review of savings de-
posit loan activity?

Real Estate Owned and Other Repossessed Assets [117]

133. Does the association follow routine legal procedures that will result in a
valid title to the property and evidence of such title?

134. Does the association promptly value real estate that it acquires?

135. Does the association use a current valuation to establish the sales price of
a property?

136. Does the association physically inspect properties at periodic intervals?

137. Do such inspections indicate the condition of the property and occupancy
status?

138. Are there maintenance procedures in effect to ensure that properties will
retain their market value?

139. Does the association maintain separate subsidiary records for each parcel
showing items capitalized, expenses, rentals, etc.?

140. Does the association balance subsidiary ledgers for the individual proper-
ties to the general ledger at least monthly?

141. Does the association maintain separate files for each parcel of real estate
owned and are such files complete?
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142. Does the association maintain controls over the receipt of rental income?

143. Does the association’s advertising for the sale or rental of real estate
owned comply with the provisions contained in the Department of Hous-
ing and Urban Development’s advertising guidelines?

144. Are agents who collect rents and manage properties bonded?

145.  Are security deposits properly controlled?

146. Does the association have procedures to ensure maintenance of hazard
insurance?

Real Estate Held for Investment [i1]

147. Does the association maintain separate subsidiary records for each parcel
showing items capitalized, expenses, rentals, etc.?

148. Does the association balance subsidiary ledgers for the individual proper-
ties to the general ledger at least monthly?

149. Does the association maintain complete, separate files for each parcel of
real estate owned?

150. Does the association maintain adequate control over rental income?
151. Are agents who collect rents and manage properties bonded?

152.  Are security deposits properly controlled?

153. Does the association maintain adequate controls over all disbursements?

154. Does a senior officer compare disbursements to determine whether they
are for budgeted purposes and in line with the overall budget?

155. If not, is the board of directors notified promptly of budget overruns?
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Fixed and Other Assets [i19]

156. Does the association retain invoices in support of all additions to fixed
asset accounts?

157. Does the association ensure that the accounting department knows about
any major retirement of fixed assets?

|' ' 158. Does the association keep a detailed record of fixed assets?

|' . 159. Does the association retain depreciation schedules supporting each asset
E— or class of assets?

160. Does the association charge depreciation and amortization expenses at
least quarterly?

161. Does the association retain evidence of valid titles for all properties
owned?

162. If the association has rented space in its buildings, does it have adequate
control over the recording and collection of rental income and the con-
trol and recording of expense?

163. Are there record keeping procedures to ensure that the association main-
tains adequate supporting documentation for other assets acquired?

164. Are journal entries prepared that show clearly the nature and purpose of
each charge to expense from deferred accounts and evidence of approval
by authorized personnel?

165. Does the association have effective control procedures for all large dis-
bursements to ensure their propriety?

166. Does the association maintain subsidiary records for the various other
asset accounts?
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Deposit Accounts [i20]

167. s there any limitation on the amount of withdrawal that employees may
pay without officer approval?

+ If so, what is the amount?

168. Are procedures in effect to ensure the timely and accurate completion of
the appropriate signature cards upon the opening of deposit accounts?

169. Does the association segregate duties so that persons opening new cer-
tificate accounts do not have sole control over the receipt of cash,
account data entry, and the preparation of certificates or receipts?

170. Does the association balance the deposit accounts before and after post-
ing of interest to ascertain correctness of total amount posted?

171. Does the association maintain general ledger subsidiary accounts for
each class of accounts?

172. Is an analysis made periodically to determine the adequacy of accrued
interest earned and unpaid?

+  How often?

W Last as of date?

[y .
W Person responsible?

|' ' 173. Does the person who performs the analysis have an account at the asso-
EE— ciation?

|' . 174. If so, who reviews the account of the person who performs the analysis?

+  Person responsible?

175. Does the association investigate and adjust differences between the ac-
crual balance and the interest paid?
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176. Does the association reasonably estimate accruals for reporting pur-
poses?

177. Are policies in effect to maintain compliance with state escheat laws?
178. Does the association flag dormant accounts so they can monitor activity?
179. Does the association waive significant amounts of account fees?

|' . 180. Does the association generate a demand deposit overdraft report?

|' . 181. Does the demand deposit overdraft report identify the name and position
— of the person(s) responsible for approving overdrafts?

|' : 182. Does the demand deposit overdraft report identify large borrowers and
E— insiders?

|' : 183. Do designated personnel review the demand deposit overdraft reports?

+  Person responsible?

4 Approval limits?

184. Does the association generate a check-kiting report?

185. Is the check-kiting report prepared by an individual who does not have
an account with the financial association or is the preparer’s account
independently reviewed?

|' . 186. Does the check-kiting report identify insiders and major borrowers?

|' : 187. s the person responsible for reviewing check-kiting reports independent
- of the preparation of the reports?

¥ Person responsible?

188. How often does the association review check-kiting reports?
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Deferred Credits [i21]

189. Does the association maintain records supporting the recognition of
profits resulting from the sale of real estate owned?

190. Does the association maintain records supporting loan acquisition cred-
its deferred and earned, by semiannual periods?

191. Does the association amortize loan origination fees in accordance with
FASB 91?
Other Liabilities 221

|' . 192. Does the association maintain a detailed inventory or subsidiary records
— for the various other liability accounts?

- 193. Does a designated officer make periodic reviews of the activity in other
E— liability accounts?

v Designated officer:

Capital (Reserves, Undivided Profits, etc.) [123]

194.  Does management review and the board of directors approve all trans-
fers to and from the capital accounts?

195.  Does the association clearly explain and adequately document all trans-
actions involving the capital accounts?

196.  Does the corporate officer designated in the bylaws or by the board of
directors control stockholder records?

197.  Does the association promptly cancel surrendered stock certificates to
prevent their reuse?
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198.  Does an officer designated in the bylaws or by the board of directors
sign stock certificates?

Letters of Credit [124]
199. Does the association have any outstanding unexpired letters of credit?
200. Has the board of directors adopted a written letter of credit policy?

201. Does the board review the policy annually and note the review in the
minutes?

202. Does the association maintain a daily transaction journal that summarizes
all outstanding letters of credit?

203. Who is responsible for the preparation and posting of subsidiary records
and accounting for fee income?

W Person responsible?

+  Title?

204. Has the association made commitments on letters of credit that they have
not issued and for which the commitment period is unexpired?

205. Has the association issued any letters of credit on behalf of directors,
officers, employees and their interests, or for other insiders?

> If so, please list:

206. Has the association issued or confirmed letters of credit to officers or
directors of another financial institution?

207. Does the association’s internal loan review process review letters of
credit for adequacy of underwriting, documentation, and credit quality?

208. Are letters of credit of questionable quality listed on the association’s
problem asset list?
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209. Has the association had to pay a draft without receiving payment from a
customer?

210. Has the association extended any loans because of letters of credit?

W List all loans extended because of letters of credit:

211.  Are there any outstanding lawsuits because of letters of credit?

Prepared By:

Verified By:
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A management official of the association should complete this questionnaire. If the association lacks ade-
quate internal controls regarding funds transfers, the examiner should verify appropriate responses and initial
in the verified column. The flagged questions are the suggested minimum verifications. Management must
provide the examiner with an adequate written explanation of all “No” answers, with an appropriate refer-
ence to the question, and supply copies of applicable written procedures. If a question is not applicable to the
association, respond with NA.

Verified by Yes | No | NA
Examiner

Funds Transfer and Wire Controls

1. Indicate the method that the association uses to wire funds:

Fedline:

Money Transfer Workstation:

Voice:

2 Average dollar volume and number of transfers:

Specify per day, week, month, or other:

3. Average daily amount available for transfer, if limited:

4. Peak amount available for transfer, if limited:

5.  Does the association have written wire transfer procedures? ] O [
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Verified by Yes | No | NA
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6. Do personnel consistently follow the procedures? 1 OO U

7. Who is responsible for supervising the wire transfer activity to ensurecom-  [] [] [
pliance with the written procedures?

8. Isaninternal or independent audit performed of the wire transfer procedures? [] [] []

9.  Does the association provide adequate training to personnel involved with O O O
the wire transfer process?

10. Does the association segregate securities-transaction-related dutiesamongthe [] [] []
buyer/seller, the trader, and settlement clerk?

11. Are dual authorizations (maker, approver) required before the sending de- O O O
partment acts upon internal wire transfer requests?

12. Do procedures require that the association actually transfer collected funds O O O
out of the customer account before the wire transfer department makes outgo-
ing transfer orders?

13. Do personnel involved with wire transfers receive proper background screen-  [] [ [
ings, including criminal record investigation?

14. Are sendable funds limited by using separate correspondent accounts to 0 O O
send and to receive funds?
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Verified by Yes | No | NA
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Are controls to limit daylight overdrafts effective? OO O O
4 Briefly describe the controls:

15. Does the association audit the wire transfer log periodically? OO O O

16. Does the association keep a complete log of wire transfer activity for audit? OO O O

17. Does software provide a log of all wire transfer activity? OO0 O 0O

18. |fadataterminal is used, is an unbroken paper printout copy of all activity OO O O
reconciled to requests daily?

19. Are interim daily reconcilements and end-of-day reconcilements performed  [] [] [
with all reconciling items cleared?

20. Does the association prohibit the person who performs end-of-day balanc- 0 O O
ing from executing wire transfers?

21. lsthe person who executes wire transfers prohibited from access to cash OO0 OO O
(such as having a teller drawer)?

22 Does the association prohibit the person who reconciles the association’s OO0 OO O

deposit account affected by wire transfer activity from executing wire trans-
fers?
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23 lIsatimely reconciliation made, by a person not involved in the wire trans- O O O
fer process, of wire transfer activity statements from a service provider
compared with internal wire transfer activity records?

24. Does the association keep a permanent record of all customer wire transfers ]  [] [
listing the date, amount of the transfer, person authorizing the transfer, test
code or PIN, and detailed instructions?

25 Does the association restrict access to test codes to only those employees O O O
authorized to handle wire transfer requests?

26. Does the association keep the test codes in a secure place? O O O

27. If the association uses code words, do they change them periodically? O O O
¥ How often?

28. Does the association strictly forbid the transfer of uncollected funds? O O O

29. Does the association require dual officer approval for large-dollar transfers? ] [] [
+#  Who is authorized and what are the limits?

30. Does the association require customer and/or bank verification callbacks for ] [] []
voice wire transfers above an established dollar threshold?
¥+ Whois responsible for verification?
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Verified by
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Yes

No | NA

31.

32.

33.

34.

35.

Does the association make all securities-transaction-related transfers only ]
after the verified receipt of securities (delivery versus payment)?

Does a person independent of the transaction approval or processing bal- ]
ance wire transfers at least daily?

Does the association have a dual entry/release system for wire transfers? ]

For computerized systems, does one person input transfer instructions and
another person verify and release the transfer?

For associations that call in wire instructions to a correspondent institution
that performs the wire transfer, does one authorized person originate the call;
then does the correspondent institution have a second person make a callback
to a second authorized person to verify the authenticity of the sire instruc-
tions?

Has the association made unusual, frequent, or sizable transfers offshore to ]
Privacy Act Havens (such as Panama, Switzerland, the Netherlands Antil-
les, or the Cayman Islands)?

Does the association require that customer wire-transfer requests be in writ- ]
ing and signed by the customer wiring the funds?

Wire Transfers Using Personal Computer Systems

1.

Does the association keep the personal computer executing wire transfersin =~ ]
an area that is physically secure from unauthorized employees and the pub-
lic?
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2 Does each authorized user of the wire transfer system have a unique pass- O O O
word known only to that user?

3. Do separate persons enter and release outgoing transfers with separate unique [] [] []
passwords?

4. Do employees adequately protect passwords to ensure that only the author- O O O
ized user is aware of the password?

5. Does the system require users to change their password periodically? O O O

6.  Are procedures (such as the system requiring two users’ passwords) inplace  [] [] []
to ensure that one person enters the wire transfer and another person verifies
it before releasing the wire transfer?
* If so, what is the time interval for going into waiting mode?

7. When each user finishes a series of transactions, and leaves the wire trans- O O O
fer terminal unattended, does the terminal go into a waiting mode where it
is not possible to send outgoing wire transfers?

Branch Procedures (Customer-Requested Wire Transfers)

1.  Does abranch procedures manual contain a clear and concise descriptionof  [] [] [

branch wire transfer procedures?
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Are telephone requests from the branch office to the main office for two- OO0 OO O
party wire transfers accepted?
Briefly, describe the procedures the association uses to ensure that such
requests are authentic.
Does the association identify all transfers by sequential code or encrypted OO0 OO O
passwords in prearranged order with correspondents?
Are third-party wire transfers by telephone confirmed by four-person call- OO0 OO O
back procedure (sender, receiver, approver, confirmer)?
Does the association record all calls? 0 O O
Does each participant document callbacks? 0 O O
Is a signed customer-authorization form required as a source document and 0 O O
proof of authorization for customer-requested wire transfers?
Do the forms indicate the date, time of day, wire-from- and wire-to-account 0 O O
instructions, and initials or signatures of personnel who processed the re-
quest?
Does the association retain customer authorization forms? OO0 OO O
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Yes | No | NA

Internally Generated Wire Transfers (Department Requests for Wire Transfers)

1.  Does the association require that all departmental wire transfer requestsbein - []  [] [

writing, on a preprinted form?

2. Does the request form contain all necessary from-account and to-account O O O

information?

3. Do departmental request forms indicate the initials or signatures of the initia- ] [] []

tor and approver who authorized the wire transfer?

4. Do separate persons originate, approve, and send internally generated wire O O O
transfers?
5. Do department wire transfer telephone or facsimile requests made from re- O OO O

transfer request actually originated there?

mote locations require a callback to that location to ensure that the wire

6.  Does the association have controls in place that require action by two people  [] [] []

confirm authenticity?

Prepared By:
Verified By:

to complete a transfer, one to receive or initiate the request and another to
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Management Section 341

Information Technology Risks and
Controls

This Handbook Section presents the agency’s examination guidance and program for assessing
information technology (IT) risks in comprehensive examinations of savings associations that do not
undergo a separate I'T examination. OTS uses this section to evaluate technology risks in an association
and assess the strength of an association’s internal controls for information technology. The Handbook
section focuses on the important control activities of proactive management oversight for information
security, business continuity, and vendor management, as well as technology-related audit work.

Technology has revolutionized daily operations in savings associations. Associations have moved away
from mainframe-oriented computer processing environments and toward
LINKS increased reliance on newer technological environments, for example, networks,
the Internet, and enterprise-wide processing. This examination guidance reflects
these changes. Examiners assess the risks of the association’s usage of
technology, the overall resulting exposure to technology risks, and the adequacy of controls to mitigate
those risks.

r— Program

If the savings association does not propetly identify and mitigate technology risks, there can be serious
adverse consequences to its reputation. Examples of technology risks that can substantially damage an
association’s reputation include unauthorized access to corporate data and customer records, identity
theft, inadequate business continuity planning, or fraud. These can also cause significant financial losses
to an association. Use this Handbook Section to determine, on a risk-focused basis, whether an
association’s use of technology is consistent with a safe, sound, and secure operating environment. This
Handbook guidance and program complements Section 340, Internal Controls.

OVERVIEW

Increasingly, associations are using technology to develop and deliver financial products and services,
with the goals of improving customer service and reducing operating costs. Even the most traditional,
conservative associations have embraced more technology. Associations have made, and continue to
make, huge investments in technology to maintain and upgrade their infrastructure, to provide new
electronic information-based services, to manage their risk positions and pricing, and to monitor
transactions to detect and prevent money laundering and terrorist financing under the Bank Secrecy Act
and the PATRIOT Act. At the same time, new electronic products, such as online banking, make it
possible for small associations to take advantage of newer technologies at lower costs.
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Improved processes, such as automated underwriting and credit scoring, have given borrowers the
opportunity to obtain credit cards, mortgages, and small business loans from more financial services
providers. Automated underwriting and credit scoring substantially reduce the time and costs involved
in making sound credit decisions. These tools have also improved the ability of lenders to evaluate and
price credit risk, which allows extensions of credit to a wider range of borrowers. Individuals can easily
obtain their credit reports and credit scores and verify the information. They can contact the credit
bureau if information in the report is incorrect, and thereby, improve their credit standing.

Information technology has made other significant contributions to associations’ profitability. In
mortgage lending, credit decisions are made in minutes rather than days and at a much lower cost than
a decade ago. New technology has also enhanced competition, making it easier for local associations to
offer new products and compete successfully with out-of-market associations. In addition,
securitization, which is also highly dependent on advances in information technology, has broadened
the pool of mortgage lenders and made the primary and secondary markets far more efficient.

Associations use software and computers in operations due to the volume and complexity of
transactions processed each day; in fact, almost every aspect of operations within an association is able
to use some technology. Savings associations use technology to develop budgets and business plans,
underwrite loans, measure and model interest rate risk, track trust accounts, and monitor suspicious
activities; in short, to manage almost every aspect of their operations. As technology evolves, and
associations continue to increase their reliance on it, risks increase. The increased risks require effective
controls to ensure the integrity, confidentiality, and availability of data.

Risks are inherent in using any technology, and threats to associations come from both internal and
external sources. Hackers, disgruntled employees, and errors can adversely affect reliability.

Unauthorized parties might access networked systems that
An association’s board of are connected to an association’s database, and obtain
sensitive, nonpublic customer information. Association
websites may be inappropriately altered. Electronic mail
containing confidential, proprietary corporate information
may be distributed in error.

directors and management
should establish policies,
procedures, and controls to
ensure confidentiality, integrity

and availability of information.
|

Clearly, this increased reliance on technology has
significantly increased the risks of financial and reputation
losses due to unauthorized access to customer and corporate financial records, interruption of services
to customers, and fraud. Associations must make choices regarding how to manage and control these
risks.

Associations must establish and maintain adequate control systems so management can identify,
measure, monitor, and control IT risks that could adversely affect performance or pose safety and
soundness concerns. Similar to basic internal controls, associations should design IT risk controls to
prevent, to mitigate, and/or to detect and address etrors and problems. This process should involve
representation from all functional areas, for example, audit, finance, legal, lending, marketing, and IT.
These areas should all be involved from the beginning of the process to assess collectively the effects
on the association. However, ultimately the board of directors and management are responsible for
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developing and implementing the processes, policies, and controls that ensure confidentiality, integrity,
and availability for an association’s data and systems:

e Confidentiality: Customer and corporate information is protected from unauthorized access
or use.

e Integrity: Information is not altered without permission.

e Auvailability: Authorized users have prompt and continuous access.

The level of technical knowledge required by boards of directors and senior managers varies and is
dependent on the size and nature of the association’s operations and the degree of complexities within
its technology environment. Nonetheless, at a minimum, directors and senior officers should have a
clear understanding of the risks posed by technology, provide clear guidance on risk management
practices, and take an active oversight role in monitoring risk mitigation activities.

EXAMINATION OVERSIGHT ACTIVITIES

In conducting risk-focused reviews of information technology in comprehensive examinations,
examinets:

e Review the association’s I'T environment.

e Determine the association’s significant technology risks.

e Fvaluate management’s technology oversight activities, including any technology audit work.

e Assess the strengths of the association’s control activities.

You should always consider the level of IT risks and adequacy of the control environment when
scoping for examinations and assigning the Management and, as appropriate, the composite CAMELS
ratings.

Consistent with a risk-focused approach, you should use judgment in determining the depth of the
technology review in comprehensive examinations. The examination work should be consistent with
the characteristics, size, complexity, and business activities of the association. To determine the
appropriate review, close coordination is needed between the Examiner-in-Charge (EIC), other
members of the examination team, and examiners who review the IT risks and controls.

Examination Coverage

IT examiners review technology risks and controls at associations that have complex operations and
activities. Safety and soundness examiners review IT risks and controls during comprehensive
examinations, using this examination guidance and its related examination procedures. To supplement
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the examination guidance in this Section, we encourage you to refer to the FFIEC IT Examination
Handbook Booklets, if necessary.

Regional managers determine whether to assign an I'T examiner to review an association’s information
technology. They consider the most recent information available regarding the association’s technology
environment and the strength of IT controls. As complexity within an association’s technology
environment increases, stabilizes, or decreases, examination responsibilities for some associations may
move from IT examiners to non-IT examiners.

Factors suggesting an I'T examiner may need to review this area include the following:
e Recent, pending, or proposed system conversions.

e Recent or pending mergers and acquisitions.

e Problems and concerns at previous examinations.

e Volume and type of internal processing conducted.

e Complex applications, systems, networks, or equipment.

e Volume of loan servicing.

While these factors suggest a need for an I'T examiner, they are not determinative. In scoping, the EIC
should consult with the Regional IT Examination Manager regarding I'T concerns. Such consultation
helps ensure proper evaluation and consistent regulatory treatment.

Significant internal control weaknesses warrant expanded investigation and analysis. In those situations,
the examiner completing this program, the EIC, the Regional IT Examination Manager, and the
regional Caseload Management team will determine what additional procedures are needed, who should
perform them, and whether to conduct them at the current examination or at a future comprehensive
or I'T examination.

Information Technology and Management Ratings

The strength of the information technology control environment is one of the factors considered in
assigning a rating to the Management component of CAMELS. As stated in Examination Handbook
Section 070, the Management component rating must reflect the board’s and management’s ability and
effectiveness in managing all aspects of an association’s risks, including the findings and conclusions for
IT risks and controls.

The Management rating should always reflect serious control deficiencies for technology risks.
Generally, if you identify serious deficiencies with the technology controls, you should rate
Management no higher than 2.
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Ratings: IT Concerns

For examination types 10 and 16, the EIC completes the
data field in the OTS Examination Data System (EDS) for | The EIC should select Yes for IT
the technology examination work. Note: This data field is Concerns whenever the exam

encouraged for examination types 11 and 43, but is not findings disclose significant IT
required. weaknesses.

This data field prompts the EIC to answer Yes or No to the question:

e Were significant I'T concerns noted in the Report of Examination (ROE)?

The EIC should select Yes whenever the examination findings disclose significant I'T weaknesses. A
significant weakness is one that the EIC concludes is at least partially the cause for lowering the
Management rating. A significant weakness could also be something that significantly impacts the
association, and management lacks the will or ability to resolve it. If the IT program did not disclose
any significant weaknesses, the EIC should answer No.

Examination Comments and Conclusions

You should incorporate I'T examination comments and conclusions into the Management comments,
cither on the formal report page for Management, or in the Management-related comments
summarized under overall Examination Conclusions and Comments. You should present findings
under the caption or heading, Information Technology.

Examiners conducting this program assess an association’s compliance with the Interagency Guidelines
Establishing Information Security Standards (Security Guidelines), 12 CFR Part 570 Appendix B,
including Supplement A. The Security Guidelines implement Section 501(b) of the Gramm-Leach-
Bliley Act of 1999 (GLB Act), and Section 216 of the Fair and Accurate Credit Transactions Act of
2003 (FACT Act).

The ROE comments should include a brief description of the association’s I'T environment, significant
technology risks, and an overall conclusion as to the adequacy of controls. The report comments
should also clearly state whether or not the association is in compliance with the requirements of the
Security Guidelines. You must note material instances of noncompliance in the ROE.

You should present significant adverse findings in sufficient detail to identify the specific conditions
that require corrective action. Whenever possible, these should include mutually agreeable deadlines for
completion of corrective actions. Present corrective actions and deadlines in the Management page
comments, or integrate them into the Management-related comments in the Examination Conclusions
and Comments. Include significant findings, for example, violations of laws or regulations, on the
Matters Requiring Board Attention page.

When examining a state-chartered association, you should also refer to state regulations and follow
supplemental regional examination policies and procedures.
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Information Technology Database

OTS developed and maintains the Information Technology Database (IT Database), a national system
that provides agency management with information on the thrift industry’s data processing activities
and technology service providers. The Director, Information Technology Risk Management (ITRM), is
the I'T Database system owner. ITRM works with OTS Information Systems to maintain and enhance
the system, oversee its operations, and update system standards, policies and procedures.

A staff person in ITRM serves as the I'T Database National Administrator. In addition to the National
Administrator, the regional IT Examination Managers have designated Regional IT Database
Administrators. The Regional IT Database Administrators ensure that data collected from the
associations, and reviewed by the safety and soundness examiners, are entered into the I'T Database, as
required.

The IT Database contains information on service providers used by associations, such as names,
addresses, significant applications processed, and processing locations, domestic or foreign. The IT
Database also collects information about significant applications processed internally by associations.
Examiners and Caseload Managers use this information to produce reports that identify technology-
related risks, which can be addressed in examinations, off-site monitoring, and other regulatory
oversight activities.

The examiner completing the IT procedures collects and reviews the IT Database information for
accuracy and completeness, and then provides the information to the regional office for input. The
information in the I'T Database must be updated every 18 months. If these examination procedures are
not conducted within the 18-month timeframe, regional staff must obtain the I'T Database information
directly from the association.

INFORMATION TECHNOLOGY ENVIRONMENTS IN ASSOCIATIONS

Background

Associations have a number of choices available to meet their IT needs. Many OTS-regulated
associations outsource a significant amount of their information processing functions to one or more
third-party service providers. Others maintain internal data centers to run software licensed from
vendors or developed in-house. Mixes or hybrids of these basic approaches are common. An
association might contract with one service provider for its general ledger and deposit systems, and
with other service providers for loan servicing or its website. Associations also might use licensed
software for investments and interest rate risk analysis, and spreadsheets developed in-house for asset

quality and board reports.

In addition to outsourcing significant business operations to service providers, most associations are
interconnected with various other entities, such as ATM networks and automated clearing houses
(ACHs), to process daily business. Associations also maintain one or more internal networks, Local
Area Networks, or Wide Area Networks. Fach of these arrangements requires a different type and level
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of management involvement with regard to data integrity, security measures, and business continuity
plans.

OTS expects associations to develop and maintain strong control environments for the information
technologies they use. A strong control environment enables management to identify, evaluate, and
control risks associated with the business activities. In complex technology environments, it is critical
that associations have effective risk management practices and strong internal controls to ensure that all
of the technology risks are identified and appropriately addressed. Associations should have effective
policies and procedures in place commensurate with the complexity of the IT environment. They also
should identify the risks of using technology prior to deploying it, and ensure adequate controls are in
place.

COMPONENTS OF INFORMATION TECHNOLOGY ENVIRONMENTS

Personal Computers

The personal computer is the most prominent tool in an association’s business environment. The
power of personal computers has enabled information processing in associations to evolve from the
traditional, centralized environment to a decentralized or distributed environment. In addition to its use
as a word processor and terminal access device to other computers, a personal computer operates as a
powerful standalone computer or within a network of computers. Most associations have at least one
internal network, whether it uses third-party service providers, processes internally, or uses a
combination of these arrangements.

Using personal computers, association staff can create applications to supplement those provided by
third-party service providers or internally operated data centers. For example, staff can use personal
computers to originate data, download and manipulate information from an association’s databases,
and upload the data back into the databases. Each of these activities creates information, which
management uses to make decisions that affect business strategies, customer relationships, and
regulatory reporting. Management should implement and maintain controls over these activities to
ensure confidentiality, integrity, and availability of the information processed and produced.

Networks

A computer network is an arrangement in which multiple computers are connected to share
information, applications, and equipment. By design, networks can increase efficiency, convenience,
and access; however, the design also directly affects the specific risks that users must address and
control.

Network access can be through a combination of devices such as personal computers, telephones,
interactive television equipment, and card devices with imbedded computer chips. The connections are
completed principally though telephone lines, cable systems, or wireless technology. It is important to
note that not all networks are equally critical, vulnerable, or contain data that is equally sensitive. Every
association must evaluate the risks it faces and address those risks.
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The Internet is a public network that can be accessed by any computer equipped with a modem. While
not centrally managed, the Internet is given order through the World Wide Web (Web), which
facilitates visual interfaces and links or electronic connections to other information. The Web also
provides multimedia capabilities such as text, graphics, audio, and video.

Intranets are private networks built on the infrastructure and standards of the Internet and the Web.
Intranets allow access to databases and electronic documents by defined user groups that are generally
limited to internal personnel.

Associations must review and address the security of internal networks, whether private, or configured
as local or wide area networks. Internal attacks are potentially more damaging than attacks from
outsiders because an association’s personnel, who can include consultants as well as employees, have
authorized access to critical computer resources. An internal attacker could exploit trusted relationships
in networked systems to gain a level of access that allows the attacker to circumvent established security
controls. After circumventing the security controls, the attacker could potentially access sensitive
customer or corporate information.

Public networks pose additional risks over those of internal networks. Transmitting confidential data
over public networks through the use of dedicated or leased lines may provide an inappropriate sense
of security. These lines use the infrastructure of public networks; therefore, they are vulnerable to the
same attacks as the public networks themselves. Confidential data transmitted via public networks may
be intercepted or compromised by individuals for whom the data is not intended. It is therefore
important to encrypt sensitive data transmitted via public network infrastructure.

Local and Wide Area Networks

A local area network (LAN) is a network that interconnects systems within a small geographic area, for
example, a building or a floor within a building. Using personal computers or other terminals, users
communicate via electronic mail, share printers, and access common systems, databases, and software.
A wide area network (WAN) connects users in larger geographic areas. An association might have a
LAN within its headquarters, and a WAN for its branches or lending offices to communicate with each
other and the headquarters.

LLANs and WANSs provide substantial benefits in productivity and information access. They facilitate
interaction among association staff and between the association and its service providers. Examples of
services that associations can offer through their networks include telephone banking, banking by
personal computer, ATMs, automatic bill payments, and automated clearinghouse systems for direct
deposits or payments. Such access, however, requires that the association apply controls to the personal
computers.

Associations that use LAN, WAN, or other network technologies should have policies and procedures
that govern purchase and maintenance of hardware and software. Associations must also establish and
maintain sound controls that limit access to data and applications based upon job responsibilities, and
protect the data’s confidentiality and integrity.
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Firewalls

Firewalls are a combination of hardware and/or software placed between networks that regulate traffic
that passes through them. They provide protection against unauthorized individuals gaining access to
an association’s network. Associations should consider firewalls for any system connected to an outside
network.

A firewall does not ensure that a system is impenetrable. Firewalls must be configured for specific
operating environments and the association must review and update firewall rules regularly to ensure
their effectiveness.

Internet Activities

Association management should have policies, procedures, and controls to govern employee Internet
activities. These should address the following:

e Minimizing viruses or other damaging program code associated with downloading files.
e Appropriate use of Internet facilities and services by employees.

e Using encryption to protect sensitive information in transit, for example, electronic mail
messages.

Electronic Banking

Electronic banking is the delivery of information products and services between a customer and an
association using electronic access devices such as telephones, automated teller machines, and personal
computers. Typically, the devices are connected through a telecommunication line or the Internet.

Internet Banking

Internet banking refers to the systems that enable customers to access their accounts and information
regarding the association’s products and services from the association’s website via a personal computer
or similar communication device.

Transactional Websites

Transactional websites, as defined in CEO Memo 109, allow customers to do any of the following:
e Open an account.
e Access an account.

e (Obtain an account balance.
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e Transfer funds.
e Process bill payments.
e Apply for or obtain a loan.

e Purchase other authorized products or services.

CEO Memo 109, Transactional Web Sites, states that OTS-regulated associations planning to establish
a transactional website must file a Notice with OTS at least 30 days in advance of opening the website
to transact business with customers. The examiner conducting the IT examination procedures should
determine that the association filed the required Notice with the appropriate regional office.

If the Notice was not timely and propetly filed, the EIC should notify the regional caseload
management team to determine appropriate remediation. If the Notice was filed pursuant to CEO
Memo 109, the examiner reviewing IT risks and controls should contact the regional office to
determine if there were any issues that require onsite follow-up review.

Transactional websites also pose specific consumer protection and privacy issues associations should
address. See Handbook Section 1375, Privacy, for additional guidance.

Transactional websites that provide for electronic mail between the association and customers require
additional controls, for example, encryption, to protect the confidentiality of customer accounts and
other sensitive data. Associations should clearly caution customers about sending sensitive data, for
example, account numbers, in electronic mail messages to the association or anyone else. For additional
guidance see CEO Memo 228, Interagency Guidance on Authentication in an Internet Banking
Environment.

Informational Websites

Informational websites provide general information about an association’s products and services.
Informational websites often highlight loan and deposit programs, branch locations, and operating
hours. These may also provide electronic mail addresses for contacting the association and its
employees.

Some informational websites provide links to other websites that provide community interest
information or other related product information. Thrift Bulletin 83 provides guidance regarding these
web-linking arrangements.
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CONTROL ACTIVITIES FOR INFORMATION TECHNOLOGY RISKS
MANAGEMENT OVERSIGHT

Responsibilities of the Board of Directors

Boards of directors have the ultimate responsibility for all technology deployed in their associations.
They should approve their associations’ overall business and technology strategies. The board of
directors and management cannot delegate responsibility for technology controls to service providers,
software vendors, or even internal staff. The board of directors must ensure that strong controls for
technology risks exist throughout the association.

The level of knowledge required by boards of directors and management is dependent on the size and
nature of an association’s operations and the degree of complexity within its technology environment.
Nevertheless, association directors and management should have a clear understanding of the risks
posed by using specific technology, provide clear guidance on risk management practices, and take a
proactive role in overseeing technology risk mitigation activities. An association’s board of directors
and management must effectively plan for using technology, establish a strong control environment,
including audit or other independent review of the controls, and educate and support the association’s
technology users.

To manage effectively the risks associated with complex technology environments, some associations
have established a senior management Information Technology committee. This committee is
responsible for overseeing the relevant technology control functions throughout the association, for
example, in the auditing, legal, and financial divisions, and ensuring these controls are integrated into a
framework of risk management for information technology. This senior management committee
regularly reviews new products and activities and provides final approval of transactions. Such senior
management committees can serve as an important part of an effective information technology control
infrastructure.

Strategic Planning for Information Technology

Deficiencies in planning for deploying technology significantly increase the risks posed to an
association and its ability to respond effectively. Therefore, regardless of asset size, associations should
have an appropriate plan for technology that outlines the framework for the uses of technology. The
substance and form of such a plan will vary from association to association and be dependent on the
complexity of the association’s operations. The key elements are whether and how well the technology
planning process meets the association’s needs.

Associations should update their technology plans annually. A satisfactory technology plan coordinates
the technology initiatives and activities to the overall business planning process. It should also address
the technology strategy used, for example, a combination of internal and outsourced processing that
supports delivery of the selected products and services.
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Associations intending to implement a transactional website should address this in the technology plan.
Management should consider the implications of a transactional website on the association’s long-term
goals and strategies, and obtain input from the affected business line and technology managers.
Planning for a transactional website should address the required advance notice to OTS and include a
thorough review of the risks posed by a transactional website to information security, business
continuity, and vendor management.

Training Information Technology Users

Associations must properly educate and support employees and customers to achieve user acceptance
of, and confidence in, the association’s information systems and technology. Associations should
provide training to employees and customers to use applications properly. Associations must also
support users with prompt responses to problems. If an association fails to provide reasonable training
and support for customers and staff, commitment to the system and its applications deteriorates,
administrative costs increase, and avoidable errors may occur. Training deficiencies also raise the risk of
data integrity problems and potential for complaints.

Associations should fully inform staff of any changes or updates to systems. Associations should also
train staff on how to respond to and execute the business continuity plan. If the association chooses to
outsource this function, it must carefully evaluate the third-party vendor’s qualifications prior to signing
any contracts. Management should also provide backup training for key job functions.

For additional guidance on Management control activities, see Examination Handbook Sections 310,
Opversight by the Board of Directors, and 330, Management Assessment, and CEO Memo 201, FFIEC
IT Examination Handbook, Management Booklet.

AUDITS AND OTHER INDEPENDENT REVIEWS

All associations should adopt and maintain an audit program. An effective audit function is essential to
an association’s safe and sound operations. It provides the framework for assessing the effectiveness of
the association’s risk management practices. It also facilitates reporting to the board of directors and
management on the strengths and weaknesses within the association’s internal controls. To ensure
adequate audit coverage, associations may use internal audit work, external audit work, or a
combination of both depending on the association’s audit risk assessment. Effective audit coverage
substantially improves an association’s ability to detect potentially serious problems.

The audit work may be completed internally or externally, however, someone that is qualified and
independent of the process or function reviewed must complete the work. This independent person
can conduct the audit work separately, as an audit of a specific technology activity, or incorporate it into
the audit work for a specific operating department or business line.

The complexity of financial products, services, and delivery channels makes the inclusion of risk-based
IT audit coverage an important consideration in establishing an effective overall audit program.
Effective audit coverage of technology risks requires personnel that have the skills and experience to
identify and report on compliance with the association’s policies and procedures. These skills and
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experience should include strong abilities to understand technology risks, as well as a detailed
understanding of the association’s I'T policies and procedures.

Audit procedures are most effective when designed into the technology or system during development.
When combined with a strong risk management program, a comprehensive, ongoing audit program
allows the association to protect its interests and those of customers. In developing an audit program
for technology, an association should consider how each application protects fully the financial and
informational assets, system reliability and availability, and user confidence.

See Thrift Bulletin 81, Interagency Policy Statement on the Internal Audit Function and Outsourcing,
for additional guidance on OTS expectations for an internal audit program.

Technology Audit Plan

An association’s audit plan should provide for reviewing its technology risks. It is the responsibility of
the board of directors and management to determine how much auditing will effectively monitor the
internal control system, taking into account the audit function’s costs and benefits. For associations that
are large or have complex operations, the benefits derived from a full-time manager of audit or an
auditing staff will likely outweigh the costs. For small associations with few employees and less complex
operations, these costs may outweigh the benefits. Nevertheless, even a small association without an
internal auditor can ensure it maintains an objective internal audit function by implementing a
comprehensive set of independent reviews of significant internal controls.

Generally, a technology audit will:

e Review technology policies, standards, and procedures.

e Assess how technology affects association operations.

e Determine if technology activities are consistent with management policies and procedures.

e Substantiate the integrity of employee activities and appropriateness of user access rights.

Audit work for technology should validate that all the business lines are complying with the
association’s standards for technology usage, and appropriately identify any exceptions. This validation
should include transaction testing that confirms policy compliance, existence of proper approvals,
adequacy of documentation, and integrity of management reporting.

Technology audit work should have clear procedures for when and how to expand the scope of audit
activities. There should also be procedures for reporting audit findings directly to the association’s
board of directors or audit committee, as well as management in the audited area. Associations should
implement follow-up procedures to ensure that management resolved all audit findings satisfactorily
and the business unit or department implemented audit recommendations in a timely manner.
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The complexity of the association’s technology environment may cause some associations to retain
outside consultants, accountants, or lawyers to review this area. The retention of independent expertise
may be an effective method to control effectively the overall risk. For example, associations may
employ external auditors to test the technology environment and ensure compliance with policies and
procedures. The resulting reports can provide valuable insight to the association in improving its risk
controls and oversight.

Additional guidance regarding External and Internal Audit is found in Handbook Sections 350 and 355,
and CEO Memo 182, FFIEC IT Examination Handbook, Audit Booklet.

INFORMATION SECURITY RISKS AND CONTROLS

An association’s corporate data and customer information must be available, accurate, complete, valid,
and secure. Information security is the process or methodology an association uses to protect its
corporate and customer information. Strong and effective information security is essential to an
association’s safety and soundness, and should be commensurate with the complexity of its operations
and IT environment. The most effective information security has strong board of directors and
management support and controls implemented throughout the association’s business operations.

Effective information security is not a judgment or conclusion about the condition of IT controls at a
particular point in time. Rather, effective information security is an ongoing and evolving process. An
association has effective information security when it successfully integrates its processes, people, and
technology to mitigate risks to acceptable levels in accordance with its risk assessment. OTS expects an
association’s information security program will have an incident response component for responding to
specific risks, for example, unauthorized access attempts. The information security program should also
provide for regular testing as well as security training of employees and other users.

An effective information security program serves as the overall framework that identifies risks,
develops and implements a security strategy, tests key controls, and monitors the risk environment.
This framework stresses the important roles of senior management and boards of directors by
emphasizing their responsibility to recognize security risks in their associations and effectively mitigate
security risks by assigning appropriate roles and responsibilities to management and employees.

The scope of an association’s information security program should address all technology activities, for
example, personal computers, Internet-based banking, and processing by the association’s service
providers. Effective security does not rely on one solution; rather it requires several measures, which,
taken together, serve to identify, monitor, control, and mitigate potential risks to that information.
Associations should use several differing controls to manage and ensure information security. Among
these commonly found in associations are controls for authentication, passwords, user identification
(ID), user access, system log-on and log-off, virus protection, and encryption.
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Information Security Controls

Authentication

Savings associations use authentication controls to verify and recognize the identity of parties to a
transaction. Typically, such controls include computerized logs, digital signatures, edit checks, and
separation of duties. Weak authentication controls can allow the accuracy and reliability of data to be
compromised from unauthorized access and fraud, errors introduced into the systems, or corruption of
data and information. Associations should use effective authentication controls to restrict access and
preserve integrity of data.

Authentication procedures for access to sensitive data minimally require a password. Maintenance
procedures should ensure that only the user has knowledge of the user’s password. Associations should
have procedures that allow only users to change their own passwords. Password controls should have
all of the following:

e Length of at least six characters, preferably more.

e A mixture of alphabetic, numeric, or other characters.

e Expiration dates that require users to change passwords frequently.

e Restrictions on reuse of previous passwords.

e Automatic lockouts after a defined number of failed log-on attempts.
e Suppression over the display of user passwords in any form.

e Encryption of password files.

On October 12, 2005, OTS and the other federal financial regulators issued updated guidance on risks
and risk management controls to authenticate identity of customers accessing an association’s Internet-
based financial services. This guidance, distributed in CEO Memo 228, Authentication in an Internet
Banking Environment, addresses the increased risks to associations and their customers from the
growth of Internet banking and other electronic financial services, and the increased incidents of
identity theft and fraud. As this guidance relates, associations need effective authentication systems to
comply with requirements for safeguarding customer information, prevent money laundering and
terrorist financing, and reduce fraud and theft of sensitive customer information.

The level of authentication an association uses should be commensurate with the risks of the Internet-
based products and services offered. Associations should conduct a risk assessment to identify the
types and levels of risk associated with their Internet banking applications. Where an association’s risk
assessment indicates the use of single-factor authentication — only a log-on ID or password — is
inadequate, the association should implement multifactor authentication, layered security, or other
controls reasonably calculated to mitigate these risks. OTS considers single-factor authentication
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inadequate as the only control mechanism for higher-risk transactions involving access to customer
information or movement of funds to others.

OTS expects associations to achieve substantial compliance with the authentication guidance
distributed in CEO Memo 228 by December 31, 2006.

User Access Rights and Controls

Associations should also establish controls to limit user access. For example, associations should limit
access to the Security Administrator account to the smallest number of persons practical without
adversely affecting operations. Security Administrators should not have access to customer records. In
addition, the association may grant contractors and consultants access to an association’s systems. The
association should tightly control these access rights.

Access rights to a system enable transaction processing and information retrieval. For outsourced
systems, service providers typically set up generic access profiles for common job categories, for
example, teller profiles. Associations should not accept and use the vendor access profiles without
reviewing them. This increases the risk of inappropriate user access and weakens the control
environment for sensitive data. To ensure user access is appropriate, associations should:

e Assign job responsibilities to provide for segregation of duties and dual control.

e Assign user retrieval and information processing capability profiles, based on job
responsibilities.

e Ensure separate access profiles for their different systems.

User identification controls should require:
e Management approval to issue a new user I1D.

e A unique user ID for each user. Multiple users should not be assigned to one user ID unless
there are mitigating controls.

e Restrictions on issuing multiple identifications unless there are mitigating controls.

e [Effective procedures to delete, disable, or change access rights promptly for terminated or
reassigned employees.

Inappropriate user access assignments could be caused by control deficiencies in granting these rights
or by weaknesses in the system security controls. System security control weaknesses can result from
software rules that permit inappropriate grouping of user access rights. Weaknesses also arise when
software capabilities are not propetly invoked. Not enabling the supervisory override capability over
dormant accounts is an example of such a weakness.
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Management should periodically conduct independent reviews of user access rights to ensure user
access assignments are appropriate and propetly controlled. Management should document the findings
of these reviews and resolution of any recommendations. Regardless of the cause, you should comment
in the ROE on inappropriate user access rights.

Other Information Security Controls

System log-on and log-off controls should limit the number of unsuccessful log-on attempts to a user
account. Associations should consider a control that notifies users of unsuccessful attempts since the
user’s last log-on. Associations should also require that personal computers and system access terminals
automatically log-off after a brief period of inactivity.

Associations should install virus protection software on all personal computers and servers to prevent
corruption of data or systems. Virus protection controls should include both association policies and
installed software. An association’s policies should restrict employees from adding software to their
personal computers. The policy should also provide for periodic review or audit of the employees’
personal computers to ensure conformance with association policies. Anti-virus software should be
updated regularly to protect against new viruses.

Acknowledgement controls, such as batch totaling, sequential numbering, and one-for-one checking
against a control file, verify proper completion of electronic transactions. For example, if an electronic
transmission is interrupted, the association should have controls in place to notify the sender of the
incomplete transaction and prevent duplication during re-submission.

Encryption technology scrambles data and information so it cannot be read or understood without the
proper codes for unscrambling. Confidential or sensitive data and information in transit should always
be encrypted. This includes email containing confidential or sensitive information, as well as Internet
banking transactions. As part of performing its risk assessment, association management should
identify the strength of encryption needed for specific categories of information.

For additional guidance regarding information security, see CEO Memo 172, FFIEC IT Examination
Handbook, Information Security Booklet. This booklet will be updated and reissued in 2006.
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INTERAGENCY GUIDELINES ESTABLISHING INFORMATION SECURITY
STANDARDS

12 CFR Part 570 Appendix B and Supplement A
Security Guidelines and Association Responsibilities

The Interagency Guidelines Establishing Information Security Standards implement:

e Section 501(b) of the GLB Act, which requires the federal financial regulators, including OTS,
to establish standards for administrative, technical, and physical safeguards to ensure the
security, confidentiality, integrity, and proper disposal of customer information.

e Section 216 of the Fair and Accurate Credit Transactions Act of 2003 (FACT Act), which
requires the federal financial regulators to issue regulations directing associations to ensure the
proper disposal of consumer information. See Examination Handbook Section 1300, Fair
Credit Reporting Act, for guidance on the FACT Act.

For additional guidance on an association’s compliance obligations for the Security Guidelines, see
CEO Memo 231, Compliance Guide for the Interagency Guidelines Establishing Information
Security Standards.

Differences Between Security Guidelines and Privacy Rule

The requirements of the Security Guidelines, 12 CFR Part 570 Appendix B and Supplement A, and the
Privacy Rule, 12 CFR Part 573, both relate to confidentiality of customer information. However, they
have different focuses:

e The Security Guidelines address safeguarding confidentiality and security of a customer’s
information and ensuring proper disposal. The focus of the Security Guidelines is preventing or
responding to foreseeable threats against, or unauthorized access or use of, that information.
Further, the Security Guidelines state that associations must contractually require their service
providers that have access to customer information to protect that information.

e The Privacy Rule limits disclosure of nonpublic personal information. The Privacy Rule
prohibits disclosure of a consumer’s nonpublic personal information unless certain notice
requirements are satisfied and the consumer does not elect to opt out of the disclosure. The
Privacy Rule does not impose any obligations with respect to safeguarding information. The
Privacy Rule only requires associations to provide privacy notices to customers and consumers
that describe their policies and practices to protect the confidentiality and security of nonpublic
personal information.
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Role of Board of Directors

The Security Guidelines require the association’s board of directors, or an appropriate committee of the
board, to develop, implement, and maintain a written information security program. Initially, the board
or a committee must approve the written information
security program. Thereafter, the board, or an appropriate
committee, must oversee implementation  and
maintenance of the program. These duties include
develop'ing,'irﬁplemen_ting, and assigning specific responsibility for implementing the

maintaining a written program and reviewing reports prepared by management.
information security program. Management must provide a report to the board, or an
appropriate committee, at least annually that describes the

overall status of the information security program and the association’s compliance with the Security
Guidelines.

An association’s board of
directors is responsible for

Information Security Program

Under the Security Guidelines, each association must develop and maintain an effective written
information security program tailored to the complexity of its operations. Associations must identify
and evaluate risks to its customers’ information, including the risk of improper disposal of customer
and consumer information. An association must also develop plans to mitigate these risks and
implement appropriate controls, including proactive oversight and monitoring of its service providers
that have access to the association’s customer information.

Additionally, the Security Guidelines require that associations test, monitor, and update the information
security program, as needed. Management should report the status of the information security program
to the board of directors at least annually. The reports should discuss material issues such as risk
assessment, risk management and control decisions, service provider arrangements, results of testing,
security breaches or violations and management’s responses, and recommendations for changes in the
information security program.

Objectives

As detailed in the Security Guidelines, the objectives of a written information security program are:
e Security and confidentiality of customer information.

e Protection against anticipated threats or hazards to the security or integrity of customer
information.

e Protection against unauthorized access to or use of such information that could result in
substantial harm or inconvenience to customets.

e Proper disposal of customer and consumer information.
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Risk Assessment

A written information security program begins with conducting an assessment of the reasonably
foreseeable risks. Like the other elements of its information security program, the association’s risk
assessment should be documented. The Security Guidelines recommend the following steps in
conducting a satisfactory risk assessment:

e Identifying reasonably foreseeable internal and external threats that could result in unauthorized
disclosure, misuse, alteration, or destruction of customer information or customer information
systems.

e Assessing the likelihood and potential damage of the identified threats, taking into
consideration the sensitivity of customer information.

e Bvaluating the sufficiency of the policies, procedures, customer information systems, and other
arrangements an association has in place to control risks identified.

e Applying the preceding three steps in connection with disposal of customer information.

For additional guidance regarding conducting an information security risk assessment, see the FFIEC
IT Examination Handbook, Information Security Booklet.

Managing and Controlling Risk

Managing and controlling information security risk is an ongoing process. An association should review
its policies and procedures on an ongoing basis to ensure they are adequate to safeguard customer
information and customer information systems, and to ensure proper disposal of customer and
consumer information. The association should include the review and findings in reports on the written
information security program. The association should also update its risk assessment for new products
and services and before implementing system changes.

The Security Guidelines provide a list of control measures associations must consider and adopt, as
appropriate. For example, an association must consider controls to restrict access to sensitive or
nonpublic customer information. These controls should restrict access only to individuals who have a
need to know such information. Associations must also consider whether encryption of customer
information maintained in electronic form is warranted in light of its information risk assessment. If so,
the association should adopt appropriate encryption measures to protect information in transit, storage,
or both.

Associations should train staff to implement and maintain the written information security program.
Associations should provide specialized training to ensure personnel protect customer information in
accordance with requirements of the information security program. For example, they should train staff
to recognize and respond to attempted fraud and identify theft, guard against pretext calling, and
dispose propetly of customer and consumer information.
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Associations also should test key controls, systems, and procedures of the information security
program. The association’s risk assessment should determine the scope, sequence, and frequency of
testing. OTS expects testing to be done periodically at a frequency that takes into account the rapid
evolution of threats to information security. Independent third parties or staff other than those who
develop and maintain the information security program should perform and review the testing.

An association should adjust its written information security program to reflect the results of the
ongoing risk assessment and key controls. An association should adjust the program to take into
account changes in technology; the sensitivity of customer information maintained; internal or external
threats to information; and its own changing business arrangements, such as mergers, acquisitions,
alliances and joint ventures, outsourcing arrangements, and changes in customer information systems.

Security Guidelines and Service Providers

The Security Guidelines have specific requirements that apply to service providers. In addition to
exercising due diligence in selecting a service provider, an association must enter into and enforce a
contract that requires the service provider to implement appropriate measures designed to meet the
objectives of the Security Guidelines. The contract guidance in the Security Guidelines applies to all
service providers, affiliated and nonaffiliated.

Consistent with OTS and interagency outsourcing guidance, the Security Guidelines also require an
association to monitor its service providers to confirm they satisfy all contractual obligations to the
association. Among other things, these obligations include protecting against unauthorized access to or
use of customer information maintained by the service provider that could result in substantial harm or
inconvenience to any customer, and proper disposal of customer and consumer information.

The Security Guidelines do not impose specific requirements regarding methods used or frequency of
monitoring service providers to ensure they are fulfilling their obligations under contracts. An
association must monitor each service provider in accordance with its risk assessment for potential risks
posed by the service provider. These activities could include reviewing audits or summaries of test
results conducted by a qualified party independent of management and personnel responsible for
development and maintenance of the service provider’s security program. An association should
document its reviews of service providers in the written information security program.

Security Guidelines and Disposal Rule

The Security Guidelines direct associations to require in contracts that their service providers
implement appropriate measures designed to meet the obligations of the guidelines regarding the
proper disposal of consumer information. Although the Security Guidelines do not prescribe a specific
method of disposal, OTS expects associations to have appropriate risk-based disposal procedures for
records. As indicated in their risk assessments, associations should ensure that paper records containing
customer or consumer information are rendered unreadable. Associations should also recognize that
computer-based records present unique disposal problems.
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The Security Guidelines required associations to satisfy the disposal guidelines by July 1, 2005, and to
modify affected contracts with service providers by July 1, 2006.

Supplement A to 12 CFR Part 570 Appendix B

Incident Response Program

On March 29, 2005, OTS and the other federal financial regulators issued guidance regarding programs
to respond to unauthorized access to customer information and when to provide customer notice
(Incident Response Guidance). According to this guidance, an association should develop and
implement a response program to address unauthorized access to or use of customer information that
could result in substantial harm or inconvenience to a customer. The components of an effective
response program include:

e Assessment of the nature and scope of the incident and identification of what customer
information has been accessed or misused.

e Prompt notification to OTS once an association becomes aware of an incident involving
unauthorized access to or use of sensitive customer information.

e Notification to appropriate law enforcement authorities in situations involving federal criminal
violations requiring immediate action.

e TFiling a timely Suspicious Activity Report, consistent with OTS regulations and instructions.

e Measures to contain and control the incident to prevent further unauthorized access to or
misuse of customer information, while preserving records and other evidence.

e Notification to customers, when warranted.

Customer Notification

The Incident Response Guidance describes when and how associations should provide notice to
customers affected by unauthorized access or misuse of their information. In particular, once an
association becomes aware of an incident of unauthorized access to sensitive customer information, it
should conduct a reasonable investigation to determine the likelithood the information has been or will
be misused. If it determines that misuse of customer information has occurred, or is reasonably
possible, the association should notify the affected customer as soon as possible.

Sensitive customer information means a customer’s name, address, or telephone number, in
conjunction with the customer’s social security number, driver’s license number, account number,
credit or debit card number, or a PIN or password that would permit access to the customer’s account.
It also includes any combination of components of customer information that would allow an
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unauthorized third party to log onto or access the customer’s account electronically, such as user name
and password or password and account number.

The Incident Response Guidance also states that an association’s contract with its service provider
should require the service provider to take appropriate actions to address incidents of unauthorized
access to customer information, including notification to the association as soon as possible following
any incident. For additional guidance on response programs for security breaches and notifying affected
customers, see CEO Memo 214, Interagency Guidance on Response Programs for Unauthorized
Access to Customer Information and Customer Notice.

If OTS finds an association’s performance is deficient under the Security Guidelines, it may take
appropriate corrective action. The agency could require the association to file a compliance plan in
accordance with the regulations implementing the Prompt Corrective Action provisions of the Federal
Deposit Insurance Act. Or, OTS could initiate an enforcement action under 12 CFR § 568.5 for
noncompliance with the Security Guidelines.

BUSINESS CONTINUITY RISKS AND CONTROLS

Board of Directors and Management
Responsibilities The board of directors is
responsible for developing and
Associations must be capable of restoring critical information | anpnually reviewing test results
systems, operations, and services quickly after an adverse event. and approving the
Effective business continuity planning can ensure associations association’s Business

are prepared to respond to events such as natural disasters,
human error, terrorist activities, or a pandemic. For additional
guidance on preparations for a pandemic, see CEO Memo 237, Interagency Advisory on Influenza

Pandemic Preparedness.

Continuity Plan.

An association’s board of directors and management are responsible for all of the following:

e [Establishing policies and procedures, and assigning responsibilities to ensure that
comprehensive business continuity planning, including testing, takes place.

e Annually reviewing the adequacy of the association’s business continuity plan and test results.
e Documenting such reviews and approval in the board minutes.
e Fvaluating adequacy of contingency planning and testing by service providers.

e Ensuring that the association’s business continuity plan is compatible with that of its service
providers.
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Business continuity plans can minimize disruptions caused by problems that impair or even destroy the
association’s processing and delivery systems. Extended disruptions to the association’s business
operations pose substantial risks of financial losses, and could lead to the failure of an association.
Effective business continuity planning requires a comprehensive, association-wide approach, not a
narrow focus on recovery of the association’s systems and technology.

Business Continuity Planning Process

Business continuity planning is the process of reviewing all of an association’s departments and
business lines and assessing the importance of each to the association and its customers. Association
management then develops and maintains a written business continuity plan that addresses all
significant products and services, and the outsourced and internally operated information systems and
technology that support these.

The complexity of an association’s I'T environment should dictate the level of detail contained in the
business continuity plan. As the association adds new information systems and technology to its
environment, it should revise the business continuity plan. The beginning point should be a business
impact analysis. This assesses the risks posed to each system, and then identifies the principal
departments, resources, activities, and users potentially affected by a problem. This includes assessing
the response capability of the association, the alternate processing site, transportation and storage of
backup media, and third-party vendors who can provide alternate processing locations.

If the association has contracted with a third-party vendor, management must obtain, review and
determine adequacy of the service providet’s business continuity plan and testing. The vendor’s plan
should be compatible with, and integrated into, the association’s business continuity plan. However,
merely maintaining the vendor’s business continuity plan, and participating in its periodic connectivity
testing, is not adequate to satisfy this requirement. An association must have its own business recovery
and continuity plan specifically designed for its operating profile and I'T environment.

Business Continuity Plan Development

A business continuity plan should define the roles and responsibilities for recovery team members. The
detail will vary among associations, depending on the degree of risk inherent in operations, the level
and complexity of information technology used, and the association’s available resources. However, the
business continuity plan should be in sufficient detail so an association can respond effectively to a
problem situation.

Typically, an association’s business continuity plan should:

e Designate the individual(s) responsible for coordinating all activities in responding to a disaster
when the business continuity plan is invoked.

e Define roles and responsibilities for each team member.

341.24 Examination Handbook April 2006 Office of Thrift Supervision



Management Section 341

e State clearly how potential disasters could affect the association’s departments, products,
services, employees, and customers.

e Provide details on potential risks and describe strategies, resources, and procedures for
recovery.

e [Establish the periodic frequency for testing and ongoing training of employees.

e Specify a clear timeline for recovering significant operations.

A clear timeline for recovery is critical to the business continuity plan. Recovery does not mean when
an affected system becomes available again. In achieving full recovery, the association may have to
correct or resubmit transactions that were in process when the disaster or disruption occurred. This
could involve a full day’s transactions or more.

Additionally, an association’s business continuity plan should address the differing requirements posed
by outsourced and internally operated systems. For outsourced systems, the association’s business
continuity plan should address the following for each significant service provider:

e (ategories and sources of data input, for example, branch transactions entered by personal
computers or terminals.

e Work steps or processes to recover for resubmission data previously input.

For each internally operated system, the association’s business continuity plan should address:
e Recovery of lost data, for example, day-of-disaster online input.
e Replacement of damaged hardware and software resources.

e Alternate processing locations.

Business Continuity Plan Monitoring and Testing

An association should test its business continuity plan at least annually. Acceptable testing
methodologies include tabletop drills, walk-through exercises, and simulations. An association should
modify its business continuity plan to reflect testing results and any changes to the association’s
information systems and technology environment.

The association’s business continuity plan should also designate an incident response team. Generally
this team would consist of a small number of staff from the departments and functions designated as
critical to recovery of operations. Collectively, the team provides the resources necessary to respond
quickly and decisively to problems.
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For additional guidance on business continuity planning, see CEO Memo 176, FFIEC IT Examination
Handbook, Business Continuity Planning Booklet.

VENDOR MANAGEMENT RISKS AND CONTROLS

Associations use outsourcing to reduce costs and — -
achieve strategic goals more efficiently. More and An association’s board of directors
more, associations use third parties to conduct and management should develop and
business operations associations previously conducted approve policies for overseeing its
directly. Given current technology environments, service providers.

these outsourcing arrangements are becoming

increasingly complex, and may involve foreign-based entities. Note: Outsourcing is use of a third party,
cither affiliated or nonaffiliated, to perform activities on a continuing basis, that the association would
normally handle.

Outsourcing can be the initial transfer of an activity or function from the association to a third party, or
from the original third party to another third-party service provider, which is sometimes referred to as
subcontracting. Another major trend in outsourcing is offshore outsourcing or moving processing
activities outside the United States.

Offshore outsourcing introduces country risk for associations. In offshore outsourcing, associations
must also monitor foreign government policies, and political, social, economic, and legal conditions in
the country where it has a contractual relation with the service provider. Because of this, an association
should develop appropriate contingency plans and an exit strategy for foreign outsourcing relationships.
The association should have a strategy to transfer the processing activities back to the United States
should it become necessary.

Examples of commonly outsourced operations include accounting, human resources administration,
and customer call centers. Associations may also determine that use of a specific technology is too
sophisticated or dynamic to be supported effectively within the association. These associations may
determine that some or all of such technology should be outsourced to a third-party vendor.

As stated in Thrift Bulletin 82a, Third Party Arrangements, the Home Owners’ Loan Act (HOLA)
requires associations to notify OTS of arrangements with all third-party providers. HOLA requires such
notice regardless of whether or not there is a contract. Generally, associations must provide notice to a
Regional Director, for both domestic and foreign third-party arrangements, within 30 days after the
earlier of:

e The date the association enters into the contract with the third party.

e The date the third party initiates performing the services.
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Service Provider Due Diligence

The association must also conduct adequate due diligence in selecting its service providers. Prior to the
formal selection, it should develop specific criteria to assess a third-party service provider’s capacity and
ability to perform the outsourced activities effectively. Appropriate due diligence includes selecting
those service providers that are qualified and have adequate resources to perform the work. It also
involves ensuring the service provider understands and can meet the association’s requirements. It is
also important that an association verifies the service provider’s financial soundness to fulfill its
obligations.

Prior to outsourcing any aspect of its operations, the association should establish specific policies and
procedures. Management should demonstrate a comprehensive understanding of outsourcing’s
expected benefits and costs. Management also should develop and implement a formal program to
monitor the service provider relationship. A comprehensive vendor management oversight program
should provide for ongoing monitoring and controlling of all relevant aspects of the service provider
relationship.

If a service provider fails, or is otherwise unable to perform the outsourced activities, it may be costly
and problematic to find alternative solutions. The association should consider transition costs and
potential business disruptions. An association should not outsource activities to a service provider that
does not meet all of an association’s due diligence criteria.

Service Provider Contracts

A clearly written contract should govern all outsourcing arrangements. Associations can mitigate
outsourcing risks by carefully negotiating and reviewing service provider contracts, including contract
renewals, prior to signing. Legal counsel should always review the vendor contracts to determine that
the association’s interests are adequately protected. Associations should actively monitor vendor
performance, and verify performance level reports periodically.

Key contract provisions should:
e Define cleatly outsourced activities and expected service and performance levels.

e Provide for continuous monitoring and assessment of the service provider so the association
can take timely corrective action.

e Include a termination clause and time period or conditions under which it would be exercised.
e Address issues related to subcontracting for all or part of the outsourced activity.

e Cover requirements detailed in the Security Guidelines that are contained in the association’s
written information security program.
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Service Provider Management and Monitoring

Typically, the association forwards data to the service provider’s processing center, usually via on-line
data entry terminals; output reports are available at the association’s on-line terminals and printers. For
those portions of the service provider’s systems that are within the association, the association has
responsibility for establishing and maintaining appropriate controls. For example, an association should
develop controls that restrict access to teller terminals to tellers and other specifically authorized
personnel. An association should also develop controls for balancing and reconciling items processed
by the third-party vendor. The contract should address these responsibilities.

An association that is part of a holding company structure may have an affiliated company provide its
technology needs. The affiliated service provider could be a department within the parent holding
company, or a separate affiliate of the association. This type of arrangement typically reduces costs and
achieves enterprise-wide economies of scale. However, contracts among affiliated entities may raise
supervisory concerns. See the Holding Company Handbook for additional guidance on transactions
with affiliates.

Vendor contracts should specify performance measures; two key metrics are online up time and
terminal response time. Up time refers to the hours and days online services will be available. Often,
these are the hours the association’s branches operate, plus two or three additional hours daily.
Contracts should state the vendor’s performance commitment, for example, 99 percent up time.
Terminal response time refers to the customary elapsed time between transaction initiation, when the
enter key is pressed, and delivery of information to the screen. Response time should be measured in
seconds.

Service provider contracts should also address non-production or non-processing products and
services. Examples of these are audited financial statements for the vendor, third-party audits of the
service provider, or summaries of the vendor’s disaster recovery testing results. An association should
obtain and review these as part of a proactive vendor management program.

An association should obtain I'T ROEs for its significant service providers. An association should also
obtain third-party reviews of its significant service providers. A third-party review is an independent
evaluation the service provider obtains to meet the needs of client associations. A qualified auditor who
is independent of the service provider conducts the third-party review. The scope of this audit should
be broad enough to satisfy the audit objectives of the service provider and the client associations.

The American Institute of Certified Public Accountants’ Statement of Auditing Standards 70 (SAS 70)
provides guidance for auditors performing the service provider review and to auditors of client financial
associations. The SAS 70 reviews should determine the adequacy of controls in areas such as the service
provider’s data centet, systems and programming, and input/output controls. The controls reviewed at
the service providers should have reciprocal controls at the individual client associations. In the SAS 70
review, the auditor will address these corresponding controls, in a section typically referred to as “client
control considerations.” An association should obtain and review these reports, and take appropriate
actions for any client control considerations or weaknesses discussed. It is also important that an
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association understand the scope of the SAS 70 review to determine if it adequately assesses all relevant
control areas.

For additional guidance on vendor management oversight activities, see Thrift Bulletin 82a, Third Party
Arrangements, and CEO Memo 201, FFIEC IT Examination Handbook Outsourcing Technology
Services Booklet.

OTHER ASSOCIATION CONTROLS FOR INFORMATION TECHNOLOGY RISKS

Input and Output Controls

An association should require additional controls for technology used to process information, which
has direct monetary effects on either the association or its customers. These controls should include
requirements that there be segregation of duties between input of information and review of that
information post-processing. Such controls should also require the post-processing reviewer to
reconcile the processed information.

For large dollar transactions, for example, funds transfers, associations should require that all phases of
the transaction be performed under dual controls. For mortgage loan set-ups, verification procedures
should consist of manually comparing a sample of source documents against system reports. The
association’s written policies and procedures should describe these controls in full detail.

Change Control Management

An association must prepare to adapt activities and information technology to meet changing
requirements and circumstances. Association management should ensure that changes to existing
technology undergo the same due diligence as new technology selections. An important consideration
in technology changes is that there be thorough testing. Additionally, an association should maintain
accurate and complete records describing the changes, reasons for the changes, and those responsible
for making them.

Conversion Project Management

Any association that uses IT to perform operations or provide services must commit to update
continuously its activities to keep current with technological changes. For example, if an association
experiences a corporate merger or acquisition, wants to reduce or more effectively control costs, or
offer new products or services, it must plan to convert its operations and systems to accommodate
these changes.

In highly technological environments, it is likely that an association will experience at least one or more
systems conversion. A systems conversion is the process of replacing existing applications with new
ones developed internally, or with third-party vendor software through an outsourcing agreement. The
association should conduct planning, testing, and monitoring of new activities as part of its risk
mitigation processes.
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A conversion presents significant risks to an association, which can be mitigated with adequate project
management controls. Flawed or failed conversions are very costly, and can compromise the integrity
and reliability of books and records, causing unsafe and unsound conditions within the association. For
example, in a flawed check processing conversion, an association could be forced to charge-off
significant, unresolved bookkeeping differences. In a flawed deposit conversion, management could
have unreconciled deposits requiring adjustments and write-offs. These can cause significant financial
losses and waste management resources.

The board of directors should monitor planning and implementation of major system conversions. The
directors should also hold management accountable for the success or failure of these conversions.
Management should develop and oversee the successful completion of tasks and milestones by both
the vendor and association personnel. User testing, debugging, and staff and customer training should
occur before implementation or conversion of any system.

REGULATORY GUIDANCE AND REFERENCES

Code of Federal Regulations (12 CFR)

§ 555 Electronic Operations

§ 563.161 Management and Financial Policies

§ 563.170 Examinations and Audits; Appraisals; Establishment and Maintenance of
Records

§ 568 Security Procedures

Part 570 Safety and Soundness Guidelines and Compliance Procedures

Appendix A Interagency Guidelines Establishing Standards for Safety and Soundness

Part 570

Appendix B Interagency Guidelines Establishing Standards for Information Security

Part 570

Supplement A Interagency Guidance on Response Programs for Unauthorized Access to
Customer

Appendix B Information and Customer Notice

Part 570
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Office of Thrift Supervision Guidance

CEO Memoranda

No. 109 Transactional Web Sites

No. 139 Identity Theft and Pretext Calling

No. 172 Information Technology Examination Handbook — Information Security
Booklet

No. 176 Information Technology Examination Handbook — Supervision of Technology

Service Providers and Business Continuity Planning Booklet

No. 179 Request for Comment on Interagency Guidance on Response Programs for
Unauthorized Access to Customer Information and Customer Notice

No. 182 FFIEC Information Technology Examination Handbook — Audit Booklet,
FedLine Booklet, Electronic Banking Booklet

No. 193 ‘Phishing’ and E-mail scams

No. 196 Information Technology Examination Handbook — Retail Payment Systems
Booklet

No. 199 Information Technology Examination Handbook — Development and

Acquisition Booklet

No. 201 Information Technology Examination Handbook — Management Booklet and
Outsourcing Technology Services Booklet

No. 204 Information Technology Examination Handbook — Operations Booklet and
Wholesale Payment Systems Booklet

No. 205 ‘Phishing’ Customer Brochure
No. 207 Interagency Guidance — Risk Management of Free and Open Source Software
No. 214 Interagency Guidance on Response Programs for Unauthorized Access to

Customer Information and Customer Notice

No. 228 Interagency Guidance on Authentication in an Internet Banking Environment
No. 231 Compliance Guide for Interagency Guidelines Establishing Information
Security Standards
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No. 237 Interagency Advisory on Influenza Pandemic Preparedness

Thrift Bulletins

TB 81 Interagency Policy Statement on the Internal Audit Function and Its
Outsourcing

TB 82a Third Party Arrangements

TB 83 Interagency Guidance on Weblinking: Identifying Risks and Risk Techniques

Handbook Sections

Section 340 Internal Controls

Section 1300 Fair Credit Reporting Act
Section 1370 Electronic Banking
Section 1375 Privacy
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Information Technology Risks and Controls

Program

EXAMINATION OBJECTIVES

To determine whether management effectively identifies and mitigates the association’s information
technology (IT) risks.

To determine whether the board of directors adopted adequate policies, procedures, and operating
strategies appropriate for the size and complexity of the association’s I'T environment.

To determine that the association has a written information security program to comply with the
requirements of the Interagency Guidelines Establishing Information Security Standards (Security
Guidelines), which implement Sections 501(b) of the Gramm-Leach-Bliley Act of 1999 (GLB Act) and
216 of the Fair and Accurate Credit Transactions Act of 2003 (FACT Act).

To initiate corrective action when policies, procedures, or controls are deficient or when you note
violations of laws or regulations.

EXAMINATION PROCEDURES WKP. REF.

LEVEL |

Level I procedures assess the association’s processes for identifying and managing IT risks. Level I
procedures are sufficient when an association has an effective internal control environment for IT risks,
and there are no findings, which would cause you to expand your scope.

1. Review the association’s response to the PERK 005, previous examination reports,
including I'T Reports of Examination, internal and external audit reports, and
supervisory correspondence. After verifying completeness and accuracy of the IT
database information, provide this information to your regional office for
processing and input.

2. Determine that the association implemented effective corrective actions for all
previously cited I'T exceptions, criticisms, or violations. This includes any matters
cited in IT Reports of Examination.

Exam Date:
Prepared By:
Reviewed By:
Docket #:
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Program

WKP. REF.

3. Determine the complexity of the association’s information technology environment.
Identify the association’s significant systems. Significant means those critical to
ensure information security, satisfactory customer service, and continuity of
operations. Review the association’s networks.
applications are processed on the networks.

Determine what significant

4. In conjunction with the Examiner-in-Charge (EIC) or examiner(s) performing the
other Management programs, review board of directors’ minutes of regular, special,
and committee meetings for discussion and approval of significant I'T matters.
Examples of significant I'T matters would include the association’s written
information security program, new or ongoing service provider relationships, and the

association’s business continuity plan.

5. In conjunction with the examiner(s) performing the reviews of Management and
Earnings, determine the effectiveness of the board of directors and senior
management in implementing strategic planning for I'T. Evaluate plans for any
significant changes. Review the association’s strategic or business plan for I'T-related

activities.

6. Review the association’s policies and procedures for I'T. Determine whether these
are effective for monitoring and controlling the association’s I'T risks considering the

complexity of its I'T environment.

7. In conjunction with the examiner(s) performing the review of the audit function,
assess the adequacy of the association’s audit coverage for I'T risks. Verify that audit
policies, practices, and programs for I'T audits or other independent reviews are
adequate for the size and complexity of the association’s I'T environment.

Exam Date:

Prepared By:

Reviewed By:
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Program

WKP. REF.

8. Review IT audits or other independent reviews completed since the preceding
examination. Determine that I'T audit work products are adequate for the size and
complexity of the association’s I'T environment.

9. Assess management’s responsiveness to I'T audit concerns. Review the timeliness
and adequacy of corrective actions. Confirm that the board of directors is informed
of significant audit concerns, and that the board ensures completion of corrective

actions.

10.  Determine that I'T audit expertise and training are sufficient for the complexity of

the I'T risks of the association.

11. Determine the association’s compliance with the objectives of the interagency
Security Guidelines implementing Sections 501(b) of the GLB Act and 216 of the
FACT Act. The Security Guidelines require associations to have a comprehensive,
written information security program that includes the administrative, technical, and
physical safeguards to achieve the following objectives:

e Ensure the security and confidentiality of customer information.

e Protect against any anticipated threats or hazards to the security or integrity of

customer information.

e Protect against unauthorized access to or use of such information that could
result in substantial harm or inconvenience to any customer.

¢ Ensure proper disposal of customer and consumer information.

To meet the objectives and comply with the Security Guidelines, an association

must:

e Implement a written information security program that the board of directors

approved.

Exam Date:
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WKP. REF.

e Conduct and prepare a written information security risk assessment.

e Require in contracts that service providers implement appropriate information
security programs designed to meet the objectives of the Security Guidelines.

e Monitor, evaluate, and adjust the information security program for changes in
the association’s I'T environment.

e Report to the board of directors annually regarding the association’s compliance
with the Security Guidelines and the status of the written information security
program.

12. Review measures the association has implemented in its written information security
program to manage and control risks. Determine that the association considered and
adopted, as appropriate:

e Access controls on customer information systems, including controls to
authenticate and permit access only to authorized individuals.

e Controls and procedures to prevent employees from providing customer
information to unauthorized individuals through pretext calling or other
fraudulent methods.

e Access restrictions at physical locations containing customer information, such
as buildings, computer facilities, and records storage facilities to permit access
only to authorized individuals.

e Encryption of electronic customer information, including while in transit or in
storage, or on networks or systems, to ensure unauthorized individuals do not
gain access.

e Procedures designed to ensure that modifications to customer information
systems are consistent with the association’s written information security
program.

e Dual control procedures, segregation of duties, and employee background
checks for employees with access to customer information to minimize risk of
misuse of customer information.

e Monitoring systems and procedures to detect actual and attempted attacks or
other intrusions into customer information systems.

Exam Date:
Prepared By:
Reviewed By:
Docket #:
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WKP. REF.

e Response programs that specify actions to take when the association suspects
or detects that unauthorized individuals have gained access to customer
information systems, including appropriate reports to regulatory and law
enforcement agencies .

e Measures to protect against destruction, loss, or damage of customer
information due to potential environmental hazards, such as fire and water
damage or technological failures.

13.  Confirm that the association has ongoing training for employees that implement and
maintain the information security program. Review guidance to association
employees for protecting customer and corporate information. Such guidance should
describe the employee’s responsibilities and consequences of improper actions.

14.  Determine that the association has an incident response program consistent with the
guidance in CEO Memo 214. Evaluate the effectiveness of the association’s program
for responding to incidents of unauthorized access to sensitive customer information
and providing notification, as required. Confirm that the association’s response
program contains measures to:

e Assess the nature and scope of the incident.

e Notify OTS, either directly or through the association’s service providers.
e Notify law enforcement agencies.

e TFile Suspicious Activity Reports when required.

e Controlthe incidents of unauthorized access.

e Notify customers, when necessary.

Exam Date:
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WKP. REF.

15. If the association had incidents of unauthorized access to sensitive customer
information, determine that it:

e Conducted a prompt investigation to determine the likelihood the information
accessed has been or will be misused.

e Notified customers when the investigation determined misuse of sensitive
customer information has occurred or is reasonably probable.

e Delivered notification to customers, when warranted, by means the customer
can reasonably be expected to receive, for example, by telephone, mail, or
electronic mail.

16. Review the association’s customer notice and determine it contains:

e A description of the incident, including type of information subject to
unauthorized access.

e Measures taken by the association to protect customers from further
unauthorized access.

e Telephone numbers customers can call for information and assistance.

e Reminders to customers to review account statements over a reasonable period
— 12-to-24 months — and to report immediately suspicious activity and
suspected identity theft incidents.

e A description of a fraud alert and how to place one in a customer’s report.

e Recommendations to obtain credit reports from each nationwide credit-

reporting agency and have information related to fraudulent transactions
deleted.

e An explanation of how customers can obtain free credit reports.

e Information concerning availability of online guidance by the Federal Trade
Commission regarding steps the consumer can take to protect against identity
theft.

Exam Date:
Prepared By:
Reviewed By:
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WKP. REF.

17.  Evaluate the effectiveness of the association’s measures to authenticate customers
accessing Internet-based services and other electronic banking activities. Ensure that
the association’s authentication methods and controls specifically address the need
for risk-based assessments, customer awareness, and security measures consistent
with the guidance in CEO Memo 228. An association should:

e Ensure its information security program identifies and assesses risks associated
with Internet-based products and services, identifies risk mitigation actions, and
evaluates customer awareness efforts.

e Adjust its information security program for changes in I'T, sensitivity of
customer information, and internal or external threats to information.

e Implement appropriate risk mitigation strategies.

18.  Review password controls used on the association’s operating systems and
significant applications. Confirm these address password length, change intervals,
composition, history, and reuse or lockout. Assess the effectiveness of these
controls.

19.  Assess the association’s user access assignment policies and procedures for its
information systems. Determine that these policies and procedures:

e Provide for proper segregation of duties and dual controls.
e Assign processing capabilities according to job responsibilities.
e Limit system administrator capabilities appropriately.

e Create user access profiles or user access assignments that are differentiated
according to job duties.

e Ensure that the association periodically reviews and updates user access
assignments for job changes and terminations.

Exam Date:
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Reviewed By:
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Program

20.

21.

22.

23.

24,

WKP. REF.

Review user access profiles or user access assignments for at least one of the
association’s significant systems, for example, lending, deposits, general ledger, or
funds transfers. Determine that system access rights are consistent with the

association’s policies and procedures for assigning system access.

Confirm that the association has current written procedures to ensure security over
its funds transfer activities, and that personnel are adequately trained to follow these

procedures.

Confirm that each authorized user involved in the association’s funds transfer
activities maintains a unique password known only to the user. Verify that system

users change passwords frequently.

Review the association’s business continuity plan. Verify that the business continuity
plan is based on a business impact analysis and that it identifies recovery priorities.
Confirm that the association tested the business continuity plan within the past
twelve months and that the board of directors annually approves testing results and

the business continuity plan.

Review the association’s back-up procedures. Determine what data are backed up,
the rotation schedule, where the back-up media are stored, and how soon the back-

up media are taken offsite.

Exam Date:
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WKP. REF.

25.  Ensure that the association excercises appropriate due diligence in selecting,
managing, and monitoring its service providers. Determine the association has
established adequate policies and procedures to manage its service provider or

vendor relationships.

26.  Determine that the association’s contracts with its service providers have clauses that
require the vendors to implement measures designed to meet the objectives of the
Security Guidelines. Review the association’s policies, procedures, and practices used
to confirm that its service providers satisfied obligations under the contract

regarding customer information.

27.  Determine that the association’s board of directors, or an appropriate committee,
approves new service provider relationships, or significant changes to existing
oursourcing arrangements. These changes should be supported by a written risk
analysis consistent with the association’s business plan and the proposed or planned

activity.

28.  Determine that association management and the board of directors periodically
review significant service provider contracts and service level agreements.

29.  If the association created a transactional website since the previous exam determine
that it provided the notice to OTS as required by CEO Memo 109. If the Notice was
not timely and satisfactorily filed, contact the regional office to discuss appropriate
remediation actions. Discuss with the regional office the need for follow-up review
to ensure compliance with the requirements set forth in the CEO memo.
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WKP. REF.

30. Review the association’s website to determine there are no inappropriate or
misleading website links.

31.  Discuss with your EIC any planned or pending system conversion, transactional
website plans not previously communicated to or filed with OTS, system-generated
errors that affect integrity of management information or regulatory reports, or any
other significant I'T issues or concerns. After discussion with your EIC, notify your
regional IT Examination Manager, as appropriate.

LEVEL Il

After you complete the Level I examination procedures, if you need additional review to support an
examination conclusion for a particular IT risk, you should review examination guidance and
procedures in the FFIEC Information Technology Examination Handbook for the specific subject
matter. These FFIEC Information Technology Examination Handbook procedures are considered
Level II procedures for Examination Handbook Section 341.

You should complete the examination procedures in the FFIEC Information Technology Examination
Handbook you deem necessary to test, support, and present conclusions derived from performing
Level I procedures. Level II procedures provide additional verification regarding the level of technology
risk and the effectiveness of a savings association’s risk management processes and controls. You can
use the FFIEC examination procedures in their entirety or selectively, depending on the examination
scope and need for additional verification.

EXAMINER’S SUMMARY, RECOMMENDATIONS, AND COMMENTS

Exam Date:
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Reviewed By:
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External Audit

Accurate financial reporting is essential to an institution’s safety and soundness. The board of directors
and the audit committee are responsible for ensuring that their institution operates in a safe and sound
manner. To achieve this goal and meet the safety and soundness guidelines implementing Section 39 of
the Federal Deposit Insurance Act (FDI Act) (12 USCS 1831p-1) (see 12 CFR 510), the board of
directors should ensure that their institution maintains effective internal controls (see Handbook
Sections 340, Internal Control, and 355, Internal Audit).

Management is responsible for effectively managing the institution’s risks and
making sound business decisions. They should also ensure that the financial

LINKS statements fairly report the savings association’s financial condition, results of

7 Program operations, and cash flows, and that the institution prepares its financial

77 Appendix A statements in accordance with generally accepted accounting principles (GAAP).
"7 Appendix B L . : U .

o Savings institutions must provide accurate and timely Thrift Financial Reports by

A g % y p Y

7 AppendixC law (12 USC 1464(v)). These reports setve an important role in risk-focused

"=/ Appendix D supervision programs, by contributing to pre-examination planning, off-site

"~ AppendixE monitoring programs, and assessments of an institution’s capital adequacy and

financial strength.

The OTS encourages all institutions to have an external audit. Some institutions must have an audit of
the institution’s financial statements by an independent public accountant (external auditor), or the
OTS may require an audit of an institution’s financial statements by an external auditor under certain
circumstances. All audits of savings associations, regardless of size, must comply with the requirements
outlined for management, the board of directors, and the external auditor in the FDICIA-required audit
section below.

For institutions that do not have an external audit, other acceptable external auditing programs include:

e A balance sheet audit in accordance with generally accepted auditing standards (GAAS) by an
external auditor.

e Attestation procedures that result in an external auditor’s report on an institution’s internal
control over financial reporting (attestation report).

e Agreed-upon procedures or state-required examinations.

Office of Thrift Supervision July 2002 Examination Handbook 350.1
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Management Section 350

FDICIA-REQUIRED AUDIT

Audit of Savings Associations with $500 Million or More of Total Assets

Section 112 of the Federal Deposit Insurance Corporation Improvement Act (FDICIA) of 1991 and
the Federal Deposit Insurance Corporation’s (FDIC) implementing Regulation 12 CFR Part 363
requires savings associations with assets of $500 million or more to obtain an audit of the financial
statements by an independent public accountant.

Savings associations must comply with the provisions of the FDIC Regulation 12 CFR § 363.2, Annual
Reporting Requirements. Savings associations should file the required reports with the FDIC and OTS
(appropriate Regional OTS Office) in accordance with the provisions of this regulation.

Appendix B of this Section summarizes these provisions, and OTS audit requirements. Specific FDIC
provisions in Appendix A of Part 363 are discussed below.

Management:
e Prepare a statement declaring its responsibility for the annual financial statements.
e Establish and maintain an adequate internal control and procedures for financial reporting.

e As of the end of the fiscal year, assess the effectiveness of the internal control and procedures
for financial reporting.

e Assess the effectiveness of the internal control and procedures for compliance with federal laws
and regulations relating to loans to insiders and dividend restrictions.

Board of Directors:
e [Hstablish an audit committee consisting of outside directors who are independent of
management. In no circumstances may an audit committee consist of less than a majority of

outside directors. Exceptions to the independent membership requirement should be rare.

e Determine the duties of the audit committee that should, at a minimum, include reviewing the
audit reports with the external auditor.

External Auditor:

e Attest to whether management’s assertion about the effectiveness of the internal control over
financial reporting is fairly stated.

e Participate in a peer review program that is acceptable to the FDIC.
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In addition, the FDIC requires the following reports:
e A management report on internal controls (management internal control report).

e An external auditor’s attestation report on management’s assessment of the effectiveness of
internal control over financial reporting in Accordance with Statements on Standards For
Attestation Engagements (SSAE) No. 10, Attestation Standards: Revisions and Recodification
(AT 101).

Information That Must Be Available to External Auditors

Section 931 of the Financial Institutions Reform, Recovery, and Enforcement Act of 1989 (FIRREA),
(12 USC § 1817(a)), requires FDIC- insured associations that engage the services of an external auditor
to audit the association within the past two years to provide copies of the following reports:

e The most recent report of condition, that is, the OTS Thrift Financial Report.
e The association’s most recent Report of Examination (ROE).
In addition, savings associations must provide the external auditor with the following information:

e A copy of any supervisory agreement or memorandum of understanding or written agreement
between a federal or state banking agency and the association that is in effect during the period
covered by the audit.

e A report of any formal action taken by a federal or state banking agency during such period, or
any civil money penalty assessed with respect to the association or any association-affiliated

party.

Regulatory personnel should determine if the association is in compliance with § 931 of FIRREA and
report instances of noncompliance to the Regional Accountant.

Changes in Auditors

The FDIC requires the board of directors to provide a notice of termination or engagement of the
external auditor (see 12 CFR §§ 363.2 and 363.4). In addition, the external auditor must provide the
notice of termination (see 12 CFR § 363.3(c)) to the FDIC. OTS may request that the institution send
notice to the appropriate supervisory office.

Work Paper Reviews

The FDIC’s policy is to review the audit work papers of Part 363 institutions that have been assigned,
or expect to be assigned, a composite CAMELS rating of 4 or 5. The FDIC will coordinate the review
with the institution’s supervisory agency. For additional information on work paper reviews, see the
discussion under Regulatory Concerns in this Handbook Section.
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Peer Review Reports

FDICIA requires that firms performing audits on institutions with assets in excess of $500M enroll in a
peer review program, and that each firm files a copy of its peer review report with the FDIC. In a peer
review program, one accounting firm basically examines another firm’s quality control for accounting
and auditing practices on selected engagements and functional areas. This review encompasses the
organizational structure of the policies adopted and the procedures established by a firm to provide it
with reasonable assurance that it complies with professional standards.

The Chief Accountant’s office obtains copies of the peer review reports from the FDIC, and maintains
an updated database that it periodically distributes to the Regional Accountants. OTS will make copies
of the reports available upon request. If any firm has significant deficiencies noted in its peer review
report, OTS staff will notify the Regional Accountant for further action.

OTS-REQUIRED AUDIT

Audit of Savings Association Holding Companies with $500 Million or
More of Total Assets

Under 12 CFR § 562.4, OTS requires a savings association holding company to obtain an audit of the
financial statements by an external auditor when the total assets of the consolidated savings association
subsidiary(ies) are $500 million or more. The holding company should comply with the reporting
requirements at Item 21, Financial Statements in the H-(b)11 Annual Report.

Modification or Waiver

OTS may grant a savings association holding company’s request for a modification or waiver of the
external audit requirement under any of the following circumstances:

e The savings association holding company engages in very limited activities other than control of
subsidiary savings association(s) and it submits the subsidiary savings association’s separate
external audited financial statements.

e The accounting basis of the holding company makes consolidated financial statements or an
external audit impractical.

e The external audit would represent an unusual and unreasonable regulatory burden.

The savings association holding company must make a written request for a waiver to OTS’s Regional
Director or designee. The request must describe the circumstances that the savings association holding
company believes warrant the proposed modification or waiver.

350.4 Examination Handbook July 2002 Office of Thrift Supervision



Management Section 350

Audit of Savings Associations That Receive a Composite CAMELS Rating
of 3,4,0r5

OTS requires savings associations, without regard to size, that receive a composite CAMELS rating of
3, 4, or 5, as of its most recent safety and soundness examination, to obtain an audit of its financial
statements by an external auditor.

Required Reports

In addition to the audited financial statements, the savings association must submit:

e Any audit-related reports including, but not limited to, internal control reports from the
external auditor that contain conclusions and recommendations related to the audit.

e Any other OTS-requested supplemental information, or schedules.

OTS accepts the audited consolidated financial statements of the savings association holding company
in lieu of separate audited financial statements of the savings association.

Filing Requirements

If OTS requires a savings association to obtain an audit, it must forward three copies of the required
reports to the Regional Director or designee within 90 days of the fiscal year-end, or within 15 days of
receipt, whichever is earlier.

When a savings association with a composite CAMELS rating of 3, 4, or 5 has assets of $500 million or
more, it must file either the required savings association audit report, or the consolidated savings
association holding company audit report, with both the FDIC and OTS. The filings should comply
with FDIC Regulation Part 363 and FDIC guidelines at Appendix A to Part 363.

Waivers

A savings association may dispense with an audit if OTS determines that an audit is not the most
effective means to address the safety and soundness concerns that caused the composite CAMELS
rating of 3, 4, or 5. The waiver provision only applies to OTS required audits. It does not apply to
audits required by public securities filing requirements, or § 112 of FDICIA and the FDIC
implementing Regulation 12 CFR Part 363. The savings association must make a written request for a
waiver to the OTS Regional Director or designee. The written request must include:

e The basis for the composite CAMELS rating of 3, 4, or 5, and the specific reasons why the
savings association believes an audit would not address the source of the safety and soundness
concerns in the most effective manner; and

e As an alternative, specify procedures and describe how they will address the source of the safety
and soundness concerns identified by the examination; or
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e Indicate the reasons why they consider an alternative to an audit as unnecessary.

OTS will respond to a timely request for an audit waiver from the savings association.

Safety and Soundness Considerations for Granting Waiver Requests

OTS may grant a savings association’s request for a waiver of the external audit requirement if the
CAMELS rating of 3, 4, or 5 is due to safety and soundness concerns that an external audit would not
effectively address.

Safety and soundness concerns may include areas of supervisory judgment. Often the association
cannot reduce these areas to objective criteria that can be audited effectively. Safety and soundness
concerns may represent areas in which you have specialized knowledge and expertise; or the concerns
may represent areas normally not included in the scope of an external audit.

Under such circumstances, you may consider requesting specific procedures to address these areas. You

may also rely on your judgment about other procedures that will specifically address your supervisory
concerns. Examples of these areas include the following circumstances:

e Adequacy of capital levels.
e Deficient credit underwriting policies and loan documentation that management is correcting,.

e Low level of earnings or poor quality of earnings whose source the examiners investigated in a
recent examination and management is correcting.

e Liquidity, interest rate risk, and other safety and soundness or compliance matters.
While recognizing the limits of an external audit, there are circumstances when pervasive safety and

soundness concerns warrant an external audit. These include, but are not limited to the following
concerns:

o Identified weakness in the internal audit function or the internal control structure and
procedures for financial reporting.

e Jack of confidence in the board of directors or management with regard to integrity, ethical
values, competence, operating philosophy, and overall corporate governance exercised by the
board.

e Questionable transactions with affiliates.
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Case-by-Case Safety and Soundness Required Audit

OTS may require at any time, for any safety and soundness reasons identified by the Director, an
independent audit of the financial statements of, or the application of procedures agreed-upon by OTS
to, a savings association, savings association holding company, or affiliate by an external auditor.

Audit of De Novo Savings Associations

OTS generally requires an external audit as a condition of approval for de novo savings associations.
The conditions of approval will describe the reporting and filing requirements.

Notification by OTS of Audit Requirement

When OTS requires an entity to obtain an external audit for reasons other than its CAMELS rating or
size, OTS’s Regional Director will notify, in writing, the savings association or savings association
holding company.

Audit of Trust Activities

Audit requirements for institutions with permission to exercise fiduciary powers are in 12 CFR {§
550.440 through 550.480. Those institutions should also refer to the Trust and Asset Management
Regulatory Handbook for audit requirements, policies, and procedures.

OTS-REQUIRED AGREED-UPON PROCEDURES

OTS may require a savings association, savings association holding company, or affiliates to obtain the
services of an external auditor to perform agreed-upon procedures to address certain aspects of an
entity’s operations, operations at outside servicers, adherence to specified laws, regulations, policies and
accounting principles, or other specific concerns.

OTS may require an entity to obtain specified procedures, under any of the following conditions:

e When the examination process will not address supervisory concerns for the specified element,
account, items of the financial statements, outside servicer, or other matters.

e When the specified procedures could supplement the examination process.

e When an external audit is not the most effective means to address the specified element,
account, items of the financial statements or other matters of supervisory concern.

e When identified or suspected insider abuses exist.
e When there is identified or suspected defalcation.

e When there is identified or suspected criminal activity.
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e When objective criteria exist for reasonably measuring compliance with specified laws,
regulations, and policies.

Notification by the OTS

OTS’s Regional Director, or designee, will notify the entity in writing, when we require it to engage the
services of a qualified external auditor to perform agreed-upon procedures.

Required Procedures and Reports

Once you determine that agreed-upon procedures are an effective means to address the safety and
soundness concerns, identify the specific elements, accounts, items of the financial statements, or other
matters that the external auditor and the institution must address.

OTS generally requires the external auditor to perform the procedures. The external auditor must
report in accordance with GAAS for attestation engagements. OTS may also provide such procedures
directly, or develop procedures in consultation with the external auditor.

Filing Requirements

If OTS requires an entity to obtain agreed-upon procedures, the institution must forward three copies
of the specified procedures report to the Regional Director, or designee, within 30 days of receipt of
the report, or 30 days from the date of the procedures, whichever is less. The entity must also forward a
copy of the signed engagement letter to the Regional Director, or designee, before the external auditor
conducts fieldwork.

Auditor Requirements For Required Audit or Required Agreed-Upon
Procedures

The external auditor or other qualified person who performs the audit or the agreed-upon procedures
must meet the following minimum requirements at OTS Regulation § 562.4(d)(1), (2), (3), and (4):

e Be registered or licensed to practice as a public accountant, and maintain good standing, under
the laws of the state or other political subdivision of the United States where the home office of
the entity is located.

e Agree in the engagement letter to provide copies to OTS of any work papers, policies, and
procedures relating to services performed pursuant to § 562.4. See Appendix D for a sample
letter to request audit work papers.

e Comply with the American Institute of Certified Public Accountants (AICPA) Code of
Professional Conduct, and meet the Securities and Exchange Commission’s (SEC)
independence requirements.
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e Receive, or be enrolled in, a peer review. The OTS accepts the following peer review guidelines:
— The external peer review should be generally consistent with AICPA standards.

— An organization independent of the auditor or firm being reviewed should conduct the
review.

— The organization should conduct a review at least as frequently as is consistent with AICPA
standards.

— The external peer review should include, if available, at least one audit of an insured
depository institution or consolidated depository institution holding company. (The external
auditor should make the peer review report available to the OTS upon request).

— The auditor or firm under review should take corrective action required under any qualified
peer review report on a timely basis.

AUDITS REQUIRED BY SEC AND OTS FOR PUBLIC SECURITIES FILING
PURPOSES

Holding companies of savings associations and subsidiaries of savings associations (service
corporations and operating subsidiaries) that offer public securities must register and file appropriate
documents with the SEC. If a savings association, rather than a holding company or subsidiaries, lists
securities on a stock exchange and has more than 500 stockholders, it must register the securities, and
file its reporting documents, with OTS under Section 12 of the Securities Exchange Act of 1934 (34
Act). Section 12(i) of the ‘34 Act assigns the reporting functions to OTS for thrift securities and grants
OTS the power to make rules and regulations to execute these functions. Section 3(a)(5) (15 USC §
77c(a)(5)) of the Securities Act of 1933 (33 Act) exempts thrift securities from registration with the
SEC under the 33 Act. The rules and regulations for public offerings of a savings association are in 12
CFR Part 563g.

Regulations under 12 CFR Part 563c¢ establish the qualifications and independence requirements for an
external auditor engaged to perform services for companies with a class of securities registered pursuant
to the Securities Exchange Act of 1934. The qualifications and independence requirements in 12 CFR
Part 563c¢ are generally consistent to those issued by the SEC.

To perform these services, the external auditor should be registered and in good standing under the
laws of the place of his or her residence or principal office. Neither the external auditor nor the
associated auditing firm should have acquired, or have a commitment to acquire, any direct financial
interest or any material indirect financial interest in the company. In addition, neither should be
connected to the company as a promoter, underwriter, voting trustee, officer, or employee. At least
annually, the external auditor should disclose to the audit committee in writing the relationship between
the auditor and its related entities that, in the auditor’s professional judgment, may reasonably bear on
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independence. The external auditor should further state that he or she is independent of the company,
as well as discuss independence with the audit committee.

If the institution produces interim financial reports, the external auditor must review the financial
statements prior to inclusion in the quarterly 10-Q reports using procedures in Statement on Auditing
Standards (SAS) No. 71, Interim Financial Information. SAS No. 71, as amended by SAS No. 90, requires
the external auditor to discuss the quality of the institution’s accounting principles with the audit
committee before filing the information. The auditor can limit the quarterly discussion to the impact of
significant events, transactions, and changes in accounting estimates the auditor considered in
performing the review procedures.

The audit committee has several responsibilities with regard to the external audit for public filing
savings associations. For listed companies with a market capitalization above $200 million, the audit
committee, as part of proxy and information statements for meetings at which directors are elected,
must report whether the audit committee performed the following functions:

e Reviewed and discussed audited financial statements with management.

e Communicated with the company’s external auditor any matters required to be discussed under
SAS No. 61, Communications with Audit Committees. SAS No. 61, as amended by SAS Nos.
89 and 90, requires the external auditor to discuss the “quality, not just the acceptability” of a
company’s accounting principles with the audit committee. The discussion must be “open and
frank, and generally should include such matters as the consistency of the entity’s accounting
policies and their application, and the clarity and completeness of the entity’s financial
statements, which include related disclosures.”

e Received the written disclosures and the letter from the external auditor, and discussed the
external auditor’s independence with the external auditor.

e Recommended to the board of directors that the company’s annual report or Form 10K include
the audited financial statements.

Savings associations must include certain information about their audit committee in a proxy statement
(Schedule A, Item 7). If the registered savings association has an audit committee, the proxy statement
should provide the following items:

e Audit committee information required under SEC regulation 17 CFR Part 229.306 (Regulation
S-K, Audit Committee Report).

e Board of director adoption of a written charter for the audit committee. The charter should
specity the following:

— The scope of the audit committee’s responsibilities, and how it carries out its
responsibilities.
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— That the external auditor is ultimately accountable to the board of directors and the audit
committee.

— That the board of directors and audit committee has the authority and responsibility to
select, evaluate, and replace the external auditor.

— A copy of the written charter, if any, as an appendix to the proxy statement at least once
every three years.

If there is no audit committee, the names of the board committee performing the equivalent functions
or the names of the entire board must appear.

The NYSE, AMEX, and NASD require listed companies to disclose whether audit committee
members are independent. Under their rules, if a member is not independent, then the institution
should disclose the nature of the relationship that makes the member not independent, and list the
reasons for the board’s determination. Even if not listed on one of the above exchanges, the institution
should disclose whether audit committee members are independent. In 2000, the above exchanges
expanded their definition of independence for audit committee members. In general, membership is
precluded from the audit committee if any of the following apply to the individual:

e Is currently employed with the company or an affiliate.

e s currently employed, or has held employment in the past three years, with the current parent
of predecessor company.

e Is currently, or within the past three years, has been a member of the immediate family of a
current executive officer of the company or an affiliate.

e Is currently an executive of another business organization where any of the company’s
executives serve on the organization’s compensation committee.

e Is currently a partner, controlling shareholder, or executive officer of a business organization
that has a business relationship with the company.

e Currently has a direct business relationship with the company.

These rules also require that at least three audit committee members, each of whom must be, or
become, “financially literate,” include one member with accounting or financial expertise. To be
financially literate, the member should be able to read and understand financial statements, including a
balance sheet, income statement, and cash flow statement.
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VOLUNTARY EXTERNAL AUDITING PROGRAMS

Audit of Savings Associations with Less Than $500 Million of Total
Assets

Audit Committees

To ensure the adequacy of its internal and external auditing programs, OTS encourages the board of
directors of each institution that is not otherwise required to do so to establish an audit committee
consisting entirely of outside directors. If this is impracticable, the board should organize the audit
committee so that outside directors constitute a majority of the membership.

The audit committee’s duties may include reviewing the independence of the external auditor annually,
reviewing and approving the annual audit plans and external audit engagement, consulting with
management, overseeing performance and setting expectations for the roles of both internal and
external audits, seeking an opinion on an accounting issue, and overseeing the quartetly regulatory
reporting process.

The audit committee may become involved in emerging issues, key business decisions, ventures, and
associated risks. It may also maintain dialog with regulators. The audit committee should report
periodically to the full board of directors.

At least annually, the board or audit committee should review the institution’s activities that present
significant financial reporting risks. The board or audit committee should consider the potential
benefits of an audit of the institution’s financial statements or the institution’s internal control over
financial reporting, or both. They should also consider additional procedures for a particular year or
several years to cover areas of particularly high risk or special concern. The board should record their
reasons supporting their decisions in the minutes.

Based on its review, the board should select an external auditing program that is appropriate for the
institution considering its risks, size, and the nature, scope, and complexity of its activities. As an
important component of an institution’s overall risk management process, an external auditing
program, as discussed in this Section, represents procedures performed, generally by an external
auditor, to test and evaluate high-risk areas of an institution’s business. The procedures should be
sufficient for the external auditor to express an opinion on the financial statements or to report on the
results of the procedures performed.

Types of External Auditing Programs for Voluntary Audits

OTS encourages all OTS-regulated institutions to have a full-scope financial statement audit. In lieu of
a full-scope financial statement audit, institutions not required to have an audit may elect a balance
sheet audit or an attestation report on internal control assertions as the external auditing program. The
external auditor performs these types of external auditing programs. Agreed-upon procedures or state-
required examinations are also acceptable.
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Financial Statement Audit

In a financial statement audit, the external auditor expresses an opinion on the fairness with which the
financial statements present, in all material respects, the financial position, results of operations, and
cash flows, in conformity with GAAP. The auditor will also state if the audit was in accordance with
GAAS. The auditor identifies those circumstances in which the institution did not consistently observe
GAAP in the preparation of the financial statements for the current period, and should obtain
reasonable assurance that material misstatements are detected.

Balance Sheet Audit

As an alternative, the external auditor may perform a balance sheet audit. A balance sheet audit is an
audit of an institution’s balance sheet and any accompanying footnotes. The external auditor performs
the balance sheet audit in accordance with GAAS. It should be of sufficient scope to enable the auditor
to express an opinion on the fairness of the balance sheet presentation in accordance with GAAP.

Attestation Engagement

Another alternative is an attestation engagement. In an attestation engagement, management evaluates
and documents its review of the effectiveness of the institution’s internal control over financial
reporting in the identified risk areas as of a specific report date. Management should prepare a written
assertion that specifies the criteria management used to evaluate the effectiveness of the institution’s
internal control for financial reporting in the identified risk areas. The written assertion should state
management’s opinion on the effectiveness of internal control for this specified financial reporting.
Under SSAE No. 10, if management refuses to provide the external auditor with a written assertion, the
auditor should include a reference to a scope limitation, and accordingly, modify his or her engagement
report.

In an attestation engagement, the external auditor performs tests on the internal controls of the
specified financial reporting in order to attest to management’s assertion. If the external auditor concurs
with management’s assertion, even if the assertion discloses one or more instances of material internal
control weakness, the auditor provides a report attesting to management’s assertions.

Agreed-Upon Procedures

Agreed-upon procedures are procedures specified by the institution and the external auditor or other
qualified person to test activities in certain areas. For state-required examinations, states may specify the
procedures and require institutions to have these procedures performed annually by their directors or
other independent persons.

Agreed-upon procedures do not involve reporting on the fairness of the institution’s financial
statements or attesting to the effectiveness of internal control over financial reporting. The external
auditor or other qualified person presents the procedures and the findings or results of the procedures
to the board or the audit committee so that they may draw their own conclusions regarding work
performed.
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The board of directors should consider whether an external auditor or other qualified person should
perform the agreed-upon procedures or the procedures required for the state examination. If
performed by an external auditor, the auditor must conduct the work under, and may be held
accountable for departures from, professional standards. However, agreed-upon procedures
engagements require different professional standards than those used for an audit of an institution’s
financial statements or its balance sheet.

OTS expects institutions that historically have had an audit of their financial statements by an external
auditor or other type of external auditing program to continue to do so. For those that have another
type of external auditing program, OTS expects them to continue to have the same, or a more
extensive, external auditing program in the future.

Requested Reports For Voluntary External Auditing Programs

OTS requests that all savings associations and savings association holding companies that
voluntarily obtain an audit of the financial statements, or have some other type of external
auditing program performed, file any and all audit-related reports with the appropriate regional
office.

OTS also requests that all institutions notify the appropriate supervisory office when they initially
engage an external auditor, or when they change or terminate the services of their auditor. See
Appendix C, Interagency Policy Statement on External Auditing Programs of Banks and Savings
Associations.

The preferable time for an institution to schedule the performance of an external auditing program is as
of an institution’s fiscal year-end. However, any quarter-end date that coincides with a regulatory report
date provides similar benefits.

Generally, check whether the institution has filed its external auditing reports with its supervisory
office. If not, you should request a copy of the most recent reports during the periodic safety and
soundness examination.

Auditor Selection

OTS requires that an external auditor who meets the minimum requirements described in 12 CFR §
562.4(d)(1), (2), and (3) for required audits conduct the voluntary audit of the financial statements. If an
institution chooses a balance sheet audit or attestation engagement as its external auditing program, an
external auditor who meets the minimum 12 CFR § 562.4(d)(1), (2), and (3) requirements should also
perform these programs. Unlike required audits, the regulations do not require auditors performing
voluntary audits to receive, or be enrolled, in a peer review.

Preferably, an external auditor will also perform agreed-upon procedures or procedures for a state-
required examination. The external audit firm or other qualified persons selected to conduct an external
auditing program and their staff carrying out the work should have experience with financial institution
accounting and auditing, or similar expertise, and should be knowledgeable about relevant laws and
regulations.
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Review of Voluntary External Auditing
Programs

In your review of voluntary external auditing programs, you should consider the following factors:
e An institution’s size.

e The nature, scope, and complexity of its business activities.

e Its risk profile.

e Actions taken to remedy identified weaknesses.

e The extent of its internal audit program.

e Compensating controls.

You should exercise judgment and discretion in evaluating the adequacy of an institution’s external
auditing program. Reports from voluntary external audits and external auditing programs should receive
the same level and type of review as those submitted pursuant to FDICIA-required and OTS-required
audits.

AUDIT OF FINANCIAL STATEMENTS BY AN EXTERNAL AUDITOR (AUDIT)

Objective of Financial Accounting

The fundamental objective of financial accounting is to provide reliable financial information about
economic resources and obligations of a business enterprise.

Objective of an Audit

Similar to the objective of financial accounting, the fundamental objective of an audit conducted in
accordance with GAAS is to determine whether the financial statements fairly present, in all material
respects, the financial position, results of operations, and cash flows of the institution in accordance
with GAAP.

The audit should provide reasonable assurance that the financial statements are free of material
misstatements, whether caused by error or fraud. Informative disclosures in the financial statements
must follow GAAP, or the report must state otherwise.

Audit Standards

External auditors should follow the AICPA Code of Professional Ethics. It requires that auditors
perform external audits according to GAAS. GAAS, as distinct from accounting standards, are
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concerned not only with the auditor’s professional qualifications, but also the judgment the auditor
exercises in the performance of an audit and with the quality of the audit procedures. There are three
categories of GAAS:

e General standards.
e Fieldwork standards.
e Reporting standards.

The general standards require that the person, or persons, who performs the audit meet the following
professional qualifications:

e Possess adequate technical training and proficiency.
e Maintain independence in mental attitude.

e [Exercise due professional care in the performance of the audit and the preparation of the
reportt.

Fieldwork standards include the following requirements:
e Adequately planned work.
e Properly supervised assistants, if any.

e DProper study and evaluation of existing internal controls to determine audit scope, audit
procedures, and the extent of testing.

e Sufficient evidence to formulate an opinion on the financial statements under audit.

Reporting standards require that the external auditor state whether the institution presents its financial
statements in accordance with GAAP.

Limitations of Audits and Audited Financial Statements

Although auditing standards require the use of due care and professional skepticism, a properly
designed and executed audit does not guarantee that the audit will detect all misstatements of amounts
or omissions of disclosures in the financial statements. Moreover, an external audit is not designed or
executed for regulatory purposes, and thus, does not guarantee that the auditor addressed OTS safety
and soundness considerations. You should be cognizant of these and other limits inherent in an audit.
The following examples illustrate some common limitations of audits:

e The auditor is not responsible for deciding whether an institution operates wisely. An
unqualified audit report means that the association reports transactions and balances in
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accordance with GAAP. It does not mean that the transactions make business sense, that the
association manages associated risks in a safe and sound manner, or that the association can
recover balances upon disposition or liquidation.

e The auditor attempts to understand financial reporting internal controls sufficient enough to
plan the audit, and determine the nature, timing, and extent of tests to perform. This does not
mean that the external auditor extensively reviews controls over all areas. The external auditor
may use various levels of testing depending on the risk of a specific area.

e The auditor’s report states that the financial statements present fairly the financial position. This
means that, given evidence and current environment, the association can recover reported
assets in the normal course of business. It does not mean that underwriting standards, operating
strategy, loan monitoring systems, and workout procedures are adequate to mitigate losses if the
environment changes.

e GAAP financial statements offer only limited disclosures of risks and uncertainties, and other
safety and soundness factors on which an institution’s viability depends.

REGULATORY CONCERNS

The following documents are part of the supervisory process for monitoring savings associations:
e Audited financial statements along with the external auditor’s report.

e External auditor’s attestation report on internal control report over financial reporting, if

applicable.

e External auditor’s management letter.

When OTS or the FDIC requires an external audit, the audit must be completed on a timely basis. The
regional office is responsible for determining that each association files a required audit report on a
timely basis. The regional office should date stamp the required audit report upon receipt.

For required external audits, OTS policy requires savings associations to submit copies of the audit
report, attestation report on internal control over financial reporting, and any other audit-related
reports to the regional office. The regional office must maintain one complete set in the supervisory
files (supervisory file copy) attached to the completed Audit-Related Report Checklist found in
Appendix A of this Handbook Section. You should receive another set (examination file copy) with a
copy of the appropriate checklists.

For all types of audits, required or otherwise, Regional staff should consider maintaining a tracking
system of external audits by savings associations, which would include the name of the auditor, and
various other information.
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When OTS or FDIC requires an audit examination, examination managers are responsible for the
review and timely follow-up of the various audit reports and correspondence. They should review audit
reports, financial statements, reports on internal control and other audit-related reports within 90 days
of receipt. Examination managers should add any items of supervisory interest to the supervisory
concerns, objectives, and strategies section of the regulatory profile. Based on this review, the
examination manager should take the following steps:

e Set out the timing and nature of any required follow-up as indicated on the checklist.

e Update the activity agenda section of the regulatory profile to reflect any planned actions
resulting from the review.

e Consult the Regional Accountant when the follow-up includes issues about GAAP, GAAS, or
enforcement matters.

OTS will generally reject, as unsatisfactory, a report of audit disclaiming an opinion on the audited
financial statement, unless the reason for the disclaimer is beyond the control of the association or the
Regional Accountant approves it.

The regional office is also responsible for requesting external auditing program reports from
institutions not required by regulation or otherwise to have an external auditing program.

Chapter 18 of the AICPA Audit and Accounting Guide, Audits of Banks and Savings Institutions (May
1, 2000), and AICPA Statement of Auditing Standards No. 58 describe the standard types of audit
reports. The Regional Accountant maintains copies of these materials.

Audit Requirements

Reports from voluntary external audits and external auditing programs should receive the same level
and type of review as those submitted pursuant to FDICIA-required and OTS-required audits.

Independence of External Auditor

The audit committee should hire and terminate the external auditor. To maintain independence from
management, the external auditor ideally reports to the outside directors of the board. You should
question the independence and objectivity of the external auditor when the auditor appears to be
reporting to management, appears to be an advocate for management, or generally appears to be
working more for management than the board of directors.

Instances in which you should question independence include but are not limited to the following
examples:

e Management approves the external auditor’s presentations to the board
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e Management prevents the external auditor from meeting with the board unless management
was present

e The board of directors appears to lack the sophistication to understand or appropriately discuss
audit or accounting issues with the external auditor

e The auditing staff does not have unrestricted access to the board or audit committee without
management knowledge or approval.

Under these circumstances, you may decide to test the independence of the auditor through reviews of
loan listings, contracts, stockholder listings, and other appropriate measures.

See also AICPA Interpretation (101-13) and rulings (101, 103, 104, and 105) regarding independence
standards.

You should refer any concerns about independence to the Regional Accountant. The Regional
Accountant may consult with the Chief Accountant.

Review of External Audit Work Papers

Purpose and Benefits

The purpose of reviewing external audit work papers is to gain insight into the scope of the external
auditor’s work and assessment of the financial condition of the institution. To assess the financial
condition of the institution, the external auditor performs procedures that evaluate the reliability of
financial statement assertions based on GAAS. A review of the external audit work papers and
conversations with the external auditor should provide you insight into the following areas:

e The complexity of an institution’s transactions.

e The extent of an institution’s transactions that are assumption driven.

e The scope, extent, and depth of the external auditor’s external audit work.

e The material weaknesses and reportable conditions regarding an institution’s internal control
and financial reporting practices.

e The accuracy and completeness of Thrift Financial Report (TFR) information.
e The reliability of the institution’s assertions made in the TFR.
A review of the external audit work papers should assist you in the following activities:

e Performing financial analyses of the institution.
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e Identifying areas of concern or accounting complexity. For example, the audit work papers may
document management’s reasons for an aggressive accounting practice. After the review, you
should understand management’s rationale, and assess whether a less aggressive accounting
practice is more appropriate from a safety and soundness standpoint.

e Detecting trends and information not otherwise revealed in the monitoring process.
e Determining the scope of the examination:

— You may reduce the scope of the examination in certain areas based on the extent, scope,
and findings of the external audit work.

— You may expand the examination scope in certain high-risk areas based on the external
audit work.

— You may expand the scope in certain areas based on the external auditor’s findings that
disclose matters of supervisory concern.

e [valuating the institution’s internal control over financial reporting. If an association has
serious internal control weaknesses or deficiencies, you should discuss the full extent of such
problems with the external auditor to determine whether you should expand the scope of the
examination.

e Identifying areas where external audit work can supplement examination procedures.

e Identifying external audit work that provides insight into certain financial statement assertions,
or that is sufficient to enable you to limit certain examination procedures. For example, the
external audit work papers may document management’s methodology for assessing the
appropriate level of allowance for loan and lease losses or valuation estimates, including the
assumptions and methodologies used to value servicing and residual assets. The external audit
work papers should document the specific audit procedures performed to test and analyze
those estimates. After the review, you should understand management’s approach and any
exposure areas. If the findings are acceptable for safety and soundness purposes, you may use
the information to plan and supplement the examination procedures in this area.

Other benefits realized from external audit work paper reviews are:

e Discovering policy and procedures, or transactions and balances, subject to additional
examination procedures.

e Developing an understanding of the external auditor’s risk assessment process.

e Developing an understanding of management’s support for certain transactions and balances.
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e Improving examination focus. You may find that you can concentrate on high-risk areas and
de-emphasize areas that have been adequately covered by the audit.

There are certain situations that may necessitate requesting the external audit work papers for review.
Situations that might trigger an external audit work paper review include the following examples:

e The institution holds assets and liabilities subject to significant management judgment regarding
valuation. Examples include the following assets and liabilities:

— High-risk loans.

— Repossessed assets.

— Debt securities with significant credit loss concerns.
— Servicing assets, if material.

— Residual interests from securitizations, in which the carrying value is not readily determined
by market quotes.

— Significant potential losses from litigation.
— Other off-balance sheet activities.

e New or outstanding securitization activities including private-label securitizations and other
complex transactions.

e Material loan amounts serviced by others.
e Significant balances or changes in Other Assets or Other Liabilities.

e Significant business plan changes that affect organizational goals, including new or growing
business lines.

e Recent acquisition or disposition transactions, including purchase business combinations.
e Institutions with significant goodwill and other intangible assets.

e Problematic computer processing that reinforces the need for general ledger account
reconcilement.

e Large number of adjusting journal entries and/or significant balance sheet changes that would
affect general ledger account reconciliation.

e Reported earnings or other financial measures substantially better than peer group.

Office of Thrift Supervision July 2002 Examination Handbook 350.21



Management Section 350

e Institutions engaging in aggressive income recognition.

e Strained relationship between management and/or the boatrd of directors and the external audit
firm.

e Significant changes in the external audit program including recent unexplained or sudden
change in external audit firm.

e Recent unexplained delays in issuance of audited financial statements.
e Issues regarding independence, objectivity, or competence of the external auditor.

e Accounting or internal audit staff that is inadequate in relation to the size, nature, complexity,
and scope of activities of the institution.

e Recent or significant turnover in accounting or internal audit staff.

e Significant transactions with owners (parent company or stockholders), affiliates, Special
Purpose Entities, or other related parties.

e Significant changes in Due To/Due From accounts.

e History of late TFR filings or TFR amendments.

e Significant safety and soundness concerns.

e Large unexplained reserves, suspense accounts, or large tax reserves.

If external audit work papers exist for lower-risk areas, such as confirming loans, and they appear
accurate and reliable, you may use them to avoid duplicating efforts to gain the same or similar
information. However, when you use external audit work papers in lieu of performing the actual work
yourself, you are placing reliance on a work product not necessarily designed for regulatory purposes.

In high-risk areas where the external audit work appears reliable, the work papers may be used to
design and supplement examination procedures accordingly.

Coordination with Regional Accountant

After reviewing work papers, refer any of the following concerns to the Regional Accountant:
e Regulatory reporting issues.

e The need for expanded verification procedures.

e Questions about the application of GAAP, GAAS or Statements on Standards for Attestation
Engagements (SSAE).
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e Unacceptable diversity in practices.!

e Deficiencies, in general.

The Regional Accountant will assist you in choosing a course of action, which may be to discuss the
issue with the auditor in an attempt to resolve it. In addition, the Regional Accountant may consult with
other appropriate divisions, such as the Chief Accountant, Enforcement, and/or Compliance.

Obtaining External Audit Work Papers

OTS policy requires that the auditor agree in the engagement letter to provide access to and copies of
any work papers, policies and procedures related to services performed. (12 CFR § 562.4(d)(2)).

If possible, the field manager or the assigned EIC should evaluate the need to review external audit
work papers prior to the beginning of the exam. If the institution is known to have activities that trigger
a review of external audit work papers, the field manger or EIC should make arrangements for the
work papers to be available as soon as possible. This will facilitate using the results to tailor the scope
of the examination review.

The request for access to the audit work papers should be in writing and addressed to the external
auditor with coordination through the Regional Accountant. While the Regional Accountant need not
participate in the audit work paper review, he or she will act as the liaison and participate if necessary.
There are instances when the Regional Accountant does not necessarily need to get involved. These
would include routine reviews where significant accounting issues are not expected. However, there are
times when the Regional Accountant should be actively involved. For example, include the Regional
Accountant when reviews involve the implementation of a significant new accounting pronouncement.

Auditors are generally cooperative, as they are interested in assessing the effect of examination concerns
on the financial statements. The review of audit work papers and the discussion of significant items and
complex transactions with the external auditors can help you assess whether the financial reporting is
safe and sound.

The auditor may request that you “acknowledge” certain representations and conditions set forth in a
letter from the auditing firm before allowing you access to or releasing to you copies of the work
papers. It is not unreasonable for the auditor to request that you acknowledge receipt of documents.
This is a common business practice and their proof of compliance with your request. OTS policy allows
you to sign a document only to acknowledge receipt of an accounting firm’s letter and any copies of
work papers,? policies, and procedures delivered with such letter. However, any attempt by an auditor
to impose conditions, agreements, or understandings on you or OTS is contrary to the auditor’s

! Industry practice may have moved from the acceptable range of GAAP to outside of the range.

2 When OTS requests copies of external audit work papers, the audit firm personnel generally make the photocopies for you. This allows
the audit firm to maintain control over the work papers. When you have questions, call your Regional Accountant.
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agreement in the engagement letter. Therefore, do not sign any document that implies that OTS has
agreed to any conditions in the letter.

Notify the Regional Accountant if any external auditor seeks to avoid inclusion of the required
agreement in the engagement letter under OTS Regulation 12 CFR 562.4(d)(2), or to evade, or impose
conditions, on the obligation to provide OTS access to or copies of work papers, policies, and
procedures relating to services performed. We provide a sample copy of a letter to request work papers
in Appendix D and an acknowledgement letter in Appendix E.

In limited circumstances, a subpoena may be necessary to gain access to the external audit work papers.
In these cases, the examination staff and the Regional Accountant will contact Regional Enforcement
and arrange for the subpoena. In these cases, you will provide written findings to the Regional Director.

FDIC Policy for Audit Work Paper Review

The FDIC issued guidance stating that it will review audit work papers for each insured institution
subject to Part 363 that has been assigned, or expects to be assigned, a CAMELS rating of 4 or 5. In
each case, the FDIC will contact the institution’s primary federal regulator to arrange, if possible, a joint
review of the work papers. When a savings association is an OTS-supervised institution, the FDIC
indicates that it will contact the appropriate OTS supervisory office to determine in what manner, and
which agency should notify the institution of the upcoming review. After the OTS supervisory office
and the FDIC make that determination, one agency will inform the institution in advance that the
agencies are contacting the auditor to request audit work papers. One agency will also notify the
holding company.

Communications with Auditors

When conducting an audit of the financial statements of a savings association, the external auditor can
consider, in accordance with GAAS, the regulatory authorities as a source of competent evidential
matter. Accordingly, the external auditor may review communications from, and make inquiries of, the
regulatory authorities. We encourage savings associations and their auditors to confer with OTS when
they consider it appropriate. Such contacts may include meetings with you to assist in planning audits,
or auditors may attend examination planning, interim, and exit conferences with association
management and examiners. They may also attend other meetings between management or the board
of directors (or a committee thereof) and examination personnel when you consider it appropriate.

You should provide associations with advance notice of the starting and completion dates of
examinations so management can coordinate the audit fieldwork with the examination. Management
should inform auditors in advance of scheduled examinations and meetings.

When requested by the association and the auditor, the examination manager may communicate
examination findings prior to the completion of the examination. We encourage the examination
manager to comply with such requests. This fosters better communications and improves the quality of
financial reports. We also encourage you to communicate with auditors in the field after notifying the
examination manager. You should communicate to the auditor all supervisory concerns and
information except those involving confidential enforcement actions, such as imminent
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conservatorships or receiverships. As a general guideline, you should communicate interim examination
findings whenever the following occurs:

e The examination process results in substantiated findings that significantly affect the financial
information reported by the association.

e The association is about to report quarterly or annual financial information to the OTS or other
outside parties, such as shareholders or the general public.

Obviously, under such circumstances, prompt communication is important. Material examination
adjustments made shortly after an association issues a financial statement can cause significant public
disclosure and securities problems.

The regional office should make examination work papers available to external auditors upon request.
If you have not issued the ROE, stamp any copies of work papers provided to the external auditor as
“DRAFT.” To access work papers, the external auditor must make the request in writing to the
examination manager. The examination manager may decline requests for good cause but such denials
should be unusual. A reasonable denial would include the following situations:

e Specific work papers requested contain confidential litigation matters such as criminal referrals.

e Litigation against the auditor is pending or contemplated.

Finally, to obtain access to work papers, the auditor must sign a statement of consent to the Prohibition
of Disclosure or Release notice.

Prohibition of Disclosure or Release

The report of examination, regulatory correspondence, and examination work papers are the property
of OTS. OTS makes documents available to the independent audit firm for its confidential use relating
to its audit of the savings association engaging the audit firm. Neither the audit firm nor any of its
employees may disclose or make these documents, or any portion of them, public in any manner.

If an external auditor receives a subpoena or any legal process calling for the production of any OTS
documents held by the auditor, the auditor must notify the Regional Director immediately. You should
advise the attorney and, if necessary, the court of the above prohibition and refer them to § 510.5 of the
OTS regulations.
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