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A Brief History of u.s. Cryptologic
Operations 1917-1929

I"troduction

Prior to june 1917 no d~partment of the Government
conducted any cryptanalytic activities whatsoever. From
June 1916 to about December 1920 a considerable
amount of work alanA these lines was 'conducted purdy
as a patriotic enterprise and· at his own expense" by
Mr. Geor~e Fabyan, whose Riverbank Laboratories at
Geneva, Illinois. oC.5!:anlzed and provided elementary
trainin~ for a small ~roup of amateur cryptanalysts to
work upon such codes and ciphers as were, forwarded
by the War. Navy, ·State. and Justice Departments.
The ~roup soon became somewhat proficient and .5!:rew
in numbers, at one time reachin~ 30 persons. The author
directed the cryptanalytic operations and trainin~ at the
Riverbank Laboratories from the time of the inception
of this work until its close in 1920, except for a period
of a year (May 1918-May 1919) when he was 1st
Lieut.,· MID, servin~ at GHQ-AEF in the German
code.solvin~section.

MI-8

In June 1917 the cryptanalytic activities of the War
Department were initiated by Colonel Van Deman.
G-2, wi'h 'he commissionin~ of H. O. Yardley, a
teleKrapher at the State Department who had taken some
interest in crypto~raphy and who was ~iven two civilian
employees to assist him. The work ~tew rapidly, and by
the autumn of 1917 the increased staff was oCRaoized as
a section dcsi~nated as MI-8, which was subdivided
into six subsections:

1. Code and cipher solution
2. Cod~ and cipher compilation

3. Trainin~

4. Secret inks
5. Shorthand and miscellaneous
6. Communication' (for MID only).
The functions and duties of these may be briefly

out~ned:

1. The code and cipher soiution 'ub.l<crion was what
would now be called the cryptanalytic subsection.. It
was the lar~est of thesubsectiolL! of MI-8 and per­
formed the cryptanalytic work not only for the War
Departmen, bu, also for all other Government depart-.
ments, includin~ Navy, Sta,e, JUstice. and the two
censorships-Cable and Postal, which were then sepa-
ratC' or~anizatjons. . .

2. Despite the fact that under Army re~ulations the
compilation and revision of codes was a, function of the
Chief SiR"nal Officer, compilation activities under the
Si~oal Corps were apparently in a moribund state. In­
formation havinA' been received that the Germans pos­
sessed copies of the War Department Tele~raph Code,
MI-8 deemed it advisable to establish a code compila­
tion subsection, and that subsection produced several
codes such as Military Intelli~ence Codes No. 5 and.
No.9, small pocket codes for secret aKents, and the like.

3. In addition to trainin~ our own personnel,
MI-8 uained the majority of the personnel se~t <?verseas
for cryptanalytic duties with field forces, both AEF and
Siberia.· (It must be mentioned. however, that approxi­
mately 85 officers were uained at Riverbank labora­
tories, where a six-week tni.inin~ course in cryptanalysis
was ~iven these officers prior to their shipment overseas.)

4. A laboratory was established for the preparation
of invisible inks for use -by our own a~ent.s. It also
examined letters for seCret writin~. and an avera~e of
over 2.000 letters a week were examined for military'
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, and posl&1 censorship from 1 July 1918 to i FtbrUltf
191~ . .

5. The shorthand subsecrion was or.'tanized to handle
captured documents and texts in various shorthand
systems, esp<cially German, which had to be deciphered.
This was.in fact the first subsection or~anized in MI-B.
when censorship be~an sendin~ (October 1917) letters
and documents supposed to be in cipher but which
turned out to be in shorthand. In June 1918 the AEF
requested 15 expert neno~raphers who could take down
verbatim examination of German prisoners. The re­
quired number was found and shipped. This subsection
also provided trained lin~uists for MI-8 and the AEF.

6. The communications subsection was established
in MI~8 for handlin~ messaRes toand from military
attllch6 and intelli~ence officers servin~ abroad. In a
period of nine months it sent and received about 25,000
messa~es, practically all in code.

At the hei,l[ht of its development, which was reached
in November 1918, MI-8 W85, for those days, a rather
lar~e unit, consistin,l[ of 18 oflicers, 24 civilian crypto,l[.
raphers and cryptanalysts, and 109 typists and nen0,l[·
raphers. The time had come for the establishment of a
definite policy for the future. The heads of Military
Intelli~ence at that time fully reco~nized the hi~h

importance and value of the services rendered by the
MI-8 cryptanalytic bureau, because they had been in
positions where the products of the daily activities of
the bureau carne directly to their" notice, and they could
not fail to note the influence and bearin)t which the
work had, not only upon the military and naval, but
also upon the diplomatic, political, and economic phases
of the conducr of the war. They therefore had practical
experience in the matter and could brin~ the wei,l[ht of
their position of influence and their actual experience
to bear upon those in .char~e of the purse strioR's, with
the result that they were able to obtain funds sufficient
to keep a fairly lar~ orl'tani13tion intact for a year or
two· An annual appropriation of $100,000 was rteom·

.mended in a memorandum for the Chief of Staff from
Ihe A. C. of S., G-2, dated 16 May 1919,10 be used as
follows:

Rent, li,l(hl and heal
Reference books
Personnel: Chief (Yardley)

10 code and cipher experts
@S3,OOO

15 code and cipher experls
@S2,OOO

25 clerks
@SI,200

$ 3,900
100

6,000

30,000

30,000

30,000
$100,000

The item for "rent, li,l[ht, and heat" is explainable when
it is noted that the bureau- was:to be moved from.Wash.
inlitton with a view to hidin~ its existence. Of the
$100,000 recommended, the State Department was to
provide $40,000, and $60,000 was to be provided for
expenditure by the A. C. of S., G-2, on "conlidential
memoranda" a~ainst funds pertainin~ to "Contin~ency

Military Intelliltcnce Division"-that is. by vouchers
not subject to review by the Com'ptroUtr General. The
paper containin~ the recommendations made by the
A. C. of S., G-2, to the Chief of Staff was approved and
initialled by Actillll Secretary of State Polk on 17 May
1919. Within three days, it was approved by Ihe Secre­
tary of War over the si~nature of General March, Chief
of Staff. The nece..ary funds were obtained, the plan
was put into effea, and the bureau W85 installed in a
private house at 22 East 38th Stteet, New York City,
and all personnel, tOltfther with existin,l[ records, were
moved there.

The New B..........

The fore~oin,l[ funds took care of the bureau for
FY-1920, but when in June 1920 it came time to set
up tbe budltft for FY-1921. the pur.. strin~s were
atready be,l!innin,li' to be pulled ti~hter. Many of the
"old-timers" in G-2 had It0ne to other assi.~nments~

those remainin~. and the newcomers in G"-2. apparently
did not have the back~round of the story, nor the fore·
si~hl and the inlluence to p<ess thnnatter· so far as Ihe
War Department was conccrned. The appropriadon was
at once cut in half, that is, to $50,000, of which Ihe
State Department share continued to:be $40,000. It is
possible that the G-2 thesis was t~al since tho work done
by the bureau was primarily, if not solely, for the
interest to Ihe State DepOrtment, all or nearly all of the
funds should be provided by that.department. The War
Department overlooked some very important points in·
the siluation-poin" which will be brou,l[ht up and
emphasiztd later in this summary. Near the close of
FY-1921, when it appeared that, l! J.ur~her, contraction
in funds could be anticipated, an. attempt was made to
obtain State Department. support before Con,l[r....ional
approprialions committees, and the A. C. of Soo G-2,
succeeded in K"rtin~ the Secretary of State ,10 write a
letter to the Chairman of the ,Senate Appropriations
Committee. The A. C. of S., .G.-2.:.also. presented his
views before the committee in, closed session, durin~

which open reference 10, and exhibits of;· cryptanalytic
work were made. The showin,'t made must have· been"
impressive, for there was not, in ·FY-1922, another
sharp decline in funds allotted for cryptanalytic work.
HoweVcr. in order not to break the :continuity of the
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history at this point it will m<rdy be state'l.that year hy
year 'the funds provided ,for the maintenance and opera.
tion ,of the bureau became' more and more constricted
until hy rhe autumn of 1929 ,be followin~ tahulation,
hast<! upon a letter dated 17 July 1929 from Major
0 .. S. ,Alhri~h" G-2,to the Chief Si~nal Officer (Gen·
eral·Gihbs), shows how the bureau had been permitted
to deteriorate:

,.

I

I
I

The BMNlaM Abruptly Closed

However, before anythin~ could'be done,';; transfer
the activity, a new and very disturbin~ faaot entered into
the picture. In March 1929 a new administra!!on took

ctyptanalytic studies in pea~ time was tha.' i. was
intended to enlta~e in research' and to provide' a means'
for trainin~ specialized 'personnel for immediate war­
time effecti.eness. Major Albri~ht found that not only
was. there very .little, if any. trainin~ brinK conducted
but, also that aU· persons in the bureau, ucopt for one
clerk reeei.in~ 'he least pay, were' "~in~ alo~ in
yean"-their po,ential usefulness for possible wartime
service practically nil. Moreover, the bureau was now
hidden away in a public office buildin~ in New' York
(under rover of the "Code Compilation Company" for
alle~ed purposes of security) and Jar away from direet
supervision of· anybody connected. with the War Depart·
ment. or of G-2, so .that nobody knew what was ~oin~

on, :how the office was administered,' etc. Yardley
devoted most of his time to two or, three private enter­
prises (commerciAl rode compilation: real estate broker­
age, consultant in code matters to c';lmmercial 'hrms),
and he was havin~ a "field day" at GoV<rnmentexpense.
There wete, in addi'ion, several orh<r we;~hry:faetors·

which motiva'ed Major Albri~ht in p..epari~.a G-2
study recommendin~ that the bureau be taken out of
G-2 and its functions uansf<rred to the·Si~.I. CorpS.
Chief amnn~ these was the desirability, if not nece"ity,
of placin~ all crypto~raphic and ctyptanalytic. work of
the War Department under one "aKency, rat~her· .than
distributin~ it amon~ three (The Adjutant Gen<ral, for
printin~, stora~e, issue, and accountin~ of codes; the
Chief Si~nal Officer, for. compilin~ codes· and. ciphers;
Military Intelli~ence, for solution of codes and' ciphe~).
A memorandum on the same subject was prepared by
Lieut. Col. W. K. Wilson of the War Plans and Train·
in~ Section of G-2. The teasons Riven int~..c;'-2 study
arid in Colonel Wilson's,memorandum wer".pparendy
deemed valid by the Chief of Staff, for Major Albri~ht's

rerommendations were approved in -April 1929 and steps
were soon initiated by G-2 and the Chief Si~nal Officet
to put them into etf«t. The recommendatiori~ carritd
with them merrly the wordin~ of chan~es to:be made
in AR 105-5, specifyin~ the duti~of the thiefSi~lUlJ
Officer, those duties bein~ enlar~ed to include·the pririt­
inK. swraKe, distribution, and accountinA· g(~codes'·and
"in time of war the in~ception of enemy radio and wire
traffic, the ~oniomet:ric locarion of enemy cadiQ.stations,
the solution of int<rcepted enemy code and cipher mes·
saKes, and laboratory arran~ements. for th~ emP)t?yment
and detection of secret inks." ",J • -,

2,370

$ 3,000Ren'
Books, posta~e, travel and

transportation, misc.
Personnel: -

I Chief (Yardley)
1 code & cipher expert
I translator (Jap)
1 secretary
I c1<rk.typist
I c1<rk.typist

7,500
3,660
3,750
1,800
1,600
1,320

$25,000

Of the IOtal appropriation of $25,000, the State
Department furnished $15,000, the War Department
$10.. 000. The activities of the bureau had hy this time
become, so reduced that it was sendin~ in only occasional
translations of"a few Japanese and a few Mexican dipJo­
rnJltic rnessa~es. No res,arch whatsoever was conducted

,.in crypt41J4lysis," there were no traininA" activities, no
intercept. no direction.findin~ studies, no secret ink
work.. The personnel consisted of six persons all 'old,

· and· over 37 per cent of the IOtal payroll went to one man
who' had little interest other than to continue as 10nA" as

· possible to maintain himself in the sinecure into which
he had been permitted to' establish himself, He not only
had his well.payin~ Gov<rnment position but was en·

. .2a~ed commercially in other activiti~s. ,
In the summer of 1929 Major 0 .. S. Albri~ht, Si~nal

Corps. was asSigned to G-2 to serve on the staff of the
A. C. of S.~ G-2, to· supetvise and coordinate the
cryptoA"raphic and cryptanalytic 'lctivides of the War
D~partment that remained. After a careful study of the
situation and an appraisal of how the existinA crypt­
analytic bureau was and was not servioA" the functions
·for which it had been or should be intended, Major
"~Albri~ht came to the conclusion that the entire picture

was wron~. He felt 'hat the product ("bulletin") which
the bureau was turnin~ out only intermittently was
indeed: of primary interest for its own sake to the State
D~pa.rtment, and while the War Department had only
a seCondary interest in the ·'bulletin·'. for the information
it ~ave, the primary interest of the ~ar Department in
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offi~, in ..hich Mr. Stim50n becam. S<creiary of St....
For a few weeks no "bulJetins" from the cryptanalycic
bureau in Ne,,'" York were given him, the intention being
to "go .Iow" until h. had b<com. .uffici.ntly w.n
oriented in the duties of his office to warrant brin~ing to
hi. au.ntion tho highly ..cr.t (and in tho th.n current
vi.w, highly "un<thical") .ctivili...ng.g<d in by tho
W.r and Stat< D<parun.nu wilh fund. provid.d in larK"
part by tho I.n<r D.partm.nl. Early in May 1929,
however, the time was dttmed ripe for this measure. and.
(accordin/( to Yardl.y) it was with $Om. Ir<pidation that
a few translations ofJapan~ code mes:sa~es were placed
on Mr. Stimson's desk. There seems to be some reason to
believe that his reaction was violent and his action drastic.
UJXln learning how the material was obtaintd. he
char.ct<riz<d tho activity a. b<ing hi/(hly un<thic.1 .nd
d.clar<d Ih.t it would e.... immedi4ttly, 50 far .. Ih.
Sla.. Depa,un.nl w.s con=n<d. To PUI 1«lh into hi.
d<ei.ioo. h. g.v. inscruction. that tho fund. aUOCat<d by
tho St... D<partmm, b< ..ithdrawn <It onee.' It .... only
• ft<r consid<rabl. pr",ur< by Ih. A. C. of S., G-2, that
h. "as dis",.d<d from this coU''', which mi/(ht hay. had
s<riou. COlls<qu.nc.. by .udd.nly rh,owing out of
.mploym.nt tho .ix propl. conc<rn<d, .t • ti_ of S<V<r'
economiC depression. for these workers had only special
(faining in a field wholly useless to commercial,
industrial, shipping or banking firms, or to other
Kovcrnment departments, or to educational institutions.
A~ arraDl(.mmt waS rh<r.for. mad. to clo.. tho ofli~
immediately so far as-active work. was concerned but to
k«p tho p<rsonn.1 on tho pay'oll fo, th. tim. n<e....'y to
wind up affairs and get the files into shape to turn over to
tho Signal Corp•. Thi. took. coupl. of monlhs, .nd ., ch•
• nd ofJun. 1929 tho .mploy«s """Riv.n thr.. month.'
pay in advance, to tkI. ch<m ov.r Ih. p<rind ia ..hich
rhey might b< job1.". Sin~ th.y had b«n paid out of
..confid.nlial fund.," th.y had no civil s<tvi~ .tatu. and
no retirement brnefiu; moreover, they were ineligible for
cra"'M to orb... GOV«l\fIl<nt positiolU. Of coun<, tb<
dang<r w•• Ihat th.i< dissali.f.ction with wh.t must h.v.
app<ar<d to th<rn as high-h.nd<d, arbicr.ry .ction on rho
part of • nt.. official, .nd rh.1 th.ir h.lpl......s in rho
serious personal situation created for them in the midst of
an «onomie d.pr<Ssion by this drastic action, might l<ad
them to indiscretions which might prove most
embarrassing to the Government and have serious
consequen~ upon national defense. It turned out that

, A DUmber of ynu JatO' (1941) Yardley told 1M th.r M Iud
'~n misinformrd u to Mr. Stimson', attitude and that it was really
1M' Prcsiden.t (Mr. Hoovu) who "killed" 1M bwu.u, not Mr.
Stimson, There m.y be 10fDC grounds for this.
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..ha«v<r th.i, priv... (<<ling., ·.U· Ih. : dischar)t<d'
personnel, except tM chicf beneficiary of [M old r~~mc,

t<main.d loyal.nd did tho b<st th.y could to lind jobs.
In October 1929 I ..a...nt 'by tho Chi.f SiRn.1 Offi«r

to N.w Yo,k to tak. ov'" tho box<d-up r<COl'd. and fiI..
of tho d.funct bur<au and to ov<t5« Ih.ir cr.",porration
to Washington. The cryptanalytic activities, research, and
crainin/( now b<ing und<r tho Chid Si/(nal Offi«r,
immediate steps were taken completely to reorganize the
bur<au .nd its work. Th. funds .vail.bl< w<r., of COut..,
vcry sJim--oo.ly what remained ohile War D~pactment's

contribution of $10,000 for FY-1930 w•• avail.bl.,
b<c.us< tho r<maind<r of Ih. St.« D<partm.nt'••har< of
$D,ooO had .lr.ady b«n withdrawn. An off<r of
.mploym.nt. was m.d. 10 Mrs. Wil50n, tho J.pan...
expert with Yardley, but she was unable to accept, since it
involved movin~ to Washin~on·and shc had a husband
.nd child in N... York. Anoth<t .mp/oy.., Mr. Vietor
W.i..kopf, h.d • busin... in N.w York .nd ,.f....d 10
move to Washington. The clerical employe'Cs w«e
deemed. unsuitable for our - pu[poscs .and, moreover.
having no civil sen;cc status, th~y. oould nQi' be taken on
by ltansM. An ork< ofr.mpor.ry .mploym<nl "as mOd.
to Yardl.y but h. r<fus<d tho t<nd<r:: Inst<ad, h.
p,oc.<d.d ~Iy to prepai•• bOOk w~ich lirst:.pp<ar<d
in tho form of artid.. in tho s"Umiay E.eiJing Post, .nd
lal<t app..r<d in much apand<d form und<r' th. till.,
The Ameri",,, Bt..Ir Chtlmber. Th. book '.nd articles
w<c. hi/(hly ......tiona!·.nd m.d. d.m./(inR disclosu,..
conarnin~eM most .secret activicin «C'r.conduet~by the
Gov<rnmenl. 8<fot< tho app<ar.n« of tho .rticles and
book, ho..<v<r, Ilt had t.k.n =I.in st.ps to prntm .
him..lf from poisibl. pros<rurion' for hi. di.c1osut<S,
among which was to mign his commiSsion. as Major in
lb. Militarylnl<Uig.nc. ·R...,v~.: OLco;'rs', had tho
authorities understood. thc· real purpose of his resi~nation

Ih.y mi/(ht hay. prev.nl<d'i' 50 ~. to r'lilin' .om. hold on
him. Bu' b<in/( in doubt or in -i/(noran~ 'of bi. r..1
mOliv.<s .nd d..niin/( it just as, an aci of pi~u', .. th'y
.ccqst<d tho r<signation. Th< unforturia.. cOns<qu.nc..
an.neI.nl upon rho publication of rho book n«d no
.labor.tion h<r•. Suffi~· it ·to ·say- t....t··our ·amic.bl.
t<1.tion...ilh tho Briti,h, ..bo ,...nt<d tho disclosur< of
e<rtain information obuiin<d from th<m by Y.rdl<y as •
commissioned. officer, wc-:e ~i~r~;~~much ·m~
serious, our pr«arious"relations wit~ Jllpa-n" wcre brOuKht
to • boiling poinl wh<n .bouI·'30,OOO· oopi..· of- tilt
J.pan... cr.n.I.tion of The A",IIri."". Bi4clr ,chtlmber
W<r< $Old in Tokyo iii • p<ri~ of .I... than .' month
(p<rh.ps tho booI< was subsidiz,!! by .th. :J.pan....
Gov<tnm.nt iuelf). Th. bad. ndor into which all
crypranalym and cryptanalytic .ctiviti.. f.Il, ••• r..ult of
tho difficulti.....hich tho poblipty /(ivm. tho manor by'
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Yardley's disclosures occasioned high .'t0vernment
officials. had a bad effect upon the' attempted
reor~anization of the cryptanalytic bureau by rhe Chief
Si~nal Officet, Funds were 'hara ro gel. and State
Depanmenc support Was lacking, if not 'in the other
dirmjon aJrogerh~. The moSt serious roOJequences of
Yardley's disclosures, however, came ten years Jarer, and
their effects can hardly be estimated, 1 refer here to the
jolt which his book' ~ave the Japaneie crypto~raphers.

leadinK them out of their blissful ip;norance and causinA
them to develop really complex rntthods which are now
.'tiving us so many difficulties. The same is true probably
as reltards the German and ItaJian cryptographers-their
education has been entirely at Uncle Sam's expense. and
the firial consequences of Yardley's work can not yet be
foresttn. They may well turn out to be disastrous,

SIS Formed

Without delay. as indicated above, the Chief Si~nal

Officer proceeded, a. energetically as possible under the
circ~mstances, to carry out the mis.sion assigned to him.
The reor~anized code. and cipher-solving seerion was

,placed under the War Plans and Training Divi.ion. since
the code compilation S~ction was already there. A rather
detailed directive. which was prepared by G-2 and
approved by the Secretary of War. became the ~uiding

"plan of the reor,Ranized service, which we nOW named the
Si~nal" Intelligence Service. Its personnel, consisting of
my~lf ~nd one or two clerks. soon was aultmented. by a
half· dozen more employ«s. Training literature and
courses in crypunaly.is and cryptography were prepared
and ,put intO good usa,2t at once, A great deal was done in

,expandin~ our cryptoRraphic work also. by preparing
reserv~ editions of existing cod~s, compiling and devising
n~'; codes and cipher., developing cipher apparatu., and
so on, :Cryptanalytic work was put on a firm ba.is of
research and training. with emphasis on the latter. for
th.,e exisrea no intercept service and the raw material
could not be obtained, (Yardley had been able to ~et a
small amount of material from the cable companies but
this source had practically "dried up" by 1929 due to fear
c;m the'part of the companies.) Hence, an intercept service
now 'was, organized and ~rew very slowly, All phases of
siA:naJ intelligena were unified under one service and
'taken under sNdy and aaion. Moreover, important
'coo~ation with the Navy in th~ same type of work was
also initiated. How the activity has expanded .ince then
requires no comment at this time. However, a few words
about relations with tho Navy are pertinent,

(:rypunalytic activities in our Navy Department were
practically non-existent until after the close of World
War i. during which, as was nott<! above. what.ever

problem. they had in cryptanaly.is were referred to
MI-8. But in 1921 the Navy, recognizing the important
role which cryptanalysis was bound to play in the future,
be~an buildin~ up a larg~ unil in the Navy Departmetlt,
with echelon. afloat. Whereas the Army placed emphasis
upon civilian trainin~. the Navy placed emphasis upon
offic~r training; and for ~ach dollar the Army was able to
obtain for cryptanalytic and cryptographic work the Navy
was able to obtain three to five dollar., until by 1939. as
rar as concerned numbers of officers and civilian
penonnel enA:aged in the,e activ;tie,. amount of
equipment on hand, and fund. aYailable for res~arch, the
Navy had considerably oulStripped the Army, However, it
rnay be .aid, with some justifiable pride perha"" that
while they were ahead of us in quantity, we were ahead in
quality. for all th~ important developmetllS in both the
cryptographic and the crypranalytic field. must be
credited to Army personMI. At first, cooperation between
the twO servicrs was incerminent and -at" rimes v~y

indifferent-the usual mutll8l .wpiciOns and 'jealousies
pervaded our relationships,' But, happily,_for th~'1~sdour,

or five yurs cooperation t:aas Deen ,much" m4';?re
wholehearted, with the result that it may n'>wbe said
without reserve that, as r~gard. their CC}'JltOI!taphic and
crypcanalytic activities. technical cooperation between the
Army and Navy in these fie1cl. is so close as to be the .ame
as thou~h they were under ooe head. Thi., of course, is as
it should be and must be in order to gain t~ 'de.ired
resuk from such activities. ' . .

It would be of utmost value to the winiUn~ of iIli. war
if the Government wen noW in a positio~' to.~d me.
codes and ciphers of all the foreign powers whose actions
and probable intentions are of interest aod importance iii
our prosecution of th~ war. II could httrie bem.irl Ibis
fortutWU pontirm b4ti it given 10 cryf1I1tWIJlio studios lhe

oIIIentirm wbioh Ihr] thserw aurirtg 'puo~ime'.,rld b4ti
fwovidea ftmds for Ibm oOnUuiry rm • so.Je IJIffioienl
for Ibe t-f'ose for IlIbioh rhr], ..... irtren4ed. the matter
can' be .ummarized very .uccinctly in this .tatement:
Actual or physical w"fare i. interminen~ ,but signal
security warfare, especially cryptanaJytic." :warfare. is
continuous. It is vital that this be understood Of those
who exercise the control over such studies. .". '

There are four basic re-asons why .ro~tinuity 'in
ayptanalytic studies is SO importa~t: _".: ..: "" '

L It must be realiled that crypranalytic;aaivities haye
DO counterpart in civil life. Therefor~, on the outbr~k of
war there is no important sourer from' ~hi~ ~ned•.
experienced personnel can be drawn for immediate
u,.,fulnes.. Since skill in cryptanalysis can. hardly be
developed in a .hort tim~ and ~ypranalytic"-nilS ca!,able
of producing quick resullS can, not be imirrovu<cl 'in a
hurry, unless there isa ~ood-silednucleus of such'trained , '
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and experienced perjooiiel, no· Kood . o-yPtllJlalytic
operations can be-conducted in the early ph,ases of a war;
that i~, just at .the -time when r~ultS can usually be
obtained most easily and when such results art extremely
imponant. - Moreover,". ·it· is in the upper -·strata of
ayptantdytic brains·' thut continuity in 'studies is most
important," It· is poSsible; under pressure. to obtain large
numbers of recrUits ofhiKh intelligence from colle!(eS and
universities, but until they have had at least fi~e years
actual experience and traininR they are wholly unprepared
to attack the more difficult problems encountered in
modern; up-ta-date secret communications. Consider the
present "Purple" system, for example. It required almost
two years of concentrated effort to break down this system
and ir was indeed fortuna Ie that this had been
accomplished by September 1940. If we had only been
able to start this study in December 1941 ir would not
have been possible to read these messages short of two
years' study, if at all, because the problem is so difficuillo
be~in with. and, moreover, the volume of traffic available
for analysis would· be so small compared to what it was
shortly before December 7, 1941. Moreover, if we did
not have the two years' experience with the ordinary
"Purple," the lask of readin~ the special "Purples" now
occasionally employed would be extremely more difficult,
if il could be done at all, before it was 100 lare to be
useful. A~ain, our present difficulries with Japanese
military systems are in lar~e part occasioned by our failure
t~ devot~ sufficient study to these systems over the past
few years; but it must be realized that limitations on
funds and personnel made such studies impossible,
because with the small SIS staff from 1930 10 1940 it
was all that they could do to keep abreast of the Japanese
diplomalic systems for which G-2 was clamoring.

2. Continuity in cryptanalytic studies also requires
continuity in intercept work, for without the basic raw
material no studies at all can be conducted on actual

. rraflic, and purely theoretical studies may be far off the
.real, tar~et alrogether. no matter how successful.
Continuity' in intercept work means, of course, that the
equipment and personnel of the intercept service have to
be maintained so that they are available al the outbreak
of war for immediate, useful work. Unless cryptanalytic
studies are pursued, the need for the maintenance of .
adequate intercept stations soon diuppears. for it
presently begins to look as thou~h rhe work done by the
intercept personnel is useless and funds for this activity are
withdrawn.

3. -Continuity in- cryptanalytic studies is necessary
'because crypl41Wlysis iJ MIll stlltic Jci6nci or Mt-it

. ~must p.ro~rcss as crypt0,Rraphic science proAresst5. In the
•·pasl few .years Kreat strides have been made in the latter,

especially as re~ards rhe development of complex

14_SSacr

, .' .

electrical and mechanicalcrYPlOl(tai>~ic ,device..and
mllchinery..Moreover.. the /cryptaqalytic work. done
durin~ rhe last war has beell publid~ed. As alluded 10

above, The American Bldc~i Ch4mbit in particular has
exercised a wide influencei in putting certain nations.
which had been qui,e backward in lbeik.crypro~raphy,on
their R'uard. causin~ therill to en~aK¢', in studies and
developments for the improvement of'.lheir codes and
ciphers. The result is Iha.1 the crypro!lrllphic systems of
these nations have becorite more and ~,ore difficult to
analyze. It is imporlan~' to note that Jrr,!WQf)ement in
cryptogrflPhy W1IAlly com" in successive sf!l4/l steps, and
if the opposing crypta".;lyst can keep in step with these
progrtSJi"e ;n&r6I1J8J in ,tomplexity he CtJR, ~., tJ rule, be in
a position 10 read the new systems almost l# fast as they
are put into usage. If there is much of \a lag in rhe
cryptanalysis the cryptO~rapher~ets too far ahead for Ihe
cryptanalyst to catchup. quickly; in some ca,es catchin~

up becomes impracticable or impossible;. ,. .'. .... .
4. Finally, it triay be noted' thllt con'tinuity in

cryptanalytic ltudi~ brin~ improvements .iQ\: our own,
cryptographic systelns and methods, withoul, which we
may be lulled intQ a (alse sense of security a~4. remain
blissfully i~norant of what some for~i~n cry.ptanalytic
bureau may be! doing .with our supposedly . secret
communications. It can be saidihar:~he IireareSt blow that
can be dealt to signal security work is /ossol coniiiluity in
cryPtaTl4/ytic stUdies, for it means that .adisaSt'l\u$ blow
has been. delivered to technical efficimcy of lio.ih the
cryptographic and cryptanalytic sew;;;" for· U/d~-ti".e

functioning.... .. . . .... .• .
It may be pertinenlto add Ihatlhe.BritishGovertitnenr

began· its aypianalytic activiriesin· 1914 and 'never·
desisted from them for even.a month since, ·rhough of
course on a smaller scale than was reached at the·h~il(ht

of these activities in 1918~1919. However, it was on'a
scale sufficient to ena~le them t6',k~ :up ';"ith'lhe
diplomati~ traffic of most of,:rhe'~oVerOltlents Oflt\y
consequence in the world in whiclithey had an inler~s\.
The British built up a corp.! of about ..'5 10 40 .ble
crypranlllysts, includin~ Army and .NavY. officers.
pertna~,ntly assigned. to "TJ!analitic: duties: .Then·
ma,ntailled cryptanalytic uOlts .,

c::::J' and 50 on---:the offic~s ~~~ ~~R5f~red fTO~,
one urut ro another but constantly sraylng'ln,cryptanalytlc,,'
work. The result is that torIa., .while our SIS ·has solved

- ,~

.1

•



.. ' ' ..
/1•.,- .'t,,,;.. "

, .

•
"

Finally, if we are not torepeat once more the'mistakes
made- at the close of the last war in respect co siKnal
security work, every effon should be'made ro place the
present or~ani2ation on the most firm, permanent
foundation it is possible to ercct. The service should not
be considcrt'd as merely ,an appcnda,Rc to the functions
performed by the Signal Corps only in lime of war but as
II pertnanent service that operates on a large scale in peace.
time tIS well as in war. time.

Mr. Friedman (1891-1969) wu the dean of mod·
ern American c:ryptoloJisb aDd • pioneer in dnel­
oping the science of cryptology. 10 the course of his
career (191B-l!I5'), bis iaventions and ucepriona'
cooulbati..... won him a Coogreuional award <of
$100,000) and two Presidential awards. <For further
decaib s.. anicle by LambrOs D. Callimuos in
WinW' 1974 issue ofCryp'D1Dgic Spo<tr"",.)
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