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Assumptions

Societies are always looking for the balance 
between public observation and an individual’s 
right to solitude
Transparency pays a key role in assuring that 
balance
Effective notices are a key aspect of transparency



Center’s Notices Project

Formed in 2001 to respond to public dismay with 
private sector notices
Created the concept of multilayered notices
Worked with many parties to create an 
international transparency norm



Privacy Notices Have Two Purposes

Define in great detail
What is being collected
For what purpose
By whom
Under what conditions

Give individuals the information they need in an 
understandable fashion so they may participate in 
the process
Achieving both objectives at the same time is 
difficult



Solution?

Layering
Notices need to be complete and very easy to 
understand
Very long complex notices are complete, but 
not easy to understand
Brief notices may be easy to understand, but 
won’t capture all the detail 
Multilayered notices offers a system of notices 
that are responsive to legal requirements and 
individual needs



Multi-Layered Notice

Objective: Assure privacy notices are easy to 
understand, compare and complete
Achieved by communicating a privacy notice in 
layers

Very short three line notice where space is 
very limited
Condensed notice in a common template for 
most consumers facing interfaces
Complete notice on request



Research Shows

Individual comprehension requires
Notices must be relatively short

No more than seven topics

They must be in plain language
No jargon

They must be in a common format that makes 
it easy for the consumer to understand and 
compare



Condensed Notice

Common template with six critical elements
1. The party covered by the notice
2. Data collected from and about the consumer
3. Uses (purposes) and sharing
4. Individual choices and how to make them
5. Other, important information
6. How to contact the organization



Condensed Notice



Korean Example



Layered Notices Work For 
the Public Sector as Well

Governments need to communicate their collection 
and use practices
Detail is still needed for accountability purposes
Layered notices work for this purpose
The additional cost is minimal



Australian Government Notice



US Postal Service Notice



New Zealand Privacy Commissioner’s Notice



BC Information & Privacy Commissioner’s  
Notice



Compliance Issues Are Not New

GLBA, HIPAA and various data protection laws are 
complex
Enforcement authorities have recognized 
completeness based on the entire package



“Ten Step Guide To Develop a Multilayered 
Privacy Notice”

1. Map data process
2. Review laws
3. Write internal policy
4. Translate internal policies into complete external policy
5. Test the language
6. Capture the key elements in condensed notice
7. Harmonize the complete and condensed notice
8. If the organization collects data via PDAs develop short 

notice
9. Conduct final test
10. Publish


