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Design alternative privacy 
notice(s) that are easier for 
consumers to compare 
and understand.

Project Objective
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How did the project begin

July 2001:  Gramm-Leach-Bliley 
Act financial privacy notices
Widespread criticism of the notices:  
unexpected, too long, legalese, not 
understandable
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Workshop December 2001

8 GLB Agencies host workshop on 
Effective Notices
Explore ways to improve notices
Design elements:  short sentences, 
simple words, bullets, bold 
headings



Interagency Notice Research 
Project

5

ANPR:  December 2003

8 GLB Agencies issue ANPR to 
explore ways to improve notices
Asked for comment on format, 
elements, language, research
Commenters supported agencies 
doing consumer research
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Interagency Notice 
Research Project:  2003

6 Agencies join to fund consumer 
research: FRB, FDIC, FTC, NCUA, 
OCC, SEC
Research has two phases:
– Qualitative:  form development 
and usability testing
– Quantitative:  evaluation and 
validation with larger numbers of 
consumers
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Phase 1:  Form Development

September 2003:  hired Kleimann
Communication Group
KCG:  experts in document design 
and qualitative research
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Phase 1:  Form Development

Conducted 2 focus groups (20)
Formative testing, pretest, 6 rounds 
of diagnostic usability testing (46)
Intensive, in-depth one-on-one 
interviews
Iterative testing and document 
revision process
Demographics: education, gender, 
age, race/ethnicity, and income
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Research Objectives

Comprehension
– Consumers can understand the basic 

concepts

Comparison
– Consumers can compare across financial 

institutions

Compliance
– Notices address legal requirements
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Research Objectives

Neutral and Objective
– Notices provide information, not direct a 

decision
Paper-based
– Notices are paper-based, not web-based

Variations
– Explored a range of options:  short, layered, 

fully compliant, and opt-out page if 
necessary
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Final Notice
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Final Notice (cont.)
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Final Notice (cont.)
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Major Findings

Context was key to 
comprehension

Design elements aided 
comprehension 

Consumers were able to compare 
across banks
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Context Was Key to 
Comprehension 

Contextual frame drove comprehension
– Consumer needs to know why she is 

getting the notice and what to do with it

– “Key frame” delivers that information

“Whole to part” structure facilitated 
comprehension and comparison
– Big picture enabled consumers to 

understand background information and 
that companies share differently (whole)

– The table format delivered how financial 
companies share differently (part)
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Title:  Consumers assumed “privacy 
policy” and “privacy notice” meant all 
notices said the same thing 

The title, Facts: What does Neptune 
Bank Do With Your Personal 
Information, led consumers into the 
notice, personalized it, and indicated 
activity

Context Was Key to 
Comprehension 
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The What, Why, How headings 
organized the contextual information 
into understandable chunks

“Federal law” drew consumers into the 
notice 

The fact that financial companies 
continue to share consumers’ personal 
information after an account is closed 
grabbed consumers’ attention

Context Was Key to 
Comprehension 
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Context Was Key to 
Comprehension

Listing the types of personal information 
grabbed attention, informed, and 
clarified the notice (social security 
number, account balances, etc.)

Context about financial sharing and 
personal information needs to come 
before disclosure information

Contact information was key information
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Design Elements Aided 
Comprehension

Consumers overwhelmingly preferred 
the table format for appearance and 
usability

The table format outperformed the prose 
version on comprehension and the 
ability to compare sharing practices

Consumers struggled with 
comprehension and comparison using 
the prose format
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Design Elements Aided 
Comprehension

The table format integrated categories 
of sharing/uses, and for each category 
what the particular bank does and 
whether a consumer can limit sharing

Consumers preferred a larger and 
legible font size

Consumers responded positively to the 
white space and simple headings in the 
notice
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Design Elements Aided 
Comprehension

Consumers could work with page one 
alone which delivered “key” information

Consumers preferred the two-page 
notice over the one-page notice; it had 
more information

Simple notices elicited understanding, 
trust, and minimized burden
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Knowledge

Observation and recall of 
data
List, define, tell, describe, 
identify, show, collect, 
examine, tabulate, quote, 
name, label

Comprehension

Understanding of 
information
Summarize, describe, 
interpret, contrast, predict, 
associate, distinguish, 
estimate, discuss

Application

Applying knowledge to a 
new situation
Apply, demonstrate, 
complete, show, solve, 
classify

Analysis

Separates information 
into part for better 
understanding
Analyze, order, explain, 
connect, compare, arrange, 
infer

Synthesis

Builds a pattern from 
diverse elements
Combine, modify, 
formulate, create, design, 
invent, compose, prepare, 
generalize, rewrite

Evaluation

Judges the value of 
information
Assess, rank, test, 
measure, judge, conclude, 
discriminate, summarize, 
convince, support

Bloom’s 
Taxonomy
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The Testing and Bloom’s 
Taxonomy 

MD CA VA TX

Knowledge
Observation and 
recall of data

Comprehension
Understanding of 
information

Application
Applying knowledge 
to a new situation

Analysis
Separates information into 
part for better understanding

Synthesis
Builds a pattern from 
diverse elements

Evaluation
Judges the value of 
information

MA MO
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Key Research Findings in 
Phase 1

A contextual frame is vital to 
comprehension  

Presenting the whole, so the reader can 
understand the parts, is key to 
comprehension and comparison

The table format’s visual presentation 
organizes complex information for 
quicker comparison and greater 
understanding
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Key Research Findings (cont.)

Prose doesn’t work 
Standardization is effective
Consumers need education about 
information sharing practices and the 
use of their personal information
“Trust”:  consumers are concerned 
about the misuse of their personal 
information
“Protection” means less sharing to 
consumers
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Phase 2

Quantitative research evaluates 
and validates the qualitative 
findings with larger numbers of 
consumers

Planning for this phase is underway

Anticipated completion:  1 year


