Tips in Responding to Privacy Sections 

in the Exhibit 300

(IT Systems Complying with 
Government Privacy Requirements) 

	The shaded sections of this Exhibit 300 template identify tips on completing questions related to Government privacy requirements 

Your bureau/office Privacy Act Officer should be able to clarify any questions in these areas.

DOI privacy guidelines available at www.doi.gov/ocio/privacy


	Part I:  Capital Asset Plan and Business Case (All Assets)



	Date of this Submission
	

	Agency
	Department of the Interior

	Bureau
	

	Location in the Budget
	

	Account Title
	

	Account Identification Code
	

	Program Activity
	

	Name of Project
	

	Unique Project Identifier: UPI should be created the same for all projects. (IT only) (See section 53)
	

	Project Initiation Date
	

	Project Planned Completion Date
	

	This Project is: 
	Initial Concept
	
	Planning 
	
	Full Acquisition
	
	Steady State
	
	Mixed Life Cycle
	
	

	
	
	
	
	
	

	Project/useful segment is funded: 
	Incrementally
	
	Fully
	
	

	
	
	
	
	
	

	Was this project approved by OMB for previous Year Budget Cycle?  
	Yes
	
	No
	
	

	
	
	
	
	
	

	Did the Executive/Investment Review Committee approve funding for this project this year? 
	Yes
	
	No
	
	

	
	
	
	
	
	

	Did the CFO review the cost goal? 
	Yes
	
	No
	
	

	
	
	
	
	
	

	Did the Procurement Executive review the acquisition strategy? 
	Yes
	
	No
	
	

	
	
	
	
	
	

	Is this investment included in your agency’s annual performance plan or multiple agency annual performance plans?
	Yes
	
	No
	
	

	
	
	
	
	
	

	Indicate by corresponding number which homeland security mission area(s) this project supports?  

1 – Intelligence and Warning;

2 – Border and Transportation Security;

3 – Defending Against Catastrophic Threats;

4 – Protecting Critical Infrastructure and Key Assets;

5 – Emergency Preparedness and Response; or 

6 – Other.   
	Yes
	
	No
	
	

	
	
	
	
	
	

	Is this project information technology? (See Section 53 for definition) 
	Yes
	
	No
	
	

	

	For information technology projects only:

	a.  Is this Project a Financial Management System? (see section 53.2 for a definition) 
	Yes
	
	No
	
	

	
	
	
	
	
	

	If so, does this project address a FFMIA compliance area? 
	Yes
	
	No
	
	

	
	
	

	If yes, which compliance area? 
	
	
	

	GPEA   - Need to be consistent with responses to II.C.   

                   -  Ed what consequences of responding with “no”?
	
	
	
	
	

	b. Does this project implement electronic transactions or record keeping that is covered by the Government Paperwork Elimination Act (GPEA)? 
	Yes
	
	No
	
	

	If so, is it included in your GPEA plan (and does not yet provide an electronic option)? 
	Yes
	
	No
	
	

	
	
	
	
	
	

	Does the project already provide an electronic option? 
	Yes
	
	No
	
	

	PIA    -  Need to be consistent with responses in II.B. 3, 4 & 5
	
	
	
	
	

	c. Was a privacy impact assessment performed for this project? 

Only looking for a PIA for systems that maintain information on individual persons (not Tribes, DOI employees, organizations – discuss with Privacy Act Officer or coordinator).  Eventhough DOI performs PIAs on systems just with employee information, OMB is not looking for that here.
OMB is not looking for PIAs for networks that do not “maintain or use” the information on individuals.  OMB does look for PIAs for General Support Systems.

If responding with “no” indicate why (e.g. “A review of this system was performed and there is no information on individual members of the public in this system  - - e.g.  this system only contains information on employees, it is a network and does not manage or use information, the system contains statistics not linked to individual identifiers”)
	Yes
	
	No
	
	

	
	
	
	
	
	

	d. Was this project reviewed as part of the FY03 Federal Information Security Management Act review process?
	Yes
	
	No
	
	

	
	
	
	
	
	

	d.1 If yes, were any weaknesses found?  
	Yes


	
	No
	
	

	d.2. Have the weaknesses been incorporated into the agency’s corrective action plans?
	Yes
	
	No
	
	

	e. Has this project been identified as a national critical operation or asset by a Project Matrix review or other agency determination?


	Yes
	
	No
	
	

	e.1 If no, is this an agency mission critical or essential service, system, operation, or asset (such as those documented in the agency's COOP Plan), other than those identified as above as national critical infrastructures?
	Yes
	
	No
	
	

	f.  Was this project included in a Program Assessment Rating Tool (PART) Review?
	Yes
	
	No
	
	

	f.1. Does this project address a weakness found during the PART Review? 
	Yes
	
	No
	
	


.A. Project Description

I.A.1. 
Provide a brief description of this project and its status through your capital planning and investment control (CPIC) "control" review for the current cycle.

I.A.2. 
What assumptions are made about this project and why?

Technical Assumptions 
Financial Assumptions

Operational Assumptions

Additional Considerations and Potential Barriers to Success

I.A.3. 
Provide any other supporting information derived from research, interviews, and other documentation. 

I.B. Justification (All Assets)

In order for IT investments to successfully address support of the President’s Management Agenda and justification of the project, the investment should be collaborative and include multiple agencies, state, local, or tribal governments, use e-business technologies and be governed by citizen needs.   If the investment is a steady state investment, then an E-Gov strategy review is underway and includes all of the necessary elements.  If appropriate, this investment is fully aligned with one or more of the President's E-Gov initiatives.  

I.B.1. 
How does this investment support your agency's mission and strategic goals and objectives?

I.B.2. 
How does it support the strategic goals from the President's Management Agenda? 

I.B.3. 
Are there any alternative sources in the public or private sectors that could perform this function? 

I.B.4. 
If so, explain why your agency did not select one of these alternatives.

I.B.5. 
Who are the customers for this project?

I.B.6. 
Who are the stakeholders of this project?

I.B.7. 
If this is a multi-agency initiative, identify the agencies and organizations affected by this initiative. 

I.B.7(A).  If this is a multi-agency initiative, discuss the partnering strategies you are implementing with the participating agencies and organizations.

	Privacy - This activity should consider restrictions on certain systems that are Privacy Act systems.  Contact your Privacy Act Officer or Coordinator about restrictions on the systems in question.  The Computer Matching Privacy Protection Act may apply is there are matches for information on individuals that affect a benefit of that individual.


I.B.8. 
How will this investment reduce costs or improve efficiencies?

I.B.9. 
List all other assets that interface with this asset.  Have these assets been reengineered as part of this project?  Yes____,  No____.

	Privacy - This activity should consider restrictions on certain systems that are Privacy Act system.  Contact your Privacy Act Officer or Coordinator about restrictions on the systems in question.


I.C. Performance Goals and Measures (All Assets)

In order to successfully address this area of the business case, performance goals must be provided for the agency, linked to the annual performance plan, and the investment discusses the agency mission and strategic goals, and performance measures are provided.  These goals need to map to the gap in the Agency's strategic goals and objectives that this project is designed to fill.  They are the internal and external performance benefits this project is expected to deliver to the agency (e.g., improve efficiency by 60%, increase citizen participation by 300% a year to achieve an overall citizen participation rate of 75% by FY 2___, etc.).  The goals must be clearly measurable project outcomes, and if applicable, project outputs.  They do not include completion date of the module or project, or general goals, such as, significant, better, improved that do not have a quantitative or qualitative measure.

Agencies must use Table 1 below for reporting performance goals and measures for projects through 2004.  All IT investments where reporting includes 2005 and beyond must use Table 2.   

All IT investments must use Table 2 below for 2005 and beyond and are required to use the FEA Performance Reference Model. PRM Version 1.0, available at www.feapmo.gov, includes detailed guidance about how to incorporate PRM Indicators into the performance goals and measures table below.  Please use the table below and the PRM to identify the performance information that pertains to the major IT Investment.  Ensure there is a complete tie-in to the strategic goals and objectives described in I.B.1. 

I.D.  Program Management [All Assets]

The OMB Circular A-11, Part 7, Capital Programming Guide, and the OPM Project Management Guidance “Interpretive Guidance for Project Manager Positions, discuss project management structures, responsibilities, and qualifications that contribute to successful achievement of cost, schedule, and performance goals.
I.D.1. 
Is there a program manager assigned to the project?
​​​____ Yes

No 

If so, what is his/her name?  
.

I.D.1(A).  
Identify the members, roles, qualifications, and contact information of the in-house and contract project managers for this project.

I.D.2. 
Is there a contracting officer assigned to the project?
____ Yes

No

If so, what is his/her name?

I.D.3.  
Is there an Integrated Project Team?
____ Yes

 No

If so, list the skill set represented.

	Hopefully a Record’s Manager and FOIA/Privacy Act Officers were included on the team for consultation.


I.D.4. 
Is there a Sponsor / Owner for this project?
____ Yes

No

	FYI – If a PIA is required the system owner does not sign off as “reviewing official” – OMB requires that the signee be a CIO or equivalent.  A little problem when the CIOs are the “sponsor/owner”.  Bureaus can decide on how this is handled.  The OCIO has the CIO for NBC sign off on “PIAs” as the “reviewing official”.


I.D.4(A).  If so, identify the sponsor/process owner by name and title and provide contact information.  

I.E. Alternatives Analysis and Risk Management [All Assets]

In order to successfully address this area of the business case, you must include three viable alternatives that were compared consistently, and alternative chosen provides benefits and reasons.  Agency must identify all viable alternatives and then select and report details on the top three viable alternatives.   The Clinger Cohen Act and OMB Circular A-94, include minimum criteria to be applied in considering whether to undertake a particular investment, including criteria related to the quantitatively expressed projected net, risk-adjusted return on investment and specific quantitative and qualitative criteria for comparing and prioritizing alternative investments.  
I.E.1. 
Describe the alternative solutions you considered for accomplishing the agency strategic goals that this project was expected to address. Describe the results of the feasibility/performance/benefits analysis.  Provide comparisons of the returns (financial and other) for each alternative. 
Feasibility/Performance/Benefits Analysis 

Direct User Value:

Government Financial Value:

Government Operational/Foundational Value:

Social Value:

Strategic/Political Value:
Base Case

Alternative 2: Single Forest, Multiple Domain

Alternative 3: Multiple Forest, Multiple Domain

i.E.1.1 alternative 1:  status quo

i.E.1.2 alternative 2:  single forest, Multiple domain 
Technical Architecture

Characteristics

Administration

Performance
Remote Access
Certification and Accreditation

Implementation Phases

i.E.1.3 alternative 3: multiple forest, multiple domain
	Privacy -  Need to address the E-Government Act of 2002 web privacy requirements if web involved

See OMB Memorandum M-03-22 on implementing the privacy provisions of the E-Government Act of 2002


Technical Architecture
Characteristics

Administration

Performance
Remote Access
Certification and Accreditation
I.E.1(A) 
Discuss the market research that was done to identify innovative solutions for this project (e.g., used an RFI to obtain 4 different solutions to evaluate, held open meetings with contractors to discuss project scope, etc.,).  Also describe what data was used to make estimates:  past or current contract prices for similar work, contractor provided estimates from RFIs or meetings, general market publications, etc.

I.E.2. 
Summarize the results of your life cycle cost analysis performed for each investment and the underlying assumptions.

I.E.3. 
Which alternative was chosen and why?  Define the Return on Investment (ROI).

I.E.3(A) 
Are there any quantitative benefits that will be achieved through this investment (e.g., systems savings, cost avoidance, stakeholder benefits, etc.)?

I.E.3(B) 
For alternative selected, provide financial summary, including Net Present Value by Year and Payback Period Calculations.

I.E.4. What is the date of your cost benefit analysis?  

I.F. Risk Inventory and Assessment [All Assets]

In order to successfully address this issue on the business case and capital asset plan, you must have performed a Risk Assessment at initial concept, included the mandatory risk elements defined below and demonstrate active management of the risk throughout the life cycle of the investment.

For all investments, both IT and non-IT, you must discuss each of the following risks and discuss your plans, with milestones and completion dates, to eliminate, mitigate, or manage the risk.  If there is no risk to the investment achieving its goals from a risk category, say this.  If there are other risks identified, include them. Risk assessments should be performed at the initial concept stage and then monitored and controlled throughout the life cycle of the investment, and should include risk information from all stakeholders.  Risk assessments for all investments must include 1) schedule, 2) initial costs, 3) life-cycle costs), 4) technical obsolescence, 5) feasibility, 6) reliability of systems, 7) dependencies and interoperability between this investment and others, 8) surety (asset protection) considerations, 9) risk of creating a monopoly for future procurements, 10) capability of agency to manage the investment, and 11) overall risk of project failure.  

In addition, for IT investments, risk must be discussed in the following categories 12) Organizational and Change Management, 13) Business, 14) Data/Info, 15) Technology, 16) Strategic, 17) Security, 18) Privacy, and 19) Project Resources. For security risks, identify under the description column the level of risk as high, medium, or basic.  What aspect of security determines the level of risk, i.e., the need for confidentiality of information, availability of information or the system, reliability of the information or system?

	Date Identi-fied
	Area of Risk
	Description
	Probability of Occur-rence
	Strategy for Mitigation
	Current Status as of the date of this Exhibit

	
	Schedule
	Schedule need to include information requirements – records, privacy notices, PIAs, FOIA review.
	
	
	

	
	Initial Costs
	
	
	
	

	
	Life Cycle Costs
	
	
	
	

	
	Technical Obsolescence
	
	
	
	

	
	Feasibility
	
	
	
	

	
	Reliability of Systems
	
	
	
	

	
	Dependencies and Interoperability between this investment and others
	
	
	
	

	
	Surety (Asset Protection) Considerations
	
	
	
	

	
	Risk of Creating a Monopoly for Future Procurements
	
	
	
	

	
	Capability of Agency to Manage the Investment
	
	
	
	

	
	Overall Risk of Project Failure
	
	
	
	

	
	Data/Information
	· FOIA reviews for sensitive info?

· Records and data integritey and reliabiltiy issues?
	
	
	

	
	Security
	
	
	.
	

	
	Security
	
	
	
	

	06/03
	Project Resources
	
	
	
	

	06/03
	Technology
	
	
	
	

	06/03
	Technology
	
	
	
	

	06/03
	Privacy
	· Need to evaluate whether there is information on individuals in the system

· If no – then not a privacy issue

· Identify if the system is a Privacy Act system subject to legal requirements
	
	· Evaluated data in system to identify any linked to individuals. 

· PIA done if info on individual members of the public in system.

· Privacy Act system Federal Register Notice has to be published before operation if none in place.

· Appropriate controls in place to protect info?

· Business rules and internal handling instructions in place?
	

	06/03
	Organization/Change Management
	
	
	
	

	06/03
	Organization/Change Management
	
	
	
	

	06/03
	Business
	
	
	
	

	06/03
	Strategic
	
	
	
	


I.F.1. 
What is the date of your risk management plan?

The OCIO will begin to develop a formal risk management plan to address the identified risks immediately following submission of this document for review through DOI’s internal CPIC process.  Many of the identified risks must be addressed early, either through the design of the EAD project itself, or through the development and promotion of a thorough and detailed change management process, which will include a formal communication and outreach plan.  A risk mitigation plan will be completed by October 2003.

I.G. Acquisition Strategy

In order to adequately address this area of the business case and capital asset plan you must employ a strong acquisition strategy that mitigates risk to the Federal government, accommodate Section 508 as needed, and use performance based contracts and (SOWs).  If you are not using performance-based contracts and statements of work, your acquisition strategy should clearly define the risks that prompted use of other than performance based contracts and SOWs.  Finally, your implementation of the Acquisition Strategy must be clearly defined.

I.G.1. 
Will you use a single contract or several contracts to accomplish this project?  

The EAD solution will use multiple contractors.

I.G.1(A) What is the type of contract/task order if a single contract is used?

N/A (multiple contracts will be used).

I.G.1(B) 
If multiple contract/task orders will be used discuss the type, how they relate to each other to reach the project outcomes, and how much each contributes to the achievement of the project cost, schedule and performance goals.  Also discuss the contract/task order solicitation or contract provisions that allow the contractor to provide innovative, transformational solutions.

I.G.2. 
For other than firm-fixed price, performance-based contracts, define the risk not sufficiently mitigated in the risk mitigation plan, for that contract/task order, that requires the Government to assume the risk of contract achievement of cost, schedule and performance goals.  Explain the amount of risk the government will assume.

I.G.3. 
Will you use financial incentives to motivate contractor performance (e.g. incentive fee, award fee, etc.)?

I.G.4. 
Discuss the competition process used for each contract/task order.

I.G.5. 
Will you use commercially available or COTS products for this investment?

I.G.5(A) 
If not, to what extent will these items be modified to meet the unique requirements of this investment?

I.G.5(B) 
What prevented the use of COTS without modification?

I.G.6. 
What is the date of your acquisition plan?

I.G.7. 
How will you ensure Section 508 compliance?

	


I.G.8. Acquisition Costs:  
I.G.8(A) 
For budget year, what percentage of the total investment is for hardware acquisition?

I.G.8(B) 
For budget year, what percentage of the total investment is for software acquisition?

I.G.8(C) 
For budget year, what percentage of the total investment is for services acquisition?

I.H. PROJECT AND FUNDING PLAN

In order to successfully address this section of the business case, you must demonstrate use of an Earned Value Management System (EVMS) that meets ANSI/EIA Standard 748, for those parts of the investment that require development efforts (e.g., prototypes and testing in the planning phase and development efforts in the acquisition phase) and show how close the investment is to meeting the approved cost, schedule and performance goals.  Information on EVMS is available at http://www.acq.osd.mil/pm.  For those projects in the operations/steady state phase, you must perform an operational analysis as defined in the Capital Programming Guide to demonstrate how close the investment is to achieving the expected cost, schedule, and performance goals for this phase.  Program status information in this section must include both the contractor’s part of the project’s overall costs and milestone requirements, as well as the Government’s costs and milestone requirements, to successfully complete the project phase, segment, or module being reported.

I.H.1. 
Description of performance-based system (PBMS):

Name the software program that you are using, or will use, to analyze contractor-provided EVMS information.  Describe the process you used to verify that the contractor's project management system follows the ANSI/EIA Standard 748-A.  If the project is operational (steady state), define the operational analysis system that will be used. If this is a mixed life cycle project with both operational and development/modernization/enhancement (DME) system improvement aspects, EVMS must be used on the system improvement aspects of the contract and operational analysis on the operations aspects.  Using information consistent with the work breakdown structure (WBS), provide the information requested in all parts of this section.

I.H.2. 
Original baseline (OMB-approved at project outset):

What are the cost and schedule goals for this phase or segment/module of the project (e.g., what are the major project milestones or events; when will each occur; and what is the estimated cost to accomplish each one)? Also identify the funding agency for each milestone or event if this is a multi-agency project.  If this is a multi-agency project or one of the President's E-Gov initiatives, use the detailed project plan with milestones on the critical path, to identify agency funding for each module or milestone.   (This baseline must be included in all subsequent reports, even when there are OMB‑approved baseline changes shown in I.H.3).

I.H.3. 
Proposed baseline/current baseline (applicable only if OMB-approved the changes):

Identify in this section a proposed change to the original or current baseline or an OMB-approved baseline change.  What are the new cost and schedule goals for the project (e.g., what are the major project milestones or events; when will each occur; and what is the estimated cost to accomplish each one)?  Also identify the funding agency for each milestone or event if this is a multi-agency project.  If this is a new project in the FY 2005 budget year, this section will be blank for your initial submission.

I.H.4. 

Actual Performance and Variance from OMB approved baseline (Original or Current):

I.H.4(A) 
This section is always filled in to reflect current status of the project.  It compares the OMB approved baseline and actual results for this phase, segment, or module of the project.  Show for each major project milestones or events you planned (scheduled) to accomplish and the cost and what work was actually done and the cost. If this is a new project in the FY 2005 budget year, this section will be blank for your initial submission. OMB may ask for latest information during the budget review process.

I.H.4. 

Actual Performance and Variance from OMB approved baseline (Original or Current):

I.H.4(A) 
This section is always filled in to reflect current status of the project.  It compares the OMB approved baseline and actual results for this phase, segment, or module of the project.  Show for each major project milestones or events you planned (scheduled) to accomplish and the cost and what work was actually done and the cost.  If this is a new project in the FY 2005 budget year, this section will be blank for your initial submission.  OMB may ask for latest information during the budget review process.

I.H.4(B) 
Provide the following project summary information from your EVMS software:  As of :  (date)

I.H.4(B.1) 
Show the budgeted (planned) cost of work scheduled (BCWS):
$


I.H.4(B.2) 
Show budgeted (planned) cost of work performed (BCWP):

$


I.H.4(B.3) 
Show the actual cost of work performed (ACWP):


$



I.H.4(B.4) 
Provide a cost curve graph plotting BCWS, BCWP and ACWP on a monthly basis from inception of this phase or segment/module through the latest report.  In addition, plot the ACWP curve to the estimated cost at completion (EAC) value, and provide the following EVMS variance analysis.

	Cost Variance = (BCWP-ACWP) = 
	

	Cost Variance % = (CV/BCWP) x 100% = 
	

	Cost Performance Index (CPI) = (BCWP/ACWP) = 
	

	Schedule Variance = (BCWP-BCWS) =
	

	Schedule Variance % = (SV/BCWS) x 100% = 
	

	Schedule Performance Index (SPI) = (BCWP/BCWS) = 
	

	Two independent Estimates at Completion (EAC) = (ACWPcum + Performance Factor (PF) X(BAC B BCWPcum)  where PF1 = 1/CPI, and PF2 = 1/CPI x SPI = 
	

	Variance at Completion (VAC) = (BAC minus EAC) for both EACs above = 
	

	Variance at Completion % = (VAC/BAC) x 100% for both EACs above = 
	

	Expected  Funds to Completion (ETC) = 
	

	Expected Completion Date = 
	


Definitions for Earned Value Management System:

ACWP 
– Actual Cost for Work Performed – What you paid.

BAC 
– Budget At Completion – The baseline (planned) budget for the project.

BCWP 
– Budgeted Cost for Work Performed – The earned value.

BCWS 
– Budgeted Cost for Work Scheduled – The planned costs. 

CPI 
– Cost Performance Index – The ratio of the budgeted to actual cost of work performed.

CV 
– Cost Variance – The difference between planned and actual cost of work performed.

EAC 
– Estimate At Completion – The latest estimated cost at completion.

ETC 
– Estimate to Completion – Funds needed to complete the project.

PF 
– Performance Factor – The cost to earn a dollar of value, or ACWP/BCWP, or 1/CPI.

SPI 
– Schedule Performance Index – The percent of the project that has been completed.

SV 
– Schedule Variance – The variance between the actual and planned schedules.

VAC
– Variance at Completion – The variance between the baseline and actual budget at completion.

I.H.4(C) 
If cost and/or schedule variance are a negative 10 percent or more at the time of this report or EAC is projected to be 10 percent or more, explain the reason(s) for the variance(s).
I.H.4(D) 
Provide performance variance.  Explain whether, based on work accomplished to date, you still expect to achieve your performance goals.  If not, explain the reasons for the variance.
I.H.4(E) 
For projects using EVMS, discuss the contractor, government, and at least the two EAC index formulas in I.H.4.B, current estimates at completion.  Explain the differences and the IPT’s selected EAC for budgeting purposes.  This paragraph is N/A to operations/steady state projects.
I.H.4(F) 
Discuss the corrective actions that will be taken to correct the variances, the risk associated with the actions, and how close the planned actions will bring the project to the original baseline.  Define proposed baseline changes, if necessary.
I.H.4(G)  If the project cost, schedule or performance variances are 10% or greater, has the Agency Head concurred in the need to continue the program at the new baseline?  Yes___, No___

	PART II: Additional Business Case Criteria for Information Technology


II. A Enterprise Architecture

II.A.1. 
Business

II.A.1(A) 
Is this project identified in your agency's enterprise architecture?  
If not, why?

II.A.1(A1) Will this investment be consistent with your agency’s “to be” modernization blueprint?

II.A.1(B) Was this investment approved through the EA Review committee at your agency?

II.A.1(C) What are the major process simplification/reengineering/design projects that are required as part of this IT investment?

II.A.1(D) What are the major organization restructuring, training, and change management projects that are required?

II.A.1(E) Please list all the Lines of Business and Sub-Functions from the FEA Business Reference Model that this IT investment supports.  (Note: the primary BRM mapping for this initiative should be identified with the last six digits of the Unique Project Identifier in Section 53.8).   For a list of the BRM Lines of Business and Sub-Functions, as well as guidance on mapping to the BMR, please see www.feapmo.gov.  

II.A.2. 
Data

II.A.2(A) 
What types of data will be used in this project?  Examples of data types are health data, geospatial data, natural resource data, etc.

II.A.2(B) 
Does the data needed for this project already exist at the Federal, State, or Local level?  If so, what are your plans to gain access to that data?

II.A.2(C) 
Are there legal reasons why this data cannot be transferred?  If so, what are they and did you address them in the barriers and risk sections above?  

II.A.2(D) 
If this initiative processes spatial data, identify planned investments for spatial data and demonstrate how the agency ensures compliance with the Federal Geographic Data Committee standards required by OMB Circular A-16.
II.A.2(E) 
If this activity involves the acquisition, handling or storage of information that will be disseminated to the public or used to support information that will be disseminated to the public, explain how it will comply with your agency’s Information Quality guidelines (Section 515 requirements)?

II.A.2(F) Managing business information means maintaining its authenticity, reliability, integrity, and usability and providing for its appropriate disposition.  Address how the system will manage the business information (records) that it will contain throughout the information life cycle.  

	


II.A.3. 
Application, Components, and Technology

	


II.A.3(A) 
Discuss this major investment in relationship to the Service Component Reference Model Section of the FEA.  Include a discussion of the components included in this major IT investment (e.g., Knowledge Management, Content Management, Customer Relationship Management, etc).  For detailed guidance regarding components, please refer to http://www.feapmo.gov and the SRM Release Document.

DIGITAL ASSET SERVICES

BACK OFFICE SERVICES DOMAIN

SUPPORT SERVICES

II.A.3(B) Are all of the hardware, applications, components, and web technology requirements for this project included in the Agency EA Technical Reference Model?  If not, please explain.

	


II.A.3(C) Discuss this major IT investment in relationship to the Technical Reference Model Section of the FEA. Identify each Service Area, Service Category, Service Standard, and Service Specification that collectively describes the technology supporting the major IT investment. For detailed guidance regarding the FEA TRM, please refer to http://www.feapmo.gov.

II.A.3(D) Will the application leverage existing components and/or applications across the Government (i.e., FirstGov, Pay.Gov, etc).  If so, please describe.

	


II.A.3(E) Financial Management Systems and Projects, as indicated in Part One, must be mapped to the agency’s financial management system inventory provided annually to OMB.  Please identify the system name(s) and system acronym(s) as reported in the most recent systems inventory update required by Circular A-11 Section 52.4.

II. B. Security and Privacy 

In order to successfully address this area of the business case, each question below must be answered at the investment (system/application) level, not at a program or agency level.  Simply referring to security plans or other documents is not an acceptable response.  For IT investments under development, security planning must proceed in parallel with the development of the system to ensure that IT security requirements and costs for the lifecycle of the investment are identified and validated.  All IT investments must have up-to-date security plans and be fully certified and accredited prior to becoming operational.  Anything short of a full certification and accreditation indicates that identified IT security weaknesses remain which need to be remediated and is therefore not adequate to ensure funding for the investment.  Additionally, to ensure that requests for increased IT security funding are appropriately addressed and prioritized, the agency must identify: 1) current costs; 2) current IT security performance gaps; and 3) how the funding request will close the performance gaps.  This information must be provided to OMB through the agencies’ plan of action and milestone developed for the system and tied to the IT business case through the unique project identifier.  

II.B.1 How is security provided and funding for this project (e.g., by program office or by the CIO through the general support system/network)?

II.B.1 (A) What is the total dollar amount allocated to security for this project in FY04?
II.B.2 Does the project (system/application) meet the following security requirements of the Government Information Security Reform Act, OMB policy, and NIST guidance?
II.B.2 (B) Has the project undergone an approved certification and accreditation process?  Specify the C&A methodology used (e.g., NIST guidance) and the date of the last review?

II.B.2 (C) Have the management, operational, and technical security controls been tested for effectiveness?  When were the most recent tests performed?
II.B.2 (D) Have all system users been appropriately trained in past year, including rules of behavior and consequences for violating the rules?

	Privacy – Need to discuss whether this system is covered by the Privacy Act and if it is a system of records (info on individuals is retrieved by their name or other identifier)..  DOI Privacy Act regulations and OMB program reviews (A-130, Appendix I) require that employees who handle information on individuals be trained yearly on the Privacy Act requirements for handling and use, etc.  It isn’t just a FISMA requirement.  Ways of education employees who handle the sensitive system is including instructions in business rules, internal instructions, manual sections, etc.  Should be addressed.

DOI Privacy Act regulations and Manual Sections require that instructions be posted concerning the handling of each Privacy Act system


II.B.2 (E) How has incident handling capability been incorporated into the system, including intrusion detection monitoring and audit log reviews?  Are incidents reported to GSA’s FEDCIRC?

II.B.2 (F) Is the system operated by contractors either on-site or at a contractor facility?  If yes, does any contract include specific security requirements required by law and policy?  How are contractor security procedures monitored, verified, and validated by the agency?
II.B.3 How does the agency ensure the effective use of security controls and authentication tools to protect privacy for those systems that promote or permit public access?

	Privacy – This only addresses systems that actually have information on individuals in it and when the public has access to this system.


II.B.4 How does the agency ensure that the handling of personal information is consistent with relevant government-wide and agency policies?

	Privacy – This only addresses systems that actually have information on individuals in it and when the public has access to this system.

If info on individuals, then need to identify compliance with the Privacy Act and the E-Government Act of 2002 privacy provisions.  May want to reference OMB’s memo on guidance to the privacy provisions (OMB Memo M-03-22).

Need to clarify with the Privacy Act Officer if this is a Privacy Act system of records and a Federal Register notice is published to cover the system.

Address business rules and internal directions for handling the sensitive information.


II.B.5 If a Privacy Impact Assessment (PIA) was conducted, please provide a copy to OMB.

	Only looking for a PIA for systems that maintain information on individuals (not Tribes, DOI employees, organizations – discuss with Privacy Act Officer or coordinator).

OMB not looking for PIAs for networks (where information is not “maintained” or used) or DOI systems that only contain information on employees.  OMB looks for PIAs for General Support Systems.

If responding with “no” indicate why (e.g. “A review of this system was performed and there is no information on individual members of the public in this system  - - e.g.  this system only contains information on employees, it is a network and does not manage or use information, the system contains statistics not linked to individual identifiers”)

Needs to be consistent with the response to the PIA question in Part I, and discussions in the Risk Inventory on privacy, and the questions in II. B.3. and 4. above.  For example don’t say above in the Risk Inventory and B.3. and B.4. that you are complying with Privacy Act requirements and then in B.5. say a PIA was not done because there is no information on individuals in the system.


II.C. Government Paperwork Elimination Act (GPEA) 

	


II.C.1.
If this investment supports electronic transactions or record keeping that is covered by GPEA, briefly describe the transaction or record-keeping functions and how this investment relates to your agency's GPEA plan.

II.C.2. 
What is the date of your GPEA plan?

II.C.3. 
Identify any OMB Paperwork Reduction Act (PRA) control numbers from information collections that are tied to this investment.

OMB Circular No. A–11 (2003), Exhibit 300
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