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EMPLOYMENT REPORTS ON SPHCIAL DISABLED  DEC 2001
VETERANS, VETERANS OF THE VIETNAM ERA,

AND OTHER ELIGIBLE \'ETER%

COMPLIANCE WITH VETERANS|EMPLOYMENT ~ DEC 2001
REPORTING REQUIREMENTS

DRUG-FREE WORKPLAQE MAY 2001
PRIVACY ACT NOTIFICATION APR 1984
PRIVACY ACT | APR 1084
RESTRJCTIONS ON CERTAIN FOREIGN DEC 2003
PURCHASES ,

AUTHORIZATION AND CONSENT JUL 1995
NOTICE AND ASSIST REGAF];DmG PATENT  AUG 1996
AND COPYRIGHT INFRINGEMEN

PATENT INDEMNITY ] JUL 1995
REFUND OF ROYALTIE , APR 1084
RIGHTS IN DATA--GE JUN 1987
ADDITIONAL DATA REQUIREMENTS JUN 1987
COMMERCIAL COMP SOFTWARE-RESTRICTED JUN 1987
RIGHTS :
FEDERAL, STATE, AND LOCAL TAXES APR 2003
COST ACCOUNTING ST APR 1998
ADMINISTRATION OF COST ACCOUNTING NOV 1999
STANDARDS ,

PAYMENTS | APR 1984
DISCOUNTS FOR PROMPT PA FEB 2002
LIMITATION ON WITHHOLDING|OF PAYMENTS APR 1984
PAYMENTS UNDER FIXED-FRIC AUG 1987
ARCHITECT-ENGINEER [CONTRACTS

EXTRAS | APR 1984
INTEREST JUN 1996
LIMITATION OF COST APR 1984
LIMITATION OF FUNDS APR 1984
ASSIGNMENT OF CLAIMS JAN 1986
PAYMENT BY ELECTRONIC FUN OCT 2003
CONTRACTOR REGISTRATION |

DISPUTES ! JUL 2002
ALTERNATE I (DEC 1991 .
PROTEST AFTER AWARD AUG 1996
PROTEST AFTER AWARD AUG 1996
ALTERNATE I (JUN 1985

RESPONSIBILITY OF THE ARCH{TECT-ENGINEER  APR 1984
CONTRACTOR |

WORK OVERSIGHT IN ARCHITECT-ENGINEER - APR 1984
CONTRACTS |

CONTINUITY OF SERVICES JAN 1991
NOTICE OF INTENT TO ISALLOW COSTS APR 1984
PENALTIES FOR UNALLOWABLE COSTS MAY 2001
CERTIFICATION OF FINAL INDIRECT COSTS JAN 1997
BANKRUPTCY ' TUL 1995
CHANGES--FIXED PRI _ AUG 1987
ALTERNATE ITi (AFR 1984) ;

CHANGES--COST REIMBURSEMENT AUG 1987
ALTERNATE I (APR 198¢)

SUBCONTRACTS AUG 1998

.

[
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HSFEHQ-04-D-0025 SECTION] _
§  52.244-4 SUBCONTRACTORS OUTSIDE ASSOCIATES ~ AUG 1998
AND CONSULTANTS (ARCHITECT-ENGINEER |
SERVICES) | '
' 52.244-6 SUBCONTRACTS FOR COMMERCIAL ITEM JUN 2003
AND COMMERCIAL CO rs
$  52.245-2 GOVERNMENT PROPERTY (FIXED PRICE JUN 2003
CONTRACTS) :
ALTERNATEI (APR 1984)
52.245-5 GOVERNMENT PROPERTY (COST-REIMBURSEMENT, JUN 2003
TIME AND MATERIALS, [OR LABOR HOUR
CONTRACTS) |
52.247-67 SUBMISSION OF COMMERCIAL TRANSPORTATION ~ TUN 1997
BILLS TO THE GENERAL| SERVICES
ADMINISTRATION FOR AUDIT |
52.249-2 TERMINATION FOR CONVENIENCE OF THE SEP 1996
GOVERNMENT (FIXED-FRICE) |
52.249-6 TERMINATION (COST-REIMBURSEMENT) SEF 1996
ALTERNATE I (SEP 1996)
$  52.249-7 TERMINATION (FIXED-FRICE * AFR 1984
ARCHITECT-ENGINEER |
52.249-8 DEFAULT (FIXED-FRICE|SUPPLY| AND SERVICE) APR 1984
52.249-14 EXCUSABLE DELAYS \ APR 1984
52.253-1 COMPUTER GENERATEID FORMS JAN 1991
1.3 3052.204-70 SECURITY REQUIREMENTS FOR UNCLASSIFIED INFORMATION
TECHNOLOGY RESOURCES [DEC 200

(a) The Contractor shall be responsible for Information | echnalogy (IT) security for all systems connected to a DHS
twork or operated by the Contractor for DHS, repardless of ]ocati%n. This clause applies to all or any part of the contract
that includes information technology resources or services ‘for whiclj the Contractor must have physical or electronic

access to sensitive information contained in DHS unclassitied syste: ;' s that directly support the agency's mission. The
security requirements include, but are not limited to, how the Depar;{r]nent of Homeland Security's sengitive information is
1o be handled and protecied at the Contractor's site, (including any i%form‘ation stored, processed, or transmitted using the
Contractor's computer systems), the background investiga kon and/or clearances required, and the facility security
required. This requirement includes information technology, hardware, software, and the management, operation,
maintenance, programming, and system administration of :omputeri ystems, networks, and telecommunications systems.
Examples of tasks that require security provisions inclyde< '

(1) Acquisition, transmission or analysis of data owned by DHS with significant replacement cost should the

contractor's copy be corrupted; and

(2) Access to DHS networks or computers at a level beyond that granted the general public, (¢.g. such as bypassing a

firawall).

(b) At the expiration of the contract, the contractor shalljretumn alljsensitive DHS information and IT resources provided
to the contractor during the contract, and a centification that all DHS| information has been purged from any contractor-
owned system used to pracess DHS information. Organizational eleiments shall conduct reviews to ensure that the security
requirements in the contract are implemented and enforce

(¢) The Contractor shall provide, implement, and main14in an IT Security Plan, This plan shall describe the processes

d procedures that will be followed to ensure appropriatesecurity <ﬁf IT resources that are developed, processed, or used
rder this contract, The plan shall describe those pams of the contracr to which this ¢lause applies. The Contractor's IT
Security Plan shall be compliant with Federa] laws that incjude, but fare not limited to, the Computer Security Act of 1987
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cedures that include, but are not limited to OMB Circu

'gfﬁcer, shall be incorporated into the contract as a compli;

(e) Within 6 months after contract award, the contractor,
for approval by the DHS Contracting Officer. Accreditatio
Information Technology Security program Publication, D
Systems, which is available from the Contracting Officer ¢
plan, risk assessment, security test and evaluation, and dis;
accreditation, when accepred by the Contracting Officer, s
idocument, and shall include a final security plan, a risk ass

1.4 3052.209-70 PROHIBITION ON CONTRAC
2003]

(a) Prohibitions,

Section 835 of Public Law 107-296, prohibits the Departr,
a foreign incorporated entity afier November 25, 2002, w
Ithis clause. The Secretary shall waive the prohibition with

& waiver is required in the interest of homeland security,
‘:event the Government from incuiting any additional cos
(b) Definitions. As used in this clause;

"Expanded Affiliated Group" means an affiliated group as
1986 (without regard to section 1504(b) of such Code), 52
applied by substituting “more than 50 percent' for "at least

"Foreign Incorporated Entity" means any entity which is,
Security Act, Public Law 107-296, would be, treated as a f
of 1986.

"Inverted Domestic Corporation." A foreign incorporated
pursuant to a plan (or a series of related transactions)-

(1) The entity completes after November 25, 2002, the dir
held directly or indirectly by a domestic corporation or sub
a domestic partnership;

(2) After the acquisition at least 80 percent of the stock (b

(1) In the case of an acquisition with respect to a domestic
arporation by reason of holding stack in the domestic cor

SECTION1

40 U.S.C, 1441 et seq.), and the Government Information|Security Reform Act of 2000, and the Federal Information
iSecurity Mapagement-Act of 2002. The plan shall meet IT)s

pendix 1T, and Security of Federal Automated Informatjon Reso

recovery/continuity of aperations plan. The contractor shalh comply !

[ NU. OTo F.<

pquirements in accordance with Federal policies and
Management of Federal Information Resources,
rces;

ecurity 1
A-130,

(d) Within 30 days afier coniract award, the contractor shall submit for approval an IT Security Plan. This plan shall be
consisient with and further detail the approach contained ip the offetlor's proposal ar quote that resulted in the award of
is contract and in compliance with the requirements stated in this glause. The plan, as approved by the Contracting

]

nce document.

it written proof of IT Security acoreditation to DHS
ccardjng to the criteria of the Homeland Security
0.Pub., Volume I, Policy Guide, Part A, Sensitive
ist. This accreditation will include a final security
ster recovery plan/continuity of operations plan. This
1all be ingorporated into the contract as a compliance
essment, security 1est and evaluation, and disaster
with the approved a¢creditation documentation,

shal] subj
will be

1S MD 4

pon requg

'S WITH CORPORATE EXPATRIATES [DEC

ent of Hd?meland Security from entering into any contract with
heh is trea,red as an inverted domestic corporation as defined in
respect tq'l any specific contract if the Secretary determines that
or to prevent the loss of any jobs in the United States or

s that otherwise would not occur. '

defined in section 1504(a) of the Internal Revenue Code of
412-04-08 except that section 1504 of such Code shall be
80 percent’ each place it appears,

subsection (b) of Section 835 of the Homeland
-poration for purposes of the Internal Revenue Code

or but for!
oreign coj

entity shall be treated as an inverted domestic corparation if,

gct or indjrect acquisition of substantially all of the properties
stantiallyiall of the properties constituting a trade or business of

y vote or yalue) of the entity is held-
corporati':

on, by former shareholders of the domestic
:noration;-: '

OT

1-5




S Te e GO Sewwrtl rci'm7 1o 1 . NV . D53 Fa2

| HSFEHQ-04-D-0025 SECTIONI

17 52.232-35 DESIGNATION OF OFFICE F‘OI GOVE RNMENT RECEIPT OF
ELECTRONIC FUNDS TRANSFER INF RMATﬂDN (MAY 1999)

; (a) As provided in paragraph (b) of the clavse a1 52.232-33, Paymem by Electronic Funds Transfer--Central Contractor
Registration, the Government has designated the office cited in paragraph (c) of this clause as the office to receive the
Contractor s electronic funds transfer (EFT) information, ip lieu of the paymem office of this contract. '

(b) The Contractor shall send all EFT information, and any changes to EFT information to the office degignated in
.paragraph (c) of this clause. The Contractor shall not send [EFT information to the payment office, or any other office than
that designated in paragraph (), The Government need not use any EFT information sent to any office other than that
'de51gnated in paragraph (c).

' (c) Designated Office:

iNarne' Federal Emergency Management Agency
[Ma.\]mg Address: Financial and Acquisition Management Div |
. Flood, Fire and Mitigation Branch :
i 500 C St,, S.W., Room 350

' Washington, D.C. 20472

| TeJephone Number; 202-646-4373

{Person 10 Contact: Faye Diltz

f‘lectronic Address: faye.diltz@dhs.gov 1

1.18 QUALIFICATIONS OF CONTRACTOR EMPLOYEES

(a) "Sensitive Information” is any information or proprictary data] hich if subject to unauthorized access, modification,
,]oss, or misuse could adversely affect the national interest, [the conduct of Federal programs, or the privacy to which

' nd1v1duals are entitled under 5 U.,S.C. 552a (The Privacy Act), but that has not been specifically autharized under eriteria
pstabhshf:d by an Executive Order or an Act of Congress t¢ be kept ¢lassified in the interest of national defense or foreign

l

alicy.
Y
r (b) Work under this coniract may involve access to sensitive mfoﬂ ation, Therefore, (the Contractor shall not disclose,
'pra]]y or in writing, any sensitive information to any perse unless a thorized in writing by the Contracting Officer. For
those contractor employees authorized access to sensitive informatian, the contractor shall ensure that these persons
kecewe training concerning the protection and disclosure of sensitiv mformation both during and afier contract
performance

asons, including the conduct of background investigations to deterinine suitability. Completed forms shall be submitted -
‘a5 directed by the Contracting Officer. Upon the Contracting Officer)s request, the Contractor's employees shall be
H’mgerprmted or subject 1o other investigations as required ‘

L (¢) Contractor employees working on this contract must Fomp]etei uch forms, as may be necessary for security or other
e
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| (d) The Contracting Officer may require dismissal from
Illnsubordinate, or otherwise objectionable, or whose contin
onsistent with the best interest of national security.

C
.(e) Each employee of the Contractor that has redurring

for permanent residence as evidenced by an Alien Regis

";hall present evidence from the Bureau of Citizenship and Immigrati

immigration status,

| (f) The Cantractor shall include the substance of this clapise in all |
lhave access to Government facilities, sensitive information, or resou]

119 3052.237-71 INFORMATION TECHNOLO
[DEC 2003]

(2) No contractor personnel shall start work under this ¢
E;onnation until (1) approved for access, (2) they have re

ormation Technology (IT) security, from the appropriat
fficer (1ISSO); and (3) have signed a non-disclosurs agree

N1

work thog
jed emplg

c
orietary data or resources, shall be a citizen of the Unite{States of]
ion Rece

NV . O5J rF.o

employees deemed incompetent, careless,
yment is deemed contrary to the public interest or

eSS 1o C;ovcmmem facilities, sensitive informatian, including
America, or an alien who has been lawfully admitted
pt Card Form I-151. An alien authorized to work

n Services that employment will not affect his or her

suhcontracts at any tier where the subcontractor may
rces. (End of Clause)

[

Y SYSTEMS ACCESS FOR CONTRACTORS

1 involves actual or potential access to sensitive

dALract ma{
curity briefing, or currént refresher, about

ived a ser

¢
mL Organizétional Element (OE) Information Systems Security

[

ent form. This user security agreement is provided as an

lattachment to this solicitation, By signing the user securit
responsibility to properly use and safeguard all DHS OF if
thereta. The Contracting Officer Technical Representative
security briefing, The 1SSO is responsible for retaining the
contractor employees ag well evidence of security training

|
this contract or approved by the COTR in writing as nec

Qformation technology assets includes computer equipme!
cabling, netwark drives, computer drives, network softw

(b) The contractor shall have access only to those areas

lauthorized by the stailement of work, other terms and cond
is strictly prohibited. In the event of violation of this provis
CONLract,

(c) Contractor access to DHS networks from a remote Ig
the contractor performs business for the DHS OE. It is not
it Government Fumnished Equipment (GFE).

(d) Coniractor access will be terminated for unauthorize

.
af]
Internel sites, Any attempts by contractor personnel to gah{

agreemnent,the individual will be acknowledging their
formation} 1echnology resources and information related
(COTR) }or this contract shall arrange the aforementioned
non-dis¢ Lssure documents signed and submitted by the

nf DHS OﬁE information technalogy resources explicitly stated
essary faor performance of the work under this contract.

1, networking equipment, telecommunications equipment,

, computer software, sofiware programs, intranet sites, and
aceess 10 any information technology resources not expressly
tions in this contract, or as approved in writing by the COTR,
ion, DHS will take appropriate actions with regard to the

# temnporary privilege for mutual convenience while
lruaramee of access, a condition of the contract, nor is

cation is
a right, a

ugse. Thé contractor agrees to hold and save DHS harmless

from any unauthorized use and agrees not to request additi
ifrom unauthorized use or access.

inppropriate level of screening is based on the risk of adver
randards for Security Categorization of Federal Informati

1.20 3052.237-72 CONTRACTOR PERSONNEL SCREE
INFORMATION TECHNOLOGY ACCESS. [DEC 2003]

(a) Contractor personnel requiring privileged access or l’ mited ris{c
e impactjgo DHS missions, as indicated jn FIPS PUB 199,

nal time 'or money under the contract for any delays resulting

ING FOR UNCLASSIFIED

assessment Jevel. Guidance for selecting the

bn and Information Systems (Initial Public Draft).
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HSFEHQ-04-D-0025 SECTION I
. (b) The Contractor shall afford DHS, including the Office of Insp:!ctor General, access to the Contractor’s and
Subcontractors' facilities, installations, operations, documentation, d4tabases and personnel used in performance of the

- gontract. Access shall be provided to the extent required t ‘can'y out|a program of IT inspection, investigation and audit to
feguard against threats and hazards to the integrity, availability and confidentiality of DHS data or to the function of
omputer systems operated on behalf of DHS, and ta preserve evidejce of computer crime.

! (c) The Contractor shall incorporate the substance of thi5 clause i 1 all subcontracts that meet the conditions in
paragraph (a) of this clause. ']

121 3052.242.72 CONTRACTING OFFICER'S TECHNICAL REPRESENTATIVE [DEC 2003]

|
| (a) The Contracting Officer may designate Government ersonne“ to act as the Contracting Officer's Technical
ihlepresemative (COTR) to perform functions under the coptract such as review or inspection and acceptance of supplies,
|}services, including construction, and other functions of a technjcal nature. The Contracting Officer will provide a written
Itrmtice of such designation to the Contractor within five waorking days after contract award or for construction, not Jess
than five working days prior to giving the contractor the notice to prpceed. The designation letter will set forth the
!]authorities and limitations of the COTR under the contract ]

: ]

(b) The Contracting Officer cannot authorize the COTR|or any o her representative 1o sign documents, such as
fpontracts, contract modifications, etc., that require the sigmature of the Contracting Officer,

|
i 122 52.252-2 CLAUSES INCORPORATED BY REFE

NCE (FEB 1998)

f
This contract incorporates one or more clauses by l'ﬁfel'f:lllce, with the same force and effect as if they were given in full
text. Upon request, the Contracting Officer will make theig full text available. Also, the full text of a clause may be
iaccessed electronically at this/these address(es): l

.http:llwww.amet.gov/far

. hitp://www.dhs.gov/interweb/assetlibrary/DHS_HSAR_DEC_2003.pdf
!
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Item No, Ttem Deseription Qua&xtily Date to be furnished
‘ Tao be determined on an
individual task order
basijs,

H.14 CONFIDENTIALITY OF INFORMATIO
(a) To the extent that the work under this contract requires that the Contractor be given access to sensitive or
proprietary business, technical, or financial information bejonging tq the Government or other companies, the Contractor
khall, after receipt thereof, treat such information as confidential andj not appropriate such information to’its own use or
disclose such information to third parties unless specifical aulhori%ed by the Contracting Officer in writing. The
foregoing obligations, however, shall not apply to information that-~

(1) At the time of receipt by the Contractor, is in the pyblic domgin

(2) Is published by others after receipt thereof by the Cpntractor lor otherwise becomes part of the public domain
through no fault of the Contractor '
(3) The Contractor can demonstrate was already in its ossession at the 1ime of receipt thersof and was not acquired
directly or indirectly from the Government or other. compapnies

i
' (4) The Contractor can demonstrate was received by it{from a third party that did not require the Contractor to hold it
confidence,

Contracting Officer, that he/she will not discuss, divulge of disclose[any such information or data to any person or entity
except those persons within the Contractor's organization gr the Government directly concerned with the performance of
the contract. ‘

(b) The Contractor shall obtain from each employee permitted acjess a written agresment, in a form satisfactory to the
|

i

i

H.15 COMMERCIAL WARRANTY l
\
Notwithstanding the provisions of the "Inspection” clause of this dpntract, the Contractor agrees that the items delivered
under this contract shall be covered by the same warranties as the Contractor customarily offers in connection with the
lsale of these items on the commercial market. In the event that differing warranties covering these items are customarily
offered to other purchasers by the Contractor, it is agreed that such warranties shall apply to this contract as are available
to the Contractor's most favored purchaser. In addition to gny other obligations imposed upon the Confractor under any
‘such warranties, and regardless of whether a similar right iz customarily offered to other purchasers, the Contractor shall,
if so required by the Government within a reasonahle time|afier the giving of natice of defect in accordance with such
warranties, correct or replace the defective ar nonconforming item with all possible speed at the Contractor's cost,
including shipping costs, not exceeding usual charges, from the daliTery point 1o the Contractor's plant and return.

The Contractor shall affix a prominent notice on the equipment stgting that the unit is covered by a warranty by the
Q.ontractor. Complete details of the terms of the warranty shall be dgcumented and provided at the time of acceptance by
e Government. '
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