CPS version 4.1
User Release Notes
1. Introduction

The purpose of this document is to identify newly implemented password security requirements that are applicable to all users of the CPS, as well as the improvement to the reporting of an unexpected database error.
2. New/Improved Features and Functionality
2.1 Password Reuse Frequency
The system has been enhanced to restrict the reuse of a user-defined password that is the same as one of the user’s last ten user-defined passwords.  This restriction will apply anytime a user is defining a new password in the CPS, such as when a user’s password expires.  If the user enters a new password that is not different from his or her last ten, the user will receive an error message.
2.2 Lock an Account 
To strengthen protection against unauthorized disclosure of sensitive and confidential information, the system has been enhanced with safeguards from attacks of password guessing attempts.  Therefore, if a user incorrectly enters his or her password five times in a given web browser session, the system will automatically “lock” the user’s account associated with the Login Id entered, In addition to an on-screen message display indicating that the user’s account has been locked.  The CPS will generate an email message notification and send it to the email address currently on file for the user.  Both the on-screen and email message contain notification that the user’s account has been locked and instructions for who to contact for unlocking the account.
2.3 Unlock a User’s Account

Once a user’s account has been “locked,” further access to the CPS will be denied until it has been unlocked by either an agency’s Organization Administrator (OA) or CPS’ System Administrator (SA).  Instructions for requesting to have a user’s account unlocked have been included in both the on-screen and email notification messages generated at the time the account is locked.
The Register User’s Update/Change User Profile feature has been enhanced to provide Administrators and Contracting Officers with the ability to view the account status of a user.  If the account status is “locked,” Administrators will have the ability to unlock the user’s account by clicking on the “Unlock Users Account” link available on the page.  It is important to note that Contracting Officers do not have the ability to unlock a user’s account.  After clicking on the link to unlock a user’s account, the Administrator will be required to assign a temporary password which the user will be required to change the first time he or she logs in to the CPS.  
2.4 Database Error Message
Previously, when a user performed a function that resulted in an unexpected database error, the CPS would display a very detailed and technical description of the error that the user would be required to copy and submit to CPS Support for resolution.  Improved in this version, is the reporting of information displayed.  Now, when this occurs, the CPS displays a simplified error message which contains a Technical Reference Number assigned to the error event that users will be required to provide CPS Support for resolution.[image: image1.bmp]

