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MAKING PATIENT PRIVACY A REALITY: DOES 
THE FINAL HHS REGULATION GET THE JOB 
DONE? 

THURSDAY, FEBRUARY 8, 2001 

U.S. SENATE, 
COMMITTEE ON HEALTH, EDUCATION, LABOR, AND PENSIONS, 

Washington, DC. 
The committee met, pursuant to notice, at 9:33 a.m., in room 

SD-430, Dirksen Senate Office Building, Hon. James M. Jeffords 
(chairman of the committee) presiding. 

Present: Senators Jeffords, Frist, Hutchinson, Collins, Roberts, 
Kennedy, Dodd, Harkin, Bingaman, Wellstone, Murray, Reed, and 
Clinton. 

OPENING STATEMENT OF SENATOR JEFFORDS 

The CHAIRMAN. The HELP Committee will come to order. 
Good morning. This marks the Health and Education Commit- 

tee's ninth hearing on one of the most pressing issues confronting 
our health care system•the confidentiality of our medical informa- 
tion. 

We live in an era where major advances in information tech- 
nology have the potential to improve the quality of our Nation's 
health care system tremendously. Technology has provided the 
tools to allow ease of access to an abundance of health care infor- 
mation. 

However, quality care requires more than the free flow of infor- 
mation between providers, payers, and other users of health infor- 
mation. It requires trust between a patient and a caregiver. For 
our health care system to be effective as well as efficient, patients 
must feel comfortable revealing sensitive personal information to 
health professionals. Thus, new protections are needed to ensure 
the confidentiality of this personal health information. 

We worked hard in the last Congress to develop a bipartisan ap- 
proach to medical privacy, but some issues unfortunately remained 
unresolved. Therefore, in the absence of congressional action, the 
Secretary of Health and Human Services issued final regulations 
on December 20, 2000, entitled, "Standards for Privacy of Individ- 
ually Identifiable Health Information." 

To more fully appreciate the significance of this final regulation 
in relation to the quality of our Nation's health care system, I 
asked the GAO to conduct interviews with organizations represent- 
ing patients, health care providers, employers, insurance compa- 
nies, and research organizations. 

(1) 



At today's oversight hearing, the GAO testimony will focus on 
the rights of patients and the responsibilities of entities that use 
patients' personal health information, as set forth in the HHS regu- 
lation. 

We will also hear from witnesses who will discuss the concerns 
of key stakeholders regarding the regulation's major provisions. 

This hearing will provide the committee with valuable informa- 
tion regarding the final regulation, as well as an evaluation of the 
need for additional legislative action to ensure that Americans' per- 
sonal health information is protected. 

The hearing will follow the committee's usual format. Each of the 
witnesses will speak for 5 minutes, and each member will have up 
to 5 minutes per round for questioning. The hearing record will re- 
main open for 2 weeks, and any written statements and questions 
for the record should be submitted within that time frame. 

That said, let me welcome all of our witnesses. I look forward to 
hearing your testimony. 

I will now turn to my good friend, Senator Kennedy, for his open- 
ing comments. 

OPENING STATEMENT OF SENATOR KENNEDY 

Senator KENNEDY. Thank you very much, Mr. Chairman, for 
holding this hearing on the confidentiality of patients' medical 
records and information. 

The Health Insurance Portability and Accountability Act of 1996 
was developed and reported out of this committee, and we spent a 
great deal of time on this issue in the last Congress. Although we 
failed to report out a privacy bill, the committee's action paved the 
way for the privacy regulations under consideration today. So the 
protections in the regulations will provide all Americans with con- 
trol over their medical information and peace of mind that their 
personal health information will not be used for unauthorized pur- 
poses. 

The Department of Health and Human Services deserves great 
credit for its work on this rule, and the Department considered 
more than 50,000 comments from interested parties. It is not a par- 
tisan issue, and I am hopeful that the new administration will sup- 
port it. 

Clearly, the standards and procedures in the regulation present 
new challenges for the health care system. As we know, the dot- 
com era enables personal health information to be transmitted with 
the click of a mouse. We cannot ignore the profound consequences 
that occur if such information is abused. 

Some will express concern that these regulations are burden- 
some. But, it is a far greater burden to have to look for work be- 
cause your medical information was shared with your employer, 
who then fired you. 

Many other potential abuses could easily be cited and could eas- 
ily be prevented by appropriate regulations. 

Medical professionals, researchers, and insurance companies 
have legitimate interests in medical records and health informa- 
tion, but effective privacy protections are needed to protect that in- 
formation from being obtained by employers, sales agents, or even 
neighbors. It is not too much to ask that access to such sensitive 



information must be limited and subject to authorization, except in 
rare circumstances. 

The current regulation is a significant step in providing needed 
protection. But, the Secretary's authority was limited, and further 
steps are needed to meet the challenges of the information age. The 
statute did not allow the Secretary to establish new rights for legal 
remedies when confidentiality is violated. Experience shows that a 
private right of action is an effective deterrent against violations. 
Often, it is the only way to provide adequate compensation when 
deterrence fails. 

Many of us feel that access to medical records should be at least 
as limited as access to video rental records. Current law requires 
law enforcement officers seeking video rental records to obtain a 
warrant, but this regulation does not provide a similarly high 
standard for law enforcement access to health information. 

In addition, the statute specifically limited the application of the 
regulation to just a few holders and users of health information. 
We need to broaden the scope of those covered by these important 
protections. Many important State laws offer additional protec- 
tions. 

All Americans deserve the peace of mind that comes with know- 
ing that their private medical information remains just that•pri- 
vate. 

Thank you, Mr. Chairman. 
The CHAIRMAN. Thank you. 
Senator Hutchinson has a conflict later on, and he has a witness 

who will be appearing on the third panel whom he would like to 
say some kind words about. 

Senator HUTCHINSON. Indeed. Thank you, Mr. Chairman. Thank 
you for calling this hearing. 

I think the fact that this is the ninth hearing on this subject is 
reflective of how important this topic is. So I commend you for 
doing that, and I apologize•the Armed Services Committee is 
meeting simultaneously with an important hearing with the Sec- 
retary of Energy, so I am going to have to excuse myself. 

But we are very privileged on one of our later panels to have as 
a witness today Dr. Richard Smith, who is a graduate of the Uni- 
versity of Arkansas College of Medicine and currently the interim 
chairman of the department of psychiatry and behavioral sciences 
at the University of Arkansas for Medical Sciences. He is well- 
known for his extensive research in the area of mental health serv- 
ices, and his testimony today regarding the impact of the Depart- 
ment's privacy regulations will be extremely helpful to this commit- 
tee as it seeks to understand the impact of these regulations on 
teaching and medical colleges across the country. 

As you have pointed out, Mr. Chairman, unless these regulations 
are carefully crafted, they have the potential of bringing to a grind- 
ing halt the advancement of medical information, medical research, 
and health care delivery systems in our country. 

So, Dr. Smith, thank you for coming, and while I will not be here 
to hear your testimony, I have read it, and it is excellent, and I 
think that this hearing will help to put us on the right track in 
making sure that these regulations, if they become final, strike the 
right balance between the important goal of individuals' medical 
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privacy and the advancement of medicine. So we appreciate your 
participation and all of those who are on the panels today. 

Thank you, Mr. Chairman. 
The CHAIRMAN. Thank you, Senator Hutchinson. 
I am pleased now to welcome our first witness this morning, who 

represents the U.S. General Accounting Office. 
Ms. Leslie G. Aronovitz is director of health care, program ad- 

ministration and integrity issues at GAO in Chicago. She has spent 
the past 9 years at GA.0 as a director in the area of health, having 
also worked on income security issues. She is a certified public ac- 
countant and a graduate of the University of Georgia. She also re- 
ceived an M.B.A. from Boston University, concentrating on public 
management. A recipient of numerous professional awards, she 
was recognized with GAO's Distinguished Service Award in 1999. 
Congratulations. 

Good morning. We are delighted to have you with us. Please pro- 
ceed. 

STATEMENT OF LESLIE G. ARONOVITZ, DIRECTOR, HEALTH 
CARE, PROGRAM ADMINISTRATION AND ENTEGRITY ISSUES, 
U.S. GENERAL ACCOUNTING OFFICE, CHICAGO, EL 
Ms. ARONOVITZ. Thanks very much. I am delighted to be here. 
Mr. Chairman and members of the committee, we are pleased to 

be here today as you discuss the new Federal regulation covering 
privacy of personal health information. The Congress required the 
creation of a health information privacy standard as part of the 
Health Insurance Portability and Accountability Act of 1996, as 
Senator Kennedy mentioned. It is related to several administrative 
simplification standards that HIPAA authorized to streamline 
health care paperwork. 

As the committee requested, my remarks today will focus on 
highlights of the health privacy regulations published last Decem- 
ber by the Department of Health and Human Services and will 
touch on the views we obtained from diverse affected parties. 

As you know, the health privacy regulation was developed in a 
climate of dual concerns. Patients are troubled about the ability of 
providers and others to maintain confidentiality of their medical 
records in this electronic age of instantaneous transmission. 

At the same time, payers, providers, researchers and others are 
worried about the ability to collect sufficient information to monitor 
health care quality, conduct clinical research, and pay claims ap- 
propriately, among a host of other critical uses of personal health 
information. 

In text introducing the regulation, HHS stresses its attempt to 
balance these sometimes conflicting goals. Specifically, the regula- 
tion contains several "firsts" in privacy protection. For the first 
time, all Americans, regardless of the State they live or work in, 
can view and copy their medical records, request that errors be cor- 
rected, and get a history of authorized disclosures. 

For the first time, it will be a Federal offense for doctors, hos- 
pitals, and health plans to disclose a patient's medical information 
to a bank, a life insurance company, or other nonhealth care user 
without first getting the patient's explicit authorization. 



And for the first time, key players in the health care community, 
among them, doctors, hospitals, and health plans, will be required 
to establish a defined set of privacy-conscious business practices. 
They will also have to, though contracts, ensure that the individ- 
uals and firms they do business with implement certain privacy 
safeguards. 

We discussed these and other features of the regulation with 17 
national organizations representing patients, health care providers, 
accrediting bodies, State officials, employers, insurance companies, 
research and pharmaceutical groups. We also spoke with respon- 
sible HHS officials. 

Incidentally, when these interviews were conducted 2 to 3 weeks 
ago, the noise level from the industry groups was much lower than 
the views that you will hear expressed here today. Most groups we 
interviewed said that HHS was responsive in addressing many of 
their concerns on the proposed regulation. However, given the new- 
ness, breadth, and complexity of the regulation, they also expressed 
uncertainty about what they needed to do to comply, and they 
wanted us to hold their comments as preliminary comments. 

One controversial topic was this question of partial preemption. 
That is, under HIPAA authority, the Federal regulation does not 
preempt or override State laws with stronger privacy protections. 
The patient advocacy groups we spoke with favored the potential 
for State preemption because it prevents the Federal Government 
from withdrawing protections the States have already granted or 
may grant in the future. 

In contrast, the insurer and employer advocates felt that the 
Federal Government should set a uniform national standard for 
protecting health privacy so that firms operating in more than one 
State will not have to content with figuring out which of the var- 
ious State laws supersede the Federal regulation. Although these 
firms must already comply with an existing mix of State health pri- 
vacy laws, they view the Federal requirements as an additional 
regulatory burden. 

Another of the regulation's hot button issues pertains to the mar- 
keting and fund raising provisions. Under these provisions, doctors 
and hospitals are not allowed to give out any personal health infor- 
mation to a third party without the patient's expressed consent. 
But they can, without patient consent, mail commercial literature 
on behalf of the third party, as well as allow patients the option 
not to receive future appeals, identify themselves as the source of 
the marketing appeal, and State whether they are getting paid for 
this promotion. 

The patient advocate groups we spoke with felt that these provi- 
sions could arguably be seen as a loophole in the Government's pro- 
tection of personal health information and thought that giving pa- 
tients the opportunity to opt out in advance of all marketing mate- 
rials would better reflect the public's chief concern in this area. 

Some of the groups' concerns were "how to" or implementation 
questions. For example, one group wanted to know how hospitals 
would obtain written consent from a patient at home prior to get- 
ting the necessary preadmission information for the patient's next- 
day surgery. Pharmacists questioned how to get consent from a 
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first-time patient whose prescription had been phoned in by the pa- 
tient's physician and picked up by a family member. 

Related to the implementation concerns were the comments by 
industry groups about the sheer cost associated with compliance, 
such as training employees, enhancing computer systems, tracking 
disclosures, and developing forms, notices, and contracts. 

At this time, doctors, hospitals, health plans, and other covered 
entities face a complex set of requirements that are not well-under- 
stood. Some of the uncertainty reflects the recent issuance of the 
regulation. With time, everyone will have greater opportunity to 
examine its provisions and assess its implications. 

For now, the affected parties have mixed feelings regarding the 
flexibility in the regulation to develop their own policies and proce- 
dures. The groups generally applaud this approach, but say that 
greater specificity would likely erase some of their compliance con- 
cerns. 

Mr. Chairman and members of the committee, this concludes my 
prepared comments. I will be happy to answer any questions that 
you have. 

[The prepared statement of Ms. Aronovitz follows:] 

PREPARED STATEMENT OF LESLIE G. ARONOVITZ 

Mr. Chairman and Members of the Committee: We are pleased to be here today 
as you discuss the new federal regulation covering the privacy of personal health 
information. Advances in information technology, along with an increasing number 
of parties with access to identifiable health information, have created new chal- 
lenges to maintaining the privacy of an individual's medical records. Patients and 
providers alike have expressed concern that broad access to medical records by in- 
surers, employers and others may result in inappropriate use of the information. 
Congress nought to protect the privacy of individuals' medical information as part 
of the Health Insurance Portability and Accountability Act of 1996 (HIPAA). HIPAA 
included a timetable for developing comprehensive privacy standards that would es- 
tablish rights for patients with respect to their medical records and define the condi- 
tions for using and disclosing identifiable health information. In December 2000, the 
Department of Health and Human Services (HHS) released the final regulation on 
privacy standards. The regulation requires that most affected entities comply by 
February 26, 2003. 

In April 2000, we testified on HHS' proposed privacy regulation. At that time, we 
noted that the comments made by the affected parties reflected two overriding 
themes. The first was a widespread acknowledgment of the importance of protecting 
the privacy of medical records. The second reflected the conflicts that arise in at- 
tempts to balance protecting patients' privacy and permitting the flow of health in- 
formation for necessary uses. Last month, the Committee requested that we obtain 
the perspectives of affected parties regarding the regulation. My remarks today will 
focus on (1) the rights of patients and the responsibilities of the entities that use 
personal health information, as set forth in the federal privacy regulation and (2) 
the concerns of key stake holders regarding the regulation's major provisions. In 
gathering this information, we contacted 17 national organizations representing pa- 
tients, health care providers, accrediting bodies, state officials, employers, insurance 
companies, and research and pharmaceutical groups. (A list of these organizations 
is in the appendix.) We also reviewed the regulation and spoke with HHS officials 
responsible for implementing it. We performed our work in January 2001 in accord- 
ance with generally accepted government auditing standards. 

In brief, the regulation acts as a federal floor (to be superseded by state privacy 
regulations that are more stringent) in establishing standards affecting the use and 
disclosure of personal health information by providers, health plans, employers, re- 
searchers, and government agencies. Patients will have increased knowledge about, 
and potential control over, what information is shared, with whom, and for what 
purposes. At the same time, entities that receive personal health information will 
be responsible for ensuring that the information is effectively protected. 

Most groups we interviewed acknowledged that HHS was responsive in address- 
ing many of their comments on the draft regulation. However, given the newness, 



breadth, and complexity of the regulation, they also expressed uncertainty about all 
that organizations may need to do to comply. Many raised questions about the re- 
quirements for entities to obtain patient consent or authorization prior to disclosing 
or using personal health information. Other concerns focused on how regulated enti- 
ties will apply the privacy provisions to their business associates. Most groups fo- 
cused on the HIPAA provision that more stringent state privacy requirements pre- 
empt the federal regulation. Some groups favored this flexibility, whereas others as- 
serted that the lack of a single set of privacy standards will add regulatory burden. 
Finally, many organizations raised questions about the feasibility and cost of imple- 
menting the regulation in the time allotted. 

BACKGROUND 

The federal privacy regulation is the second of nine administrative simplification 
standards to be issued under HIPAA that HHS has released in final form. In addi- 
tion to information privacy, the standards are to address transaction codes and med- 
ical data code sets; consistent identifiers for patients, providers, health plans, and 
employers; claims attachments that support a request for payment; data security; 
and enforcement. Taken together, the nine standards are intended to streamline the 
flow of information integral to the operation of the health care system while protect- 
ing confidential health information from inappropriate access, disclosure, and use. 

HIPAA required the Secretary of HHS to submit recommendations to the Con- 
gress on privacy standards, addressing (1) the rights of the individual who is the 
subject of the information; (2) procedures for exercising such rights; and (3) author- 
ized and required uses and disclosures of such information. HIPAA further directed 
that if legislation governing these privacy standards was not enacted within 3 years 
of the enactment of HIPAA•by August 21, 1999•the Secretary should issue regula- 
tions on the matter. HHS submitted recommendations to Congress on September 11, 
1997, and when legislation was not enacted by the deadline, issued a draft regula- 
tion on November 3, 1999. After receiving over 52,000 comments on the proposed 
regulation, HHS issued a final regulation on December 28, 2000. 

Two key provisions in HIPAA defined the framework within which HHS devel- 
oped the privacy regulation. 

HIPAA specifically applies the administrative simplification standards to health 
plans, health care clearing houses (entities that facilitate the flow of information be- 
tween providers and payers), and health care providers that maintain and transmit 
health information electronically. HHS lacks the authority under HIPAA to directly 
regulate the actions of other entities that have access to personal health informa- 
tion, such as pharmacy benefit management companies acting on behalf of managed 
care networks. 

HIPAA does not allow HHS to preempt state privacy laws that are more protec- 
tive of health information privacy. Also, state laws concerning public health surveil- 
lance (such as monitoring the spread of infectious diseases) may not be preempted. 

HIPAA does not impose limits on the type of health care information to which fed- 
eral privacy protection would apply. At the time the proposed regulation was issued, 
HHS sought to protect only health data that had been stored or transmitted elec- 
tronically, but it asserted its legal authority to cover all personal health care data 
if it chose to do so. HHS adopted this position in the final regulation and extended 
privacy protection to personal health information in whatever forms it is stored or 
exchanged•electronic, written, or oral. 

PRIVACY REGULATION ESTABLISHES NEW RIGHTS AND RESPONSIBILITIES 

The new regulation establishes a minimum level of privacy protection for individ- 
ually identifiable health information that is applicable nationwide. When it takes 
full effect, patients will enjoy new privacy rights, and providers, plans, researchers, 
and others will have new responsibilities. Most groups have until February 26, 2003 
to come into compliance with the new regulation, while small health plans were 
given an additional year. 
Patients' Rights 

The regulation protecting personal health information provides patients with a 
common set of rights regarding access to and use of their medical records. For the 
first time, these rights will apply to all Americans, regardless of the state in which 
they live or work. Specifically, the regulation provides patients the following: 

Access to their medical records. Patients will be able to view and copy their infor- 
mation, request that their records be amended, and obtain a history of authorized 
disclosures. 
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Restrictions on disclosure. Patients may request that restrictions be placed on the 
disclosure of their health information. (Providers may choose not to accept such re- 
quests.) Psychotherapy notes may not be used by, or disclosed to, others without ex- 
plicit authorization. 

Education. Patients will receive a written notice of their providers' and payers' 
privacy procedures, including an explanation of patients' rights and anticipated uses 
and disclosures of their health information. 

Remedies. Patients will be able to file a complaint with the HHS Office for Civil 
Rights (OCR) that a user of their personal health information has not complied with 
the privacy requirements. Violators will be subject to civil and criminal penalties 
established under HIPAA. 
Responsibilities of Providers, Health Plans, and Clearing houses 

Providers, health plans, and clearing houses•referred to as covered entities• 
must meet new requirements and follow various procedures, as follows: 

Develop policies and procedures for protecting patient privacy. Among other re- 
quirements, a covered entity must designate a privacy official, train its employees 
on the entity's privacy policies, and develop procedures to receive and address com- 
plaints. 

Obtain patients' written consent or authorization. Providers directly treating pa- 
tients must obtain written consent to use or disclose protected health information 
to carry out routine health care functions. Routine uses include nonemergency treat- 
ment, payment, and an entity's own health care operations. In addition, providers, 
health plans, and clearing houses must obtain separate written authorization from 
the patient to use or disclose information for nonroutine purposes, such as releasing 
information to lending institutions or life insurers. 

Limit disclosed information to the minimum necessary. Covered entities must 
limit their employees' access to identifiable health information to the minimum 
needed to do their jobs. When sharing personal health information with other enti- 
ties, they must make reasonable efforts to limit the information disclosed to the 
minimum necessary to accomplish the purpose of the data request (such as claims 
payment). However, they may share the full medical record when the disclosure is 
for treatment purposes. 

Ensure that "downstream users" protect the privacy of health information. Cov- 
ered entities must enter into a contract with any business associates with which 
they share personal health information for purposes other than consultation, refer- 
ral, or treatment. Contracts between covered entities and their business associates 
must establish conditions and safeguards for uses and disclosures of identifiable 
health information. Covered entities must take action if they know of practices by 
their business associates that violate the agreement. 

Adhere to specific procedures in using information for fund raising or marketing. 
Covered entities may use protected patient information to develop mailing lists for 
fund raising appeals, but they must allow patients to choose not to receive future 
appeals. Similarly, while patient authorization is required to transmit personal 
health information to a third party for marketing purposes, a covered entity (or its 
business associate) can itself use such data for marketing on behalf of a third party 
without authorization. In such cases, the entity must identify itself as the source 
of the marketing appeal, state whether it is being paid to do so, and give recipients 
the opportunity to opt out of receiving additional marketing communications. 

Protect unauthorized release of medical records to employers. Group health plans 
must make arrangements to ensure that personal health information disclosed to 
the sponsors, including employers, will not be used for employment-related pur- 
poses, such as personnel decisions, without explicit authorization from the individ- 
ual. Furthermore, where staff administering the group health plan work in the 
same office as staff making hiring and promotion decisions, access to personal 
health information must be limited to those employees who perform health plan ad- 
ministrative functions. 
Responsibilities of Researchers 

The regulation sets out special requirements for use of personal health informa- 
tion that apply to both federal and privately funded research: 

Researchers may use and disclose health information without authorization if it 
does not identify an individual. Information is presumed to be de-identified by re- 
moving or concealing all individually identifiable data, including name, addresses, 
phone numbers, Social Security numbers, health plan beneficiary numbers, dates in- 
dicative of age, and other unique identifiers specified in the regulation. 

Researchers who seek personal health information from covered entities will have 
two options. They can either obtain patient authorization or obtain a waiver from 
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such authorization by having their research protocol reviewed and approved by an 
independent body•an institutional review board (IRB) or privacy board. In its re- 
view, the independent body must determine that the use of personal health informa- 
tion will not adversely affect the rights or welfare of the individuals involved, and 
that the benefit of the research is expected to outweigh the risks to the individuals' 
privacy. 
Responsibilities and Rights of Federal Agencies and State Governments 

HHS and others within the federal government will have a number of specific re- 
sponsibilities to perform under the regulations. Although it no longer falls to the 
states to regulate the privacy of health information, states will still be able to enact 
more stringent laws. 

Federal and state public officials may obtain, without patient authorization, per- 
sonal health information for public health surveillance; abuse, neglect, or domestic 
violence investigations; health care fraud investigations; and other oversight and 
law enforcement activities. 

HHS' OCR has broad authority to administer the regulation and provide guidance 
on its implementation. It will decide when to investigate complaints that a covered 
entity is not complying and perform other enforcement functions directly related to 
the regulations. HIPAA gives HHS authority to impose civil monetary penalties 
($100 per violation up to $25,000 per year) against covered entities for disclosures 
made in error. It may also make referrals for criminal penalties (for amounts of up 
to $250,000 and imprisonment for up to 10 years) against covered entities that 
knowingly and improperly disclose identifiable health information. 

CONCERNS BY STAKEHOLDERS REFLECT COMPLEXITY OF THE REGULATION 

Among the stakeholder groups we interviewed, there was consensus that HHS 
had effectively taken into account many of the views expressed during the comment 
period. Most organizations also agreed that the final regulation improved many pro- 
visions published in the proposed regulation. At the same time, many groups voiced 
concerns about the merit, clarity, and practicality of certain requirements. 

Overall, considerable uncertainty remains regarding the actions needed to comply 
with the new privacy requirements. Although the regulation, by definition, is pre- 
scriptive, it includes substantial flexibility. For example, in announcing the release 
of the regulation, HHS noted that "the regulation establishes the privacy safeguard 
standards that covered entities must meet, but it leaves detailed policies and proce- 
dures for meeting these standards to the discretion of each covered entity." Among 
the stake holder groups we interviewed, the topics of concern centered on conditions 
for consent, authorization, and disclosures; rules pertaining to the business associ- 
ates of covered entities; limited preemption of state laws; the costs of implementa- 
tion; and HHS' capacity to provide technical assistance. 
Consent and Disclosure Provisions Attracted a Range of Concerns 

Several of the organizations we contacted considered the regulation's consent, au- 
thorization, or disclosure provisions a step forward in the protection of personal 
health information. However, several groups questioned the merits of some of the 
provisions. For example, representatives of patient advocacy groups•the National 
Partnership for Women and Families, the Health Privacy Project, and the American 
Civil Liberties Union•were concerned that the regulation permits physicians, hos- 
pitals, and other covered entities to market commercial products and services to pa- 
tients without their authorization. One representative noted that commercial uses 
of patient information without authorization was an issue that provided the impetus 
for federal action to protect health privacy in the first place. Another representative 
commented that public confidence in the protection of their medical information 
could be eroded as a result of the marketing provisions. One representative also con- 
cluded that allowing patients the opportunity to opt out in advance of all marketing 
contacts would better reflect the public's chief concern in this area. HHS officials 
told us that this option exists under the provision granting patients the right to re- 
quest restrictions on certain disclosures but that providers are not required to ac- 
cept such patient requests. 

Several organizations questioned whether the scope of the consent provision was 
sufficient. For example, American Medical Association (AMA) representatives sup- 
ported the requirement that providers obtain patient consent to disclose personal 
health information for all routine uses, but questioned why the requirement did not 
apply to health plans. Plans use identifiable patient information for quality assur- 
ance, quality improvement projects, utilization management, and a variety of other 
purposes. The association underscored its position that consent should be obtained 
before personal health information is used for any purpose and that the exclusion 



10 

of health plans was a significant gap in the protection of this information. AMA sug- 
gested that health plans could obtain consent as part of their enrollment processes. 

The American Association of Health Plans (AAHP) also expressed concerns about 
the scope of consent, but from a different perspective. AAHP officials believe that 
the regulation may limit the ability of the plans to obtain the patient data necessary 
to conduct health care operations if providers' patient consent agreements are 
drawn too narrowly to allow such data sharing. They suggested two ways to address 
this potential problem. First, if the health plans and network providers considered 
themselves an "organized health care arrangement," access to the information plans 
needed could be covered in the consent providers obtained from their patients. Sec- 
ond, plans could include language in their contracts with physicians that would en- 
sure access to patients' medical record information. 

Several organizations also had questions about how the consent requirement 
might be applied. For example, the American Pharmaceutical Association (APhA) 
raised concerns about how pharmacies could obtain written consent prior to treat- 
ment•that is, filling a prescription for the first time. The American Health Infor- 
mation Management Association (AHIMA) similarly noted the timing issue for hos- 
pitals with respect to getting background medical information from a patient prior 
to admission. HHS officials told us that they believe the regulation contains suffi- 
cient flexibility for providers to develop procedures necessary to address these and 
similar situations. 

Research organizations focused on the feasibility of requirements for researchers 
to obtain identifiable health information. The regulation requires them to obtain pa- 
tient authorization unless an independent panel reviewing the research waives the 
authorization requirement. Although this approach is modeled after long-standing 
procedures that have applied to federally funded or regulated research, the regula- 
tion adds several privacy-specific criteria that an institutional review board or pri- 
vacy board must consider. The Association of American Medical Colleges and the 
Academy for Health Services Research and Health Policy expressed specific concerns 
over the subjectivity involved in applying some of the additional criteria. As an ex- 
ample, they highlighted the requirement that an independent panel determine 
whether the privacy risks to individuals whose protected health information is to 
be used or disclosed are reasonable in relation to the value of the research involved. 
Relationships Uncertain Regarding Covered Entities and Their Business Associates 

Several groups were concerned about the requirement for covered entities to es- 
tablish a contractual arrangement with their business associates•accountants, at- 
torneys, auditors, data processing firms, among others•that includes assurances for 
safeguarding the confidentiality of protected information. This arrangement was 
HHS' approach to ensure that the regulation's protections would be extended to in- 
formation shared with others in the health care system. Some provider groups we 
spoke with were confused about the circumstances under which their member orga- 
nizations would be considered covered entities or business associates. 

Some groups, including the Health Insurance Association of America (HIAA) and 
the Blue Cross and Blue Shield Association (BCBSA), questioned the need for two 
covered entities sharing information to enter into a business associate contract. The 
regulation addresses one aspect of this concern. It exempts a provider from having 
to enter into a business associate contract when the only patient information to be 
shared is for treatment purposes. This exemption reflects the reasoning that neither 
entity fits the definition of business associate when they are performing services on 
behalf of the patient and not for one another. An example of such an exemption 
might include physicians writing prescriptions to be filled by pharmacists. 

Some groups also commented on the compliance challenges related to the business 
associate arrangement. For example, the representatives of the Joint Commission 
on Accreditation of Healthcare Organizations (JCAHO) noted that it would need to 
enter into contracts for each of the 18,000 facilities (including hospitals, nursing 
homes, home health agencies, and behavioral health providers) that it surveys for 
accreditation. However, JCAHO officials hope to standardize agreements to some ex- 
tent and are working on model language for several different provider types. They 
explained that, because assessing quality of care varies by setting, JCAHO would 
need more than one model contract. 
Views Divided on Partial Preemption of State Laws 

Most of the groups we interviewed cited as a key issue the HIPAA requirement 
that the privacy standards preempt some but not all state laws. Although every 
state has passed legislation to protect medical privacy, most of these laws regulate 
particular entities on specific medical conditions, such as prohibiting the disclosure 
of AIDS test results. However, a few states require more comprehensive protection 
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of patient records. The patient advocacy groups we spoke with believe that partial 
preemption is critically important to prevent the federal rule from weakening exist- 
ing privacy protections. According to the Health Privacy Project, the federal regula- 
tion will substantially enhance the confidentiality of personal health information in 
most states, while enabling states to enact more far-reaching privacy protection in 
the future. 

Despite the limited scope of most state legislation at present, other groups rep- 
resenting insurers and employers consider partial preemption to be operationally 
cumbersome and argue that the federal government should set a single, uniform 
standard. Organizations that operate in more than one state, such as large employ- 
ers and health plans, contend that determining what mix of federal and state re- 
quirements applies to their operations in different geographic locations will be costly 
and complex. Although they currently have to comply with the existing mix of state 
medical privacy laws, they view the new federal provisions as an additional layer 
of regulation. A representative of AHIMA remarked that, in addition to state laws, 
organizations will have to continue to take account of related confidentiality provi- 
sions in other federal laws (for example, those pertaining to substance abuse pro- 
grams) as they develop policies and procedures for notices and other administrative 
requirements. 

The final regulation withdrew a provision in the proposed regulation that would 
have required HHS to respond to requests for advisory opinions regarding state pre- 
emption issues. HHS officials concluded that the volume of requests for such opin- 
ions was likely to be so great as to overwhelm the Department's capacity to provide 
technical assistance in other areas. However, they did not consider it unduly bur- 
densome or unreasonable for entities covered by the regulation to perform this anal- 
ysis regarding their particular situation, reasoning that any new federal regulation 
requires those affected by it to examine the interaction of the new regulation with 
existing state laws and federal requirements. 
Stakeholders Believe Compliance Challenges May Be Costly 

Several groups in our review expressed concern about the potential costs of com- 
pliance with the regulation and took issue with HHS' impact analysis. In that anal- 
ysis, the Department estimated the covered entities' cost to comply with the regula- 
tion to be $17.6 billion over the first 10 years of implementation. Previously, HHS 
estimated that implementation of the other administrative'simplification standards 
would save $29.9 billion over 10 years, more than offsetting the expenditures associ- 
ated with the privacy regulation. HHS therefore contends that the regulation com- 
plies with the HIPAA requirement that the administrative simplification standards 
reduce health care system costs. 

HHS expects compliance with two provisions•restricting disclosures to the mini- 
mum information necessary and establishing a privacy official•to be the most ex- 
pensive components of the privacy regulation, in both the short and the long term. 
Table 1 shows HHS' estimates of the costs to covered entities of complying with the 
privacy regulation. 
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Table 1: HHS' Cost Estimates for Implementing Privacy Regulation Provisions fM,|11inns 
of Dollars') 

Requirements First-year costs 
(2003) 

10-year costs 
(2003-12) 

Disclose only minimum necessary 
information 

$926.2 $5,756.7 

Designate a privacy official 723.2 5,905.8 
Develop policies and procedures 597.7 597.7 
Establish business associate contracts 299.7 800.3 
Train employees in privacy policies 287.1 737.2 
Track authorized disclosures 261.5 1,125.1 
Obtain consent to use patient 
information                                  ^ 

166.1 227.5 

De-identify protected health 
information 

124.2 1,177.4 

Modify health information for employer 
use (applies to group health plans) 

52.4 52.4 

Prepare and distribute notice of privacy 
practices 

50.8 391.0 

Obtain 1KB or privacy board approval 
for research 

40.2 584.8 

Implement a process for individuals to 
file complaints 

6.6 103.2 

Amend patient medical records on 
request 

5.0 78:8 

Process patient requests to inspect and 
copy their medical records 

1.3 16.8 

Total 3,542.0 17,554.7 

Source: Federal Register, Dec. 28,2000, page 82761. 

We did not independently assess the potential cost of implementing the privacy 
regulation, nor had the groups we interviewed. However, on the basis of issues 
raised about the regulation, several groups anticipate that the costs associated with 
compliance will exceed HHS' estimates. For example, BCBSA representatives con- 
tended that its training costs are likely to be substantial, noting that its member 
plans encompass employees in a wide range of positions who will require specialized 
training courses. AHA cited concerns about potentially significant new costs associ- 
ated with developing new contracts under the business associate provision. Other 
provider groups anticipated spending additional time with patients to explain the 
new requirements and obtain consent, noting that these activities will compete with 
time for direct patient care. Several groups, including AHA, AAMC, and AHIMA, 
expressed concerns about being able to implement the regulation within the 2-year 
time frame. 

Despite their concerns, several groups discussed possible actions that could help 
mitigate the anticipated administrative burden. For example, AHA plans to develop 
model forms for patient consent forms, notices explaining privacy practices, business 
associate contracts, and compliance plans. Representatives of APhA similarly intend 
to give their members model forms, policies, and procedures for implementing the 
regulation. AMA expects to provide guidance to physicians and help with forms and 
notices on a national level, and noted that the state medical associations are likely 
to be involved in the ongoing analysis of each state's laws that will be required. 
HHS' Capacity to Assist With Implementation Questioned 

Representatives of some organizations we contacted commented that they were 
unsure how the Department's OCR will assist entities with the regulation's imple- 
mentation. They anticipate that the office, with its relatively small staff, will experi- 
ence difficulty handling the large volume of questions related to such a complex reg- 
ulation. OCR officials informed us that the office will require additional resources 
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to carry out its responsibilities and that it is developing a strategic plan that will 
specify both its short- and its long-term efforts related to the regulation. 

To carry out its implementation responsibilities, HHS requested and received an 
additional $3.3 million in supplemental funding above its fiscal year 2001 budget 
of approximately $25 million. According to OCR, this amount is being used to in- 
crease its staff of 237 to support two key functions: educating the public and those 
entities covered by the rule about the requirements and responding to related ques- 
tions. OCR officials told us that its efforts to date include presentations to about 
20 organizations whose members are affected by the regulation, a hotline for ques- 
tions, and plans for public forums. 

OCR officials said the Office had received about 400 questions since the regulation 
was issued. Most of these inquiries were general questions relating to how copies 
of the regulation can be obtained, when it goes into effect, and whether it covers 
a particular entity. Other questions addressed topics such as the language and for- 
mat to use for consent forms, how to identify organized health care arrangements, 
whether the regulation applies to deceased patients, and how a patient's identity 
should be protected in a physician's waiting room. According to OCR officials, tech- 
nical questions that cannot be answered by OCR staff are referred to appropriate 
experts within HHS. 

CONCLUSION 

The final privacy regulation represents an important advancement in the protec- 
tion of individuals' health information. It offers all Americans the opportunity to 
know and, to some extent, control how physicians, hospitals, and health plans use 
their personal information. At the same time, these entities will face a complex set 
of privacy requirements that are not well understood at this time. Some of the un- 
certainty expressed by stakeholder groups reflects the recent issuance of the regula- 
tion. With time, everyone will have greater opportunity to examine its provisions in 
detail and assess their implications for the ongoing operations of all those affected. 
In addition, on a more fundamental level, the uncertainty stems from HHS' ap- 
proach of allowing entities flexibility in complying with its requirements. Although 
organizations generally applaud this approach, they acknowledge that greater speci- 
ficity would likely allay some of their compliance concerns. 

The CHAIRMAN. Thank you very much. 
I am interested in hearing about what HHS will be doing to help 

covered entities comply with the new requirements. Is there a proc- 
ess in the rule that covered entities can employ to determine which 
State laws are and are not preempted? 

Ms. ARONOVITZ. The responsibility for educating all parties in- 
volved with this privacy act and also in enforcing the act is put in 
HHS' Office for Civil Rights. That office is in the process right now 
of trying to get organized and figure out what type of privacy edu- 
cation enforcement strategy it will employ. 

At one point and during its comment period, HHS heard many 
requests to be able to look at State laws and issue State-by-State 
guidance or in some way advisory opinions on what State laws 
would preempt the Federal regulation. HHS has now backed off on 
their willingness to do that in that they feel that their guidance 
would only be advisory, and in fact, they do not have the resources 
to be able to provide those kinds of assurances. Instead, they feel 
that State medical societies and other groups will work with the 
covered entities and others to try to develop that kind of informa- 
tion. They do feel that it is the covered entity's responsibility to 
make those determinations on its own. 

In terms of what types of activities the Office for Civil Rights will 
be doing, they did ask for a $3 million increase in their budget to 
staff the Office for Civil Rights to provide privacy-type activities. 
They do feel that they want to spend the first 2 years during the 
implementation time educating different parties as to what the rule 
requires. 
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The CHAIRMAN. I think we will want to watch that closely to 
make sure the information is available. Thank you. 

What limitations if any does the rule impose on marketing and 
fund raising activities, and what are the differences between how 
the rule treats marketing versus fund raising activities? 

Ms. ARONOVITZ. Marketing and fund raising clearly is a hot but- 
ton in this regulation. The people who talked about it felt very fer- 
vently that there is a visceral concern on the part of people who 
worry about health privacy that people will get marketing mate- 
rials, and they will feel as though someone is abusing their infor- 
mation for someone else's profit. 

On the other hand, one of the reasons why HHS told us they felt 
that the marketing and fund raising provisions should be in the 
regulation is that there were a lot of activities that could be in a 
patient's best interest in terms of health promotion and other types 
of new advances in technology that would in fact educate patients 
on how to best access the health care system. 

Although a lot of those health promotion activities are really part 
of a covered entity's health care operations, there was a lot of con- 
cern that the definition of health care operations might fall or 
might be construed as being marketing, so they gave that permis- 
sion. 

The difference is that as far as marketing goes, a covered entity 
could market on behalf of a third party but would not be able to 
give the third party the information that they have. They also have 
to inform the patient whom they are marketing on behalf of and 
also that they are getting paid, if they are, by a third party. They 
also have to give that patient the opportunity to opt out of future 
mailings. 

In marketing, it can be diagnosis-oriented. In other words, a 
marketing as covered entity could identify all the cancer patients 
who came to that hospital and say that we have some new ad- 
vances in the treatment that you might be interested in. 

For fund raising purposes, institutions cannot market by virtue 
of specific diagnoses. They have to market for the whole population. 

The CHAIRMAN. What legal authority does HHS have to extend 
privacy protections to paper and oral information, rather than just 
limiting the protections to the information maintained or shared in 
the electronic format, as was the scope of the proposed rule? 

Ms. ARONOVITZ. The proposed rule really only covered electronic 
information, and they got a lot of comments that said that to a 
great extent, it would be simpler if paper records and oral commu- 
nication were not discussed as much in the comments, but that at 
least for paper records, it would be simpler if that could be covered. 
There are some concerns now about oral communications and how 
workable that would be in certain situations, and I am sure that 
you will hear about that. But on the whole, the groups we spoke 
with feel comfortable that covering paper records is an improve- 
ment from the proposed regulation. The biggest concern now is 
really how to make it workable. 

HHS felt that it had the authority in HIPAA to extend the rule 
to paper and oral communications, and we agree that the process 
that they went through to decide that is reasonable, and therefore, 
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we would defer to their judgment and agree that that would be in- 
cluded. 

The CHAIRMAN. Senator Kennedy. 
Senator KENNEDY. Thank you very much, Mr. Chairman. 
I thank you for a very complete report, Ms. Aronovitz. Picking up 

on what the chairman has pointed out, I was particularly pleased 
to hear you say that the GAO agrees with HHS on the legality of 
their extension of privacy protection to all medical records and of- 
fices that use electronic transactions. I think this is an extremely 
important decision on the part of HHS and I believe it will best 
serve both the American people and the health care industry. 

Other witnesses today are going to express some concerns about 
the vague nature of some of the requirements in the regulation. 
Given your professional experience at GAO and the 2-year imple- 
mentation time frame of this regulation, is it your belief that this 
can provide periodic and specific guidance during the next 2 years 
that will clarify the privacy requirements? 

Ms. ARONOVITZ. Clearly, HHS has an uphill battle. They really 
have to gear up and get organized. They have to identify people in 
their organization who have the ability and the expertise to be able 
to work out what will be considered to be many, many interpreta- 
tions and questions that they are going to be receiving. 

We have heard all kinds of scenarios, and we think a lot of them 
have to do with interpretive concerns and some implementation 
concerns. 

When we talk to HHS about how they want to deal with these 
concerns, they believe that over time, covered entities will work 
through some of the concerns they have and come up with work- 
able solutions. Some of the groups we talked to absolutely feel that 
this is such a burden that it would be impossible for them to work 
through everything they need to in the 2-year implementation time 
frame that they have. Many that we spoke with would like to have 
that time extended. 

We believe that this is definitely going to be a challenge, and de- 
pending on individual covered entity situations, they will need to 
work through some of these rules. 

Senator KENNEDY. I would just point out that 2 years is a long 
time, and there are important protections out there, so I know 
there will be pressure for additional time. I would hope that the 
interested groups would understand the importance that many of 
us put on that 2-year time frame. 

Let me move to the research provisions of this regulation. Some 
in the research community are concerned about the requirement 
that the IRBs and the privacy boards must weigh privacy risks 
with value of the knowledge to be gained by the research. But, they 
currently conduct a similar weighing of risk in terms of the benefit 
to the research subject. Isn't it appropriate to weigh the privacy 
considerations when sensitive medical information is involved? 

Ms. ARONOVITZ. Absolutely. It is just that it is something that 
IRBs do not typically do on a patient-specific basis, and in this 
rule, the IRB would have to consider the benefit to the research 
versus the privacy protections or the privacy risks for the popu- 
lation and each individual. That is a new criterion. 
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Senator KENNEDY. In any event, the IRB has to consider the 
medical effects of any procedure on the patients themselves, so, 
how much of an additional burden do you really think this require- 
ment to look at privacy will place on them? 

Ms. ARONOVITZ. The biggest issue in terms of burden really has 
to do with the subjectivity that these groups feel the IRB will be 
up against. They feel that it will be very difficult in some cases to 
make those judgments and get consensus that those judgments are 
correct. 

Senator KENNEDY. Quickly, could you give an indication of what 
the costs of this regulation are, and also an indication of what you 
think the savings would be because of the other incentives in 
HIPAA for using electronic media more effectively? I have seen 
that the costs are only a fraction of one percent in terms of health 
care costs over the future. I know you have a good deal of informa- 
tion on it, but for the benefit of the hearing, could you give that 
to us quickly? 

Ms. ARONOVITZ. Yes. We did not do an independent cost-benefit 
analysis, but HHS did do an analysis that said that the complete 
set of rules in HIPAA, not just the privacy rules, ultimately will 
save almost $30 billion. The privacy rule will cost about $17 billion, 
and therefore•I might not have my numbers right•there are 
quite a lot of costs associated with the privacy rule, but ultimately, 
the overall HIPAA regulations will still have a net savings of about 
$12 billion. 

Senator KENNEDY. I think that for all Americans, privacy is what 
they are interested in. But, we are also doing this in a very effi- 
cient way that actually can save resources over a period of time as 
well. 

Thank you very much, Mr. Chairman. 
The CHAIRMAN. Thank you, Senator Kennedy. 
Senator Roberts. 
Senator ROBERTS. Thank you, Mr. Chairman. 
I am new to the committee, and first, I want to thank you very 

much for your testimony. GAO has been very helpful in the past 
on these issues. 

Mr. Chairman, I was chairman of the Rural Health Care Coali- 
tion in the House, and I can remember many battles we have had 
where we have tried to guarantee some things and tried to improve 
the quality of health care only to find out in the rural health care 
delivery system that we were really posing great hardships for the 
100 hospitals in Kansas with 50 beds or less. 

So I have been reading the testimony, and staff has been bring- 
ing me up-to-date, and I sort of sighed, and I said, "By golly, here 
we go again." 

I guess I should emphasize that we all support the goal behind 
these regulations. I understand that. The privacy of the records is 
critically important to all of us. We have some real horror stories 
that have received a lot of publicity, and the pain and hardship 
that people go through•we have to do a better job. I question this. 

I tried to sit down and read the regulations, just as a hospital 
administrator, the belabored hospital administrators, and here they 
are again. We used to do this with the coalition efforts•I think 
that probably Craig Thomas does it over here•and I defy anybody 
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to read through that. But the hospital administrators have to do 
that, and their board members have to do that, to find out how on 
earth we are going to comply. 

I know that the bill was passed 2 years ago. My colleague in the 
Senate, Senator Kassebaum, and the distinguished Senator from 
Massachusetts worked very hard, and we were unable to come up 
with regulations here in the Congress•we are pretty good at 
that•so we gave it to HHS, and now we have these regulations. 
And I can tell you the Kansas Hospital Association with whom I 
have been working for 25 or 30 years is terribly concerned. 

I am not sure that all this paperwork is going to do the job that 
it is intended to do, but we have no alternative but to see if we 
cannot make it work. 

I understand there is a grace period of 1 year for small health 
plans whose annual receipts are $5 million or less before they have 
to be in compliance with the new regs. As I have indicated, we 
have 100 hospitals with 50 beds or less, and we are just darned 
glad to have them. We have nurse shortages, we have doctor short- 
ages, we have hospitals where you have to travel 50, 60, 150 miles 
just to get the care. And we already have the "bad news bear" per- 
son who is designated in regard to trying to comply with all the 
regulations•I will not get into that•in terms of Medicare reim- 
bursement and all of that. 

They are struggling to keep the doors open. Almost every hos- 
pital, every community, has had to pass a bond issue on top of 
what would normally be a positive cost-share kind of payment from 
the Federal Government with all the obligations they have had. I 
am terribly worried about how we are able to obtain the kind of 
Erofessional person who will be able to do the job or retrain some- 

ody that we simply do not have. 
Is there any similar grace period for the small health care pro- 

vider that you are aware of? 
Ms. ARONOVITZ. Actually, the grace period that you speak of is 

an additional year over the 2 years that providers and health plans 
and clearing houses have to completely implement the rule, so that 
small health plans with receipts under $5 million would have 3 
years, or would actually have until February 26, 2004 to implement 
the regulation. It does not apply right now to small health provid- 
ers. 

Senator ROBERTS. I can complain about these regs all the time 
and give my speech about how we are regulating the rural health 
care delivery system out of business. That is not going to do any 
good. We have got to come up with these people. 

In your research, do you anticipate that training a new person 
already there•and I am not sure how we do that•will be ade- 
quate in terms of meeting these criteria, or are we going to have 
to have some kind of a crash training program in Kansas and other 
States to bring people on? I guess I am asking the question in 
terms of an on-site person; I do not know who is going to be that 
utility infielder. 

Ms. ARONOVITZ. I think that as you will hear with this regula- 
tion, there is no definitive answer to any of these questions. I think 
it is very situational, depending on the size and situation and types 
of activities that are carried on. It might not be that difficult to 
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train somebody who is already experienced in dealing with consent 
forms and dealing with the types of activities that very often occur 
right now in terms of protecting privacy. 

On the other hand, one of the major cost areas that groups have 
talked to us about•mostly the large covered entities•will be in 
additional training costs. 

Senator ROBERTS. I only have a minute or maybe 30 seconds left. 
I looked at the chart provided by the Kansas Hospital Association 
on the business associates contracting requirement. The hospital is 
not only responsible for the hospital but for anywhere between 50 
and 750 business partner contracts per hospital. I would love to 
have 750 business partners in rural America with a hospital, but 
how on earth is that person going to be responsible for all these 
folks? 

Ms. ARONOVTTZ. They do have to write contracts, and the hope 
is that a lot of those contracts will be standard contracts based on 
routine activities that are performed by physicians. 

Senator ROBERTS. The funeral homes and the clergy and the 
housekeeping and the plant security guards and the maintenance 
building and the laboratory testing and the outside imagining•I 
can go on and on•I am a little stunned by all of this. And I apolo- 
gize for coming to the issue late, but I do not know how we are 
going to comply with this. 

Ms. ARONOVTTZ. I in no way want to be an apologist for this reg, 
but I do know that there are certain provisions for organized health 
care arrangements or employees who are part of that hospital sys- 
tem, so there might be ways to narrow down the number of busi- 
ness associates that that hospital actually has, although there is no 
doubt that this is definitely going to be an area that is going to cre- 
ate at least an initial burden in terms of rewriting those contracts. 

Senator ROBERTS. We may have a job for you out there in Kansas 
if you would like to relocate. 

The CHAIRMAN. Senator Dodd? 
Senator DODD. Thank you very much, Mr. Chairman. 
I will ask unanimous consent that my opening statement be in- 

cluded in the record regarding the subject matter. 
The CHAIRMAN. Without objection. 
[The prepared statement of Senator Dodd follows:] 

PREPARED STATEMENT OF SENATOR DODD 

Mr. Chairman, thank you for convening this oversight hearing on 
the medical privacy regulation recently issued by the Department 
of Health and Human Services. I also want to thank the General 
Accounting Office for its report to the committee on the new rights 
and responsibilities created by the regulation and the major con- 
cerns of stakeholders. 

We live in an era in which information can travel around the 
world in the blink of an eye•an advance in technology that has al- 
ready dramatically improved the delivery of health care. But, while 
many of our constituents embrace the benefits of the information 
age, they remain deeply concerned about what they perceive to be 
a loss of control over their sensitive, personal information•wheth- 
er financial, medical, or genetic. 
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There is a growing fear that technology is being used not to im- 
prove our lives, but to make it easier for others to rifle through our 
medicine cabinets and peer into our checkbooks. 

In the simplest terms, consumers want the "right to know" and 
the right to say no" to the sharing of their personal information. 

I think it's fair to say that prior to this new regulation, they 
didn't have those rights when it came to their medical records. By 
and large, with the exception of a few state laws, all consumers 
had standing between them and the misuse of their information 
were good intentions, professional ethics and internal company 
policies. 

With this regulation, for the first time, consumers will have the 
right to see their own records. For the first time, health care pro- 
viders will have to get a patient's consent before sharing medical 
information. For the first time, firewalls will be placed in the work- 
place between the people who run the employer's health insurance 
program and those who make hiring and firing decisions. These 
new rights, and the many others provided by the regulation, are 
truly a historic step forward. 

Having worked for more than two years with Senator Jeffords to 
craft what became the only bipartisan Senate medical privacy legis- 
lation, I understand just how tough a job it is to get it right when 
it comes to crafting privacy protections. Given the complexity of our 
health care system, figuring out how to give consumers control over 
their medical records without disrupting the flow of information 
needed to make the health care system work is a formidable task. 
So, I want to commend the Clinton administration for its success 
in creating a strong base of federal protections for medical records. 

It is clear, however, that there is still more to be done when it 
comes to protecting the privacy of medical records. Secretary 
Shalala was limited by law in the scope of the protections she could 
give. For example, she could not directly regulate the use of medi- 
cal information by employers and drug companies. And, she could 
not offer individuals whose rights are violated the opportunity to 
seek legal redress. These are protections only Congress can give 
and it is my hope that we will act quickly to plug these holes. 

And, beyond the work remaining on medical records, it is my 
hope that this Congress will be known as one that took bold, pur- 
poseful steps to restore personal privacy in all its forms. As a new 
co-chair of the bipartisan, bicameral Congressional Privacy Cau- 
cus•along with Senator Shelby, and Congressmen Markey and 
Barton•I would like to see us work across committee and party 
lines to address the pervasive concerns of the public about the full 
range of threats to privacy. In my view, if we fail to deal with this 
issue comprehensively, we will see a backlash from the public of a 
sufficient magnitude to negate the promise that information tech- 
nology holds for improving the lives of all Americans. 

Thank you again Mr. Chairman for holding this hearing. I look 
forward to the testimony of our witnesses. 

Senator DODD. I would note that you and I worked for more than 
2 years to develop the first real bipartisan piece of legislation deal- 
ing with medical records, and my hope is that we will be able to 
continue that work here, and obviously, the step which has been 
taken by the previous administration to promote some regulations 



20 

in this area I think is a positive step forward, so I want to thank 
the General Accounting Office once again for their fine work in this 
area. 

This is an issue that is transcendent in many ways. I have told 
this anecdote on numerous occasions, but about 8 years ago when 
I first became interested in this subject matter in preparation for 
a campaign, I included language gaging people's interest in pri- 
vacy•I did not get specific about medical records or financial 
records, genetic information, or Internet access and so forth•and 
it exceeded every other issue in my State by almost 20 points when 
it came back. And it was not a complicated question; it was just 
the issue of privacy. It just stunned me how positively and force- 
fully my constituency stated to their concerns about whether or not 
information that they had long felt was private or should be pri- 
vate was just to accessible to too many people. No issue is more 
sensitive for people than their private medical information and 
what may happen with it. 

So this is a very important hearing, and your study is an ex- 
tremely important study, but I am somewhat concerned•and I 
think you share this view•that not unlike the portability issue 
with insurance policies, when we adopted that, there was a raft of 
people who assumed they could just pick up and move wherever 
they wanted to and carry their insurance policies around with 
them. They discovered that the law was far more complex than 
they thought it was much more difficult than they had anticipated. 

In a sense, while there are regulations that are very positive, 
Donna Shalala was somewhat limited in terms of what she could 
actually do and how far HIPAA could reach in protecting people's 
privacy with regard to medical records, and that is the first ques- 
tion I would like to touch on with you, if I could. 

Because of the restrictions as I understand them•and I do not 
claim to be a great expert on HIPAA, but I understand there are 
restrictions, which you have mentioned•in fact, many of the major 
users of medical information, like pharmaceutical companies, life 
insurers, Internet websites and the like, would not be directly cov- 
ered by these new regulations. Is that correct? 

Ms. ARONOVITZ. Absolutely•it is clear that a life insurer would 
not be covered, because they do not get involved in direct health 
care treatment. But if a website is actually treating someone, they 
could possibly be construed as being a covered entity. It is very spe- 
cific to the nature of their operations. 

Senator DODD. That is my point. It does try to reach some of 
those users, but the protections are rather incomplete. 

Ms. ARONOVITZ. Yes. 
Senator DODD. For instance, if you ask people who they would 

be most concerned about having their medical information, I pre- 
sume one of the top answers would be the employer, in terms of 
potential job discrimination, firing, insurance coverage, and so on. 
Yet employers who collect direct health information from their em- 
ployees•from a worksite health clinic, for example, which is not an 
uncommon practice at all•are not subject to the regulation, as I 
understand it. Is that correct? 

Ms. ARONOVITZ. That is right. An employer who is sponsoring or 
administering a health plan would have information pursuant to 
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their activities in sponsoring that health plan. But in employment 
decisions, promotion decisions, or any other type of activity that is 
nonhealth-related, the employer would not have access to that pro- 
tected information. 

Senator DODD. What about a worksite health clinic? 
Ms. ARONOVITZ. Right. Good question. 
Senator DODD. There are a lot of them. 
Ms. ARONOVITZ. There are a lot of questions. You are absolutely 

right. 
Senator DODD. If you get information there, that is not protected 

by this regulation. 
Ms. ARONOVITZ. The employer would at least have to have a fire 

wall between the activities•the employer could not use informa- 
tion from its health clinic to make decisions about promotions or 
other types of hiring decisions. 

Senator DODD. So it is a gray area. 
Ms. ARONOVITZ. Yes, I am sure it is, and I am sure there are a 

lot of questions like that. 
Senator DODD. I presume you would think that would be an area 

we probably should close, in fact, if we are going to try to protect 
people's privacy records from unwarranted intrusion. 

So my point here is that there are a number of areas that the 
regulations, despite their good intentions, do not cover. 

Let me jump to a second point, and that is the preemption issue. 
There are a number of States which have enacted stronger legisla- 
tion•at least, I believe they have•than what we are proposing 
here. I wonder if you could give us your views on that very quickly, 
and second, in your view, are there many State privacy laws in ex- 
istence now that could be considered stricter, and have you seen 
any slowdown in States enacting legislation as a result of these 
regulations being implemented? Is that satisfying State legislative 
bodies, for instance, that there is no need for them to move into 
this area? 

Ms. ARONOVITZ. That is very hard to tell. The regulation is so 
new, and the legislatures are just becoming organized again•al- 
though we hear that there is more interest in the States in privacy 
issues than there ever has been before  

Senator DODD. That is true. 
Ms. ARONOVITZ [continuing]. Whether or not they would look at 

this rule and feel that this Federal floor were sufficient so they 
would not pursue their own regs. The groups that we spoke with 
are very concerned about the need to look at the Federal floor and 
then also the complexity of looking at individual State laws and 
making determinations as to whether they are more strict. Right 
now, they are doing it, but they do not have the Federal rule to 
contend with. 

Ultimately, I think that privacy groups would feel very concerned 
about taking away more stringent rights that people have earned 
by virtue of living in a State with stricter rules. There are only four 
or five States that have comprehensive health privacy rules, al- 
though a lot of States have very specific and stringent rules for 
dealing with certain types of information, like information about 
HIV, pregnancy, or mental conditions. 
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Senator DODD. Senator Jeffords and I actually, in the crafting of 
that legislation, grandfathered States that had already enacted 
laws regarding privacy. That was one of the steps we took as a way 
of dealing with that issue politically. 

I thank you very much. 
The CHAIRMAN. Senator Murray. 
Senator MURRAY. Thank you very much, Mr. Chairman, and 

thank you for having this hearing. I think this is an issue that is 
extremely important. Obviously, people's right to privacy is ex- 
tremely important to them, and I certainly understand Senator 
Roberts' frustration with some of the regulations. But I also know 
that we have a lot of people who do not access the health care sys- 
tem because they are concerned that their privacy will be violated, 
and we do not want to discourage people from getting good health 
care. I think in particular of victims of domestic violence. Cases 
like that are obviously of deep concern to me. But I do think it is 
important that patients feel that their access to health care sys- 
tems will give them some privacy, and I do think that the regula- 
tions are important and a great step forward. I am especially 
pleased with the protections for victims of domestic violence and 
also with the final regulation on protecting minors' access to con- 
fidential health care services. I think that those are extremely im- 
portant. 

Like others, I have concerns because some of the smaller health 
care providers are talking to us about the ability to comply within 
24 months, and I wonder if you could talk to us about what a delay 
in implementation might mean, and how significantly would it 
weaken the legislation? 

Ms. ARONOVITZ. The first thing I should say is that one of the 
principles in writing the legislation had to do with scaleability, the 
acknowledgment that a large health system would have to comply 
in a much different way than, let us say, a small physicians prac- 
tice. Whereas a small physicians practice might be able to use 
stickies and track things more manually or do things on a smaller 
scale, they would not necessarily have to buy a major new com- 
puter system, which in fact a larger system might have to do. So 
from that standpoint, there was that acknowledgment that small 
entities might not have to go through the same steps, but still, it 
clearly is going to be a burden for everyone to some extent. 

In terms of the ultimate impact, one thing that is probably not 
widely understood is that the rule does not say that this rule needs 
to be fully implemented 2 years from the effective date. It says that 
this rule needs to be implemented on February 26, 2003. So there 
is a date certain there. What that means is that whenever this date 
is effective•and right now, that is February 26, 2001•all entities 
will need to comply. 

We heard from a lot of groups that that 2-year time frame is un- 
workable. We have not really studied it. A lot of it has to do with 
individual entities and what they are going to be confronting. So 
we do not really have an opinion as to whether specific types of en- 
tities will be able to meet it, although we did speak to groups who 
understand a lot about technology and said that it is going to take 
every bit of that 2 years to just get the technological pieces in 
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place. It is definitely going to be a challenge, there is no doubt 
about it. 

Senator MURRAY. Thank you. 
I have one other question on the fact that the final regulation 

does not include any kind of private right of action or third party 
liability. I am concerned, for example, that if a patient is being 
treated for substance abuse, and the health care provider releases 
that information to that patient's employer, and the patient is fired 
from his job, unfortunately, under this regulation, the employee 
has no legal recourse in that kind of case. Obviously, the provider 
could be fined or penalized, but that does not do much for a person 
who has already lost his job. 

Do you think that the lack of a private right of action under- 
mines the strength of this regulation? 

Ms. ARONOVITZ. Well, the privacy proponents would say it does, 
and that needs to be fixed in Federal legislation. People would still 
have a right of private action in their State courts, I assume•I am 
not a lawyer•but what we are talking about here is a specific 
right of private action with violation of this Federal rule. 

HHS in developing the final rule felt that HIPAA did not give it 
the authority to include a right of private action, and therefore, leg- 
islative authority separately would have to be gotten. 

Senator MURRAY. Thank you very much. 
Thank you, Mr. Chairman. 
The CHAIRMAN. Thank you. I believe you said 2001, and you 

meant 2003. 
Ms. ARONOVITZ. The effective date is February 26, 2001, and 

then there is a 2-year implementation time frame, so even though 
the effective date of the rule is in a few days or a few weeks, the 
entities that are covered have 2 years to fully implement it. So you 
actually would not have to start getting the new consent until 
2003, even though the rule is actually in effect. 

The CHAIRMAN. All right. Thank you. 
Senator DODD. But there is concern even about that 2-year pe- 

riod. 
Ms. ARONOVITZ. Absolutely. There is a lot of concern about that. 
Senator DODD. And that is an issue that I would love to have you 

take a look at at some point, because it is one that we are going 
to hear about from other witnesses here today. We all want to get 
this done, but we want to get it done right, and we would like to 
know how much more time is really necessary in terms of getting 
it done right•or whether the 2 years is adequate. I think we would 
like to know that. 

The CHAIRMAN. Senator Clinton. 
Senator CLINTON. Thank you, Mr. Chairman. 
Thank you, Ms. Aronovitz, for an excellent report. I value the 

way in which you present your views and the evidence on which 
you base them. 

Obviously, many of us believe that this privacy regulation is ab- 
solutely necessary and needs to be implemented as soon as is rea- 
sonably practicable, and that we could even go further in dealing 
with some of the areas that Senator Dodd and others have pointed 
out have not been adequately covered in this regulation. 



24 

There are two specific areas that I would like your advice on. The 
first area is the consent and disclosure provisions. Reading your 
testimony, it is clear that there were a number of groups, including 
the American Medical Association and the privacy advocates' 
groups, that did not think that we had adequately dealt with the 
consent issue, that there could be ways of obtaining consent when 
a person signed up for a health plan, when they first had a point 
of contact with any health care provider, that would satisfy the 
concerns of some of the plans about getting consent for the sharing 
of information. 

Do you have any specific suggestions about how we could better 
balance this whole consent and disclosure issue, because that really 
goes to the heart of it. If someone gives informed consent, even if 
the consequences are such that they are surprised at how it has 
been utilized, that is a very different issue than if someone has not 
been asked for their consent, and the information is shared and 
disclosed. 

Ms. ARONOVITZ. The underlying principle in the rule right now 
is that initial consent or consent is given for treatment, payment 
and health care operations. Ostensibly, when someone goes to a 
doctor, they are told through a privacy notice specifically what 
those activities include. Anything else really needs to have a sepa- 
rate authorization, and those are the kinds of instances that people 
are mostly worried about, where information would go to an em- 
ployer or to a life insurance agent in terms of asking for life insur- 
ance. Any situation like that clearly has a separate authorization 
responsibility. And in fact we heard nothing to say that that is not 
prudent. 

If anything, the groups were happy about the initial consent, be- 
cause the proposed rule had more of a statutory consent or a per- 
ceived consent•you did not actually have to go and get consent. 
AMA and other advocacy groups said that right now, the way we 
practice medicine is that physicians get consent. AMA would like 
to also extend that to health plans, that they get consent, and they 
feel that they could do that through the enrollment process. 

On the other hand, health plan groups we spoke with felt that 
it would be very unworkable to try to do that in that they do not 
always have an option as to whether to insure someone or not, and 
they would be in a dilemma if they did not have consent and there- 
fore they tried to deny the insurance in those situations. 

So it is somewhat problematic, although in my opinion, it is 
workable. It is a matter of working these things out. 

Senator CLINTON. People are not only concerned about the disclo- 
sure of this information to either the general public or to someone 
whom they would not otherwise consent to having it disclosed, but 
they are also concerned about the marketing issues which arise out 
of this. 

I understand health providers wanting to provide good informa- 
tion to their enrollees or trying to reach out and enlist more enroll- 
ees, but the idea of either mass mail marketing or telemarketing 
based on medical information is very troubling to a lot of people. 

I know that there has been some resistance in that many health 
care providers want to go forward as broadly as possible, but again, 
do you have any suggestions about how we could balance patient 
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protection against unwanted marketing either in the regulation as 
it is currently written or in the way mat it is enforced in the fu- 
ture? 

Ms. ARONOVITZ. It is a very, very tough issue, because no matter 
what you do about marketing, whatever protections you have•and 
there are some right now in terms of giving the patient information 
about the source of the marketing•it is a very emotional issue for 
Siople. As many people who say that they do not want to have this 

nd of information used in that way and that it is a violation of 
their private information, there are arguments on the other side• 
and we heard a lot of them•that said that people very much would 
like to know when there is a new development or a new advance. 

We are not really sure about the balance of people's feelings 
about that. The opt out, or the one free pass, is supposed to give 
people an opportunity to say that from now on, I do not want this 
information anymore. It is a very difficult process. 

On the other hand, there is a provision where someone could re- 
quest up front not to have this information at all. It is very difficult 
to do, though; it is not very well-known, and in fact there are ques- 
tions as to whether it would actually work. 

So it is a very troubling issue only from the standpoint that peo- 
ple have very strong feelings on this issue all across the board. 

Senator CLINTON. Thank you. 
The CHAIRMAN. Senator Harkin? 
Senator HARKIN. Thank you, Mr. Chairman. 
I will ask unanimous consent that my opening statement be 

made a part of the record. 
The CHAIRMAN. Without objection. 
Senator HARKIN. Thank you. 
[The prepared statement of Senator Harkin follows:] 

PREPARED STATEMENT OF SENATOR HARKIN 

Thank you Chairman Jeffords and Senator Kennedy for holding 
this oversight hearing of the privacy regulation put forward by the 
Department of Health and Human Services. And although they're 
not testifying today, I want to thank HHS for moving us forward 
to protect the health privacy of all Americans. 

I am concerned, however, by the Washington Post story from 
January 16 stating that there are provisions in the regulation that 
explicitly allow doctors, hospitals, health plans, and affiliated busi- 
nesses to use people's private health care records for marketing 
and fund raising. This loophole shows us that in every aspect of 
this issue there are potential consequences that we may not imme- 
diately recognize. 

The privacy issue is complex. It touches on just about every as- 
pect of our nation's health care system. From health insurance to 
medical research to employee benefit programs to the oversight of 
Medicare and Medicaid, patients' medical records are involved. 
There is a delicate balance between protecting patients' rights to 
privacy, while at the same time ensuring that those who deliver 
our health care and those who work to improve it have access to 
the information they need. 

Americans should feel confident that information about their 
health and health care will remain private. Patients shouldn't have 
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to worry that what they tell their doctors will become public infor- 
mation. Unfortunately, many people delay or even fail to seek 
needed treatment out of fear that their health privacy is not se- 
cure. Americans' confidence in our health care system is absolutely 
critical for it to run effectively. 

Therefore, we must be vigilant and thoughtful and prepared to 
take corrective action for negative, but unforeseen, consequences. 
That is why I am pleased to participate in this oversight hearing 
to better understand the potential effects of the privacy regulation. 
Congress has responsibility to act to protect Americans' health 
records and ensure that patients can be confident in their health 
care system. 

Senator HARKIN. Thank you again, Ms. Aronovitz, for your fine 
work. 

I really have more of an observation than a question, and I can- 
not stay for the rest of the testimony, but the testimony of Ms. 
Janlori Goldman, who is director of the Health Privacy Project at 
Georgetown University's Institute for Healthcare Research and Pol- 
icy, points out, for example, that a few months ago, a hacker 
downloaded medical records, health information, and Social Secu- 
rity numbers on more than 5,000 patients at the University of 
Washington Medical Center. Then, later on, in the testimony of Ju- 
dith Lichtman, who is representing the National Partnership for 
Women and Families, she comments on the regulations, saying 
that there are not enough meaningful remedies for people when 
their privacy rights are violated. 

Did you look at and examine the issue of remedies in your study? 
I understand the remedies provision to be basically that you file a 
complaint, HHS takes the complaint, and they may file several ac- 
tions against the entity in question, but there is no right for the 
individual to go to court to seek remedies. Is that right? 

Ms. ARONOVITZ. There is no right of private action in the Federal 
rule. Ostensibly, you would still be able to go to State court under 
some circumstances. But you are right, there is not a right of pri- 
vate action within the Federal rule. HHS felt that HIPAA itself did 
not provide that from a statutory framework. 

Senator HARKIN. SO that is the reason. HIPAA did not actually 
provide that they could do that in the regulations. Is that right? 

Ms. ARONOVITZ. That is how HHS interprets HIPAA, that they 
would need separate legislative authority to include that in this 
rule. 

Senator HARKIN. Finally, is it your understanding that this regu- 
lation is not affected by the Bush administration policy to postpone 
the effective date of all regulations recently published? 

Ms. ARONOVITZ. Actually, we were looking to HHS to answer 
that. They would be the agency that would initiate any action in 
line with that memo. We have not heard either way in terms of 
what the administration is likely to do. There is an exception for 
regulations that were issued as the result of a congressional man- 
date, which this one is, but again, we do not know what interpreta- 
tion HHS is going to take and how they are going to pursue that. 

Senator HARKIN. SO in your communications with HHS, they 
have not indicated one way or another whether they are going to 
open it up for further comments. 
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Ms. ARONOVITZ. Right. We have not heard what they are going 
to do in any regard in terms of opening this up or letting it become 
effective. We have not heard yet. 

Senator HARKIN. Mr. Chairman, it is too bad•I wish we could 
have someone here from HHS to respond to that question. I would 
like to know what their intentions are in this regard as to whether 
they are going to try to reopen this or not. 

Ms. ARONOVITZ. We would also, and we have not been able to 
hear yet. 

Senator HARKIN. I hope we could ask them. 
The CHAIRMAN. We will keep that in mind, Senator. 
Senator HARKIN. Well, if we could ask them from the committee 

standpoint to respond to that and what their intentions are. 
The CHAIRMAN. I will work with Senator Kennedy, and we will 

make sure we take care of that problem. 
Senator HARKIN. All right, Mr. Chairman. Thank you. 
The CHAIRMAN. Senator Reed? 
Senator REED. Thank you very much, Mr. Chairman, and thank 

you, Ms. Aronovitz, for your testimony today. 
The title of your written testimony is very appropriate•"En- 

hances Protection of Patient Records but Raises Practical Con- 
cerns." At the heart of all of our debates here is the tradeoff be- 
tween privacy and convenience, and frankly, we want both, and 
that is the dilemma. 

I want to raise just one area of concern, and that is the issue of 
pharmacies. As I understand the privacy regulations, they would 
be applicable to most pharmacies. And it is not uncommon in ev- 
eryday life for someone to send someone else to pick up their pre- 
scription. As I understand it, there would have to be authorized 
consent to do that. We can all reflect on our own experience of 
being home ill and asking a neighbor to go out and pick up our pre- 
scription. That is routine and happens a million times a day. 

To what extent do the regulations provide the flexibility to deal 
with this very practical issue? 

Ms. ARONOVITZ. We spoke with several pharmacy groups that are 
very concerned about how they would fare with this regulation. 
There are provisions for indirect providers and direct providers. 
Pharmacists contend that most of the time, they have a direct 
treatment relationship with the patient, because they do more than 
just fill a prescription, obviously. They consider a person's complete 
medical history and make sure they are not taking any other drugs 
that would interact. There are many activities that pharmacists get 
involved in. So they would interpret this as being a direct provider 
of health care, and therefore, they feel that they would need sepa- 
rate consent. 

They are very concerned about the situation that I mentioned in 
my oral statement, where the prescription is faxed to the drug- 
store, and a family member picks it up, and they never have an 
opportunity to give consent. 

We brought this up with many similar types of situations with 
HHS in our exit conference with them, and HHS feels that there 
are a lot of these kinds of issues that need to be worked through. 
They do not have a definitive answer yet. They feel that they will 
have a panel of experts, and they will talk through these issues 
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and that the covered entities will figure out how to make this rule 
workable. 

Senator REED. In that spirit, let me ask•and this is perhaps a 
question more directed at administrative law experts•what is the 
authority of HHS today to determine how the rule is perhaps over- 
reaching or ineffective and to make changes? Is that something 
that they can do on their own volition? 

Ms. ARONOVITZ. I am not an administrative procedural act expert 
at all, but my sense is that there would be a difference between 
doing something before February 26, 2001, when the rule becomes 
effective, and once it becomes effective. My sense is that it would 
be more difficult to make an amendment•you would have to go 
through a notice and comment period to do that•if your rule is ef- 
fective. But I am not exactly sure what would need to happen be- 
fore February 26 to change something that is currently in the rule. 

Senator REED. In your outbriefing, was there any indication by 
HHS that they are•first, I presume from what you have said that 
they do realize that the nature of an amendment of this scope will 
engender lots of unanticipated difficulties•is it their sense that 
they are going to go forward and identify these issues and, if need 
be, post a proposed revision to the regulations for comment? 

Ms. ARONOVITZ. What they have told us•and of course, this was 
just a few weeks after the regulation came into effect•is that they 
totally understand that there will be many, many inquiries and 
concerns. They have already received over 400 inquiries on their 
phone lines and websites, and most of those were procedural•am 
I covered, how do I get a copy of the rule, and things like that• 
but they are gearing up on their website. They said they will have 
a "Frequently Asked Questions" section on their website. We 
checked their website yesterday, and the frequently asked ques- 
tions are not there yet, but they are in the process right now of 
compiling a lot of these concerns, and they say that they will deal 
with them internally and then work with the covered entities. They 
are going to spend the next 2 years trying to educate different 
groups and help them work out some of this thinking. 

They did say that they have already visited 20 different organi- 
zations just since the rules passed, in terms of trying to explain 
this, so I think they understand the complexities and the chal- 
lenges that they have ahead of them. 

Senator REED. Just a final question•is the 2-year implementa- 
tion period a date that was picked out by HHS, or is that some- 
thing that they are required to do by law? 

Ms. ARONOVITZ. My understanding is that that is set out in the 
HIPAA statutory framework. 

Senator REED. Thank you very much. 
Thank you, Mr. Chairman. 
The CHAIRMAN. Senator Wellstone. 
Senator WELLSTONE. Thank you, Mr. Chairman. 
I apologize, Ms. Aronovitz, for arriving late, but I want to thank 

you for your good work. 
I would like to focus for a brief period on the mental health part 

of this. The Surgeon General issued a report in mid-December 
which I will say to my colleagues is very important. I will tell you 
that a lot of consumers and people around the country really took 
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heart. Some of them are parents whose children have died. In the 
case of Minnesota, in an organization called "SAVE," the leaders of 
that organization, Al and Marianne Klusner, lost two children to 
suicide•so this report is so important, because families are not 
only suffering through the tragedy of childhood suicide, but also 
are always fighting the stigma. 

I wonder if you could give me your own analysis, based upon 
your look at these regulations as to how they affect mental health? 

Ms. ARONOVITZ. There is a lot of interest in having higher and 
stricter standards for psychotherapy notes, and the rule does do 
that. You would need specific authorization for psychotherapy notes 
in almost very case•I am sure there are a few cases where you 
would not. So they are excluded from what is considered the rest 
of the protected health information that, for instance, an internal 
medicine physician would have. 

In addition, there is a provision in the rule that a patient has 
the right to request a restriction of his or her medical information 
being passed on. The area where that comes up the most is in men- 
tal health. You could go to your physician and say, "I request that 
you not tell anybody that I am being treated for depression." 

What we heard is that there is a very strong concern on the part 
of health care providers and health plans that that kind of informa- 
tion, although a patient would not want it to be shared, could ulti- 
mately have an effect on the well-being of that patient, because 
physicians really do need to know what other drugs someone is 
taking or how depression could enter into another illness. So there 
is a lot of debate about that, and in fact, the physician ultimately 
has the right to deny that request and say, 'This is not in your 
best interest. We are not going to honor that request. We are going 
to make sure that your entire medical record stays intact." 

When we talk to health privacy groups about that, they under- 
stand that that is the reality and that in some cases, it is in the 
patient's best interest; but they say that it is so important for that 
physician to have that conversation so the patient at least under- 
stands how his or her information will be used and why it is so im- 
portant that that information stay intact. 

On the other hand, when you talk to providers and health plans, 
they say that those conversations, which seem like a very positive 
and good thing, are very expensive. When your physicians are hav- 
ing to spend time talking to patients, as opposed to seeing other 
patients for diseases, they feel that that has got to be added into 
the calculus of the cost. 

Those are the different sides of that argument, and that is really 
where the mental health issue arises most. 

Senator WELLSTONE. Let me see if I can•and I am at a dis- 
advantage, because I did not have the chance to hear your testi- 
mony•but you are saying that•can you frame that question for 
me again•you are saying that some of the managed care plans 
and others are saying that they need to have that information rath- 
er than having to take the time to talk to the patients at the time 
they are seeing them; is that what you are saying? 

Ms. ARONOVITZ. NO, no. It is not a matter of whether the physi- 
cian ultimately gets the information, because I think there is an ac- 
ceptance that if a physician makes a convincing argument, clearly, 
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they should have it. And actually, physicians under this rule could 
treat a patient and share information with other physicians for 
treatment purposes without getting separate consent. 

The problem here is the tradeoff between having physicians and 
other people spend the time and the resources involved in assuring 
that patients understand their protections versus the time and 
money it costs to make those kinds of activities available. It is real- 
ly a matter of cost is what we are hearing•not that it is not a good 
thing for physicians to be talking to their patients at all. 

Senator WELLSTONE. SO the tradeoff is whether or not the pa- 
tients, the consumers, will be aware of the privacy issues and what 
their rights are and how much time the providers have to inform 
them of that; is that what you are saying? 

Ms. ARONOVITZ. In this particular case, yes. 
Senator WELLSTONE. I would think•and again, I am on the ad- 

vocates' side on this question•but there has been so much stigma 
here and so much discrimination, I would think that we need to err 
on the side of making sure that the privacy of these men and 
women and younger people as well is protected, even if it takes a 
little extra time. But that is certainly my own position. 

Ms. ARONOVITZ. I am sorry to interrupt, but I do think I could 
add one other thing that is important. That is, clearly, it is a policy 
discussion and one that has very strong feelings on both sides. But 
what physicians would also add is that they are responding this 
way in an environment or in a framework where physicians feel so 
incredibly overburdened by the rules and regulations that are re- 
quired to be able to bill for their services that in their minds, this 
is one additional burden. So that is the context. 

Senator WELLSTONE. As you were saying that, I was thinking of 
exactly the same context. Unfortunately, they are under a lot of 
pressure to see people and move them out and see other people and 
all the rest. I think this is a good example of where you can see 
some potential harm. 

Thank you. 
[The prepared statement of Senator Wellstone follows:] 

PREPARED STATEMENT OF SENATOR WELLSTONE 

I'd like to thank Senator Jeffords and Senator Kennedy and their 
staffs for arranging this hearing on an issue of vital importance to 
all Americans. I'd also like to commend former Secretary Shalala 
and her HHS staff for the prodigious amount of work involved in 
producing the final regulation and reviewing the voluminous com- 
ments regarding the privacy of individually identifiable health in- 
formation. 

As I said in January, 2000, I believe that Americans•almost 
uniformly•have certain expectations when it comes to their medi- 
cal records. Americans expect that what they tell their doctors and 
other health professionals will be kept strictly confidential unless 
they consent otherwise. They expect that when they do consent to 
release information, only the minimal amount necessary will be 
disclosed to accomplish the purpose for which consent was given. 
Americans expect that confidential medical records will remain 
confidential during their lifetime and after their death. 
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I am pleased to see that my concerns, and those of most Ameri- 
cans, have been largely addressed. Although some changes in the 
regulations may be advisable, I look forward to their implementa- 
tion on February 26, 2001, as scheduled. The American public has 
waited long enough for this fundamental right. 

The CHAIRMAN. Thank you. 
We have two other panels, but Senator Roberts has one burning 

question that he would like to pose. 
Senator Roberts. 
Senator ROBERTS. Mr. Chairman, thank you, with apologies to 

my colleagues and the rest of the panels. I am under strict orders 
that this is a follow-up question. 

I think the goal is self-evident, and that is access. The distin- 
guished Senator from Washington made that very clear, and I 
agree with her premise that it is how we do it and how we do not 
do it. 

I am terribly worried about an unfunded mandate on top of 
many other unfunded mandates that will deny us the ability to get 
this job done. You talked about depression. I think that probably 
every hospital administrator in the country has depression after 
reading these regulations. 

There is a rather incredulous statement here that says that HHS 
has factored in "administrative simplification provisions, saying 
that it will be a cost savings of $29.9 billion over 10 years and that 
that will help offset the cost-covered entities of $17.6 billion over 
10 years that our health care providers will have to undergo." 

But I think it is apples and oranges. If I were to tell a hospital 
administrator or any of the health care professionals in Kansas, 
"Do not worry, HHS will simplify all of your procedures and paper- 
work burdens and costs over $30 billion in 10 years," I do not think 
they would hold their breath. I just do not think it is going to hap- 
pen. 

How is that addressed, if in fact it is a promise by HHS to sim- 
plify, to streamline, to computerize•and I am all for that, and I 
want to give them enough money to do it•but how does that take 
care of the problem of the hospital administrator in Abilene, KS to 
enforce all of these? It does not match up. I do not understand that. 

Ms. ARONOVITZ. The cost estimates, I must say, are based on 
HHS' assumptions, and assumptions take many different forms. 
There are a lot of other cost estimates that are much different and 
much greater than that. 

So, from the standpoint of $30 billion being either savings or 
costs, again, that has to be suspect right off the top. 

Senator ROBERTS. But the savings are in one item, and the costs 
are very evident in these regulations, and it does not  

Ms. ARONOVTTZ. There is no doubt that these privacy regs will in- 
volve additional burden and cost on the part of all the covered enti- 
ties and, actually, all of the players. 

Senator ROBERTS. What about a little bill that somebody from 
Kansas introduced called the "Small Hospital Grants Program," 
which would allow a hospital at least to have the wherewithal to 
get the right people to do this and invest in the right equipment 
to get up-to-speed so we can get this job done the right way? I do 
not know who authored that bill; it seems to me it was a guy 
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named Roberts•but I would suggest to you that that might be part 
of the answer. 

Senator WELLSTONE. I am opposed. [Laughter.] 
Senator ROBERTS. Thank you, Mr. Chairman. 
The CHAIRMAN. Thank you very much, Ms. Aronovitz. As you can 

see, this is a very contentious area. So we appreciate your help, 
and we reserve the right to ask you questions. 

Ms. ARONOVITZ. It would be my pleasure. 
The CHAIRMAN. All right. Thank you very much. 
Senator WELLSTONE. Thank you for your good work. 
The CHAIRMAN. Our next panel includes Ms. Janlori Goldman, 

director of the Health Privacy Project, Institute for Healthcare Re- 
search and Policy at Georgetown University. Ms. Goldman created 
the Project, which is dedicated to ensuring privacy protection in the 
health care environment. Her professional experience includes 
service as a staff attorney and director of the Privacy and Tech- 
nology Project of the American Civil Liberties Union, where she led 
the effort to enact the Video Privacy Protection Act. She has testi- 
fied before Congress and served on numerous commissions and has 
written extensively on health privacy. 

Thank you for appearing before the committee, Ms. Goldman. It 
is a pleasure to have you with us today. 

Our next witness will be Ms. Jane F. Greenman, who will be tes- 
tifying on behalf of the American Benefits Counsel. Ms. Greenman 
is deputy general counsel of human resources at Honeywell Inter- 
national, Incorporated, in Morristown, NJ. A graduate of Cornell 
and New York University Law School, Ms. Greenman was partner 
and chair of the employee benefits department of Hughes, Hubbard 
and Reed in New York. In addition, she has been on the faculties 
of NYU, Brooklyn, and Hofstra Law Schools, teaching courses in 
employee benefits, pension rights, and legal writing. 

Ms. Greenman, it is nice to have you here with us this morning. 
Ms. GREENMAN. Thank you. 
The CHAIRMAN. And our final witness on this panel will be Mr. 

John P. Houston, representing the American Hospital Association. 
Mr. Houston is a director in the Information Services Division of 
the UPMC Health System in Pittsburgh. He has tracked the 
Health Insurance Portability and Accountability Act, fondly known 
as HIPAA, at UPMC Health System, and he has spoken about 
HIPAA in a variety of forums. He graduated from the University 
of Pittsburgh and Duquesne University School of Law. 

It is nice to have you with us again, Mr. Houston. 
We will start with Ms. Goldman. Please proceed. 
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STATEMENTS OF JANLORI GOLDMAN, DIRECTOR, HEALTH 
PRIVACY PROJECT, INSTITUTE FOR HEALTHCARE RE- 
SEARCH AND POLICY, GEORGETOWN UNIVERSITY, WASH- 
INGTON, DC; JANE F. GREENMAN, DEPUTY GENERAL COUN- 
SEL FOR HUMAN RESOURCES, HONEYWELL INTER- 
NATIONAL, INCORPORATED, MORRISTOWN, NJ, ON BEHALF 
OF THE AMERICAN BENEFITS COUNSEL; AND JOHN P. HOUS- 
TON, DHtECTOR, PRODUCTION SERVICES, DATA SECURITY 
OFFICER, AND ASSISTANT COUNSEL, UPMC HEALTH SYS- 
TEM, PITTSBURGH, PA ON BEHALF OF THE AMERICAN HOS- 
PITAL ASSOCIATION 
Ms. GOLDMAN. Thank you very much, Mr. Chairman, Senator 

Dodd, and Senator Wellstone. I very much appreciate the chance 
to be here with you today, and I also want to thank you for not 
putting me last on the agenda this morning. 

I want to just give you some very quick background about the 
Health Privacy Project. One thing that we have been doing for the 
last few years, really triggered by the passage of the Portability 
Act, was to look at the impact of privacy in the health care setting 
and to understand how the lack of privacy affects the quality of 
care that people get and whether they are willing to even seek care 
at all. 

What we have found through a number of empirical studies that 
go beyond anecdotes is that when people are worried about wheth- 
er their employers will get access to information, or if information 
will be divulged to family members or to their communities, they 
withdraw. They do not share fully; they sometimes give inaccurate 
information to their doctors; they may pay out of pocket for care 
to which they are entitled for reimbursement. Sometimes they stay 
away altogether. 

So not only are they putting themselves at risk for untreated and 
undiagnosed conditions, but they are also affecting the quality of 
the information that our Nation's researchers and public health of- 
ficials rely on, that hospitals rely on in doing outcome studies. All 
of that information, if there is a piece missing, if there is something 
that is inaccurate, if people are staying away, we do not have reli- 
able data to do work to improve the health of our communities. 

So we believe that it is very important that privacy be at the cen- 
ter of all of our health care activities so that we can improve care 
on an individual and a community level. 

We know, obviously, that Congress and this committee in par- 
ticular acknowledged the urgency of acting in this area, given that 
we did not have a Federal law, and built into HIPAA this series 
of time lines, deadlines, for either the Congress or the administra- 
tion to act. And when the administration issued a draft of privacy 
regulations over a year ago, it left ample time for public comment. 
In fact, the comment period was extended in part because of the 
requests from the consumer community and from the industry, say- 
ing give us a chance to really express our views on this draft. So 
the comment period was extended. You had 52,000 comments that 
the administration really sifted through, and I think that at least 
up until today, there has been fairly good agreement on the part 
of both the industry and the consumer groups and the provider 
groups that the administration did a really fine job of taking into 
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account all of those comments to try to craft a strong privacy rule 
but also one that is workable in the health care setting. That was 
their goal, and I think they have gone a very long way toward 
achieving that. 

What I want to do very quickly•our written statement is ex- 
haustive in terms of giving you a summary of the regulation•you 
hear very often, and I am sure you will hear this morning, that the 
regulation is very complicated and very vague. We actually do not 
think it is as vague and complicated as some would like to hold 
out, and what we have tried to do is to break it down and put to- 
gether a summary for you that is attached to our testimony. But 
let me quickly go through the major provisions in the regulation. 

It covers directly health care providers and health plans that 
electronically transmit health data. It gives individual consumers 
for the first time ever notice of how their information will be used. 
When they go to a doctor or they enroll in a health plan, it gives 
people a chance to see their own medical records•a Federal right 
that they do not currently have in many States in this country. 

And it creates some limits on disclosure, and I just want to clar- 
ify what those limits are. Health care providers now, under the reg- 
ulations, in response to concerns that the AMA raised, must get 
consent before they can use information. However, they can say to 
their patients, "I must get your consent in order to treat you." Once 
they get that consent, they can share information freely with other 
health care providers. There are no limits on how they can share 
that information. The "minimum necessary" requirement does not 
apply to health care providers to treat people and to take care of 
them; that information can be freely shared in a health care set- 
ting. 

Health plans and health care clearing houses may get authoriza- 
tion. They are not required under the regulation to get authoriza- 
tion when people enroll in a plan. They may get it if they choose. 

Another provision in the regulation that we think is important 
is that health plans and health care providers will not be able to 
disclose information to employers without consent. Now, obviously, 
if an employer is wearing the hat of a health care provider or a 
health plan, they are covered in that capacity under the regulation. 
But where it is the personnel side of the company, they may not 
receive protected health information under the regulations. That is 
a critical provision and goes to the heart of what most people in 
this country care about, which is trying to maintain some degree 
of privacy and dignity in their work environment. 

I think it is also important to note in terms of discrimination 
that the privacy regulations are really the missing piece of the 
Americans with Disabilities Act, that really give people the oppor- 
tunity to say to their employers, "I do not even want you to know 
this about me." And in addition, if you do know it, you cannot act 
on it in a discriminatory fashion. I think it is an important provi- 
sion there. 

Business associates•every, single hospital health plan in this 
country, I would hope, engages in some contractual relationship be- 
fore they share information on patients. I would hope that that is 
already good and responsible business practice. What the regula- 
tion does is require that a contract be entered into with a business 
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associate so that there is a chain of trust, and protections will fol- 
low the data when they leave the covered entity. 

In the research area, I think the major provision is that the regu- 
lation extends the scope of protection to privately-funded research. 
It takes the rules that are currently in place at the Federal level 
for federally-funded research, and it says that if you are engaged 
in privately-funded research, you also need to be accountable, you 
also need to go through an institutional review board or a privacy 
board to make sure that privacy is being protected. 

The law enforcement area is an area where many of us thought 
the administration could have done better, but it is certainly much 
better than what we have now, which is no protection. The admin- 
istration has required that there be some form of legal process be- 
fore health plans and health care providers can share information 
with law enforcement. We would like to see those improved. 

In the penalties•you have heard a lot about this already•there 
are civil and criminal penalties, again, mandated under HIPAA, 
that will apply if the rule is violated, if the Office of Civil Rights 
at HHS is aware of it, and they can mount an enforcement action. 
But the lack of a private right of action I think is a serious impedi- 
ment to accountability and a serious impediment to making this 
regulation real in people's lives. 

On preemption, again, HIPAA and this committee, this Congress, 
required that stronger State laws be in effect; that if the regulation 
came out, it had to leave in place stronger laws. 

Our Project did a survey of State confidentiality statutes•I know 
that many of you have seen this•and what it says is that very few 
States have comprehensive law in this area, so the enactment of 
a regulation is going to provide substantial uniformity. You will no 
longer have to worry as much about the 50 different State laws, be- 
cause the weaker laws will fall out, and those more condition-spe- 
cific or disease-specific laws that the States have passed•many of 
you have them in your States•that deal with HrV or mental 
health or abuse and neglect, that this regulation does not even 
begin to address, those laws will continue to be in place. So I think 
that substantial uniformity will be achieved. 

I ask, please, that a letter that we have provided be submitted 
into the record. Yesterday, we organized 39 groups who signed a 
letter to Secretary Thompson, asking that under the Card memo, 
the memo from Chief of Staff Andrew Card, the exception to the 
moratorium on recently-issued regulations that applies to those 
regulations issued pursuant to a statutory mandate, that these pri- 
vacy regulations be considered part of that exception. It seems 
clearly within the language of the exception. 

And we also take note that we do not think that a delay is in 
order. We believe that the Secretary of HHS has ample authority 
to respond to concerns where there are issues around technical 
compliance. He has full legal authority to respond to those concerns 
on a case-by-case basis as they arise. 

The CHAIRMAN. Without objection, it will be included. 
[The letter referred to follows:] 



36 

CONSUMER COALITION FOR HEALTH PRIVACY, 
2233 WISCONSIN AVE., NW, 

Washington, DC, 
February 7, 2001. 

The Honorable Tommy G. Thompson, Secretary, 
U.S. Department of Health and Human Services, 
200 Independence Ave., SW, 
Washington, DC. 
The Honorable Tommy G. Thompson, Secretary, 
US. Department of Health and Human Services, 
200 Independence Avenue, SW, 
Washington, D.C. 

DEAR MR. SECRETARY: We, the undersigned, are writing to express our strong 
support for the full and timely implementation of the final rule on medical privacy 
that was issued by the Department on December 20, 2000, pursuant to a statutory 
deadline. As such, we request that you notify the Director of OMB that the privacy 
regulation is exempt from the moratorium imposed by the Regulatory Review Plan, 
as outlined in the January 20th memorandum. 

As you know, the privacy rule is one of three regulations mandated by the 1996 
Health Insurance Portability and Accountability Art (HIPAA). HIPAA itself includes 
a timeline for the promulgation of regulations so that all three regulations•trans- 
action standards, privacy, and security•may be implemented in roughly the same 
time frame. The transaction standards, which encourage the dissemination of health 
information electronically, are already in effect, so it is imperative that the privacy 
rule takes effect as scheduled. Preliminary cost analysis shows that there, will ulti- 
mately be a cost savings when the regulations are implemented together. 

The draft privacy regulation was published in the Federal Register on November 
3, 1999. At the request of industry and consumer groups, the public comment period 
was extended. There were more than 52,000 comments on the draft regulation. The 
Department was careful to respond to many concerns, and both industry and con- 
sumer groups have noted favorable changes in the final regulation. The rule is 
workable, scalable, and fair to the numerous parties that will be affected by it. Fur- 
thermore, the statute creates a mechanism for you to respond to unforeseen prob- 
lems that may arise once covered entities begin to implement this regulation. 

We understand that various members of the health care industry are urging you 
to delay implementation of this rule. A decision to delay the implementation of this 
rule would violate the integrity of the rulemaking process and is unjustified on the 
merits. Americans have already waited too long for federal rules to protect the pri- 
vacy of their medical records•People's health care is at stake•we urge you to ad- 
here to the legally mandated timeline. 

Respectfully, 
AIDS Action, American Association for Marriage and Family Therapy, American 

Civil Liberties Union, American Counseling Association, American Federation of 
State, County and Municipal Employees, American Nurses Association, The Arc of 
the United States, Bazelon Center for Mental Health Law, Center for Reproductive 
Law and Policy, Center for Women Policy Studies, Citizen Action of New York, Con- 
sortium for Citizens with Disabilities Health Task Force, Consortium for Citizens 
with Disabilities Rights Task Force, Consumer Action, Cystinosis Foundation, Fami- 
lies USA, Family Violence Prevention Fund, Federation of Families for Children's 
Mental Health, Gay Men's Health Crisis, Genetic Alliance, Hadassah, Health Pri- 
vacy Project, Housing Works, Human Rights Campaign, National Alliance for the 
Mentally III, National Association of Developmental Disabilities Councils, National 
Association of People with AIDS, National Consumers League, National Health Law 
Program, Inc., National Minority AIDS Council, National Multiple Sclerosis Society, 
National Organization for Rare Disorders, National Partnership for Women & Fami- 
lies, National Therapeutic Recreation Society, New Yorkers for Accessible Health 
Coverage, Project Inform, San Francisco AIDS Foundation, and Title II Community 
AIDS National Network 

Ms. GOLDMAN. Thank you, Mr. Chairman. 
The four major changes that we would like to see are divided 

into two areas. One is those changes that HHS has the legal au- 
thority to pursue because it is part of the mandate from HIPAA, 
that is, areas where they have legal authority to actually affect the 
regulation. The other two are areas where only the Congress can 
act. The two areas where we think both the administration and the 
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Congress can act are in the law enforcement area, to tighten those 
provisions so that a neutral magistrate should always be looking at 
whatever legal process issued, and it cannot just issue out of a law 
enforcement office. We also think that the marketing and fund 
raising provisions should be tightened. I know there is a lot of dis- 
cussion about that as well. 

We are not suggesting an absolute bar to disclosure in use of in- 
formation. We just think that people should be able to say up front 
if they want to receive a marketing letter, if they want to receive 
fund raising material. They should be able to say, "Please give that 
to me," or "I do not opt out of receiving that material." That is the 
tightening that we are looking for here. 

In the areas that we think Congress needs to address, there are 
two. One is to create a private right of action to make this really 
enforceable by individuals and to look at the scope of the regulation 
so that the issue of liability, the issue of having only the covered 
entities really responsible for overseeing this rule, is more fairly 
apportioned in that there are other groups that do directly collect 
and use information•employers, for instance, pharmaceutical com- 
panies, life insurers•who should, I think, be more directly regu- 
lated to make this a fair rule. 

In conclusion, Americans should be proud of what Congress set 
in motion with HIPAA. Now, we should all turn our focus and our 
resources to implementation. Efforts to weaken or withdraw the 
new law are, we believe, an hysterical reaction to the new regula- 
tion. It is no matter to some of these groups that it is nearly a dec- 
ade in the making•Congress has been looking at this issue for 
over a decade. There have been many bipartisan proposals out of 
this committee, many of which are similar to what we see in the 
regulations, and the law is the product of a formal and exhaustive 
rulemaking process. 

The American people deserve more from their health care insti- 
tutions. Protecting privacy is a fundamental patient right that is 
central to improving care and breaking down barriers to access to 
care. Instead of focusing on delay, we urge Congress to move ahead 
to finish the job that you started on HIPAA. 

As many of you know, we have seen astounding breakthroughs 
in genetics and in Internet-based health care which cannot go for- 
ward without the full trust and confidence of the American people, 
and assurances that their privacy will be first, that privacy protec- 
tions will go hand-in-hand. The administrative simplification regu- 
lations are actually part of all of this•privacy; the transaction 
standards were intended by this committee and by Congress to be 
implemented together. That is why, when you hear about ultimate 
cost savings, it is because there was the intention that they should 
be implemented at the same time so that we have the privacy pro- 
tections as we are creating electronic health information systems. 

I very much appreciate the chance to be here today, and I look 
forward to any questions that you might have. 

The CHAIRMAN. Thank you. 
[The prepared statement of Ms. Goldman follows:] 
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PREPARED STATEMENT OF JANLORI GOLDMAN 

Members of the Senate Committee on Health, Education, Labor, and Pensions: As 
the Director of the Health Privacy Project at Georgetown University's Institute for 
Health Care Research and Policy, I very much appreciate the invitation to testify 
before you today on the final medical privacy regulations. 

OVERVIEW OF HPP 

The Health Privacy Project's mission is to press for strong, workable privacy pro- 
tections in the health care arena, with the goal of promoting increased access to care 
and improved quality of care. The Project conducts research and analysis on a wide 
range of health privacy issues. Recent Project publications include: Best Principles 
for Health Privacy, (1999) which reflects the common ground achieved by a working 
group of diverse health care stakeholders; The State of Health Privacy, (1999) the 
only comprehensive compilation of state health privacy statutes; Confidentiality and 
Research, (2000) commissioned by the National Bioethics Advisory Commission; Pri- 
vacy and Health Websites, which found that the privacy policies and practices of 
19 out of 21 sites were inadequate and misleading; and "Virtually Exposed: Privacy 
and E-Health," 2000, published in Health Affairs. 

In addition, the Project staffs the Consumer Coalition for Health Privacy, com- 
prised of over 100 of the major disability rights, disease, labor, and consumer advo- 
cates, as well as health care provider groups. The Coalition's Steering Committee 
includes AARP, American Nurses Association, Bazelon Center for Mental Health 
Law, National Association of People with AIDS, Genetic Alliance, Multiple Sclerosis 
Society, and National Partnership for Women and Families. 

THE GENESIS OF THE REGULATIONS 

The new federal health privacy regulations are a major victory for all health care 
consumers. Each one of us will benefit from these rules in some way. The rules rep- 
resent a significant and decisive step towards restoring public trust in our nation's 
health care system. Not only is it the most sweeping privacy law in U.S. history, 
it begins to fill a most troubling vacuum in federal law. The regulation sets in place 
a sorely-needed framework and a baseline on which to build. Much of the regula- 
tion's unfinished business is due to the legal constraints imposed on the Department 
of Health and Human Services by Congress in its delegation of authority in HIPAA. 
At this juncture, it is imperative that Congress act to plug the gaps and strengthen 
the weaknesses in the rule. 

In fact, it was the Congress that imposed on HHS the legal duty to issue health 
privacy regulations. In the 1996 Health Insurance Portability and Accountability 
Act, Congress imposed a deadline on itself to enact a comprehensive health privacy 
law within three years. Failure to meet the deadline triggered the requirement for 
HHS to promulgate rules in this area by 2000. Many bills were introduced, includ- 
ing by many members of this Committee. Some were bi-partisan, others were not. 
Some were favored by consumer advocates, others by health plans. Numerous hear- 
ings were held in both the House and this Committee, but not a single bill saw a 
mark-up. Achieving consensus on health privacy rules is not a simple task. 

Pursuant to its mandate, HHS issued draft regulations in November 1999. In re- 
sponse to requests from industry representatives and consumer advocates, the De- 
partment extended the formal comment period to allow sufficient time to respond 
to the proposal. Of the 52,000 comments eventually submitted, more than half came 
from consumers and their representatives. The final regulation incorporates a num- 
ber of the key changes sought by consumer groups, as well as many of the changes 
urges by health care providers, health plans, clearing houses, researchers, and oth- 
ers operating in the health care arena. It appears HHS was striving to craft a 
strong and workable privacy law. 

It is important to note here that the privacy rule is one of three regulations man- 
dated in the section of HIPAA known as "Administrative Simplification." The other 
rules address establishing uniform transaction standards for health care, and secu- 
rity rules to safeguard the data. Congress intended this package of regulations to 
be implemented together so that as information systems and practices are standard- 
ized, so too will privacy and security measures be built-in. The policy goal was to 
assure the public that as their most sensitive personal information was being com- 
puterized and adapted to be shared instantly and cheaply, enforceable privacy rules 
were being implemented up-front. 



PRIVACY IS CENTRAL VALUE IN HEALTH CARE 

In HIPAA's privacy mandate, Congress recognized that American's are increas- 
ingly concerned about the loss of privacy in every-day life, and especially for their 
health information. The lack of privacy has led people to withdraw from full partici- 
pation in their own health care because they are afraid their most sensitive health 
records will fall into the wrong hands, and lead to discrimination, loss of benefits, 
stigma, and unwanted exposure. One out of every six people engages in some form 
of privacy-protective behavior to shield themselves from the misuse of their health 
information, including withholding information, providing inaccurate information, 
doctor-hopping to avoid a consolidated medical record, paying out of pocket for care 
that is covered by insurance, and•in the worst cases•avoiding care altogether. 
(Survey conducted by Princeton Survey Research Associates for the California 
Health Care Association, 1999) 

Unfortunately, peoples' fears are warranted. Medical privacy breaches are re- 
ported with increasing frequency by the media. To highlight a few•Terri Seargent 
was fired from her job after her employer learned that she had been diagnosed with 
a genetic disorder that would require expensive treatment. Terri was a valued em- 
ployee who received a positive review and a raise just before her discharge from the 
company. A recent EEOC investigation determined that the employer fired Terri be- 
cause of her disability. 

A few months ago, a hacker downloaded medical records, health information, and 
social security numbers on more than 5,000 patients at the University of Washing- 
ton Medical Center. The University conceded that its privacy and security safe- 
guards were not adequate. 

Annette W. and her husband were involved in a difficult and contentious divorce. 
In the midst of their separation, Annette instructed her pharmacy not to disclose 
any of her medical information to her estranged husband. Just one day later, the 
pharmacist gave Annette's husband a list of all her prescription drugs. Armed with 
this information, her husband embarked on a campaign to label her a drug user. 
He sent information to friends and family, to the Department of Motor Vehicles, and 
threatened to have her children taken away. 

Years ago, Ben Walker and his wife came to Congress and to this Committee to 
tell their story. Ben had worked for the FBI for 30 years, but was forced into early 
retirement after his employer learned that he had sought mental health treatment. 
The FBI got hold of Ben's prescription drug records when the Bureau was inves- 
tigating his therapist for fraud. In turn, the FBI targeted Ben as an unfit employee 
and stripped him of many of his duties, even though he was later found fit for em- 
ployment. Ben and his wife testified that he would never have sought treatment had 
he believed his medical records would be used against him. 

In the absence of a federal health privacy law such as the one we have now, these 
people suffered job loss, loss of dignity, discrimination, and stigma. And had they 
acted on their fears and withdrawn from full participation in their own care•as 
nearly 20% of people do•they would have put themselves at risk for undiagnosed 
and untreated conditions. In the absence of a law, people have faced the untenable 
choice of shielding themselves from unwanted exposure, or sharing openly with their 
health care providers. 

SUMMARY OF REGULATIONS 

Key provisions of the health privacy regulation are highlighted below. Attached 
to this statement is a more detailed, comprehensive summary of the rule. 

Scope: The regulation applies all health care providers, health plans, and clearing 
houses (entities that process and transmit claims data) that transmit health infor- 
mation in electronic form, and covers identifiable health information in electronic 
and paper records, as well as oral communications. Due to the constraints imposed 
by HIPAA, the law does not directly cover employers, life insurers, pharmaceutical 
companies, and others. Instead, the rule establishes a chain of trust requirement, 
binding entities that receive identifiable health information from a covered entity 
to a contractual arrangement 

Access: People have the right to see and copy their own medical records. Most 
states do not currently grant people such broad access. 

Limits on Disclosure: The regulation restricts access to and disclosure of health 
information. Of particular importance to patients and providers, health care provid- 
ers must obtain patient consent for disclosures relating to treatment, payment and 
health care operations. However, we believe the sections on marketing and fund- 
raising are fundamentally flawed in allowing "one free pass" before first giving peo- 
ple the chance to opt-out of receiving such communications. 
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Employers: Employers are barred from receiving "protected health information'' 
except for specific functions related to providing and paying for health care. Employ- 
ers must establish a firewall between the health care division and employees who 
make decisions about employment. The rules are a powerful new tool to stop work- 
place discrimination. However, due to constraints imposed by HIPAA, employers 
that collect health information directly from employees (and not in their capacity 
as providers, plans or clearing houses) fall outside the scope of the privacy rule, 
cause the regulation can not directly cover employers. This gap should be closed. 

Law Enforcement: Health care providers and plans are prohibited from releasing 
patient data to federal, state, or local law enforcement without some form of legal 
process, including a warrant, court order or administrative subpoena. But the legal 
process requirements should be strengthened to require a higher Fourth- Amend- 
ment standard and review by a neutral magistrate. 

Research: All research, whether publicly or privately funded, must be overseen by 
either an Institutional Review Board (IRB) or Privacy Board if the researcher seeks 
a waiver of informed consent. 

Penalties: Health care providers, health plans, and clearing houses are subject to 
civil and criminal penalties (up to $250,000/year and 10 years in jail) for violating 
the law. The Office of Civil Rights at HHS is charged with overseeing the law and 
imposing penalties where appropriate. But, HIPAA constrained the Secretary from 
including a private right of action for individuals to sue for violations of the law. 
Congress should act to give people the ability to seek redress directly if their rights 
are violated 

Preemption: As required in HIPAA, the federal regulation does not preempt or 
override stronger state law. Instead, the rules establish a baseline of protections, 
above which the states may go to better protect their citizens. A 1999 report issued 
by the Health Privacy Project demonstrated that such a baseline is sorely needed. 

Cost: Government estimates that the cost associated with implementing the pri- 
vacy regulation (approximately $17 billion over 5 years) will be greatly offset by the 
cost savings associated with implementing HIPAA's transaction standards (approxi- 
mately $29 billion saved over 5 years). Again, if implemented together as con- 
templated by Congress, consumers will benefit, health care organizations will bene- 
fit, and the health of our communities will benefit. 

CONCLUSION 

In conclusion, Americans should be proud by what Congress set in motion with 
HIPAA. Health care providers, plans, and clearing houses should focus their re- 
sources in the coming years on implementing the HIPAA regulations, thereby im- 
proving health care quality and access, while also protecting privacy. At the same 
time, we urge this Congress to: 

1. broaden HIPAA's scope to directly cover other entities that collect and use per- 
sonal health information; 

2. require consumer consent before medical information can be used for marketing 
and fund-raising; 

3. strengthen the limits on law enforcement access to medical records; and 
4. equip people with the right to go to court if their privacy is violated under the 

law. 
We look forward to continued progress on health privacy. Our health care system 

has changed dramatically in the last few years, bringing with it both promise and 
perils. We have mapped the human genome, but people are afraid to get tested. The 
Internet can deliver cutting edge research and health care services, but people are 
unwilling to trust their most sensitive information in cyberspace. We will never fully 
reap the benefits of these astounding breakthroughs until privacy is woven into the 
fabric of our nation's health care system. 

The CHAIRMAN. MS. Greenman, please proceed. 
Ms. GREENMAN. Good morning, Mr. Chairman, and thank you for 

this opportunity to testify. 
As you know, I am Jane Greenman, deputy general counsel for 

human resources with Honeywell, and I am here today represent- 
ing the American Benefits Council, a trade association representing 
principally Fortune 500 companies. 

Collectively, our Council's members sponsor directly or provide 
services to employee benefit plans that cover more than 100 million 
Americans. The new HHS privacy rules are sweeping in their scope 
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and will present many significant implementation challenges. We 
sincerely appreciate your leadership and your continuing efforts to 
develop a workable and effective framework for national safeguards 
in this area. 

Overall, we share the objectives which these regulations aim to 
achieve, and we agree that an individual's privacy concerning medi- 
cal records and other personal health information should be re- 
spected and protected. But we believe that there is significant op- 
portunity for improvement in these rules and that they should be 
re-proposed to allow for public comment on many of the changes 
that were made between the proposed rules and the final rules. 

Specifically, Mr. Chairman, we recommend that this committee 
direct the new Secretary of HHS to seek additional public comment 
as to how the regulations could be simplified, clarified, and made 
less burdensome; to report to Congress on his findings and rec- 
ommendations and to propose appropriate actions, including, per- 
haps, seeking additional legislative authority, and certainly the 
issuance of a re-proposed regulation. 

During this time of review, in order to avoid unnecessary confu- 
sion and expense, we would urge that the current regulations be 
withdrawn or suspended. 

Just to briefly summarize some of the key issues that arise under 
these regulations for employers, the American Benefits Council be- 
lieves that Federal privacy rules should establish a true national 
uniform standard. Large employers like Honeywell find uniformity 
to be critical to meeting our commitment to the equitable treat- 
ment of employees, regardless of where they live or work or obtain 
their health care services. 

We recognize that HHS is limited in its ability to create uniform 
national privacy standards, but we also believe that it is not realis- 
tic or desirable to place the burden on each regulated entity to try 
to sort out whether Federal or State standards apply. 

Accordingly, we would urge Congress to direct the Department to 
publish its determination of which existing laws and regulations 
would not be preempted before employers and others have to com- 
ply with State standards. We believe that it is the Department's 
continuing responsibility to review State laws and publish notices 
about their effect relative to the Federal rules. 

It is noteworthy in this regard that HHS decided not to issue ad- 
visory opinions or to issue opinions as to whether a given State law 
applies because of what they characterized as the burden of under- 
taking such an exercise and the uncertainty as to whether courts 
would honor their determinations. Imagine if it is too burdensome 
for HHS how burdensome it would be for individual employers. 

There should also be a "safe harbor" until a Federal determina- 
tion is made for many enforcement actions or penalties if organiza- 
tions are either in compliance or are making a good faith effort to 
comply with a new State requirement. 

The consent and authorization provisions in the HHS rules raise 
serious procedural and substantive issues. During the proposed 
rule stage, the Department had adopted the concept that prior indi- 
vidual approval was not necessary and indeed not permitted as 
long as the information was used for specified purposes, such as 
payment, treatment, and health care operations. In the final rule, 
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the Department retreated from its original position and has now 
required health care providers to obtain individual consent forms. 

We believe that the public comment process would have aired 
many of the costs and disadvantages of this new rule and enabled 
the more balanced rule to be developed. 

The regulations also adopt an ambiguous standard that covered 
entities may not use or disclose more than the minimum amount 
of information necessary for a particular purpose. However, they do 
not define "minimum necessity," what would constitute "minimum 
necessary" information, or provide any guidance as to how an em- 
ployer or another covered entity would determine minimum neces- 
sity. 

We would recommend that instead of "minimum necessary" or 
"minimum necessity" as the operative standard, a "rule of reason" 
standard based on a prudent professional's determination of the in- 
formation needed to accomplish an intended purpose be sub- 
stituted. 

Again, the final rule imposes entirely new obligations on the 
sponsors of group health plans that are difficult to interpret and, 
we believe, may not achieve their intended purpose. For example, 
they fail to adequately address the administrative realities of many 
large employers who have self-insured plans. They call for ade- 
quate separate between the group health plan employees and other 
employees of a plan sponsor. This fire wall concept is simply not 
feasible in many instances, and this problem is more acute for 
small employers, where the individual employee may wear many 
hats within the company. 

Let me conclude by expressing my support for the basic prin- 
ciples set forth in the regulations. But I would urge the Depart- 
ment to issue regulations that provide national uniformity, simple, 
clearly understandable processes and procedures and, in operation, 
provide model notices and forms that will avoid abuse or misuse of 
information but will not add burdens and bureaucracy to health 
care delivery and administration. 

I thank you, Mr. Chairman, and members of the committee for 
the opportunity to share our views with you. 

The CHAIRMAN. Thank you, Ms. Greenman. 
[The prepared statement of Ms. Greenman follows:] 

PREPARED STATEMENT OF JANE F. GREENMAN 

Good morning, and thank you, Mr. Chairman, for the opportunity to appear today 
to present our views on the new regulations by the Department of Health and 
Human Services (HHS) on the privacy of health care information. I am Jane F. 
Greenman, and I am the Deputy General Counsel for Human Resources with Hon- 
eywell. I am here today representing the American Benefits Council where Honey- 
well serves on the Board of Directors. The American Benefits Council is a trade as- 
sociation representing principally Fortune 500 companies and other organizations 
that assist employers of ail sizes in providing health care, retirement and other ben- 
efits to employees. Collectively, the Council's members either directly sponsor or 
provide services to employee benefit plans that cover more than 100 million Ameri- 
cans. 

I also want to thank you, Mr. Chairman, for these timely hearings on this impor- 
tant issue. The new HHS privacy rules are sweeping in their scope and will present 
many significant implementation challenges. Before employers and other organiza- 
tions begin to take the next steps to comply with these highly detailed new rules, 
there will be keen interest in the response this Committee has to the HHS stand- 
ards. We sincerely appreciate your leadership in setting the direction for federal 
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health information privacy standards and your continuing efforts to develop a work- 
able and effective framework for national safeguards in this area. 

RECOMMENDED ACTION BY CONGRESS 

Overall, we share the objectives these regulations aim to achieve. We agree that 
an individual's privacy concerning their medical records and other personal health 
information should be both respected and protected. However, as I will discuss in 
the remainder of my statement, we believe that there is opportunity for significant 
improvement in the privacy rules issued during the final days of the previous Ad- 
ministration. Now is the time, in our opinion, for the new Administration to exam- 
ine these regulations to see how they might be clarified and simplified before these 
requirements begin to be put in place. 

Specifically, we recommend, Mr. Chairman, that this Committee direct the new 
Secretary of Health and Human Services to: 

1. Seek additional public comment on how the regulations could be simplified, 
clarified or made less burdensome, 

2. Report to Congress on his findings and recommendations on what modifications 
should be made to the privacy standards issued by the former Administration in De- 
cember 2000, and 

3. Propose appropriate actions•including any additional legislative authority and/ 
or the issuance of a revised regulation - to achieve the Secretary's recommended im- 
provements. 

During the time of this review, we would also urge the current regulations be 
withdrawn or suspended so it is clear that implementation actions should await the 
Secretary's review. 

SUMMARY OF KEY ISSUES FOR EMPLOYERS 

We believe more work is needed to strike the appropriate balance between the de- 
sire for firm safeguards for individual privacy and the need for clear, workable 
standards that can be implemented consistently and efficiently in our complex 
health care system. We are now at the very beginning of the far-reaching compli- 
ance process affecting•at a minimum•every nospital, health care professional, 
health insurer, pharmaceutical company and most of the nations employers. It 
would be a major achievement to successfully implement these rules in even one of 
these important sectors. But we are equally certain successful compliance with these 
regulations throughout our health care system is not possible given the rules' cur- 
rent complexity and ambiguity. 

In the remainder of my statement, I highlight four of our major concerns with the 
HHS privacy rules where we believe improvements should be made. 

First, we recommend strongly that federal privacy rules should establish a true 
nationally uniform standard as the only way to achieve clearly understood, workable 
requirements and a single enforcement scheme. Second, the consent and authoriza- 
tion provisions in the HHS rules raise serious procedural and substantive problems 
because they were not subject to prior public comment where corrections could have 
been made and because they could actually result in harming patients in their 
present form. Third, the regulations would allow only "minimally necessary" infor- 
mation to be obtained for any particular purpose, an ambiguous standard that the 
rules nonetheless assume can be implemented as if there were a clear bright line 
basis to determine minimal necessity. Finally, the rules place new requirements on 
employers as plan sponsors that are both difficult to understand and, in many cases, 
could not possibly achieve the desired objective of limiting the use and disclosure 
of health information for group health plan purposes. 

This Committee should be aware that although the rules are well-intended, they 
create burdensome requirements that will frustrate the effective, timely and cost ef- 
fective delivery of health services. Protection of privacy rights can certainly be 
achieved with far less invasive and bureaucratic standards. 

THE IMPORTANCE OF UNIFORM NATIONAL STANDARDS 

The American Benefits Council has consistently supported the establishment of 
uniform national standards as the only way to achieve workable, understandable 
protections for health information and a single enforcement scheme. Indeed, the 
most compelling case for a nationally uniform standard is presented by the fact that 
information in today's technology•driven health care field is transmitted with a 
single click, without regard to any state boundaries. The multiplicity of individual 
state privacy laws, however well-intentioned, lead in the aggregate to an unneces- 
sarily complex regulatory scheme creating confusion for both regulated entities and 
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consumers alike. Uniformity can enable real strides to educate consumers about 
their rights, allow organizations to replicate proven effective practices, and permit 
dear and consistent interpretation of the inevitable regulatory "gray areas" that are 
sure to arise as the new standards begin to be implemented. 

For large employers such as Honeywell, uniformity in an area such as health in- 
formation privacy is critical to meet our commitment to the equitable treatment of 
our employees regardless of the state where they may live, work or obtain their 
health care services. We also try to constantly improve our health plan administra- 
tion to benefit our employees and their dependents and to achieve greater economies 
of scale. Attempts to comply with inconsistent state privacy standards will increase 
employers' compliance burdens, frustrate their ability to set consistent corporate pri- 
vacy protection policies, and limit their ability to communicate effectively to their 
employees and business partners about their practices. 

We recognize the statutory authority provided by Congress as part of the Health 
Insurance Portability and Accountability Act (HIPAA) limited the ability of HHS to 
achieve nationally uniform privacy standards. However, we also believe it is not re- 
alistic or desirable to place the burden on each regulated organization•or each indi- 
vidual whom the regulations seek to protect•to sort out whether federal or state 
standards apply in particular circumstances. Not only is this process going to be an 
arduous and expensive task, it is also certain to lead to inconsistent interpretations 
and expensive litigation over differing interpretations of the limits of overlapping 
federal and state requirements. No company has the resources to get this job done 
right; assurance of being in compliance with these rules would be impossible even 
for the most conscientious companies. 

We continue to strongly favor a uniform federal framework for health information 
privacy standards and we recognize that to achieve that objective, further legislative 
action by Congress is needed. However, if supplemental state standards are allowed 
to continue, we would urge Congress to direct HHS to first publish in the Federal 
Register its determination of which existing state laws and regulations would not 
be preempted by the federal rules before employers and others would have to com- 
ply with any state standards. It is simply unreasonable to expect every company 
and organization subject to these rules to take on this expense and burden and it 
is the only way to achieve any level of consistency and certainty under the current 
preemption standard. We also believe it should be the Department's continuing re- 
sponsibility•not the public's•to review future amendments and additions to state 
laws and publish a notice after they have determined the effect, if any, of the new 
state requirement relative to the federal rules. Finally, there should be a clear safe 
harbor from enforcement actions or penalties if organizations are either in compli- 
ance with the federal regulations or are making good faith efforts to comply with 
a new state requirement until a federal determination is made. 

The Department could carry out its responsibilities to review existing and future 
State privacy laws in a number of ways. For example, HHS could contract directly 
with legal experts who are familiar with state privacy laws or the Department could 
form a public advisory group to provide on-going review and advice on state stand- 
ards as this field of law continues to evolve. Whatever course the Department might 
choose, it would be important the Department's findings on State laws be published 
in the Federal Register on a predictable basis, perhaps annually, and organizations 
be given a reasonable period of time to comply with the new requirements. 

We also have significant concerns that the lack of a nationally uniform privacy 
scheme means that employers and others will face the prospect of uncertain enforce- 
ment actions and unpredictable financial damage awards under individual state 
laws. Even without a direct or implied right to bring a lawsuit under the federal 
rules, individuals could still bring lawsuits under individual state laws, as the dis- 
cussion in the preamble of the regulation makes clear. The inevitable result will be 
increased litigation•or at the very least the increased risk of litigation•adding to 
health care premiums and leading to more contentious relationships with the many 
business partners that employers rely on to help administer the health plan choices 
offered to their employees. 

Employers should have a single, uniform framework where the penalties for com- 
pliance failures are clearly understood and where appropriate limits are placed on 
amounts that may be recovered. The civii and criminal penalties in HIPAA would 
unquestionably serve as a meaningful deterrent for violations of 

the privacy provisions. In our view, the Secretary of HHS should also be asked 
to examine the appropriateness of establishing a nationally uniform basis penalty 
scheme rather than exposing regulated entities to penalties under both federal and 
state laws. 
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THE CONSENT AND AUTHORIZATION PROCESS 

The final privacy rules contain entirely new consent and authorization procedures 
that were not anticipated or proposed by HHS in the public comment stage for these 
regulations and could result in harm to individuals needing health care services. 
During the proposed rule stage, the Department had adopted the concept that prior 
individual approval was not necessary•and, indeed, was not permitted•as long as 
the information was used for certain specified purposes such as payment, treatment 
and health care operations. In the final rule, the Department retreated from its 
original position and has now required health care providers to obtain individual 
consent forms when a patient first seeks health care services. 

We believe the required public comment process was circumvented by the entirely 
new and significant requirements added at the final rule stage. As a result, those 
who will be affected by the consent process standards had no opportunity to provide 
their views on the new procedures before they were finalized or to suggest improve- 
ments that clearly are needed. 

We believe the new consent process in the final rule is likely to create significant 
complications and confusion. For example, individuals must be notified that they 
have the right to request restrictions in how their protected health information is 
used or disclosed for the purposes of payment, treatment and health care operations. 
Before these intended restrictions would become effective, the regulations provide 
for covered entities to agree to the limitation. 

However, this process for reaching agreement on restricted consent forms can 
itself cause operational problems since each individual case will require a deter- 
mination to be made as to whether the restrictions would impede access to needed 
information. 

The regulations also require that individually-identifiable information may not be 
used or disclosed by health care providers without first obtaining an individual con- 
sent form from each patient This is the aspect of the regulation that could, in fact, 
lead to actual harm to individuals seeking health care. What will happen to individ- 
uals seeking medical care or services in those unavoidable instances where no con- 
sent form has been obtained? In the absence of a signed consent form, the timely 
provision of such services could be significantly impeded. The likely disruptive effect 
of the mandatory consent form is inevitable unless this provision is revised before 
the compliance date occurs. 

Clearly, many of these concerns with the consent process might have been ad- 
dressed if the new scheme developed by the Department had been subject to public 
scrutiny in the proposed rule stage. Unfortunately, the procedures contained in the 
final rules are not only more complicated than necessary, but may also cause harm 
to those they are intended to protect. 

THE "MINIMUM NECESSARY" STANDARD 

The final rules adopt an ambiguous standard that covered entities may not use 
or disclose more than the minimum amount of information necessary for a particu- 
lar purpose. The "minimum necessary" standard also must be applied when requests 
for health information are made from other sources as well as for setting policies 
and procedures to limit the amount of information disclosed or requested "on a rou- 
tine or recurring basis." The rules assume, however, that this standard can and will 
be applied on a "bright line" basis; i.e., that those who receive protected health in- 
formation should be able to make clear determinations about their "minimally nec- 
essary" information needs. 

The regulation does not define "minimum necessary" or provide specific guidance 
on how to determine what information is the minimum necessary for a particular 
purpose. Despite this ambiguity, the rule imposes a duty on regulated entities to 
audit all their operations to determine, in advance of the compliance date, what in- 
formation is minimally required by particular types of employees who are perform- 
ing different duties with different information needs and to establish information ac- 
cess policies appropriate in each case. 

The lack of clarity of the "minimum necessary" standard poses an immediate 
problem since the determination of what is "minimally necessary" will vary for a 
very wide range of different situations and will be interpreted differently in each 
case. Those who are not familiar with the information needs of a health care plan 
for particular purposes, for example, could easily have a much more narrow view 
of what is minimally needed than those responsible for making proper decisions on 
claims or for coordinating needed medical services. 

Health care providers are the only ones who are exempt from the minimum nec- 
essary standard and then only when health information is being used for treatment 
purposes. We would recommend a "rule of reason" standard be authorized by the 
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regulation in applying the minimum necessary standard outside of the areas of 
health care treatment. Specifically, we would recommend that the minimum nec- 
essary rule be based on a prudent professional's determination of the information 
needed to accomplish an intended purpose. The rule of reason standard should also 
eliminate the need for advance determinations of the specific information needs of 
different categories of employees and provide more flexibility in future determina- 
tions about what 

information is needed to continue to perform critical payment and health care op- 
erations functions. 

NEW OBLIGATIONS ON PLAN SPONSORS 

For employers, the final rule imposes entirely new obligations on the sponsors of 
group health plans that are difficult to interpret and, in many cases, may not 
achieve their intended purpose. Protecting employees from inadvertent or unwar- 
ranted disclosure of protected health information to anyone not involved in the ad- 
ministration of a health benefit plan is challenging because some employees wear 
several hats within the same organization. 

In the case of a self-insured employer sponsored plan, the final rules appear to 
reverse the normal relationship between a group health plan and a plan sponsor. 
For an employer sponsoring a self-insured health plan, the legal entity known as 
the "group health plan" may consist entirely of legal documents describing payment 
arrangements and other details. The plan is not a defined organization (like an in- 
surance company or HMO) or even an identifiable group of employees. The regula- 
tion contains nine specific conditions that the "group health plan" must require the 
"plan sponsor" to meet to ensure that the sponsor meets its obligations under the 
federal privacy rules. Since the group health plan is a legal creation of the plan 
sponsor, the conditions called for in the regulations would not be between two dif- 
ferent parties, but would amount to requiring an employer to enter into an agree- 
ment with itself. This requirement hardly seems necessary since the regulations al- 
ready preclude the use or disclosure of protected health information by a group 
health plan other than for the purposes of payment, treatment or health care oper- 
ations unless an individual provides specific authorization for a uses beyond these 
areas. 

The regulations also call for "adequate separation" between the group health plan 
employees with access to health information and other employees of the plan spon- 
sor with no similar needs for health information. This "firewall" concept between 
plan sponsors and their group health plans is simply not possible to achieve in 
many cases, as the discussion in the preamble of the regulation acknowledges. The 
problem is most acute for smaller employers, where any information provided to the 
plan sponsor may be given to an individual who wears many hats within the com- 
pany, only one of which may be related to health benefits responsibilities. For all 
practical purposes, it may not be either possible or desirable in these situations to 
share personal health information in these cases without it also being released to 
individuals with broader duties. 

Even for larger employers, the attempt to segregate the employer's group health 
plan from its role as the plan sponsor will pose challenges since the regulations re- 
quire plan documents to be revised after new parameters for the permitted uses and 
disclosures of health information have been established. The more active the em- 
ployer is in the management of any of the functions of its group health plan, the 
more extensive the revisions that would be necessary in its operations, documents 
and its policies and procedures. 

CONCLUSION 

Again, I want to thank you, Mr. Chairman and members of this Committee, for 
the opportunity today to share our views with you. We look forward to working with 
you and your colleagues in taking the next needed steps on the HHS health care 
information privacy regulations. We remain confident that sensible improvements 
can be made to this regulation and hope to be of continued assistance as you exam- 
ine this issue further. 

The CHAIRMAN. Mr. Houston. 
Mr. HOUSTON. Thank you, Mr. Chairman. 
I am pleased to testify today on behalf of AHA's membership of 

nearly 5,000 hospitals, health systems, networks, and other provid- 
ers of care. 
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UPMC, which is affiliated with the University of Pittsburgh 
School of Health Sciences, serves 29 counties in Western Pennsyl- 
vania and is one of the largest not-for-profit integrated health care 
delivery systems in the United States. We employ more than 
25,000 people, and we are comprised of 16 owned and 10 affiliated 
hospitals. UPMC is also the leader in the development and use of 
electronic health care technology and systems. 

I believe that I bring a significant amount of practical hospital 
operations experience here today. 

I would like to make it clear that AHA has long supported the 
development of uniform national privacy standards. The need for 
such standards has become more pressing in recent years as infor- 
mation is increasingly shared electronically and as the delivery of 
health care has become increasingly integrated. 

We appreciate this opportunity to present our views on HHS' 
final medical privacy rule. 

Recently, the AHA sent a letter to Secretary Thompson, asking 
him to reopen the final rule implementing HIPAA's privacy re- 
quirements. We did so not because America's hospitals are recal- 
citrant on privacy, but because we believe that a better privacy 
rule would benefit patients and providers alike. 

HHS' final rule on privacy will have a major impact on the day- 
to-day functioning of our Nation's hospitals. Providers will be re- 
quired to make sweeping changes throughout their organizations 
and invest substantial resources in order to comply with this com- 
plex and pervasive regulatory scheme. 

At UPMC, there are a variety of things that we believe we will 
have to do. We will be required to create entirely new departments 
to coordinate consents, authorizations, disclosures, and to evaluate 
and coordinate the requested changes to a patient's medical 
records. 

We will need to make significant changes to policies, procedures, 
and processes, many of which will impose significant new require- 
ments on staff who directly deliver care. 

We will need to staff a HIPAA compliance office. 
We will need to develop new information systems to track holis- 

tically consent authorizations and disclosures. 
We are going to need to be able to modify many existing informa- 

tion systems, and in the case of the health system, we probably 
have on the order of 250 separate systems that we use to deliver 
care. We will need to modify them to ensure that access and disclo- 
sures are appropriate and to track all of the amendments and cor- 
rections and notations that might be requested. 

We will need to evaluate and reopen many of our business con- 
tracts. 

I agree that in all cases, we do put confidentiality provisions 
within our agreements, but each one needs to be scrutinized, and 
each one needs to be looked at in terms of the nature of the infor- 
mation that needs to be disclosed and the purpose of the vendor's 
need for information. 

As you can imagine, this represents a significant amount of in- 
vestment of time and resources, and this is time and resources 
that, frankly, I believe can be better spent on direct patient care. 



48 

HHS estimated that the 10-year cost would be about $17.6 bil- 
lion, and that is for hospitals, insurers, clearing houses and phar- 
macies. I can tell you that I believe, and based upon our own inter- 
nal estimates in the AHA, this figure seriously underestimates the 
cost of implementing and complying with the privacy rule. 

An AHA-commissioned study, for example, looked at hospital 
costs alone and found that the costs of only three key provisions 
in the proposed rule could be as much as $22.5 billion over 5 years. 
Although some changes were made in the final rule that slightly 
reduced the cost, the fact is that the new rule will be exceedingly 
costly for hospitals and, as was stated earlier, many of these hos- 
pitals are struggling financially. 

In this regard, the privacy rule represents yet another unfunded 
Federal mandate that hospitals must absorb. Because of the fact 
that 50 percent of hospital patients today are Medicaid and Medi- 
care beneficiaries, we believe that Congress should closely examine 
the high cost associated with implementing the privacy rule and 
supply the necessary funds to ensure that the implementation does 
not put hospitals in financial jeopardy. 

While the AHA strongly supports workable Federal medical pri- 
vacy laws, we cannot support yet another unfunded mandate. The 
overwhelming financial impact of the final privacy rule is exacer- 
bated by its overly aggressive implementation schedule. Hospitals 
are expected to be in full compliance with the new privacy rule by 
February 26, 2003. Adherence to that compliance schedule will be 
unattainable for many hospitals given not only the extensive oper- 
ational changes that the rule will require changes to, but also the 
high cost associated with compliance. 

I believe that the adoption of a more reasonable implementation 
schedule is essential. 

Many important provisions contained in the final rule are either 
completely new or dramatically different from what was in the pro- 
posed rule. In some cases, those changes were welcome, such as re- 
lief from restrictions on sharing information with other caregivers 
outside the hospital; however, other aspects of the new rule, includ- 
ing potentially confusing and burdensome consent requirements 
and the inclusion of nonelectronic information and/or communica- 
tions make compliance more complicated and problematic. 

It is essential to fix requirements in the privacy rule that could 
impede patient care or disrupt essential hospital operations. For 
these reasons, Congress should encourage HHS to reopen portions 
of the privacy rule for comment. 

Congress should also act to establish HIPAA as the national 
standard for protecting medical privacy by preempting State law. 
Lack of preemption of State law sets a carrying standard that can 
be problematic, especially for health systems that provide services 
in multiple States. 

In conclusion, Mr. Chairman, America's health systems take very 
seriously the privacy of our patients' personal health information. 
We have a longstanding commitment to safeguard this privacy. But 
we also have a commitment to deliver high-quality health care to 
our patients. 

The AHA looks forward to working with you to ensure that Fed- 
eral standards for protecting patient privacy are appropriate and 
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workable. Additionally, UPMC invites this committee to Western 
Pennsylvania to see first-hand not only our information technology 
division, but to educate you on health care operations. We also offer 
to act as a model to determine what is truly workable. 

Thank you. 
[The prepared statement of Mr. Houston follows:] 

STATEMENT OF THE AMERICAN HOSPITAL ASSOCIATION 

Mr. Chairman, I am John Houston, information systems division director, data se- 
curity officer, and assistant counsel for the UPMC Health System (UPMC). I am 
pleased to testify today on behalf of the American Hospital Association's (AHA) 
membership of nearly 5,000 hospitals, health systems, networks and other providers 
of care. 

UPMC, which is affiliated with the University of Pittsburgh Schools of the Health 
Sciences, serves 29 western Pennsylvania counties and is one of the largest not-for- 
profit integrated health care systems in the United States. UPMC employs more 
than 25,000 people and is the largest non-governmental employer in the region. 
UPMC is comprised of 16 owned and 10 affiliated hospitals, as well as a managed 
care insurance company that serves more than 250,000 members. UPMC also oper- 
ates over two dozen surgery centers and satellites, more than 300 physicians' offices, 
10 long-terra care and independent-living facilities, in-home services, a mail-order 
pharmacy, a regional reference laboratory, rehabilitation and occupational medicine 
services, and international health care initiatives. 

BACKGROUND 

The AHA has long supported the development of uniform national privacy rules. 
The need for national standards has become more pressing in recent years as infor- 
mation is increasingly shared electronically, and as the delivery of health care has 
become increasingly integrated. We appreciate this opportunity to present our views 
on the final medical information privacy rules issued by the Department of Health 
and Human Services (HHS) on December 28, 2000 that implement provisions of the 
Health Insurance Portability and Accountability Act (HIPAA). 

THE PROBLEMS WITH HIPAA AND WHAT CONGRESS CAN DO 

On January 31st, the AHA sent a letter to HHS Secretary Thompson asking him 
to re-open the final rule implementing HIPAA privacy requirements. We did so, not 
because America's hospitals are recalcitrant on privacy, but because we believe a 
betterprivacy rule would benefit patients and providers alike. 

HHS' final rule on medical records privacy will have a major impact on the day- 
to-day functioning of our nation's hospitals. Providers will be required to make sig- 
nificant changes throughout their organizations and invest substantial resources in 
order to comply with this complex and pervasive regulatory scheme. Because nearly 
50 percent of hospitals' patients are Medicare and Medicaid beneficiaries, we believe 
Congress should closely examine the high costs associated with implementing the 
privacy regulation and take the necessary steps to ensure that implementation does 
not put hospitals in financial jeopardy by supplying the necessary funds. While the 
AHA strongly supports workable federal medical privacy laws, we cannot support 
yet another unfunded mandate. 

The overwhelming financial impact of the final privacy rule is exacerbated by its 
overly aggressive implementation schedule. Hospitals are expected to be in full com- 
pliance with the new privacy rule by February 26, 2003•just a little over two years 
from now. Adherence to that compliance schedule will be unattainable for many hos- 
pitals given the extensive changes in overall operations the new privacy rule will 
require and its high cost. Adoption of a more reasonable implementation schedule 
is essential. 

Many important provisions contained in the final rule were either completely new 
or dramatically different from what was in the proposed rule. In some cases, those 
changes were welcome, such as relief from restrictions on sharing information with 
other caregivers. However, other aspects of the new rule, including potentially con- 
fusing and burdensome consent requirements, raise serious concerns. It is essential 
to fix requirements in the privacy rule that could impede patient care or disrupt 
essential hospital operations, and to that end, Congress should encourage HHS to 
re-open portions of the new privacy rule for comment. 

Congress should also act to establish HIPAA as the national standard for protect- 
ing medical privacy by preempting state law. Lack of preemption will create huge 
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and unnecessary burdens for providers without providing patients with significant 
additional safeguards for their medical information. 

HHS' FINAL PRIVACY REGULATIONS 

The final privacy rules issued by HHS addressed some of the concerns raised by 
America's hospitals. Most importantly, the "minimum necessary" standard now ex- 
empts disclosures by providers in one hospital to providers in another hospital for 
treatment activities. That means physicians and nurses will more likely have access 
to the patient information they need to treat patients, particularly in emergency sit- 
uations. In addition, the final rule no longer requires that hospitals directly monitor 
the business practices of every business associate. Finally, hospitals are allowed to 
use patient information for fund raising purposes as long as fund raising is listed 
in a hospital's notice of privacy practices and patients are permitted to opt out of 
receiving those solicitations. 

While we are pleased with these changes, several aspects of the regulation cause 
significant concern, which is why we asked Secretary Thompson to re-open them. 

THE REGULATION'S COST 

The HHS rule requires significant and costly changes to hospitals' current infor- 
mation systems, and in many cases will require that hospitals build or acquire ex- 
pensive new information technology solely to meet HIPAA requirements, including 
tracking disclosures of information. The new rule will also require hospitals to hire 
additional staff, institute additional staff training programs, re-open contracts with 
every business associate (which can number as many as 5,000 for an integrated 
health system), and spend significant resources trying to determine whether they 
must comply with conflicting state laws and, if so, revamping their compliance ef- 
forts. Such sweeping changes are enormously costly and conflict with HIPAA's ex- 
plicit cost-reduction goals. 

For hospitals, the effort and cost of compliance will be significant. This is because 
patient medical information is typically stored in a variety of mediums and at many 
locations. In the absence of an enterprise-wide electronic health information envi- 
ronment, the tracking and coordination of patient medical information for the pur- 
pose of compliance will be difficult. While UPMC is implementing such a state-of- 
the-art health information environment, it is a time-consuming and extremely costly 
undertaking. Most health care providers simply do not have this capability, nor the 
funds necessary to achieve it. In the alternative, should UPMC choose to comply 
through individual compliance plans at each facility, UPMC will be unable to fully 
integrate operations, which is necessary to make substantive advancements in pa- 
tient care and maximize efficiency. 

HHS itself estimated the regulation to have a 10-year cost of $17.6 billion for the 
entire field, including hospitals, insurers, clearing houses and pharmacies. The de- 
partment's final estimate considered all of the rule's provisions except preemption 
of state law. HHS claims that the costs of complying with the privacy regulation 
will be offset over the course of a decade by savings accrued as a result of HIPAA's 
transactions standards. 

We believe that HHS has seriously underestimated the costs of implementing and 
complying with this privacy rule. An AHA-commissioned study, looking at hospital 
costs alone, found that the cost of only three key provisions of the proposed rule 
(minimum necessary, business partners and state law preemption) could be as much 
as $22.5 billion over five years. This estimate depended on whether hospitals could 
comply by simply modifying existing information systems, or if replacement or sig- 
nificant reconfiguration of those systems was required. Although some changes were 
made in the final rule that may slightly reduce the cost, the fact is that the new 
rule will still be exceedingly costly for hospitals, many of which are struggling finan- 
cially. In this regard, the privacy rule represents yet another unfunded federal man- 
date that hospitals must absorb. 

ADMINISTRATIVE REQUIREMENTS 

The final rule is lengthy and prescriptive. HHS specifically requires hospitals to 
provide patients with notice of a hospital's privacy practices, and to obtain their con- 
sent or authorizations. For example, the rule specifies: how patients receive notice 
of their rights; how providers obtain consent from their patients; and when separate 
authorizations from patients are needed and the procedures for documenting such 
authorizations. 

The final rule also imposes a myriad of new administrative duties. For example, 
hospitals must: designate a privacy officer who is responsible for developing and im- 
plementing privacy policies and procedures; provide a process by which patients 
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may inspect, copy and amend their medical records, and receive an accounting of 
disclosures of their medical records; and re-open contracts with business associates, 
including attorneys, auditors, vendors, suppliers and consultants, to include the hos- 
pital's privacy practices with which each business associate must comply. 

What do these requirements mean for hospitals? For UPMC, we expect that we 
will have to: Create entirely new departments to coordinate consents, authorizations 
and disclosures and to evaluate and coordinate requested changes to patients' medi- 
cal records; Make significant changes to policies, procedures and processes•many 
that will impose significant new requirements on staff who directly deliver care; 
Staff a HIPAA compliance office; Develop significant new information systems to 
track consents, authorizations and disclosures; Modify existing information systems 
to ensure that access and disclosures are appropriate; and Evaluate and re-open 
business contracts. 

In order to comply with HHS' privacy rule, UPMC will have to make a significant 
investment of time and resources' time and resources that we would prefer to spend 
on direct patient care, not paperwork. 

PREEMPTION OF STATE LAW 

Hospitals and health systems consider themselves guardians of our patients' indi- 
vidually identifiable health information. That is why the AHA has long supported 
the passage of strong federal legislation to establish uniform national standards for 
all who use this information. 

Unfortunately the final rule provides a floor rather than a ceiling for preemption 
of state law. Any state law that is contrary to and more stringent than the federal 
standard is not preempted. This will require hospitals to determine what the laws 
are in each and every state in which they do business and then make an educated 
guess about which apply. 

One of our primary reasons for supporting federal confidentiality legislation is 
that health care is delivered across state boundaries. National uniform rules are 
needed to establish a strong uniform privacy protection across the country. Match- 
ing up many different state rules is increasingly difficult, and will lead to frustra- 
tion and confusion without, in all likelihood, providing any appreciable additional 
privacy protection for patients. 

At the very least, HHS should analyze which state laws preempt HIPAA and do 
so promptly before hospitals begin to make changes to their systems based on 
HIPAA's mandates. However, the real solution to this dilemma is for Congress to 
act to preempt state laws altogether. HIPAA provides a comprehensive framework 
to assure a more than adequate protection for patients' medical information. Allow- 
ing state laws to preempt HIPAA is unnecessary for both patients and providers. 

RELEASE OF INFORMATION TO LAW ENFORCEMENT 

We remain concerned that the standards under HIPAA are too lax with respect 
to law enforcement authorities. It is ironic that a regulation establishing a myriad 
of new checks and balances on the use and disclosure of confidential medical infor- 
mation makes it too easy for law enforcement authorities to obtain that information 
and potentially misuse it. 

New Provisions to the Final Rule 
In a departure from the proposed rule, HHS introduced a provision on patient 

consent, which is required when protected health information is used or disclosed 
for purposes of treatment, payment or health care operations. Patient consent forms 
must be separate from privacy notices, signed by the patient and retained by the 
hospital. If a patient subsequently revokes his/her consent, hospitals must dis- 
continue using the protected health information and advise business associates to 
do the same. 

Our concern about this consent process is that it was not subject to meaningful 
notice and comment. Neither the AHA, nor other affected providers, had an oppor- 
tunity to comment on how this potentially confusing ana burdensome procedure 
would affect patient care or hospital operations. Therefore, it is only prudent to re- 
open the rule so that the pros and cons of HHS' imposed consent scheme can be 
fully considered. 

HHS also expanded the definition of protected health information to include all 
health information, not just electronic but also written and oral communications. 
HHS' decision to cover "oral communication" is perplexing and potentially trouble- 
some and one of the areas mostly clearly beyond the authority given to the former 
HHS Secretary by Congress. 

Our concern about having HIPAA cover "oral communications" is that it can lead 
to unintended and certainly unfortunate results. For example, if a patient is sharing 
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a room with another patient, which is often the case, physicians may be constrained 
to discuss openly vital care and treatment issues for fear of running afoul of 
HIPAA's many prohibitions on use, disclosure or tracking of patient medical infor- 
mation. 

CONCLUSION 

Mr. Chairman, America's hospitals and health systems take very seriously the 
privacy of our patients' personal health information. We have a long-standing com- 
mitment to safeguarding this privacy, but we also have a commitment to deliver 
high-quality health care our patients need. The AHA looks forward to working with 
you to ensure that federal standards for protecting patient privacy are appropriate 
and workable. 

The CHAIRMAN. Thank you, and I thank you all for excellent 
statements. 

I will now question you a little bit, and we will reserve the right 
to ask additional questions after the panel has concluded. 

Ms. Goldman, law enforcement agencies may access medical 
records only after a legal process that includes a warrant, court 
order, or administrative subpoena. Please elaborate on your specific 
concerns regarding access to medical records by law enforcement 
agencies. What additional access requirements would you rec- 
ommend, if any? 

Ms. GOLDMAN. We believe that under the regulation, law enforce- 
ment should not be able to get access. In other words, health care 
providers and plans should not be able to disclose to law enforce- 
ment unless there is legal process, which is what the regulation re- 
quires. 

However, where the regulation stops short is that it allows for 
legal process such as a civil investigative demand that does not 
have to get approval by a neutral magistrate, does not have to go 
through a judge, but could be issued just from a supervisor in that 
office. So we think that it will not fairly balance the privacy issues 
and the law enforcement issues the way we usually do in a Fourth 
Amendment context. That is where we are looking to see something 
strengthened. 

But honestly, the law enforcement section in there is certainly a 
vast improvement over what we have today, where there is no legal 
requirement of any kind of process. 

The CHAIRMAN. MS. Greenman, you mentioned the final rule's 
treatment of group health plans and plan sponsors as an attempt 
to create fire walls that would protect an employee's health infor- 
mation from being used for employment purposes. Does it make 
sense that the group health plan has the authority to withhold in- 
formation from the plan sponsor, since that is where the plan gets 
the information in the first place? 

Ms. GREENMAN. Bear in mind, Mr. Chairman, that many large 
employers in particular have self-insured plans where the plan is 
not a separate legal entity but merely a paper document. So that 
while we completely support the notion that there should be abso- 
lutely no improper use of medical information or health-related in- 
formation that could facilitate discrimination in hiring, firing, pro- 
motion, and that health information should not be part of person- 
nel records, there are situations in which a complete fire wall is 
impossible, because you have one person wearing multiple hats. 

Another area where concerns arise has to do with the legitimate 
implementation of rules to effectuate the Americans with Disabil- 
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ities Act, reasonable accommodation, Family and Medical Leave 
Act provisions, and the like, and without some interaction between, 
say, a supervisor who needs to work on how can a job be modified 
in order to accommodate the specific disability requirements of an 
individual, if there is a complete fire wall and no opportunity for 
dialogue, I think we have a problem. 

The CHAIRMAN. Thank you. 
Mr. Houston, one of the major themes of today's testimony is 

that there is not sufficient time to implement the final regulation. 
What time frame would be more reasonable in your judgment? 

Mr. Houston, I think there are a couple of ways to look at this. 
1 think there are certain provisions that I believe can be imple- 
mented within the 2-year time frame, so I believe that we should 
be trying to work toward compliance on certain provisions within 
2 years. Yet, being an information systems professional and some- 
one who works with computers and health care applications on a 
daily basis, I also feel very strongly that it is going to take more 
than 2 years to modify all the different systems that we use. 

It is going to take a long time to understand exactly what we 
need to do, and frankly, because of budget pressures, we need to 
put a plan together that both reasonably allows us to modify those 
systems and add new systems while also being done in a time 
frame that we can, frankly, from a financial perspective absorb or 
that is palatable to us. So I think that a more reasonable time pe- 
riod is at least 1 year, possibly two. But again, there are certain 
pieces that we should be doing within a 2-year time period or that 
we can, reasonably. 

The CHAIRMAN. Thank you. 
Senator Dodd. 
Senator DODD. Thank you very much, Mr. Chairman, and let me 

thank our witnesses. 
Let me also say to the next panel that I want to apologize in ad- 

vance for not being able to be here for their testimony, but I appre- 
ciate it very much. In fact, I had a chance to meet with Mr. Heird 
from Blue Cross/Blue Shield before the hearing, Mr. Chairman, 
and heard some of their issues, and Judith Lichtman and I talk 
often, so I am very familiar with her interest in this subject matter 
as well. 

I thank the chairman for holding the hearing. This is the first 
hearing that we have had on the subject matter in this Congress. 
In fact, I am leaving here to conduct a press conference with Sen- 
ator Shelby. He and I have put forward legislation dealing with the 
use of children in surveys in schools, where some marketing com- 
panies are actually going into classrooms and doing surveys on kids 
on subject matter like what cereals they like, I might add. There 
is some concern about parental consent and school consent for this 
kind of activity, which is a related matter in terms of privacy and 
permission, opting in and opting out. 

Let me just make a couple of observations, and then I have a 
?uestion for you, Ms. Goldman. First of all, this is not a new issue, 

loncerns about our privacy have been around for a while, and it 
is beginning to sound like this is some new discovery that we have 
come across. I admitted earlier that I conducted a survey about 8 
years ago and discovered that my constituents were deeply inter- 
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ested•I did not create the interest in it; they had the interest. Try- 
ing to protect people's privacy in a variety of areas has always been 
a matter of deep concern, and clearly in the medical field, this is 
not a newfound issue for people. 

I am sensitive to the time question about implementation. Mr. 
Heird mentioned this to me, and we talked about it. I think that 
all of us here want to have this done right. We realize that with 
a lot of the technology questions, the mergers and so forth that are 
occurring, the time needed to get this done properly is certainly a 
legitimate issue. But I would hope that we will not get into the 
issue of reopening. It seems to me that there are plenty of ways 
in which we can modify or do things, but reopening this process I 
am deeply worried about, Mr. Chairman. I know what that means. 
It is not terribly subtle in terms of what this does. 

I will tell you that the public cares about this very, very much, 
and any indication that we are backing up on this thing, we will 
be faced with some laws passing on the floor•I will tell you right 
now that if you bring up a privacy bill on the floor of the U.S. Sen- 
ate, and it is worded anywhere near cleverly, it is going to pass; 
it is going to pass. There are unintended consequences of legisla- 
tion that may be crafted rather quickly, but it is a very potent 
issue, so I would strongly urge HHS•and I presume they are lis- 
tening today•to go back and review if you want to, but reopening 
the regulations is something that I would be very reluctant to see 
occur. 

So let me ask you about that, Ms. Goldman. We have heard from 
groups and from both of our witnesses here. What would be the ef- 
fect of reopening the regulations, in your view? 

Ms. GOLDMAN. Senator, I appreciate your remarks and also ap- 
preciate your suggestion that if a privacy bill were to come to the 
floor, it would pass, because we do need to look at ways to 
strengthen and improve on the regulation through legislation. 

We believe that in the memorandum that was circulated by Chief 
of Staff Card that talked about the moratorium on regulations, 
there is an explicit exception for regulations mandated by statute, 
and we believe that this fits within that. 

In addition, the regulation is about to become effective, and after 
that occurs, there are opportunities for Secretary Thompson to 
modify the regulation where it is necessary, as the regulation says, 
to permit compliance. 

Some of the letters that you have seen that have gone to the Sec- 
retary asking for a delay give certain examples of things that 
might not occur if the regulation goes into effect. Our lawyers think 
that those are not accurate examples, that there has been a lot of 
misinformation out there about the impact of the regulation. 

I think it would be more prudent to move forward and to look 
at specific instances on a case-by-case basis of where there might 
be hurdles to implementation, where there might be problems with 
compliance. 

We all want to make sure that the regulation works. No one is 
trying to keep information from flowing to treat people, to pay for 
their care, to conduct outcomes analyses, to do research in this 
country. We care very much about that, and many of our groups• 
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the Consumer Coalition and provider groups that we work with• 
care very much about this as well. 

So I would suggest that we sit down and look at specific issues 
that might be hurdles to compliance and really try to sort through 
whether those are accurate, whether they may be overblown, 
whether there could be guidance issued from the administration to 
calm some of the fears that are out there. 

But right now, we believe that the regulations should go forward 
and should not be delayed. 

Senator DODD. Let me also ask you about the time issue. What 
is your view on the time question? Actually, it would be 3 years 
from the time of enactment, but 2 years here before these regula- 
tions would come into force. Are you wedded to that? If there were 
some argument made for an extension of 6 months, a year, a year 
and a half, whatever it may be, how would you feel about that? 

Ms. GOLDMAN. Well, Senator, I appreciate the comment that you 
made that this is not a new issue. Many of the provisions in the 
regulation should be very familiar to the groups that are going to 
have to comply with this. 

The groups that I think have a real hurdle are the safety net 
providers, the community clinics, those that do not have the re- 
sources to hire lawyers to tell them how to comply and what is the 
best way to comply. We are looking to do some implementation 
guidance for them. They are the ones who are really going to need 
the help. 

But the way that the regulation is drafted, it allows for the im- 
plementation to be scaleable so that those smaller entities can do 
what makes sense for them and do what is appropriate in that con- 
text. We would not support any delay in implementation of the reg- 
ulation. We believe that the regulation has to be implemented 
hand-in-hand with the transaction standards, which will absolutely 
save money over time, and that they need to be implemented to- 
gether. Otherwise, you are looking at a redesign two times; you are 
looking at the transaction standards being put into place, and then, 
later on down the road, trying to build privacy protections into 
those systems, and you are going to hear a cry from many of these 
same groups that "We cannot do it; we have to do a whole new re- 
design." 

So I would oppose any delay in implementation and would hope 
that as we go forward, groups can come forward and say, "We are 
having trouble with compliance. Here are some of the hurdles that 
we are having," and we can sit down and look at them. But to have 
an initial reaction to not wanting to be regulated in this context 
and asking for a delay, I think is not the way to go. 

Senator DODD. I thank you for that. 
Mr. Chairman, as you know, I have joined the Caucus on Pri- 

vacy, which is a bicameral caucus headed up by Senator Shelby in 
the Senate, Joe Barton, a Republican House Member, and Ed Mar- 
key of Massachusetts and myself, on a wide range of issues, and 
as I said, there are not only bicameral but bipartisan concerns on 
a wide range of privacy issues, but this is one of the primary ones. 
So I would again urge the interested parties here that this is time 
to go to work on this and get it done right. Fooling around with 
reopening the regulatory process here is going to provoke addi- 
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tional legislative efforts to insist upon this, and that could even 
compound the matter worse. So I would urge those who are advo- 
cating reopening to rethink the position and just try to get to work 
and see if we cannot get this done right. 

Mr. Chairman, I thank you for your time and thank the wit- 
nesses, and I apologize again to the final panel. 

The CHAIRMAN. Senator Collins. 
Senator COLLINS. Thank you, Mr. Chairman. 
Mr. Chairman, we face a dilemma. There is no doubt in my 

mind•and I agree with Senator Dodd's comments in this regard• 
that patients are very concerned and apprehensive about the con- 
fidentiality of their medical records. Furthermore, it seems evident 
to me that the patchwork of laws that we have now which attempt 
to safeguard those records is inadequate. 

I also recall our efforts last year to try to come up with a medical 
privacy bill, and that we did not succeed in doing so because this 
is such a complex and difficult challenge. 

There is also, however, no doubt in my mind that the regulations 
proposed by HHS are extremely burdensome, complex, and costly 
for many health care providers. 

I am also concerned, based on a meeting I had this week with 
two physicians' assistants from the State of Maine, that they could 
create practical problems that would impede the smooth delivery of 
care to patients. So that clearly, the goal of protecting records and 
ensuring confidentiality is one that we can all embrace, but its 
practical implementation turns out to be very difficult. 

I do want to ask the panel to comment on an issue that everyone 
has raised, and that is the cost of the regulations. It is my under- 
standing that HHS has estimated that the cost to comply with the 
regulations would be $17.6 billion over the next 10 years. However, 
HHS also estimated that as a result of administrative simplifica- 
tion standards included in the regulations, there would be savings 
of nearly $30 billion over that same 10-year period. That obviously, 
if HHS is correct, would more than offset the cost of compliance 
and would indeed produce net savings in excess of $12 billion. 

I would like to have each of you comment on your assessment of 
the validity of those statistics. 

Mr. Houston, we will start with you. 
Mr. HOUSTON. Let me comment, because that is an area where 

I probably have the most knowledge here. An organization the size 
of the UPMC health system already does an enormous amount of 
electronic transactions. That is primarily how we bill. So if there 
is an assumption that we are going to become more efficient by 
doing standardized electronic transactions, I would say no, because 
we already do electronic transactions; to go back and reformat 
them into a standard costs us money, and frankly, the return is not 
there. 

So I do not believe that we are going to net out the savings in 
comparison to all the costs that we are going to incur. 

One thing that we have not spoken about here, as we are pri- 
marily talking about privacy, is that there is also a companion 
piece of HIPAA regarding security. I look at both of those as being 
almost inseparable. They do speak to different things, but when 
you are trying to solve the problem, you have got to address both. 
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I believe that for the health system, we are going to spend be- 
tween $40 and $50 million to deal with both of those issues•at 
least. That is an enormous amount of money. A lot of health sys- 
tems do not have that kind of money to invest today. So even if 
you are going to get returns later, and even if they do not do elec- 
tronic transactions later, they may not be able to spend the money 
up front. 

I think there are real issues about how you pay for it, when you 
get returns, if you get returns. 

Senator COLLINS. Ms. Greenman. 
Ms. GREENMAN. While I cannot comment on the specific dollar 

amounts, I would say that the pluses and minuses do not match, 
because the pluses, even if they were real, may be realized by dif- 
ferent entities than those entities that would have to incur signifi- 
cant additional cost. 

For example, for employers, you can click off right off the bat 
some of the additional expenses•you need a privacy officer, you 
need privacy policies, you need implementation, you need edu- 
cation, you need to enter into new contracts with all of your busi- 
ness partners and health plan providers, administrative service 
providers. You need to modify all the systems. And I will tell you 
as someone who has witnessed the complexity of making even 
minor changes in benefit programs that the amount of time and ex- 
pense that goes into what appear to be minor changes is astonish- 
ing. The legal fees to figure out what constitutes compliance, to 
work through the maze of these different rules and to, at the end 
of the day, really just have a guess as to whether, after all of this, 
you are in compliance or you are not in compliance, the cost will 
be tremendous, and I think there is a much simpler way to get 
there. 

Senator COLLINS. MS. Goldman. 
Ms. GOLDMAN. Thank you, Senator. 
I can only take the numbers that were produced at face value; 

I am not in a position to evaluate them. However, what I do know 
is that 5 years ago when I was working with a number of industry 
groups on the administrative simplification language which is now 
in HIPAA, there was a tremendous push and a desire to see the 
transaction standards go forward because there would be ultimate 
cost savings. There were many in the health care industry who 
very much wanted those transaction standards in place, so it would 
be easier and cheaper and more efficient and more beneficial to 
share information across various health care entities. 

The way the privacy language got in there was because there 
was such fear that other groups, consumer groups, had that if we 
moved forward with the transaction standard, we would create an 
electronic health information network without any privacy protec- 
tions in place, and that was seen as untenable. 

So the reason that they are linked is because yes, there will be 
cost savings and there is a benefit, but we will never see that bene- 
fit unless we protect privacy. 

So I would say to you that even if we found that there were some 
costs associated with implementing the privacy rule•and I believe, 
as you have said, that there will be•that it is the right thing to 
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do and that many responsible health care entities right now should 
be doing it today•they should be doing it now. 

Senator COLLINS. I see that my time has expired. 
The CHAIRMAN. Please go ahead. 
Senator COLLINS. Thank you. I do want to just raise very quickly 

one other issue. 
I notice, Mr. Houston, in your written statement that you raise 

concerns about the easier access that law enforcement would have 
to medical records, and I remember bringing up this issue with 
Secretary Shalala when the proposed regulations first came out, 
and I believe, if memory serves me correctly, that it was easier for 
law enforcement officials to gain access to confidential medical 
records than to videotape rental records. 

Is that still true in the final regulations? Is there still more work 
to be done in that area? 

Ms. Goldman, do you want to start? 
Mr. HOUSTON. I can speak to that, and I think I am going to mir- 

ror a lot of what Ms. Goldman had also stated. 
Ms. GOLDMAN. GO ahead. 
Senator COLLINS. All right. 
Mr. HOUSTON. I think, though, that the regulations can go some- 

what farther. There are concerns that law enforcement at times, 
even with some type of oversight, still has carte blanche to make 
these wide forays into the medical records, to go searching for 
things or whatever. 

I think that what we are asking for is additional protections so 
that that does not occur. Law enforcement where necessary needs 
to have access to such information. We just want to make sure that 
it is appropriate, reasonable, and it gives us assurances that there 
is some process in place that, when they ask for information, it is 
necessary for what they need to do with it. 

Senator COLLINS. Thank you, Mr. Chairman. 
The CHAIRMAN. I want to thank the panel. We have to go to the 

next panel now, but I can assure you that we will probably be back 
to you with additional questions and use you as a resource during 
the period of the next couple of years or even next week. 

Thank you very much for your testimony. We look forward to 
working with you. 

I am very pleased to introduce our third and final panel of wit- 
nesses, including a patient advocate, a researcher, and a represent- 
ative of the managed care insurance industry. 

First, I would like to welcome Ms. Judith L. Lichtman, president 
of the National Partnership of Women and Families of Washington, 
DC. Under her leadership, the National Partnership has worked to 
advocate every important piece of legislation concerning women 
and families over the past 25 years. She is a graduate of the Uni- 
versity of Wisconsin Law School, and her professional credits in- 
clude positions at The Urban Coalition and the U.S. Commission 
on Civil Rights, and as legal advisor of the Commonwealth of Puer- 
to Rico. She has received the Leadership Conference on Civil 
Rights Hubert H. Humphrey Award for her contributions to the ad- 
vancement of human and civil rights. 

Ms. Lichtman, welcome. It is a pleasure to have you here this 
morning. Please proceed with your statement. 
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Ms. LICHTMAN. Thank you, Mr. Chairman. 
As you noted, I am here today representing the National Part- 

nership for Women and Families, and I am grateful to you and to 
Senator Kennedy for having invited me. 

I respectfully request that our full statement be included in the 
record, and I will stick to my 5 minutes. 

The CHAIRMAN. Thank you. That will certainly be done. 
Ms. LlCHTMAN. The National Partnership is a national advocacy 

organization dedicated to improving the lives of women and fami- 
lies. Improving access to high-quality health care is, of course, an 
integral part of that mission, and privacy of medical information is 
an essential component of high-quality care. 

Many if not all of the Senators indicated in their questions this 
morning your recognition that there is a deep and profound fear on 
the part of patients that they have lost control over their private 
medical information. And women, I would suggest to you, are prob- 
ably more worried and, in the vernacular, more scared than one 
can imagine. 

As recently as the week before last, in focus groups that we were 
doing around the country asking women about the ways in which 
they could be helped in accessing their own health plans, they in- 
evitably wanted to turn the conversation to privacy•a subject 
about which we had no intention of asking questions. 

I tell you that tale to show you the intensity of the feeling out 
there. We were asking questions about "X" and they wanted to talk 
about privacy. 

The fear is so profound that women will withhold information be- 
cause they are afraid of how the information is going to be used. 
And the converse or the flip side of the coin is as well true•they 
will fail to ask for information in fear that just asking for informa- 
tion will divulge questions about their personal health status that 
they do not want to share. 

Women are especially nervous about their employers knowing too 
much about them, and they are very worried that those employers 
are going to find out about their health or medical conditions. 

We have an obligation to make sure that that health information 
is kept confidential. Without that insurance, the very quality of 
care that individuals receive is compromised. 

We applaud HHS for promulgating this final regulation. We 
think it is a huge breakthrough for people, and finally, we have the 
Federal Government taking the necessary steps to promote the 
kind of confidence in privacy of medical information that will go a 
long way toward improving that quality of care. 
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On the whole, the regulation strikes exactly the right balance be- 
tween protecting privacy on the one hand and respecting legitimate 
uses and disclosures by covered entities, and it does so, as Senator 
Collins just noted, in a very complicated world. 

Let me focus on why this regulation is so very critical to women. 
The regulation goes about as far as it can to protect women from 
inappropriate disclosures to employers and from inappropriate uses 
by employers. The only reason the regulation cannot do more is 
perfectly obvious•it is constrained by HIPAA. By enacting a law 
that directly reaches employers, Congress could alleviate lingering 
and legitimate concerns about misuse of information by employers, 
but it would clearly be up to Congress to do so. 

The regulation protects the privacy of women seeking sensitive 
services by allowing them to request restrictions on how that infor- 
mation is used and where the information is sent. For instance, 
there woulcf be no more phone messages or answering machine 
messages that can be heard by the entire household. The regula- 
tion provides special treatment for psychotherapy notes. Nearly all 
uses and disclosures for such notes require a very special author- 
ization. It protects the privacy of young women and protects them 
from harm. 

It respects the important role that parents generally play in ob- 
taining health care for their children, but it also recognizes the 
need to let minors continue to control their own protected health 
information in particular and narrow circumstances. 

It also protects victims of domestic violence from further abuse. 
It gives them the power to object to disclosures about them to law 
enforcement officials, as Senator Collins just noted, as getting law 
enforcement involved can often lead to further abuse by the abuser, 
and the regulations recognize that problem. If the police are given 
information without their agreement, the woman must get notice 
so she has a chance to protect herself from retaliation. 

This privacy regulation is an important milestone, and HHS has 
done an excellent job of reconciling the diverse interests of the var- 
ious stakeholders, and we hope that Congress will not upset this 
balance. 

Any action by Congress should be to strengthen it and fill the 
HIPAA gaps, not to undermine it. HIPAA gaps include failure to 
cover all people who have access to medical information and failure 
to provide meaningful enforcement. Frankly, we prefer congres- 
sional inaction to congressional erosion of this regulation. 

Because it is so important, we also urge Congress to ensure that 
HHS has the resources it will need to properly implement and en- 
force this regulation, even more important, since, as has been noted 
earlier, there is no private right of action, and individuals must 
rely on HHS to enforce this. 

Thank you. 
The CHAIRMAN. Thank you. 
[The prepared statement of Ms. Lichtman follows:] 

PREPARED STATEMENT OF JUDITH L. LICHTMAN 

I am Judith Lichtman, President of the National Partnership for Women & Fami- 
lies. I would like to thank Chairman Jeffords and Senator Kennedy not only for the 
opportunity to testify today, but also for your leadership and longstanding commit- 
ment to a range of issues that are vitally important to women and families. 
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The National Partnership for Women & Families is a national advocacy organiza- 
tion based in Washington, D.C., and dedicated to improving the lives of women and 
families. Improving access to high quality health care is an integral part of our mis- 
sion. Privacy of medical information is an essential component of high quality care. 
Medical privacy is especially important to women because they are the greatest 
users of health care services and because of their need for sensitive services like re- 
productive health and mental health services. Medical privacy is also especially im- 
portant to women who are victims of domestic violence because inappropriate disclo- 
sures can threaten their personal safety and that of their children. 

Women across America have a deep and profound fear that they have lost control 
over their private medical information. Without confidence that private information 
will remain just that•private•women are reluctant to share information with their 
health care professionals•to the detriment of their own health. Fear that medical 
information is not kept confidential also keeps women from obtaining health care 
services in the first place, or forces them to go outside their health plan and incur 
significant out-of-pocket expenses. 

Strong and enforceable privacy protections are needed now more than ever thanks 
to the recent changes in our health care system. The rise of managed care means 
that more people have access to a person's medical information. The computer revo- 
lution makes immediate transfer and disclosure of such information possible, but 
also brings with it the possibility of strong safeguards against inappropriate use and 
disclosure. 

We had hoped that Congress would meet its own self-imposed deadline of August 
21, 1999, and enact comprehensive privacy legislation. Unfortunately, Congress 
failed to meet that deadline. 

We applaud the Department of Health and Human Services (HHS) for stepping 
up to the plate and promulgating the final regulation that was published in the Fed- 
eral Register on December 28, 2000. This regulation is an important breakthrough 
in the effort to protect the privacy of health information. Federal action in this area 
was long overdue. We believe this regulation will go a long way toward promoting 
confidence in the privacy of medical information and improving the quality of care. 

Although we have concerns about some particular provisions, on the whole, we be- 
lieve that the final regulation strikes the right balance between protecting privacy 
and respecting legitimate uses and disclosures by covered entities. We believe the 
regulation will allow the health care system to function efficiently and without sig- 
nificant impediment. 

GAPS IN HIPAA 

As a general matter, some of our major concerns with the regulation stem from 
flaws in the authorizing legislation, the Health Insurance Portability and Account- 
ability Act of 1996 (HIPAA), rather than from policy judgments entrusted to HHS. 
There are two primary gaps in privacy protection due to limitations in HIPAA. The 
first involves the reach of the final regulation, and the second involves the remedies 
of patients whose privacy rights under the regulation are violated. 

First, the final regulation does not, and cannot, reach all of the people or entities 
that create or have access to medical information. It only covers most, but not all, 
health care providers; health plans; and health care clearing houses. As discussed 
more fully below, its failure to cover employers, even though it does cover health 
plans sponsored by employers, adds complexity to the regulation and puts people 
at risk for privacy breaches. 

Second, the final regulation does not provide meaningful enough remedies for peo- 
ple when their privacy rights are violated. Enforcement will be largely through 
HHS. Patients whose rights are violated can file a complaint with the covered entity 
or with the Secretary of HHS, but the regulation does not create a private right of 
action for damages. We are concerned that covered entities will not have a strong 
enough incentive to comply with the regulation and that patients who are harmed 
by violations will go uncompensated. 

Only Congress can fix these holes. We hope that Congress will enact legislation 
to fill in these holes, while at the same time not undermining the important protec- 
tions incorporated into the regulation. Frankly, we would prefer congressional inac- 
tion to congressional erosion of the new important privacy rights in the final regula- 
tion. 

GENERAL COMMENTS ON THE FINAL REGULATION 

We are particularly pleased with two changes that HHS incorporated into the 
final regulation: (1) the extension of the regulation to health information regardless 
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of the form, including oral information; and (2) the addition of a consent require- 
ment for health care providers. 

The final regulation makes clear that it applies to all individually identifiable 
health information in any form, not just to information that had been maintained 
or transmitted electronically at some point. This will give patients a higher degree 
of protection for personal health information, make the privacy standards easier to 
implement and enforce, and further HIPAA's goal of encouraging a computer-based 
health information system. 

We also applaud the inclusion of a consent requirement for uses and disclosures 
by covered health care providers. We disagreed with the approach in the proposed 
rule because it not only lacked a consent requirement, it generally prohibited pro- 
viders from seeking patient consent. Patients should be encouraged to be active par- 
ticipants in their own health care•and the consent process should be an integral 
piece of that picture. We would have preferred that health plans also be required 
to seek an initial consent from the patient and were disappointed that the regula- 
tion did not include such a requirement. 

We are extremely concerned about the new provisions in the final regulation con- 
cerning marketing and fund raising by covered entities. These provisions could very 
well result in an avalanche of marketing and fund raising appeals from third parties 
unknown to the individual. Although the fund raising provision limits the type of 
personal health information that can be used and disclosed for this purpose, the 
marketing provision contains no such limitation. Indeed, the marketers can target 
people precisely because they have a particular medical condition. There was no 
similar provision in the proposed rule. We believe that covered entities should not 
be allowed to use protected health information for these purposes absent explicit au- 
thorization from the individual. The after-the-fact opt-out provided in the final regu- 
lation is insufficient because, by definition, the information will already have been 
disclosed. 

COMMENTS ON SPECIFIC ASPECTS OF THE FINAL REGULATION THAT ARE OF PARTICULAR 
IMPORTANCE TO WOMEN AND FAMILIES 

The final regulation in its entirety provides important new protections for women 
and families, but the rest of our testimony will focus on aspects of the final regula- 
tion that are of particular importance to women and families. We address how the 
final rule deals with employer-sponsored health plans; critical protections for women 
(including young women) who seek sensitive services; the rights of minors; and im- 
portant new protections for victims of domestic violence. 
Role of employers that sponsor health plans 

Most women and families get their health insurance through employer-sponsored 
health plans governed by ERISA (the Employee Retirement Income Security Act). 
Many fear that employers know more than they should about employees' (and de- 
pendents') private medical information and may use that information inappropri- 
ately to make employment decisions. The final regulation goes as far as it can to 
protect workers and their dependents from inappropriate disclosures to employers 
and from inappropriate uses by employers. 

HIPAA and the final regulation reach most ERISA plans, though not the em- 
ployer or other plan sponsor. The final regulation refers to the following ERISA 
plans as "group health plans" and includes a number of provisions for just these 
types or plans: ERISA plans that have 50 or more participants; and ERISA plans, 
regardless of size, that are administered by an entity other than the employer who 
established and maintains the plan. 

The combined effect of the special provisions for these "group health plans" is that 
f>rotected health information can be shared with the employer/plan sponsor only in 
imited circumstances and only when certain requirements are met. The regulation 

does this by reconciling the employer/plan sponsor's legitimate need for access to 
some information with the need to ensure that protected health information is not 
used for employment-related purposes or purposes unrelated to the management of 
the group health plan. 

How these provisions work is best illustrated by the common situation in which 
an employer-sponsored group health plan contracts with a health insurance com- 
pany or HMO to provide health benefits. In such a case, the employer/plan sponsor 
needs access to very little protected health information and only for limited pur- 
poses. Special provisions apply in cases where the employer/plan sponsor only needs 
summary health information for the purpose of soliciting bids from a new/potential 

insurer/HMO or for the purpose of modifying or amending the plan. (Summary 
health information is defined as information that is stripped of all identifiers except 
for zip codes and merely summarizes the claims submitted to the insurer/HMO.) In 
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this situation, the group health plan does not have to provide a notice of privacy 
practices to its enrollees and can, instead, let the insurer or HMO handle that as- 
pect of complying with the regulation. And the employer/plan sponsor does not have 
to amend the underlying plan documents establishing the group health plan, a proc- 
ess that would be required if the employer/plan sponsor had greater need for access 
to protected health information. We anticipate that most group health plans will be 
structured so as to fall within these provisions, and we helieve that employees of 
these employers/plan sponsors, at least those in larger organizations, should have 
little to fear in terms of privacy breaches. 

Other provisions apply in circumstances where the employer/plan sponsor needs 
greater access to protected health information, such as arrangements where the em- 
ployer/plan sponsor itself approves or pays for health claims. In that case, the group 
health plan is only allowed to disclose to the employer/plan sponsor information that 
is necessary for plan administration purposes. The group health plan cannot disclose 
any protected health information to trie employer/plan sponsor until the group 
health plan receives a certification from the employer/plan sponsor that it has 
amended the underlying plan documents in very specific ways. Those plan amend- 
ments must include, among other things, (1) assurances that the employer/plan 
sponsor will comply with the regulation; (2) assurances that it will not use the infor- 
mation for employment-related purposes; (3) a description of the employees or class- 
es of employees within the employer/plan sponsor that will have access to the infor- 
mation; and (4) a description of the firewalls that will separate the group health 
plan functions of the employer/plan sponsor from the rest of the employer/plan spon- 
sor. Given the employer/plan sponsor's greater, and legitimate, need for protected 
health information, we believe the final regulation has done all it can to minimize 
inappropriate uses and disclosures by employers/plan sponsors. 

While some may view these procedures as needlessly complex, we believe these 
safeguards are essential to protect privacy given HIPAA's failure to allow HHS to 
reach employers/plan sponsors directly and the genuine concerns of the public about 
access to personal health information by employers. By enacting a law that directly 
reaches employers, Congress could do more to alleviate employees' concerns about 
misuse of information by employers. 
Protecting access to sensitive services 

Individuals seeking sensitive health care services have a heightened concern that 
information about their medical condition or treatment may be inadvertently dis- 
closed to others in their household, such as roommates, housemates, or family mem- 
bers (including parents in situations where a minor lawfully obtains a health care 
service without the consent or involvement of a parent). Disclosures could be made 
inadvertently by health care providers or health plans when they attempt to com- 
municate with the individual at the individual's home, including the mailing of ex- 
planation of benefits (EOB) forms or bills to the individual or to the policyholder 
who is a family member of the individual (usually a spouse or parent). For example, 
a therapist's office might leave a message on the home message machine to remind 
a patient of an upcoming appointment and that message could be heard by anyone 
who resides in that household. A young woman who has seen the family's regular 
doctor for advice about family planning services might come home to find that a bill 
or EOB has been sent to her parents even though the minor has lawfully obtained 
those services without involving her parent. These types of communications can se- 
riously compromise the privacy of an individual and may even deter the individual 
from seeking needed medical treatment. 

The final regulation seeks to protect against these types of disclosures through 
section 164.522. This section provides for a right to request a restriction and the 
right to request that confidential communications be sent only through specified 
channels or means. While covered entities are not required to agree to requests for 
restrictions generally, health care providers must accommodate reasonable requests 
that communications to the individual be sent through alternate means or alternate 
locations. Health care providers are not allowed to require individuals to explain the 
basis for such a request. Health plans must accommodate such requests if the indi- 
vidual clearly states that disclosure of the information could endanger the individ- 
ual. Unfortunately, we believe this "endangerment" standard is too strict. People 
who fear embarrassment, harassment, ridicule, or just verbal abuse may not meet 
that standard, and many will not want to come forward to explain their reasons at 
all. The regulation would better protect privacy if the standard that applies to pro- 
viders also applied to plans. 

Another important aspect of the regulation is the special treatment afforded to 
psychotherapy notes by section 164.508. These special provisions require an author- 
ization for most uses and disclosures of psychotherapy notes, with stated exceptions. 
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Together, these provisions should give women of all ages seeking sensitive health 
care services greater control over how their information is used and disclosed. The 
special provisions that preserve the rights of minors are discussed below. 
Right of minors 

The National Partnership's comments to HHS on the proposed rule discussed at 
great length the need to preserve the rights of minors to confidential health care 
services. We were concerned that the final regulation not disrupt the status quo by 
giving parents access to sensitive information about adolescents that now remains 
confidential. Although we are pleased with the general approach taken with respect 
to minors, we are disappointed with the regulation's treatment of State laws that 
require or permit disclosures to parents. 

The final regulation takes the general approach that the "individual" who is the 
subject of the protected health information exercises the rights provided in the regu- 
lation. The regulation also contains provisions allowing a personal representative to 
act on behalf of an individual in certain circumstances. Specifically, section 
164.502(g) allows parents to be recognized as personal representatives of 
unemancipated minors. Under current law and practice, parents generally consent 
to care on behalf of their children and have access to their medical records (at least 
when anyone has access to those records). It is appropriate in such cases for parents 
to exercise the rights specified in this regulation. 

But in many situations, information about a minor's receipt of health care services 
now remains confidential and is not shared with the parent without the minor's con- 
sent. It is appropriate in such cases for the minor to be the one to exercise the 
rights under this regulation. The final regulation keeps intact this delicate balance 
between parents and minors that exists in the real world today by recognizing three 
distinct circumstances under which unemancipated minors exercise their own 
rights. Those circumstances are the following: 

When a minor's consent to a health care service is legally sufficient, regardless 
of whether the minor chooses voluntarily to involve a parent and that parent also 
provides consent; 

When a minor may lawfully obtain care without parental consent, and the minor, 
a court, or someone else authorized by law consents; and 

When a parent assents to an agreement of confidentiality between a minor and 
a health care provider. 

This first provision is important because a minor who chooses voluntarily to notify 
or involve a parent should retain his or her right to exercise exclusively the rights 
of an individual under this regulation. Minors who can lawfully obtain care on their 
own often choose to involve a parent because of their close relationship with that 
parent. Because of this provision, this regulation will not operate as a disincentive 
to such voluntary parental involvement or to the sharing of confidences with the 
health provider by imposing as a consequence of such involvement the minor's loss 
of the right to control access to the personal health information related to that serv- 
ice. 

The second provision is important because it preserves a minor's rights when the 
minor lawfully obtains a health care service without the parent's consent and the 
parent has not been involved at all. 

The third provision preserves patient confidences in situations where a health 
provider such as a pediatrician and a minor patient enter into an agreement of con- 
fidentiality and the parent assents to this arrangement. Take, for example, a minor 
who visits the pediatrician with a parent for the purpose of a routine annual exam- 
ination. Under protocols developed by the American Academy of Pediatrics, the pedi- 
atrician should raise with adolescent patients during their annual exams questions 
about risk-taking behavior such as drug or alcohol use and sexual activity. Typi- 
cally, the parent provides the consent for the annual examination, but the pediatri- 
cian (again, under protocols developed by the American Academy of Pediatrics) ex- 
plains to both the parent and the minor that the examination should be private and 
that the pediatrician will keep the minor patient's confidences. When and to the ex- 
tent that the parent assents to this arrangement, a private and confidential exam- 
ination follows. We are grateful that the final regulation will not upset these impor- 
tant, established protocols in the health care of adolescents. 

These aspects of the final regulation strike the appropriate balance. They respect 
the important role that parents generally play in obtaining health care for their 
children, while at the same time recognizing the need to let minors continue to con- 
trol their own protected health information in particular and narrow circumstances. 

The final regulation protects minors in other ways. As discussed more fully below 
in the section on victims of violence, section 164.502(gX5) gives covered entities the 
discretion to refuse to recognize a person as a personal representative in certain cir- 
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cum stances. This provision clearly applies to parents who seek to act as personal 
representatives on behalf of their minor children. This discretion allows the covered 
entity to act to prevent the minor from being endangered or subjected to harm. In 
addition, the final regulation (section 164.524(aX3Miii)) gives covered entities the 
discretion to refuse to provide a personal representative with access to an individ- 
ual's protected health information in situations where access is reasonably likely to 
cause substantial harm to the individual or another person. This section also may 
be invoked to protect minors from harm. 

While there are many provisions in the final regulation that preserve the rights 
of minors and protect them from harm, one policy judgment made by HHS in the 
final regulation is extremely troubling. The final regulation provides that State laws 
that authorize or prohibit disclosures of information about minors to parents are not 
preempted by the regulation. This approach to non-preemption is completely at odds 
with the approach taken elsewhere in the regulation. The general approach, which 
is required by HIPAA, is to preempt State laws that are contrary to the final regula- 
tion and less protective of an individual's privacy. 
New protections for victims of domestic violence 

The final regulation contains some extremely important provisions to protect the 
personal safety of victims of domestic violence, including children who are victims 
of abuse. The regulation recognizes that exceptions and allowances need to be made 
in situations where application of the general rules might put the individual at risk 
of harm. Of particular note are the following: 

As discussed above, the final regulation allows victims of abuse (as well as others) 
to request that information not be used or disclosed in certain ways or be sent to 
their home. Together, these provisions should allow victims of abuse who have fled 
their abuser to keep their new address secret from their abuser, as well as allow 
victims of abuse to keep confidential the very fact of their medical treatment. 

The final regulation gives adult victims of abuse, neglect, or domestic violence 
some power to object to disclosures about them to government authorities (including 
law enforcement officials). But disclosures required by law, as well as those ex- 
pressly authorized by statute or regulation, are permitted even over their objection. 
Fortunately, section 164.512(c) also provides for notice to such victims in cases 
where disclosures are made without their knowledge or acquiescence. This will allow 
them to take extra measures to protect themselves against retaliation. The regula- 
tion does not require notice when the covered entity concludes, in the exercise of 
professional judgment, that providing notice would place the individual at risk of 
serious harm. The regulation also does not require notice when the notice would go 
to a personal representative whom the covered entity reasonably believes is respon- 
sible for the abuse, neglect or other injury, and the covered entity concludes, in the 
exercise of professional judgment, that providing notice to such person is not in the 
best interests of the individual. 

The final regulation gives individuals the opportunity to object to disclosures of 
facility directory information and to disclosures to family members and friends of 
information directly relevant to the person's involvement in the individual's care. 
Section 164.510 requires the exercise of professional judgment in assessing the indi- 
vidual's best interests in situations where the individual is not present, is incapaci- 
tated, or an emergency prevents the covered entity from seeking the individual's 
permission. Although we would have preferred language in the text of the regulation 
about the potential of harm to the individual, at least the preamble to section 
164.510 explicitly cautions covered entities to be alert to situations where disclosure 
to a possible perpetrator of violence could cause the patient harm. (Fed. Reg. at 
82523, 82663) 

The final regulation, in section 164.502(g)(5), gives covered entities the discretion 
to refuse to recognize a person as a personal representative in certain cir- 
cumstances. This can occur when the covered entity believes that the individual has 
been or may be subjected to domestic violence, abuse, or neglect by the person re- 
questing to act as personal representative, or that treating the person as a personal 
representative could endanger the individual. In either case, the covered entity can 
refuse recognition when, in the exercise professional judgment, it concludes that is 
not in the best interests of the individual for the person to be treated as a personal 
representative. 

The final regulation, in section 164.524<aX3Xiii), also gives covered entities the 
discretion to refuse to provide a personal representative with access to an individ- 
ual's protected health information in situations where access is reasonably likely to 
cause substantial harm to the individual or another person. Unfortunately, the gen- 
eral requirement that covered entities explain, in writing, to the requestor (in this 
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case, the personal representative) the basis for the denial may result in harm to the 
very individual this exemption is designed to protect. 

CONCLUSION 

This privacy regulation is an important milestone in federal law. We believe that 
HHS has done an excellent job of reconciling the diverse interests of the various 
stakeholders, and we hope that Congress will not upset this balance. We urge Con- 
gress to fill in the gaps left by HIPAA, but we implore Congress not to unravel these 
new privacy protections. We also urge Congress to ensure that HHS has the re- 
sources that it will need to properly implement and enforce the regulation. 

The CHAIRMAN. Our next witness, Dr. G. Richard Smith, is testi- 
fying on behalf of the Association of American Medical Colleges. He 
is at the University of Arkansas for Medical Sciences, where he is 
director of the Centers for Mental Healthcare Research. In addition 
to numerous professional activities during his career, he is at 
present a principal investigator on the Mental Health Services Re- 
search Centers Grant from the National Institutes of Mental 
Health and has published extensively in professional literature. 

It is good to have you with us. Please proceed. 
Dr. SMITH. Thank you, Mr. Chairman, and let me first say that 

I admire your stamina for being able to take testimony, and I ap- 
preciate you being here. 

The CHAIRMAN. That is because it is so interesting and stimulat- 
ing. 

Dr. SMITH. I am a practicing psychiatrist, and I also conduct 
mental health services research. I am speaking today in behalf of 
the Association of American Medical Colleges. The AAMC rep- 
resents the Nation's 125 accredited medical schools, over 400 major 
teaching hospitals and health care systems, more than 87,000 fac- 
ulty and 92 professional and scientific societies, and the Nation's 
67,000 medical students and 120,000 residents. 

We wish to acknowledge our appreciation for the efforts of HHS 
to become informed about the daunting complexities of our contem- 
porary system of health care delivery and payment and the critical 
importance to health research of access to archival medical infor- 
mation and to seek consultation and advice broadly throughout the 
rulemaking process. 

The challenge for medical information privacy law or regulation 
is to find the appropriate balance between the competing interests 
of individual privacy and the compelling public benefits that flow 
from the use of medical information in providing care, in teaching, 
and in pursuing the Nation's biomedical, behavioral, epidemiolog- 
ical and health services research agenda. 

My testimony will focus on the effects of the rule on medical and 
health education and research, about which we have grave con- 
cerns. However, the Association's members are responsible for oper- 
ating the Nation's renowned teaching hospitals and health systems 
and for providing complex, cutting-edge medical care to all pa- 
tients, including those covered by Medicare and Medicaid, and in 
disproportionate share, to those with no health insurance coverage 
at all. Thus, we are cognizant of the rule's enormous impact on 
treatment, payment, and health care operations, to use the rule's 
vernacular, and we wish to endorse the comments made here today 
by the American Hospital Association. 



67 

I will first turn my attention to teaching, although most of the 
testimony will be directed to research, where our concerns are es- 
pecially acute. 

The rule potentially negatively affects the teaching that can take 
place in our Nation's medical schools and teaching hospitals. The 
AAMC strongly urges the committee to request HHS to eliminate 
the rule's ambiguity about teaching. Failure to do so will seriously 
impair the quality of American health professions education, which 
is widely respected as the best in the world. It will also serve as 
a strong disincentive for community hospitals, clinics, and physi- 
cians to participate in health professions education at a time when 
both changing medical practices and medical pedagogy are placing 
increasing emphasis on the importance of such educational set- 
tings. The disincentive will result from the burden of having to 
apply the "minimum necessary" standard to each teaching inter- 
action and from fears of liability for inadvertent violations of the 
rule. 

The rule will have substantial effects on the conduct of medical 
and health research, and the effects of some of its provisions will, 
we fear, be most unfortunate. In particular, epidemiologists and 
health services researchers continue to depend upon the ready ac- 
cessibility of archived medical records to collect the large and ap- 
propriately structured and unbiased population samples required to 
generate meaningful conclusions about the incidence and expres- 
sion of diseases in specific populations. 

Indeed, in the present climate of public concern about cost, qual- 
ity, and efficiency of our rapidly changing health care system, and 
with the intensifying concern about health disparities within our 
increasingly multiethnic communities and the effectiveness and 
safety of novel drugs, devices and biologies in such populations, the 
need to promote and support large-scale retrospective epidemiolog- 
ical and health services research has become even more urgent a 
national priority. 

The concerns about the rule's adverse effects on research are sev- 
eral and include the following. First, the AAMC believes that a 
great majority of the retrospective research with archived medical 
records could and should be performed with de-identified informa- 
tion, but that is only possible if the definition of "de-identified" is 
simple, sensible, and geared to the motivations and capabilities of 
health researchers, not to those of advanced computer scientists 
and cryptanalysts with mischievous or criminal proclivities. 

Second, the AAMC is concerned about the lack of clarity created 
for obtaining a waiver for the requirement of specific authorization 
for research access to protected health information contained in 
archived medical records. 

Third, the rule mandates a new set of patient rights, sometimes 
referred to as "fair information practices." That includes the rights 
to inspect, copy, and amend medical records and to obtain upon re- 
quest a detailed record of each unconsented or unauthorized use or 
disclosure of protected information during the preceding 6 years. 
Unfortunately, the rule is internally inconsistent and will result in 
confusion and perhaps chaos in institutional review boards and pri- 
vacy boards. 
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Finally, on the basis of the above concerns and because of the 
fenerally forbidding tenor of the rule, its complexities, ambiguities, 
urdens, costs, and hospitality to whistleblowers, the AAMC is very 

concerned that a particular unfortunate outcome may well be to en- 
courage any covered entity for whom research is not part of the 
core mission to "lock down" its medical archives and refuse to make 
them accessible for research of any kind. Why should such an en- 
tity subject itself to the gratuitous costs, risks and liabilities that 
it could face from releasing protected medical information for any 
purpose other than those central to its core operations? 

The AAMC commends the committee for convening this hearing 
to gather initial reactions to the effects of the new privacy rule. 
The Association urges the committee to be mindful of the fact that 
the facilitation of biomedical, epidemiological and health services 
research is a compelling public priority and has served this Nation 
well and offers bright promise for the future of human health. 

It has been repeatedly noted that medical information is different 
from all other kinds of information that may exist about an individ- 
ual•more personal, more private, more intimate and sensitive• 
and therefore that it needs higher protections. What has not been 
adequately recognized in the public debate is the essential and in- 
deed irreplaceable role that medical information plays in a vast 
array of medical and health research that benefits all. That is a 
feature of medical information that is also different from any other 
kind of information about individuals, and it too demands protec- 
tion. 

The AAMC continues to believe that both the private and public 
goods that are inextricably entangled in medical information pri- 
vacy policy would be best served by Federal legislation. Absent 
that, the Association has three recommendations. 

First, Congress should direct HHS to reconsider the several pro- 
visions of the rule that we and others have identified today as trou- 
blesome. 

Second, the compliance date, now set at 24 months from the ef- 
fective date, is far too short and must be extended to at least 60 
months, if not longer. The magnitude of the task of bringing the 
entire health care industry, especially the provider community, into 
compliance is daunting and cannot be managed in the 2-year win- 
dow. 

Finally, the cost of bringing the entire national health care sys- 
tem into compliance with the rule will be enormous, and the re- 
quired resources cannot be generated within the health care enter- 
prise alone. The AAMC believes that a creative Federal-State-pri- 
vate sector initiative, perhaps analogous to the concept of the 
postWorld War II Hill-Burton Act, will be necessary to reach this 
goal. 

Thank you very much for the privilege of testifying. 
The CHAIRMAN. Thank you, Dr. Smith. 
[The prepared statement of Dr. Smith follows:] 

PREPARED STATEMENT OF G. RICHARD SMITH, JR. 

Mr. Chairman and members of the Subcommittee, I am Richard Smith, M.D., Pro- 
fessor of Psychiatry and Medicine at the University of Arkansas for Medical 
Sciences. I am a practicing psychiatrist and also conduct mental health services re- 
search. I lead the Centers for Mental Health Services Research at the University 
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of Arkansas, which is one of the nation's largest mental health and services research 
groups, as well as our College of Medicine's health services research program. I am 
a recent past member of the National Mental Health Advisory Council for the Na- 
tional Institute of Mental Health (NIMH). I also chaired the NIMH Initial Review 
Group for mental health services research, which reviews virtually all of the mental 
health services research grant applications submitted to NIMH. 

I am speaking today on behalf of the Association of American Medical Colleges 
(AAMC). The AAMC represents the nation's 125 accredited medical schools, over 
400 major teaching hospitals and health care systems, more than 87,000 faculty in 
92 professional and scientific societies, and the nation's 67,000 medical students and 
102,000 residents. The AAMC is committed to promoting integrity in all of the core 
missions of academic medicine - teaching, research, patient care, and community 
service - and has always underscored the over-arching importance of respecting pa- 
tient autonomy and the privacy and confidentiality of individually identifiable medi- 
cal information. 

Accordingly, the AAMC has participated vigorously in the many failed efforts of 
past years to enact comprehensive federal law that would establish uniform national 
standards to protect the privacy of medical information and penalize its inappropri- 
ate and harmful misuse. The Association interacted intensively with the Depart- 
ment of Health and Human Services (DHHS) staff as they reluctantly undertook the 
awesome task of drafting the HIPAA-mandated medical information privacy rule. 
The AAMC wishes to acknowledge its appreciation for the efforts that DHHS made 
to become informed about the daunting complexities of our contemporary system of 
health care delivery, payment, and operations, and the critical importance to health 
research of access to archived medical information, and to seek consultation and ad- 
vice broadly throughout the rule-making process. 

The challenge for medical information privacy law or regulation is to find the ap- 
propriate balance point between the competing interests of individual privacy and 
the compelling public benefits that flow from the use of medical information in pro- 
viding care, in teaching, and in pursuing the nation's biomedical, behavioral, epide- 
miological and health services research agenda. The Congress over many years of 
extraordinary bipartisan effort proved unable to find that balance; and not surpris- 
ingly, given the enormity of the task and the intensity of clashing values and pas- 
sions with which the issues of individual privacy generally, and medical information 
privacy in particular, have become suffused, the Privacy Rule also fails. 

The AAMC's testimony will focus on the effects of the rule on medical and health 
education and research, about which we have grave concerns. However, the Associa- 
tion's members are responsible for operating the nation's renowned teaching hos- 
pitals and health systems, and providing complex, cutting-edge medical care to all 
patients, including those covered by Medicare and Medicaid, and those with no 
health insurance coverage at all. Thus, we are very cognizant of the rule's enormous 
impact on treatment, payment and health care operations, to use the rule's vernacu- 
lar, and we wish to endorse the comments made here today by the American Hos- 
pital Association (AHA). In particular, we agree with AHA that the rule is over- 
reaching; that it will be much more costly and burdensome than the rule's authors 
wish us to believe and will create an expensive new "privacy bureaucracy" that, ab- 
sent sources of new funding nowhere yet identified, represents a substantial un- 
funded mandate; that it cannot be implemented effectively nation-wide within the 
2-year compliance window specified; and that the inability of the rule to preempt 
state laws will prove to be increasingly problematic and burdensome, in an era in 
which individual mobility, interstate health care delivery, payment and operations, 
and interstate research are all commonplace. 

While the bulk of our testimony will be directed to research where our concerns 
are especially acute, we will first make some brief comments about health profes- 
sions education where a lack of clarity in the provisions of the rule is troubling. 
Teaching is referenced only three times in the final rule. The first occurs in Part 
160.103 (Definitions) and asserts that "Workforce" includes "trainees and other per- 
sons whose conduct, in the performance of work for a covered entity, is under the 
direct control of such entity, whether or not they are paid by the covered entity." 
Although the word "students" is not mentioned explicitly, we assume that they are 
meant to be included in the category of "trainees. The second reference is in Part 
164.501 (Definitions) and states that "Health care operations" includes "conducting 
training programs in which students, trainees or practitioners in areas of health 
care learn under supervision to practice or improve their skills. . ." The third and 
final reference is found in Part 164.508(a)(2), which specifies that authorization is 
required for any use or disclosure of psychotherapy notes (which receive special pro- 
tections under the rule) except for already consented treatment, payment, or health 
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care operations, use by the originator of the notes for treatment, or 
(164.508(a)(2)(iXB) use or disclosure in training programs. 

Two features of the rule are especially consequential with respect to its effect on 
teaching. The first is the Standard: minimum necessary (164.502(b)), which requires 
that a covered entity limit the use or disclosure of protected health information to 
the minimum necessary to accomplish the intended purpose of the use or disclosure. 
The second is the extension of the rule's provisions (164.501 - "Protected Health In- 
formation") to all individually identifiable health information transmitted or main- 
tained in any form or medium -electronic, written, or oral. One of the very few ex- 
emptions from the minimum necessary standard is for disclosures to or requests by 
a health care provider for treatment. In addition, the rule (164.514(d)(3)(iii)(C)) per- 
mits a covered entity to rely on the representation of a professional who is a mem- 
ber of the workforce that the protected health information requested is the mini- 
mum necessary for the stated purpose. Compliance with the standard for essentially 
all other uses or disclosures of protected health information must either be specified 
in the covered entity's policies and procedures when the uses and disclosures are 
routine or recurrent, or be dealt with individually on a case by case basis. 

Since trainees are not defined in the rule as "health care providers" or "profes- 
sionals," their use or disclosure of protected health information would be subject to 
the minimum necessary standard under the treatment exception and would not be 
permitted on the basis of the trainee's representation alone. Therefore, although the 
psychotherapy notes exemption might suggest that the rule takes a permissive 
stance with respect to students' access to and uses of protected health information, 
the fact is that nowhere does the rule explicitly allow disclosures of protected health 
information to health professions students which are not subject to the "minimum 
necessary" standard. The rule's ambiguity on this issue is a major concern for the 
AAMC, which believes strongly that the education of medical residents, medical stu- 
dents, nursing students, and other health professions students requires that their 
access to the medical information of their patients should be determined exclusively 
by their mentors in accordance with the needs of their respective educational pro- 
grams. The AAMC supports the proposition that medical residents and medical and 
nursing students, as well as other health professions students, as necessary, should 
have unrestricted access to medical information of their patients access should be 
unrestricted•a proposition that the rule seems to recognize, peculiarly, only with 
respect to psychotherapy notes. 

Currently, when a patient seeks medical care in a teaching setting, the consent 
form (that is, the traditional consent form, not the new consent required by the rule) 
typically includes a statement that the patient may be seen by health professions 
residents and students. It is also common practice that a patient's expressed wish 
not to be seen by students or residents is honored. The AAMC would prefer that 
these practices be permitted to continue, and that the traditional consent form lan- 
guage be incorporated into the teaching entity's Notice and (newly required) Con- 
sent for treatment, payment and health care operations, with a clear statement that 
students and residents will have full access to the medical information of their pa- 
tients. A patient's objection should always be respected, as it is now. 

The AAMC strongly urges the Committee to request DHHS explicitly to allow the 
sharing of protected health information within the content of accredited health pro- 
fessions educational programs. Failure to do so will seriously impair the quality of 
American health professions education, which is widely respected as the best in the 
world. It will also serve as a strong disincentive to community hospitals, clinics, and 
physicians to participate in health professions education, at a time when both 
changing medical practices and medical pedagogy are placing increasing emphasis 
on the importance of such educational settings and experiences. The disincentive 
will result both from the burden of having to apply the minimum necessary stand- 
ard to each teaching interaction, and from fears of liability for inadvertent violations 
of the rule. 

The rule will have substantial effects on the conduct of medical and health re- 
search, and the effect of some of its provisions will, we fear, be most unfortunate. 
The AAMC is disappointed that its strong objections to the relevant provisions in 
the proposed rule were largely ignored by DHHS. The Association has emphasized 
repeatedly in Congressional briefings and testimony, and in publications, the critical 
importance of access to archived medical records for a vast array of biomedical, be- 
havioral, epidemiological, and health services research. We have pointed out that 
medicine has always been, and remains to this day, an empirical discipline, and that 
the history of medical progress has been created over the centuries from the careful, 
systematic study of normal and diseased individuals. From countless such studies 
has emerged our present understanding of the definition, patterns of expression and 
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natural history of human diseases, and their responses to ever improving strategies 
of diagnosis, treatment, and prevention. 

In particular, epidemiologists and health services researchers continue to depend 
upon the ready accessibility of archived patient records to collect the large and ap- 
propriately structured and unbiased population samples required to generate mean- 
ingful conclusions about the incidence and expression of diseases in specified popu- 
lations, the beneficial and adverse outcomes of particular therapies, and the medical 
effectiveness and economic efficiency of the health care system. Indeed, in the 
present climate of public concern about the costs, quality, and efficiency of our rap- 
idly changing health care delivery system, and with intensifying concern about 
health disparities within our increasingly multi-ethnic communities and the effec- 
tiveness and safety of novel drugs, devices and biologies in such populations, the 
need to promote and support large scale, retrospective epidemiological and health 
services research has become even more urgent a national priority. 

The AAMC's concerns about the rule's adverse effects on research are several and 
include the following: 

First, the AAMC believes that a great majority of retrospective research with 
archived medical records could and should be performed with de-identified medical 
information, but that is only possible if the definition of "de-identified" is simple, 
sensible, and geared to the motivations and capabilities of health researchers, not 
to those of advanced computer scientists and cryptanalysts with mischievous or 
criminal proclivities. The Association has earlier commended the approaches to this 
problem taken in the Bennett and Greenwood bills, both of which sharply cir- 
cumscribed the definition of "identifiable medical information" to information that 
directly identifies an individual, and of "de-identified medical information" to infor- 
mation that does not directly identify the identity of an individual. And both bills 
appropriately coupled these straight forward definitions with the criminalization of 
unauthorized attempts to re-identify individuals from such de-identified medical in- 
formation. An apt descriptor for this approach to de-identification is "proportion- 
ality," in that the burden of preparing de-identified medical information is propor- 
tional to the interests, needs, capabilities and motivations of the health researchers 
who require access to it. 

Unfortunately, DHHS has persisted in setting a single bar for "de-identification," 
and that bar is much too high. Thus, the standard for de-identification of protected 
health information '164.514) requires either that "a person with appropriate knowl- 
edge of and experience with generally accepted statistical and scientific principles 
and methods for rendering information not individually identifiable" must determine 
that the risk is very small that the information could be used alone, or in combina- 
tion with "other reasonably available information" to identify an individual and 
"documents the methods and results of the analysis that justify such determina- 
tion;" or that 18 specific identifying elements are removed, including "geocodes" and 
most chronological data, that, in our judgment, would render the resulting informa- 
tion useless for much epidemiological, environmental, occupational and other types 
of population-based health research. Among the 18 elements to be removed are "de- 
vice identifiers and serial numbers," which would make it impossible, for example, 
to use such information for post-marketing studies of device effectiveness or failure. 

The AAMC continues to believe that the department's approach to de-identifica- 
tion is not only unfortunate but contrary to the dictates of sound public policy. 
which should be to encourage to the maximal possible extent the use of de-identified 
medical information for retrospective health research. Whatever an apt descriptor 
for the rule's treatment of this issue might be, it most certainly is not "proportion- 
ality". The Association urges the Committee to direct DHHS to rethink its approach 
to de-identification, and to create a standard that more appropriately reflects the 
realities of health research and the motivations and capabilities of health research- 
ers, not of exaggerated fears of threats from lurking decryption experts. We also 
urge that revision of the standard should be accompanied by an unambiguous warn- 
ing that unauthorized attempts at reidentification constitute a punishable offense. 
We remind the Committee that to our knowledge, there has never been a docu- 
mented breach of the confidentiality of archived research records. 

Second, the AAMC is deeply concerned about some of the new criteria created by 
the rule (164.512tiX2)) for obtaining a waiver of the requirement for specific author- 
ization for research access to protected health information contained in archived 
medical records. To begin, we wish to commend DHHS for persisting during the 
rulemaking process in its determination to define circumstances (164.512(iXD,(2)) 
under which research access to archived medical records may be permitted without 
specific authorization, and to extend the reach of the new privacy protections to re- 
search that now falls outside the bounds of the Common Rule. The creation of Pri- 
vacy Boards (PBs) closely modeled in structure and function on Institutional Review 
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Boards (IRBs) is sensible and to be applauded. We also commend the department's 
wise decision to allow covered entities to permit researchers access to protected 
health information without authorization or IRB or PB review when the purpose is 
(164.512(i)(l)(ii)) solely to review the information "as necessary to prepare a re- 
search protocol or for similar purposes preparatory to research," or (164.512(i)(l)(iii)) 
"solely for research on the protected health information of decedents." 

The rule requires that the IRB or PB determine that all of 8 new criteria 
(164.512(i)(2)(ii)(A)(H)), which are intended to be in addition to the provisions of the 
Common Rule and any requirements of state law that are more stringent, have been 
satisfied before it can approve a waiver of the requirement for specific authorization 
for access to protected health information for research purposes. Two of the new cri- 
teria appear to be internally contradictory: criterion (A) requires the determination 
that "[t]ne use or disclosure of protected health information involves no more than 
minimal risk to the individuals, while criterion (E) requires determination that pri- 
vacy risks are "reasonable in relation to the anticipated benefits .... and the im- 
portance of the knowledge that may reasonably be expected to result from the re- 
search." We do not understand how a threshold determination of "no more than 
minimal risk" can be squared with a subsequent requirement to determine that 
risks are "reasonable" in relation to anticipated benefits and the importance of new 
knowledge. By what newly devised metric is an IRB or PB to weigh the "reasonable- 
ness" of risk mat it has already determined is no more than minimal? 

The AAMC finds the language of new criteria (B) and (E) inherently very trou- 
bling. Criterion (B) requires the determination that "[t]he . . . waiver will not ad- 
versely affect the privacy rights and the welfare of the individuals," while criterion 
(E), as already noted, calls for a balancing of privacy risks against anticipated bene- 
fits and importance of new knowledge. There are no objective metrics or normative 
standards that IRBs or PBs can use to measure "privacy rights" or 44 privacy risks," 
and the AAMC is very concerned at the prospect of requiring IRB or PB members 
to render judgments on the basis of nothing more than their personal belief struc- 
tures or ideologies. The decisions of IRBs or PBs must inevitably rest upon individ- 
ual judgments that are informed by professional knowledge and experience, and 
reached through rational discourse, debate, and sometimes, compromise. We fear 
that debates about privacy rights and risks may be of a very different sort and more 
closely analogous to debates about such deeply held beliefs as 44 animal rights" or 
"right to life," in which positions are based upon beliefs or ideologies, and com- 
promise proves impossible to achieve. 

The Association has repeatedly warned about the dangers of introducing into the 
IRB, and now the PB, process determinations for which there is no experience, re- 
ceived wisdom, or consensus within the scientific or lay communities to turn for 
guidance. Privacy rights and risks may be comfortable terms for ethicists, privacy 
advocates, and constitutional lawyers, but how are they to be weighed or balanced 
in the assessment of specific research proposals that may require access to hundreds 
or thousands or even more medical records, as the rule now requires? For most re- 
viewers, the evaluation of privacy risks or dangers to privacy rights would most 
readily be 

accomplished by examining the integrity of the confidentiality protections to be af- 
forded the research files, such as those laid out in criteria (F), (G), and (H), with 
which the Association has no quarrel. But by listing the latter separately, the rule's 
architects clearly meant to distinguish them from the rights and risks that must 
be determined in criteria (B) and (E). We are very troubled by criteria (B) and (E) 
and urge the Committee to direct DHHS to reconsider its handiwork yet again, lest 
we find our IRBs and PBs mired in ideological gridlock that would make hollow the 
waiver provisions set out in this Subpart. 

Third, the rule mandates a new set of patient rights, sometimes referred to as 
"Fair Information Practices," that includes the rights to inspect, copy, and amend 
medical records, and to obtain upon request a detailed record of each unconsented 
or unauthorized use or disclosure of protected health information during the 
preceeding 6 years. The rights of individuals to inspect, copy and amend (164.524, 
526) are expressly limited to protected health information in a "designated re- 
cordset." The rule (164.501) defines "designated record set" as a group of records 
maintained by or for a covered entity that includes medical, billing, enrollment, pay- 
ment and related records, or is "used, in whole or in part, by or for the covered en- 
tity to make decisions about individuals." The rule defines "record" to mean "any 
item, collection, or grouping of information that includes protected health informa- 
tion and is maintained, collected, used, or disseminated by or for a covered entity." 

The AAMC reads these definitions and the language of 164.524 and 164.526 as 
excluding research files created in research that does not include treatment from 
the right of access to inspect, copy or amend. For research that includes treatment 
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(i.e., clinical trials), the rights clearly do apply, except in very limited circumstances 
during the active conduct of the trial. However, the language in 164.528 (Accounting 
of disclosures) is different. It does not restrict protected health information to that 
in a designated record set, and therefore it applies to disclosures of any protected 
health information for research purposes. Considering the large numbers of medical 
records required, for example, in epidemiological and health services research, the 
burden of recording each and every research disclosure could easily become onerous 
and costly. It would be helpful to the research community and the entire health care 
enterprise if the department would clarify its intentions here and indicate whether 
the AAMC's reading of these provisions of the rule is correct. 

We observe that the AAMC has consistently espoused the wisdom of maintaining 
wherever possible, formal and sharp distinctions between clinical and research 
records. This is primarily because the needs for and magnitude of access to these 
two different kinds of records, and, therefore, the ability to protect their confiden- 
tiality, are so profoundly different. Such distinctions, if generally applied and scru- 
pulously maintained, would protect research records and archives that may contain 
elements of protected health information from the very burdensome and complex 
provisions mandated in this rule. Enforcing this distinction should be straight for- 
ward in retrospective, or secondary, research in which an investigator requires ac- 
cess to patients' records but has no direct interaction of any kind with the patients 
themselves. Even in interactive or interventional research, in which the research 
may involve treatment, maintaining the distinction is arguably worthwhile, even 
though more difficult, in order to protect the use and disclosure of research informa- 
tion that has nothing at all to do with treatment from being entangled in the rule's 
many requirements. 

Fourth, the standard of "minimum necessary" applies to the disclosure of pro- 
tected health information for research that will be performed under a waiver of spe- 
cific authorization approved by an IRB or PB. In such instances, the rule requires 
the IRB or PB to determine that the information requested by the investigator 
meets the "minimum necessary" requirement. The AAMC is unclear about how IRB 
or PB members can possibly make this determination with any confidence in judg- 
ing proposals that require access to very large numbers of medical records. We are 
very concerned that the expectation that the standard has been met will generate 
a substantial risk of liability not only for the covered entity, but for the M/PB mem- 
bers themselves, and discourage both IRBs/PBs from granting, and covered entities 
from ackowledging, waivers of authorization. This, in turn, makes even more dis- 
couraging the department's approach to the issue of de-identification, which, as we 
have explained earlier, will force many researchers who would not otherwise have 
chosen to do so to seek protected health information for their projects. 

Finally, on the basis of the above concerns, and because of the generally forbid- 
ding tenor of the rule, its complexity, ambiguities, burdens, and costs, the AAMC 
is very concerned that a particularly unfortunate outcome may well be to encourage 
any covered entity for whom research is not part of the core mission to "lock down" 
its medical archives and refuse to make them accessible for research of any kind. 
Why should such an entity subject itself to the gratuitous costs, risks, and liabilities 
that it could face from releasing protected health information for any purpose other 
than those central to its core operations? And yet, access to medical archives in cov- 
ered entities outside of academic medical centers is essential for many kinds of 
large, population-based epidemiological, health services, and public health research 
studies, as well as for post-marketing studies of the effectiveness and safety of ap- 
proved drugs and devices. That the rule could produce an outcome of this kind is 
not inconceivable, although certainly not intended. It would be much sounder policy 
for the Committee to direct the department to reconsider these troubling provisions 
of the rule to ensure that such a tragic outcome does not occur rather than to deal 
with its aftermath. 

The AAMC commends this Committee for convening this hearing to gather initial 
reactions to the effects of the new Privacy Rule. The Association urges the Commit- 
tee to be mindful of the fact that the education of health professionals, as well as 
the facilitation of biomedical, epidemiological, and health services research are com- 
pelling public priorities that have served this nation well and offer bright promise 
for the future. The issues that surround medical information privacy are very dif- 
ficult, as the Congress, and this Committee in particular, have learned in recent 
years. The DHHS has stated repeatedly that this nation needs a sensible, com- 
prehensive, national standard of protections of medical information privacy that can 
only be accomplished through wise federal legislation. The difficult challenge for 
lawmakers and regulators alike is to find the correct balance between the need to 
protect the privacy rights of individuals and the many social benefits that flow from 
the appropriate use of medical information in teaching and research. 
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It has been repeatedly noted that medical information is different from all other 
kinds of information that may exist about an individual•more personal, more pri- 
vate, more intimate and sensitive, and therefore, that it needs higher protections. 
What has not been adequately recognized in the public debate is the essential, in- 
deed, irreplaceable, role that medical information plays in a vast array of medical 
and health research that benefits all humankind. That is a feature of medical infor- 
mation that is also different from any other kind of information about individuals, 
and it, too, demands protection. The AAMC continues to believe that both the pri- 
vate and the public goods that are inextricably entangled in medical information 
privacy policy would best be served by federal legislation. Absent that, the Associa- 
tion urges the Committee to direct DHHS to clarify the regulations with respect to 
the ambiguities associated with training health professions students, and to rethink 
and revise those provisions that we believe pose serious threats to the vitality of 
biomedical and health sciences research that requires access to archived medical 
records. In addition, the AAMC supports the position of others in the health commu- 
nity that the 2-year implementation schedule is overly ambitious given the state of 
electronic information technology now in place in the health care delivery system. 

Finally, irrespective of whether federal regulation or legislation is the chosen 
mechanism for protecting the privacy of medical information, the AAMC is con- 
vinced that the capital costs of developing and implementing nationwide the infor- 
mation technology systems required to bring the health care system into compliance 
will demand resources far beyond the capacity of the system to generate. Therefore, 
the AAMC suggests that a bold federal-state-private sector initiative, perhaps analo- 
gous to the post World War II Hill-Burton Act, will be necessary to reach this goal. 
The AAMC stands ready to work with other interested parties to help develop the 
agenda for this effort. 

Thank you very much for the privilege of testifying before this Committee today. 
The CHAIRMAN. Our final witness of the day, appearing on behalf 

of the Blue Cross/Blue Shield Association, is Mr. Robert C. Heird, 
senior vice president of Anthem Blue Cross and Blue Shield in In- 
dianapolis. In this capacity, he is the executive sponsor of Anthem's 
Health Insurance Portability and Accountability Act Initiative. Mr. 
Heird has an undergraduate degree in business management from 
the University of Maryland, and he completed an advanced man- 
agement program at Harvard Business School. He is on the board 
of directors of the Academy of Health Care Management. 

It is a pleasure to have you with us today, Mr. Heird. We look 
forward to your testimony. You are the final witness of the day, 
and I will listen especially carefully. 

Mr. HEIRD. Thank you so much, Mr. Chairman. 
I realize that I am the only obstacle between you and lunch, so 

I will try to monitor your light system very closely. 
Mr. Chairman and members of the committee, I am Bob Heird, 

senior vice president for Anthem Blue Cross and Blue Shield, testi- 
fying on behalf of the Blue Cross and Blue Shield Association. 

Anthem Blue Cross and Blue Shield is a licensee of Blue Cross 
and Blue Shield Association. We have 7 million members in eight 
States•Connecticut, New Hampshire, Maine, Colorado, Indiana, 
Kentucky, Nevada, and Ohio. We have 15,000 associates who are 
also members and patients. So we appreciate the opportunity to 
testify here today. 

Blue Cross and Blue Shield plans believe that there is a basic 
need for clear roles necessary to assure consumers that their health 
care is kept strictly private. For us, there is no question as to 
whether patient records should be kept private, but only as to how 
this should be done. 

Our challenge is to view these roles through the eyes of our cus- 
tomers. Our members demand and expect superior service. The key 
question for us is whether this role meets our customers' expecta- 
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tions. And while we are still analyzing the hundreds of pages of the 
final rule, we have concluded that the rule does not provide the 
kind of value that our customers expect. 

The rule is operationally infeasible, extremely costly, and would 
threaten quality improvement efforts throughout the health care 
system. 

Therefore, we urge Health and Human Services to reconsider the 
final rule by providing for another comment period to allow time 
to identify and correct those serious problems in the final regula- 
tion that could harm consumers. 

The final rule contains significant concerns, some of which are 
completely new from the proposed rule, that deserve more time for 
analysis and comment. Today I would like to highlight four of the 
top issues. 

First, our customers want clear guidelines about where to direct 
questions and problems. Unfortunately, the final rule would layer 
new Federal rules on top of existing State laws. This would only 
add more red tape and frustration for everyone. 

Consider for a moment the Anthem customer living in Lawrence- 
burg, IN who drives 15 miles to the Cincinnati-Northern Kentucky 
Airport, goes to work, and then drives another 15 miles to down- 
town Cincinnati, OH for treatment. Assume that there is an issue; 
what State rules•Ohio, Kentucky, Indiana? Is it HHS because of 
HIPAA? Is it governed by the law where the insurance policy is 
written? Is it governed by where the employee lives, or is it gov- 
erned by where the provider delivers care? Our customers and the 
providers need to know their rights and whom to call. 

Second, our customers want timely quality care, the kind of care 
that America prides itself on. The "minimum necessary" rule would 
require all of us to establish new processes and reorganize and re- 
design our operations so that we are only using and disclosing the 
minimum information necessary. This will require all of our efforts 
to ensure that patients receive the right care at the right time. 

Simply put, this runs counter to the Institute of Medicine report 
that highlights the need for complete and timely access to patient 
information to prevent the wrong care. 

Third, we are concerned that the business associate provisions 
are unworkable. Requiring business associates to establish proce- 
dures and notices consistent with the myriad of covered entities 
with which they contract will create an exponential number of dif- 
fering standards of business associates. 

Fourth, our customers want practical rules that facilitate their 
interaction with their doctors, hospitals, and health plans. We are 
concerned that the required consent provisions that apply to pro- 
viders will have negative downstream effects on our customers. We 
are concerned about real life implications. 

Consider for a moment the mother who calls her pediatrician on 
the telephone for advice on her sick baby. Her last visit was before 
the compliance date, and there is no consent on record. Does this 
mean the pediatrician cannot look at the child's record while on the 
phone? 

What about a person calling on behalf of an elderly relative? Re- 
quired consents could actually end up threatening our customers' 
quality of care and delaying the service that we provide. 
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Let me discuss cost briefly. And we will be clear•it will cost us 
to generate privacy protection. We are in favor of privacy protec- 
tion, but it will be at a cost. The issue is whether or not the cost 
required will be an effective response to the need. 

In addition, the high costs and other problems included in the 
privacy regulation are exacerbated by the HIPAA transaction and 
code-set regulations that were issued last year. The transaction 
regulations required doctors and hospitals and health plans to reor- 
ganize their operations, adopt new code-sets, and reengineer their 
computer systems in less than 2 years, and then, in addition to 
that, establish new privacy rules, all at the same time. In the end, 
the analogy has been made to Y2K; HIPAA will be more costly 
than our Y2K initiative. 

We are asking that the implementation time frame for the trans- 
action and code-sets regulations be extended by a 2-year period. 
Obviously, unless we do otherwise, we believe that there could be 
a system meltdown where claims and basic services are delayed or 
delivered incorrectly. 

Thank you for the opportunity to testify today. 
The CHAIRMAN. Thank you. 
[The prepared statement of Mr. Heird follows:] 

PREPARED STATEMENT OF ROBERT HEIRD 

Mr. Chairman and Members of the Senate Committee on Health, Education, 
Labor and Pensions, I am Robert Heird, Senior Vice President for Anthem Blue 
Cross and Blue Shield, testifying on behalf of the Blue Cross and Blue Shield Asso- 
ciation (BCBSA). BCBSA represents 46 independent Blue Cross and Blue Shield 
Plans throughout the nation that provide health coverage to 79 million•or one in 
four•Americans. As part of the Blue Cross and Blue Shield system, Anthem Blue 
Cross and Blue Shield provides coverage to more than seven million members in 
eight states including: Connecticut, Maine, New Hampshire, Colorado, Indiana, 
Kentucky, Nevada, and Ohio. 

We appreciate the invitation to testify today on the final privacy regulations 
issued by the Department of Health and Human Services (HHS) on December 28, 
2000. This testimony provides us the opportunity to view these regulations through 
the eyes of our customers•and to identify and discuss those issues that will have 
the most significant impact on them. 

BCBSA believes that safeguarding the privacy of medical records is of paramount 
importance. We support a basic set of clear federal rules for the health care industry 
that assures all consumers their health information is kept strictly confidential. At 
the same time, we know that our members demand and value superior customer 
service. Any set of rules needs not only to allow for timely delivery and payment 
of health care services, but also minimize hassles and costs. 

During the comment period following promulgation of the proposed rule, BCBSA 
submitted over 50 pages of detailed comments and recommendations. It is clear 
from the final regulation that HHS took into consideration many of our comments 
and sought a balance in the final rule. 

However, despite their efforts, the regulation still needs significant revision. With- 
out substantial changes, the regulation is likely to slow the delivery and payment 
of care to consumers and the providers who take care of them. 

We are still analyzing the hundreds of pages of the final regulation. It is an ex- 
tremely complex rule and we fear that we have only begun to scratch the surface 
in identifying critical problems. There are significant new provisions in the final 
rule•some of these represent improvements, but many other areas require more 
thought and opportunity for comments. 

Because of our existing concerns and the need for further analysis, we urge the 
Department of Health and Human Services to reconsider the final rule by providing 
for another comment period to allow time to identify•and correct•those serious 
problems in the final regulation that would harm consumers. We are committed to 
helping HHS identify those problems and construct and implement a regulation that 
maximizes consumer protections, while preserving the ability of the health care sys- 
tem to provide efficient, quality services to consumers. 
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My testimony focuses on five areas: Background, Key Concerns with the Regula- 
tion, Positive Aspects of the Regulation, Cost of the Regulation, and Recommenda- 
tions on Privacy 

BACKGROUND 

The Health Insurance Portability and Accountability Act (HIPAA) provided HHS 
the authority to promulgate privacy standards for health information if Congress 
did not pass legislation by August 1999. The statute was very narrow and directed 
HHS to issue privacy rules to assure that information transmitted as part of the 
new HIPAA standardized electronic transactions would be kept confidential. 

The final regulation would require covered entities (i.e., health plans, providers, 
and clearinghouses) to: 

Obtain new authorizations from consumers before using or disclosing information, 
except for purposes of treatment, payment, health care operations and other limited 
circumstances (providers would be required to obtain consent even for treatment, 
payment, and health care operations); 

Allow individuals to inspect, copy and amend much of their medical information; 
Track all disclosures made other than for treatment, payment and health care op- 

erations; 
Precontract with all business associates to require them to use and disclose infor- 

mation according to the new privacy rules; 
Institute procedures to assure that only the "minimum necessary" information is 

used or disclosed for a given purpose; 
Designate a privacy official and train staff; 
Follow specific rules before using protected health information for research; and 
Develop a host of new policies, procedures and notices. 
In understanding the full scope and implications of the regulation, it is important 

to be aware of the following: 
The Regulation is Not Limited to Electronic Records: The privacy standards under 

HIPAA were intended to apply to electronic transactions that are developed and 
maintained under the law's Administrative Simplification provisions. While the pro- 
posed rule's application to paper records was arguably ambiguous, the final rule 
clearly applies not only to electronic records, but also to any individually identifiable 
information "transmitted or maintained in any other form or medium." 

The Regulation Affects Internal Uses of Information as Well as Disclosures: A 
common misconception regarding the regulation is that it regulates only the disclo- 
sure of information to a third party. In fact, the regulation has enormous implica- 
tions for the use of information internally within an organization. This means that 
organizations will be required to comply with rules for internal treatment purposes, 
claims processing, utilization review and other routine health care purposes even 
though the information never leaves the organization's possession. 

The Regulation Affects a Broad Array of Organizations and Information: The defi- 
nition of "covered entity" is broad in scope•including not only doctors, hospitals and 
health insurers, but also employer health plans (insured and self-funded, except for 
self-administered plans with fewer than 50 participants), laboratories, pharmacists 
and many others. All organizations that service health care organizations that are 
not included specifically as a "covered entity" are indirectly subjected to the privacy 
rule through a provision that requires covered entities to contract with their "busi- 
ness associates." For instance, lawyers, auditors, consultants, computer support per- 
sonnel, accountants and other non-health oriented organizations would fall into this 
category. 

In addition, the definition of "protected health information" (PHI) is much broader 
than what most individuals consider their health information. The definition goes 
beyond an individual's medical records to include insurance records, oral informa- 
tion, and demographic data. 

KEY CONCERNS WITH REGULATION 

Our overall concern with the final regulation is that its intricate complexity will 
require a major reorganization of every doctor's office, hospital, pharmacy, labora- 
tory, research facility, and health plan•as well as other organizations. We expect 
the final rule will lead to extremely costly infrastructure and procedural changes in 
each and every entity. For example, new sound-proof walls and offices may need to 
be built in health care facilities, new computer systems may need to be installed, 
and more lawyers and training personnel may need to be hired. 

Although BCBSA has a number of concerns with the final rule, we have high- 
lighted the four most problematic regulatory provisions in this testimony: 
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A. Dual Federal and State Regulation 
The regulation layers a new comprehensive set of federal rules on top of an al- 

ready existing complex patchwork of state privacy laws. The regulation follows the 
HIPAA regulatory construct in that state laws are preempted only if they are con- 
trary to the regulation and are less stringent. In addition, the regulation specifically 
"saves" certain state statutes from preemption, such as those relating to health sur- 
veillance. 

We know our customers want a clear understanding of their privacy rights. How- 
ever, we are concerned that the intersection between state and federal privacy laws 
under the complex construct of the HIPAA regulatory model will create more red 
tape and frustration for health care providers and consumers. It will be unclear 
whom to call for resolution on specific rules•HHS or the states•and this lack of 
clarity will lead to more telephone calls, more steps, and more hassles for everyone. 

Doctors, health plans and other covered entities must determine, on a provision 
by provision basis, which parts of state law would be retained and which would be 
replaced by federal law. This is further complicated by the necessity for rapid trans- 
fer of information in today's health care industry because of the mobility of patients. 
For instance, an individual may live in the District of Columbia, work in Virginia, 
and visit a physician located in Maryland. Covered entities dealing with this indi- 
vidual will nave to evaluate the interplay of three state statutes with the federal 
law. In addition, covered entities also must factor in the interplay of other federal 
laws relating to privacy. Even if each covered entity engaged an attorney to prepare 
a preemption analysis, different attorneys are likely to prepare conflicting interpre- 
tations•possibly leading to costly litigation with the states, the federal government 
and consumers. 

This regulatory construct will be problematic for our customers. Instead of facili- 
tating a members ability to know his or her privacy rights, this complex preemption 
process is sure to confound that individual. First, individuals will be hard pressed 
to determine which aspects of the state and federal privacy laws apply to them, so 
it will be extremely challenging for them to determine if in fact, they have been 
wronged. In addition, consumers will not know where to direct complaints if they 
do feel that their rights are violated•Maryland? Virginia? The District of Colum- 
bia? The Secretary of Health and Human Services? It is likely that consumers will 
be bounced from one jurisdiction to the next until the consumer locates the one 
which has the law that has been violated•or the consumer becomes frustrated and 
gives up. 

Our preference•and the clearest path for everyone in the system•would be for 
federal privacy law to preempt state law. Having a clear federal law would provide 
consumers and doctors with a clear path when answers are needed. However, we 
recognize that a complete preemption of state law is outside the statutory authority 
of HHS. Therefore, m our comments on the proposed rule, we recommended that 
HHS prepare a detailed privacy guide for each state explaining how existing state 
laws intersect with the new federal rules. We asked that the guide also address 
whether a privacy provision is triggered by a consumer's residence, location of pro- 
vider or other criteria and that HHS prepare the guide in collaboration with state 
government officials. We also asked HHS to assure the guide incorporates other fed- 
eral privacy laws, such as the Federal Privacy Act and Gramm-Leach-Bliley Act. As 
part of this process, we recommended that each individual state should certify 
agreement with HHS' analysis so everyone has a clear understanding of the rules. 

We believe this legal guidebook needs to be prepared well in advance of imple- 
menting the final regulations. Doctors, health plans, and other covered entities will 
need this completed analysis before computer systems can be redesigned, forms and 
notices are changed, consumer brochures are modified and updated, and other pro- 
cedures can be brought into compliance. Bringing plan and provider operations into 
compliance with these complex new regulations will consume a significant share of 
health care dollars. It is critical that these affected entities only have to modify sys- 
tems and other items once. 

Unfortunately, HHS failed to provide for this legal guide in the final regulation. 
In the preamble to the final regulation, HHS said that "many commenters" re- 
quested a similar state by state analysis. However, HHS declined to perform the 
analysis for the same reason they decided against a formal advisory opinion process: 
First of all, they indicated that "such an opinion would be advisory only" it would 
not bind the courts'. In other words, they felt that even with HHS guidance, there 
was no guarantee regarding final decisions or outcomes. 

Second, HHS indicated that workload issues drove their decision against formal 
preemption guidance. The preamble says that "the thousands of questions raised in 
the public comment about the interpretation, implications and consequences of all 
of the proposed regulatory provisions have led us to conclude that significant advice 
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and technical assistance about all of the regulatory requirements will have to be 
provided on an ongoing basis•but we will be better able to prioritize our workload 
"if we do not provide for a formal advisory opinion process on preemption as pro- 
posed." 

We urge HHS to reconsider this decision and issue a state-by-state analysis prior 
to implementation of the final rule. 
B. Minimum Necessary Standards 

The regulation instructs doctors, health plans, and other covered entities to use 
or disclose only the minimum information necessary to accomplish a given purpose 
and discourages the exchange of the entire medical record. At first blush, this stand- 
ard seems to be a perfectly reasonable, common sense provision. 

However, we are concerned about how we can best operationalize this concept 
without creating significant unintended consequences. It is important to recognize 
that this standard applies to the use of information as well as disclosure, and that 
the definition of disclosure includes broad terms such as "provision of access to." 

This standard may require a massive reorganization of workflow as well as pos- 
sible redesign of physical office space, and could jeopardize the quality and timeli- 
ness of patient care, benefit determinations and other critical elements of the health 
care system. 

Many news accounts have inaccurately portrayed this provision as including an 
exemption for treatment purposes. HHS includes a very narrow exemption in the 
final rule•for "disclosures to or requests by a health care provider for treatment." 
This exemption does not cover "use" of the information, nor does it cover "disclo- 
sures by" providers. As a result, the minimum necessary rules may still place artifi- 
cial limits on the ability of doctors to use and disclose health information for critical 
treatment situations•threatening the overall quality of care. 

A few examples of other potential problems with the minimum necessary rule in- 
clude: 

As part of the description regarding the minimum necessary standard, the regula- 
tion includes a strong discouragement regarding the release of entire medical 
records of patients. The complete exchange of medical information is absolutely criti- 
cal to assuring a patient receives the right treatment at the right time. The recent 
Institute of Medicine report, 'To Err is Human," highlighted the medical mistakes 
that are common in our health care system today. The IOM report states that errors 
are more likely to occur when providers do not have timely access to complete pa- 
tient information. Discouraging the sharing of complete medical records would make 
it more difficult to guard against these medical errors. One covered, entity may de- 
termine that a subscriber's prescription is not relevant to be released. Further down 
the line, that lack of information may impede clinicians' decisionmaking. It is criti- 
cal to use complete medical records for a variety of important quality assurance 
functions, such as accreditation and outcomes measurement. 

It is well documented that fraud and abuse is a costly element of our health care 
system. The Medicare program as well as private health plans have made combating 
fraud and abuse a priority. However, the minimum necessary standard is likely to 
impede fraud detection, because fraud and abuse units may be accused of using 
more than the minimum information necessary. Any impediment to fraud detection 
would increase the cost to consumers. For instance, the sign-in sheets used in doc- 
tors' offices are also used to verify that doctors are seeing the volume of patients 
they report for payment purposes. It does not appear that the privacy regulation 
would allow for these sign-in sheets to continue to be used. 

Health plans and providers actually may be forced to redesign their faculties to 
comply with the minimum necessary standard. For instance, when visiting friends 
in maternity wards, there generally is a white board describing all of the patients 
and their medical needs. Any visitor may view the information on the board•a like- 
ly violation of HIPAA. Another example of potential renovation is an orthopedist's 
office, where the x-ray lightboard is centrally located outside of the patients rooms 
for easy access by the physician. Anyone in the office could view these x-rays con- 
taining patient social security numbers or names. Would the regulation require 
these providers to renovate their facilities to comply with the regulation? 

These are a few examples of the types of activities that could fall awry of the pri- 
vacy regulation. If implemented, this could impose incredible costs on consumers• 
not just in dollars and cents•but in lives as well. 
C. Business Associates 

The business associate provisions of the regulation require that doctors, health 
plans and other covered entities use prescribed contract terms with all of their 
"business associates" to assure these associates follow the HHS privacy rules. Doc- 
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tors, health plans and other covered entities could be subject to civil monetary pen- 
alties if they "knew" of privacy violations by their business associates. 

The contractual specifications included in the regulation compound the problems 
in the business associate framework. The rule requires business associates to use 
and disclose protected heath information in accordance with the notice and policies 
and procedures established by the covered entity with whom they contract. Many 
business associates will contract with multiple covered entities•each of whom have 
their own set of notices and their own uses of health information. This will create 
an exponential number of differing standards for business associates. 

The confusion is exacerbated because some organizations•like health insurers• 
are covered entities in some areas (e.g. a healthcare coverage provider) and business 
associates at other times (e.g. third party administrator). Keeping track of what 
kind of relationship and what contractual rules to follow with which organization 
will be very difficult, confusing and time-consuming. 

For example, Anthem Blue Cross and Blue Shield has many different relation- 
ships with other organizations. Anthem plays the role of licensed insurer and third 
party administrator (TPA) for medical and dental plans. Anthem is a pharmacy ben- 
efits manager (PBM) as well. In some cases, Anthem would be considered a covered 
entity; in other cases we would be considered a business partner. In fact, in some 
cases, like when we perform coordination of benefits (COB) with other insurers, both 
Anthem and the other insurer would be acting as covered entities, not as business 
associates of each other. We would not only have to follow rules as a covered entity 
but a host of other organization's rules and procedures as their business associate. 

The timeframe for renegotiation of contracts with business associates is also a sig- 
nificant problem. Health plans and other covered entities will have two years to up- 
date contracts in conformance with the privacy rule. Considering the multitude of 
relationships that we have with other organizations, we are concerned that two 
years is insufficient time to inventory all business associate relationships and re- 
negotiate contracts. Moreover, if a contract lacks a unilateral agreement clause that 
allows the health plan to change the contract only with respect to the privacy rule's 
requirements, the entire contract could be opened up for renegotiation•a time-con- 
suming process possibly involving discussions over new payment rates and other 
contract clauses. 

And finally, we believe the business associate provisions are outside of the statu- 
tory authority of the Department of Health and Human Services. HIPAA clearly de- 
lineates the covered entities subject to HHS oversight: health plans, clearing houses, 
and providers conducting standard transactions. By attempting to indirectly regu- 
late other organizations, we believe HHS acted beyond its regulatory authority. 
D. Consent and Individual Restrictions 

The final regulation requires health care providers to obtain consent before using 
or disclosing protected health information for treatment, payment or health care op- 
erations. In addition, it allows individuals to ask the provider to restrict the use or 
disclosure of certain health information. 

We remain concerned that a requirement to obtain consent for treatment, pay- 
ment and health care operations could unintentionally delay and impede routine op- 
erations that are essential to providing quality care and timely payment. 

The regulation's transition rules allow providers to use and disclose information 
collected prior to the compliance date based on a patient's prior consent. However, 
if a provider has not obtained a new consent by the compliance date for treatment, 
payment or health care operations, he/she would be unable to use or disclose infor- 
mation collected after February 26, 2003 for that patient. The regulations anticipate 
that providers would simply obtain consents when patients arrived for treatment. 
The rule also states that consent forms obtained before the compliance date may 
meet the rule's requirements•however many providers may not have consents on 
record, and if they do they may not be for treatment, payment and health care oper- 
ations•but only for one of these imperative functions. 

Imagine that a mother is calling her pediatrician on the phone for advice on her 
sick baby. Her last actual visit was well before the compliance date and there is 
no consent on record. Does that mean the pediatrician cannot look at the child's 
medical record while on the phone? What about an individual calling on behalf of 
an elderly relative for clarification about a particular medication but with no con- 
sent for that individual to access information? Or requesting additional payment in- 
formation where the historical consent on file was only for treatment? Would the 
gerontologist be gagged from responding? 

If a provider obtains a new consent but it does not list "payment" or "health care 
operations", there may be downstream impediments for some routine operations be- 
cause providers could only disclose information for treatment purposes. For in- 
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My testimony focuses on five areas: Background, Key Concerns with the Regula- 
tion, Positive Aspects of the Regulation, Cost of the Regulation, and Recommenda- 
tions on Privacy 

BACKGROUND 

The Health Insurance Portability and Accountability Act (HIPAA) provided HHS 
the authority to promulgate privacy standards for health information if Congress 
did not pass legislation by August 1999. The statute was very narrow and directed 
HHS to issue privacy rules to assure that information transmitted as part of the 
new HIPAA standardized electronic transactions would be kept confidential. 

The final regulation would require covered entities (i.e., health plans, providers, 
and clearinghouses) to: 

Obtain new authorizations from consumers before using or disclosing information, 
except for purposes of treatment, payment, health care operations and other limited 
circumstances (providers would be required to obtain consent even for treatment, 
payment, and health care operations); 

Allow individuals to inspect, copy and amend much of their medical information; 
Track all disclosures made other than for treatment, payment and health care op- 

erations; 
Recontract with all business associates to require them to use and disclose infor- 

mation according to the new privacy rules; 
Institute procedures to assure that only the "minimum necessary" information is 

used or disclosed for a given purpose; 
Designate a privacy official and train staff; 
Follow specific rules before using protected health information for research; and 
Develop a host of new policies, procedures and notices. 
In understanding the full scope and implications of the regulation, it is important 

to be aware of the following: 
The Regulation is Not Limited to Electronic Records: The privacy standards under 

HIPAA were intended to apply to electronic transactions that are developed and 
maintained under the law's Administrative Simplification provisions. While the pro- 
posed rule's application to paper records was arguably ambiguous, the final rule 
clearly applies not only to electronic records, but also to any individually identifiable 
information "transmitted or maintained in any other form or medium." 

The Regulation Affects Internal Uses of Information as Well as Disclosures: A 
common misconception regarding the regulation is that it regulates only the disclo- 
sure of information to a third party. In fact, the regulation has enormous implica- 
tions for the use of information internally within an organization. This means that 
organizations will be required to comply with rules for internal treatment purposes, 
claims processing, utilization review and other routine health care purposes even 
though the information never leaves the organization's possession. 

The Regulation Affects a Broad Array of Organizations and Information: The defi- 
nition of "covered entity" is broad in scope•including not only doctors, hospitals and 
health insurers, but also employer health plans (insured and self-funded, except for 
self-administered plans with fewer than 50 participants), laboratories, pharmacists 
and many others. All organizations that service health care organizations that are 
not included specifically as a "covered entity" are indirectly subjected to the privacy 
rule through a provision that requires covered entities to contract with their "busi- 
ness associates." For instance, lawyers, auditors, consultants, computer support per- 
sonnel, accountants and other non-health oriented organizations would fall into this 
category. 

In addition, the definition of "protected health information" (PHI) is much broader 
than what most individuals consider their health information. The definition goes 
beyond an individual's medical records to include insurance records, oral informa- 
tion, and demographic data. 

KEY CONCERNS WITH REGULATION 

Our overall concern with the final regulation is that its intricate complexity will 
require a major reorganization of every doctor's office, hospital, pharmacy, labora- 
tory, research facility, and health plan•as well as other organizations. We expect 
the final rule will lead to extremely costly infrastructure and procedural changes in 
each and every entity. For example, new sound-proof walls and offices may need to 
be built in health care facilities, new computer systems may need to be installed, 
and more lawyers and training personnel may need to be hired. 

Although BCBSA has a number of concerns with the final rule, we have high- 
lighted the four most problematic regulatory provisions in this testimony: 
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analysis of state and federal law to provide a clear guide on all provisions affecting 
the health care industry. 

It is critical that this guidance is available at least two years prior to the compli- 
ance date of the regulation. Bringing operations into compliance with these complex 
new regulations will be expensive, so it is critical that doctors, health plans, and 
other covered entities only have to modify systems and other items once. 

(2) Change the Minimum Necessary from Legal Standard to Guiding Principle: 
While we believe the minimum necessary standard is a laudable goal, we are con- 
cerned that it would be extremely difficult and expensive to implement this stand- 
ard operationally and comply with it as a legal standard. Therefore, we recommend 
that HHS ask organizations to include the minimum necessary standard concept 
only as a guiding principle, not as a legal standard. 

(3) Remove Business Associate Provisions. The business associate provisions 
should be removed from the regulation because they are: Outside of the Secretary's 
statutory authority; Confusing and create unnecessarily expensive relationships be- 
tween doctors, health plans, and other covered entities; and Unnecessary since the 
vast majority of protected health information is maintained by organizations that 
are covered by the regulation. 

At a minimum, we feel the business associate provisions should be changed as fol- 
lows: Covered entities should not be considered business associates of each other; 
and Covered entities should be given at least three years to re-negotiate contracts 
and come into compliance with the business associate provisions. 

(4) Provide a Statutory Consent for Health Care Providers: In the proposed rule, 
HHS recognized some of the operational problems of requiring authorization forms 
for treatment, payment and health care operations. We agreed with HHS' views, but 
recommended that covered entities be given the flexibility of requesting authoriza- 
tions for treatment, payment and health care operations. The proposed rule would 
have actually prohibited it, unless required by State or other law. 

We are pleased that the final rule retains a statutory consent for treatment, pay- 
ment and health care operations for health plans, with the flexibility to request a 
consent if desired. However, we have concerns that the final rule requires health 
care providers to get consent for these essential functions. We feel that required con- 
sent may lead not only to operational issues, but could also affect treatment activi- 
ties and quality of care. 

(5) Include Additional Funding for Medicare Contractors and other Government 
Programs. We also urge congressional appropriators to factor the additional cost of 
privacy compliance into budget development regarding the Medicare fee-for-service 
contractors, Medicare+Choice plans, the Federal Employees Health Benefit Pro- 
gram, and other federal programs. 

VI. CONCLUSION 

Once again, we appreciate the opportunity to testify before you on this critical 
issue. 

We would like to continue working with you, and the Department of Health and 
Human Services, on crafting privacy rules that meet our common goals of protecting 
consumers, improving quality, and minimizing costs. 

The CHAIRMAN. I was just thinking how naive Senator Dodd and 
I were some 3 or 4 years ago when we decided that we could do 
all of this ourselves and come up with the perfect piece of legisla- 
tion. We thought there would be a couple of problems with law en- 
forcement and the abortion question, but wow, were we naive. 

But it is a pleasure to have you here today and this panel espe- 
cially to help us make sure that in the final analysis, we will have 
done a good job, because it is so critical and so important to all the 
people involved. So I very much appreciate your testimony. 

Judith, let me start with you. You mentioned that you support 
the final rule's creation of a fire wall that creates separation be- 
tween the plan sponsor or employer and the group health plan. 
However, I wonder if this separation can even be achieved, particu- 
larly for small employers, where it is not unusual for one person 
to make the employment decisions as well as all the human re- 
sources and benefits decisions. 
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Are you concerned that this provision will be difficult if not im- 
possible for small employers to comply with? 

Ms. LICHTMAN. We are very worried, and that is why I said in 
my statement that HHS did as much as they could given their 
legal authority under HIPAA, and it would therefore be up to Con- 
gress to pass legislation that ensured that employers were indeed 
covered entities, because I think that that is the only way to pro- 
tect all employees. I think that HHS did the best they could with 
the hand they were dealt under HIPAA, but there is no doubt that 
we clearly want employers to be covered for privacy protections. 

The CHAIRMAN. Dr. Smith, please explain the potential problems 
in health professionals training that may result when the "mini- 
mum necessary" standard is imposed on medical and nursing stu- 
dents. 

Dr. SMITH. First, we believe that the rule is ambiguous. My stu- 
dents and my residents need to have access to the records of my 
patients and their patients, not just a portion of them. If there are 
ambiguities in the rule, legal counsel for my teaching hospital will 
impose certain restrictions that may limit, let us say, a nursing 
student from seeing the record of my patient. That nursing student 
needs to have access to the full medical record in order to be able 
to learn from that case that is a part of the hospital or a part of 
my practice. If he or she is participating in the care, they need to 
have access to that record. 

The rule is ambiguous and contradictory in places, and we would 
urge that HHS look at that and that you encourage HHS to look 
at that and try to clarify that ambiguity. 

The CHAIRMAN. Mr. Heird, you gave a cost estimate of $40 billion 
over 5 years for the proposed rule. HHS has estimated that the 
final rule will cost approximately $18 billion over 10 years. What 
do you believe the actual cost of the final rule will be, and how do 
you think these differences came about? 

Mr. HEIRD. Senator, the final rule obviously is just out, and one 
thing that we are engaged in doing presently is a gap analysis of 
how the requirements of the final rule line up with our current 
practices. Until that is completed, we are not going to know for 
sure all of the implications. 

We do note that there are systems requirements, as was dis- 
cussed in the last panel, in order to track consent. There will be 
significant training implications required of all of our associates to 
understand consent, to understand "minimum necessary." 

Our Association retained Robert E. Nolan Associates to do the 
analysis for us, and even though that was based on the proposed 
rules, we think that that number is essentially correct. Regretfully, 
we are not going to be able to tell you an exact number until we 
complete our gap analysis, but we think that that number is far 
more accurate than the original HHS estimates. 

The CHAIRMAN. I am aware of insurance companies that are now 
offering integrated products to employers that consist of health in- 
surance, disability insurance, and workers' compensation compo- 
nents. Since the product is integrated, I do not know if it is covered 
by the final rule, which covers health plans but not disability plans 
or workers' compensation. Does your company offer these types of 
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products, and would you be able to continue offering these products 
under the final rule? 

Mr. HEIRD. We do have a broad set of product offerings. We are 
a pharmacy benefit management company, and part of our organi- 
zation deals with the types of services that you mention. We are 
examining our organization now to determine exactly how 
impactful all of this will be, whether or not there are fire walls that 
will be required. 

We know that in some cases, our organization will have to issue 
business associate agreements with outside organizations, but we 
also know that for our customers who are self-insured, we will be 
their business associate. So on the one hand, we will be the issuer 
of those agreements, and on the other hand, we will receive them. 
That is part of the complexity that we see with regard to the busi- 
ness associate process and our ability to be effective in the market- 
place. 

The CHAIRMAN. MS. Lichtman, the public ultimately will pay the 
cost of implementation of the regulation by covered entities, wheth- 
er through higher health care premiums or higher taxes or lost 
benefits. At what point do the financial costs outweigh the increase 
in privacy protection, and what if the burden of compliance is too 
great on small providers? 

Ms. LICHTMAN. I think it is a fair question. I think it may, how- 
ever, be a premature one. I note that HHS projects over 10 years 
a cost saving. Sitting here today, before February 26, it is hard for 
me to second-guess those cost savings projections, turn them into 
some nightmare of burgeoning costs, and answer your question 
about the cost-benefit analysis, which I think is a fair one. 

I just think that if indeed I take their figures at face value•and 
I do•your fears may never be realized, and therefore, I may never 
have to get to the nightmare trade, and I think we need the experi- 
ence to see that, and we will have plenty of time, including the 
very ample 2-year implementation time, to respond to that. 

I also want to say something very quickly. It seems to me that 
HHS acted in a very responsible way in promulgating the final 
rule. They got 52,000 comments. Now, I am not an expert counter 
of comments, but that seems to me to be no small potatoes. The 
covered entities responded to that proposed rule and had quite 
ample opportunity to do so, so the final reg that HHS authored was 
in effect informed by the concerns and the comments of the covered 
entities, and HHS took those into account when they issued the 
final rule. I do not think that this committee or the Senate should 
lose track of what I believe to be a very reasoned approach to the 
final reg. 

The CHAIRMAN. Please, Mr. Heird. 
Mr. HEIRD. Thank you. I believe the earlier speaker from the 

American Hospital Association put his finger on a key issue, and 
that is that about 70 percent of the transactions that we receive 
today for claims are already automated. So the estimated savings 
we are not sure will exist from the transaction and code-sets part 
of HIPAA, because basically, we are going to go back through and 
redesign already existing systems. Every transaction•all the codes 
that make these electronic things work will have to change. 
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So we are not convinced that there is a savings there. If there 
is, we are completely unconvinced that there is a savings that 
equals the cost of privacy. 

Having said that, I want to come back to my testimony, which 
was that we support privacy; the issue is how. We are concerned 
with the approach that we read in the regulations that that cost 
is disproportionate to the real value received. 

The CHAIRMAN. Dr. Smith. 
Dr. SMITH. Senator, if I might, our academic medical center, if 

we do a really good job this quarter, might break even, as opposed 
to losing money, which we have done for the last 20 quarters. Even 
if this thing costs a fraction of what people here are estimating, it 
is an awful lot for academic health centers that are struggling to 
keep their doors open. 

One thing that I think HHS may have overlooked is what is the 
cost, as one of the speakers said, to some of the safety net provid- 
ers•and we are not a small safety net provider; we are a very 
large safety net provider, but we provide the bulk of the uninsured 
care for the State of Arkansas that is at least a secondary or ter- 
tiary care level. These are quite expensive regulations that could 
impede operations and impede the ability to give people the care 
that they need. 

The CHAIRMAN. Dr. Smith, please discuss your concern that 
health care providers whose core mission is not research may "lock 
down" their medical archives and refuse to make them accessible 
for research purposes. How serious a problem do you see that as 
being? 

Dr. SMITH. In our work, for instance, we would do research about 
the effectiveness of treatment for depression in the State of Arkan- 
sas or across the South, for instance, and we might have to deal 
with not only getting our records, but we might have to deal with 
15 or 20 insurance companies. So I might have to go to the Blue 
Cross and Blue Shield in Arkansans that has 60 percent of the 
market, and if Blue Cross and Blue Shield in Arkansas said, Gee, 
guys, this is too expensive for us•even though it is a good idea, 
our general counsel tells us that the risk of giving you protected 
information is too great, and therefore, we are not going to partici- 
pate•then I cannot do my study, or my faculty cannot do the 
study, so we cannot actually find out what is wrong with the deliv- 
ery system in Arkansas about providing care for people with men- 
tal disorders. 

The comment that Senator Wellstone made earlier about the 
mentally ill•in a similar vein, I think that some of these provi- 
sions might actually cause providers not to give care if they have 
to go through extra hoops in order to protect the confidentiality of 
psychiatric diagnoses. 

The biggest problem that we have in primary care is the fact 
that doctors do not recognize the disorders and do not treat the dis- 
orders because they say it is too much trouble, which to me is a 
crime, but if we make it worse, I have grave concerns about the 
health impacts of these rules. 

The CHAIRMAN. Mr. Heird, do you have a comment? 
Mr. HEIRD. I think the case was well made by Dr. Smith. 
The CHAIRMAN. MS. Lichtman. 

70-383 - 01 - 4 
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Ms. LICHTMAN. Something strikes me that I think is important 
to say when we look at costs. There is a huge cost to society and 
to the GNP, if you will, if consumers, if patients, if human beings 
do not avail themselves of good-quality health care because of fears 
of their lack of privacy. That is a cost. So when we figure out how 
much it costs to implement these privacy regs, we also have to fig- 
ure out how much does it cost us as a society not to have privacy 
regs in place, because there is a cost to us. 

The CHAIRMAN. Dr. Smith? 
Dr. SMITH. I would agree with Ms. Lichtman, and I think Ms. 

Goldman also made that same point. If people are not getting care 
because they are afraid of the violation of privacy, we do need good 
privacy regulations in order to ensure that people get the care that 
they need. 

The CHAIRMAN. Mr. Heird? 
Mr. HEIRD. I think that we are in violent agreement that privacy 

standards are required, and we all want them. Everyone in this 
room is a patient, and we all have a role to play in the delivery 
of health care and the financing of health care. So we all want 
clear and understandable rules. The question is how are we going 
to go about that in a way that we all think is an appropriate out- 
come for the common desire that we have. 

The CHAIRMAN. My instincts tell me that this is an unusual mo- 
ment, and we ought to sanctify it by concluding the hearing at this 
point with all three of you in agreement. 

So thank you for very excellent testimony. We deeply appreciate 
all the work that has gone into your testimony, and we will still 
reserve the right to submit a few more questions to you. 

[Additional statements and material submitted for the record fol- 
low:] 

PREPARED STATEMENT OF SENATOR FRIST 

Thank you, Senator Jeffords, for holding this hearing to examine 
the final regulation on medical records confidentiality released by 
the Department of Health and Human Services (HHS) last year. 

The issue of privacy is a critical one to the American people, who 
have long valued the concept of individual privacy•and in no area 
is it more important than when it touches upon an individual's 
most sensitive medical history and information. 

I don't need to rermind anyone of the history of this issue. Legis- 
lation regarding the privacy of medical records has been debated 
ever since the computer age of the 1960s where concern was ex- 
pressed that the electronic transfer of data jeopardized the privacy 
of personal information. The passage of the Federal Privacy Act of 
1974 was one of the first attempts by Congress to protect personal 
information and records held by the federal government. But a 
comprehensive, federal law protecting one's medical information 
has eluded us before now. Today, even though Congress was unable 
to pass comprehensive medical privacy legislation, forcing the Sec- 
retary to write the regulations before us, the issue remains of ut- 
most importance. 

If there is any one sentiment to which I think we would all 
agree, it is that the regulations before us demonstrate exactly why 
there should be comprehensive Federal medical records privacy leg- 
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islation•so that we may address what has become a confusing 
swamp of State laws, regulation, and court cases regarding the pro- 
tection of health data. I am concerned that, despite its intent, this 
regulation may exacerbate this problem. 

Now, throughout our efforts in the past several years, I worked 
from two overriding principles. First, and foremost, the main rea- 
son a health record is generated is for the care of the patient. The 
patient must remain our central focus•patients must feel com- 
fortable in sharing personal information with their providers to re- 
ceive- the highest quality of care. Moreover, we must preserve the 
doctor-patient relationship•a relationship built on patients' trust 
in their providers. 

Second, as a physician and researcher, I cannot overstate the importance that 
these efforts promote and support ongoing public health and medical research initia- 
tives taking place throughout the country, and I will be looking to make sure that 
the regulations appropriately balance the confidentiality concerns with the need to 
foster our public and private research enterprise. 

Our efforts to report and track infectious diseases through our public health sys- 
tem are vital to the health of all Americans, and they must be continued. Medical 
research using information gleaned from medical records has produced incalculable 
benefits to patients by improving our understanding of disease and health outcomes. 

Access to health information is critical to ensuring public health, promoting medi- 
cal/epidemiological/health outcomes research, improving the quality of care, and 
eliminating fraud and abuse from our health care system. These activities have a 
direct impact on patient care. We should not inadvertently harm patients by unduly 
restricting research efforts and halting advances. 

The confidentiality of medical information is an extremely important issue to the 
American people•one that deserves our continued attention and thorough consider- 
ation. I look forward to today's testimony and to working with my colleagues on this 
issue in the coming months. 

STATEMENT OF THE AMERICAN COUNCIL OF LIFE INSURERS 

This testimony on the final Privacy of Individually Identifiable Health Informa- 
tion Regulation (the Regulation) of the Department of Health and Human Services 
(the Department) is submitted to the Senate Health, Education, Labor, and Pen- 
sions Committee (the Committee) on behalf of the American Council of Life Insurers 
(the ACLI). The ACLI is a national trade association whose 435 member companies 
represent 73 percent of the life insurance and 86.9 percent of the long term care 
insurance in force in the United States. The ACLI also represents 73 percent of the 
companies that provide disability income insurance. The ACLI commends the De- 
partment for its tremendous effort in crafting this vitally important rule and com- 
mends the Committee for holding this hearing. The ACLI appreciates the oppor- 
tunity to submit testimony. 

The ACLI strongly supports the Regulation's underlying goal of protecting individ- 
ually identifiable health information. Life, disability income, and long term care in- 
surers understand their responsibility to protect their customers' health informa- 
tion. ACLI member companies are strongly committed to the principle that individ- 
ual have a legitimate interest in the proper collection and handling of their medical 
information and that insurers have an obligation to assure individuals of the con- 
fidentiality of this information. Several years ago, the ACLI Board of Directors 
adopted the "Confidentiality of Medical Information Principles of Support." These 
Principles were recently strengthened to provide for ACLI support for prohibitions 
on the sharing of medical information for marketing and for determining eligibility 
for credit. 

The ACLI believes that the Regulation's goal of protecting individually identifiable 
health information may be achieved in a manner consistent with the significant 
public interest in maintaining the life, disability income, and long term care insur- 
ance markets which meet the private insurance needs of millions of American con- 
sumers. By their very nature, the businesses of life, disability income, and long term 
care insurance involve personal and confidential relationships. However, insurers 
selling these lines of coverage must be able to obtain and use their customers' 
health information in order to perform legitimate insurance business functions. The 
performance of these functions is essential to insurers' ability to serve and fulfill 
their contractual obligations to their existing and prospective customers. The ACLI 
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has attempted to analyze the final Regulation with a view toward the need to bal- 
ance the goals of protecting the confidentiality of individuals' health information 
with life, disability income, and long term care insurers' need to obtain and use that 
information in order to issue, service, and administer insurance policies sought by 
individuals. 

The ACLI and its member companies are still in the process of analyzing the Reg- 
ulation and its effect on member companies' ability to engage in ordinary insurance 
business activities. The following reflects concerns with the Regulation which have 
been identified as of the present time. It is possible that the ACLI and its member 
companies may discover additional concerns as they continue to study the Regula- 
tion. 

It is already clear that the Regulation will have a significant and direct impact 
on the manner in which life, disability income, and long term care insurers do busi- 
ness. Although life and disability income insurers are not "covered entities" under 
the Regulation, their ability to obtain individually identifiable health information, 
critical to the performance of basic insurance functions, such as underwriting and 
claims evaluations, will be subject to and determined by the Regulation's disclosure 
requirements and limitations. This is true because life and disability income insur- 
ers often must obtain individually identifiable health information from health care 
providers which are "covered entities" under the Regulation and which may only 
disclose protected health information as permitted thereunder. 

Long term care insurers are covered entities under the Regulation. As such, they 
are subject to the full gambit of the Regulation's requirements regarding access, use 
and disclosure of individually identifiahle health information. In addition, like life 
and disability income insurers, long term care insurers' ability to obtain individually 
identifiable health information from other covered entities (which are health care 
providers) is subject to the Regulation's disclosure limitations and requirements. 

The ACLI has noted a number of changes which were made in the final Regula- 
tion in response to concerns raised by the ACLI in connection with the proposed reg- 
ulation's disclosure requirements. However, there continue to be very troublesome 
ambiguities in some of the provisions of the final Regulation which could be con- 
strued to limit covered entities' disclosure of individually identifiable health infor- 
mation to life, disability income, and long term care insurers. This would limit these 
insurers' access to and use of health information which is critical to their ability to 
perform fundamental insurance business functions, such as underwriting and claims 
evaluations. 

The ACLI recommends that the Regulation's current effective date of February 
26, 2001, be delayed so that these ambiguities may be clarified. Clarification of 
these ambiguities would prevent the unintended consequences of restricting legiti- 
mate insurance business practices which are essential to life, disability income, and 
long term care insurers' ability to serve and fulfill their contractual obligations to 
their prospective and existing customers. 

Below are more detailed explanations of the manner in which life, disability in- 
come, and long term care insurers use protected health information and ambiguities 
in the Regulation which could be construed to jeopardize legitimate and essential 
uses of that information by life, disability income, and long term care insurers. 

WAYS IN WHICH LIFE, DISABILITY INCOME, AND LONG TERM CARE INSURERS USE 
INDIVIDUALLY IDENTIFIABLE HEALTH INFORMATION 

The process of risk classification is a system of classifying proposed insureds by 
level of risk It enables insurers to group together people with similar characteristics 
and to calculate a premium based on that group's level of risk. Those with similar 
risks pay the same premiums. Risk classification provides the fundamental frame- 
work for the current private insurance system in the United States. It is essential 
to insurers' ability to determine premiums which are: (1) adequate to pay their cus- 
tomers' future claims; and (2) fair relative to the risk posed by proposed insureds. 

The price of life, disability income and long term care insurance is generally based 
on the proposed insured's gender, age, present and past state of health, possibly his 
or her job or hobby, and the type and amount of coverage sought. Much of this infor- 
mation is provided directly by the proposed insured. Depending on the proposed in- 
sured's age, medical history, and the amount of insurance applied for, the insurer 
may also need information from the individual's medical records. In this event, 
when the insurer's sales representative takes the consumer's application for insur- 
ance, he will request that the applicant sign an authorization, provided by the in- 
surer, authorizing the insurance company to: (1) obtain his health information from 
his doctor or from a hospital where he has been treated; and (2) use that informa- 
tion to, among other things, underwrite that individual's application for coverage. 



Based on this information, the insurer groups insureds into pools so that they can 
share the financial risk presented by dying prematurely, becoming disabled, or 
needing long term care. 

If a company is unable to gather accurate information or have access to informa- 
tion already known to the proposed insured, an individual with a serious health con- 
dition, with a greater than average risk, could knowingly purchase a policy for 
standard premium rates. This is known as adverse selection. While a few cases of 
adverse selection might not have a significant negative impact on the life, disability 
income, or long term care insurance markets, multiple cases industry-wide would 
likely have such an effect. This would be particularly true if individuals were to be 
legally permitted to withhold or restrict access to medical information significant to 
their likelihood of dying prematurely, becoming disabled or requiring long term care. 
The major negative consequence of adverse selection would be to drive up costs for 
future customers which could price many American families out of the life, disability 
income, and long term care insurance markets. 

Most life and long term care insurance and much disability income insurance is 
individually underwritten. As part of the underwriting process, insurers selling life, 
disability income, and long term care insurance rely on an applicant's individually 
identifiable health information to determine the risk that he or she represents. 
Therefore, medical information is a key and essential component in the process of 
risk classification. 

Once a life, disability income, or long term care insurer has an individual's health 
information, the insurer controls and limits who sees it. At the same time, insurers 
must use and disclose individually identifiable health information to perform legiti- 
mate, core insurance business functions. Insurers that sell life, disability income, 
and long term care insurance must use individually identifiable health information 
to perform essential functions associated with an insurance contract. These basic 
functions include, in addition to underwriting, key activities such as claims evalua- 
tion and policy administration. In addition, insurers must also use individually iden- 
tifiable health information to perform important business functions not necessarily 
directly related to a particular insurance contract, but essential to the administra- 
tion of servicing of insurance policies generally, such as, for example, development 
and maintenance of computer systems. 

Also life disability income, and long term care insurers must disclose individually 
identifiable health information in order to comply with various regulatory/legal 
mandates and in furtherance of certain public policy goals such as the detection and 
deterrence of fraud. Activities in connection with ordinary proposed and con- 
summated business transactions, such as reinsurance treaties and mergers and ac- 
quisitions, also necessitate insurers' use and disclosure of such information. Life, 
disability income, and long term care insurers must disclose individually identifiable 
health to: (1) state insurance departments in connection with general regulatory 
oversight of insurers (including regular market conduct and financial examinations 
of insurers); (2) self-regulatory organizations, such as the Insurance Marketplace 
Standards Association (IMSA), concerned with insurers' market conduct; and (3) 
state insurance guaranty funds, which seek to satisfy policyholder claims in the 
event of impairment or insolvency of an insurer or to facilitate rehabilitations or liq- 
uidations. Limitations on these disclosures would operate counter to the consumer 
protection purpose of these disclosure requirements. 

Life, disability income, and long term care insurers need to (and in fact, in some 
states are required to) disclose individually identifiable health information in order 
to protect against or to prevent actual or potential fraud. Such disclosures are made 
to law enforcement agencies, state insurance departments, the Medial Information 
Bureau (MIB), or outside attorneys or investigators who work for the insurer. Again, 
any limitation on an insurer's ability to make these disclosures would undermine 
the public policy goal of reducing fraud, the cost of which is ultimately borne by con- 
sumers. 

AMBIGUITIES RAISED BY THE FINAL REGULATION 

As noted above, the final Regulation contains a number of ambiguities which 
could be construed to impose limitations on covered entities' disclosure of protected 
health information to life, disability income, and long term care insurers. This would 
limit these insurers' access to information essential to the performance of fundamen- 
tal insurance business functions, particularly underwriting. As a result, these ambi- 
guities are very troublesome. 

One provision of the Regulation permits a covered entity to disclose an individ- 
ual's entire medical record if the disclosure is "specifically justified." However, an- 
other provision of the Regulation provides that "(w)hen . . . disclosing protected 
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health information . . . , a covered entity must make reasonable efforts to limit 
protected health information to the minimum necessary to accomplish the intended 
purpose of the . . . disclosure ..." While it appears to be the intent of the Regu- 
lation to permit a doctor or hospital to release a proposed insured's entire medical 
record to a life insurer for the purpose of underwriting an application for life insur- 
ance coverage on that individual, it is not clear. 

The provisions described above give rise to ambiguity and raise a number of ques- 
tions particularly when they are considered in the context of possible disclosures of 
protected health information by covered entities to life, disability income, and long 
term care insurers. What is the nature and the level of justification required to "spe- 
cifically justify" a covered entity's disclosure of an individual's entire medical record? 
What provision ultimately governs a covered entity's disclosure of protected health 
information•that governing disclosure of an entire medical record or that requiring 
a minimum necessary determination? Covered entities are not required to limit dis- 
closures of protected health information to "the minimum amount necessary" when 
the disclosure is made pursuant to an authorization meeting specified requirements. 
How does or should that exception impact disclosures by covered entities to life, dis- 
ability income, or long term care insurers submitting authorizations meeting those 
specified requirements? 

The preamble to the proposed regulation correctly noted that "In certain cir- 
cumstances, the assessment of what is minimally necessary is appropriately made 
by a person other than the covered entity ..." It went on to explain that one of 
these circumstances arises when an individual authorizes a use or disclosure. The 
preamble noted that "In such cases, the covered entity would be unlikely to know 
enough about the information needs of the third party to make a 'minimum nec- 
essary" determination." This would be particularly true in the case of life, disability 
income, and long term care insurers which generally submit authorizations to cov- 
ered entities on behalf of individuals seeking insurance coverage or payment of 
claim for insurance benefits. Moreover, it is the insurer, not the disclosing covered 
entity, which bears the economic risk in the transaction in connection with which 
the information is sought. It would be unfair to give a party other than the party 
bearing the risk the right to determine what information is the minimum amount 
necessary. 

It appears that the drafters of the Regulation recognized and did not intend for 
the minimum amount necessary rule to be applicable to disclosures by covered enti- 
ties to life, disability income, and long term care insurers. However, this is not en- 
tirely clear. Given its potential significant and adverse impact on the risk classifica- 
tion process, this ambiguity is extremely troublesome to ACLI member companies. 

The Regulation also requires that a covered entity permit an individual to request 
that the covered entity restrict uses or disclosures of protected health information 
to carry out treatment, payment, or health care operations. The effect of these 
agreements on disclosures by covered entities to life, disability income, and long 
term care insurers is, again, unclear. If a covered entity health care provider makes 
such an agreement, it must adhere to it. Thus, if a provider has agreed not to dis- 
close certain health information, it is unclear if that information could be disclosed 
to an insurer underwriting a life, disability income, or long term care insurance pol- 
icy. 

It is particularly troublesome that there is no requirement that covered entities 
indicate that any information is being withheld pursuant to such an agreement. As 
a result, material information about an individual, which may have been critical to 
fair and complete underwriting, may be withheld from an insurer underwriting an 
application for insurance coverage on that individual, without the insurer even 
being aware that any information is being withheld. 

A number of the ambiguities described above are likely to have arisen because the 
Regulation was drafted with health care providers and health plans in mind and 
without a great deal of focus on the effect of the Regulation on entities, such as life 
and disability income insurers, which are not covered entities, but which would be 
significantly impacted by the Regulation. Again, the ACLI recommends that the 
Regulation's current effective date of February 26, 2001, be delayed so that these 
and other ambiguities may be clarified. Such clarifications will help avoid unin- 
tended consequences of restrictions on legitimate and essential insurance business 
practices. 

Again, the ACLI appreciates the opportunity to submit this Testimony, and would 
be glad to answer any questions in relation to it. 
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CONFIDENTIALITY OF MEDICAL INFORMATION•PRINCIPLES OF SUPPORT 

Life, disability income, and long term care insurers have a long history of dealing 
with highly sensitive personal information, including medical information, in a pro- 
fessional and appropriate manner. The life insurance industry is proud of its record 
of protecting the confidentiality of this information. The industry believes that indi- 
viduals have a legitimate interest in the proper collection and use of individually 
identifiable medical information about them and that insurers must continue to 
handle such medical information in a confidential manner. The industry supports 
the following principles: 

Medical information to be collected from third parties for underwriting life, dis- 
ability income and long-term care insurance coverages should be collected only with 
the authorization of the individual. 

In general, any redisclosure of medical information to third parties should only 
be made with the authorization of the individual. 

Any redisclosure of medical information made without the individual's authoriza- 
tion should only be made in limited circumstances, such as when required by law. 

Medial information will not be snared for marketing purposes. 
Under no circumstances will an insurance company share an individual's medical 

information with a financial company, such as a bank, in determining eligibility for 
a loan or other credit•even if the insurance company and the financial company 
are commonly owned. 

Upon request, individuals should be entitled to learn of any redisclosure of medi- 
cal information pertaining to them which may have been made to third parties. 

All permissible redisclosures should contain only such medical information as was 
authorized by the individual to be disclosed or which was otherwise permitted or 
required by law to be disclosed. Similarly, the recipient of the medical information 
should generally be prohibited ftom making further redisclosures without the au- 
thorization of the individual. 

Upon request, individuals should be entitled to have access and correction rights 
regarding medical information collected about them from third parties in connection 
with any application they make for life, disability income or long-term care insur- 
ance coverage. 

Individuals should be entitled to receive, upon request, a notice which describes 
the insurers medical information confidentiality practices. 

Insurance companies providing life, disability income and long-term care cov- 
erages should document their medical information confidentiality policies and adopt 
internal operating procedures to restrict access to medical information to only those 
who are aware of the these internal policies and who have a legitimate business rea- 
son to have access to such information. 

If an insurer improperly discloses medial information about an individual, it could 
be subject to a civil action for actual damages in a court of law. 

State legislation seeking to implement these principles should be uniform. Any 
federal legislation to implement the foregoing principles should preempt all other 
state requirements. 

STATEMENT OF THE AMERICAN PSYCHIATRIC ASSOCIATION 

The American Psychiatric Association (APA), a medical specialty society that rep- 
resents 40,000 psychiatric physicians nationwide, appreciates the opportunity to 
provide a statement to the Senate Health, Education, Labor and Pension Committee 
for this hearing on privacy. We believe that patient privacy remains one of the key 
issues before the Congress. 

Chairman Jeffords, Senator Kennedy and Committee members, we thank you for 
your continued commitment to protecting medical records privacy and for holding 
this hearing to determine whether the recently released Medical Privacy Regulation 
adequately serves the American public. 

In recent years, as changes in technology and health care delivery have outpaced 
statutory, common law and other traditional protections that have ensured patient 
confidentiality, the level of privacy enjoyed by patients has eroded dramatically. It 
is certain that the new medical privacy regulation was badly needed. Similarly, one 
would hope that the privacy issues could be simply and easily agreed upon, but un- 
fortunately the recent debates on medical records privacy have become too divisive. 
In our review of medical privacy, the APA believes that privacy issues should be 
debated based on the fundamental issue that the privacy regulations must safe- 
guard the rights and the freedoms of those that need them the most. Who are these 
people? They are you, your families, your constituents, the elderly and the sick. 
They are the people that turn to the medical community to help them when they 
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or their family members are in need of medical treatment. Their dependence on the 
medical system is built on trust. They want to tell their physicians their closely 
guarded secrets and fears and trust that the medical system will support and care 
for them. Furthermore, it is not about those in need having to fight the system. The 
patient and their families have little time or energy or resources to argue over the 
legal loopholes or the fine print on privacy consent forms. 

The Medical Privacy Regulation that was issued in December 2000 is a landmark 
rule because it is the first federal protection for health information. Moreover, a re- 
view of the regulation shows a significant but incomplete step on privacy. The APA 
feels that the regulations contain positive provisions as well as significant problems. 
In particular, there are issues with patient consent, marketing and fundraising loop- 
holes, law enforcement provisions, business associates and costs. 

CONSENT 

The APA is pleased the final regulations require an individual's consent before 
their medical record can be disclosed for treatment, payment, or other health care 
operations. This section is necessary to allow patients to provide consent to release 
their medical records. The APA feels these provisions clearly define areas where 
consent is required. 

However, the APA is concerned the regulations allow for a blanket consent at the 
time of entry into a health plan. This blanket consent means a patient is authoriz- 
ing subsequent disclosures of personal information without knowing the type of in- 
formation allowed to be disclosed, or who can receive this information. While the 
regulations allow the patient to revoke this consent, the regulations do not protect 
the patient from being dismissed from the plan for doing so. The patient should 
have the ability to revoke the consent at any time. The APA feels the rule does not 
adequately provide this patient protection. 

The APA is supportive of the provision that a covered entity, which means health 
plans, health care clearing houses, and health care providers, needs to obtain a 
higher level authorization for any use or disclosure of psychotherapy notes. Psycho- 
therapy notes may not be disclosed without the patient's specific authorization. 
Nonetheless, the APA feels the regulations fail to protect the whole psychiatric 
record that may contain as much sensitive information as the psychotherapy notes. 
The regulations change the current standard of practice relevant to the psycho- 
therapy documentation provision 

MARKETING AND FUNDRAISING 

The APA is very concerned about a marketing and fundraising loophole that ex- 
ists in the regulation. A patient's authorization is not needed to make a marketing 
communication to a patient if: it occurs face-to-face; it concerns products or services 
of nominal value; and it concerns the health-related products and services of the 
covered entity or of a third party and meets marketing communication require- 
ments. For example, a marketer could knock on the door of a pregnant woman and 
try to sell her a product or service. Under the fund raising loophole a covered entity 
may use or disclose patient's demographic information and dates of health care to 
a business associate or to an institutionally related foundation, without a patient's 
authorization. Although, the covered entity must include in any fund raising mate- 
rials it sends to a patient a description of how the patient may opt out of receiving 
any further fund raising communication. The APA maintains that the patient 
should be able to opt out before the fund raising communication is sent. For exam- 
ple, a commercial fund raising organization for a health facility could use confiden- 
tial information about a Governor being a patient at that facility without the Gov- 
ernor's consent for use in their fund raising. The APA is particularly concerned 
about the need for sensitivity with psychiatric patient's names. Commercial fund 
raisers should not be allowed to take advantage of patients especially those with 
mental illness. 

The regulations allow for the disclosure of health information without a patient's 
authorization for: public health activities; victims of abuse; fraud and abuse inves- 
tigations; judicial and administrative proceedings; law enforcement purposes; dece- 
dents; research purposes; to avert a serious threat to health or safety; for specialized 
government functions; and workers' compensation. The APA believes in the intent 
of these provisions but feels the provisions for law enforcement, judicial and admin- 
istrative proceedings, and specialized government functions are too intrusive and 
overly broad. 
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LAW ENFORCEMENT PROVISIONS 

The APA is concerned about the provisions for law enforcement. The provisions 
permit disclosures in response to administrative summons and subpoenas issued by 
an investigating authority without an independent review by a neutral magistrate 
to determine whether the request should be granted or denied. The neutral mag- 
istrate is needed to guarantee a patient's privacy rights, which in turn prevents the 
potential prejudices or abuses by law enforcement. In fact, the neutral magistrate 
is an added safeguard that protects the integrity of the system and ensures that 
the medical records are reviewed by an independent judiciary official. The APA has 
strongly advocated for the courts to be involved in judicial review for obtaining med- 
ical records. 

SPECIALIZED CLASSES (MILITARY, STATE DEPARTMENT AND OTHERS) 

The APA is concerned the special rules in this section are overly broad and do 
not provide adequate procedural protections for patients. The consent of the individ- 
ual should be the rule for the use and disclosure of governmental employees' medi- 
cal records. Particularly objectionable are the provisions allowing broad access with- 
out patient consent for use and disclosure of medical records of Foreign Service per- 
sonnel and their families. If such information is not evident from an individual's em- 
ployment performance and history, these provisions seem to represent an invitation 
to discriminate against individuals with mental and other disorders. 

COSTS 

The APA believes the estimated costs imposed on small psychiatrist's offices for 
the first year of $3,703 and consecutive years of $2,026 seem unrealistically low. 
Psychiatrists will experience significantly higher costs and will have a heavy admin- 
istrative burden, such as getting satisfactory assurances from a business associate 
through a written contract, keeping psychotherapy notes separate and locked from 
the rest of the psychiatric record, and providing written notice of their privacy prac- 
tices to their patients. Similar to small health plans, small physician offices should 
be allowed to have 36 months for compliance to spread the cost over a longer period 
of time. 

BUSINESS ASSOCIATES 

Business associates with respect to covered entities means a person who performs 
a function or activity involving the use or disclosure of medical information on be- 
half of a covered entity including claims processing, billing etc. A business associate 
is not a member of the workforce of the covered entity. The regulations do not re- 
quire covered entities to name patients as "third party beneficiaries" in contracts 
with business associates. Under this provision, the covered entity has a duty to miti- 
gate any known harmful effects of a violation of the rule by a business associate. 
Surprisingly, a covered entity may avoid sanctions under the regulations, but be 
subject to negligence actions because of a business associate's violations•even in 
cases where the covered entity discovers the business associates' violation and takes 
steps to address the violation. We believe this provision shifts an unnecessary and 
potentially complicated administrative burden on a covered entity to completely list 
and thoroughly document the satisfactory assurance from a business associate 
through a written contract. 

RIGHT TO ACCESS 

The APA supports the provision where a covered entity may deny an individual 
access to inspect and obtain a copy of protected health information when the access 
is reasonably likely to endanger the life and physical safety of the individual or an- 
other person provided the individual is given the right to have such denials re- 
viewed. 

MINIMUM NECESSARY STANDARD 

The APA supports the final rule retaining the "minimum necessary" standard of 
the proposed rule. The standard requires covered entities to make reasonable efforts 
to limit protected health information to the minimum necessary to accomplish the 
intended purpose of the use, disclosure or request for health information. This provi- 
sion can be cited when dealing with unreasonable health plan requests for informa- 
tion. This standard does not apply for treatment purposes between providers. 



94 

MORE STRINGENT STATE LAWS 

The APA is pleased the regulations establish a federal floor and a state law that 
relates to privacy of health information and is more stringent than the final regula- 
tion prevails over the federal regulation. Many states have more stringent laws for 
certain information such as mental health, genetic testing and sexually transmitted 
diseases. The stronger privacy protections would control. 

CONCLUSION 

In conclusion, we think the privacy regulations are needed but some provisions 
are inadequate to protect our patients. Our members as physicians take an oath 
first stated by Hippocrates that "Whatsoever things I see or hear concerning the life 
of men, in my attendance on the sick•I will keep silence thereon, counting such 
things to be as sacred secrets." In order to make sure that doctor-patient confiden- 
tiality continues to protect patients in the new millennium. 

Many parties were disappointed at how protective these regulations are of patient 
privacy and•in support of their own interests•will be arguing for surrendering 
many of the protections that patients have just gained. We encourage Congress and 
the administration not only to stand firm on these 

issues, but also to take this opportunity to extend the scope of privacy protection 
so necessary to effective medical care. 

We thank you for this opportunity to testify, and we look forward to working with 
the Committee on medical records privacy issues. 

STATEMENT OF JUDGE DAVTD L. BAZELON, CENTER FOR MENTAL HEALTH LAW 

On December 20, 2000, the U.S. Department of Health and Human Services 
issued the first comprehensive federal rule protecting the privacy of individuals' 
medical records, as required under the 1996 Health Insurance Portability and Ac- 
countability Act (HIPAA). These rules are particularly important for those whose 
medical record contains highly sensitive information which might be used against 
them should it fall into the wrong hands. In the case of mental health records, even 
the mere fact of having received treatment can result in discrimination in employ- 
ment, financial dealings and other aspects of life. These rules are, therefore, particu- 
larly welcome by mental health consumers and their advocates. 

This statement on the new health privacy rule is submitted on behalf of the Judge 
David L. Bazelon Center for Mental Health Law, a legal advocacy organization 
formed in 1972 and concerned with mental disability policy. Through precedent-set- 
ting litigation in the public-policy arena and by assisting legal advocates across the 
country, the center works to define and uphold the rights of adults and children who 
rely on public services and ensure them equal access to health and mental health 
care, education, housing and employment. 

This is a strong rule, with many protections for consumers, including those who 
use mental health services. The Bazelon Center is extremely pleased that it sets a 
floor for privacy protection, but does not pre-empt any state laws that give greater 
Erivacy protection, including laws already enacted by states and statutes that may 

e enacted in the future. Accordingly, states are still free to add more protections 
and to improve privacy protections. In a world with fast-changing information sys- 
tems, this flexibility for states is crucial. 

The regulations give individuals who use health care services new rights, which 
will be especially important for those who use mental health services because of the 
great potential for discrimination in many aspects of life stemming from the stigma 
and misunderstanding about mental illness. In particular, we strongly endorse the 
following rights granted to individuals through this regulation: 

The right for individuals to know how their medical records will be used and, in 
general terms, to whom medical information will be disclosed. 

The right to give informed consent before providers can use or disclose one's 
health care information, even for routine purposes such as treatment, payment and 
the operation of a health plan. Since providers may condition treatment on the con- 
sumer's providing that consent and health plans are permitted to seek and obtain 
informed consent and may condition enrollment on consent to the sharing of infor- 
mation for the purposes of treatment, payment and health care operations, this 
right does not infringe on the need for providers and plans to act in their own inter- 
est. 

The right to request restrictions on uses or disclosures of their information (such 
as requesting that information not be shared with a particular individual). The pro- 
vider or health plan may decide if it will honor this request, thus balancing once 
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again the rights of the individual and the administrative burden on providers and 
plans. 

The right to request that communications from the provider or plan be made in 
a certain way (such as prohibiting phone calls to the individual's home). This re- 
quest must be honored unless it is unreasonable and creates an undue administra- 
tion burden. This is extremely important for highly sensitive information, such as 
mental health information. 

The right to see and copy their own health information and to be provided docu- 
mentation on who has had access to this information. We strongly support the provi- 
sion that individuals may be denied access to their records only when the access 
would endanger the life or physical safely of any individual. 

The right to request amendment to their record if it contains incorrect informa- 
tion. 

As a result of these new federal rules, all consumers will receive from their pro- 
vider or health plan a notice of rights to health-information privacy, which will be 
extremely informative for consumers. We support the requirements for the content 
of these notices which is included in the regulation. 

However, we are disappointed that the rule permits individuals to be contacted 
for marketing and fund-raising purposes, although we appreciate that this activity 
is limited under the rule and that consumers are given the opportunity to opt out 
of further communications of either type. 

The rule also sets appropriate limits on the sharing and disclosure of information 
in a medical record and we strongly endorse the following provisions: 

Information shared must be limited to the minimum necessary to accomplish the 
intended purpose of the use, except if information is shared for treatment purposes, 
when the entire record can be shared. 

Health plans and providers are given incentives to create and use information 
that does not disclose the consumer's identity (de-identified information). 

Providers and health plans must establish privacy-conscious business practices to 
protect health records•e.g., training employees, designating a "privacy officer" to 
assist individuals with complaints and ensuring that appropriate safeguards are in 
place to protect the privacy of information. 

Special protections are provided for highly sensitive mental health information 
shared during psychotherapy. Psychotherapy notes may not be disclosed without the 
consumer's specific written authorization and health plans may not condition enroll- 
ment or eligibility for benefits on the individual's providing this authorization. Pro- 
viders may also deny their patient access to psychotherapy notes, since the notes 
are entirely private information to be used only by the therapist herself. 

The rules restrict the use of health information by employers so that self-insured 
employers may not use health care information for purposes unrelated to health 
care, such as making personnel decisions. 

Health information developed in research studies will also be protected. The re- 
quirement that IRBs review both privately-funded as well as publicly-funded re- 
search is welcome, as we believe there is no rationale for separate and lower stand- 
ards for some research. We also note with approval that the rule adds new criteria 
that IRBs must apply in making their decisions. 

One area where we are concerned that protections are too weak is that of sharing 
information with law enforcement officials. Providers and health plans are per- 
mitted to share information with law enforcement officials when these officials have 
obtained a court order, court-ordered warrant or subpoena, or through an adminis- 
trative request. The administrative request may be obtained without a judge's re- 
view and in some cases can be written by the law enforcement officer him- or her- 
self. Although in the case of an administrative request, the rule includes some re- 
strictions with respect to relevance of the information and the need for specificity, 
there is no judicial oversight. Also, the rules permit the release of information when 
police are trying to identify a suspect, allowing the police to browse through identifi- 
able health care information. This is of concern. 

We are also concerned about that part of the rule that permits sharing of health 
information in civil litigation. No judicial review is necessary before one party to liti- 
gation may subpoena medical records based on an assertion that they are relevant 
to the case. Records can also be released in response to a discovery request or other 
legal processes with no specific court order. As with law enforcement, some restric- 
tions apply, but there is considerable flexibility for access to private health informa- 
tion when this is seen as necessary by the parties involved in civil litigation or dur- 
ing criminal proceedings. Given the potential harm if mental health information be- 
comes public knowledge, we are concerned that the rule does not provide sufficient 
protection here. 
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Health information may also be disclosed for necessary public health activities, 
such as for prevention or control of disease, child abuse or neglect, domestic-violence 
reporting and quality control of products. Health information may also be disclosed 
for various activities related to health care oversight, including audits, administra- 
tive procedures and licensure. We support these provisions. 

The Bazelon Center is concerned about how these rules will apply in public men- 
tal health systems. Generally speaking, we are pleased with the Department's deci- 
sions to include Medicaid plans under the rules. State Medicaid programs are con- 
sidered "health plans" in the context of these regulations and must operate as such, 
protecting the privacy of information in the same way a private health plan. Medic- 
aid providers must, similarly, follow these same rules. 

However, the new federal privacy rules do not automatically apply when services 
are provided entirely through grant funds. Therefore, when state or federal grants 
fund a particular mental health service (as when a state passes federal block grant 
funds on to a community mental health center) only some of the protections in these 
new rules will be in place. While mental health providers will be required to adhere 
to the rules regarding notification, consent, sharing of information, sharing only the 
minimum of information necessary for a specific purpose, etc., information collected 
by the state or county agency that gives die grant may not be as well protected as 
information collected by a private health plan or a Medicaid agency. The rule is not 
specific on how a granting agency must protect information, and officials in the De- 
partment of Health and Human Services have informed us that final decisions on 
how the rules will or will not apply when services are funded through a grant will 
be made through a process of interpretation. As of this date, these interpretative 
guidelines have not been issued; accordingly, this remains a gray area. We hope the 
committee will encourage the department to answer these important questions. The 
Bazelon Center is greatly concerned that state and local mental health systems have 
accurate and useful information systems so that decisions on public sector spending 
can be informed by good data. However, such systems must also protect the privacy 
of individually-identifiable health information. 

Thank you for the opportunity to submit our views. 
MENTAL HEALTH LIAISON GROUP, 

WASHINGTON, DC, 20005, 
February 20, 2001. 

Hon. Jim Jeffords, 
Chairman, 
Committee on Health, Education, Labor, and Pensions, 
U.S. Senate, 
Washington, DC 20510. 

BEAR MR. CHAIRMAN: This letter is submitted on behalf of the Mental Health Li- 
aison Group for inclusion in the Record of the Hearings on Medical Records Privacy, 
held by the Committee on Health, Education, Labor and Pensions of the United 
States Senate, on Thursday, February 8, 2001. 

The 36 organizations listed below, as consumer, family, advocate, professional and 
provider organizations concerned about the confidentiality of medical records, 
strongly support the regulations recently issued by the Department of Health and 
Human Services. These new rules represent an historic and important step, and are 
urgently needed in this era of electronic innovation and of mergers which create 
large health care entities. These trends heighten the need for policies and proce- 
dures that will protect individuals from the inappropriate sharing of their personal 
health information. The potential for abuse of highly sensitive information, such as 
information on mental health treatment, is enormous. We are only too aware of the 
many individuals whose lives have been ruined by the sharing of such information, 
and have growing concern about those who are delaying or avoiding treatment for 
fear of such disclosures. Due to the discrimination which frequently follows disclo- 
sure of mental health treatment, the protection of mental health medical record in- 
formation is a critical concern. 

It is particularly important that these new rules not only set a uniform national 
floor for privacy protection, but also do not pre-empt any state laws that give great- 
er privacy protection. States are thus free to act promptly in response to the rapidly- 
changing world of information technology and to address state-specific issues. 

We are also extremely pleased to see the following protections in the proposed 
new rule: 

The right to know how one's medical records will be used and, in general terms, 
to whom medical information will be disclosed. 
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The opportunity to give informed consent before health care information can be 
used or disclosed even for routine purposes such as treatment, payment and the op- 
eration of a health plan. 

The right to request restrictions on uses or disclosures of health information (such 
as requesting that information not be shared with a particular individual). 

The right to request that communications from the provider or plan be made in 
a certain way (such as prohibiting phone calls to the individual's home). 

The right to see and copy one's own health information, with the exception of psy- 
chotherapy notes, and to be provided documentation on who has had access to this 
information and the right to request amendment to the record if it contains incor- 
rect information. 

The rules also provide special protections for highly sensitive mental health infor- 
mation shared during psychotherapy. Psychotherapy notes may not be disclosed 
without the consumers specific written authorization and health plans may not con- 
dition enrollment or eligibility for benefits on the individual's providing this author- 
ization. We had strongly urged that such a protection be included in the rule for 
this uniquely private and highly sensitive information. Therapists must have the 
freedom to document their conversations with patients in a separate protected part 
of the medical record and this information is not necessary for purposes of payment 
and health care operations. 

We are also extremely supportive of the provisions which provide for appropriate 
privacy practices in health care settings, such as: 

Limiting information shared to the minimum necessary to accomplish the in- 
tended purpose of the use, except if information is shared for treatment purposes, 
when the entire record can be shared. 

Incentives for health plans and providers to create and use de-identified informa- 
tion. 

The requirement that providers and health plans establish privacy-conscious busi- 
ness practices to protect health records, such as training employees, designating a 
"privacy officer" to assist individuals with complaints and ensuring that appropriate 
safeguards are in place to protect the privacy of information. 

We are also pleased to see that the rules restrict the use of health information 
by employers so that self-insured employers may not use health care information 
for purposes unrelated to health care, such as making personnel decisions. Again, 
because of the significant possibility of discrimination, such a barrier between tnose 
who need information in order to run an efficient health plan and other staff of the 
employer is a critical protection for mental health information. 

We also support the provisions requiring that health information developed in 
public and private research studies be reviewed by Institutional Review Boards 
(IRBs). We also note that the rule adds new criteria that IRBs must apply in mak- 
ing their decisions. The rule also appropriately permits health information to be dis- 
closed for necessary public health activities, such as for prevention or control of dis- 
ease, child abuse or neglect, domestic-violence reporting and quality control of prod- 
ucts. 

One area where we are concerned that protections are too weak is that of sharing 
information with law enforcement officials. Information can be shared with law en- 
forcement officials in response not only to a judge's order but also through an ad- 
ministrative request. This administrative request may be obtained without a judge's 
review and in some cases can be written by the law enforcement officer him- or her- 
self. We are similarly concerned that information can be shared in civil litigation 
without judicial review. For example, the rule permits records to be released in re- 
sponse to a discovery request or other legal processes. In this regard, courts have 
ruled that plaintiffs waive the psychotherapist-patient privilege when claiming emo- 
tional distress or placing their mental condition at issue. 

However, we are disappointed that the rule permits individuals to be contacted 
for marketing and fundraising purposes. Although we appreciate that this activity 
is limited under the rule and that consumers are given tne opportunity to opt out 
of further communications of either type we strongly believe that personal health 
information should never be shared for the purposes of marketing or fundraising. 

However, despite some areas of concern, we are generally extremely pleased with 
the final ride. Its most significant weaknesses are in areas where the Department 
did not have the authority to act. We strongly urge Congress to consider legislation 
that would ensure that individuals have the right to act when their health care pri- 
vacy has been violated, by providing for a private right of action. Only Congress can 
create this right, without which there will continue to be little recourse for those 
whose rights have not been protected in accordance with this rule. 

Thank you for considering our views. 
Sincerely, 

70-383 - 01 - 5 
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Alliance for Children and Families, American Association of Pastoral Counselors, 
American Association of Private Practice Psychiatrists, American Association for 
Marriage and Family Therapy, American Board of Examiners in Clinical Social 
Work, American Counseling Association, American Family Foundation, American 
Federation of State, County & Municipal Employees, American Group Psycho- 
therapy Association, American Mental Health Counselors Association, American 
Psychoanalytic Association, American Psychological Association, American Society of 
Clinical Psychopharmacology, Anxiety Disorders Association of America, Association 
for Ambulatory Behavioral Healthcare, Association for the Advancement of Psychol- 
ogy, Bazelon Center for Mental Health Law, Children and Adults with Attention- 
Deficit/Hyperactivity Disorder, Clinical Social Work Federation, Employee Assist- 
ance Professionals Association, Federation of Behavioral, Psychological and Cog- 
nitive Sciences, Federation of Families for Children's Mental Health, Legal Action 
Center, National Alliance for the Mentally 111, National Association of Anorexia 
Nervosa and Associated Disorders, National Association of County Behavioral 
Health Directors, National Association of Protection and Advocacy Systems, Na- 
tional Association of Psychiatric Treatment Centers for Children, National Associa- 
tion of Rural Mental Health, National Association of School Psychologists, National 
Association of Social Workers, National Council for Community Behavioral 
Healthcare, National Depressive and Manic-Depressive Association, National Foun- 
dation for Depressive Illness, National Mental Health Association, Tourette Syn- 
drome Association, National organizations representing consumers, family members, 
advocates, professionals and providers. 

PHARMACEUTICAL RESEARCH AND MANUFACTURERS OF AMERICA, 
1100 FIFTEENTH ST. NW, 

Washington, DC. 
February 13, 2001. 

The Honorable TOMMY G. THOMPSON, 
Secretary, U.S. Department of Health and Human Services, 
Hubert H. Humphrey Building, 
200 Independence Avenue, SW, 
Washington, DC. 

DEAR SECRETARY THOMPSON: On behalf of the Pharmaceutical Research and Man- 
ufacturers of America (PhRMA), I am writing to ask that you take appropriate steps 
to delay the February 26, 2001 effective date for the "Standards for the Privacy of 
Individually Identifiable Health Information" to allow the Department to consider 
revisions of certain aspects of this enormously complex and important final rule. 

PhRMA is firmly committed to protecting the confidentiality of individually identi- 
fiable health information, and we have long supported the adoption of Federal 
standards that would provide nationally uniform confidentiality protections. We be- 
lieve patients deserve to know that their personal health information is protected; 
they also deserve answers to unmet medical needs. 

Virtually all research necessary to demonstrate and monitor the safety and effec- 
tiveness of new medicines depends on data from patients and their health care pro- 
viders or health plans. In our comments on the Department's proposed privacy regu- 
lation, PhRMA and its member companies underscored the importance of protecting 
the public health interest in research as well as the patient's right to privacy. We 
also expressed concern about the chilling effect the proposed regulation would have 
on the willingness of providers and health plans to participate in research given the 
complex, burdensome, and costly compliance requirements they would face, the am- 
biguities contained in the proposed regulatory framework, and the substantial pen- 
alties even the most technical violations might trigger. 

PhRMA recognizes that HHS has sought to address and balance the many com- 
ments it received on the proposed privacy regulation. While the final regulation has 
been improved over the proposed version with respect to research, we remain con- 
cerned that it does not strike an adequate balance between individual privacy and 
legitimate uses of personal health information for biomedical research, including 
product safety and effectiveness surveillance activities. 

The final regulation will require comprehensive and substantial changes in the 
way informed consent is obtained for treatment and for research, and it modifies 
certain long-standing Common Rule requirements and procedures without evidence 
of any privacy abuses under the Common Rule. These changes could have serious 
unintended consequences by discouraging broad provider and health plan participa- 
tion in research and by diminishing the availability of data for biomedical research 
and innovation. Further, the regulation's stringent authorization requirements are 
likely to impede retrospective and outcomes research, as well as post-marketing sur- 
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veillance initiatives and important epidemiological studies. These concerns are fur- 
ther described below. 

Modification of Common Rule 
In our comments on the proposed privacy regulation, PhRMA urged HHS to avoid 

imposing unnecessary and burdensome conditions on research studies by modifying 
the Common Rule, because the Common Rule already adequately protects the rights 
of research study subjects. Clinical research is required in order to demonstrate the 
safety and effectiveness of the medicines that answer unmet medical needs. This 
type of research is carried out at great expense by research-based pharmaceutical 
companies that sponsor large-scale clinical trials on new drugs or on existing drugs 
for new uses. The companies submit the results of clinical trials to the FDA, which 
determines whether the drugs have thereby been demonstrated to be safe and effec- 
tive. These trials are governed by FDA regulations, which incorporate among other 
requirements the long-standing provisions of the Common Rule, a universally ac- 
cepted set of principles and procedures that govern biomedical research involving 
the use of human subjects. 

The Common Rule details the informed consent process and other practices to be 
employed in clinical trials to appropriately protect the interests of the study sub- 
jects. Within this extensive and well-establisned regulatory framework, sponsors of 
studies have long engaged medical centers to conduct clinical studies of innovative 
pharmaceutical products. Over time, the sponsors and the study sites, with the over- 
sight of Institutional Review Boards (IRBs), have developed procedures and proc- 
esses to accommodate the objectives of the research in an efficient way, while also 
meeting the Common Rule requirements specifically designed to protect the rights 
and welfare of the human subjects. 

Given the extensive protections and regulatory oversight necessarily present in 
Common Rule research, it is not surprising that there has been an absence of abuse 
of the privacy rights of study subjects of the kind the new privacy regulation seeks 
to remedy. The drafters of the regulation do not cite in their extensive preamble, 
nor are we are aware of, claims that participation in clinical trials has given rise 
to the type of privacy concerns that have been widely reported in less regulated 
areas. 

The final regulation, however, modifies the Common Rule in several consequential 
ways: first, by significantly expanding the scope of non-interventional (records- 
based) research that will now be subject to IRB review; second, by greatly increasing 
the administrative complexity and cost of implementing stringent new authoriza- 
tion, consent, notice, and tracking requirements that research institutions and other 
covered entities will have to assume; and, third, by introducing several new and, 
in some instances, highly subjective criteria for the waiver of authorization that 
IRBs and privacy boards will be required to apply. The combined impact of these 
changes threaten to impose important constraints on biomedical and other forms of 
research. 

The final privacy rule has been clarified such that the authorization required or 
waived under the privacy regulation is entirely independent of the informed consent 
obtained or waived under the Common Rule. In effect, two entirely separate assents 
are now required of each research participant: (1) informed consent to participate 
in research under the Common Rule, and (2) "authorization" for certain medical in- 
formation to be disclosed and used for research under the privacy rule. Although 
an IRB can waive either or both forms of individual assent, it must make a finding 
with respect to both. Moreover, any research that does not use a form that includes 
the extremely detailed authorization requirements established by the regulation 
must have a specific waiver of the form of authorization by the IRB or a privacy 
board. 

These changes are likely to tax significantly the resources and capacity of most 
IRBs. They also will increase the administrative costs and complexities which cov- 
ered entities (hospitals, doctors, health plans) must manage in obtaining required 
consents and authorizations (or waivers), meeting required tracking and notification 
requirements for all disclosures of protected health information, and ensuring that 
new privacy rights are appropriately administered. Given the enormous quantity of 
health research that requires access to archived patient records, compliance with 
the final regulation will put a particularly heavy administrative and financial bur- 
den on research institutions, particularly, academic medical centers and hospitals. 
This could lead to a diminution of the critical resources and support they are pre- 
pared to commit to research activities. 

From a patient perspective, the highly prescriptive and bureaucratic process for 
authorization for disclosure and use of personal health information for research also 
will create the need for extensive patient explanation and discussion on the part of 
providers involved in clinical research, with a sponsor or otherwise. The sheer com- 



100 

plexity of the procedural requirements involved and the mortgage document-like 
character of the various assent forms that potential research subjects will be con- 
fronted with raise legitimate concern about whether patients (and their physicians) 
will be less willing, rather than more willing, to participate in research under the 
new privacy protection regime. 

Criteria for Waiving Patient Authorization 
Several new criteria for waiver of patient authorization of disclosure and use of 

protected health information for research have been added to those previously used 
by IRBs under the Common Rule's requirements. The highly subjective nature of 
some of these criteria raises concern about how they can reasonably be applied. For 
example, IRBs and privacy boards will be required to make determinations as to 
whether the privacy risks to individuals are reasonable in relation to the antici- 
pated benefits, if any, to the individuals, and the importance of the knowledge to 
be obtained from that research." Another criterion requires a determination of 
whether "the alteration or waiver will not adversely affect the privacy rights and 
the welfare" of the individuals involved. Inconsistencies in the way such criteria 
may be interpreted and applied could seriously compromise certain kinds of re- 
search that depend on access to protected health information from multiple IRBs or 
privacy boards. , 

De-identification 
The final rule retains important impediments to the creation and use of 

deidentified data that will be suitable for research. The presumptive "safe harbor" 
method prescribed by the regulation makes more explicit the list of 18 "identifiers" 
that must be removed for the safe harbor to apply. At the same time, this method 
is even more obviously inappropriate for creating data sets that will be useful for 
many types of research, especially for outcomes and epidemiological studies. This is 
because it requires the deletion of facts that are essential for many health analyses, 
such as birth dates, hospital admission and discharge dates, individual zip codes, 
and unique medical conditions. 

The alternative method recognized by the regulation essentially relies on the use 
of a statistician to create a database that, with appropriate coding or encryption, 
can be demonstrated to be effectively de-identified, whether used alone or in com- 
bination with other available information. However, it remains unclear whether, in 
practice, this approach will be too burdensome or costly to be applied for producing 
databases suitable for scientifically valid studies for most types of clinical, outcomes 
or epidemiological research. 

Patient Exposure Registries and Adverse Event Reporting 
Our public health system depends on a host of surveillance and reporting activi- 

ties that take place under state and federal law, as well as the ethical responsibil- 
ities voluntarily assumed by health care providers, individuals and corporations. Pa- 
tient exposure registries are one such activity that pharmaceutical manufacturers 
undertake to gather valuable safety and effectiveness information about far more di- 
verse patient populations and varying conditions than can be studied under clinical 
trials designed to meet FDA requirements for product approval. For example, pa- 
tient registries may be established to determine the relative frequency of problems, 
if any, experienced by patients taking a product during pregnancy, or products 
taken in combination with another product. The methodology relies on collecting a 
suitable sample of exposures and querying providers regarding any side effects, com- 
pliance issues or adverse events. Such feedback and information are important to 
provision of ongoing innovation, as well as to quality health care. 

The final rule, however, specifically and unnecessarily limits "patient registries" 
to those that are created as "required or directed" by FDA. Otherwise, patient au- 
thorization in the form prescribed by the regulation, or waiver of authorization by 
an IRB or privacy board, is required as discussed above. Because FDA may regard 
its authority to ,;direct" manufacturers to create registries to be limited to certain 
fast-track approvals, manufacturers will be faced with the need to convince each 
physician who may report cases that she or he will not face legal sanctions for re- 
porting case-specific information to the registry. 

With respect to adverse event reporting, the new language of the regulation•a 
person "required or directed" by FDA•is clear but not helpful, since the average 
physician has little way of knowing which manufacturer has been required or di- 
rected to report adverse events. For some products, moreover, the manufacturer's 
role in collecting information about adverse events may not involve contacting or 
questioning covered entities pursuant to specific requirements or direction from the 
FDA or some other public health authority. For example, a manufacturer may es- 
tablish a hotline for providers to spontaneously make these adverse event reports, 
and ensure that the hotline is available with product labeling. Here, too, provider 
uncertainty about possible liability exposure could impede the timely flow of impor- 



101 

tant information about adverse events and unreasonably compromise the viability 
of these important surveillance activities. 

Mr. Secretary, the final privacy regulation has significant implications for the fu- 
ture balance between individual privacy and the public health interest in research 
and medical innovation. As many other organizations have pointed out. the regula- 
tion contains substantive changes from the proposed regulation, including entirely 
new sections and requirements that were neither in the proposed regulation nor 
foreseeable by those commenting on the proposed regulation. This fact alone argues 
for a new public comment period. 

PhRMA requests that you to take steps necessary to delay the February 26, 2001 
effective date of the regulation to give the Department an adequate opportunity to 
review the areas of concerns we and other health care organizations have raised. 
PhRMA and its member companies are eager to work with you to develop effective 
protections for the privacy of individuals while safeguarding the public interest in 
medical innovations and efficiencies made possible by research. 

Sincerely, 
ALAN F. HOI MER 

PREPARED STATEMENT OF THE NATIONAL ASSOCIATION OF CHAIN DRUG STORES 

Mr. Chairman and Members of the Committee. The National Association of Chain 
Drug Stores (NACDS) appreciates the opportunity to submit comments to the Com- 
mittee for this critical hearing on the impact on patients and providers of the regu- 
lations recently issued by the Department of Health and Human Services to protect 
the privacy of individually-identifiable health information. 

The National Association of Chain Drug Stores (NACDS) membership consists of 
nearly 170 retail chain community pharmacy companies. Collectively, chain commu- 
nity pharmacy comprises the largest component of pharmacy practice with over 
94,000 pharmacists. The chain community pharmacy industry is comprised of more 
than 20,000 traditional chain drug stores, 7,800 supermarket pharmacies and 5,300 
mass merchant pharmacies. The NACDS membership base operates over 33,000 re- 
tail community pharmacies with annual sales totaling over $400 billion, including 
$160 billion in sales for prescription drugs and over-the-counter (OTC) medications. 
Chain operated community retail pharmacies fill over 60 percent of 3 billion pre- 
scriptions dispensed annually in the United States. 

Community Retail Pharmacies Protect Patient Information 
The community retail pharmacy industry is committed to safeguarding the pri- 

vacy of patient medical records. Currently, in most states, licensed pharmacists 
must abide by patient privacy standards specified in state pharmacy practice acts, 
state board of pharmacy regulations, and other state laws. In addition to these re- 
quirements, retail pharmacies commonly require employees to comply with stringent 
patient privacy policies. 

We have always believed that any new Federal privacy standards that are devel- 
oped, whether through statute or regulation, must strike the appropriate balance of 
assuring that any new protections do not outweigh the ability of patients to obtain 
prescription services in a timely and efficient manner. 

We believe that the final regulation does make some improvements over require- 
ments in the proposed rule. Unfortunately, while we are still analyzing the impact 
of the final regulations on community pharmacies, we believe that these new regula- 
tions, if implemented in their current form, are unworkable and will have unin- 
tended consequences for community retail pharmacies and the patients that we 
serve. 

Our industry is committed to providing prescription services as efficiently as pos- 
sible, keeping in mind that our goal is to also help patients make the best use of 
their medications through education and counseling. We are meeting these objec- 
tives in an era of unprecedented demand for prescription services. Community phar- 
macies are filling more prescriptions that ever. In 2000, we filled an estimated 3.1 
billion prescriptions. That number is expected to increase to 4 billion by 2004•just 
three years away. To keep pace with the demand for these services, our pharmacies 
have incorporated several efficiencies into their operations. These efficiencies help 
fill prescriptions faster, freeing up the pharmacist to spend more time with patients. 

We have also been meeting this increasing demand for prescription services in the 
wake of a critical national shortage of pharmacists, documented by the recent Con- 
gressionally requested study by the Health Resources and Services Administration 
(HRSA). This shortage has already resulted in some pharmacies in some regions of 
the country reducing their operating hours. This study, as well as other private sec- 
tor studies, makes the case that more efficiencies are needed in pharmacies to meet 
the challenge of providing more prescription services. 
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However, the administrative burdens imposed on patients and pharmacies by 
these new privacy regulations could significantly erode the strides in efficiencies 
that have been made over the last decade in providing prescription services. As a 
result, we do not believe that these regulations strike the important balance of pro- 
viding additional meaningful protections for patient information with the increasing 
need to efficiently provide pharmacy services.New Pharmacy Prior Consent Require- 
ments for Treatment, Payment and Operations 

New Pharmacy Prior Consent Requirements for Treatment, Payment and 
Operations 

NACDS supported the "statutory authorization" concept in the proposed rule. 
That is, we believe that the presentation by the patient (or their representative) to 
the pharmacist of a legally-valid prescription provides the necessary implied consent 
for the pharmacist to engage in the activities permitted by state law to fill the pre- 
scription within the boundaries specified by third-party prescription coverage plans, 
such as formulary management, and to provide the related professional services to 
the patient, such as refill reminders and information about treatment alternatives. 
This is, if the patient didn't want the prescription filled, he or she would not be 
bringing it to the pharmacy. 

Moreover, we also believe that the prescription represents more than just provid- 
ing a bottle of tablets or tube of cream to the patient. It represents the physician's 
intent for the patient to complete a course of prescription treatment as effectively 
as possible, for which the pharmacist has a continuing and expanding role. 

However, among the most problematic aspects of the final rule is the new require- 
ment, which was not in the proposed rule, that pharmacies, who are classified as 
"direct treatment providers," must obtain a written, signed consent from patients to 
being able to use or disclose individually-identifiable information for treatment, pay- 
ment, or health care operations. 

That is, pharmacies cannot fill or even begin the process of filling prescriptions 
before the patient's (or guardian's) signed, written consent is on file. More surpris- 
ing to us is that even HHS said that such a prior consent requirement was unwork- 
able, and rejected its use in the proposed rule. Yet, it was included in the final rule, 
without any opportunity for public comment. We do not believe that the full implica- 
tions and unintended consequences of this written prior consent requirement are yet 
understood by patients. 

For example, we believe that the new signed, written consent requirement will 
have the following impact on patient care and prescription services: 

New and Refill Prescriptions: The need for the patient to provide a prior writ- 
ten consent means that pharmacists may not be able to fill or refill prescriptions 
for patients, and prescriptions called in by physicians may not be filled until that 
consent is on file at the pharmacy. This requirement will create delays for patients, 
for parents with sick children, and others, such as elderly and disabled individuals, 
who will have to come to the pharmacy to sign a consent or to send someone on 
their behalf to do so, before the pharmacist may fill or refill a prescription. While 
this would be highly impractical, we also have questions about whether the regula- 
tion requires a patient to actually sign the consent in the pharmacy's physical loca- 
tion, or if a representative of the patient can present the written, signed consent. 
With billions of prescriptions filled each year in the United States, disruptions in 
even a small percentage of these transactions could adversely impact millions of pa- 
tients. 

Senior "Snow Birds'': Many seniors travel to other destinations in the winter 
(or summer). For all practical purposes, these seniors will have to sign another writ- 
ten consent for the pnarmacy provider in their other destination in order for them 
to have their prescriptions filled. This would likely be the case even if they use the 
same chain pharmacy in the winter and summer locations, assuming that the chain 
has a "shared", chain-wide prescription processing system that can make note of 
consents that are already on file. This is because different states with different pri- 
vacy laws will likely require the patient to sign another written consent at the phar- 
macy they use in the other state, even if part of the same chain. 

Transferring Prescriptions: As is often the case, a patient may want to trans- 
fer their prescription from the pharmacy where it was filled originally to another 
pharmacy location to have it filled there. The patient may want to do this either 
because of a move, a preference for the other pharmacy, or because they want to 
pick it up after work from a closer pharmacy. If the pharmacy with the prescription 
and signed written consent on file transfers a prescription to another pharmacy that 
does not have the patient's signed written consent on file, or to an affiliated phar- 
macy within the same chain that is located in another state, then the patient will 
have to provide another written consent to the pharmacy to which the prescription 
is being transferred before the pharmacy can use the information to fill the prescrip- 
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tion. This will make it more difficult for the patient to pick up the prescription 
quickly. 

Living and Working in Different States: A patient may live in one state, such 
as Virginia, but may want to fill a prescription where they work in the District of 
Columbia or Maryland. Even if they have a consent on file in a pharmacy location 
where they live, they will likely have to sign another consent in the pharmacy loca- 
tion where they work because the written consent is a recognition that the patient 
has read and understands their "privacy rights" in the state in which the service 
is being delivered. Without Federal preemption of state privacy laws, those rights 
will likely vary by state. 

Transition Provisions: A pharmacy cannot use patent information that is al- 
ready on file after the compliance date, February 26, 2003, without a signed, written 
consent. As a result, patients will find it more difficult to refill prescriptions until 
they come in with a signed, written consent form. To mitigate the impact of this 
requirement on patients, a pharmacy would theoretically have to contact every pa- 
tient in its database before the compliance date, which could be literally tens of mil- 
lions of individuals, and have them mail or fax back a written consent, or the pa- 
tient would have to come in and provide a signed written consent. 

The impact of this requirement on public health is significant. For the pharmacy 
to continue to perform quality assurance, outcomes evaluations, send refill remind- 
ers, perform drug utilization review (DUR), and other functions with the informa- 
tion already in the system, the pharmacy has to obtain written consents before Feb- 
ruary 26, 2003 for every active patient in the database. The final rule also sharply 
underestimates the cost to providers of executing this step, and contacting and ob- 
taining consent from each and every patient. 

Prescription Noncompliance: After the regulation's compliance date, patients 
that are noncompliant with chronic-use medications, and that rely on refill reminder 
letters from their pharmacist, would not be able to receive these reminder letters 
unless the pharmacist had a signed, written consent on file. Noncompliance with 
prescription medication is already a significant public health problem contributing 
to additional morbidity, mortality and costs to the health care system. This is espe- 
cially the case for patients with high blood pressure, high cholesterol, and diabetes. 
If pharmacists are unable to contact their patients already in their system about 
their prescription refills after the regulatory compliance date, the implications of 
prescription noncompliance will only worsen. 

Rejected Prescription Claims: Prescription claims that were filed before the 
compliance date, but were rejected by a insurance company, PBM, or third party 
payor after the compliance date could not be resubmitted by the pharmacy for pay- 
ment until the pharmacist can obtain consent from the patient to bill the third 
party claimant. Many of these prescription claims are rejected for simple omission 
of basic information on the prescription claim, but are easily corrected and resub- 
mitted for payment. However, if pharmacies are unable to contact the patients 
whose prescription claims were rejected, and submit these claims, it could result in 
significant loss in business revenue for pharmacies. This is a serious issue for phar- 
macies, given about 85 percent of all prescriptions are paid for by third-party plans. 

Impact on Prescription Costs: We are concerned that the proposed rules may 
limit the ability of private and public health care plans to manage their pharma- 
ceutical expenditures. For example, while the regulations allow for drug formulary 
management as part of "health care operations", the definitions of "marketing^ 
"treatment", and "health care operations" overlap in many places and are unclear. 
Some formulary activities could fall under each of the various definitions. If the 
health care system has any hope of better managing pharmaceutical expenditures, 
especially with a new Medicare prescription drug benefit, then the private and pub- 
lic sectors must have the ability to develop and manage drug formularies effectively, 
and provide options for lower-cost therapeutic alternates. 

These are among the many examples that we have identified regarding the impact 
that this new written consent requirement will have on pharmacy providers and the 
patients that we serve. Unfortunately, in low-margin, high-volume community phar- 
macies, new requirements that add administrative burdens to the system will in- 
variably result in delays for patients and additional costs to the system. We ques- 
tion whether the benefits of this new consent requirement will really outweigh the 
costs to the system, and the potential unintended consequences on patient care. 

Federal Pre-Emption of State-Based Privacy Laws 
NACIDS believes that new comprehensive federal standards should preempt state 

privacy laws. Community retail pharmacies, operating thousands of chain phar- 
macies in multiple states, need one federal standard rather than 50 different stand- 
ards to interpret. Subsequently, conflicts between federal and state law could be vir- 
tually impossible for health care providers to resolve on a patient-by-patient basis. 
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This final regulation does not pre-empt many state-based privacy laws. In fact, 
states can and likely will enact stronger privacy laws, creating a situation where 
providers will have to determine themselves which is stronger•state based laws, 
Federal regulations, or court cases relating to patient privacy that might be relevant 
in particular situations. Moreover, the final rule.does not provide for the Secretary 
to issue guidance to providers concerning which state laws are contrary to and more 
restrictive than the rule or to regularly update the guidance. 

As a result, community pharmacies will have to develop a process to regularly 
monitor which law, regulation, or court case should be applied, and have to update 
their "privacy notices" accordingly. Given the significant length and scope of the pri- 
vacy notices and consents required under the rule, the cost of changing and re- 
issuing them every time a state law or regulation is changed is staggering. This is 
especially true when you are providing billions of prescriptions each year, and are 
operating in multiple states. 

While we understand that only a new Federal statute can pre-empt state law, not 
Federal regulations, we believe that Federal policy makers should take action this 
year to pre-empt state laws and create nationally uniform Federal privacy protec- 
tions. 

Conclusion 
NACDS and its member companies want to reiterate our commitment to strong. 

Federal standards•with state preemption•to protect the privacy of medical 
records. We are seriously concerned about this new written prior consent require- 
ment in the final HHS regulations for direct treatment providers, which did not ap- 
pear in the proposed rule, and for which public comment has not been allowed or 
the implications for patients adequately assessed. 

We believe that this new written prior consent requirement, especially for the bil- 
lions of prescriptions filled annually by community retail pharmacies, presents sig- 
nificant operational, logistical, and patient care challenges, and that the unintended 
consequences of this requirement will result in patient frustration and longer wait- 
ing times at the pharmacy counter. 

We have joined with other organizations in asking Secretary Thompson to delay 
the February 26, 2001 effective date of the rule and to work with us, as well as 
other affected parties, to determine how we might best address these and other im- 
portant implementation issues. We want to work with Members of this Committee 
and the Congress to assure that reasonable privacy protections result from this 
process, and that patients' access to efficient, effective pharmacy services remains. 
Please contact us with any questions about this testimony. Thank you for the oppor- 
tunity to submit these comments for the record. 

PREPARED STATEMENT OF THE AMERICAN PSYCHOANALYTICAL ASSOCIATION 

The American Psychoanalytic Association (the "American") submits the following 
testimony to be included in the record of the above hearing held before the Senate 
Health, Education, Labor and Pensions Committee on February 8, 2001. The "Amer- 
ican" was established in 1911 and is one of the oldest mental health associations 
country. It has approximately 3500 members who are engaged in both private clini- 
cal practice and in research. Members of the "American" have affiliations with many 
of the most prominent academic medical institutions in the country. 

I. Response to the question presented•the short answer 
This hearing was convened to address the following question: Does the final HHS 

medical information privacy regulation make patient privacy a reality? The Amer- 
ican believes that the regulation does not fully or completely achieve that objective 
but that it takes a significant step that is essential to preserving access to quality 
health care. 

The American further believes that, in view of the importance of medical privacy 
to quality health care, the implementation of this regulation should not be further 
delayed. In any event, none of the other provisions of HIPAA which facilitate the 
transmission and compilation of identifiable health information should be put into 
effect until the privacy protections of this regulation have been fully implemented. 

The American believes that improvements are needed in the regulation before it 
can be said that medical privacy is a reality in all appropriate circumstances. The 
Department of Health and Human Services, however, has expressed a willingness 
to refine the regulation through interpretations and amendment, and the American 
believes that this process should be given a chance to work before any consideration 
is given to disrupting the implementation timetable of the regulation. 

The rulemaking record contains extensive evidence showing that protecting the 
privacy of identifiable health information, and particularly identifiable mental 
health information, is essential to preserving access to quality health care. 65 Fed. 
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Reg. at 82464-469; 82472^74; 82514. The record also is replete with survey evi- 
dence that the protection of medical information privacy is essential for the public 
to retain trust and confidence in the health delivery system and that this trust and 
confidence is increasingly being eroded by developments in technology that dramati- 
cally increase the ability of entities to compile and disseminate identifiable health 
information and to obtain and use genetic as well as other identifiable health infor- 
mation. 65 Feg. Reg. at 82465466. 

Based on this uncontradieted evidence in the rulemaking record, the American be- 
lieves that any further delay in the implementation of the medical information pri- 
vacy regulation will result in a further loss of public trust in the health delivery 
system and a loss of access to quality health care. More specifically, it is now beyond 
dispute that the failure to provide strict privacy protection for communications be- 
tween a psychotherapist and a patient will eliminate access to effective psycho- 
therapy. See findings to this effect in Jaffee v. Redmond, 116 S.Ct. 1923 (1996) and 
Mental Health: A Report of the Surgeon General, 449 (December 1999). While im- 
provements are needed, the American believes that the special protections which the 
regulation affords "psychotherapy notes", are essential for preserving access to effec- 
tive psychotherapy. 45 CFR sec. 164.508(aX2). 

L Comments on Issues Raised at the Hearing 
At the hearing, the General Accounting Office summarized some of the issues and 

concerns raised by certain interested groups. See Regulation Enhances Protection of 
Patient Records but Raises Practical Concerns, Statement of Leslie G. Aronovitz, Di- 
rector Health Care-Program Administration and Integrity Issues. The American be- 
lieves that there is additional information that it is important for the Committee 
to take into account in considering the testimony of GAO and others. 

A. GAO finds that HHS was responsive to comments 
The GAO testimony notes that when it reviewed the comments on the proposed 

privacy regulation, there were "two overriding themes": (1) "a widespread acknowl- 
edgement of the importance of protecting the privacy of medical records" and (2) 
"the conflicts that arise in attempts to balance protecting patients' privacy and per- 
mitting the flow of health information for necessary uses". According to GAO, "most 
groups . . . acknowledged that HHS was responsive in addressing many of their 
comments on the draft regulation". 

The American generally agrees with GAO's findings, but believes that HHS erred 
in failing prioritize the inflicting interests. The record shows that an essential ele- 
ment of quality health care is the justifiable expectation by the patient that disclo- 
sures to a practitioner will not be further used or disclosed without the patient's 
permission. Based on this finding, the Supreme Court in Jaffee v. Redmond ex- 
pressly rejected a "balancing^ test for the protection of psychotherapy communica- 
tions on the grounds that patients "must be able to predict with some degree of cer- 
tainty whether particular discussions will be protected". 116 S. Ct. at 1932. (The 
Court had previously noted that there was no conflict between the interests of the 
public and the interests of the individual since access to effective psychotherapy was 
in both the public as well as the private interest. 116 S. Ct. at 1929.) 

Accordingly, the American believes that protecting the privacy of identifiable 
health information, and particularly psychotherapy communications, should be 
given the highest priority and that other national priorities" should be considered 
only to the extent that they can be achieved while preserving the patient's right to 
privacy for his or her identifiable health information. 

A. Consent and disclosure provisions attract a range of concerns 
We agree with the position of several of the consumer and practitioner associa- 

tions surveyed that the regulation's requirements for consent and/or authorization 
for many disclosures was "a step forward in the protection of personal health infor- 
mation". We share the concern raised by some that regulation's permissive use of 
protected health information for marketing without authorization runs is in conflict 
with underlying regulatory scheme. 164.514(e). 

The most glaring example of this inconsistency is that the regulations require a 
patient's own physician to obtain consent before using or disclosing protected health 
information to treat the patient (164-506). Any covered entity is permitted to use 
or disclose the patient's protected health information for marketing without consent 
or authorization. Surveys show that patients are less concerned about disclosing in- 
formation to their practitioners for use in their own care but are increasingly con- 
cerned that their identifiable health information will be used without their consent 
for marketing. As the preamble to the proposed rule correctly noted, ". . . individuals 
probably do not envision that the information they provide when getting health care 
would be disclosed for such unrelated purposes [such as marketing]". 64 Fed. Reg. 
at 59952. 
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HHS told GAO that patients could restrict the use of their protected information 
for such purposes. But, as GAO pointed out, providers are not required to agree to 
such requests. 

A. Some stakeholders raised concerns about costs and feasibility 
GAO noted that some stakeholders, principally a hospital association and a health 

insurer, raised concerns about the feasibility of implementing compliance measures 
by the compliance dates and about the compliance costs. We believe that those con- 
cerns are premature and overstated. 

First, it is important to note that the compliance dates were more than two years 
beyond the December 28, 2000 publication date of the final regulation. 

Second, the compliance date for providers (February 26, 2003) is a "soft'', rather 
than a "hard" compliance date. The regulation provides for a transition period be- 
ginning on the compliance date under which providers may continue to use and dis- 
close protected health information pursuant to "a consent, authorization, or other 
express legal permission" obtained prior to the compliance date even if those expres- 
sions of permission do not comply with the regulation. 164.532. So, the regulation 
will be phased into effect beginning with new patients accepted after the compliance 
date in 2003. 

Third, the regulations have already been delayed beyond the deadline set forth 
in the statute. Section 264 of HIPAA required the regulations to be issued 69not 
later than" February 21, 2000. The regulations were issued more than 10 months 
beyond the statutory deadline (after the deadline for comments had been extended), 
and the effective date is more than a year after that deadline. The compliance date 
is more than three years after the statutory deadline. It is simply not in the public's 
interest to provide a further delay in a regulation that contains the standards for 
protecting the public's right to privacy and right to access for identifiable health in- 
formation. With the kind of lead time which has already been provided, it is likely 
that some organizations will contend that even a further extension will not provide 
adequate time for compliance. 

Fourth, it is difficult to imagine that providers, and particularly hospitals, will ex- 
perience exorbitant costs in implementing the requirements of the regulation if they 
have been complying with privacy requirements already in effect under Medicare 
conditions of participation and standards issued by the Joint Commission on the Ac- 
creditation of Healthcare Organizations (JCAHO). Under Medicare, hospitals are re- 
quired to "protect and promote" the right of patients to personal privacy. 42 CFR 
sec. 482.13 and 482.24(b)(3). JCAHO standards contain detailed requirements for 
hospitals to respect patient needs for confidentiality and privacy. JCAHO Standards 
RI. 1.3. 

Whatever the cost to providers of protecting patients' rights to medical privacy, 
it is likely to be outweighed by the patients' reluctance to seek needed health care 
and make disclosures necessary for accurate diagnosis and treatment which would 
be the inevitable result of failing to protect the privacy of identifiable health infor- 
mation. 

Further, the protection of medical information privacy is necessary to further the 
underlying statutory objective. Section 261 of HIPAA states that the intent of the 
act was to "improve ... the efficiency and effectiveness of the health care system". 
As studies have shown consistently (and the Supreme Court has noted with respect 
to psychotherapy communications), the health care system cannot operate effectively 
unless patients have trust and confidence that their personal health information 
will not be used or disclosed without their consent or authorization. 

A. Views were divided on partial preemption of state laws 
According to GAO, consumers and practitioners supported the preservation of 

state privacy laws that provide greater privacy protection while groups representing 
insurers and employers considered the partial preemption ii operationally cum- 
bersome". As GAO noted, "every state has passed legislation to protect medical pri- 
vacy". Some of the laws are more comprehensive than others. 

Congress should be reluctant to preempt an area where every state has acted. 
This regulation adopts the moderate approach that was required by section 11 
78(aX2XB) of the Social Security Act and establishes a "new federal floor of privacy 
protections that does not disturb more protective rules or practices." 65 Fed. Reg. 
at 82471. This is an approach that is consistent with the Administration's view of 
the federal government s role in areas such as education. 

State laws that afford greater privacy protection should not be preempted in the 
interest of convenience of multi-state insurers and employers. These insurers and 
employers presumably have already assessed the business risk of operating in more 
than one state and have arranged their affairs to accommodate that "complexity". 
By establishing a uniform federal floor of privacy protection, this regulation should 
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significantly simplify, rather than complicate, the requirements that multistate or- 
ganizations have had to meet in the past. 

I. Suggestions for improvements 1B the final regulation 
As stated, we believe that implementation of the regulation should not be delayed 

further and that improvements and clarification should be implemented through in- 
terpretative guidelines and amendments where necessary. Some of the improve- 
ments and clarifications we suggest are as follows: 

A. The exclusions from the special protections afforded psychotherapy notes 
should be interpreted in such a manner that the special protections encompass the 
information that would be included in the therapist-patient privilege recognized in 
Jaffee v. Redmond. 

8. It should be made clear that a psychotherapist should not be coerced into in- 
cluding privileged communications in the patient's general medical record as a con- 
dition of participating in a health insurance plan. 

C. Protected health information should not be used or disclosed for marketing 
without the patient's authorization. 

D. Protected health information should not be used or disclosed without the pa- 
tient's consent or authorization in response to an administrative request unless 
there has been a determination by an independent individual that there is probable 
cause to believe a law has been violated. 

In summary, we believe that the final health information privacy regulation, 
while in need of improvement, represents a laudable effort to address a difficult 
issue and is essential to preserving access to qualify health care for all Americans. 

PREPARED STATEMENT OF THE HEALTHCARE LEADERSHIP COUNCIL 

Mr. Chairman and members of the Committee, the Healthcare Leadership Council 
(HLC) appreciates this opportunity to submit testimony to the Committee for this 
important hearing on the final HHS Privacy Regulations. The HLC is an organiza- 
tion of chief executives of the nation's leading health care companies and institu- 
tions. The HLC also founded and currently chairs the 120-member Confidentiality 
Coalition. 

The establishment of uniform federal standards for the protection of patient infor- 
mation has long been our goal. In judging regulatory or legislative proposals on 
medical confidentiality, our overriding consideration is what is ultimately best for 
the patient The HLC believes that balancing the goals of protecting confidentiality 
and allowing the free flow of medical information for high quality patient care is 
achievable. The importance of getting this balance right cannot be overstated. Pa- 
tient information is the lifeblood of quality health care. Virtually every health haz- 
ard we know of today•from AIDS, to smoking, to polio, to measles - has been iden- 
tified using medical records. Every advance in the delivery of health care has been 
developed using medical records. 

As mentioned, the HLC and the larger Confidentiality Coalition have spent count- 
less hours since the final HHS regulation was published in December poring over 
this extremely complex rule. While we now have a good working knowledge of the 
rule, it may take additional weeks or months for us to uncover potential problems. 
By the end of February, HLC will be submitting to Congress and the administration 
a detailed list of concerns, questions, and areas needing clarification. However, we 
have reached several important conclusions: 

In some regards, the final rule is an improvement over the proposed version and 
addresses some of the concerns about which we commented. While clarification is 
needed on dozens of points, the "business partner" section is better, the research 
section is improved, an attempt was made to improve the "minimum necessary" sec- 
tion (but problems remain), and the potential for a private right of action was less- 
ened (but not removed). 

Key new provisions have been added to the final regulation that are unworkable 
and could seriously disrupt patient care. We are especially concerned about the im- 
pact of the new provision that requires that providers obtain the prior specific writ- 
ten consent to use or disclose identifiable information for treatment, payment, and 
health care operations. There was no opportunity for groups to comment on this 
major new provision because it was not in the proposed regulations and, in fact, 
HHS took great pains to explain why such a consent scheme was unworkable and 
therefore not included. 

While an attempt was made to fix aspects of the proposed rule, several provisions 
need clarification so as not to disrupt quality patient care. For example, clarification 
is needed as to whether the rule requires hospitals, clinics, and other covered enti- 
ties to limit information to the "minimum necessary" when treating patients. 
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The lack of adequate transition provisions in the rule raise the possibility of se- 
vere disruptions in the delivery of health care to patients and consumers two years 
from now. 

Problems remain with the final regulation with respect to research that could im- 
pose significant new burdens and record-keeping requirements on research institu- 
tions that will divert resources from research. 

Finally, the regulation's cost of compliance runs contrary to the Health Insurance 
Portability and Accountability Act (HIPAA) requirement that the privacy standards 
reduce the administrative costs of providing health care. 

For these reasons, the HLC ana 40 other groups representing the health care de- 
livery system (see attached letter to HHS) are calling on the administration to delay 
the February 26 effective date of the regulation to give them an opportunity to ad- 
dress these concerns. 

Aspects of the Final Rule that Are Improved 
The final rule appears to allow the use of population data to support patient treat- 

ment and other healthcare activities. The use of this data is important to allow 
health plans, hospitals, and others to review entire enrollee and patient databases 
to identify individuals whose utilization patterns of asthma drugs, or emergency 
room visits, for instance, indicate they would benefit from disease management pro- 
grams. 

The final rule has clarified and more appropriately limited the responsibility that 
covered entities have for "business partners." While the rule does not need to regu- 
late business partners at all to protect confidentiality, the rule is improved in this 
respect nevertheless. There remain points of clarification needed with some aspects 
of what the rule now calls "business associates." 

There are improvements in the final rule with respect to de-identifying patient 
information. The final rule provides an alternative process for de-identifying patient 
information that allows information to be deemed de-identified by using "generally 
accepted statistical . . . methods" and determining that there is a very small risk 
that the individual could be identified. 

As mentioned, there are also improvements in the research provisions of the regu- 
lation. 

Key Areas of Concern 
The HLC is especially concerned about the impact of the new provision that re- 

quires that patients sign a specific patient consent before providers may use or dis- 
close indentifiable information for treatment, payment, or health care operations. 
This provision was not part of the proposed regulation. In fact, the proposed regula- 
tion took an entirely different approach which we strongly supported, the "statutory 
authorization." 

HHS, in the proposed regulation, went to great lengths to explain why a consent 
requirement was unworkable and therefore rejected. The state of Maine repealed a 
similar requirement in 1999 just 12 days after it took effect due to severe disrup- 
tions for family members trying to obtain prescriptions for elderly parents and other 
family members. 

This provision will have its most serious consequences (but not the only con- 
sequences) for millions of patients and health professionals attempting to order, fill, 
refill, and pick up prescriptions. In 2000, pharmacies filled an estimated 3.1 billion 
prescriptions in the United States, a figure projected to rise to 4 billion by 2004. 

This new requirement will prohibit pharmacies from filling prescriptions before 
the patient's signed, written consent is on file•a consent that is not now obtained. 
When this provision is enforced in February 2003, the problems will arise for new 
and refill prescriptions, prescriptions for senior "snow birds," prescriptions that are 
transferred to a new pharmacy, prescriptions for people living and working in dif- 
ferent states, and prescriptions for which a claim was rejected and had to be refilled, 
and the many prescriptions picked up by relatives and friends. 

The enormous rising volume of prescriptions combined with the fact that phar- 
macies and pharmacists do not currently obtain consent in filling a prescription, is 
a prescription for serious disruption for millions and millions of patients. Add to this 
potent mix the extreme shortage of pharmacists, and the problem is considerably 
worse. 

The problems created by this new consent requirement will also extend to other 
health care providers including doctors, dentists, hospitals, and others. 

The lack of adequate transition rules for the consent requirement creates the po- 
tential for serious disruptions, as well. As of February 2001, no health care provider 
will be able to use or disclose patient information for treatment, payment, or health 
care operations without a signed consent form on file. That consent form must, ap- 
parently, require that permission was given for the "use or disclosure" of informa- 
tion for "treatment, payment and health care operations." Many consent forms com- 
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monly used in doctors' offices and hospitals dealing with patient information are 
limited to disclosure of information for payment of claims activities. They are often 
not permission to "use" information for treatment or health care operations activi- 
ties. This raises an important question as to whether providers can use information 
for ongoing treatment and health care operation activities, such as reminder notices 
about appointments, conducting disease management programs, maintaining quality 
assurance programs, and so on, will be possible. 

As mentioned, because pharmacies do not currently obtain any consents whatso- 
ever for use or disclosure (nor are they required to by most state laws), they would 
clearly be unable to fill or refill prescriptions as of February 2003 until the individ- 
ual delivers a signed consent form. 

The final regulation needs clarification as to whether it requires covered entities 
to limit information to the "minimum necessary" when using patient information for 
treatment. The rule excludes "disclosures to or requests by* a health care provider 
for treatment from the "minimum necessary" rule, but is less clear on whether the 
standard applies to "use" of information. This is not a minor technical detail. Defini- 
tive clarification is needed that use of patient information for treatment is not sub- 
ject to the minimum necessary rule. Limiting the abihty of teams of health profes- 
sionals, and health profession trainees, in a hospital setting to use a patient's com- 
plete medical chart or freely discuss and communicate among themselves in the 
course of treating patients could be disruptive and potentially dangerous. 

The notice requirements of the rule will require potentially pages and pages of 
information about how information will be used and disclosed. This lengthy form 
will have to be made available to every consumer, every patient, before consent for 
treatment, payment, and health care operations may be obtained. The form will 
have to be changed and reprinted with every change in the way information is used 
and disclosed. The costs and burdens on providers of printing, maintaining, and dis- 
seminating these notices to every patient will be enormous. Also, the complexity and 
sheer volume of these notices are such that the value to patients•like so many 
forms signed at a mortgage closing•may become less useful and meaningful. 

By modifying the Common Rule with respect to the enormous quantity of health 
research that requires access to archived patient records, the final regulation will 
impose significant new burdens and record-keeping requirements on research insti- 
tutions that will divert resources from research. In addition, we are concerned about 
the new requirement that Institutional Review Boards (IRBs) make determinations 
as to whether the privacy risks to individuals are "reasonable in relation to the an- 
ticipated benefits if any to the individuals, and the importance of the knowledge to 
be obtained from that research." This introduces into the IRB process a determina- 
tion for which there are no normative standards, and which will of necessity be 
based on the belief structures and ideologies of individual IRB members. 

The final regulation appears to be contrary to HIPAA's goal and requirement that 
the privacy standards reduce the administrative costs of health care. HHS estimates 
that the privacy rule will increase the cost of providing health care by $18 billion. 

This is by no means an exhaustive list of all of the concerns the HLC has identi- 
fied. As mentioned, we plan to submit to Congress and the administration a more 
detailed and extensive list of areas that are of concern or need clarification. 

We thank the committee for this opportunity to testify and look forward to work- 
ing with you in the coming months to improve this regulation. 

PREPARED STATEMENT OF THE ASSOCIATION FOR HEALTHCARE PHILANTHROPY, 
WILLIAM C. MCGINLY, PH.D., CAE, PRESIDENT, CHIEF EXECUTIVE OFFICER 

The Association for Healthcare Philanthropy (AHP) is pleased to present its com- 
ments for the written record on the HHS regulations concerning the standards for 
privacy of individually identifiable health information. 

Established in 1967, the Association for Healthcare Philanthropy (AHP) is a not- 
forprofit organization whose 3,000 members manage philanthropic programs of foun- 
dations and development departments in 1,700 of the nation's 3,400 not-for-profit, 
charitable health care providers. Our members are professional development execu- 
tives whose mission is to support local health care programs through philanthropic 
fund raising. 

As AHFs president and chief executive officer, I can tell you that an estimated 
75 percent to 80 percent of the U.S. population resides in the areas served by these 
providers, which include community hospitals and medical centers (59 percent), 
multihospital systems (14 percent), specialty institutions (8 percent), academic insti- 
tutions (5 percent), long-term care facilities (5 percent), and other not-for-profit fa- 
cilities (9 percent). 
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In 1999, AfIP*s members elevated the level of health care services in the commu- 
nities in which they work and live by raising $6 billion. In FY1998, AHPs members 
raised more than $5.7 billion•$1.92 billion more than was raised by all of United 
Way of America during the same time period. The money raised helps fund, among 
others: 

• wellness programs, 
• mobile health vans, 
• mammography screenings, 
.• hearing and eye exams, 
• hospital facility improvements, 
• essential upgrades, 
• and health care services for the uninsured. 
Such programs are central to the not-for-profit mission of AHP members' institu- 

tions and organizations. They are an integral part of their business. For such pro- 
grams to continue, AHP's members must have access to their health care provider's 
database. The reason: More than 60% of funds raised each year come from individ- 
uals•most of whom are grateful patients. 

The new HHS standards for protecting the privacy of Americans' personal health 
records recognize the critical role that philanthropic giving plays in the nonprofit 
health care provider community. As such, patient privacy is protected in the context 
of the fund raising that is done by the professional development executives who are 
responsible for the development departments of nonprofit health care providers. 

While placing significant restrictions on the use of the patient's medical record 
and other personal health information, the regulations specifically permit a covered 
entity to engage in fund raising for its own benefit as part of "heath care operations" 
without obtaining patient authorization. However, the covered entity is only allowed 
to utilize demographic information relating to an individual (i.e., name, address, 
gender, age) and dates of treatment to make charitable appeals. In addition, infor- 
mation on how an individual may opt out of future contacts must be provided. 

Like all other entities impacted upon by the regulations, AHIP's members and the 
nonprofit hospitals and foundations in which they work, are prohibited from using 
patient's medical information in their efforts. AHP wholeheartedly supports this 
limitation since in its 30+ years in existence, AflYs members have utilized such in- 
formation for the purpose of avoiding inappropriate contacts, such as with minors, 
the aged, and individuals with unresolved medical conditions. 

In addition, when approaching prospective patient donors, AHP members are 
sworn to respect the confidentiality of patient information through the AHP State- 
ment of Professional Standards and Conduct and its companion Bill of Donor 
Rights. Further, AHP members are committed to upholding the spirit and intent of 
state and federal laws governing use of patient information. The way in which AHP 
members' institutions and organizations handle confidential information might be 
likened to how colleges handle student records. That is, academic records are not 
released without authorization, even to tuition-paying parents, yet demographic 
data routinely is given to the alumni office for fund-raising efforts that ensure the 
support of the college's long-range educational mission. 

Finally, the kind of marketing carried out by AHP members is not the kind of 
marketing of commercial products that seems to be the real target of this regula- 
tion's restriction. It is important to remember the distinction between fcr-profit and 
not-for-profit ventures. 

Nonprofit health care providers rely on philanthropic giving when budgeting to 
provide medical outreach in their communities. The HHS standards, with appro- 
priate restrictions and requirements, allow these efforts to continue. 

AHIP Statement of Professional Standards and Conduct, Donor Bill of Rights, 
Letters from members follow: 
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Association for Healthcare Philanthropy 
Statement of Professional Standards and Conduct 

Association for Healthcare Philanthropy members represent to the public, by personal 
example and conduct, both their employer and their profession. They have, therefore, a 
duly to faithfully adhere to the highest standards and conduct in: 

f. Their promotion of the merits of their institutions and of excellence in health care 
generally, providing community leadership in cooperation with health, 
educational, cultural, and other organizations; 

IL        Their words and actions, embodying respect for truth, honesty, fairness, free 
inquiry, and the opinions of others, treating alt with equality and dignity, 

lH.       Their respect for all individuals without regard to race, color, sex, creed, ethnic or 
national identity, handicap, or age; 

fV        Their commitment to strive to increase professional and personal skills for 
improved service to their donors and institutions, to encourage and actively 
participate in career development for themselves and others whose roles include 
support for resource development functions, and to share freely their knowledge 
and experience with others as appropriate; 

V. Their continuing effort and energy to pursue new ideas and modifications to 
improve conditions for, and benefits to, donors and their institution; 

VI. Their avoidance of activities that might damage the reputation of any donor, their 
institution, any other resource development professional or the profession as a 
whole, or themselves, and to give full credit for the ideas, words, or images 
originated by others; 

VI]      Their respect for the rights of privacy of others and the confidentiality of 
information gained in the pursuit of their professional duties; 

vm.    Their acceptance of a compensation method freely agreed upon and based on 
their institution's usual and customary compensation guidelines which have been 
established and approved for general institutional use while always remembering 
that: any compensation agreement should fully reflect the standards of 
professional conduct; and, antitrust laws in the United States prohibit limitation 
on compensation methods; 

DC.      Their respect for the law and professional ethics as a standard of personal 
conduct, with full adherence to the policies and procedures of their institution; 

X.        Their pledge to adhere to this Statement of Professional Standards and Conduct, 
and to encourage others to join them in observance of its guidelines. 

A Donor BUI of Rights 

Philanthropy is based on voluntary action for the common good. It is a tradition of giving 
and sharing that is primary to the quality of life. To assure that philanthropy merits the 
respect and trust of the general public, and that donors and prospective donors can have full 
confidence in the not-for-profit organizations and causes they arc asked to support, we 
declare that all donors have these rights: 

T. To be informed of the organization's mission, of the way the organization intends to 
use donated resources, and of its capacity to use donations effectively for their 
intended purposes. 

II.        To be informed of the identity of those serving on the organization's governing 
board, and to expect the board to exercise prudent judgment in its stewardship 
responsibilities. 

E0L       To have access to the organization's most recent financial statements. 
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IV. To be assured their gifts will be used for the purposes for which they were given. 
V. To receive appropriate acknowledgment and recognition. 
VI. To be assured that information about their donations is handled with respect and 

with confidentiality to the extent provided by law. 
VQ.     To expect that all relationships with individuals representing organizations of 

interest to the donor will be professional in nature. 
VTA.    To be informed whether those seeking donations are volunteers, employees of the 

organization or hired solicitors. 
DC.       To have the opportunity for their names to be deleted from mailing lists that an 

organization may intend to share. 
X.       To feel free to ask questions when making a donation and to receive prompt, 

truthful and forthright answers. 

Developed by American Association of Fund Railing Counsel (AAFFC) Association for Healthcare 
Philanthropy- (AHP) Conned for Advancement and Support ofhducalwn (CASE) National Society of Fund 
Raising Executives (NSFRE). Enaorsed+v(in formation) Independent Sector National Catholic Development 
Conference (NCDC) National Committee an Planned Giving (NCPG) National Council for Resource 
Development (NCRD) Untied Way of America 

J^ JOHN MUIR FOUNDATION 
A CharitMe Organization of John Muir Medical Center 

January 23,2001 

Mr.mMoQHy 
President, CEO 

Association for Healthcare Philanthropy 

313 ParicAve. State 400 

Falls Church. VA 22046 

Dear Bil, 

<\ was great to hear the news that we've had a favorable outcome regarding the privacy issues related to 

fundraising from our former and grjteful patients I'm not sure what Ihe communication process is to 

Inform new people at HHS about this Issue. However, I'm sending this letter just in case you need a lew 

specific reasons to explain the importance of access to patient demographic information for hospital 

foundations if the new Bush appointees need to be brought up to speed on the reasons behind the 
current regulation. 

1 John Muir Medical Center Foundation raises money only (or John Muir Medical Center and from 

time to time for programs shared by our sister medical center, Ml. Diablo. 

2 Ours is an internal foundation, common among hospitals, and we therefore do not share our donor 

list with any other organization  Sharing ists is a common practice among large national 

fundraisers and fundraising organizations. The fact that we do not and have never shared lists is a 

most significant point and needs to be clearly understood by those at HHS 

3 We've been raising money from our grateful patents since the early 1960s. Because we protect 

and guard our donor information, and because we remove persons from our solicitation 1st at their 

first request, we have had almost no complaints about our process. In Ihe six years I've been here 

we've had one. it was handled to the satisfaction of at 

4.    As our medical centers continue to struggle with shrinking revenue and more demand for services, 

fundraising efforts are more important now than ever   In our case, no! being allowed to solicit 

grateful patients could reduce our annual fundraising revenue by as much as $1,000,000 per year 

Long term losses could be even worse because so many of our major donors and deterred givers 

begin their giving as grateful patients. Some Of the most popular services that could be effected are 

nursing education, medical equipment purchases, diabetes education, cancer care and other clinical 

and educational programs that are of interest to our community of 650.000. 

^ 
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5.   ,n 2000 out two nosfaul system provided H mfcm (based on our cost) in chanty care tor on 

cwmunirr In 2001 w^budgeW b provide U5m«oa As a 501(c)3 orgarcalionj is part o( our 
rrtssion to provide chanty care as wei as several mSon deters worth o( other community benefits. 

Any curtailment in our %xJra>siig efforts make it jus) lhat much rrore (flScuB for us lo achieve (he 
nvssiufi our community has come to support and expect 

I hope this Htf wi be hebM as you and oder AHP staff continue to wort Mh nose at WS to ensue 

a healthy tund raising Mure for our country's many hospitals and mecScat centers. It is of ubiost 
tnportance to our patients, our continuity, and to us. 

Should you need any former help legardng Ins matter please feel tree to cat on me. 

Sincerety yours. 

CARPNJDELET 
FOUNDATION 

A Part of 

Carondelel 

Health 
Network 

120 North 
Tucson BM 

Tucson. AZ 
t}7l6-47W 

(520) 319-5000 

POSox IJI70 

Tuooil. AZ 

M7123I70 

Ahopanof 
GironrtHrr. 

Si Han't 
Hcorlul 

it Josephs 
Hospital 

Hoh/Ctots 
Hospital 

January 30. 2001 

William C McGmly, Ph.D., CAE 
President, Chief Executive Officer 
313 Park Ave, Ste. 400 
Falls Church, VA 22046 

Dear Bill 

Carondelel Health Network is a multisystem network of hospitals consisting of two 
hospitals in Tucson and a third hospital in Nogales along the Mexico border. We have 
established programs and services to fulfill the health ministry of the Sisters of St Joseph 
of Carondelel and to strengthen the Mission of the Roman Catholic Church. 

Car ondelet Foundation is a not-for-profit entity and operates for and reports to the CEO 
of Car on del et Health Network. It is very much a part of the above hospitals. We strongly 
feel that in order to continue serving our community, it is important for Carondelel 
Foundation to have access to patient names and addresses. It is imperative that the 
language in the proposed regulations by the Department of Health & Human Services 
includes hospital fundraisers as part of hospital operations. We have always respected the 
privacy of our patients and believe strongly in tne AHP Standards of Conduct and the 
donor Bill of Rights. I know that hospitals throughout the country depend on direct mail to 
past patients in order to acquire donors Solicitation of former patients introduces us to 
people who will become regular supporters as donors, volunteers and even trustees. That 
friendship begins when we receive a positive response to a mail appeal. A lack of response 
is all it takes to show us we should not mail letters in the future. 

Just last month Carondelel Foundation received $13,765 in donations for the benefit of 
Carondclet's Hospice program from a Holiday Tree of Memories reception held for the 
families of former patients in the Hospice program. This helps our Hospice and provides a 
spiritually uplifting and educational opportunity for those families who have lost loved 
ones. The money raised is used to enhance services such as the 13-month bereavement 
program for grieving families, which is not reimbursed by Medicare. Our outreach 
programs will be in jeopardy if we are denied patient demographic information 
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AUmtxruf 

Sr*. 

SiamiijSt hnt^i 

We encourage you to raise awareness in HHS of cur need for access to patient 
demographic information to enable us to serve our communities We have a responsibility, 
we believe, to raise those dollars in the most cost-effective way The lower our costs, the 
more funds there are for direct services to patients and their families   Should we send an 
expensive mailing to our entire community or should we ask our patients, the people we 
have served, those who may have felt the loving touch of our mission? Also let us keep in 
mind that anyone can ask to have their name removed from our mailing or database, as we 
respect the privacy of our patients. As many as 1,500 patients respond favorably each year 
to our mailings with a gift. These donors do not consider it an invasion of their privacy. 
Goodwill toward our fellow human beings has been demonstrated, especially in the United 
States, for centuries by the generosity of Americans everywhere. Let us not erode this basic 
foundation. 

Annie Cox, FAHP 
Chief Executive Officer 

JC/jd 

Meridian 
Health System 

January 30, 2001 

NMM4 FowKtotora 
4900 Route 33 
Suw no 
Nephne. Ut 077S3 

William C. McGinly, Ph. D..CAE 
President, Chief Executive Officer 
Association for Healthcare Philanthropy 
313 Park Avenue, Suite 409 
Falls Church, VA 22046 

RE: Patient Privacy Regulations 

Dear Bill, 

1 have been so encouraged by your efforts and those of many of our colleagues to assure 
that our fund raising programs will be able to continue using names of people who have 
used our hospitals for care.  I have been in the hospital fund raising field since 
1984...with two systems on the west coast and two systems on the east coast   Each 
foundation's fund raising programs relied upon those people who have been patients or 
families of patients. 

In 2000 our three foundations - Jersey Shore Medical Center Foundation, Medical 
Center of Ocean County Foundation and Riverview Foundation - raised more than $6 
million for our hospitals, and with the exception of private foundation support, most of 
those funds came from people who had been identified over the years through patient 
lists. 

Demographic information only is used for contacting past patients.  Confidential 
information is never looked at or shared with the foundation staffs.    We mail to 
inpatients and outpatients with information about new programs at our hospitals and 
soliciting financial support for those programs. 

Our system provided more that $60 million in uncompensated care and community 
outreach programs to the members of our two-county service area.   Reimbursements are 
being continuously reduced, and our hospitals rely more and more on contributions from 
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members of our communities, most of whom are grateful patients.   If it wasn't for these 
grateful and generous people, it would be more difficult for our hospitals to have positive 
bottom lines. 

Please continue your efforts in getting legislators to understand the importance of 
philanthropic support and the major role it plays at hospitals throughout our country. 
I'm sure that once they understand they will continue to allow us xcess to patient 
demographic information so that we can continue to build those relationships with those 
special friends who are appreciative that are hospitals have been there for them. 

Thank you. 

Sincerely, 

Paulette Roberts. CFRE 
Executive Director 

/PR 

Medical Center 
 of  

Ocean County 
Foundation 

DATE: 1/2672001 
TO: Bill McGinly, President Association for Healthcare Philanthropy 
FR: Josephine Capozzi, Director of Development 
RE: Privacy 

Dear Mr. McGinly, 

I want to thank you for your efforts to raise awareness with the Department of Health and 
Human Services about the need for health care foundations to have access to patient 
demographic information. 

The proposed regulations by the Department of Health and Human Services to protect tbe 
privacy of medical records will hurt many hospitals, their foundations, and communities 
which they serve including the Medical Center of Ocean County (MCOC). The role of 
MCOC Foundation is to provide an opportunity for donors to fulfil! their philanthropic 
intentions by identifying services offered in their communities. 

At MCOC, we are in a position that demands we understand and communicate with our 
constituency en a regular basis. In May of 2000, we closed one of our two hospitals and 
reoriented emergency services for our population. Doing this has caused a lot of conflict 
in the community and education has become a high priority. Utilizing our patients and 
donors an important message has been sent into the communities we serve - a message of 
partnership. We need our patients, their friends, and families to help us provide the very 
best care possible. 

If we were denied access to patient demographic information a large portion of our 
educational and fundraising efforts would be lost. This loss would affect the hospital 
financially, as a large portion of our outreach into tbe community would be jeopardized. 
A significant percentage of new donors come from our grateful patients. We have always 
respected the privacy of our patients and believe strongly in the AHP Standards of 
Conduct and the Donor Bill of Rights. 
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In 2000,1 received my CFRE accreditation through AHP and in many ways it was a 
confirmation of my personal belief in the AHP Standards of Conduct and the Donor Bill 
of Rights. I am a believer -• please continue your important efforts to inform HHS of this 
vitaljssue. 

CFRE 

JERSEY SHORE MEDICAL CENTER FOUNDATION 
TO BOX 1064-NEPTUNE, NJ 07753-4470 

(7^2) 751-5117 - FAX (737) 751-5120 

January 30, 2001 

William C. McGinly. Ph.D.. CAE 
AHP 
313 Park Avenue. Suite 400 
Falls Church, VA 22046 

Dear Bill. 

Thank you for your efforts to raise awareness with the Department of 
Health and Human Services about the need for health care fund raisers to 
have access to patient demographic information. It is now important that 
we make sure the Bush administration is educated also. 

Jersey Shore Medical Center is a 502 bed acute care hospital located in 
central Monmouth County. A major teaching hospital and tertiary care 
center. Jersey Shore offers the only Level II Regional Trauma Center and 
Pediatric Trauma Center. JSMC Is a Level III Regional Perinatal Center 
and Neonatal Intensive Care Unit, A regional Pediatric Intensive Care 
Unit, and has the only open-heart surgery program in the two-county area. 
We also offer a single-room maternity unit, ambulatory care, and 
behavioral health services. JSMC's Cancer Center offers stem-cell 
transplant, a linear accelerator and the latest developments in cancer 
prevention and Treatment   JSMC's Family Health Center conducts 20,000 
visits annually most of which are for noninsured patients 

Jersey Shore Medical Center Foundation provided $1.5 million dollars to 
Jersey Shore Medical Center last year in support of programs, services 
and equipment Without this funding, many of these programs, services 
and equipment would not have been available to the community we serve. 
This funding provided medication for low income AIDS and family health 
center patients, support groups for cancer patients and their loved ones, 
equipment for our Inpatient Hospice Unit, developmental kits for our 
neonatal intensive care unit, a New Health Sciences Library that is open to 
the community, a Multi Slice CT Scanner, among other services. 

We rely heavily on support from individuals to help ease the tremendous 
pressure of declining reimbursements for health care services provided by 
our medical center. The majority of our revenue comes from patients and 
former patients. A significant percentage of new donors comes from our 
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grateful patients   Ifwewere denied access to patent demography 
nfarmafcm. Jersey Shore Medical Center's abSty to provide Ihe 
ccnvnumry w* Ihe service I deserves would be placed n popardy 

We have always respected tie privacy of our patients and beSeve strongly 
in tie AHP Standards of Conduct and tie Donor BM of Rights. 

Please corwnue in your efforts n gelling regutators to understand the 

Ms county. 

Sincerely, 

AIM 
J&ieE Lynch CFRE 
Director of Development 

rtenry Mayo 

Newhail Memorial Health Foundation 
23845 Uceean Partway >/atenra CaHorrma 913SS-2C83 Telephone (661) 253-8082 

Jao«aiy 15.2000 

Wiffiam C. McGinly, Ph_D., CAE. 
President and Chief Executive Officer 
Association for Healthcare Philanthropy 
313 Park Avenue, Suite 400 
Falb Church, VA   22046 

DorB0fc 

We are extremely pleased with the findings of the Health and Human Services (IIHS) decision !o 
ir.Uude healthcare philanthropy and fundraisiog as the definition of health care operations. 
Because hospital foundations are a viable part of healthcare operations and depended upon to 
fund state-of-the-art equipment, new services and build new facilities, the importance of 
continued fundraising capabilities is extremely important for the progression of non-profit 
healthcare organizations. 

Henry Mayo Newhail Memorial Hospital (HMNMH). a 227-bed non-profit community hospital 
in Southern California -just 40 miles north of Los Angeles, has relied on the fundraising efforts 
of (be Henry Mayo Newhail Memorial Health Foundation to build new facilities with the help of 
our community which includes corporations, organizations, and individuals - many of whom are 
or have been patients. 

Due to the current economic climate in the healthcare industry, any excess of revenue over 
operating expense is virtually non-existent. Over the next five years, hospitals will absorb a 
significant decrease in Medicare reimbursements, as mandated by the Federal Balanced Budget 
Act approved by Congress and President Clinton. An additional financial complication includes 
the cost to repair California hospital facilities per SB 1953 resulting from the 1994 Northridge 
earthquake. Because of these types of financial constraints, hospitals rely heavily on the 
philanthropic support generated by hospital foundations to purchase vitally needed capital 
equipment and to expand services. 
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I believe that without the ongoing philanthropic endeavors of healthcare fundraising and the tools 
necessary to encourage support, hospitals will be unable to cope with ever-increasing financial 
challenges now and in the future. 

Sinc^ely, 

Koust, FAHP 
President 

HEALTH 
PRIVACY 
PROJECT 
INSTITUTE r on HEHUH CRUE 
RESEARCH IINO Poiicr 
(EOBCETOWN UNIVEBSITV 

Overview of 
HIPAA Privacy Regulation 

Currently, there is no comprehensive federal law that protects the privacy of people's 
medical records. The 1996 Health Insurance Portability and Accountability Act (HIPAA) 
included legislative/regulatory deadlines in order to fill this significant gap in federal rules. 
HIPAA provides that if Congress failed to pass a comprehensive health privacy law by. 
August 21, 1999, the Secretary of Health and Human Services is required to issue health 
privacy regulations. 

Despite the introduction of numerous bills, and many hearings over the past three years. 
Congress failed to pass health privacy legislation and thus triggered the regulatory deadline. 
On October 29, 1999, the Clinton Administration issued its draft regulations. By the close 
of the public comment period, the Administration had received over 52,000 comments, 
more than half of them from consumers and consumer advocates. 

The final regulations were released on December 20, 2000. Tne regulations will become 
effective 60 days after they are published in the Federal Register. There is a two-year 
implementation period before compliance with the regulation is required. 

A copy of the regulation is available at: http://aspe.hhs.gov/admnsimp/. 

The following chart summarizes key provisions of the final regulation and provides Health 
Privacy Project commentary. 

2233 Wisconsin Avenue, NW   Suite 525   Washington, DC 20007 
phone 202.687.0880      fax 202.784.1265 

www.healthprivacy.org 
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HEALTH 
PBIVBCY 
PROJECT 

Overview of HIPAA Privacy Regulation 

Topic The Final Regulation Health Privacy Project Comments 

Who's Covered Covered entities include: 

• Health Plans 
HMOs, health insurers, group 
health plans including 
employee welfare benefit plans 

• Health Care Clearinghouses 
Persons and organizations that 
translate health information to 
or from the standard format that 
will be required for electronic 
transactions under HIPAA 

• Certain Health Care Providers 
Those who use computers to 
transmit health claims 
information 

Under HIPAA, the Secretary only has 
the authority to cover these three 
entities. The regulation, therefore, does 
not directly apply to many other entities 
that collect and maintain health 
information such as employers, life 
insurers, researchers, and public health 
officials. 

Only Congress can fill these critical 
gaps. 

What's Covered Only the use and disclosure of 
"protected health information" is 
covered. In order to be considered 
"protected health information" 
under the regulation, information 
must: 

• Relate to a person's physical or 
mental health, the provision of 
health care, or the payment of 
health care; 

• Identify, or could be used to 
identify, the person who is the 
subject of the information; and 

• Be created or received by a 
covered entity. 

Such information is protected 
regardless of the format in which it 
is transmitted or maintained-oral, 
electronic or paper.  

There is some dispute over whether the 
Secretary has the authority to cover 
health information that is in any formal 
other than electronic. Practically 
speaking, covering health information 
that is maintained or transmitted in any 
medium or format is a sensible move. 
Limiting coverage to electronically 
transmitted data would be impractical, 
unenforceable and would deter covered 
entities from moving towards electronic 
health data systems. 

Even with this improvement, the 
regulation still fails to cover a large 
portion of health care information due 
to statutory limits on the Secretary's 
authority; namely, identifiable health 
information generated by entities not 
covered by the regulation such as 
employers or life insurers. 

Only Congress can fill in these critical 
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Topic The Final Regulation Health Privacy Project Comments 

What's Covered 
(continued) 

There are incentives for covered 
entities to create and use "de- 
identified information," health 
information which has been 
stripped of elements that could be 

used to identify individual subjects,    possible. 

gaps- 

Encouraging the use of information that 
does not identify the patient helps 

ensure that people's privacy can be 
maintained to the maximum extent 

Patient Access • Individuals have a right to see 
and copy their own health 
information, including 
documentation of to whom the 
information ha^ been disclosed. 

• Individuals are given the right 
to request amendment or 
correction of health information 
that is incorrect or incomplete. 

• There are limited exceptions to 
when patients can access their 
own information such as when 
such access would endanger 
the life or safety of any 
individual. 

Currently, there is no federal law 
granting persons the right to obtain 
their medical records. Although the 
majority of states provide patients the 
right of access to some of their medical 
records, very few do so in a 
comprehensive fashion. In fact, some 
states have no such statutory right of 
access. 

The final regulation, therefore, 
establishes a significant, new legal right 
for individuals to see and copy their 
own health information. 

Notice Health plans and health care 
providers are required to provide 
written notice of their privacy 
practices, including a description of 
an individual's rights with respect 
to protected health information 
(such as the right to inspect and 
copy health records) and the 
anticipated uses and disclosures of 
this information that may be made 

without the patient's written 
authorization. 

We are pleased that this basic fair 
information has been adopted in the 
regulation. 
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Topic The Final Regulation Health Privacy Project Comments 

General Rule- 
Patient 
permission 
required 

• An individual's written 
permission is required for all 
uses or disclosures not 
permitted or required under the 
privacy regulation. 

• The regulation uses two 
different types of written 
permission: 

1. Consents-used for 
treatment, payment and 
health care operations; 
and       >.. 

2. Authorizations•used for 
other purposes.   • 

The regulation permits uses and 
disclosures without authorization or 
consent for many purposes. 

The distinction between consents and 
authorizations is somewhat confusing. 

Consents and authorizations are 
discussed separately below. 

Treatment, 
Payment, and 
Healthcare 
Operations 

(Consents) 

• Covered health care providers 
must generally obtain the 
patient's consent prior to using 
or disclosing protected health 
information to carry out 
treatment, payment, or health 
care operations. 

• Providers may condition 
treatment on patient's providing 
consent form.  ' 

• Health plans and health care 
clearinghouses may obtain 
such consent for their own use 
or disclosure to carry out these 
purposes. 

• Health plans may condition 
enrollment on provision of 
consent. 

• Individuals have a right to 
request restrictions on how 
health information is used or 

We believe that obtaining consent 
before the use or disclosure of health 
information is a fundamental 
component of fair information 
practices. As such, we support the new 
consent requirement. 

We are concerned that a consent for 
treatment will allow uses and 
disclosures well beyond what the 
average health consumer would 
anticipate. Most people would expect 
that they are consenting only to the use 
of health information for their own 
treatment However, under the 
regulation, such a consent would also 
permit the provider to use and disclose 
one patient's health information for the 
treatment of other patients. 

The right to request a restriction affords 
individuals with especially sensitive 
medical conditions an additional 
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Topic The Final Regulation Health Privacy Project Comments 
Treatment, 
Payment, and 
Health Care 
Operations 
(continued) 

disclosed for treatment, 
payment or health care 
operations purposes. 

opportunity to exercise control over 
their health information. This right 
should be strengthened. 

Authorizations • Authorizations are used for 
purposes other than treatment, 
payment and health care 
operations when use or 
disclosure is not otherwise 
permitted under the regulation. 

• Providers generally may not 
condition treatment on 
authorization. 

• Health plans may condition 
enrollment, eligibility and 
payment on authorization 
permitting disclosure and use 
related to these purposes. 
Psychotherapy notes are an 
exception. 

Patient authorization is critical to 
protecting patient privacy. 
Authorizations provide individuals with 
some degree of control over what 
information about them is disclosed, to 
whom, and for what purposes. 

Patient 
Permission 
Not Required 

Health information may be 
disclosed for a number of purposes 
without any patient authorization 
or consent including, but not 
limited to: public health activities, 
research, and fraud investigations. 

See our comments on law enforcement 
and research. 

Business 
Associates 

• Business associates are persons 
who perform functions or 
activities involving the use or 
disclosure of protected health 
information for or on behalf of a 
covered entity. 

• A written contract is necessary 
in order for a business associate 
to receive information from, or 

This requirement indirectly expands the 
scope of the privacy regulation. 

Wrongful disclosures that violate 
business partner contracts may be 
subject to lawsuits brought by the 
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Topic The Final Regulation Health Privacy Project Comments 

Business 
Associates 
(continued) 

on behalf of, a covered entity. 
Under the contract, the 
business associate is essentially 
bound to the use and disclosure 
limitations of the regulation. 

individual under state contract law. 

Although we support this indirect 
regulation of secondary users of health 
information, we would prefer that these 
entities be directly regulated. 

Only Congress can remedy this 
situation. 

Minimum 
Necessary 

Covered entities must make 
reasonable efforts to limit protected 
health information to the minimum 
imount necessary to accomplish 
the intended purpose of the use, 
disclosure or request for health 
information from another.   This 
standard does not apply to 
disclosures for treatment and other 
specified purposes. 

The minimum necessary standard 
imposes an important limitation on the 
amount of health information disclosed. 
However, we believe the standard 
should apply to a broader category of 
disclosures, including those made for 
treatment. 

Directory 
Assistance and 
Next of Kin 

For providing information to a 
directory (such as a hospital's 
patient directory) or to next of kin 
or other persons involved in the 
care of the patient, the patient musl 
be given notice and the 
opportunity to opt out before the 
in formal ion is disclosed. 

An opt in procedure, where privacy is 
protected unless the patient agrees to 
the disclosure, would be preferable. 

Psychotherapy 
Notes 

• There are stricter requirements 
than for other health 
information. Written 
authorization is required for 
most uses or disclosures. 

• Health plans may not condition 
enrollment or eligibility for 
benefits on the patient's 
providing an authorization for 
the use and disclosure of 

Psychotherapy notes differ considerably 
from other kinds of information in a 
patient's medical record. Such notes are 
highly subjective and sensitive, and 
should not be made available beyond 
the treating provider without the 
patient's consent. 

Notes of psychotherapy sessions are not 
necessary for health plans to make 
enrollment, eligibility and payment 
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Topic The Final Regulation Health Privacy Project Comments 

Psychotherapy 

Notes 
(continued) 

psychotherapy notes. decisions. The approach taken by the 

regulation is reasonable- it allows 
health plans to condition these services 
on the patient's authorizing the 

disclosure of treatment times, general 
diagnosis and other general information 
but prohibits plans from requiring 
access to detailed session notes. 

Minors' Rights Unemancipated minor has sole 
right to exercise fights under 
regulation including: 

• Minor has consented to health 
care service and no other 

• consent to such health care is 
required by law; or 

• Paren! or guardian assents to 
an agreement of 
confidentiality. 

Under this provision, the federal 
privacy right will attach to the right to 
consent to treatment. Other law, 
including state law, will govern when a 
minor may consent to treatment 

without adult involvement. 

Parental notification laws are not 
affected by the federal regulation. 

Law 
Enforcement 

Covered entities are permitted to 
disclose protected health 
information to law enforcement 
officials: 

• Pursuant to warrant, subpoena, 
or order issued by a judicial 
officer; 

• Pursuant to a grand jury 
subpoena; or 

• Pursuant to an administrative 
subpoena or summons, civil 
investigative demand or similar 
certification where a three-part 
test is met: the information is 

relevant, the request is specific, 

and de-identified information 
could not reasonably be used. 

The regulation falls far short of the 
standards established in most federal 
privacy laws. Only the first category 
requires any independent judicial 
review. Administrative summons and 
subpoenas may be issued by the 
investigating authority with no 
independent review by a neutral 

magistrate to determine whether the 
request should be granted or denied. 
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Topic The Final Regulation Health Privacy Project Comments 

law 
Enforcement 
(continued) 

The regulation also pennits 

additional disclosures without any 
written request. 

Research Covered entities can disclose 
protected health information 
without a patient's authorization 
only to researchers whose protocol 
has been reviewed and approved 
by an Institutional Review Board 
(IRB) or a "privacy board." The 
regulation includes new evaluation 
criteria for all waiters of informed 
consent. Information can only be 
released to researchers if it meets 
the criteria. 

Currently, onry research that receives 

federal funding is subject to the 
"Common Rule," a federal regulation 
that requires that any use of identifiable 
private information be overseen by an 
Institutional Review Board (IRB). The 
final privacy regulation takes an 
important step forward by extending the 
Common Rule's requirements for a 
waiver of informed consent to all 
researchers, including privately funded 
researchers. 

Enforcement 

1 

HIPAA grants the Secretary the 
authority to impose civil monetary 
penalties against covered entities 
that fail to comply and criminal 
penalties for certain wrongful 
disclosures of protected health 
information. 

• The civil fines are capped at 
$25,000 for each calendar year 
for each provision that is 
violated. 

• The criminal penalties are 
graduated, increasing if the 
offense is committed under 
false pretenses, or with intent to 
sell the information or reap 
other personal gain. The 

maximum is 10 years in prison 
and a $250,000 penalty 

• The Secretary will, to the 

extent practicable, seek the 

Of concern is that HIPAA does not 
provide for a private right of action for 
individuals, which would allow 
individuals to sue for violations of their 
rights. 

The Administration is on record 
supporting a private right of action in 
pending legislation. 

Only Congress, however, can give 
people a right to this critical 
enforcement mechanism. 
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Enforcement 
(continued) 

cooperation of covered entities 
in obtaining compliance. Any 
person who believes that a 
covered entity is not complying 
with the regulatory 
requirements may file a 
complaint with the Secretary. 

Preemption HIPAA provides that state laws that 
are more protective of individual 
privacy will stand. States are also 
free to pass stronger laws in the 
future. 

Leaving stronger state laws in place is 
critical. Although most states do not 
have comprehensive health privacy 
laws, many states do have detailed, 
stringent standards for certain 
information, such as mental health, 
genetic testing, and HIV/AIDS. These 
stronger privacy protections would 
remain in force. 

The CHAIRMAN. Thank you very much, the hearing is adjourned. 
[Whereupon, at 12:10 p.m., the committee was adjourned.] 




