
S. HKG. 106-49 

MEDICAL RECORDS PRIVACY 

HEARING      Jl 
OF THE 

COMMITTEE ON HEALTH, EDUCATION, 
LABOR, AND PENSIONS 

UNITED STATES SENATE 
ONE HUNDRED SLXTH CONGRESS 

FIRST SESSION 

ON 

VERMONT FIELD HEARING ON FEDERAL LEGISLATION RELATING TO 
MEDICAL INFORMATION CONFIDENTIALITY 

MARCH 15, 1999 (BERLIN, VT.) 

Printed for the use of the Committee on Health, Education, Labor, and Pensions 

U.S. GOVERNMENT PRINTING OFFICE 

57-145 CC WASHINGTON ! 1999 

For sale by ihe U.S. Government Printing Office 
Superintendent of Documents. Congressional Sales Office, Washington. DC 20402 

ISBN 0-16-058580-5 



COMMITTEE ON HEALTH, EDUCATION, LABOR, AND PENSIONS 

JAMES M. JEFFORDS, Vermont, Chairman 
JUDD GREGG, New Hampshire 
BILL FRIST, Tennessee 
MIKE DeWINE, Ohio 
MICHAEL B. ENZI, Wyoming 
TIM HUTCHINSON, Arkansas 
SUSAN M. COLLINS, Maine 
SAM BROWNBACK, Kansas 
CHUCK HAGEL, Nebraska 
JEFF SESSIONS, Alabama 

EDWARD M. KENNEDY, Massachusetts 
CHRISTOPHER J. DODD, Connecticut 
TOM HARKIN, Iowa 
BARBARA A. MIKULSKI, Maryland 
JEFF BINGAMAN, New Mexico 
PAUL D. WELLSTONE, Minnesota 
PATTY MURRAY, Washington 
JACK REED, Rhode Island 

MARK E. POWDEN, Staff Director 
SUSAN K. HATTAN, Deputy Staff Director 

J. MICHAEL MYERS, Minority Staff Director and Chief Counsel 

(n) 

* 
'A $ 

A» 

v 
LC Control Number 

99    490493 



KF2k 

Copy' 
CONTENTS 

STATEMENTS 

MONDAY, MARCH 15, 1999 

Page 
Jeffords, Hon. James M., Chairman, Committee on Health, Education, Labor, 

and Pensions, opening statement   1 
Koch, Hon. Thomas, Chairman, Ways and Means Committee, Vermont State 

House of Representatives, Barre Town, VT; Meg O'Donnell, director of 
quality assurance and consumer protection, Vermont Division of Health 
Care Administration, Montpelier, VT; Tim Palmer, executive director, Ver- 
mont Cares, Burlington, VT; and Susan Aranoff, attorney, Vermont Protec- 
tion and Advocacy, Montpelier, VT         3 

Prepared statement of Ms. O'Donnell         7 
Leahy, Hon. Patrick J., a U.S. Senator from the State of Vermont        12 

Prepared statement        14 
Tofferi, Leigh, director of government and public relations, Blue Cross and 

Blue Shield of Vermont, Montpelier, VT; Anne Cramer, Vermont Associa- 
tion of Hospitals and Health Systems, Burlington, VT; and Madeleine 
Mongan, counsel and director of government relations, Vermont Medical 
Society, Montpelier, VT        22 

Prepared statements of: 
Ms. Cramer        26 
Ms. Mongan        29 

Gettinger, Dr. Andrew, Dartmouth-Hitchcock Medical Center, Lebanon, NH ...      37 
Prepared statement       39 

Lussier, Mary, and Anne Ladue, Vermont Occupational Health Nurses Asso- 
ciation; Dr. Douglas Weir, program manager, Occupational Health Services, 
IBM, Essex Junction, VT; Dr. Norman S. Ward, associate professor of 
family practice, University of Vermont College of Medicine, Burlington, 
VT       43 

Prepared statement of Dr. Weir       46 
Warnke, Andrea, American Civil Liberties Union of Vermont, Montpelier, 

VT;  Laura Ziegler;  Phyllis Tarbell, Dorset Nursing Association, Dorset, 
VT; and Vicki Giella, Area Agency on Aging for Northeastern Vermont       55 

Prepared statements of: 
Ms. Warnke       56 
Ms. Tarbell       59 

(III) 





MEDICAL RECORDS PRIVACY 

MONDAY, MARCH 15, 1999 

U.S. SENATE, 
COMMITTEE ON HEALTH, EDUCATION, LABOR, AND PENSIONS, 

Berlin, VT. 
The committee met, pursuant to notice, at 9:19 a.m., in Con- 

ference Room 3, Central Vermont Medical Center, Berlin, Vermont, 
Senator James M. Jeffords (chairman of the committee) presiding. 

Present: Senator Jeffords. 

OPENING STATEMENT OF SENATOR JEFFORDS 

The CHAIRMAN. Good morning. May I have have your attention 
please. As you know, I am Senator Jim Jeffords. I am chairman of 
the Health, Education, Labor, and Pension Committee, called the 
HELP Committee, and right now it is the busiest legislative com- 
mittee in the Senate. And we are here today to hold a hearing, 
which I try to do in Vermont as often as I can, especially if the sub- 

1'ects are of great importance to individuals, to businesses, and to 
lospitals. 

Senator Leahy should be joining us before too long. Senator 
Leahy and I have been in the Congress about 24 years together 
now and have learned to work together very well. He is on the Ju- 
diciary Committee, which also has an interest in the legislation 
which we are talking about today. 

This is the committee's sixth hearing on the topic of medical 
records privacy. And until recently we gave very little thought to 
issues of medical privacy. We visited our family doctor with full 
confidence in the sanctity of the physician-patient relationship. 
Today, however, technology has radically altered the delivery of 
health care and the use of health care information. The National 
Research Council, as part of their study of the confidentiality of 
medical records, has shown that numerous individuals in more 
than 17 different organizations have access to any one set of medi- 
cal records. 

Many recent technology changes contribute to better and more 
efficient health care. Telemedicine will make it possible for patients 
here at Central Vermont Hospital to benefit from the expertise of 
physicians at nationally known academic medical centers like 
Fletcher Allen, Dartmouth-Hitchcock. 

Quality care requires more than the free flow of information be- 
tween providers, payers, and other users of health information. It 
requires trust between a patient and a caregiver. For our health 
care system to be effective as well as efficient, patients must feel 
comfortable   sharing   sensitive   information   with   health   profes- 
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sionals. Technology has provided the tools to allow the ease of ac- 
cess to health care information. Now legislation is needed to ensure 
the confidentiality of personal health information. 

The current loose web of State privacy laws is inadequate and in- 
sufficient. We need a uniform national standard for medical records 
confidentiality, with the exception of State laws relating to public 
health issues in those areas having a history of discrimination, 
such as mental health. The Health Insurance Portability and Ac- 
countability Act of 1996, known as the Kassebaum-Kennedy Act, 
established several mandates relating to medical records privacy. 
One provision set August, 1999, this August, as the deadline by 
which Congress must act to ensure the confidentiality of electroni- 
cally submitted data. If for some reason Congress fails to act, then 
HIPAA includes a default provision directing the Secretary of 
Health and Human Services to promulgate regulations. 

This issue is much too complex and important to be handled by 
the regulatory process. Senator Leahy and I prefer to ensure the 
appropriate safeguards for medical data through the deliberative 
and conscientious approach of the legislative process. This hearing 
is intended to be an overview of the unique perspectives of consum- 
ers, providers, regulators, insurers, employers, and researchers. I 
look forward to all the valuable testimony today that we have be- 
fore us so that we can move forward to meet that August deadline. 

I would like to announce that following the three panels of wit- 
nesses, we will have an open mike session for questions and com- 
ments. There is a sign-up sheet for use of the microphone in the 
back of the room. Since we have a limited amount of time, sign- 
up will be on a first-come-first-served basis, and we will listen to 
as many people as we possibly can. 

We will be hearing from several distinguished witnesses this 
morning. On the first panel, I am happy to introduce Thomas Koch, 
who has been elected to his fourth term as the Republican member 
of the Vermont House representing Barre Town. Is Mr. Koch here? 
Oh, yes, I see you now. Hi. How are you? 

An attorney, Tom Koch also has served since 1984 as Barre 
Town moderator. If you want to come up, Tom, and take a seat. 
He was a member of the Barre Town Charter Committee. Tom has 
been active in a wide variety of community service roles, having 
served with the Army in Vietnam, with the Barre Lions Club, and 
as a scoutmaster. It is a great pleasure to have you with us this 
morning, and thank you for appearing. 

The next is Ms. Meg O'Donnell, director of quality assurance and 
consumer protection for the Vermont Division of Health Care Ad- 
ministration. In that capacity she holds responsibility for imple- 
menting Rule 10, Vermont's new regulatory oversight program for 
managed care plans. In the course of her career she has frequently 
spoken on health care policy topics such as consumer protections 
and the confidentiality of medical records. Ms. O'Donnell, we are 
pleased to have the benefit of your experience. 

The next witness, whom I am pleased to introduce is Susan L. 
Aranoff, a staff attorney at Vermont Protection and Advocacy, Inc., 
in Montpelier, where she provides legal services to people with dis- 
abilities and also is engaged in policy research, development, and 
advocacy before the legislature and other agencies. In addition, Ms. 



Aranoff is co-chair of the Vermont Coalition for Disability Rights, 
Legislative Committee. 

In the past she served clerkships in the office of Governor Kunin 
and the office of Vermont's Attorney General. 

Ms. Aranoff, we thank you for being with us today. 
Also testifying today is Mr. Tim Palmer, executive director of 

Vermont Cares in Burlington. Vermont Cares is a statewide organi- 
zation committed to providing resources, education, and services for 
people with HIV and AIDS. 

Air. Palmer, thank you for being here. Good to see you again. 
Tom, would you please proceed. 

STATEMENTS OF HON. THOMAS KOCH, CHAIRMAN, WAYS AND 
MEANS COMMITTEE, VERMONT STATE HOUSE OF REP- 
RESENTATIVES, BARRE TOWN, VT; MEG OTJONNELL, DIREC- 
TOR OF QUALITY ASSURANCE AND CONSUMER PROTEC- 
TION, VERMONT DIVISION OF HEALTH CARE ADMINISTRA- 
TION, MONTPELIER, VT; TIM PALMER, EXECUTIVE DIREC- 
TOR, VERMONT CARES, BURLINGTON, VT; AND SUSAN 
ARANOFF, ATTORNEY, VERMONT PROTECTION AND ADVO- 
CACY, MONTPELIER, VT 
Mr. KOCH. Thank you, Mr. Chairman. I thank you for the oppor- 

tunity to share some thoughts with you on the subject of medical 
records confidentiality. This is not a high profile issue, and few 
people seem concerned with it until the relatively rare event occurs 
which brings it home personally. The fact is, however, that every- 
one has some form of medical record, and everyone is interested in 
maintaining some degree of control over the dissemination of his or 
her own records. So I thank you for your interest in this matter 
and the important work that you are doing on it. 

This issue, like so many that Congress on the one hand and 
State legislatures on the other deal with, presents a difficult ques- 
tion of Federal-State relationships. I believe I speak for 179 other 
members of the Vermont General Assembly when I tell you that we 
are jealous of our legislative prerogatives and that we believe we 
are in a better position than the Congress to tailor programs and 
regulations in a manner which best serve and protect Vermont's 
citizens. On the other hand, we certainly recognize the constitu- 
tional role of Congress to regulate commerce among the States, and 
that is an area that has become vast more complex in recent years. 
The proper balance point is not easily located, and I do not pre- 
sume to find it for you today. I will, however, attempt to share 
what we are doing in Vermont and to express some concerns, and 
I hope this will be helpful to you as you work on the subject in 
Washington. 

To the extent that Federal law will preempt State law, it would 
be useful for you to know what it is that you are preempting, and 
I wish I could tell you. Vermont's medical records confidentiality 
laws are not a coherent whole. Rather, they have grown up piece- 
meal over many years, and rather than being comprehensive, they 
could best be described as hit and miss. We do have statutes and 
court rules relative to provider-patient privilege, but there is some 
question of the extent to which records, as opposed to direct com- 
munication, are privileged. The privilege has been substantially 



narrowed by a number of court decisions over the years. Require- 
ments regarding the length of time that records must be main- 
tained, except hospital records, do not exist. And Vermont's laws 
certainly do not contemplate the ease with which information can 
be transferred in the age of the Internet. 

So the need for a new medical records confidentiality law in Ver- 
mont has been clear for a number of years. Nevertheless, the bill 
has foundered on the rock of complexity during the past two bien- 
nial sessions, and we are just now beginning the process again. 
Last week, the House Health and Welfare Committee, on which I 
serve, voted out its version of the bill, H. 63, and that bill is now 
in the House Judiciary Committee. Eventually, I expect the cor- 
responding committees in the Vermont Senate to consider the bill 
as well. For that reason, I cannot tell precisely what the final ver- 
sion will contain. 

What I can tell you is a lot of work has gone into this bill with 
more to come. We have listened to many, many Vermonters trying 
to design a law that will serve their particular needs. We have at- 
tempted to design a bill that is both comprehensive and workable. 
How any other State may view the needs of their people and what 
other states have done in this regard, I do not know. We have not, 
however, heard any concerns in our committee expressed to us that 
what another State has done might adversely impact Vermonters. 
For that reason, I do not perceive any need for Congress to roll 
back, by way of preemption, any protections that Vermont or any 
other State has adopted. 

There are those who may argue that some businesses, such as 
insurance companies who deal with medical records across State 
boundaries, and reviewing some of the other statements that will 
be made here today, physicians, for example, who treat people 
across State boundaries, will find it difficult to comply with a myr- 
iad of regulations imposed by 50 different states. I would suggest 
that it will not be any more difficult than it is for insurers to com- 
ply with existing insurance regulations in the several states. They 
have developed State specific endorsements, procedures and proto- 
cols in the conduct of their business, and they will no doubt do so 
as they deal with modern medical records confidentiality laws. In 
short, this is a matter in which Congress may be tempted to im- 
pose uniformity, but I would hope the temptation would be re- 
sisted. 

What it does raise is I believe a legitimate concern are the truly 
Federal questions about transfer of information across State lines, 
particularly to a person in a State which may not have acted ade- 
quately to maintain the confidentiality of records in its jurisdiction. 
Vermont's proposed bill, for example, makes it clear that a person 
who or which obtains health care information for a lawful purpose 
is a custodian of that information, and subsequent disclosure of 
that information is subject to the provisions of the proposed act. 
When the recipient is in another State, it is unclear how Vermont 
can enforce the protections it purports to give to its citizens. In this 
case, the Federal power can be helpful, either by enacting mini- 
mum standards where inadequate rules exist, or by giving effect in 
Federal law to the law of the jurisdiction in which the medical in- 



formation originated if that state's protections are greater than 
those of the State to which the information is sent. 

The Federal-State question is sometimes reduced to the short- 
hand whether the Federal law should be a floor or a ceiling. My 
own conclusion is that there is no pressing need for uniformity, 
that the States should be allowed to respond to the need of the citi- 
zens as the 50 State legislatures deem best, and that if a State pro- 
vides greater protections to its citizens than are provided under 
whatever law the Congress eventually enacts, the additional pro- 
tection ought to be•ought to remain in effect, thus, providing a 
Federal floor but leaving the states to establish the ceiling. 

I thank you for this opportunity and for your consideration. 
The CHAIRMAN. Thank you very much. I think we will go down 

through the statements and then I will have questions. 
The CHAIRMAN. MS. O'Donnell. 
Ms. O'DONNELL. Thank you. Good morning, Mr. Chairman, and 

thank you for this opportunity to address your committee on the 
confidentiality of medical information. 

My name is Meg O'Donnell, and I am currently the director of 
quality assurance and consumer protection for the division of 
health care administration which is part of the Vermont Depart- 
ment of Banking, Insurance, Securities and Health Care Adminis- 
tration. In this and my previous position as general counsel to the 
Health Care Authority, I have been interested and involved for a 
number of years in the issue of ensuring the confidential handling 
of individually identifiable health care information. 

First, I want to say that we are very proud that Vermont's two 
senators have been so involved in this issue and addressing this 
critical issue on the national level. We are pleased that the work 
continues and very pleased that we have this opportunity to ad- 
dress you at today's hearing. 

Vermont is not unique in its current approach to medical records 
confidentiality. As Representative Koch I think amply illustrated, 
we have a hodgepodge of laws that provide some protections, but 
certainly not the comprehensive protections that Vermonters can 
and should expect in the area of their medical records. 

The division has for some time now recognized a need for broad 
legislation that will comprehensively govern how medical informa- 
tion is collected, used and maintained. Our involvement in this 
issue is based in part on the division's own need for clinical data 
to carry out some of our legally mandated activities. For example, 
the division contracts with the Vermont Program for Quality in 
Health Care to develop Vermont specific practice guidelines which 
requires an understanding of how health care has been delivered, 
and that depends on medical records. Another example is the divi- 
sion's oversight of managed care plans. By law, we are required to 
audit such plans at least once every 3 years. Those audits must in- 
clude a review of a selected number of medical records in order to 
ensure that plan practices comply with our regulations. 

Vermonters must have confidence that the Division of Health 
Care Administration and other public entities engaged in similar 
work are handling their records with the respect, security and con- 
fidentiality they expect. While I believe that most health care pro- 
viders, facilities and insurers in Vermont are already setting and 
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abiding by high standards in handling their medical information, 
the public's confidence can only be increased by setting a bench- 
mark standard that all people and organizations who have access 
to medical records must legally comply with. 

To that end, the division has supported the efforts of the Ver- 
mont legislature over the past 4 years to pass a comprehensive law 
setting basic standards for how confidential medical records are 
used. 

But even if Vermont succeeds in passing one of the bills pres- 
ently before it, a State-by-State approach to medical records con- 
fidentiality will not solve all of the issues. Health care is no longer 
a matter that fits neatly within State borders. Again, Vermont is 
an excellent example of this. 40 percent of the patients seen at 
Dartmouth-Hitchcock Medical Center actually live in Vermont. 
Similarly, many Vermonters have sought or will at some time seek 
care even further afield at centers of excellence located in Boston, 
in New York, in Cleveland, in any number of other states. The re- 
ality of the health delivery system today is that it is a multistate 
system. So no matter what one State, like Vermont, accomplishes 
in protecting its residents' medical records, those protections will 
not stretch as far as those medical records are likely to travel. 

Thus, while we continue to support Vermont legislation in this 
area, we strongly support action on the part of the Congress on this 
critical issue. Only Federal legislation can ensure that all confiden- 
tial medical records receive the same basic protections no matter 
where in the United States they are located, used or transmitted. 

Any such legislation must strike a balance between privacy 
rights of individuals and the legitimate use of individually identifi- 
able information in delivering and paying for health care services 
in research and in overseeing the quality of today's health care sys- 
tem. Essential ingredients of such legislation include, and I will 
just list them very briefly, patients' rights. We believe that individ- 
uals should have primary control over disclosure of their health 
care information. Standards for releasing identifiable health care 
information. Standards for maintaining identifiable health care in- 
formation. And as importantly, if not more importantly, effective 
sanctions. 

Let me reiterate a concept that the division considers essential 
to any proposed legislation, and I apologize, I have not had a 
chance to read S. 578 so I cannot speak in any detail about that. 

The CHAIRMAN. I understand, Ms. O'Donnell. 
Ms. O'DONNELL. In the desire to protect individuals' medical 

records from unnecessary release or use, we must ensure that le- 
gitimate uses can continue without undue burden. From a regu- 
lator's perspective, for example, this includes the ability to review 
medical records as necessary to carry out my legal responsibilities. 
A good law will allow this use, but will also establish strong sanc- 
tions for any misuse or abuse that could result. 

We look forward to the opportunity to review and comment in 
more detail on S. 578, and I thank you again. 

[The prepared statement of Ms. O'Donnell follows:] 



PREPARED STATEMENT OF MEG H. O'DONNELL 

Thank you for this opportunity to address the Committee on the confidentiality 
of medical information. 

My name is Meg O'Donnell, and I am currently the Director of Quality Assurance 
and Consumer Protection for the Division of Health Care Administration, part of the 
Vermont Department of Banking, Insurance, Securities and Health Care Adminis- 
tration. I was formerly the General Counsel to the Health Care Authority, which 
became the Division of Health Care Administration in 1996 as the state consoli- 
dated its regulatory oversight of health delivery systems and insurance companies 
in Vermont In both positions, I have been interested and involved for a number of 
years in the issue of ensuring the confidential handling of individually-identifiable 
health care information. 

First, I want to say how proud I am that Vermont's two senators have been at 
the forefront of addressing this critical issue on the national level. I am pleased that 
this work continues to be a focus of their offices and this Committee, as evidenced 
by today's hearing. 

Vermont is not unique in its current approach to medical records confidentiality. 
While many, if not most, consumers believe that their medical records are uniformly 
subject to tight legal restrictions on how they can be used, Vermont in fact has a 
medley of laws that address only bits and pieces of the issues. For example, we have 
a Hospital Bill of Rights that protects medical records of inpatients, and our man- 
aged care oversight program has regulatory provisions that govern how managed 
care organizations handle their patients' confidential records. But these and similar 
provisions do not provide the comprehensive protections Vermonters can, and 
should, expect. 

The Division has for some time now recognized a need for broad legislation that 
will comprehensively govern how medical information is collected, used and main- 
tained. Our involvement in this issue is based on the Division's own need for clinical 
data to carry out some of its legally mandated activities. For example, the Division 
contracts with the Vermont Program for Quality in Health Care to develop Vermont 
specific practice guidelines, which requires an understanding of how care has been 
delivered in the past•and that depends on medical records. Another example is the 
Division's oversight of managed care plans. By law, we are required to audit such 
plans at least once every three years. Those audits must include a review of a se- 
lected number of medical records in order to ensure that plan practices comply with 
our regulations. 

Vermonters must have confidence that the Division of Health Care Administra- 
tion and other public entities engaged in similar work are ha. 'Mng their records 
with the respect, security and confidentiality they expect. While i believe that most 
health care providers, facilities and insurers in Vermont already set and abide by 
high standards in handling medical information the public's confidence can only be 
increased by setting a benchmark standard that all people and organizations who 
have access to medical records must legally comply with. 

To that end, the Division has supported the efforts of the Vermont legislature over 
the past four years to pass a comprehensive law setting basic standards, for how 
confidential medical records are used. 

But even if Vermont succeeds in passing one of the bills presently pending before 
it, a state-by-state approach to medical records confidentiality will not solve all of 
the issues. Health care is no longer a matter that fits neatly within state borders. 
Vermont is an excellent example of this, forty percent of the patients seen at the 
Dartmouth-Hitchcock Medical Center, which is located across the border in New 
Hampshire, actually live in Vermont. Similarly, many Vermonters have sought or 
will at some time seek care even further afield, at centers of excellence located in 
Boston, in New York-, in Cleveland, in any number of other states. The reality of 
the health delivery system today is that it is a multistate system. So no matter 
what one state, like Vermont, accomplishes in protecting its residents' medical 
records, those protections will not stretch as far as those medical records are likely 
to travel. 

Thus, while we continue to support Vermont legislation in this area, we strongly 
support action on the part of the Congress on this critical issue. Only federal legisla- 
tion can ensure that all confidential medical records receive the same basic protec- 
tions no matter where in the United States they are located, used or transmitted. 

Any such legislation must strike a balance between the privacy rights of individ- 
uals and the legitimate use of identifiable information in delivering and paying for 
health care services and oversee in the quality of today's health care system. Essen- 
tial ingredients of such legislation include: 
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• Patients' rights. Individuals should have primary control over disclosure of their 
health care information. Those rights should include the right to consent to disclo- 
sures before they are made, except in certain defined circumstances specifically au- 
thorized by law, the right of patients to see their own health care records and to 
receive copies of them without being charged excessively high fees, and the right 
to correct health-care records that contain wrong information. 

• Standards for releasing identifiable health care information. Those standards 
should clarify and codify the circumstances under which health care providers and 
facilities may release health care information without the individual's consent, and 
establish a general prohibition against disclosing or re-disclosing identifiable health 
care information without a consent or specific legal authority. 

• Standards for maintaining identifiable health care information. The law should 
establish basic standards for maintaining the securit;' and confidentiality of health 
care records, whether by a health care facility, provider or insurer. 

• Effective sanctions. Legislation must include effective enforcement tools. 
Let me reiterate a concept that the Division considers essential to any proposed 

legislation. In the desire to protect individuals' medical records from unnecessary re- 
lease or use, we must ensure that legitimate uses can continue without undue bur- 
den. From a regulator's perspective, for example, this includes the ability to review 
medical records as necessary to carry out my legal responsibilities. A good law will 
allow this use, but will also establish strong sanctions for any misuse or abuse that 
could result. 

We look forward to the opportunity to review and comment in more detail on any 
proposed legislation that the Committee will be considering. 

Thank you. 
The CHAIRMAN. Thank you very much. It is very helpful. 
Mr. Palmer. 
Mr. PALMER. Thank you, Senator. Thank you for this opportunity 

to address this important issue. I would like to indicate for the 
record that the airlines ate my testimony. My testimony is in a 
suitcase in Philadelphia. [Laughter.] 

The CHAIRMAN. That may be helpful there. [Laughter.] 
Ms. ARANOFF. Air passenger's Bill of Rights theory? 
Mr. PALMER. Air passenger's Bill of Rights. I will be submitting 

my written remarks shortly, but first of all, I wanted to address 
the fundamental issue of why I am testifying; that is, that for the 
past 2 weeks we have tried to identify someone living with HIV in 
the State of Vermont who will be willing to testify on this subject. 
Given the public nature of this hearing, all of the people that we 
work with on a regular basis have declined this opportunity. That 
is how important confidentiality is to people living with HrV. 

So I am put in the position of reporting that on a regular basis 
people living with HIV are faced with making health care decisions 
based on what the record is ultimately going to show; who is going 
to get that record. That is a barrier to health care. And I believe 
that your legislation moves in the right direction in providing, as 
Representative Koch has indicated, a Federal floor. And I would 
encourage you•in support of Representative Koch's position, I 
would encourage Federal legislation to be the floor and to permit 
states to build over, above and beyond that floor. 

I think it is important to recognize that people live with life 
threatening and chronic illness and with those illnesses also includ- 
ing a great deal of judgment about their lives and their own per- 
sonal judgments, it is important that•that their health care be 
something that is above and beyond the probing of outside experts. 

It is important to recognize that that barrier to care has pre- 
vented and adds an additional burden for someone who may be the 
victim of a sexual assault from accessing the kinds of care that are 
in that survivor's best interest because of fear that at some future 
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point an employer accessing those records can find out that that in- 
dividual sought testing around HIV and was treated. Not because 
of any action taken by that individual but because it was in their 
best interests to protect their health and safety. That is just one 
example of how important it is to maintain the confidentiality of 
records, particularly when it comes to employment situations. 

It is important to establish in the law that employers need to 
make decisions on employment as people living with HIV go back 
to work, as your•as another bill that you have advanced address- 
es. As they go back to work, it is important that employers make 
decisions based on the individual's qualifications and ability, not on 
their medical past. And I encourage that that kind of issue be ad- 
dressed in your legislation. And I thank you for the opportunity to 
address you today. 

The CHAIRMAN. Thank you. Ms. Aranoff. 
Ms. ARANOFF. Good morning, Senator. I also would like to thank 

you and acknowledge the hard work that you have done over the 
years to bring this issue of medical records and the need for con- 
fidentiality to the attention of Congress, and the work that you did 
last year to introduce a bill, and I understand you recently reintro- 
duced a new bill, that has, I think, really moved this issue forward. 
And I know that you have galvanized a lot of this attention that 
you have received at the Statehouse here in Montpelier as well. So 
I want to thank you for all your work on that issue. 

Before I begin my testimony, on behalf of Vermont Protection Ad- 
vocacy I want to share with you a story that was my first introduc- 
tion to this issue of medical records confidentiality. And we were 
asked to try to find a person whose life has been affected either by 
not being able to get access to their own medical record or by a 
breach of confidentiality of their own medical record. And in 1992 
when I was an attorney in private practice, by just a fluke of na- 
ture the Vermont Lawyer Referral Service sent my office a case 
that involved a woman, she is now deceased. And this is all a mat- 
ter of public record, and I think if she were here, she would either 
be sitting here today or saying, yeah, go ahead and tell my story 
because it was a really compelling story and it illustrates the need 
for this exact legislation. 

This woman was a Vermonter, and she had one of those child- 
hoods that we read about. But you actually meet someone who has 
experienced sexual abuse by relatives, placement in foster care, 
sexual abuse by foster parents, ending up at Brattleboro Retreat 
for many drug overdoses, alcohol issues by the time she was 19, 
and then being released from Brattleboro Retreat to an interim, 
like halfway facility called Spruce Mountain Inn here in this area, 
receiving some treatment at Spruce Mountain Inn and then being 
discharged presumably into the community which she ended up 
homeless•at the point when I met her she was 22, and she was 
living next door to her mother in a duplex in Plattsburgh, New 
York. She was taking care of her mother who had lung cancer and 
was in the very end stages of a long and painful illness. 

And in the course of taking care of her mother she was doing 
routine things like cleaning the house, vacuuming and stuff like 
that. She was vacuuming under her mother's bed 1 day and saw 
a stack of papers and went to move them and realized that they 
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were her treatment records from both the Brattleboro Retreat and 
Spruce Mountain Inn. And she panicked because at facilities•at 
mental health facilities a lot of times what goes into a treatment 
record are the person's own handwritten statements. This was 
around the time when David Letterman came out with his top ten 
lists. So she had a lot of top ten lists that were assignments. The 
top ten things I am most ashamed of, the top ten things I have 
never told anyone, the top ten reasons I am mad at my mother. 
Her mother was dying of lung cancer caused by cigarette smoking, 
and this woman was really pissed that her mother smoked her 
whole life and was going to be dead by the time she was 25. And 
that was like her top ten reason for being mad at her mother. 

In the top ten things that she had never told anyone and was 
most ashamed of was a lot of this history of family sexual abuse 
and other kinds of abuse that she had never told her mother. And 
so there she is cleaning and there she discovers that all of this very 
sensitive, very•well, I will leave it at sensitive information that 
she had provided to treatment providers that she had trusted had 
been released to her mother. 

Her mother died within 6 months of that, and during that time 
they tried to deal with some of these issues, but it kind of com- 
plicated her grieving process with her mother. She came to my of- 
fice wanting to know, could she sue over this. What•did she have 
any recourse? In the course of doing this litigation, we ran into 
issues like definition of medical records. None of this information 
that she provided•none of this information that was released, the 
stuff that really caused her harm, was written by a provider. It 
was not a provider's treatment notes, it was her own statements, 
and it was not necessarily about a medical condition. So the defini- 
tions that we have in the bill that is under consideration in Ver- 
mont and in DC. would not necessarily capture this information 
that was created in the course of receiving treatment and stored 
and maintained by a treatment provider and released by the treat- 
ment provider, would not necessarily be within the definition of 
medical information. 

Perhaps, you know, significant to an attorney, but I think to oth- 
ers as well, is the definition of harm and the fact that when there 
is a release of this type, there is very little recourse right now. We 
need like significant penalties for negligent releases as well as in- 
tentional releases. But because she was a person living on disabil- 
ity, and because she did not have lost wages, and because it is hard 
to quantify the injury to a mother-daughter relationship, you know, 
the 6 months•the last 6 months of that person's life, she did not 
have really good damages, you know, from like a litigator point of 
view. And so•and there was no other penalty to kind of capture 
that case. 

So anyway, that was a lesson of that litigation. The need for rem- 
edies, the need for definitions, the need for•the other thing we 
learned about both of those facilities was they had no policies or 
procedures in place for how they treat the journals, and diaries and 
assignments, writing assignments that they give their patients. 
They did not have policies as to whether or not they considered 
that medical information, whether or not they released that. The 
patient kept it in a file, anything like that. And how long they 
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would keep it for, and what they would do•who they would send 
it to when they could not find anyone. In this case she was home- 
less, they did not have a known address. They sent it to her moth- 
er. 

A lot of people would think what is the big deal, but when it hap- 
pens to someone, it can be a really big deal. Her mother had no 
knowledge. So since I have used up most of my time telling that 
story, I will hit the high points of my testimony. 

The CHAIRMAN. Could you speak a little louder? Imagine you are 
talking to the back of the room instead of to me. I understand that 
is hard. There are a number of people here who would like to hear 
from all of you. 

Ms. ARANOFF. Our agency is federally funded to assist people 
just like the person I described, people with diagnoses, labels, his- 
tory of mental illness who are receiving residential care. We keep 
statistics on the number of•on the issues that come up and the 
cases that we handle as well as on the issues in the cases that we 
do not handle but that we provide information, referrals and serv- 
ices to. 

In 1997, 1998 and to date in 1999 we have had a total of 28 cli- 
ents with•these are clients, not information referrals, these are 
people we have actually opened up cases for who have had issues 
around their medical records. Fifteen of those have been breaches 
of confidentiality and 13 of those have been access•access issues. 
And the access issue is probably the overarching issue for our cli- 
ents. Very often they are denied access entirely. Sometimes their 
access is restricted. 

And I brought with me a copy of this letter that is dated Feb- 
ruary 24th, 1999, so this is recent. This is what happens today 
when someone asks for their treatment notes. It is from Counseling 
Service of Addison County, and the response to a person's request 
for their record is to say, first, we need to meet with you to go over 
the record together before you can copy anything to take. And I will 
be glad to schedule a meeting with you, but in anticipation of this 
meeting, please let me know the reason for your wanting these 
records. 

Now these kinds of hurdles might get placed in the way of people 
with other kinds of conditions other than mental illness, but they 
are constantly placed in the way of people who want their mental 
health treatment records. Sometimes it is an outright denial for 
that category, and the bill that was first introduced in the Vermont 
legislature would have sanctioned a denial of records access for 
people with mental illness. Access issues are key. 

Along with the outright denials of records, there are other kinds 
of obstacles, and one of those is financial. Brattleboro Retreat 
charges $1 a page for copying. We have a client whose record from 
a 30-day stay is estimated to cost more than $1,500 just to get a 
copy of a record, and that is not an expense that insurance will re- 
imburse. The State Hospital, which is supposed to under Vermont 
law charge only 4 cents a page, routinely charges 50 cents a page. 
When you are there for 30 days, you know, 60 days, that kind of 
cost can become quite prohibitive. We think that everyone should 
be entitled to one free copy of their record, and that if their record 



12 

is needed for a benefits case or something like that, that it should 
be free as well. 

In addition to access issues, the other complaint•the other situ- 
ation that affects our clients most is confidentiality. One of the 
most common things•it shocks me all the time that I can call up 
on the phone and talk to insurers and treatment providers about 
someone's mental health treatment and I am not even asked if I 
have a release, let alone asked to potentially fax the release. This 
happens to me in my office I would say easily five times a week. 
And I think that those kinds of things happen. 

I have a written statement that has addressed these issues in 
more detail and, again, I thank you for your time and attention to 
this issue. 

The CHAIRMAN. Thank you for an excellent statement. Let me 
welcome Senator Leahy. We have worked together for about 24 
years now in Congress and the Senate, and it is a pleasure, let me 
tell you, to work with Pat. We are on an issue here, for instance, 
where we have, at least he argues, a joint jurisdiction. [Laughter.] 
But, anyway, that is not up to me to decide. 

Senator LEAHY. We certainly have a joint interest. 
The CHAIRMAN. We certainly have a joint interest, which is the 

important thing. We have looked at his work, and it has been very 
helpful to us in our work. Pat, pleased to have you here. 

Senator LEAHY. Thank you. 
The CHAIRMAN. DO you have an opening statement? 
Senator LEAHY. I would be happy to wait for the panel if you 

would like, Jim. Whatever you want. You are the chairman. 
The CHAIRMAN. I think I will give you a chance perhaps after we 

question the panel. 
Senator LEAHY. OK. Have you finished the panel? 
The CHAIRMAN. We have finished. Why don't you talk right now. 

HON. PATRICK J. LEAHY, A UNITED STATES SENATOR FROM 
THE STATE OF VERMONT 

Senator LEAHY. I will. Thank you. 
The CHAIRMAN. I may have some questions. 
Senator LEAHY. I do want to say how happy I am to be here. I 

mean, Jim and I have been partners on some of these things longer 
than most people have lived in Vermont, I guess, been married or 
something. [Laughter.] And so it is good to be here with good 
friends and fellow Vermonters. And when one of them is the chair- 
man of the U.S. Senate Health, Labor, Pensions Committee, that 
helps even more. 

Mr. Chairman, you and I introduced separate legislation, as you 
mentioned, last week to protect the privacy of medical records. We 
did this because we have a deadline. We have to have medical pri- 
vacy legislation by August 21st of this year, and if we do not do 
it, then the Secretary of Health and Human Services does it. And 
I think this is far too important an issue to just go administra- 
tively. Jim, you and I support the same values, and I know in the 
end we are going to work together to pass a strong bill that is 
going to protect American families. 

This is a time we have to worry about privacy. We see some 
states selling license photos. I must say I am very pleased that 
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Vermont declined to do that. Our leading chip and computer com- 
panies have built in a secret identifier so every time you use your 
computer they can find out where you went and nobody is told that 
that is in there. 

In February, Jim, you and I held a hearing on home health care 
in Vermont. One person testifying brought the information of new 
regulations by Medicare and Medicaid called OASIS, and this re- 
quires home health agencies to gather very sensitive, personally 
identifiable information on all of their patients. The thing that 
struck me is they said on all of their patients, whether their claims 
are being paid by a government program or privately. I am very 
concerned about State and Federal governments compiling this 
kind of a personal database of sensitive personal health informa- 
tion, and I will be writing to Secretary Shalala to ask about this. 
It seems to be greatly overreaching to say we want this information 
on everybody whether we are paying for it or not. 

It seems that both Big Brother and Big Business are trying to 
get at our most sensitive personal information, and I think that 
what it comes down to, if you have a medical record, you have a 
medical privacy problem. 

Most of us think of our medical records being held in a manila 
file folder under the health care provider. When I walk in here I 
always stop by, there is a bill that is framed over here, it was a 
bill from when I was born at the Heaton Hospital. I hasten to add, 
Jim, the bill was paid [Laughter.] It is not a past due account, but 
I see Dr. Mclntyre's picture on the wall, the man who delivered me. 
The fact is, it is not that way anymore. 

When I was chairman of the Technology and Law Subcommittee 
of the Judiciary Committee I went into the privacy of medical 
records and new technologies. We found out good news and bad 
news. The good news is that we could do so much more for rural 
areas because of technology. The bad news is the information that 
is in there. One woman who testified told about going to a doctor 
for severe depression, and she was actually contemplating suicide. 
Got the proper medical care, obviously did not commit suicide, was 
helped with her depression. She was an immigrant. It is not the 
sort of thing she wanted to discuss in her family. To her shock her 
medical records were printed in the newspaper. Somebody took 
them. No laws were violated. And I asked her at the hearing, if you 
had known your records were going to become public, would you 
have sought medical help that you obviously needed? And she said, 
no, I would not have. And she might not have been alive. Instead, 
she is now a member of the House of Representatives and•U.S. 
House of Representatives and extremely well respected in there. 

So we have to worry that if confidentiality is compromised it is 
going to deter people from seeking medical treatment or else stifle 
technological or scientific development. We should not fear the new 
technology. We should remember the technology is our servant and 
do not let it become our master. 

In 1996 alone the health care industry spent an estimated 10 to 
$15 billion on information technology. Insurance companies want to 
know about your genetic makeup and health status so they can an- 
ticipate what diseases you will get later in life or whether they will 
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insure you to begin with. Pharmaceutical companies want to know 
what diseases you have so they can market their products to you. 

But the question comes down who conl ols that information, us 
or them? And if you are concerned about where it goes, that may 
reduce the willingness of patients to confide in physicians or other 
practitioners. Now I think the computerization if done right can en- 
sure more privacy to individuals in the current system if we have 
strong medical privacy legislation, but if we do not, you have a 
great potential for embarrassment. 

A few weeks ago The Wall Street Journal wrote about a company 
that is seeking the mother load in health data mining. The com- 
pany wants to get medical data on millions of Americans to sell to 
any buyer, and currently there is no laws preventing that. That 
can be your information, any one of you, as part of that data gold 
mine. 

Last year an article in the Washington Post described the story 
of a woman whose prescription purchases were tracked electroni- 
cally by a pharmacy benefits management company two states 
away hired by her employer. Now when she used her card she got 
a discount. She thought that was great. What she did not know, 
all the sensitive information was being compiled, and her doctor 
was told that she would soon be enrolled by the company in a de- 
pression program and she would be watched for continued use of 
antidepression medication. She had been getting something for 
sleep and yet the company two states away who would interpret 
her medical records that she did not even know they had anyway, 
they decided that she was•better be watched out for because of 
her depression. This is wrong. 

University of Illinois study found 35 percent of all Fortune 500 
companies regularly review health information before making hir- 
ing decisions. And the health care providers are told they are con- 
stantly pressured to give out the most sensitive information to 
these companies or they will lose their own jobs. In genetic testing 
at the National Institutes of Health, 32 percent of the people who 
were offered in tests for breast cancer declined to take the free test. 
Why? Because they were afraid of who the information would be 
given to. Just stop and think about it. A test that could save lives, 
and they declined it because they are afraid of what might happen. 

So, you know, the only•we can not let privacy slide the point. 
The only way for a person to ensure confidentiality is to avoid seek- 
ing medical care. We have got 159 days to correct this, and let me 
say I applaud you, Jim, for•you and your committee for being 
such strong leaders in this. I think we will put together a bill. I 
think we will have a bipartisan bill. I think we will have a strong 
bill. I think if we do not, health care and privacy will both suffer 
in this country. So thank you, Mr. Chairman. 

[The prepared statement of Senator Leahy follows:] 

PREPARED STATEMENT OF SENATOR PATRICK LEAHY 

I am especially pleased to be here today with my good friends and fellow Ver- 
monters, one of whom happens to be the Chairman of the U.S. Senate Health, Edu- 
cation, Labor, and Pensions Committee (HELP). 

Mr. Chairman, you and I introduced separate legislation last week to protect the 
privacy of medical records. We support the same values and I believe, in the end, 
we will work together for passage of a strong bill to protect American families. 
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At a time when some states are selling driving license photos and information• 
which I am very pleased that Vermont has decided not to do•when our leading 
computer chip and software companies have built secret identifiers into their prod- 
ucts to trace our every move in cyberspace without our consent, it is time for Con- 
gress to wake up to the privacy rights and expectations of all Americans before it 
is too late. 

In February, Mr. Chairman, you and I held a hearing on home health care in Ver- 
mont. One person testifying brought up the issue of new regulations by Medicare, 
called OASIS, requiring home health agencies to gather very sensitive personally 
identifiable information on all of their patients. 

I repeat•on all patients•whether their claims are being paid by a government 
program or privately. I am very concerned about State and Federal Governments 
compiling a database of sensitive personal health information. I have been in con- 
tact with the Administration about this issue and will soon be sending a letter to 
Secretary Shalala to get to the bottom of it. 

It seems that both Big Brother and Big Business are vying to get at our most 
sensitive personal information. 

The trouble is this: If you have a medical record, you have a medical privacy prob- 
lem. 

Increased computerization of medical records and other health information is fuel- 
ing both the supply and demand for our personal information. We should not fear 
new technology, but unless we are vigilant, it will overwhelm our privacy rights be- 
fore we even know what has happened. Technology is our servant; we should not 
let it become our master. 

The debate boils down to a fundamental question: Who controls our personal in- 
formation, and how freely can others gain access, buy and use it? We must not let 
privacy slide to the point that the only way for a person to ensure confidentiality 
is to avoid seeking medical treatment. 

We have 159 days to enact a strong Federal medical privacy law. With the clock 
ticking toward the deadline set by Congress of August 21, 1999, let us act sooner 
rather than later. Mr. Chairman, I look forward to working with you on this very 
important issue. 

The CHAIRMAN. Thank you. That is an excellent statement, Pat, 
and will be very helpful to us. We will be marking up our bill some- 
time in the not-too-distant future. I know we will be working with 
you as you have some excellent ideas in your bill. Ours•Senator 
Dodd and I put my bill in, so we have a bipartisan bill to start 
with. We are pleased to have you stay as long as you can. 

Senator LEAHY. I would like to stay for a while if I might. 
The CHAIRMAN. Tom. 
Senator LEAHY. I know a number of the witnesses here. I look 

forward to hearing them. 
The CHAIRMAN. On the issue of preemption, are you concerned 

that establishing a Federal ceiling would constrain State legisla- 
tures from enacting their own legislation? 

Mr. KOCH. Yes. What would the point be if we have a federally 
uniform rule and State legislatures are preempted? It is a very 
complex subject matter, and that is why the bill has failed in the 
past two bienniums. It is the fifth year we are working on it, and 
what happens is that everybody has an interest in it and you end 
up with a real Christmas tree. And everybody has a special interest 
that, you know, they all come in and they want something added 
to it, and it gets very complex. 

Federal uniformity I think is an easy answer, but I am not per- 
suaded that it is the right one. I think states can often deal with 
their particular situations. But at the same time, we have a serious 
situation, and both you and Senator Leahy have outlined that very 
well, that needs attention at the Federal level. And I certainly hope 
that you do get a bill through here before August. 
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The CHAIRMAN. The legislation that I have introduced would give 
18 months after enactment for states to establish stricter confiden- 
tiality rules. Would that be OK, or is it a problem for you? 

Mr. KOCH. I do not think it will be a problem for Vermont be- 
cause I think we are going to get this through if not by the time 
we adjourn this year, then by the time we adjourn next year. I 
mean, what happened here as far as I am concerned is I saw the 
bill fail in the last 2 years, I was not there the previous 2 years, 
and I said, what this bill needs is a shepherd, and so we are start- 
ing it in the House. 

I do believe that the House Judiciary Committee is going to be 
working on it rather quickly. I think we will get it through the 
House this year, probably in the next few weeks, although the next 
few weeks on our agenda is extremely busy. Then it will go over 
to the Senate which is already working on it. Helen Riehle's com- 
mittee, Senate Health and Welfare, has been looking at it, and so 
they are prepared for it. I am also told that it is the simplest ver- 
sion that has been around in the last 5 years because they did try 
to strip out some of the Christmas tree ornaments. 

One of the things that we took out was the right to deny•in the 
health and welfare version we took out the right to deny mental 
health information to an individual because that individual may be 
injured in the doctor's opinion. And we heard from a lot of mental 
health advocates who said we have a right to see our own informa- 
tion. We do not need to be super protected from people who think 
that we cannot handle it. And our committee agreed with that, and 
we took that out of the bill. 

So it is a fairly stripped down version that we have, but we think 
it provides good protection for the people of Vermont. 

The CHAIRMAN. Meg, does that provision in our bill, do you 
think, give you enough time to react? 

Ms. O'DONNELL. I would agree with Representative Koch. Be- 
cause Vermont has been looking at this issue so intensively for so 
many years, we are in a better position than some other states 
might be to react within that 18-month window, and that is, as I 
understand it, 18 months after the Congress would adopt this. So 
that is an even longer period. And I think for us that that would 
be ample time to accomplish something on the State level. 

The CHAIRMAN. Mr. Palmer. 
Mr. PALMER. I think that that does represent adequate time 

given all of the work that the legislature has done already, and I 
would reiterate my strong support for committing the states to do 
that because we in Vermont are very aware of the kind of confiden- 
tiality issues we have given the size of the State, and the number 
of people who live here and the closeness of all of us, that confiden- 
tiality around these issues is really important. And what is needed 
in Vermont may not be needed in California or Montana, but it is 
needed here. I think we are the best at being able to carve out the 
kinds of protections that we need locally. 

The CHAIRMAN. MS. Aranoff. 
Ms. ARANOFF. I think I would defer to the legislators and regu- 

lators who would have to be meeting that 18-month deadline. If 
they feel comfortable, then I am sure that is accurate. I do know 
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that they have been working industriously for at least 6 years on 
this issue. So I am sure they could do that. 

The CHAIRMAN. I guess this is more for Meg, but I think all of 
you can comment. What sanctions do you think are appropriate for 
those who violate patient confidentiality, and who should be re- 
sponsible for enforcing those sanctions? 

Ms. O'DONNELL. I am chuckling a little bit because I have seen 
all range of sanctions in the various bills before the Vermont legis- 
lature. The original version that was introduced in January of 1995 
included I think the full range that I understand is in your bill 
which includes civil remedies, a civil action and criminal sanctions. 
And those were windowed down over time I think over a concern 
as to how much was needed to enforce. 

I think the core of the sanctions has to be a civil right of action; 
that an individual who feels that he or she has been harmed by the 
use or misuse of their information have an opportunity to go into 
court and to fight it out there and get some remedy if, in fact, there 
has been misuse or abuse. 

I think that it is also appropriate to look at maybe some kind of 
a higher remedy, whether it is a civil one enforced through the 
state's attorneys, or the Attorney General's Office, or perhaps even 
criminal sanctions, that are keyed in to more of the motivation be- 
hind misuse or abuse. Typically a lot of the model legislation we 
have looked at will include heightened sanctions in terms of height- 
ened fines or even the penalty of imprisonment for multiple mis- 
use, for misuse that is motivated by trying to get money or to harm 
somebody. And I do think that that is appropriate, and that is 
harder to put into a personal civil action. 

So I would say that a broad range of sanctions is probably the 
most appropriate. I think we have to be cautious as to how you peg 
the crime or the civil remedy to what has happened because what 
you do not want to do is set up a system where a health care pro- 
vider, for example an institution like Central Vermont Medical 
Center, is put under an obligation to do a broad range of things 
with their medical records to ensure confidentiality, finds itself in 
a position of having one employee who maybe mistakenly does 
something and then they find themselves on the hook for a large 
penalty or a large fine. I think you do have to be cautious that 
there is going to be probably some involuntary or some unknowing 
violations of this law, especially in the first couple of years as peo- 
ple are getting used to new ways of doing business. 

The CHAIRMAN. Tom. 
Mr. KOCH. I generally agree with what Meg had to say, and par- 

ticularly her last comments about not coming down too hard on 
people who unintentionally make errors. We all make errors, and 
they are likely to continue. We do need requirements that organiza- 
tions that maintain records develop procedures so people are aware 
of what is required. And I read in one of the other statements that 
I believe you will be hearing later this morning a suggestion that 
we have not had before our committee, but I think I will offer to 
the House Judiciary Committee when I appear before them on this 
bill and would suggest for your consideration, making it clear that 
a person who intentionally or maybe substantially violates some- 
one's confidentiality in handling records, that that is legitimate 
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grounds for immediate dismissal. And I think if you make it clear 
that somebody's employment is at risk, you will get compliance. 
And it will also eliminate some litigation after a dismissal is im- 
posed because, you know, if you do not say it, you will find a law- 
yer who will say it was wrong to fire that person for that reason. 

The CHAIRMAN. Mr. Palmer. 
Mr. PALMER. On that issue in particular, running a small organi- 

zation that does have control over confidential information, we 
have confidentiality policies that protect those records. And if an 
individual staff person violates those policies, they are subject to 
immediate termination. I think that works in small settings, but 
when we are dealing with multistate corporations as Senator 
Leahy talked about and large employers, I think it is important to 
maintain the right of individuals whose confidentiality has been 
violated to civil action. And I think it is also important given the 
size of some of the employers and health care record organizations 
to also have criminal penalties involved because it would be easy 
for a client of Vermont Cares to take Vermont Cares to court be- 
cause it is a much more even playing field. We do not have attor- 
neys on staff waiting to handle any kind of complaint, but large 
corporations and large manufacturers and employers would have 
that kind of protection. And I think it is important to protect the 
individual's right. So criminal penalties I think are also important. 

The CHAIRMAN. MS. Aranoff. 
Ms. ARANOFF. I would just like to add that I think it is very im- 

portant that nominal damages, in other words, damages just for a 
violation, be allowed and attorney's fees be allowed for the simple 
fact that this particular area of harm is very difficult to prove. You 
know, even in some of the more egregious violations, the medical 
information that is sold to pharmaceutical companies for market- 
ing, if you receive something in the mail saying, hey, there is a new 
treatment for X, Y and Z, which is something that you have, you 
receive that because your information was wrongly released, it is 
going to be hard to say how you were harmed by receiving notice 
of new treatment for your condition. Where is your damage? But 
I think that prosecuting civilly violations of these kinds of laws is 
a consumer protection function, and there has got to be some in- 
ducement for attorneys to take these cases when the damages are 
going to be either impossible to quantify or not very high. 

So I think attorney's fees are very important, and nominal dam- 
ages would be very important. 

The CHAIRMAN. Pat. 
Senator LEAHY. Ms. Aranoff, if you got the brochure that says 

you can get 40 percent off on this generic, you have been buying 
this other, and we will argue that there is a benefit. Conversely, 
if it is promotion for a company and your employers look at this 
and say, well, they may be genetically disposed to breast cancer, 
prostate cancer, whatever else, so we are not going to promote it, 
or you are seeking insurance and similar•life insurance, similar 
things are given, though there would be no question in your mind 
what the damage was, I would assume? 

Ms. ARANOFF. Yes. If you can establish you missed out on a pro- 
motion when you were hired initially, you would have a good case 
for damages. 
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Senator LEAHY. And in sensitive health information, and it could 
be mental health; it could be reproductive health information; Mr. 
Palmer, it could be information you handle at Cares, the bill that 
I have put in specifically allows patients to restrict what kind of 
information can be released from their records. Is that something 
that you think makes sense? 

Mr. PALMER. I think it is absolutely essential for individuals to 
have control over what pieces and parts of their medical records 
are made available. I think the system has to be structured in a 
way that by saying that I do not want my HIV status disclosed, by 
saying that I do not want it disclosed, that I am not disclosing it 
in that form itself. So I think that the•that how the program is 
structured, how your control over your medical records is struc- 
tured has to be in a way that protects your confidentiality right 
from the very beginning. 

Senator LEAHY. It is not directly related, but I think of the num- 
ber of times in our military, for example, when somebody did not 
seek help for alcoholism, partially because they are afraid they 
would not get their promotion. I saw cases similar to this in law 
enforcement when I worked in law enforcement, and it bothers me. 

Tom, I was glad to hear your comment about needing a guardian 
angel or shepherd on this, and I think it is absolutely important. 
I mean, everybody•if you ask 12 people walking out of here, do 
you think you ought to have some privacy in your medical records, 
of course they will all say yes. It is a long way from there to a bill 
that is workable, enforceable and makes sense. And one of the de- 
bates we will have in the Congress will be on the question of pre- 
emption and how much a Federal law might preempt State law. It 
is something that when you come from a small State like ours you 
are, I think, particularly sensitive to. 

How do you feel about a law which•a Federal law that sets a 
basic floor but allows a State at any time, either before or after, 
to set a tougher law on disclosure if they feel it is necessary to• 
if the legislature of that State feels it is necessary to protect the 
people of that state? 

Mr. KOCH. I was the first member of the panel to speak, and I 
spoke before you got here, and essentially that is the concept that 
I did endorse, that we have a Federal floor and that states be al- 
lowed to extend greater protections. In answer to Senator Jeffords' 
specific question, I responded essentially that I think 18 months is 
probably sufficient time for us to act on this bill. But things change 
over time, and the situation may come up that Vermont wants to 
extend some protections to 5 years from now, and if the Congress 
does not act, then Vermont would be powerless to act. So my state- 
ment was directed essentially to the issue of Federal preemption, 
and I would prefer that we set a minimum Federal standard and 
allow the states to extend greater protections to their citizens 
if  

Senator LEAHY. YOU will not be surprised if I tell you I agree 
with you completely on that one, and that is written out well in the 
bill. I wish I had heard the earlier part of it. I was shoveling out 
of Middlesex a little bit earlier this morning, although this•when 
I watched the news this morning, Jim, they are saying light snow, 
accumulations of no more than two to four inches. In Washington 
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when they are expecting two to four inches they break into the 
news every 2 minutes with trailers. [Laughter.] They have got peo- 
ple out, they film the first snowflake coming down to get the appro- 
priate level of panic on the people. [Laughter.] 

Thank you very much. 
The CHAIRMAN. On the other hand, Mr. Palmer, just to get to the 

reason that we need to have transfer of information a little bit into 
the equation here. For instance, suppose you have HIV and you do 
not want that disclosed, but non-disclosure could mean getting 
some pharmaceutical treatments, drug treatments, which might 
be•create an adverse drug reaction. How do we handle that prob- 
lem? 

Mr. PALMER. Well, I think that one of the realities we have 
learned through the course of the epidemic is that individuals liv- 
ing with life-threatening diseases have themselves a responsibility 
to take care of their health care. And if we were to just rely on the 
system, we are not going to protect ourselves. So I would err in 
favor of letting the individual have responsibility for keeping them- 
selves informed, not using information about them to inform them. 

I think that the ownership of the information needs to be the pa- 
tient, not a system. If I have a condition that I am aware of, I am 
responsible for tracking the treatment that should be available to 
me. I do not want big pharmaceutical companies, I do not want big 
medical providers, I do not want my employer to provide me infor- 
mation about the best course of treatment for me. 

The CHAIRMAN. That is a partial answer. What I am thinking of 
is this: suppose you are taking certain medications for HIV and 
that is not disclosed, at the same time, another physician is treat- 
ing you for something else without knowing about the HIV drug. 
A certain drug combination could cause an adverse, maybe fatal re- 
action; how do you protect against that? 

Mr. PALMER. Well, I think that there are a number of safeguards. 
Again, in working with your primary care physician, it is your re- 
sponsibility along with the physician to•to identify your entire 
course of treatment and what medications you are in fact taking. 
I do not•again, I would err on the side of the individual patient 
and physician to have that responsibility to track what interactions 
might or might not occur, not to have some electronic system con- 
trolled by somebody else knowing more about me than I know 
about myself advising me what kind of course of action I should be 
taking. 

The CHAIRMAN. Ms. Aranoff, what single issue involving con- 
fidentiality is of most concern to the mental health community? 
There are many of them. 

Ms. ARANOFF. There are so many of them. The issue that comes 
to our attention most in the office is the issue of disclosures to fam- 
ily members and people that the person is associated with without 
any kind of release and often against the person's will. In fact, it 
is the policy of many of the community mental health centers and 
it is the policy of the State Department of Mental Health to include 
family members on people's treatment teams, what they call treat- 
ment teams, and to•and they have a memo out that says•and 
this does not violate confidentiality laws. 
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And I worked with a client who was being discharged from the 
State Hospital into the community, and the community based pro- 
vider would not take her•would not provide the services to her, 
services that the state's obligated to provide, unless she would 
allow her family members in on the conversation and in on her 
treatment and to have access to her treatment. And that kind of 
coercion to violate confidentiality and that kind of routine disclo- 
sure to family members, without the bill that is before Senator 
Koch's (sic) committee, Vermont statutes specifically allow health 
care information about people who have been committed to be re- 
leased to family members. And very often it is the patient's position 
that it is the family members that are either responsible for their 
conditions or responsible for them having been in the State Hos- 
pital to begin with, and they are the exact people that they do not 
want in on their information. So I would say that that is the issue 
that we receive the most complaints about. 

The CHAIRMAN. Thank you. I just want to make a comment on 
the other side of the question which we have to be aware of, and 
that is the importance of the ability to trade information in out- 
comes research to determine how we can better treat patients. We 
have to weigh that balance, and it is not easy to do. 

But also as Senator Leahy, I think, pointed out earlier, with 
modern technology, information transfer can be done very selec- 
tively. You can get the core information you need in order to im- 
prove treatments and to determine how well treatments work, in 
very sophisticated ways, by passing data that are not relevant. 

One of the things we are considering at the Federal level in the 
large amount of information transfer occurring now. This fall, we 
are probably going to be linking up with Europe concerning all 
sorts of treatments being used around the world now, and the out- 
comes of various treatments moreover to encumber the free flow of 
useful information between hospitals across State lines could actu- 
ally have adverse effects on the health of our Nation's citizens. So 
it is not an easy issue, and you all know that. 

I assume, Tom, you are aware of that. Let me ask you this about 
the transfer between New Hampshire and Vermont for instance. 
How are you handling that? 

Mr. KOCH. I believe that•well, that is one of the problems that 
I would hope that the•you would take reins on. It is•once the in- 
formation goes across the State lines, we do not have true jurisdic- 
tion, and it is difficult. We have enforcement problems, although 
we probably have a minimum context jurisdiction in a civil action. 
And I do not know what New Hampshire is doing, frankly. I really 
cannot give you a good answer. 

The CHAIRMAN. OK. I would draw from that that there is a role 
for the Federal Government to play  

Mr. KOCH. Absolutely. Absolutely. 
The CHAIRMAN. •in some sort of uniformity and in some system 

to maximize the beneficial utility of information. 
Mr. KOCH. Or as I suggested, giving effect to the originating 

State's law which might have a definitional problem. 
The CHAIRMAN. Senator Leahy. 
Senator LEAHY. NO, I have nothing further. Thank you. 
The CHAIRMAN. YOU are the next panel. 
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Senator LEAHY. And I have already spoken. [Laughter.] 
The CHAIRMAN. All right. Thank you very much. Very helpful. I 

would like to reserve the right to ask you further questions in writ- 
ing if you do not mind, because this is an extremely important 
issue for all of us. And my number-one concern is Vermont. So I 
do not want to do anything at the Federal level which will inappro- 
priately interfere with your work, and I want especially to keep in 
close touch with you, Tom, as you progress. That's also true of the 
other members of the panel. Thank you very much. Very valuable 
testimony. 

Our next panel is Leigh J. Tofferi, director of government and 
public relations at Blue Cross & Blue Shield of Vermont. Leigh, if 
you will come forward. He currently develops public policy and also 
has primary responsibility for liaison with State and Federal legis- 
lative bodies, governmental agencies, news organizations, and the 
public. Wow. 

Prior to joining Blue Cross/Blue Shield, Mr. Tofferi served four 
terms in the Vermont House of Representatives. Thank you for 
being here. 

I would also like to introduce Ms. Anne Cramer who is a partner 
in the Burlington law firm of Miller, Eggleston & Cramer, Ltd. In 
her private practice she represents hospitals, nursing homes, physi- 
cian groups, and various private groups in Vermont. Today she is 
representing the Vermont Association of Hospitals and Health Sys- 
tems. Among her professional accomplishments, Ms. Cramer was 
one of the four original drafters of proposed comprehensive legisla- 
tion addressing the collection, use, and disclosure of confidential 
health care information introduced in the Vermont legislature in 
1995. 

A welcome to you, and we are fortunate to have you here today. 
Appreciate it. 

I am next pleased to introduce Madeleine Mongan, who is here 
today representing the physicians, residents, and student members 
of the Vermont Medical Society. Welcome, to you. 

Please proceed. 

STATEMENTS OF LEIGH TOFFERI, DIRECTOR OF GOVERN- 
MENT AND PUBLIC RELATIONS, BLUE CROSS AND BLUE 
SHIELD OF VERMONT, MONTPELD3R, VT; ANNE CRAMER, 
VERMONT ASSOCIATION OF HOSPITALS AND HEALTH SYS- 
TEMS, BURLINGTON, VT; AND MADELEINE MONGAN, COUN- 
SEL AND DIRECTOR OF GOVERNMENT RELATIONS, VER- 
MONT MEDICAL SOCHCTY, MONTPELIER VT 

Mr. TOFFERI. Thank you, Mr. Chairman. I am testifying today as 
a representative of the state's largest private health insurer  

The CHAIRMAN. Excuse me. I want to ask you all to speak up be- 
cause we have an overflowing crowd here which is kind of•so aim 
at them and speak to me. [Laughter.] 

Mr. TOFFERI. I am representing the state's largest private health 
insurer and the only health insurer domiciled here in the State of 
Vermont. Blue Cross & Blue Shield of Vermont provides health 
care benefits to approximately 190,000 Vermonters in every cat- 
egory of health insurance: The individual market, small and large 
group, Medicare supplemental benefits, the state's safety net pro- 



gram and for Medicaid recipients through a contract with the 
State. I thank you, Mr. Chairman, for the opportunity to express 
our views about this important issue. 

Blue Cross & Blue Shield of Vermont considers the confidential- 
ity of the subscribers' medical records to be of prime importance. 
The plan has a strict policy in place to protect subscriber privacy 
but which also allows an efficient process to administer health ben- 
efits and pay medical claims. 

Currently our plan certificates of coverage include a provision 
clearly stating the plan's right to obtain the information necessary 
to administer benefits and resolve grievances. By accepting this 
contract, the subscriber agrees to allow the plan to obtain the nec- 
essary information to process claims and perform functions such as 
utilization review. In return, the plan agrees to pay for claims 
under the terms of the contract. 

This agreement provides the plan with sufficient authority to 
gather the information necessary to perform the functions we all 
expect of a health care plan. The plan recognizes its responsibility 
to protect this information and employs tight controls on informa- 
tion it obtains. 

The release provision in the certificate of coverage includes our 
subcontractors as entities that may receive medical information. 
However, the plan protects the use of that information through pro- 
visions in its own contracts with those subcontractors requiring 
them to comply with its protections for medical information. 

We also have a strict employee confidentiality policy in effect. 
This policy covers internal communications of health care informa- 
tion, external communication in response to customer service in- 
quiries and external communications of statistical health care in- 
formation. This policy also covers retention and disposal of records 
and any other instances governing the use of medial information. 
All employees are briefed on the confidentiality standards of the 
plan and sign a statement acknowledging that they understand the 
plans confidentiality policy. 

We will only release medical information to the patient or person 
specifically authorized by the patient and then only with a release 
from the attending physician or medical provider. The plan may 
provide a spouse or family member with benefit information but 
will not release medical information without written authorization. 

Although our current standards have worked well, we support 
the concept of a clear and concise approach to medical confidential- 
ity. We have worked with the Vermont legislature as it has consid- 
ered these issues over the past few years, and we also look forward 
to working with you. 

In that regard, we have adopted three principles to guide us 
when discussing this topic. First, legislation in this area should 
balance the protection of consumers' personally identifiable health 
information with the needs of the health care industry to deliver 
the best possible service. Second, each person or entity in the 
health care chain must be required to fully participate and assist 
in ensuring the protection of individually identifiable information. 
Third, legislation for access, use and disclosure of this information 
must be clearly defined to avoid misapplication, misuse of the law. 
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We have also identified some key issues that could adversely im- 
pact our ability to function if not appropriately addressed. Author- 
izations for disclosure and use of protected health information for 
health plan functions should not be required. For health plans this 
might include payment, credentialing, fraud detection, disease 
management, utilization review, etc. If, however, authorizations for 
health plan functions are required, a single authorization at the 
time of enrollment for these purposes for the life of the relationship 
between the insured and the insurer should be the rule. Preferably, 
the law would provide by statutory authorization or deemed au- 
thorization to be granted at the time of enrollment. 

Special protections should not be created for sensitive categories 
of health information, for example disease-specific information. Any 
legislation should protect all types of individually identifiable 
health information equally including genetic information. 

Individuals should be allowed to review and copy their protected 
health information from entities that collect, transmit or process 
this information, but health plans should be allowed to require a 
provider release before issuing records through an insured member. 

Any new confidentiality law should recognize and appreciate that 
health care is local. Any enforcement structure established by any 
Federal confidentiality law should, wherever possible, link national 
and State, local resources. 

Finally, any penalties should clearly define the behavior that 
constitutes a violation. Further, they should be consistent with the 
threshold/intent standards and penalties established in current 
law. The penalty structure should allow for the opportunity to take 
corrective action and should establish intermediate sanctions. En- 
forcement should not include private right of action or punitive de- 
barment from Federal programs. 

We look forward to working with you on this important issue, 
and thank you for giving me the opportunity to express our views. 

The CHAIRMAN. Thank you very much. 
Ms. Cramer. 
Ms. CRAMER. Thank you, Mr. Chairman. I am here today and 

testifying on behalf of the Vermont Association of Hospitals and 
Health Systems. We have 16 member hospitals in the State of Ver- 
mont, 14 are acute care institutions; in addition, the Brattleboro 
Retreat and the Veterans Administration Center. 

This is an issue that has been very important to us. We have 
been long looking to have a void filled. As a slight digression, when 
I moved to this State in 1985, my law partner, Marty Miller, said, 
ah, some people would like us to give a seminar on medical records. 
Why don't you do it. It will be a good way for you to get to know 
the State. So I started doing some research and found out that I 
was really going to be making a lot up, that the medical records 
law on the books did not cover nearly any of the scenarios that had 
been painted to me as being important questions to the clients that 
we were working with both in hospitals and patient offices. 

We thank you on behalf of the association for this opportunity to 
testify and work with both of you. We are grateful that this is a 
priority, and we have•also want to just make sure that there is 
not any misunderstandings I think as to our efforts at the State 
level as well as our really strong desire that there be uniform pre- 
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emptive Federal legislation that defines the scope of patient rights 
as well as the obligations of all of us who either generate, store, 
transmit or use confidential health information. 

Since 1993 there has been a pretty extensive effort at the State 
level to draft legislation. The Hospital Association, as it was known 
then, was very much in the middle of it trying to make sure that 
we fill this void, that we define what information is actually cov- 
ered; that there is standards for what is an appropriate authoriza- 
tion; we define circumstances where it is appropriate to have infor- 
mation disclosed without an authorization; that we establish firmly 
the rights of the individual to copy their records, to access their 
records, to correct or seek to comment on them. 

Additionally, as we have moved into the electronic age, the secu- 
rity standards are something that we are all looking to have uni- 
form so that we make sure we are designing these expensive infor- 
mation systems in the right manner. And, indeed, we also believe 
there should be serious penalties for wrongful disclosures. 

We have worked at the State level and we still continue to work 
with Representative Koch, and we hope that, indeed, a bill can be 
passed at that level. This is a difficult issue, and as much as we 
are hopeful that between now and August you can accomplish your 
work, we feel that this is a race to at least get the void filled. We 
would, however, prefer to have Federal legislation, and we would 
like it to be preemptive, both as a floor and a ceiling. 

The hospitals and doctors today work in an interstate environ- 
ment. They seek tertiary care out of State. Lab results, lab testing 
goes out of State. We are back and forth across State lines con- 
stantly for the care management of patients. As much as we would 
like to keep this as an intimate Vermont relationship, it is not. And 
our biggest concern is that if you put the type of tough penalties 
in place that should be in a law of this caliber, that if we have 
states with varying standards, all for good reason and all, I think, 
trying to do the best things for their own population, that we are 
going to be in a situation where we cannot comply, that we will be 
violating the law. We will be in a catch 22 where we violate a New 
Hampshire law but it complied with perhaps Federal and Vermont. 

So from this standpoint I think this is an area that I know there 
is a lot of•there is a lot of hard work that you do not want to deny 
at the State level. On the other hand, health records mean a great 
deal in a lot of different aspects of society and our ability to con- 
tinue to deliver and improve the quality of health care that we de- 
liver, that this really is something that needs Federal preemption. 

The other area that I would like to just address briefly today is 
we do not believe there should be special rules for special diseases. 
We are very sympathetic with the AIDS community, but as we 
have gone on and talked with our patients, there needs to be one 
standard. And there is no question that all of us need to improve 
our culture of confidentiality, so whether or not it is a pregnancy 
or an HIV, there is a very strong standard that this is personal in- 
formation and it needs to be protected and respected. 

We also are weary and really do not support any type of effort 
of a patient block from one provider to another. Although for some 
areas you may not think that the mental health notes may be rel- 
evant to a primary care physician, there is a lot of different steps 



26 

in health care delivery, a lot of different scenarios we cannot al- 
ways anticipate. And to have some artificial blocks put in place 
both makes it very difficult to manage the record and it also cre- 
ates potential where we are not going to be able to give the care 
that is appropriate. 

So I thank you, and I look forward to working with you. 
[The prepared statement of Ms. Cramer follows:] 

PREPARED STATEMENT OF ANNE CRAMER 

Mr. Chairman, I am Anne Cramer, a lawyer with the law firm of Miller, Eggle- 
ston & Cramer which serves as legal counsel to the Vermont Association of Hos- 
pitals and Health Systems ("VAHHS"). VAHHS has sixteen member hospitals which 
include fourteen acute care facilities, the Brattleboro Retreat and the Veterans Ad- 
ministration Center in White River Junction. 

On behalf of VAHHS, I thank you for this opportunity to testify on the extreme 
importance of enacting strong, uniform and preemptive federal legislation defining 
the scope of patient rights and the obligations of all who generate, store, transmit 
or use confidential health information. Health care delivery at our member hospitals 
necessitates the involvement of interstate providers and payers and requires that 
health information be regularly transmitted across state lines for such purposes as 
obtaining tertiary care, lab testing, care management, quality assurance review and 
long term care services. Federal confidentiality legislation must set a national 
standard, which is both "the floor and the ceiling", for protecting patient privacy 
while ensuring that information is available for patient treatment. 

Currently, neither federal nor Vermont law addresses the confidentiality of health 
care information in an appropriately comprehensive manner. In particular, Ver- 
mont's present law, 12 V.S.A. Sec. 1612, consists of a simplistic statement of the 
patient's privilege against unconsented disclosures of health information which is 
virtually impossible to apply to the hundreds of scenarios where access to health 
information is sought for a multitude of purposes beyond the delivery and financing 
of health care services. 

To address longstanding concerns relating to the privacy and management of 
health information, in late 1993, VAHHS participated in an effort initiated by an 
organization then known as the Vermont Health Information Consortium 
("VHIC")•a private nonprofit organization funded by a grant from the John A. 
Hartford Foundation•to explore the development of a statewide health information 
system. As part of that process, VHIC conceived a set of fundamental health infor- 
mation privacy principles to serve as a basis for the development of legislation for 
introduction and adoption by the Vermont General Assembly. I was one of four indi- 
viduals who worked to draft comprehensive health information legislation for Ver- 
mont on the basis of these fundamental principles. The first bill was introduced in 
the Vermont legislature in January of 1995 and sought to accomplish the following 
objectives: 

1. Define the scope of health related information entitled to confidentiality; 
2. Provide a standard for an appropriate written patient authorization for disclo- 

sures; 
3. Establish the circumstances under which health information could be disclosed 

without a patient's authorization; 
4. Establish the rights of an individual to obtain copies of his or her own medical 

records or seek to correct or comment upon them; 
5. Establish standards for how health information should be maintained, secured 

and retained by health care facilities and providers; 
6. Establish damages and/or penalties for violations of this legislation. 
This proposed Health Information legislation has received extensive review, revi- 

sion and debate in every year of each of three biennial sessions of the Vermont leg- 
islature since 1995. Today two comprehensive bills are under current consideration. 

VAHHS and its member hospitals have been very supportive of state legislation 
to fill the existing statutory void and patchwork of court precedent. As health care 
professionals and institutions are required to better manage the cost of delivering 
health care, electronic information systems have increasingly been utilized to collect, 
sort and transmit pertinent health information. While these information systems 
offer greater opportunities for delivering a higher quality of health care, they create 
new problems for potential misuse and breaches of security. Clear standards for the 
operation and security of such systems is imperative. 
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It is our preference that federal, rather than state, legislation be enacted so that 
all patients are protected uniformly across state lines since Vermont's health care 
delivery system delivers care to residents of other states and is extensively inte- 
grated with providers and third party payers in other states. Federal legislation 
must be designed with the following tenets: 

1. It must preempt state law so providers can rely on uniform standards and are 
not faced with trying to comply with potentially inconsistent or conflicting require- 
ments. In this regard, federal confidentiality legislation must be the "floor and ceil- 
ing" of standards with no more than an occasional specific exception, perhaps for 
public health reporting. 

2. The requirements must consider the realities of our multifaceted health care 
delivery systems and not serve to prevent the appropriate flow of health information 
between individuals treating a patient. The notion of a patient "block" preventing 
certain providers from accessing and using health information during treatment is 
untenable. Health information must be fully available for diagnosis and treatment 
services. Special disclosure rules for special diseases also has the potential of prohib- 
iting the appropriate flow of information to health care providers when it might be 
most needed. It is imperative that there be a single standard of confidential. 

"    this oppoi 
ticipating in a more detailed discussion with the Committee focused on the goal of 

We thank you for this opportunity to set forth our views and look forward to par- 

passing federal legislation which protects patient confidentiality and promotes the 
efficient delivery of high quality health care through a uniform national standard. 

The CHAIRMAN. We look forward to working with you. 
Ms. Mongan, please proceed. 
Ms. MONGAN. Thank you. Good morning. Senator Jeffords, Sen- 

ator Leahy, my name is Madeleine Mongan. I am counsel and di- 
rector of government relations for the Vermont Medical Society, 
and I thank you for the opportunity to speak to you on behalf of 
the approximately 1400 physicians, medical students and•physi- 
cians residents and medical students who are members of the med- 
ical society. And thank you for coming to Vermont and holding this 
hearing and for making this a priority issue for both of you both 
introducing legislation. 

My remarks are going to be based on a formal position that was 
adopted by the Vermont Medical Society Council in October of 
1995. We have been working on this issue for a long time, and we 
are excited to see it, we hope, making progress on both the State 
and the Federal level. 

Because the physician-patient relationship is based on trust, the 
medical society believes that the confidentiality of communications 
within this relationship is essential to high quality medical care. 
Privacy of medical records is ingredient to this ability to trust your 
physician or your other health care provider. And in order for phy- 
sicians to provide the best and most appropriate medical care, pa- 
tients must feel that they can disclose to their physicians personal 
facts and information that they would not want others to know. 
Without assurance of confidentiality, patients may not provide the 
information that their doctor needs to properly diagnose and treat 
the patient. 

Now the second factor leading to the importance of this issue at 
this time is, as you know, the evolution of electronic medical data. 
This has intensified concerns, although I agree with other speakers 
that have said this may create the ability to provide greater con- 
fidentiality rights. It has intensified concerns, particularly with the 
linking of various databases. 

The Medical Society believes that Vermont's patients will benefit 
from the adoption of Federal legislation and State legislation that 
protects the confidentiality of medical records. We have some cri- 
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teria for this legislation. It should clarify patient and provider un- 
derstanding of their rights and responsibilities. As Anne said, when 
we first began looking at this issue, it is•in Vermont the laws are 
a mish-mash or a hodgepodge. 

We are looking•also consistent with Ms. Cramer's statement, we 
are looking for a law that will create consistent nationwide stand- 
ards for confidentiality of medical records that will apply in all 
health care settings. We are hoping that confidentiality will be able 
to be protected with minimal increases in bureaucracy for physi- 
cians who are burdened at this time by paperwork and bureauc- 
racy, and we are also hoping that confidentiality legislation will be 
sufficiently flexible to adjust to future changes, both in medical 
care delivery and in record keeping processes and electronic data. 
The legislation should include a fair time frame for implementation 
and should be premised on the assumption that a law governing in- 
formation practices cannot guarantee confidentiality. Protection 
must•real protection has to result from creating, as others have 
said, a culture of confidentiality and educating record keepers, pro- 
viders and others who deal with this information on the•both the 
clinical and the ethical importance of privacy. 

Now I will speak briefly on the preemption issue. We, as I said, 
are looking for a consistent national confidentiality standards, and 
we think health care is not confined within a set of State bound- 
aries. Vermonters travel to our border states regularly. They travel 
to other states to get specialized medical care. And we have physi- 
cians who are practicing•southeastern Vermont is one example 
where I know of some physicians who have offices in three states, 
in Massachusetts, in New York and in Vermont. And they may be 
seeing patients from any of these states in any of these offices on 
any 1 day based on the schedules of the patients and the physi- 
cians. 

We think that if there are different confidentiality requirements 
imposed by different states, potentially they could be inconsistent 
and this could create a tremendous burden for physicians in other 
health care facilities. Medical records need to move with patients 
to ensure quality health care and should be subject to the same 
and I would say a high level of protection regardless of whether the 
patient is in Montpelier getting treated for a sore throat or is in 
Pittsburgh receiving a heart transplant. 

Others have mentioned telemedicine which is another cross State 
lines issue which is important for rural health care in Vermont. 

And final point on this is the various number of Federal and 
State programs that physicians participate in with potentially in- 
consistent standards. To the extent that the standards can be the 
same for all programs, that would be I think helpful to both pa- 
tients and to physicians. 

Now I would like to digress from my written statement for a 
minute to offer a few comments on S. 578 which I received Satur- 
day. 

The CHAIRMAN. Yes. Please do. 
Ms. MONGAN. OK. We are very supportive in general of the legis- 

lation. We are very happy to see it introduced. In Title 1, Subtitle 
A, and this goes along with my statement, we are very supportive 
of the provisions governing patients access to their records. We also 
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danger to health, life, and this is from the bill, the language in the 
bill, the exception in the bill, if there is danger to health, life, phy- 
sician's safety or if substantial mental harm would result. I trunk 
it is important to have that exception. We have a similar exception 
in Vermont law and other states which allows physicians to inform 
victims•identified victims if there is a risk of harm•a threat of 
a risk of harm to that identified victim. So I think this is a similar 
kind of exception that we need that will be used very rarely but 
needs to be there as a safety valve. And I know that is important 
to physicians in Vermont. 

We also support the ability of patients to amend their records. 
We have a concern about the 30, 45 and 60-day time lines, and 
that concern is that there should be a good cause exception for 
those rare cases when these time lines could not be met. 

And as far as the notice of confidentiality practices, this imposes 
some bureaucracy for physicians, but it does say that the Federal 
government is going to create a model notice which would be help- 
ful and that physicians can either choose to put it on the wall or 
to hand it out or provide it to patients which gives them an option. 
So we are generally supportive of that. 

In Subtitle B we support the safeguards but have a very small 
concern•the safeguards require the person keeping the record to 
maintain the accuracy of the record, and that might not be possible 
in all cases. There could be some inaccurate information that gets 
into the record from•maybe the patients do not provide the history 
quite correctly. And so we are concerned about that becoming a 
mandate in view of the penalties. 

On the disclosure tracking provision, we understand that the de- 
tails of this will be promulgated by rule, but our concern is that 
the tracking be very simple and straightforward, particularly for 
disclosures, okay, among physicians. I will be able to submit the 
rest of these comments to you. 

[The prepared statement of Ms. Mongan follows:] 

PREPARED STATEMENT OF MADELEINE MONGAN, ESQ. 

Senator Jeffords, Senator Leahy and members of the committee, my name is Mad- 
eleine Mongan, I am Counsel and Director of Government Relations for the Vermont 
Medical Society. On behalf of the approximately 1,400 physician, resident and medi- 
cal student members of the Vermont Medical Society, I appreciate the chance to 
comment on the issue of medical records confidentiality and thank the committee 
for holding this hearing in Vermont and devoting the time to discuss this important 
issue. My remarks are based on the Vermont Medical Society's Position on Access 
to Confidential Health Care Information which was formally adopted by the VMS 
Council on October 28, 1995. 

Because the physician-patient relationship is based on trust, the Vermont Medical 
Society believes that the confidentiality of communications within this relationship 
is essential to high-quality medical care. In order for physicians to provide the best 
and most appropriate medical care, patients must feel that they can disclose to their 
physicians personal facts and information that they would not want others to know. 
Without assurance of confidentiality, patients may not provide the information nec- 
essary for proper diagnosis and treatment to their physicians. 

The evolution of electronic medical data has intensified concerns about access to 
patients' confidential medical information. Concerns regarding the transmission and 
aggregation of electronic data are amplified by the practice of linking information 
across data bases. 

The VMS believes that Vermont's patients will benefit from the adoption of fed- 
eral legislation that protects the confidentiality of medical records if the legislation: 

• clarifies patient and provider understanding of their rights and responsibilities; 
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• creates consistent nationwide standards for confidentiality of medical records 
that apply in all health care settings; 

• enhances confidentiality with minimal bureaucracy; 
• is sufficiently flexible to adjust to future changes in the medical care delivery 

system and in consent and record keeping processes; 
• establishes a fair time-frame for implementation of any significant changes in 

current access laws; and 
• is premised on the assumption that a law governing information practices can- 

not guarantee confidentiality: such protection will result from educating record 
keepers on the clinical and ethical importance of privacy. 
Consistent National Confidentiality Standards 

Health care is not confined within any one set of state boundaries. Vermonters 
travel regularly to health care professionals practicing in our border states•New 
Hampshire, New York and Massachusetts•to receive health care. They travel even 
farther to receive specialized services. Likewise, many physicians practicing in Ver- 
mont treat patients in other states; some have offices in two or, in the case of south- 
eastern Vermont, even three states. In view of the mobility of health care delivery, 
the imposition of different confidentiality requirements, potentially inconsistent, cre- 
ated by different states, on physicians and health care facilities could create a legal 
and bureaucratic nightmare. Medical records need to move with patients to ensure 
quality health care, and should be subject to the same level of protection regardless 
of whether the patient is being treated in Montpelier, Vermont for a sore throat or 
receiving a heart transplant in Pittsburgh, Pennsylvania. 

An increasing number of physicians in Vermont are participating in telemedicine 
initiatives, that make it possible for them to consult and treat patients in remote 
and often rural locations, both inside and outside of Vermont. Additionally, regard- 
less of where they provide care, Vermont physicians participate in a number of fed- 
erally operated or funded programs that each have their own rules and standards. 
Because of the increasing complexity of the health care system, a clear set of con- 
sistent confidentiality rules that apply across state lines, across all federal and state 
programs and across facilities is of critical importance to physicians, and the future 
of the health care system. Confidentiality rules should not impede the efficient de- 
livery of health care. 
Purpose of the Medical Record 

The primary purpose of the medical record is to provide a reliable tool for clinical 
diagnosis and treatment of patients. Medical records must be accurate and complete 
in order for patients to receive high quality medical care. While patient privacy is 
of vital importance to high quality medical care, this need for confidentiality must 
be balanced with the need to ensure that the medical record is accurate and com- 
plete. In that regard, the VMS cannot support including a provision in the law that 
would allow patients to limit or block the transfer, among health care professionals, 
of information that is necessary to provide medical treatment. Such blocks on the 
transfer of records could lead to duplication of tests or treatment. More important, 
because patients are not necessarily aware of the consequences of limiting access, 
limiting information could result in harm to patients through adverse drug inter- 
actions or unforeseen complications. 
Provider to Provider Record Transfers 

It is a physician's duty ethically and legally to provide medical information on a 
patient to another provider when the information is reasonably necessary to provide 
Health care services to that patient. A physician's failure to provide a record to a 
subsequent physician or hospital constitutes unprofessional conduct which could re- 
sult in loss of license. While such transfers do not require the explicit consent of 
a patient, implied consent is presumed to exist when a patient seeks the services 
of another physician or hospital. When consent is not clearly implied physicians cus- 
tomarily seek written permission from the patient. 

The VMS can support a patient's right to ask their provider to refuse to disclose 
certain parts of their record to another provider only if: 

• such a block on the record can be structured to insure that the receiving physi- 
cian is aware of the block and can freely elect not to treat the patient; 

• the licensing board acknowledges that such a block is an exception to the im- 
plied consent regarding transfers to subsequent physicians; and, 

• the physician is protected from medical malpractice suits arising out of a block 
on the record. 
Sensitive Information 

Patients must be treated as whole individuals. Sensitive information about all as- 
pects of the patient's history and treatment that is necessary for treatment must 
be available to physicians. Legislation should ensure that the confidentiality of all 
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health information is protected. Creating a different level of protection for certain 
health care conditions implies that all information is not subject to equal protection. 

Information concerning sensitive conditions such as HIV or mental health can be 
necessary for treatment purposes and should be maintained as part of a patient's 
medical record. Segregating sensitive information that is necessary for treatment 
could impede quality treatment. Likewise, a separate release form should not be re- 
quired for certain types of information. A provision that limits release to informa- 
tion necessary to accomplish the purpose of the disclosure is sufficient to ensure 
that extraneous information is not released. 
Paperwork Burden 

Physicians are already overburdened by paperwork. Any confidentiality bill 
should be designed to reduce rather than increase bureaucracy. While the VMS sup- 
ports the patient's right to know when a record transfer has occurred, it does not 
support creating a bureaucratic tracking system, particularly for small rural provid- 
ers. Physicians should be able to document disclosures, particularly to other provid- 
ers, in the patient's chart, and should not be required to maintain separate and de- 
tailed documentation of disclosure. This is an area in which legislation must be 
flexible enough to await the time when the technology is in place to track records 
movement without undue red tape. 
Patient Access 

Patients should have access to a copy of their medical records to assist them to 
understand their health status. Any limitations on the patient's ability to obtain the 
actual record should be narrow and in the patient's best interest. If it is determined 
that access to the record will endanger the patient or others, the patient must have 
recourse such as: 

• receiving a summary of the record; 
• obtaining a second physician's opinion; 
• appealing the decision. 
The statute must be clear that the patient may obtain all of the record regardless 

of whether the content was: 
• authored by their own physician or other staff; 
• from the hospital; 
• from a previous physician; or 
• inclusive of comments made by a third party•for example a family member. 
This change in access practices must be carefully implemented with an effective 

date which gives providers sufficient time to conform to new procedures. The law 
should be clear that records collected prior to the effective date are grandfathered 
allowing providers the option of summarizing records prepared previous to the effec- 
tive date. 

Access to a patient's record includes access by a parent or guardian to a minor's 
record; however, minors must have the right to block parental access to their 
records if the records contain information on treatment or procedures to which mi- 
nors have the legal right to consent. 
Record Ownership 

While a medical record is about a patient and the patient must have open access 
to that information, the owner of the record must be the person who is primarily 
responsible for: 

• ensuring that the record is accurate and current; 
• deciding what recording methods are used written, taped, video recording, or 

computer retrievable; 
• implementing security measures; 
• establishing consent and disclosure protocols; 
• preserving the record; 
• ensuring that the record is maintained in a manner which enhances appropriate 

medical care. 
The VMS advocates for legislation which is centered around the patient-physician 

relationship. 
Amending The Record 

After reviewing medical information, a patient may disagree with the physician's 
conclusions or may have a factual correction to make. In either case, the patient 
should have the right to add a notation. The record owner may also disagree with 
the conclusions of a consulting physician or may find that a statement made as. fact 
was later found incorrect. Neither the record owner or the patient may erase or 
cross out the original record, but both may make notations. Notations should be rea- 
sonably brief. 
Access to the Record Without Authorization 
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There are a number of instances under existing law by which a medical record 
should be made available to someone other than the patient or the owner without 
consent assuming the disclosure follows reasonable confidentiality protocols: 

• in a peer review process; 
• in a medical emergency to a provider or family member if the patient is inca- 

pacitated; 
• to meet infectious disease or cancer registry reporting requirements; 
• when a state agency is fulfilling its obligations to investigate insurance or work- 

ers, compensation claims. 
Access by Researchers 

At a minimum, legislative change is needed to assure that researcher's access to 
confidential information used for research purposes is controlled by an Institutional 
Review Board which shall consider whether the confidential records can be traced 
back to the patient; the degree to which the research process or outcome could have 
an adverse affect on the participant; and federal laws limiting access to mental 
health and substance abuse records. 
Release Under Court Order 

The law should make clear that a physician shall not transfer a medical record 
after receipt of a subpoena until either: 

• the patient signs a consent form; or 
• a court order is issued. 
In that event, a physician shall release relevant records to the appropriate parties 

in a timely fashion. However, a physician must retain the right to appeal a court 
order on the basis that release of a complete copy of the medical record would be 
injurious to the patient. 
Consent Forms 

The law should establish minimum requirements for the content of consent forms 
including the following: 

• the need for and proposed use of such information; 
• a statement indicating specifically the type and extent of information to be re- 

leased; 
• a statement that such information will not be given, sold, transferred; or in any 

way relayed to any other person or entity not specified in the consent form or notice 
without first obtaining the individuals additional written consent on a form stating 
the need for the proposed new use of such information or of the need for its transfer 
to another person or entity; 

• the duration of the consent; and 
• the patient's-signature attesting to understanding the implications of the con- 

sent. 
Security 

The record owner is responsible for keeping the records secure from inappropriate 
access and must follow appropriate protocols including stringent security measures 
applicable to all staff whether the records are kept on paper, tape, video or com- 
puter. Patients should have the right to know what form of record keeping is em- 
ployed by their provider and the security measures followed to maintain privacy. 

Where confidential health care information is in computer-retrievable form such 
information shall be subject to the following minimum measures: 

• security clearance available only to authorized individuals; 
• identified individual responsible to maintain security procedures; and 
• prohibition on contractual limitations of liability for breaches of confidentiality. 

Penalties 
Civil and criminal penalties should be sufficientlv large to deter intentional and 

knowing violations of this Act. Stiff penalties should also apply to anyone who ob- 
tains an individuals confidential health care information through the commission of 
a crime. However, we are concerned about awarding liquidated damages for neg- 
ligent conduct. 

Thank you again for the opportunity to speak on behalf of the physicians of Ver- 
mont. The VMS would be happy to review and comment on privacy legislation that 
comes before the committee. The physicians of Vermont are grateful that this com- 
mittee has made the privacy of medical records a priority issue. 

The CHAIRMAN. Yes. We want to very much. The people who con- 
trol my life tell me we are running out of time here. [Laughter.] 

Ms. MONGAN. Thank you for the opportunity. 
Senator LEAHY. YOU have to understand that United States sen- 

ators are merely constitutional impediments to their staff. [Laugh- 
ter.] They run everything. [Laughter.] 
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Senator LEAHY. It is true. 
Ms. MONGAN. Thank you. 
The CHAIRMAN. YOU can say that, Pat. I would not dare. [Laugh- 

ter.] 
Senator LEAHY. It is going to cost me, I know. [Laughter.] 
The CHAIRMAN. Well, at this point a little off that subject though, 

Pat and I realize that we have a certain responsibility to Vermont. 
Senior as we are, Pat is the shadow chairman of the Judiciary 
Committee, and I am, of course, chairman of the Health, Edu- 
cation, Labor, and Pensions Committee. It gives us an opportunity 
to get together and to bring staffs up here to listen to Vermont and 
their problems. It is a great advantage that we share, and we are 
pledged to doing it as often as we can to make sure that people get 
the maximum out of our capacities here. 

Senator LEAHY. Like the one we had at the Statehouse back here 
a couple weeks ago, two, 3 weeks ago about Medicaid. We try. 

The CHAIRMAN. This is more in your territory. Why don't you  
Senator LEAHY. If I could, Jim, only because I am going to have 

to slip out for my flight. 
The CHAIRMAN. Yes. 
Senator LEAHY. Mr. Tofferi, you spoke about individuals having 

a right to see, and copy and supplement health records and infor- 
mation. I know we talked about doctors and hospital records. What 
about records on health information that is held by health insurers 
like your own, should an individual have a right to seek, copy and 
supplement those records? 

Mr. TOFFERI. We do not have a problem with them seeing and 
copying what we have. We would have an issue with them being 
able to supplement it. One of the issues the health plan has is dif- 
ferent than a medical provider themselves is we do not have the 
entire medical record for that patient in our possession, and we 
cannot make decisions that a medical professional could make in 
certain cases who knows the entire medical record. So our pref- 
erence is that we be allowed to let them see the record and copy 
it, but we would also like to have the right•retain the right to re- 
quire a release from the attending physician or medical profes- 
sional that we can, in fact, release that information to the patient. 

Senator LEAHY. I am wondering if you say you do not have it all, 
would not that encourage you to ask them to supplement it? You 
can make the judgment on what weight you want to give to a sup- 
plement, but suppose they said, well, now you have got this infor- 
mation about the cancer I had, but you do not have this further 
information that I have got to have five different checkups all say- 
ing I am in total remission, etc., etc. I mean, you might say, okay, 
fine, we will look at that, but we do not necessarily put a great deal 
of weight on it because it is such a short period of time or what- 
ever, but would that not be something that might be helpful to 
you? 

Mr. TOFFERI. We only want the minimum amount of information 
necessary to perform the function. We are not looking to gather ad- 
ditional information. We do not want to be encumbered with stor- 
ing it, retaining it and all of those kinds of things. Our interest is 
making sure that we have the minimum but necessary amount of 
information to actually determine whether it is a covered benefit 
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and we should pay it or not. If the patient is interested in knowing 
what we have, we would be happy to give the patient that informa- 
tion with a release from a provider. 

Senator LEAHY. YOU are somewhat unique in the fact you are 
both an employer and I assume an insurer of some of the same peo- 
ple who work for you. Do you have a firewall to make sure that 
your employees•or your employers, the supervisors and all, cannot 
look at an employee's health record unless they are the ones that 
are supervising the health care plan? 

Mr. TOFFERI. Yes, we do. We have a very strict policy in that re- 
gard. In fact, we have a separate designated individual in our cus- 
tomer service area who our employees talk to if they have ques- 
tions about their own benefits. And we are very attentive and very 
strict about that. 

Senator LEAHY. IS that basic industry practice or is that unique 
to you? It makes a great deal of sense to me; that is why I ask the 
question. 

Mr. TOFFERI. I am only familiar with our own policies, but I 
would be very surprised if other insurers handled it differently. 

Senator LEAHY. YOU know, we ask these questions and it is easy 
to bring up the horror stories as I did in my opening statement 
where it is gone awry where somebody's health records have gone 
out. The flip of that is we have the best health care system, I be- 
lieve, in the country. And, Ms. Cramer and Ms. Mongan•am I pro- 
nouncing this correctly, Mongan? 

Ms. MONGAN. That is correct, Mongan. 
Senator LEAHY. When you talk about the patchwork, I am con- 

cerned about that. I mean, I know you cross from place to place. 
You have different laws. My wife who is here is a registered nurse, 
she is registered both in•she holds licenses both in Vermont and 
Virginia. You go back and forth on these various things. I look over 
to Mary Hitchcock or•people move around. Senator Jeffords and 
I obviously•we have health care here in Vermont, but if something 
happens when we are in Washington, we have health care there. 

If we have a Federal floor, is not it possible to put a Federal floor 
that evens out almost all of the patchwork but still allows the abil- 
ity of a State who feels there is an overwhelming compelling pur- 
pose to have something stronger or does that create the very prob- 
lems that you want to avoid? 

Ms. CRAMER. I think we are at a time period where as you all 
know, I am sure, health care is very, very regulated. And we have 
a variety of type of people who work in a hospital, whether it be 
the physician, whether it be a technician. So we are constantly 
training people. And what our goal is so that compliance is as pre- 
cise as it can be in the environment we work is to have simple, uni- 
form laws. And the difficulty is we do get a lot of turnover. Right 
now we have shortages in staff. You bring people in for a month, 
you bring people in for 2 months. We have care that is crossing 
lines, and it is difficult to always check. 

Certainly if Vermont has key priorities, our hospital is routed 
here, we will know that. Madeleine mentioned the notion of tele- 
medicine. We are all embracing that a little bit more. It brings re- 
sources to the State and distributes those resources of those spe- 
cialists we have here. Sometimes I look at it that we are on this 
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brink of paralysis sometimes in health care because every direc- 
tion, we are trying to figure out how five rules sort together. And 
I am concerned that confidentiality can raise yet another area. And 
we believe that the penalty should be strong, and so we do not 
want to have to look at making sure that we have got five states 
coordinated when our physicians are traveling between New York, 
and Vermont and Massachusetts. 

Senator LEAHY. SO your answer to my question is no? 
Ms. CRAMER. Correct. [Laughter.] 
This is an unusual opportunity. 
Senator LEAHY. Hey, that is all right. 
Ms. MONGAN. And I could follow up on that no answer with 

Senator LEAHY. I assume though one thing that may help you is 
we get better software, better computerization and everything else, 
but your answer would still be no? 

Ms. MONGAN. Yes. And I think it is because in these laws, all 
of these laws that I have seen at both the Federal and the State 
level have•there are many small details in them. There are differ- 
ing time lines, different lengths of time to keep records, different 
standards for releasing records, the components of what has to be 
in a release authorizing release of records. I think there is a lot of 
potential in the details for standards to be different and then for 
penalties to be imposed. So we are nervous about that, particularly 
in the light of•I did not get to the penalty section, but in the light 
of liquidated damages for violation for some these small violations. 
So we are a little nervous about that. 

Senator LEAHY. We will obviously look at all of these. There are 
a number of competing bills now, competing and complimenting de- 
pending how one looks at it. And as I mentioned earlier on, we 
have that August date. We either do it or it is going to be imposed 
somehow administratively, and I really would prefer the Congress 
do it. 

I have to leave. We are having some problems in Washington 
today. They fear snow more than•they fear the threat of snow 
more than the reality of it, so I have to leave. 

Jim, I want to thank you for having this hearing. Obviously you 
are going to be one that everybody is going to be looking to in the 
Senate on the issue. It is an extraordinarily important issue. And 
this underscores something that Senator Jeffords said earlier, we 
have an advantage in Vermont. We are 600,000 people. We have 
got the same two senators as California, what do they have now, 
35 million, people, and they do not have the opportunity to have 
hearings like this. You also•in what you are saying though is not 
just for Vermont. I mean, you become part of the hearing record 
for the U.S. Senate, and it is in your answers and your statements 
will be part of that record. And I think we are fortunate that Ver- 
monters take so much time and pay so much attention. I think the 
rest of the country benefits by it. 

Jim, I thank you very much. 
The CHAIRMAN. Thanks for dropping by. 
Senator LEAHY. Take care. 
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The CHAIRMAN. Leigh, the Vermont Blue Cross/Blue Shield plan 
includes a provision explaining its confidentiality practices. I read 
it. Do you think a patient really understands what it says? 

Mr. TOFFERI. I think our members assume that we have a very 
workable, very tight policy in place. I think they have confidence 
in our intent in this area. In addition to that, if any member has 
a particular question, our customer service people are available to 
go into greater detail. Also, providers who have questions, we have 
a provider relations staff who can also give them more detailed in- 
formation on this area. As well as our employer groups. We have 
a group relations staff who can also provide group administrators 
with more information on this. 

So members may not have detailed information or a detailed un- 
derstanding, but I think they assume that we have the appropriate 
standards in effect. 

The CHAIRMAN. MS. Cramer, in your testimony you State that 
Federal legislation should subject all medical records to the same 
standards and not provide special disclosures for specific diseases 
or conditions. How do you suggest we address the concern that 
mental health records should be at a higher level? 

Ms. CRAMER. I think a lot of what we are struggling with are 
breakdowns in the culture of confidentiality, and I think that there 
is a lot more that can be done to look at how a medical•mental 
health record in particular is structured. There have been a lot of 
informal practices, the description of the notes be included and 
then not being protected. And so that I think this is an area that 
is slightly different than the average medical record, but I also 
think that there are too many primary care providers that need to 
use this information so that there is not a way to simply have the 
State Hospital have a set of rules that are stricter and then have 
individual physicians suddenly exposed to the higher rules. I think 
we can do a better job in looking at the record, what should be in 
the record and reconstructing it. 

The CHAIRMAN. Thank you. I was the boss of your present boss. 
Just let him know that I think he does a wonderful job in selecting 
his fellow attorneys. [Laughter.] 

Ms. Mongan, what single issue regarding patient confidentiality 
is most important to the members of the Vermont Medical Society? 

Ms. MONGAN. I think I get a number of calls about just the sim- 
ple administrative issues from physicians, how long do I have to 
keep records, how long do I have to keep them after somebody dies 
and just kind of the•questions about patient's access to records. So 
I do not know if that is the most important issue, but that is cer- 
tainly something that physicians would like to have clarified so 
that there is a clear legal answer, which in Vermont law we do not 
have answers to a lot of those questions right now. So I think that 
that is very important. 

That is kind of the administrative issue. I think the philosophical 
point is it is very important to the Medical Society that we protect 
the confidentiality of patient's records so that that physician-pa- 
tient relationship can do what it is supposed to do, so that the trust 
is there between the doctor and the patient that leads to high qual- 
ity health care. 
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The CHAIRMAN. Well, thank you, all three of you, for very, very 
helpful testimony. As I told the other panel, we reserve the right 
to come back to you with questions. I am sure you will cooperate 
in providing answers. Deeply appreciate it. Very, very helpful testi- 
mony. 

Mr. TOFFERI. Thank you. 
Ms. MONGAN. Thank you, Senator. 
The CHAIRMAN. Our final panelist is Dr. Andrew Gettinger rep- 

resenting Dartmouth-Hitchcock Medical Center in Lebanon, New 
Hampshire. Dartmouth-Hitchcock is the teaching hospital serving 
the Dartmouth Medical School, and over 40 percent of its patients 
are here from Vermont. Thank you for testifying today. 

Dr. GETTINGER. Thank you very much. 
The CHAIRMAN. Please proceed with your statement. 

STATEMENT OF DR. ANDREW GETTINGER, DARTMOUTH- 
HITCHCOCK MEDICAL CENTER, LEBANON, NH 

Dr. GETTINGER. I have submitted written testimony for the 
record. Rather than reading the written testimony, I would like to 
give you a sense of who I am as a physician, who we are as an en- 
tity in trying to provide health care across State lines. 

There has been a lot of discussion already this morning about 
preemption. Preemption is a complicated issue. We live in two com- 
munities where we have fierce protection for individual rights, com- 
munity rights. It is town meeting season, and we do not give those 
up without very, very good reason. I think this may be one of those 
circumstances where there may be good reason. 

I provide care to patients who co-exist across State lines. We 
have defined our medical record as an electronic medical record. 
Patients receive care concurrently in two states. We cannot distin- 
guish between that care as abiding by rules of one jurisdiction ver- 
sus another. I was very sensitive to the example of the physician 
who has offices in three states and patients from all three and the 
problems that that would entail in regards to preemption. 

We believe there is also another aspect to preemption that we 
would like you to think about; that is that part of our confusion 
about confidentiality comes from the myriad of different rules and 
experiences that people try and learn over the course of their lives. 

I grew up in New York. I moved to Vermont. I then moved to 
Connecticut. I moved back to Vermont. I now am a New Hampshire 
resident, and I do not know what the rules are in each of those en- 
tities around the confidentiality of medical information. I am also 
a teacher, so in preparation for this I went to three sources. I went 
to my freshman seminar, 12 of the brightest young minds in the 
United States from 12 different states. They all had different ideas 
about their personal health information. They did not know. I went 
to two other sources equally as qualified. I went to the Lime Coun- 
try General Store on a Saturday morning, [Laughter] and I went 
to the barber shop in West Lebanon, both locations with people of 
great intellect. And the diversity of opinion about health care and 
the confidentiality of medical information was astounding. 

Federal preemption also gives us an opportunity to have a level 
playing field to educate ourselves, to educate our population, our 
public, and providers need that same level of education. I was very 
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sensitive to the testimony about having to recruit nurses, res- 
piratory therapists from even outside the United States in order to 
try and provide health care. We do the same thing. 

I am also sensitive to the question you asked about what are 
the•what are potentially mechanisms that we can put in place to 
help protect health information. I think there are a variety of 
mechanisms. I have suggested a couple of them in my written testi- 
mony, but I would like to emphasize two of them. The first is that 
the patient, together with the clinician, physician, author of health 
information, could in an electronic system identify that information 
as of higher sensitivity. That would be a joint decision. A flag could 
then be pushed in the electronic system and that access to that in- 
formation may result in, first, a warning that this is of a higher 
level of confidentiality; second, an E-mail back to the author of the 
information; and third, a request to document why the other clini- 
cian needs access to that information. 

We have done something similar to that by providing to every 
employee at Dartmouth-Hitchcock Medical Center access to their 
own personal health records audit trail, and each clinician who has 
clinical privileges can as part of their routine day look at who has 
access to their electronic information and where their paper chart 
has gone. You know, we have this folksy image of a manila enve- 
lope with undecipherable physician encryptions that is absolutely 
protected from any prying eye, no one including the doctor can re- 
interpret it. There is no key to re-encyphering this. That has 
changed. I mean, you heard about $1,500 at some small percent• 
number of cents per page for health care records that do not fit in 
a manila envelope anymore. They are mountains. 

I have practiced for most of my professional career as an 
intensivist, that is a physician in the ICUs. In 1 day we can gen- 
erate more paper than is necessary to provide information. The 
electronic information systems that we develop I believe can syn- 
thesize information out of there, can make that available to other 
clinicians who need that information when they treat patients. 

We believe that patients have strong rights. They are not pro- 
tected today. You are left to the goodwill of institutions who collect 
personally identifiable health information to guard that health in- 
formation. We believe that the computer systems are better than 
paper systems. We believe that patients can control access to com- 
puterized information if we enact guidelines which can serve as a 
model. We would like to suggest that our affiliate information sys- 
tem is one such model. Physicians, other clinicians regardless of 
their affiliation with us or not are given access to all the informa- 
tion that we have in the Dartmouth-Hitchcock system about an in- 
dividual patient, but they are given that information only when the 
patient consents. 

There is an example of that consent form where we try and edu- 
cate our patients. And the patients always have a right to retract 
that consent. We believe that is an example of a system that can 
be endorsed and used more broadly. It enables physicians in the 
Northeast Kingdom to receive information back about the care that 
their patients receive at Hitchcock today. Likewise, at Fletcher 
Allen, similar systems could be in place so that New York physi- 



cians and other clinicians can have access to that same informa- 
tion. 

I would say that the patchwork of medical information is the dis- 
parity between our record keeping systems in all these areas, and 
I would like you to think about the potential for setting up some 
uniform standards and an identifier that would enable us in the 
appropriate settings with appropriate safeguards to aggregate that 
information in the patient's best interests. 

In a short period of time I have covered a variety of different top- 
ics. 

[The prepared statement of Dr. Gettinger follows:] 

PREPARED STATEMENT OF ANDREW GETTINGER, M.D. 

Thank you, Mr. Chairman, for the opportunity to testify on this topic of the pri- 
vacy and confidentiality of personal health information. I am pleased to join my col- 
leagues from Fletcher-Allen Health System, Vermont Blue Cross/Blue Shield, and 
both the Vermont Medical Society and the Vermont Association of Hospitals and 
Healthcare Systems. My name is Andrew Gettinger. I am a practicing anesthesiol- 
ogist, an intensivist (a physician who specializes in critical care medicine) and an 
active clinical researcher. Additionally, I serve as the Medical Director for Informa- 
tion Systems. In this testimony, I represent the Dartmouth-Hitchcock Medical Cen- 
ter (DHMQ and the Dartmouth Medical School, which together comprise one of the 
126 academic health centers in the United States. The Dartmouth-Hitchcock system 
provides a full spectrum of care from community-based practices to sophisticated 
tertiary care. We are the second largest provider of health care to Vermonters, and 
the largest provider of health care in New Hampshire. For over fifteen years we 
have worked to develop computerized medical records that assist our clinicians in 
caring for patients. We are fully committed to addressing the current concerns that 
accompany the implementation of computers for patient care and research in medi- 
cine. That commitment is demonstrated by our adoption of an institutional policy 
on privacy and confidentiality, fully endorsed by our senior leadership and Boards 
of Trustees, which outlines strict standards for access to clinical information and 
mandates serious consequences, including termination, for employees found in viola- 
tion. 

Many in the community have been slow to relinquish the notion of the commu- 
nity-based family doctor whose illegible handwritten notations served as the basis 
for documenting and recording personal health information. The doctor's manila pa- 
tient binders were "protected by this handwritten, illegible scrawl and by the fact 
that they were located in the doctor's office and not shared with other providers. 
These patient notes were typically meant for the author as a means to refresh his 
or her recollection about the patient's personal medical details. Today an individ- 
ual's health care is provided by a continuum of clinicians for which the timely and 
accurate conveyance of information is essential. Well-thought-out and well-designed 
computer systems can facilitate care, not only for the clinician in an academic medi- 
cal center but also for the clinician in rural settings where patients may be phys- 
ically distant from referral centers and community physicians isolated from special- 
ist colleagues. We have developed one such system. Our Affiliate Information Sys- 
tem (AIS) provides referring physicians access to the same electronic personal 
health information as clinicians located at DHMC, but it is the individual patient 
who controls this access by our requirement of patient consent The overwhelming 
majority of our patients grant this consent, understanding that it is in their self- 
interest to do so. 

We believe that there is a clear need for federal legislation to establish the frame- 
work for defining and protecting personal health information. The question of fed- 
eral pre-emption of state law is an important one, especially to our organization. We 
provide medical care to Vermonters both in Vermont and in New Hampshire. Poten- 
tially conflicting state confidentiality statutes could result in circumstances that 
would be difficult for physicians and health-care providers to comply with or, worse, 
impede the flow of critical patient care information. We worry, too, about the devel- 
opment of 50 different standards of health-care confidentiality rather than a single, 
well-understood structure. It should be as easy for patients to understand the rules 
regarding personal health information as it is for drivers to navigate our interstate 
highway system. According to data from the 1990 U.S. census, 34 percent of us re- 
side in states different from the state in which we were born. We have become a 
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mobile society. Safeguards for privacy and confidentiality need to be structured in 
a single way, so that patients hear a consistent message and physicians and provid- 
ers understand clearly their responsibilities. We must be able to educate the popu- 
lation about what privacy standards are and be confident that they understand, 
whether they are born in Vermont and later move to Washington or grow up in New 
York and move to New England. Furthermore, health care organizations like DHMC 
that provide care to residents of two, three or even more states need to have com- 
patible rules to assure consistent protection of confidentiality. 

We are in support of legislation to assure privacy and confidentiality of health in- 
formation. All health care information should be considered sensitive, confidential, 
and protected so that patients can feel comfortable sharing personal details related 
to their health. We believe that the answer lies not in segregating data, but in de- 
veloping mechanisms for protecting the data while allowing access by those who re- 
quire it to provide the care a patient wants and needs. 

We acknowledge that while computer technology can present challenges to the 
confidentiality of personal health information it can also be implemented in a way 
that provides security and protection that can not be matched by traditional paper 
medical records. Two possible safeguards: biometric authentication (that is, having 
the computer recognize authorized clinicians by their fingerprints, facial identities, 
or retinal scans) and encryption (that is, scrambling data into bits and pieces that 
are undecipherable if the key or code is not available) are reaching the stage of de- 
velopment where they are feasible to use. 

While it may be premature to rely upon the universal implementation of biometric 
authentication and encryption for all clinical records, other strategies that are avail- 
able today can be implemented now. For example, a security structure that allows 
a variety of access levels based on employee class could be utilized. Clinicians who 
provide direct care might have the ability to enter, edit and retrieve general patient 
information. Recognizing that some information, such as HIV status, is considered 
more sensitive than other information, designated categories of sensitive informa- 
tion might require a higher security level for access. The person requesting access 
to sensitive data could be required to declare a valid clinical reason for needing to 
do so. Similarly, other categories of users might only be able to view but not enter 
or edit information. They too could be required to state the purpose of access to 
more sensitive information. Both the access and the reasons selected would be re- 
ported and monitored by the institution. Certainly, the importance of administrative 
review and the need to hold all users accountable for their access to information is 
essential. 

Similarly, the physician author of clinical documentation that is particularly sen- 
sitive for an individual patient can employ the same approach. Together the patient 
and physician could choose to put a "restricted" flag on a note that would trigger 
the same kinds of actions mentioned above. The viewer would need to state a reason 
for requiring access to the note. A message might then be sent back to the author 
of the note that that it was accessed, by whom, when, and for what reason. The 
development of such security mechanisms would be facilitated by some national 
guidelines along these lines, emphasizing security of information, with clear user ac- 
countability, rather than segregating data in a way that might have a detrimental 
impact on patient care. 

Individuals and groups concerned about privacy issues have raised great concern 
in the debate about a national medical identifier. These concerns have been height- 
ened by recent examples of computer hardware and software that have built-in iden- 
tifiers that exist unbeknownst to the user. Little attention has been paid to the posi- 
tive outcomes that can result from careful implementation of such a system. Today, 
personal health information exists in a staggering array of disparate sources that 
prevent integration and comprehensive medical documentation, all of which would 
be in the interest of the individual patient. With monitoring, we believe the benefits 
of a national medical identifier outweigh the potential risks of misuse. 

Traditional concepts of research such as randomized controlled clinical trials, case 
control studies, and patient surveys are overseen by a network of institutional re- 
view boards (IRB's). An IRB traditionally functions within an organization with a 
view to protecting privacy and assuring ethical and sound methods. There is a ten- 
sion in when trying to maintain the balance between research in the public interest 
and the individual's right to privacy. Additionally, the distinction between research, 
which requires IRB oversight, and quality improvement and assurance efforts which 
do not, is becoming increasingly blurred. We believe that these confidentiality and 
privacy issues should be addressed by institutions, not through the IRB, but rather 
through a structure which connects senior leadership, the medical staff, and oper- 
ational managers so that policy and enforcement can be well-grounded in the daily 
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operations of the institution. We believe that it is important that these issues be 
included as the federal legislative process continues. 

I am a practicing physician and I care deeply about my patients and their rights. 
It is important for them, and it is important for me, that they have confidence in 
the privacy of our interactions and the confidentiality of their health care informa- 
tion. I would like to see federal legislation to assure this protection, while at the 
same time assuring that complete information is available when needed to those 
who provide care, and support the provision of care. There is a great opportunity 
for Congress to legislate such safeguards for privacy and confidentiality that can en- 
hance patient care. We hope that well-publicized but relatively infrequent breaches 
of confidentiality will not stand in the way of legislation aimed at this greater good. 
On behalf of our patients in Vermont and New Hampshire, and the physicians and 
institutions that I represent, we enthusiastically hope and expect that you will com- 
plete this legislation in the very near future. We wish you well, and thank you. 

The CHAIRMAN. I asked you to come up separately because I am 
extremely interested in this area. What is going on within the pro- 
fession or otherwise to figure out how best to address some of these 
matters? 

Dr. GETTINGER. There is a profession, the American Medical 
Informatics Association, AMIA. I know one of the public speakers 
is going to represent that. The AMIA has put forward some sugges- 
tions. In this month's journal there is actually a coalition, a review 
article that talks about 10 or 12 principles that might be estab- 
lished. They cite the work in the various bills that have been under 
consideration, as well as the AMA efforts in this area, as well as 
Dr. Coop's efforts in these areas as well as the professional soci- 
eties. 

I believe that that kind of information can serve as a very good 
framework, and I will make that paper available to your staff. 

The CHAIRMAN. I would appreciate that, because I am concerned 
that we have AHCPR, which is one agency that gathers informa- 
tion; and we have the FDA, which is also under our jurisdiction 
and has a great deal of information. I just imagine a big black box 
into which all of this information is dumped, and I do not know 
whether anything comes out that is usable. How do we try to pull 
this information together? We have additional information flowing 
in from Europe and Asia. 

Dr. GETTINGER. Vermont should take some pride in this. Jack 
Wennberg, who was one of the leaders in this field, was Commis- 
sioner of Medicaid and started his pioneering in variations of 
health care, how health care that patients receive in Barre are dif- 
ferent from that that patients receive in Ludlow. He has continued 
that work by using the Medicare claims database and has done 
some very significant work in that area demonstrating differences 
in health care, the kind of societal differences or regional dif- 
ferences that is not because that we do not all try to do the best 
we can. We have just not had access to the kind of information that 
is coming out. What is the best way to take care of Condition A, 
B or C. I think AHCPR's work is essential in how to get answers 
to those problems, but in those circumstances you can use the 
deidentified information. The information does not have to have the 
patient's name, a medical identifier or any other attributes that 
really identifies the patients. So I think one can get the public 
health benefits from quality improvement work with very, very 
careful application of and rules around patient identifiers and who 
controls those keys. 



The CHAIRMAN. Well, thank you. I am very actively interested 
and concerned that we are going to end up missing an opportunity 
to utilize this information much more to our advantage than we 
currently do. 

Dr. GETTINGER. The other point I would like to make just very 
quickly is that there is consideration of using the IRBs or the CPA 
chess's, the institutional review boards that regulate research as a 
venue where confidentiality can be strengthened. I would suggest 
that this issue is bigger than•by at least an order of magnitude 
than the IRBs because there needs to be  

The CHAIRMAN. Explain IRBs for the  
Dr. GETTINGER. IRB is the institutional review boards. They tend 

to be set up around the 126 academic medical centers in the United 
States. There are some supplemental ones. The FDA has its own 
IRB. Actually has, I believe, a number of them. And those are the 
committees that control what researchers can do in their research. 
They do not today have a clear directive or focus on confidentiality 
issues per se but are one of the groups that have access to clinical 
information when it is done under the guise of research. 

And so IRBs•my point about IRBs is that they are very impor- 
tant organizations. We need to have them, but I believe this issue 
goes beyond the IRBs because we have somewhere by an order of 
magnitude more health care organizations and individual provid- 
ers, all of whom have information which needs to be protected, by 
an appropriate framework and standards. 

The CHAIRMAN. Well, thank you very much. I will be back in 
touch with you, because I am very interested in the area you are 
discussing and how we can maximize our use, at the same time 
maintaining confidentiality, which is absolutely essential. 

Dr. GETTINGER. Thank you for allowing me to testify. 
The CHAIRMAN. Thank you. 
First on our final panel is Mary Lussier and Ms. Anne Ladue. 

They are representing the Vermont Occupational Health Nurses 
Association. The next witness is Dr. Douglas Weir, who has worked 
since 1983 in IBM Corporation's Occupational Health Services in 
Essex Junction, Vermont. His medical career includes service at 
the Veterans Administration Medical Center, Cleveland, Ohio, as 
well as a residency in internal medicine at the Medical Center Hos- 
pital of Vermont. Dr. Weir, nice to have you here. And, finally, I 
present Dr. Norman S. Ward, who is an associate professor of fam- 
ily practice at the University of Vermont College of Medicine. He 
is also medical director of Vermont Managed Care. 

As a member of the National Health Science Corps early in his 
medical career, Dr. Ward served in a number of health manpower 
shortage areas around the country including communities in Mis- 
sissippi, Georgia, New Hampshire, Maine, and New York State. 
Since 1995 he has been affiliated with Fletcher Allen Health Care 
in Burlington. Welcome. Good to have you all here. 

And, Ms. Lussier, please proceed. 
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STATEMENTS OF MARY LUSSIER AND ANNE LADUE, VERMONT 
OCCUPATIONAL HEALTH NURSES ASSOCIATION; DR DOUG- 
LAS WEIR, PROGRAM MANAGER, OCCUPATIONAL HEALTH 
SERVICES, D3M, ESSEX JUNCTION, VT; DR NORMAN S. WARD, 
ASSOCIATE PROFESSOR OF FAMDLY PRACTICE, UNIVERSITY 
OF VERMONT COLLEGE OF MEDICINE, BURLINGTON, VT 
Ms. LUSSIER. Anne will be reading the statement and I will be 

answering questions. 
Ms. LADUE. Senator Jeffords, my name is Anne Ladue. I am a 

member of the Vermont chapter of the American Association of Oc- 
cupational Health Nurses. I am here today to comment on behalf 
of occupational health nurses and workers across Vermont and the 
country. AAOHN is the professional association for more than 
13,000 occupational health nurses. We provide on the job health 
care. 

AAOHN and I would like to thank you for advancing this very 
important debate concerning privacy of health information. Enact- 
ment of comprehensive Federal legislation is critical. In this age of 
computers, people are becoming increasingly concerned about their 
personal health information being used in unintended and poten- 
tial discriminatory ways. 

Today I want to make four points. First, Federal confidentiality 
legislation should apply to all personally identifiable health infor- 
mation regardless of why the information was generated or where 
it is collected or stored. Inappropriate disclosure and misuse of 
health information collected at the work site poses just as serious 
a threat to the privacy interest of our Nation's workers as does 
abuse in their treatment, payment, plan administration or research 
records. Accordingly, effective Federal medical records privacy leg- 
islation should cover occupational health records. 

Second, human resource managers, line supervisors and others 
involved in hiring, promotion or work assignment decisions should 
not have unfettered access to work site medical records. Rather, 
employers should rely upon the judgment of the health care profes- 
sionals they retain to generate or maintain occupational health 
data for determination of an employee's fitness for work. Effective 
Federal privacy legislation should build barriers designed to pre- 
vent management misuse of workers' health records without jeop- 
ardizing a company's ability to operate safely and efficiently. 

Third, informed authorization for release of medical records 
should be the cornerstone of any privacy legislation. To be mean- 
ingful, the requirements for authorization should apply equally to 
all types of medical records including those generated or main- 
tained at the work site. That said, a comprehensive Federal privacy 
bill should include safeguards against coerced authorization for 
work site records disclosure. 

Finally, strong and enforceable civil and criminal penalties for 
wrongful disclosure or use of protected health information are es- 
sential. Moreover, those penalties should apply not only to actual 
abuses of protected health information but also to inappropriate at- 
tempts to access such data. A comprehensive law also should pro- 
tect individuals who report breaches of the privacy protection from 
retaliation. 



Federal privacy legislation that embraces these four principles 
should address the privacy concerns that occupational health pro- 
fessionals are forced to grapple with all too often. To illustrate, I 
would like to relate an incident reported to AAOHN by one of its 
members. This nurse was threatened with loss of her job when she 
objected to making employee medical files available to the plant 
human resources manager so that he could tabulate the frequency 
and purpose of employee clinic visits for performance appraisal 
purposes. We need a privacy law that curtails such practices. 

The Medical Information Privacy and Security Act includes spe- 
cific safeguards limiting inappropriate access to employee health 
information at the work site. The AAOHN is supportive of this 
level of protection and would like any bill that moves forward to 
create a similar balance between an employer's legitimate need for 
employee health information and the employee's right to privacy. 

The Vermont chapter and the national office of the AAOHN en- 
courage you and Senator Leahy to work toward the enactment of 
a bipartisan Federal medical records that is truly comprehensive, 
recognizing that such a bill must deal effectively with the privacy 
issue raised by occupational medical records. 

We look forward to working with you to achieve this objective. 
Thank you. 

The CHAIRMAN. Dr. Weir. 
Dr. WEIR. Thank you, Mr. Chairman, and thank you for the op- 

portunity to present IBM's views on the medical records confiden- 
tiality legislation. I would like to begin by condemning your inter- 
est and leadership and that of Senator Leahy as well on this issue, 
and we hope to continue to work with you and your staffs as you 
develop legislation. We also hope that this Congress will enact such 
legislation in time for the August 1999 deadline set by the Health 
Insurance Portability and Accountability Act. 

We offer two perspectives on this very important issue: First, as 
the world's largest information technology company and, second, as 
an employer with over 150,000 employees in the United States, 
over 7,000 of which are right here in Vermont. 

First I would like to address the role of technology in ensuring 
privacy and security of our medical records. As a technology com- 
pany, we see every day the role that information technology plays 
in improving the delivery of health care, and we believe that such 
technology can also be used to protect and secure personally identi- 
fiable information. 

I can imagine a health care system being able to access patient 
charts and X-rays, attach a physician progress note to an existing 
electronic chart via voice recognition software, send that file across 
town or across country to another doctor or hospital. Patients can 
sit at home and arrange an appointment on line, ask a nurse prac- 
titioner about a sick child through an Internet chat session or order 
prescription refills on the computer. Some of this is available right 
now. 

At the same time, technology offers many forms of security that 
can appropriately manage access to protected health information, 
tools such as biometricks and digital signatures that can verify the 
identity of an individual in a manner that is more fool proof than 
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a set of questions that ironically enough ask for additional personal 
information. 

Such tools as encryption and other technologies can also enhance 
the security of health information. To allow our customers to take 
advantage of the capabilities of the Internet and other technologies, 
we must create a trusted environment where personal health infor- 
mation is protected. And while we have advocated that in most sit- 
uations industry self-regulation can address consumer concerns 
about privacy, for medical records we support Federal legislation to 
address this important and sensitive category of information. We 
believe technology can help to implement the goals of this legisla- 
tion. 

Employers regularly play three important and distinct roles rel- 
evant to the medical privacy debate. As providers of health benefits 
and payers of health claims. Self-insured firms like IBM actively 
design, manage and fund health benefits for their employees; pro- 
viders of emergency care when necessary and, also, as stewards of 
a healthy and safe workplace to promote the well-being of their em- 
ployees. 

The employers' role is an active and central one resulting in 
many positive programs that companies like IBM voluntarily un- 
dertake, including various wellness offerings and also disease pre- 
vention programs. 

It follows then that the employers' benefit plans generate and 
use much of the health information that flows through the health 
care system today. In turn, we have a keen interest in the privacy 
debate. 

IBM's own practice aims to maintain a very high standard to en- 
sure confidentiality of information entrusted to it. Our privacy 
principles relative to employee personnel information are collect, 
use and retain only personal information that is required for busi- 
ness or legal purposes; provide employees with a means of ensuring 
that their personal information in IBM personnel records is correct; 
limit the internal availability of personal information about others 
to those with a business need to know; and release personal infor- 
mation outside of IBM only with employee approval, except to ver- 
ify employment or to satisfy legitimate purposes such as investiga- 
tory or legal needs. 

These principles apply to all personal information but have par- 
ticular meaning for medical information which, we believe, de- 
serves the greatest degree of protection. Inside IBM access to con- 
fidential medical records is limited to the IBM medical staff and it 
cannot be accessed by management. 

To be of benefit, privacy legislation should not tie the hands of 
employers so severely that they lose the flexibility to perform these 
necessary functions. Employers need to have access to sufficient in- 
formation to manage their work force effectively, manage worker's 
compensation, comply with the ADA and the FMLA and perform 
necessary research and analysis that requires medical information. 
But, clearly, employees need to have assurances that the privacy 
of their medical records will be protected by their employers. 

I will conclude with several points I feel should be addressed in 
the legislation that Congress enacts on medical records privacy. 
Legislation should establish a strong Federal framework including 
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Ereemption. We cannot encourage development of a sophisticated 
ealth care delivery system without uniform national standards for 

information management. 
Privacy and security are closely related, but security standards 

for health information have already been enacted by Congress in 
1996. Final implementing regulations from HHS are expected this 
year. Federal privacy legislation should not re-legislate these infor- 
mation security standards and therefore create uncertainty, delay 
implementation and undermine the rule making process. 

Federal legislation that sets out uniform standards and respon- 
sibilities in this area should strive to create a flexible environment 
that recognizes the need for a balance of interests. It should also 
encourage organizations to develop innovative approaches in order 
to meet their compliance obligations. This flexibility should help 
spur innovation while at the same time minimizing costs. 

Uses of medical information provided by employees to help us as 
employers make judgments related to ADA, FMLA and other leave 
of absence programs as a legitimate use and should be accommo- 
dated in the legislation. 

And while there is certainly a role for strong technology to pro- 
tect the security of health care information, the legislation should 
be written in technology neutral terms. This is to allow the flexible 
use of current technologies while at the same time not discouraging 
the development of newer alternative technologies in the future. 
And, finally, privacy legislation should address all types of medical 
records regardless of the medium in which they are stored. 

Once again, I would like to thank you for the opportunity to 
share IBM's view on Federal medical records confidentiality legisla- 
tion. And as we have an opportunity to study the legislation re- 
cently introduced, we will be very pleased to provide any further 
comments and answer any questions. 

[The prepared statement of Dr. Weir follows:] 

PREPARED STATEMENT OF DOUGLAS WEIR, M.D. 

Thank you for the opportunity to present IBM's views on medical records con- 
fidentiality legislation. My name is Dr. Douglas Weir, and I am a physician who 
trained in internal medicine at the Medical Center Hospital in Burlington. For the 
past 15 years I have worked at the IBM facility in Essex Junction where I am cur- 
rently the Program Manager of IBM Occupational Health Services. 

We offer two perspectives on this very important issue: First, as the world's larg- 
est information technology company, and second, as an employer with over 150,000 
employees in the United States, including over 7,000 in Vermont. 
Technology and Medical Records Confidentiality 

IBM's Global Healthcare Industry division is a leader in providing new solutions 
for improving health care systems, patient responsiveness, and communications 
within far flung health care operations. We work with our customers•hospitals, 
providers, insurers, and others•to address their evolving needs and assist them in 
integrating new technologies into their healthcare systems. I have attached material 
in the Appendix to this statement that provides more detail on our experience in 
this industry. 

As a technology company, we see every day the role that information technology 
plays in improving the delivery of healthcare•and we believe that such technology 
can also be used to protect the privacy and security of personally identifiable infor- 
mation. 

As a practicing physician, I can personally imagine a healthcare organization 
being able to access patient charts and X-rays, attach a physician progress note to 
an existing electronic chart via voice recognition software, and send that file across 
town or across country to another doctor or hospital. Patients could sit at home and 
view the doctor's schedule to arrange an appointment, or ask a nurse practitioner 
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about a sick child through an Internet chat session. Even using a computer link to 
determine eligibility and to electronically handle a co-pay while the patient is seeing 
the doctor. Consumers could even use the Internet or other computer network to 
buy exercise equipment, or create a diet and exercise plan monitored by an online 
physician. Some of these are happening even now! 

At the same time, technology offers many forms of security controls that can ap- 
propriately manage access to protected health information•controls that were not 
possible or cost-effective in a paper-based environment Some technology•like bio- 
metrics•can authenticate or verify the identity of an individual in a manner that 
is more foolproof than a set of questions that (ironically) ask for additional personal 
information. Technology also enables the "de-identification" of information, so that 
it no longer identifies a specific individual. What that means, in the context of fed- 
eral privacy legislation, is that it can create information that does not constitute 
"protected health information" in a manner that is viable for large volumes of 
healthcare records•something that was not feasible with paper. Encryption and 
digital signatures are additional components of the technology security portfolio that 
can be used to enhance the security of health information. 

The tools and capabilities I've mentioned here will only get better and more so- 
phisticated in the future, given the fast pace of technological advances. In other 
words, technology can help to implement the goals of this legislation. 

Yet this legislation is not directed at these technology solutions, because they are 
largely addressed under the security standards of the 1996 Health Insurance Port- 
ability and Accountability Act's Administrative Simplification provisions, which are 
now being implemented by Health and Human Services. Federal medical records 
confidentiality legislation is directed, instead, at the policies by which organizations 
will establish who has access to protected information and what the right of individ- 
uals are with respect to the uses of the information. 

We know as a healthcare information systems company that the only way our cus- 
tomers will be able to take advantage of the capabilities of the Internet and other 
technologies is if we can create a trusted environment where personal health infor- 
mation is protected. It is to this end that we support the need for and the intent 
of the legislation, to address this important and sensitive category of information. 
An Employer's Perspective 

We an know that most Americans and their families receive health care coverage 
through their employer•whether that's a private company or a government. IBM 
believes that employers play a very constructive role in today's U.S. health care sys- 
tem and have helped bring about many of the most innovative developments in 
health care delivery. 

Employers regularly play three distinct roles relevant to the medical privacy de- 
bate: 

• Providers of health benefits and payers of health claims. Self-insured firms like 
IBM actively design, manage, and fund health benefits for their employees. 

• Providers of emergency care when necessary, and 
• Stewards of a healthy and safe workplace to promote the well-being of their em- 

ployees. Employers are responsible for ensuring that a healthy and safe workplace 
exists at their facilities, and they underpin the nation's worker compensation sys- 
tem. 

Employers' role is an active and central one, resulting in many positive programs 
that companies like IBM voluntarily undertake, such as health prevention and 
wellness programs. 

It follows, then, that employers' benefit plans generate and use much of the 
health information that flows through the health care system today. In turn, we 
have a keen interest in the privacy debate. 

To be of benefit, privacy legislation should not tie the hands of employers so se- 
verely that they lose the flexibility to perform these necessary functions. Employers 
need to have access to sufficient information to manage their workforce effectively 
and perform necessary research and analysis that requires medical information. But 
clearly, employees need to have assurances that the privacy of their medical records 
will be protected by their employers. 
IBM Privacy Policies and Practices 

As an information technology company, IBM has maintained a very high?standard 
with respect to ensuring the confidentiality of information entrusted to it. The com- 
pany's interest dates back to the 1960s when our privacy policies were formalized 
due to our desire to respect our individual employees and a general public apprehen- 
sion about the effects of computers on privacy. 

In the 1970s, we conducted a comprehensive review of specific internal guidelines 
and began management training programs to support compliance with these guide- 
lines. 
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In the 1980s, we revisited these privacy principles to test their viability given 
technological and social changes that had occurred and to think through the new 
challenges presented by these changes. 

These are our privacy principles relative to employee personnel information. 
• Collect, use and retain only personal information that is required for business 

or legal reasons. 
• Provide employees with a means of ensuring that their personal information in 

IBM personnel records is correct. 
• Limit the internal availability of personal information about others to those 

with a business need to know. 
• Release personal information outside IBM only with employee approval, except 

to verify employment or to satisfy legitimate purposes, such as investigatory or legal 
needs. 

In the 1990s, and with the explosive growth of the Internet and other networked 
technologies, we updated our privacy policies by adopting a global online policy for 
our websites•take a look at our website, at ibm.com. And with the taking effect 
in October 1998 of the European Union Data Protection Directive, we are again en- 
suring that our policies meet the requirements of this law. 

But we have never lost sight of the fundamental principles, which underlie our 
employee privacy policies. 

These principles apply to all personal information but have particular meaning for 
medical information which, we believe, deserves the greatest degree of protection. 
Inside IBM, access to confidential medical records is limited to IBM medical staff 
and department personnel under their immediate supervision. They will disclose in- 
formation from those records to others within IBM, but only: 

• to benefits plan administrators who may review information needed for deter- 
mining eligibility for benefits 

• to others with a need-to-know to evaluate medical recommendations, medical re- 
strictions and accommodations as they relate to the work environment and ability 
to perform the job 

• to legal counsel when medical status or information is at issue or required. 
All employees may obtain copies of their records from the IBM medical depart- 

ment. Further, with few exceptions (where required by law or legal process, or 
where necessary to protect the vital interests of the patient) we require our medical 
staffs to obtain prior approval of the employee before either disclosing or seeking 
confidential medical information. 

Because we believe that empowered employees with knowledge of their rights is 
our best assurance that these rules will be followed, we publish our principles and 
guidelines and periodically remind the 2000+ IBM managers in the U.S. of their re- 
sponsibilities. 

In addition to the information which is contained in our own internally generated 
medical records, we recognize the need to protect employee medical information as- 
sociated with our benefits programs. IBM provides a wide array of benefits to our 
employees, many of which involve treatment for medical conditions•our company 
provides coverage for over half-million employees, dependents, and retirees. Consist- 
ent with our emphasis on employee privacy, we have placed restrictions on our ben- 
efits contract administrators on how this information can be used and even what 
information they will pass on to us. For example, our plan administrators receive 
only aggregate data derived from the medical records available to the carriers which 
does not permit linkage of any individual employee with a particular medical condi- 
tion. 

We have imposed these restrictions because we believed it was important to strike 
the right balance between the needs of the business and the need to protect an em- 
ployee s privacy. The fact that we have been able to continue to provide our employ- 
ees a broad array of medical benefits at reasonable costs while operating with these 
self-imposed restrictions is evidence, we believe, that maintaining high standards of 
confidentiality need not compromise efficiency. 
Federal Legislation Issues 

IBM has for years supported federal medical record confidentiality legislation. 
Personally identifiable medical information is sensitive and deserving of a federal 
framework for the protection of its privacy and security. We commend Senator Jef- 
fords' and Leahy's interest and leadership on this issue, and hope to continue to 
work with you and your staffs. We also hope that the new Congress will enact such 
legislation, in time for the August 1999 deadline set by the Health Insurance Port- 
ability and Accountability Act. 

Such legislation should include the fundamental "fair information" principles rec- 
ognized in the privacy debate: notice, access/supplementation, security, and enforce- 
ment. 



49 

Such legislation should also reflect the following: 
Strong preemption. Legislation should establish a strong federal framework• 

we cannot encourage development of a sophisticated health care delivery system 
without national standards for information management. 

Health Information Security. Privacy and security are closely related, but as 
noted previously, security standards for health information have already been en- 
acted by Congress in 1996. Final implementing regulations from HHS are expected 
this year. Federal privacy legislation should not "re-legislate" these information se- 
curity standards and therefore create uncertainty, delay implementation and under- 
mine the rulemaking process. 

Flexibility. Federal legislation that sets out uniform standards and responsibil- 
ities in this area should strive to create a flexible environment, that recognizes the 
need for balance of interests. It should also encourage organizations to develop inno- 
vative approaches in order to meet their compliance obligations. This flexibility 
should help spur innovation and minimize costs. 

Employer's Appropriate Use. We also have a concern over judgments employ- 
ers must make regarding an employee's ability to perform a job or continue to be 
eligible for paid or unpaid leave according to company policy. Uses of medical infor- 
mation provided by employees to help us make such judgments is a legitimate use, 
and should be accommodated in legislation (e.g., there should be no blanket prohibi- 
tion of the use of information for purposes unrelated to treatment or payment). In 
fact, proper compliance with laws such as the Americans with Disabilities Act and 
the Family and Medical Leave Act require that employers make use of personally 
identifiable medical information in a manner unrelated to treatment or payment 

Technology Neutrality. While there is certainly a role for strong technology to 
protect the security of health information, legislation should be written in tech- 
nology-neutral terms. This is to allow the flexible use of current technologies while, 
at the same time not discouraging the development of newer alternative tech- 
nologies in the future. Finally, privacy legislation should address all types of medi- 
cal records, regardless of the medium. 

Once again, thank you for the opportunity to share IBM's views on federal medi- 
cal records confidentiality legislation. As we have an opportunity to study the legis- 
lation recently introduced, we will be very pleased to provide further input or an- 
swer questions. 

APPENDIX 

D3M & HEALTH CARE INFORMATION TECHNOLOGY 
IBM Global Healthcare Industry 

As the industry's leading provider of e-business solutions, IBM offers a suite of 
comprehensive, end-to-end technology solutions to the Healthcare Industry. In the 
current healthcare marketplace, networking technology now points the way to new 
methods of improving care systems, patient responsiveness, streamlining cost of op- 
erations and improving communications within increasingly far-flung healthcare or- 
ganizations. IBM's network-enabled commerce, information sharing, management 
and information technology consulting combined with innovative research offer tan- 
gible benefits to healthcare organizations and their constituents. 

As healthcare organizations continue to broaden their operations, often including 
healthcare providers, payers, pharmaceutical and other suppliers in the mix, the 
need for integrated, secure, scalable networks is leading healthcare organizations to- 
wards some form of Internet-based communications. 

IBM offers complete solutions suitable for all network configurations: Intranets or 
internal networks based on local area networks and some form of e-mail and other 
applications, often built on the Lotus Notes platform; Internet-based programs 
(intranets) offering communications and information through websites secured 
through firewalls and IBM network servers designed for this use; and Extranets 
which connect Intranets of many organizations' through secure Internet channels. 

"End-to-end" network computing solutions•from the initial consulting project to 
implementation and managed operations•address the full spectrum of healthcare 
organizations' evolving requirements and the need to migrate healthcare systems to 
new technologies. IBM's 24 development laboratories worldwide work with cus- 
tomers on new technologies such as genomics research to design pharmaceuticals, 
or continuous speech technology that enables physicians to dictate reports into their 
computers while reading X-rays or doing a variety of tasks including referrals and 
other administrative functions. 

e-business is the foundation of IBM's network computing offerings providing a 
flexible, modular approach from a basic foundation level to highly secure, advanced 
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applications. For those customers who want to create content and establish then- 
presence on the Web, IBM offers solutions including Lotus Notes and DominoTM, 
HTML authoring and HTML templates, TCP/IP and related networking services, 
web content hosting, e-commerce functions, business recovery services, security, con- 
sulting services, and systems management. Our web site development and content 
hosting services, provide healthcare organizations with a simple-tooperate, engag- 
ing set of networked applications offering quality healthcare information and serv- 
ices, personalized to each individual user. 

Our Health Data Network provides the framework and solutions whereby payers, 
providers, government and others share information. The architecture is open and 
can scale up to support the needs of a growing networked organization. Health Data 
Network applications enable healthcare organizations to consolidate and access in- 
formation, automate business processes, minimize redundant data re-entry and ex- 
tend the useful lives of legacy systems. 

Other IBM competitive-advantage healthcare business solutions include data min- 
ing to identify marketing trends or ferret out fraudulent claims, etc.; call center 
technology to handle customer service operations more efficiently at lower costs; mo- 
bile computing for enhanced communications with doctors, home healthcare work- 
ers, and other healthcare professionals; financial and human resources information 
systems; year 2000 consulting and software; systems integration and much more. 

Professional Service offerings focus on meeting customer requirements which have 
rapidly increased in scope along with the need to create competitive advantage in 
a consumer-driven healthcare market environment. Healthcare organizations are 
looking for sophisticated assessments of Information Systems, HIPAA security read- 
iness, business process evaluation and analysis, reengineering expertise, systems in- 
tegration, advice on best-of-breed application selection, customization and imple- 
mentation, ongoing support for such activities, end-user training, and managed op- 
erations such as desktop support, data centers, transaction processing, network and 
other operational business process. 

Recognized as the industry's leading provider of electronic business solutions, IBM 
offers a suite of comprehensive, "end-to-end" technology solutions. IBM's network- 
enabled e-commerce, information sharing, management and information technology 
consulting combined with innovative research offer tangible benefits to healthcare 
organizations and their constituents in improved customer service, enhanced patient 
care and decreased operating costs. 

The CHAIRMAN. Thank you. Dr. Ward. 
Dr. WARD. My name is Norman Ward. I am a practicing family 

physician at Fletcher Allen Health Care in Burlington, Vermont, 
and hold a full time faculty appointment in the College of Medicine 
at the University of Vermont. I serve as the medical director of 
Vermont Managed Care which is an 800-physician network that 
contracts with insurers to provide health care on fully capitated 
basis to 24,000 Vermonters. I also serve on the committee at 
Fletcher Allen that is charged with implementing our new elec- 
tronic medical information system. I would like to thank the com- 
mittee for this opportunity to provide input into this important de- 
bate on behalf of the largest provider of health care services in Ver- 
mont. I would also like to extend special thanks to yourself and 
Senator Leahy for your national leadership and dedication to put- 
ting into place legislation concerning medical record confidentiality 
and patient privacy. These are issues that physicians have always 
been profoundly concerned with. 

I must say at the outset that this issue requires me to wear sev- 
eral hats. Wearing these hats at the same time could get my head 
rather crowded with what seem to be incompatible points of view. 
As a patient, I want assurances that my medical information will 
not fall into unscrupulous hands that might harm or embarrass 
myself, or my family or threaten my employment or health insur- 
ance coverage. As a physician, I can do the best quality medical job 
for my patients with complete, uncensored, up to date medical in- 
formation that is available to me at the time of the need to make 
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decisions with my patients. As a medical director, I have been initi- 
ated into the complex world of how medical care is paid for. Trying 
to obtain enough information in a timely enough fashion to approve 
or disapprove medical services that are or are not benefits within 
the scope of a patient's insurance contract can be a frustrating ex- 
perience. As a member of Fletcher Allen's electronic medical infor- 
mation implementation committee, I struggle with the potential 
wonderful benefits to medical care quality through the use of elec- 
tronic storage and retrieval of information, balanced by the legiti- 
mate concerns of patients for their privacy. As a taxpayer who con- 
tributes money to our government, the largest purchaser of health 
insurance in the country, I am concerned about the high costs of 
implementing whole new paradigms of information storage and 
transfer by the health care system. 

The medical record is the single most important tool for provid- 
ing quality health care in 1999. The amazing technologies that can 
be brought to bear to benefit patients are indeed wonderful, but the 
medical record is the physician's guide as to when such studies are 
indicated and appropriate. Since in our current medical system no 
one practitioner can provide all the care that a patient needs, it is 
critical that the health care team has ready access to the informa- 
tion that provides the context and background for the next clinical 
decision. This implies a system with appropriate security safe- 
guards, but one that is highly accessible to the treatment team. We 
teach our medical students that the key to diagnosis is a thorough 
and accurate history. Often that history becomes clearer over time 
such that one small new piece of data makes the whole picture sud- 
denly become clear. The inability to compile information in one us- 
able location significantly handicaps this effort. At the very least, 
information within an integrated system of care should exist in 
such a format. 

Probably one of the most important aspects of health care today 
is the use of multiple medications. A patient may see several con- 
sultants with different areas of expertise, each of whom may pre- 
scribed a medication. Admissions to hospitals for serious complica- 
tions of medication interactions represent a significant problem. In 
my own practice, I review the medications that a person is taking 
on every visit. I instruct the patient to bring every pill bottle in a 
brown paper bag each time I see them. It is unusual for me not 
to discover at least one or two discrepancies in what the patient is 
actually doing with their medications compared to what I believe 
they are doing. For example, they may be taking both a generic 
and a brand name preparation of the same drug believing that they 
are different medications. Our current development of Fletcher Al- 
len's electronic medical information system has placed a high prior- 
ity on making a shared medication list part of that system to avoid 
errors and adverse interactions. 

Under the proposed legislation, it is conceivable that a patient 
may choose to restrict access to such a medication list. Let us say, 
for example, that a patient is on a certain anti-seizure medication. 
They have blocked their medication list because they are fearful 
that their employment situation could be threatened if it were 
known that they had a seizure disorder. They present to the emer- 
gency room with an antibiotic known to interact with that medicine 
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is inadvertently prescribed for a simple infection. The patient may 
neglect to inform the emergency room doctor of the fact that they 
are on this medication, not realizing the potential for serious drug 
interactions. Toxic levels of the seizure medication can result. Now 
the patient may return to the emergency room confused and unable 
to communicate. The emergency room staff could, I suppose, invoke 
the emergency access clause in the legislation to discover the expla- 
nation for the symptoms. A preventable complication has occurred. 
Where will the liability reside for this untoward event? 

Let me speak next about some of the cost implications for the 
proposed legislation. There is an enormous cost to the reordering 
of tests that may already have been performed when a patient goes 
to a new doctor in their own area or more commonly when they are 
out of town. Patients often cannot remember the names of tests, 
the specific reasons that they were done or the exact results. Sim- 
plified systems of accessing this information locally within a pro- 
vider network or potentially even nationally in a responsible, se- 
cured fashion are important. If State specific statutes create mul- 
tiple rules for providers to follow, there will be significant confu- 
sion. Fletcher Allen receives some 40 percent of its patients from 
New York State. Meeting differing confidentiality statutes for Ver- 
mont and New York will prove to be an operational nightmare. 

Health care providers are dependent on software vendors to pro- 
vide the information systems that they use for patient information. 
These systems cost millions of dollars to purchase and install. In- 
stallations can take many months. It would be highly desirable if 
there were a national standard for the functionality that these sys- 
tems need to meet to satisfy privacy requirements. It is conceivable 
that a health care system operating in a State with more restric- 
tive statutes concerning health information access than a national 
norm would find it very difficult to locate a vendor to meet those 
specific State needs. In addition, the investments that health care 
providers have already made in their current information systems 
may be significantly increased by new regulations if those systems 
are not compatible with the demands of the new legislation. These 
costs will need to be passed on to those paying for medical care. 
Strategic decisions made today concerning information technology 
capability have implications for years into the future. This speaks 
to the need for sufficiently long implementation time line for health 
care organizations to attain compliance with any new proposal. 

This legislation makes allowance for a patient to sequester parts 
of the medical record for transfer. For some people, genetic infor- 
mation will be the important category to prohibit access to. For 
someone else, it may be a curative cancer operation performed 
years before. For another, a notation concerning cosmetic surgery. 
This is not to discredit people's individual sensitivities, but rather 
to illustrate that the entire record is to be held in a sacred trust. 
The logistics of editing a record to the patient's satisfaction prior 
to transfer will be daunting. 

The legislation also makes reference to eight separate cir- 
cumstances where personally identifiable health information can be 
released without patient consent. Except for release for emergency 
medical treatment, the other seven categories do not involve direct 
patient care. Are we to assume that safeguards for confidentiality 
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within entities such as research, public health, law enforcement 
and credit card payment systems are more secure than the physi- 
cians and nurses providing direct patient care? 

In the final analysis, I believe the impetus for this legislation 
stems partly from heightened concern about patient record con- 
fidentiality due to computer related developments. Electronic 
records can be much more usable as clinical tools than paper 
records by putting the needed information immediately in the 
hands of the clinician where the patient is being seen. The ability 
to document who exactly has opened a computer file and accessed 
the record can make enforcement of rules prohibiting inappropriate 
viewing of the record easier. Fletcher Allen has a universal con- 
fidentiality statement that all employees must sign stating their 
understanding that their jobs are at stake for breach of patient pri- 
vacy. 

In closing, I was struck with a sense of irony about the timeli- 
ness of the appearance of an article in the Burlington Free Press, 
you may have seen it, on Saturday in relation to today's meeting. 
A short article accompanied a picture of Queen Elizabeth docu- 
menting the discovery of her medical records in a ditch in Scotland. 
[Laughter.] Confidentiality is, after all, about people and their im- 
perfections. We are clearly all in this boat together, even the 
Queen. 

I am optimistic that we can, indeed, have a better State of affairs 
concerning patient privacy in this country. Once again, I wish to 
thank you for the opportunity to address the committee. 

The CHAIRMAN. Thank you. Thank you all. That creates more 
questions than perhaps I want to deal with, but it is extremely im- 
portant that we get the best, especially in the area of utilization 
of technology, in order to sift out some of these problems and get 
some uniformity. 

Do you believe that the bill has sufficient safeguards to allow for 
uniformity in utilizing technology while insuring both security and 
the free flow of information? That is a necessity. 

Any comments? [Laughter.] 
Dr. WARD. Well, if there were a ceiling or if there were at least 

a floor for what kind of standards, there would need to be a ceiling 
for the software standards that a vendor would have to meet. Our 
country is an entrepreneurial society. Those entrepreneurial soft- 
ware manufacturers, for instance, that could exceed the 
functionality that the national standard puts into place would be 
at a market advantage, I think. But I think the ceiling should be 
the important point. 

The CHAIRMAN. Dr. Weir. 
Dr. WEIR. I agree with what Dr. Ward is saying. I think the most 

important thing is to have the legislation make clear the impor- 
tance of confidentiality as a philosophical point. I talked before 
about not•making it technology neutral because technology 
changes but the central importance of confidentiality of medical 
records, and I think that is of all medical records whether they are 
mental health care, whether they are infectious disease, whatever, 
is what is important, and it should be unchanging. 

The CHAIRMAN. Dr. Gettinger. 



54 

Dr. GETTINGER. I believe there is an opportunity with Federal 
legislation to carefully construct a means to have clinicians, health 
care providers aggregate data from different sources. Today our 
problem is that we have bits and pieces of care. Some of your 
care•some of the documentation of your care lives here in Ver- 
mont. Some of the documentation of your care lives in the greater 
DC. area, and yet any physician who provides care to you either 
in Vermont or in DC. would like to have all of that information. 
Standards allowing the aggregation is•are important, and one of 
the keystones of that standard is a national medical identifier. The 
problem with a national medical identifier is that everybody is 
afraid of Big Brother and Big Government. So it is how do you put 
in place sufficient safeguards and sufficient penalties that will give 
that kind of number the kind of protection that will make you and 
me sleep well at night for our own medical information. And I do 
not think that is a technology specific issue. It is one which will 
continue on forward. 

The CHAIRMAN. It is troubling. A national identifier and avail- 
ability of all their medical records upsets people. On the other 
hand, without some sort of system, the maximum protection a pa- 
tient can have is not available if that information is not locatable 
and usable. 

Dr. WEIR. If I may add something. I think that the concern that 
a national identifier automatically makes available this myriad of 
information is incorrect because there are ways to protect that in- 
formation while it is all clustered under a national identifier. 

The CHAIRMAN. MS. Lussier, will you give me an example of the 
types of problems the occupational nurses have encountered in 
treating patients? 

Ms. LUSSIER. Some of the problems are that we have collected 
personal information, medical information along with information 
that has to do with their occupational job, so we may be asked 
about some of that which has nothing to do with their job. What 
we need to do is be able to have the ability just to release informa- 
tion that is needed to say how fit they are to work and that the 
employer will trust the health care professional that they have the 
ability to do that. And realize that line managers and supervisors 
do not have a knowledge to go, and when they go into medical 
records, to make the right decision what that says and the person's 
ability to work. 

Personally, I have not come in contact with that, but other 
nurses have come in contact with trying to be forced to release in- 
formation by the threat of their job, and that we should be able to 
release only information that is needed. That the employee can 
sign an authorization saying that they are only to release certain 
information and that they do not release any other information. 

The CHAIRMAN. SO you would like to see perhaps some State or 
Federal laws that would clearly identify or at least set a process 
for when you can say no to making your medical records available 
and rely upon the law? 

Ms. LUSSIER. Right. And we are protected from having to disclose 
information; that the health care provider is protected from not 
being coerced into having to release that information on the threats 
of their job. 
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The CHAIRMAN. MS. Ladue. 
Ms. LADUE. I agree with Mary, and many of us nurses work for 

organizations that are multistate, so it would certainly be to our 
benefit to have one Federal law to protect so you would not have 
to know•basically so we would not have to know 50 different laws. 

The CHAIRMAN. Well, I want to thank you all for very helpful tes- 
timony, although I don't know if it will help us sleep tonight. 
[Laughter.] But it is making me much more aware of the problems 
that we have to face. We are still working on the legislation. We 
would like to be back in touch with you. 

Also, I remind everyone here, I told people I would reserve time 
for questions. So as much as I would like to proceed, I have a 
promise and I will keep my promise. Thank you for your very excel- 
lent testimony. 

We have chairs to handle the number of people who have signed 
up for two-minute statements. We will do it by two panels. The 
first panel is Andrea Warnke, Vermont ACLU. Laura Ziegler, Phyl- 
lis Tarbell, and Vicki Giella. Come up. 

We need to breathe for a couple of minutes while the reporter 
changes the machine and paper. 

Because I cannot really connect names with faces, I will proceed 
from left to right here. Please introduce yourself. Go ahead with 
your statement. 

STATEMENTS OF ANDREA WARNKE, AMERICAN CIVIL LIB- 
ERTIES UNION OF VERMONT, MONTPELIER, VT; LAURA ZIE- 
GLER; PHYLLIS TARBELL, DORSET NURSING ASSOCIATION, 
DORSET, VT; AND VICKI GHELLA, AREA AGENCY ON AGING 
FOR NORTHEASTERN VERMONT 
Ms. WARNKE. Thanks for the opportunity to speak and for your 

work on these issues. My name is Andrea Warnke. I am the associ- 
ate director of the American Civil Liberties Union of Vermont. In 
the interest of leaving time, I am going to abbreviate my com- 
ments, but I have a fuller written testimony prepared. 

The ACLU obviously is very interested in having a national pol- 
icy which protects medical records privacy enacted, certainly before 
the August deadline. The major points of concern to us are that ac- 
cess to patients' medical records should never be given to anyone 
other than their immediate health care provider without the pa- 
tients' permission. Use of patient identifiable information should 
not be permitted unless the patient has granted explicit permission 
to do so, and the use of unique patient identification numbers, 
Medicaid or Medicare numbers, or Social Security numbers should 
be prohibited. Failure to grant such permission should not result 
in the loss of access to medical care. 

Information that you tell your doctor should have the same legal 
protections as information you tell your lawyer, and law enforce- 
ment access to medical records must be limited. Medical records 
should not become part of a centralized law enforcement database. 
There must be protective legal standards for access to such records. 
Law enforcement officers should be able to obtain medical records 
only after persuading a judge that specific records were necessary 
for investigating a crime. 
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State laws which offer greater medical record privacy protection 
to help their patients must be protected and not preempted. We be- 
lieve that a Federal standard should set the minimum, not the ceil- 
ing. 

And, in addition, ACLU is concerned that the use of health care 
information be restricted even if most personally identifiable infor- 
mation has been removed. And ACLU also believes that after the 
fact notice should be given in the rare instances where health in- 
formation has been disclosed to third parties, such as law enforce- 
ment agencies, without notice to or consent by the patient. Such a 
provision should also allow patients to pursue appropriate legal 
remedies. 

Thanks for your time. 
[The prepared statement of Ms. Warnke follows:] 

PREPARED STATEMENT OF ANDREA WARNKE, ASSOCIATE DIRECTOR, AMERICAN CIVIL 
LIBERTIES UNION OF VERMONT 

The American Civil Liberties Union of Vermont applauds the efforts of our Ver- 
mont senators in working to put in place ironclad safeguards to ensure the fun- 
damental privacy rights which all Vermonters expect and deserve with regard to the 
confidentiality of their medical records. 

Privacy protections of medical records have not kept pace with the rapid sweep 
of technology, although the corresponding industries related to medical data collec- 
tion have leapt forward with very little oversight and with certainly no comprehen- 
sive and consistent national policy protecting the use of such data. 

The ACLU believes that we need to immediately enact a national policy protecting 
medical records privacy which is based on the following principles: 

• Access to patients' medical records should never be given to anyone 
other than their immediate health care provider without the patients' per- 
mission. Informed consent should be required before a patient's records are dis- 
closed to third parties except under carefully outlined circumstances. Basic privacy 
rights can not be violated in the interest of public health and research, which can 
be conducted without such privacy violations. 

• Use of any patient-identifiable information should not be permitted un- 
less the patient has granted explicit permission to do so, and the use of 
"unique patient identification numbers," Medicaid or Medicare numbers, or 
Social Security numbers should be prohibited. Failure to grant such per- 
mission should not result in the loss of access to medical care. Home health 
care agencies are now being ordered to be in compliance with federal reporting re- 
quirements under OASIS (Outcome and Assessment and Information Set) before the 
end of April. Under OASIS, home health care agencies are being required to elec- 
tronically submit•for all clients served•patient-specific information including pa- 
tient name, Medicaid or Medicare number. Social Security numbers, and diagnosis 
and treatment information. The home health care agencies have been told that fail- 
ure to provide this information (i.e., if a patient refused permission) would result 
in prohibiting the patient from receiving treatment. We need a national policy that 
would prohibit such massive violations of privacy and the punitive withholding of 
medical care for those who resist. 

• Information that you tell your doctor should have the same legal pro- 
tections as information you tell your lawyer, and law enforcement access 
to medical records must be limited. Medical records must not become part of 
a centralized law enforcement database without protective legal standards for ac- 
cess. Law enforcement officers should be able to obtain medical records only after 
persuading a judge that specific records were necessary for investigating a crimes. 

• State laws which offer greater medical record privacy protection to 
health care patients must be protected, not preempted. Any portion of state 
laws which provide for a higher standard of privacy protection should take prece- 
dence over the national standard, which should set the minimum standard, not the 
ceiling. 

Based on the foregoing statement of principles, ACLU supports the Leahy-Ken- 
nedy-Markey bill known as the Medical Information Privacy and Security Act We 
would not support other proposed bills until they include, at a minimum, these basic 
principles. 
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In addition, ACLU urges that the Medical Information Privacy and Security Act 
be strengthened by providing for restrictions on the use of health research informa- 
tion even if most personally identifiable information has been removed. ACLU also 
believes that after-the-fact notice should be provided in the rare instances when 
health information has been disclosed to third parties such as law enforcement 
agencies without notice to or consent by the patient. Such a provision should also 
allow patients to pursue appropriate legal remedies. 

We thank you for the opportunity to present our testimony on this critically im- 
gortant issue, and look forward to hearing a response from Senator Jeffords and 
enator Leahy on the concerns which we have outlined above. 
The CHAIRMAN. Thank you. 
Ms. ZlEGLER. I have a stack of paperwork which is unnecessary 

to say a lot  
The CHAIRMAN. Sure. 
Ms. ZlEGLER. The two points I would focus on. I have something 

which was commissioned by the National Institute of Mental 
Health from the Mental Health Project in 1978. Part of their model 
statute included the right to have your records expunged with a 
court action or sealed. It was at the discretion of the court, but one 
reason I think it is so important•I should say my background. I 
was assistant to the director of a mental disability law clinic that 
served as a protection advocacy office. I also more or less coordi- 
nated an advocacy organization that was for and by people who 
had been locked up in mental institutions. I have a lot of experi- 
ence with highly confidential information. 

In the course of doing discovery I went through massive quan- 
tities of this kind of data, and the overwhelming thing that struck 
me was how pejorative and how often inaccurate this stuff was and 
the incredible impact it could have on someone's life, whether 
through disclosure, shared with providers or with the person's 
knowledge that this stuff was on paper. It is kind of like having 
stuff tattooed on you. Twenty years later what was said about you, 
which was simply hearsay or which is blatant falsehood and fab- 
rication, somehow has the force of absolute truth because it is in 
a chart, and the right to put an amendment saying that is not true. 
Well, I have seen people in court saying that is not true when the 
chart is cited as what has been going on, and nobody believes 
them. I am talking about people who have psychiatric labels or his- 
tories. So I would strongly recommend that you add this to the rep- 
ertoire because I think without it, the remedy is extremely inad- 
equate. 

I also think that the preemption is not a good idea in terms of 
you will probably come up with the lowest common denominator for 
legal rights. I think there is a real need for states to come up with 
more especially because some states may have model things that 
are good and innovative, and no one will be able to try them. The 
State of Michigan granted absolute right of access to records a cou- 
ple of years ago. They would not have been able to do that if there 
was Federal statute. 

The third thing is that I think that one of the issues that I came 
across which I do not hear raised, except today it was raised not 
as let us do something about it but just as part of the landscape, 
is the illegibility of records. You have no access to something you 
cannot read. And a staggering amount of what I went through in 
that discovery took ages just to try and decipher. One of the things 
that occurred to me is what would happen if it was between health 
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care providers and how incredibly dangerous. Let us say it was an 
allergic reaction to a drug or the amount prescribed. There should 
be something in the statute that requires notations to be in print 
rather than in cursive. I do not think that would be an unfair bur- 
den on anyone. To have signatures have print underneath and to 
have anything prior to that if it was enacted that you have a right 
to an explanation and a translation. People have talked about doc- 
tors' handwriting and they make a joke out of it, but it is no joke. 
If you want to see your own records and you cannot read them, and 
that has certainly happened to me, you never saw them. 

I think I have taken up more than 2 minutes. 
The CHAIRMAN. All right. We will certainly take your document. 
Ms. TARBELL. I am Phyllis Tarbell. I am a nurse. I work for the 

Dorset Nursing Association. We are the smallest home health agen- 
cy in Vermont, and I am also representing the Vermont Assembly 
of Home Health Agencies which is composed of the 13 not for profit 
Medicare certified agencies in the State. We serve between 15 and 
20,000 Vermonters each year. 

We are very concerned about the new OASIS regulations. Home 
health agencies are presently mandated to collect and transmit to 
the State of Vermont and thence to the Health Care Financing Ad- 
ministration OASIS data on every home health patient no matter 
what the pay source. OASIS records are very personal and sen- 
sitive patient identifiable medical information, far more personal 
than U.S. Census records which are sealed by law for decades. For 
instance, the OASIS includes all medical diagnoses; all current 
medications; mental clarity and behavior such as confusion, dis- 
orientation, verbal or physical aggression; high risk factors such as 
obesity, smoking, alcohol or drug dependency; patient's prognosis 
and even bowel and bladder habits are included along with each 
patient's name, Social Security Number, their Medicare and Medic- 
aid numbers and their financial status. And all Medicare certified 
home health agencies in the Nation are required by the new OASIS 
regs to encode this very private information to transmit it elec- 
tronically to their State and subsequently to HCFA starting April 
26th, 1999, and to electronically update those records every 2 
months thereafter at least. 

Every patient's right to privacy is being invaded by including 
those patient's names and identifiers in the documents. And I be- 
lieve tnat the Federal government should not have a warehouse of 
these identifiable, confidential medical records and that they have 
no right to receive and maintain those records without the patient's 
informed consent. And when patients become aware that the State 
and Federal government will be keeping the electronic files of their 
identifiable records, I think they will have some strong opposition. 

When patients refuse to allow the home health agency to trans- 
mit their OASIS information, HCFA has decided the agencies must 
stop providing care to those patients. Agencies will be forced either 
to abandon patients who refuse to allow transmission of their per- 
sonal information to HCFA or the agency can risk financial ruin by 
losing Medicare certification and, therefore, all Medicare revenue. 

All Vermont not for profit home health agencies have a mission 
to serve all in need of home care based on their medical needs, not 
on their ability to pay or their pay source. We cannot and we will 
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not abandon our patients if they exercise their right to refuse to 
provide their OASIS information to HCFA. Agencies that continue 
to provide care will be violating Medicare conditions of participa- 
tion and could lose their Medicare certification. It is just unbeliev- 
able to me that in these United States patients can be coerced to 
provide this information or have their coverage denied or their care 
terminated. 

There is a simple solution to this problem. Eliminate the patient 
names and the identifiers in the encoded and transmitted OASIS 
records. Agency assigned and protected unique patient numbers al- 
ready included on each OASIS record would enable investigation of 
potential patient specific problems by State or Federal officials on 
a need-to-know basis. 

These goals can be accomplished•the goals of OASIS were to au- 
thorize•let us see, to require that the home health agency submit 
information that the Secretary of Health and Human Services con- 
siders necessary to develop a reliable case mix system to establish 
a prospective payment system and to achieve a broad based meas- 
urable improvement in quality of care through Federal programs 
and they can•those goals can be met without including patients' 
names in that information. 

What if anything can we do about this before April 26th? If home 
health agencies are the only advocates of patients who are not al- 
ways able to advocate for themselves in every case, we can be 
viewed as self-serving, i.e., trying to get out of doing OASIS. That 
is not the problem that I have. Agencies have been cautioned not 
to present this information to patients in ways that might influence 
them to refuse permission. In good conscience I could not encourage 
a patient to consent to this unnecessary invasion of their privacy. 
Could you? 

My colleagues and I will be writing to the Secretary and to 
HCFA to ask them to eliminate patient names and identifiers from 
the OASIS before we give HCFA a Pandora's box of patient medical 
records on April 26th. 

Perhaps Congress could persuade them more quickly and effec- 
tively than we can possibly hope to. Thank you very much. 

The CHAIRMAN. Thank you very much. 
Ms. TARBELL. There is a copy of my OASIS document. 
[The prepared statement of Ms. Tarbell follows:] 

PREPARED STATEMENT OF PHYLLIS TARBELL, RN, BSNA, 

Dear Senators and Public, are you aware of the invasion of each individual's right 
to privacy and the loss of patient confidentiality created by the new home health 
OASIS requirement under current law. Home health agencies are presently man- 
dated to collect and transmit to the State of VT and thence to the Health Care Fi- 
nancing Administration (HCFA) which oversees Medicare and Medicaid,OASIS data 
on every home health patient, no matter what the pay source,(except minors and 
prenatal and postpartum mothers). 

OASIS records are very personal and sensitive patient identifiable medical infor- 
mation (see enclosed copy of the questions), far more personal than detailed US 
Census records which are sealed by law for decades. For instance, the OASIS in- 
cludes all medical diagnoses, all current medications, mental clarity and behavior, 
such as confusion, disorientation, verbal or physical aggression, delusional or para- 
noid behavior. The patient's prognosis, life expectancy, high risk factors such as obe- 
sity, smoking, alcohol or drug dependency, even bowel and bladder habits, are all 
included, along with each patients name, Soc. Sec. number, Medicare, Medicaid 
numbers and the patient's financial status. All Medicare certified home health agen- 
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cies in the nation are required by the new OASIS regulations to encode this very 
private information and transmit it electronically to their state and subsequently to 
HCFA, starting April 26, 1999 and to electronically update those records at least 
every 2 months thereafter. 

Every patient's right to privacy is invaded by including patient names and other 
identifiers in the OASIS document The federal government should not have a ware- 
house of patient identifiable, confidential medical files on every home health patient 
covered by Medicare, Medicaid, private insurance or even private pay. HCFA has 
no right to receive and maintain personally identifiable OASIS files on patients, par- 
ticularly those not even covered by Medicare or Medicaid, unless patients give their 
informed consent for transfer of that information. When patients become aware that 
the state and federal governments will be maintaining electronic files of their per- 
sonally identifiable, private and confidential medical records, I think there will be 
very strong opposition. 

If patients refuse to allow the home health agency to transmit their OASIS infor- 
mation, then HCFA has decided that agencies must stop providing care to those pa- 
tients. Agencies will be forced either to abandon patients who refuse to allow trans- 
mission of their personal information to HCFA, or risk financial ruin by losing 
Medicare certification and all Medicare revenue. 

All Vermont not for profit home health agencies have a Mission to serve all in 
need of home care, based on their medical needs not on ability to pay or pay source. 
We cannot and will not abandon our patients if they exercise their right to refuse 
to provide their OASIS information to HCFA. Agencies that continue to provide care 
to those patients Will be violating Medicare Conditions of Participation and could 
lose their Medicare certification. It is unbelievable that in these United States pa- 
tients can be coerced to provide this information, or have: 

1. Medicare/Medicaid coverage denied 
2. Medically necessary care terminated even if they are not covered by MC/MA 

or choose to pay privately. 
There is a simple solution to this problem; eliminate patient names and other 

identifiers from all encoded and transmitted OASIS records. Agency assigned and 
protected unique patient numbers already included on each OASIS patient record 
would enable investigation of potential patient specific problems by state or federal 
officials on a need to Know basis. The Federal Register 1/25/99, states (quote): "Sum- 
mary: "Section 4602(e) The Balanced Budget Act authorized the Secretary (of the 
Dept of Health and Human Service) to require that home health agencies submit 
any information the Secretary considers necessary to develop a reliable case mix 
system, ... to establish a prospective payment system (PPS) for home health agen- 
cies and to achieve a broad based measurable improvement in quality care furnished 
through Federal programs." Did Congress really mean "any information the Sec- 
retary considers necessary"? That is far to much freedom to decide what might 
or might not be necessary to achieve any goal. 

These goals can be accomplished without patient names and other personal identi- 
fiers encoded and submitted in the OASIS records. There is no justification or need 
to include patient identification routinely for anyone except direct medical care pro- 
viders to see. Medicare surveyors that regularly inspect home health agencies have 
always had access to every home health agency patient's medical record during sur- 
veys and when problems or complaints arise. But never before have identifiable pa- 
tient medical records been copied, removed from the agency, and constantly updated 
and maintained by the state and federal governments for government staff to access 
and retrieve. 

The nursing home industry has already been forced to provide similar personal, 
private medical information (MDS) on every Medicare or Medicaid patient they 
serve. Home health is now to send information (OASIS) on every patient regardless 
of payment source (except minors and prenatal and postpartum mothers). There is, 
I understand, a progressive plan for more and more health care providers, including 
hospitals, to send HCFA their patient information, until eventually the federal gov- 
ernment will have personally identifiable medical files on each and every one of us. 
It is none of their business and it is wrong. 

What, if anything, can we do about it before April 26, 1999? If home health agen- 
cies are the onlv advocates of patients who are not always able to advocate for them- 
selves, we will be viewed as self serving, ie "trying to get out of doing OASIS". Agen- 
cies have been cautioned not to present this information to patients in ways that 
might influence them to refuse permission. In good conscience I could not encourage 
a patient to consent to this unnecessary invasion of their privacy. Could you? 

I and my colleagues will be writing to ask the Secretary and HCFA to ask them 
to eliminate patient names and identifiers from OASIS, before we give HCFA a Pan- 
dora's box of patient medical records on April 26. 
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But perhaps Congress could persuade them more quickly and effectively than we 
can possibly hope to. 

Thank you. 
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The CHAIRMAN. Vicki. 
Ms. GIELLA. My name is Vicki Giella of the Area Agency on 

Aging in Northeastern Vermont. I am speaking from the perspec- 
tive of a very small local rural agency, and I would just like to 
speak on behalf of balance in the area of individual need for pri- 
vacy and agency needs to collaborate. 

We work very much within an environment of confidentiality and 
releases. We never share information without release from clients; 
however, more and more as the health care environment changes 
we are working within coalitions and within consortiums of health 
care providers. So whatever•however the laws are changed, it is 
important that these local providers, and this is even within an 
area where there is not very much managed care, still in order to 
effectively work with patients, we are going to need to be able to 
share patient information. And so whatever kinds of ways in which 
the rules are changed and privacy is enhanced, we still•we do not 
want those rules to create a situation in which we will not be able 
to care effectively for very•in many cases very frail people and 
have their health care harmed by those regulations. I am saying 
this completely within the context of confidentiality and releases, 
personal releases. 

The CHAIRMAN. Thank you, all four of you. I appreciate that in- 
formation, and we will make that part of the record. We will be 
back in touch with all of you I am sure, as we proceed along. 
Thank you again. 

Our final panel is Patrick Biggam of Vermont Labor Council; 
Brian Travis, M.D., medical director of Central Vermont PHO; 
Julie McGowan, UVM and AMIA. 

Patrick first. 

STATEMENTS OF PATRICK BIGGAM, ESQ., VERMONT LABOR 
COUNCIL, MONTPELIER, VT; BRIAN TRAVIS, M.D., MEDICAL 
DIRECTOR, CENTRAL VERMONT PHO, BERLIN, VT; AND 
JULIE MCGOWAN, UNIVERSITY OF VERMONT, AMIA, BUR- 
LINGTON, VT 
Mr. BIGGAM. Thank you very much, Senator. My name is Patrick 

Biggam, and I am an attorney in Montpelier here on behalf of the 
Vermont Labor Council, AFL/CIO. I am a practicing attorney for 20 
years in Montpelier, and our firm probably does more Worker's 
Compensation claims than any other firm in the State. In addition, 
I am past president of the Vermont Trial Lawyers Association. 

The Vermont Labor Council's position is that protection of medi- 
cal records is obviously a very good thing, and they are interested 
in the same rights and protections for the members as they are for 
the people and the public at large. The problem that we see hap- 
pening, however, is Worker's Compensation carriers seek to be ex- 
cluded from this bill. They have done so on the State levels, and 
they are doing so on the national level as well. 

Now this exclusion is not a small exclusion. There are over 113 
million employees covered by the Worker's Compensation system in 
this country. It is a $70 billion industry. In Vermont alone there 
are in excess of 25,000 first reports of injury. We represent granite 
workers obviously being in Central Vermont, but the bulk of our 
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clients are either secretaries, nurses aides, people in white collar 
positions as well as blue collar jobs. We have a lot of carpal tunnel 
injuries that we see. We have a lot of back injuries that we see that 
are related to all walks of life. 

What happens when a person is injured in Vermont under the 
Worker's Comp system is they must sign a medical release for all 
of their medical records to the Worker's Compensation carrier. I 
have two releases that I have brought with me from two cases that 
we currently have. The first release is from Chubb Insurance Com- 
pany, and it required our client to authorize every doctor, dentist, 
medical practitioner, pharmacist, hospital, insurance company, con- 
sumer reporting agency and employer to provide them with any in- 
formation which is with respect to their diagnosis, treatment or 
prognosis of their medical condition and any nonmedical informa- 
tion about me which is relevant and requested. Now that is one 
type of release that is mandated by Chubb in order for a worker 
to collect Worker's Comp insurance. 

The second release that a client was required to sign is even bet- 
ter. This one says, dear doctor, we have received notice of an indus- 
trial claim. Please send us all of your medical records. Since this 
is a Worker's Comp claim, no medical authorization is required. 
Now this was from Safeguard. What is happening in Worker's 
Comp  

The CHAIRMAN. Is that accurate? 
Mr. BIGGAM. Well, in Vermont that is not accurate. The problem 

in Vermont is that there is a Form 7 release. Very few insurance 
companies provide the Form 7 to the worker. Of the 25,000 claims 
that are filed in Vermont, less than 1,500 have an attorney who 
gives any advice to the people about what their requirements are. 
And so as a result, they get away with a lot of these letters and 
releases. 

The other thing is what are they doing with this information. We 
have talked about Big Brother and the collection of databases. I am 
informed that the American Insurance Services Group, which is an 
insurance company database, has in excess of 57 million claims in 
the national database, which I am sure include my clients and the 
records that I have been required to give to those insurance compa- 
nies. They do it on the allegation of prevention of fraud. On the 
other hand, how many people want their medical records in a na- 
tional database of this sort? 

So basically I would argue and simply in a presentation is we 
support the bill. We would not like to see any exclusion for Work- 
er's Compensation because what you are trying to protect on one 
hand is going to be let out the back door on the other if Worker's 
Comp is excluded. Thank you. 

The CHAIRMAN. Thank you. 
Dr. TRAVIS. My name is Brian Travis. I am the medical director 

at the Central Vermont PHO. I am also the director of the depart- 
ment of laboratory, medicine and pathology both at Central Ver- 
mont Hospital and Gifford Memorial Hospital in Randolph. As a 
specialist in surgical pathology, I serve around 25,000 people in the 
Central Vermont area and render 40 or 50 diagnoses•individual 
diagnoses a day at a subspecialty level on these patients which in- 
fluence their life profoundly including whether or not they are 
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going to have major surgery, whether they have to undergo dan- 
gerous chemotherapy or radiation therapy. 

I am sitting there like in my office, which is right upstairs, every 
day making these huge decisions, and I need to have information 
right at my hands to important X-rays, to previous diagnoses of 
cancer or not, to the fact of whether they might have HIV or any 
other thing that might help me to make this decision that influ- 
ences their life profoundly. A mistake made there can lead to abso- 
lute tragic consequences. 

And subspecialists like myself need to have as much information 
as we need. I do not care what their name is, but we need to have 
as much information as we need at the point that we make that 
decision if you want us to continue to support the infrastructure of 
the best medical system in the world. 

Along with this kind of access needs to go•needs to be accom- 
panied by protection which is the whole thrust of your legislation. 
The audit system alluded to by Dr. Gettinger and later by Dr. 
Ward is something that every hospital that I know of in Vermont 
is capable of implementing if they have the right mandate. Every 
time a medical record is accessed by a provider, there can be a log 
of who it was and when they did it. And if we were mandated, we 
could go through these logs in a systematic quality manner to look 
at the accesses that were not appropriate and take appropriate ac- 
tion. 

A guideline for appropriate action also needs to be promulgated. 
It is left up to the individual institution what is appropriate action 
at this point. The reason I know this is because I am a computer 
programmer also in the modern computer languages and am famil- 
iar with the systems that we have here, and at Gifford and in other 
places. 

The last vignette that I have for you is that it is a Federal man- 
date through the JCAH, or joint commission, to put the patient's 
name on all requisitions for lab tests or anything else. That needs 
to be done away with so that maybe we could use a number or 
something so that six or eight people do not see the name as this 
request is entered into the system. 

The CHAIRMAN. Thank you. Very helpful. 
Yes. Julie, please proceed. 
Ms. MCGOWAN. My name is Julie McGowan, and I am a medical 

informatics researcher at the University of Vermont. I am also a 
member of the Public Policy Committee of the Medical Informatics 
Association, a national association of almost 4,000 physicians, re- 
searchers, health information professionals and others interested in 
the use of information technology to support health care delivery. 
My comments reflect my own and as a member of this organiza- 
tion. 

I would like to begin by thanking Senator Jeffords for introduc- 
ing S. 578 and both senators for taking a leadership role in exam- 
ining one of the most critical issues facing health care today. I 
would also like to thank the staff of the U.S. Senate committee for 
their willingness to listen to our concerns and formulate a balanced 
approach to the need for patient confidentiality and the need for in- 
formation dissemination in support of health care delivery and re- 
search. 
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Information professionals are commonly perceived as placing the 
need for easy transmission of health care information ahead of the 
privacy rights of patients. Nothing could be farther from the truth. 
We support strong uniform Federal confidentiality standards to en- 
sure that each individual can feel secure that his or her health in- 
formation is protected. We also feel that all health information 
should receive the same protections regardless of format, whether 
that format is a paper record or an electronic medical record. 

In the area of research, academic health centers such as the one 
at the University of Vermont have established thorough IRBs to re- 
view proposed research and ensure that patient's rights are pro- 
tected. This is especially critical in prospective research in which 
patients are recruited to participate in various studies. However, 
sometimes it is more effective to use data from large aggregate 
databases or data elements from individual records from which all 
identifying information has been removed. 

In these instances it is•it frequently becomes problematic to 
seek individual patient permission to use information in a medical 
record which is 10 or 20 years old. Although the information is old 
and/or aggregated, it is still critical to ensure the patient's privacy. 
Again, the IRB should review such study designs with the concept 
of patient confidentiality protection as paramount. 

In today's, health care environment high quality and low cost are 
top priorities. Institutional quality assurance initiatives also need 
access to patient records and aggregate databases. Often these do 
not fall under the umbrella of research or IRBs. However, it is es- 
sential that all policies and procedures regarding the use of pro- 
tected health information be consistent with Federal policy for the 
protection of human subjects. 

Senator Jeffords' bill has gone a long way in addressing these 
issues. It presents a balanced approach between the rights of pa- 
tients regarding personal health information and the needs of 
health care providers and researchers to use such information to 
deliver care to the individual and to promote health for all citizens. 

Thank you, Senator Jeffords. 
The CHAIRMAN. Well, thank you all very much. The time has 

come to an end, unfortunately. In many respects, we have heard 
wonderful testimony today. I deeply appreciate everyone who has 
assisted us. I also, of course, want to thank the Central Vermont 
Medical Center, especially its CEO, Daria Mason, who gave us fan- 
tastic help, I appreciate it; my reporter who is still rapping away 
and doing very well; and all of you for coming and helping us with 
this very, very important issue. The outpouring of people we have 
had today, as well as the testimony from our witnesses, dem- 
onstrates that this is obviously a matter of deep and high concern 
to Vermonters. 

I am sure I speak for Senator Leahy when I say that he and I 
will make sure that Vermont's interests are as well protected as 
possible. Thank you all. With that we will close the hearing. 

The record will be open for 2 weeks if anyone desires to cor- 
respond with us. 

[Whereupon, at 12:16 p.m., the committee was adjourned.] 
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