
Issues in the Use of Genetic 
Technologies in Forensics



Forensic Science
• How are DNA technologies being used for forensic purposes?

• From whom are samples collected for criminal justice and 
identification purposes? Expansion?

• Are these samples made available for other uses?

• Privacy?

• How are Federal and State forensic DNA policies and databases 
coordinated?

• Legal and social issues being raised?





Forensic Science

• Application of science in the investigation of legal 
matters

• Scientific knowledge and technology are used to serve 
as witnesses in both criminal and civil matters

• Science may not offer definitive solutions for all 
scenarios; it does provide a special investigative role

• Goal is “attribution” – i.e., who committed the crime





Human Identity Testing

• Forensic cases – criminal, civil
• Paternity testing -- identifying father, nursery mix-ups, 

immigration, inheritance
• Historical investigations
• Population studies, human diversity, anthropology
• Missing persons investigations
• Mass disasters 
• Military DNA “dog tag”
• Convicted felon DNA databases
• patient sample mix-ups



• Forensic testing (Criminal)
– ~20,000 cases per year in U.S.
– 75% involve sexual assault

• Paternity Testing (Civil)
– ~250,000 cases per year in U.S.
– now use DNA, not serology

• Exclusions
– ~30% of all test results

DNA Analysis Overview



Tissue Sources

• blood
• semen
• tissue
• bone, tooth
• hair root
• saliva
• urine



Methods

• RFLP/VNTR typing

• PCR - HLA-DQA1, Polymarker loci by reverse dot blot assay (SNP)

• PCR – D1S80 locus (VNTR) typing by electrophoresis and silver staining 

• PCR – STR loci typing by capillary electrophoresis and fluorescence

• PCR – mitochondrial DNA by capillary electrophoresis and fluorescence

• PCR – Y STR loci by capillary electrophoresis and fluorescence

• PCR - SNPs
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Non-human DNA Applications

Wildlife issues are applying DNA methods 
more frequently 

? Smuggling

? Poaching

? Population management





Database

?A database is an organized file or files of data that can be 
searched to retrieve information

?DNA databases compare crime scene evidence to a 
database of DNA profiles obtained from convicted 
offenders for investigative leads





Database Files
?Convicted Offenders File

?Forensic File

?Missing Persons File

?Relatives of Missing Persons File

?Human Remains File

?Population Statistics Files

?Suspect Files



DNA Databasing Creates Other Successes

• Collaboration and cooperation - laboratories work 
together and continue to work together on technology

• Laboratories collaborate on business processes

• Laboratories work together on investigations

• Laboratories continue to provide new ideas for DNA 
typing and data banking



DNA Databases
Implemented or Planned (2002)

Australia
Austria
Belgium
Canada
Croatia
Czech Republic
Denmark
Estonia

Finland
France
Germany
Hong Kong
Hungary
Italy
Netherlands

New Zealand
Norway
Northern Ireland
Poland
Portugal
Scotland
Singapore

Slovak Republic
Slovenia
Spain
Sweden
Switzerland
United Kingdom
United States



While there are different policies and practices among 
countries that employ forensic DNA databases, 

the genetic data are sufficiently compatible for exchange 
on an international level to assist in resolving crimes



• Expansion of crimes

• Expansion to include arrested persons

• Expansion to include indicted persons 

• Terrorism related offenses

With Success



Rights of the Individual vs. Society



• Persons convicted of specified crimes

• Crime scene specimens

• Unidentified human remains

• Relatives of missing persons

• Suspects???

• DNA Samples 

Data Stored



• Can suspects (exonerated) be searched against other cases 
at a later date?

• Can human remains be searched against unsolved cases?

• Privacy protection for relatives of missing persons!

• Should DNA samples be stored?

Data Stored
Privacy



• Old cases may fall under statute of limitations

• Describe unknown perpetrator by DNA profile (John Doe 
warrant)

• Extend Statute of Limitations

• Repeal or eliminate Statute of Limitations

Preserving Prosecutions



Privacy Concerns

• To Address concerns that DNA data & samples will be 
used inappropriately 

– Limited Access to the DNA data & samples by Law, 
Regulation, Policies/Procedures

– Employ Law Enforcement Identification Markers 
[useful for identification purposes only and does not 
reveal “medical or disease-related information”]



Federal Law



DNA Identification Act of 1994

• Authorized a National DNA Identification Index 

• Requirements for the type of information contained in the Index,
and 

• Requirements for Participation in the Index.
– 42 U.S.C.A. §14132



Type of Information

• DNA records of Persons Convicted of Crimes

• Analyses of Samples Recovered from Crime Scenes

• Analyses of Samples from Unidentified Human Remains

• Analyses of Samples Voluntarily Contributed by Relatives of 
Missing Persons  (1999 Amendment) 



Type of Information

• Index shall include only Information –

– Based Upon Analyses Performed by or on behalf of a 
Criminal Justice Agency in Accordance with the FBI 
Director’s Quality Assurance Standards;

– Prepared by Laboratories and Analysts that Undergo 
Routine (twice a year) External Proficiency Testing; 
and  



Type of Information

• Index shall include only Information –

– Maintained by Federal, State and Local Criminal 
Justice Agencies that allow limited disclosure of stored 
DNA samples and DNA analyses.



Limited Disclosure

• Very Limited Access to DNA Samples & Analyses

– To Criminal Justice Agencies for Law Enforcement 
Identification Purposes;

– In Judicial Proceedings, if otherwise admissible 
pursuant to applicable statutes and rules;

– For Criminal Defense Purposes, to a defendant who 
shall have access to samples and analyses performed in 
connection with his/her case; 



Limited Disclosure

• Very Limited Access to DNA Data & Samples

– If Personally Identifiable Information is Removed, for a 
Population Statistics Database, for Identification 
Research and Protocol Development Purposes or for 
Quality Control Purposes. 



QC And Privacy Requirements

• DNA Act expressly provides that ACCESS to the National 
Index is subject to CANCELLATION if these QC and 
Privacy Requirements are not met. 



Federal Privacy Requirements

• Imposed on States 

– Through Participation in the National DNA Index 
System - NDIS  [42 U.S.C.A. §14132]; or

– Through their receipt of Federal Byrne Grant [DNA 
Act, §210302] or Forensic DNA Laboratory 
Improvement Program Funding [42 U.S.C.A. § 3796kk 
et seq.].  



Federal Privacy Requirements

•Imposed on States by  --

Federal Law



Federal Privacy Requirements

• Federal Statutory Requirements Imposed on States –

– For Participation in NDIS - Express Provisions in the 
Memorandum of Understanding that Must be Signed by 
State Official Having Authority to contract on Behalf of 
the State 



Federal Privacy Requirements

• Federal Statutory Requirements Imposed on States –

– For Receipt of Federal Funding - Express Provisions in 
the Statutory Assurances Form that Must be Signed by 
the Head of the Agency Applying for the Grant 



State Law

Data are a little dated, but indicative of issues



Penalties for Unauthorized 
Disclosure 

• Over 60% of the State laws contain provisions that 
penalize the unauthorized disclosure of DNA data &/or 
samples
– Most state laws penalize as a misdemeanor offense



Penalties for Tampering with 
DNA Sample 

• Fifteen State laws contain provisions that penalize attempts 
to tamper or tampering with a DNA sample
– Most state laws penalize as a felony offense



?Certain associations with STR loci and disease have been 
reported

?Expansion repeats have been directly involved in certain 
diseases

?The forensically employed STRs do not encode proteins 
and thus are believed to not be associated with 
characteristics that may impact on privacy of the 
individual

?Relative risk is so low to provide any information (do not 
confuse association with direct relationship)

Disease Associations 



?TH01 (an STR) in first intron in the gene tyrosine 
hydroxylase (TH)

?TH locus encodes an enzyme involved in synthesis of
catecholamines

?TH locus is a candidate gene for associations with
neuropsychiatric diseases - bipolar disease and 
schizophrenia

?There may be mechanisms that are involved with TH

Associations 



? TH01 10 allele has been reported to be associated with SZ (French 
Tunisian)

?No family history associated with allele

?Other studies show no association with 10 allele

?No data support prediction for susceptibility to BPD or SZ

? Even if one could use TH01 data the value is low

? 0.5-1.0% of population has BPD, if TH01 had a relative risk of 2, the 
individual’s relative risk would increase to 1-2%

Associations 



Conclusions 

• How are DNA technologies being used for forensic purposes?

• From whom are samples collected for criminal justice and 
identification purposes? Expansion?

• Are these samples made available for other uses?

• Privacy?

• How are Federal and State forensic DNA policies and databases 
coordinated?

• Legal and social issues being raised?




