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A Message from the
Editor-in-Chief

DAVID C. WILLIAMS

e are pleased to present this second special edition of the Journal. This edi-

tion focuses on important issues and challenges facing the new administra-

tion, as seen from the perspective of the Inspectors General. The issues
identified concern the programs that form the backbone of our Federal government, such
as defense, health care, and the environment, as well as the ability of our infrastructure to
adapt to trends in information technology and financial management.

The success of the Inspectors Genera (IGs) in every department and agency is
dependent, in large part, on devel oping an effective working relationship with senior
management and progressing toward common goals. In the same way, senior managersin
these departments often find that their successis dependent on an effective working rela-
tionship with the IGs. The job of the new administration coming to Washington isto cre-
ate and carry out important policy. But together the new administration and the Inspectors
General must maintain the confidence of the American people by ensuring that the busi-
ness of government is conducted in afair and efficient manner. In government, more than
any other sector of our society, the means of developing and implementing policies can
be just as important as the policies themselves.

The articlesin thefirst part of this series chronicle the progress made by previous
administrations towards reforming Federal programs to ensure their successful adminis-
tration within the framework of the laws that created them. This Journal chroniclesthe
progress that the Inspectors General, with their unique mission mandated by Congress,
hope to make in keeping essential programs efficient, effective, and free of waste and
fraud. 1t should also be a helpful introduction to how working with the |G can help new
executives succeed in accomplishing their goals.

Charting the future of these great Federal programs now falls to the officials el ected
by the people. Those appointed to carry out the work of elected officials must be able to
assume stewardship under optimal conditions. In embarking in new directions, thereis
value in knowing how initiatives have evolved and of past efforts to assure their vitality.

The Inspector General Act that created our officesis avery American law. With this
Act, Congress placed an executive within each department and agency to independently
assess performance and assure integrity. This does not create a necessarily adversarial
relationship between senior management and the 1G. Quite to the contrary, many execu-
tives have found the independent voice of the Inspector General an asset and assurance of
public policy that has been done right and will work. This unique partnership, with two
independent entities working toward the same goal, is testimony to the vitality and cre-
ativity of American democracy in the 21 century. We wish the new administration well
inits efforts to create abody of critical Federal programs—and as Inspectors General we
dedicate ourselves to supporting these efforts.
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An Introduction to the
Inspector General
Community

he civilian Inspectors General (1Gs) occupy a unique niche in Federal executive

branch agencies. They possess a broad range of independent statutory authorities

to examine the efficiency and effectiveness of agency operations as well asto
detect fraud, waste and abuse in agency programs. All of the IGs perform two distinct
roles: to promote efficient and effective program management and to deter future prob-
lems. Their direct customers include agency heads and Congress as well as the program
managers and administration officials who act on |G recommendations.

The relationship between an Inspector General and the agency is complex and,
because of the |G’s statutory authorities, it necessarily differs from the way that the
agency interacts with its other components. Properly managed, however, the relationship
isamost always mutually productive. The agency receives the benefit of the IG’'s well-
informed and highly objective oversight of its activities, typically generating major man-
agement improvements, future operating economies, and significant recoveries of
erroneoudly, improperly, or fraudulently paid funds. In turn, the IG accomplishesits goals
of promoting the integrity, economy, and efficiency of Federal government operations
much more effectively through a cooperative relationship with the agency. The ultimate
beneficiary of a constructive dynamic between the agency and its G is, of course, the
American taxpayer, who receives more effective programs and services from the Federal
government at alower cost.

This article briefly explainsthe IGs’ organization, roles, and accomplishments, and
their dealings with their agencies and Congress. The articles that comprise the body of
this edition of the Journal illustrate the range of the IGs’ activities and offer commentary
from the |G perspective on the most significant issues likely to face the Federal govern-
ment during the new administration.

The Inspector General Act

Fraud, waste, and abuse, as well asinefficiency and ineffectiveness, have been historically
perceived as significant problems in Federal programs. During the 1960's and 1970's, a
series of congressional studies identified a number of systemic shortcomingsin the way
the executive branch addressed its integrity and efficiency issues, including:

serioudly deficient coordination between agency management and law enforce-
ment officials

fragmentation and lack of independence of agency audit and oversight compo-
nents
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inadequate communication among agency auditors, investigators, and program
management, even when wrongdoing was discovered
insufficient public accountability by Federa officials.

These findings became the foundation for the Inspector General Act of 1978, the
seminal document of the inspector general community. The Act addressed Congress’ con-
cerns by establishing Offices of Inspector General in 12 of the largest Federal agencies.
The Act has been amended many times since then, and now provides for IGsin 57 agen-
cies. It remains the cornerstone of every 1Gs' organizational existence and operations.

Impact of IG Activities

The work of |G offices generates tangible results that benefit Federal programs in many
ways. Financially, audits and investigations often provide a basis for recovery of funds
that may have been paid erroneously, improperly, or fraudulently. In addition, |G reports
identify programmatic improvements that can produce future savings from avoidance of
unnecessary costs. The criminal convictions, administrative sanctions, and personnel
actions resulting from the IGs' activities represent corrective action directly against per-
sons or entities whose improper conduct has caused loss or harm to Federal programs.
The table below reflects some of the tangible achievements of the 57 |G offices dur-
ing FY 1991-1999 (the most recent period during which standardized reporting criteria

have been used).

Integrity Impact of IG Activities FY 1991-1999
Impact Measure Total Results
Recommendations in audit reports that $106 billion

costs be disallowed or funds be put
to better use

Financial recoveries resulting from $13 billion
0IG investigative activities

Successful prosecutions 122,000

Administrative sanctions 47,000

Personnel actions 19,000

Source: PCIE/ECIE Progress Reports to the President, FYs 1991-1999; all numbers cited include results reported by the
Office of Inspector General of the U.S. Postal Service, in its oversight role regarding the Postal Inspection Service.

IG Organizational Characteristics and Authorities

While by no means an exhaustive list, |G offices governmentwide reflect the following
characteristics and authorities:

Appointment of the Inspectors General: The Act currently provides for IGsin 29 agencies
to be appointed by the President, subject to Senate confirmation. These generally (albeit
not exclusively) represent the largest agencies. The 1988 amendment to the Act created 1G
positions to be appointed by the agency head in another 28 agencies. Thereis no difference
in authority or responsibility between the two categories of 1Gs. Regardless of the appoint-
ment authority, Congress must be notified when an 1G is removed from office.

Oversight by the agency head only: Asameans of assuring that |G activities would
receive attention at the highest level of the agency, the Act specified that the |G would be
under the general direction of the agency head.

Operating responsibilities and independence: The IGs conduct, coordinate, or oversee all
audits and criminal investigations of their agencies’ programs. Every |G has full authority
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to select, plan, and conduct the work that their offices will undertake. While inclusion of
this provision in the Act reflected congressional concerns that the |Gs could otherwise be
diverted from their statutory role, in practice the 1Gs always seek agency input regarding
the scope and subject matter of their operations. As afurther means of protecting the IGS
objectivity, the Act prohibits them from managing any operational program of the agency
or supervising the activities of any agency employees outside the Office of the Inspector
General.

Accessto information: TheAct ensures the |GS' access to agency records and personnel
to obtain the information needed for audits and investigations. For records located outside
the agency, the | Gs hold subpoena authority to obtain documentary evidence, which is
enforceable in Federal court.

Organization: The presidentially-appointed |Gs must designate an Assistant Inspector
General for Audits to manage their audit activities and an Assistant | nspector General for
Investigations to manage their criminal investigation activities. While not required by
statute, almost every presidentially-appointed |G has established a deputy position, filled
by a career executive.

|G infrastructure: Asareflection of congressional concerns that the |Gs operations could
be compromised through administrative action, the Act provided | Gs with independent
management authority in several areas. For example, the |G has exclusive authority to
contract for goods and services, to obtain offices and facilities, and to exercise full per-
sonnel management authority for its employees (below the Senior Executive Service
level). Funding for the presidentially-appointed |Gs is appropriated into a specific
account separate from other agency funds. As authorized by the Act, nearly every |G has
also established its own office of counsel separate from the agency’s general counsel
(typically with the agency’s full concurrence), to provide legal advice on issues pertaining
to audits, investigations, and application of the |G Act.

IG Operations—Audits, Investigations and Related Activities

The Inspector General Act requirement that 1Gs conduct, control, or review all audit and
investigative activities of their agency ensures that efforts to improve integrity and effi-
ciency are appropriately coordinated. Further, as envisioned by the I1G Act, the consolida-
tion of employees representing several different professions (auditors, investigators,
attorneys, analysts, and other disciplines) in the same organization produces a highly
effective, synergistic approach to program integrity issues.

OIG resources are weighted toward the audit function, and are designed to track the
agency’s activities and focus on performance (i.e., efficiency and effectiveness) and com-
pliance issues. Among the matters that 1Gs address through their audit programs are:

determining acceptability of agency financial statements under government audit-
ing standards

identifying programmatic improvements

identifying ways that funds could be put to better use

determining whether contractors or grantees have met their responsibilitiesto the
government

determining whether agency funds have been paid properly, and

identifying payments that should be recovered.

With the significant pieces of management reform legislation enacted during the past
several years, the |Gs also monitor their agency’s progress toward improved government
performance and greater results for the taxpayer. The IGs' stature within the agency pro-
vides for this oversight function and allows the I G to share helpful suggestions and rec-
ommendations for overall management improvement as well as legislative compliance.
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All 1G audit work is designed and conducted so as to comply with the GAO Gov-
ernment Auditing Standards (the “ Yellow Book™). The IG community operates the
Inspector General Auditor Training Institute, with a curriculum designed to teach both
introductory skills and more advanced audit techniques to |G auditors and audit-rel ated
staff. The Yellow Book standards serve as a foundation for the training provided by this
organization.

The IGs perform criminal and civil investigations of fraud and abuse against their
agency’s programs. | Gs are required to report suspected violations of Federal criminal
law directly to the Attorney General. They work cooperatively, and frequently in task
forces or joint projects, with the Department of Justice, the United States Attorneys, and
other Federal and state law enforcement agencies on criminal investigations. Virtually al
|G criminal investigators exercise law enforcement authority, either through a direct statu-
tory grant to their agency or under deputation by the Department of Justice. Currently,
over 2,700 I1G criminal investigators hold enforcement powers through these arrange-
ments, including the authority to carry firearms, make arrests, and obtain and execute
search warrants.

The IGS' investigative activities are subject to the government-wide standards and
coordination of the Department of Justice. The |G community has also issued quality
standards for its investigative activities and operates the Inspector General’s Criminal
Investigators Academy, to assure that the quality of 1G criminal investigations personnel
and practices is equivalent to other law enforcement agencies. A law passed in the 106"
Congress provided for establishment of an |G forensics laboratory to assist |G officesin
their investigations.

In addition to the audit and investigative activities required by the Act, many 1Gs
have established complementary offices—usually titled as offices of inspection or evalua-
tion—with the capability to provide timely, highly focused analytical studies on particular
issues, topics, or programs. The PCIE has also published professional standards for this
work, derived from the * Yellow Book” requirements.

Reporting

The principal G work product is an audit, investigative, or inspection report, normally
issued to the official within the agency responsible for the program area addressed by
the report. Investigative reports may be sent to a U.S. attorney for prosecutorial consid-
eration or be shared with other Federal law enforcement agencies if they appear rele-
vant to government-wide initiatives. The “Yellow Book” reporting standards may
require an audit report to be issued in draft for review and comment before being issued
as afinal report.

The |G semiannual report is the other cornerstone of |G reporting. It ensures periodic
formal reporting to Congress on integrity and efficiency issues by both the 1G and the
agency. The wide range of mandatory reporting topics reflects Congress’ continuing inter-
est in fostering public accountability on matters related to effective management of Fed-
eral programs. The required topics include:

list of every audit issued during the reporting period

detailed accounting for several categories of financial impact of audit activities
narrative summaries of significant audits and investigations

|G commentary on proposed legislation and regulations which may affect the
integrity or efficiency of agency programs

identification of significant problems, abuses, or deficiencies in the agency
summary of any instances where the agency declined to provide requested infor-
mation to the OIG

identification of matters referred to prosecutorial authorities.

The semiannual report isissued to the agency head, who forwardsiit to Congress
with a separate message, accounting for agency actions in response to 1G reports and the
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status of unresolved |G recommendations. In addition, the agency may provide its com-
ments on significant efficiency and integrity issues.

Agency Relationships with the IGs

The overall success of the |G concept can be attributed in part to the effective working
relationships that have evolved over the years between the |Gs and agency heads. These
relationships, based on cooperation, mutual respect, and trust, form the foundation for
promoting the efficient and effective use of government resources and preventing and
detecting fraud, waste, and abuse. While easily said, these relationships are complex and
can, at times, be strained by compelling issuesthat arise. The IGs' ability to maintain an
ongoing dialogue and have ready accessto the agency head can serve to alleviate some of
these inherent conflicts.

In their vision statement, issued nearly a decade ago, the | Gs declared themselvesto
be “agents of positive change,” or catalysts, who identify issues and problems that need to
be addressed and facilitate positive solutions. | Gs are constantly seeking opportunities to
have a positive impact on the programs they audit, investigate, or inspect. They strategi-
cally plan their work to focus on the greatest risks and top prioritiesin their particular
agency. In thisregard, the |G can be a partner in help-
ing the agency head solve the agency’s programmatic
and operational problems and promoting a more effi- The overall success of
cient and gffective gover_nment for_the te_\xpayer. the IG concept can be

Aswith any professional relationship, expecta- . .
tions on both sides must be made clear. Over theyears,  attributed in part to

agency heads have come to rely on the independent the effective working
review and analyses, based on professiona standards, ] .

that the |Gs bring to bear on difficult and complex relationships that have
issues. However, there are some statutory limitations evolved over the years

on the IGs' role, necessary to maintain their objectiv-

ity. For example, the IGs, by law, cannot compromise between the IGs and
their independence by taking action on their own agency heads.

reports or recommendations, or making or implement-

ing policy decisions about the direction of programs

they have reviewed.

Normally, the IG and agency resolve any differences that may arise through ongoing
dialogue with each other. However, in the rare instances when it does not appear possible
to reach consensus on the resolution of issues identified by audits, investigations, or
inspections, the |G may useits ability to report issues directly to Congress as a means of
focusing attention on serious problemsthat it believes require immediate attention.

Government-wide Coordination

The President’s Council on Integrity and Efficiency (PCIE) and the Executive Council on
Integrity and Efficiency (ECIE), established by Executive Order, provide coordinating
mechanisms for the presidentially-appointed and agency-appointed |Gs, respectively.
Both groups are chaired by OMB’s Deputy Director for Management. They operatein a
manner similar to the coordinating bodies for Chief Financial Officers and Chief Informa-
tion Officers. The PCIE and ECIE address policy issues that cross agency lines, establish
professional standards for conduct of |G work, sponsor studies on topics of government-
wide concern, and conduct training for 1Gs, managers, and staff.

As areflection of the |Gs particular concern with accountability and integrity, an
Executive Order established a special body, the Integrity Committee, within the PCIE.
This entity, chaired by the FBI's Assistant Director for Criminal Investigations, reviews
accusations of wrongdoing on the part of 1Gs and senior executivesin |G offices, con-
ducts investigations as warranted, and provides their findings to OMB.
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For Further Information

There are anumber of excellent sources of additional, detailed information regarding the
|G community, its history, and its accomplishments. The following list, while not exhaus-
tive, comprises those that are readily accessible and most frequently consulted within the
community itself:

The semiannual reports produced by each |G

The PCIE/ECIE Progress Report to the President, compiled on afiscal year basis,
which provide statistical and narrative information regarding the impact of

IG activities

The professional standards applicable to |G work, including the GAO Govern-
ment Auditing Standards, and the PCIE Quality Standards for I nvestigations and
Quality Standards for Evaluations

The IGNet, an extensive website containing much of the information listed above,
aswell as many other links and references. It can be accessed on the Internet at
www.ignet.gov. &
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he Government’s

investment in health
care is enormous. One-third of
the nation’s 1998 trillion dollar
health care tab was paid for
with Federal dollars. Protecting
that investment is a major focus
of the Inspectors General at the
Departments of Health and
Human Services, Veterans
Affairs, Defense, and the Office
of Personnel Management. From
helping to improve quality of
care to rooting out fraud, waste
and abuse, the Inspectors
General play key roles in
improving how federally-funded
health care is paid for and
delivered.
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The Offices of Inspector General are statutorily charged with protecting the integrity of
their departments’ programs, as well as promoting their economy, efficiency and effec-
tiveness. The Inspectors General meet this mandate through comprehensive programs

of audits, evaluations and investigations designed to improve the management of their
departments. They are charged with ensuring that beneficiaries receive high-quality, nec-
essary services at appropriate payment levels, and preventing waste, fraud, and abuse.

Vulnerability in the Medicare System

Medicare provides health care for the elderly and disabled. With expenditures of

$216.8 hillion, it isfar and away the largest Federal health care program. Medicaid, a
joint Federal and state program for low-income people, is a close second with expendi-
tures of $170.6 billion in 1998. The Federal portion was about $100.3 billion, while states
contributed about $70.3 billion. Both Medicare and Medicaid are administered by the
Health Care Financing Administration (HCFA), an agency within the Department of
Health and Human Services (HHS).

The Medicare program relies on 64 contractors to handle claims processing and
administration. The contractors are responsible for paying health care providers for the
services provided under Medicare's fee-for-service, providing afull accounting of funds,
and conducting activities designed to safeguard the program and its funds. There are two
types of contractors: fiscal intermediaries and carriers. Intermediaries process claims filed
under Part A of the Medicare program from institutions, such as hospitals and skilled
nursing facilities. Carriers process claims under Part B of the program from other health
care providers such as physicians and medical equipment suppliers.

Of all the problems observed by the OIG, the most troubling has to do with contrac-
tors' integrity—misusing government funds or actively trying to conceal their actions
such as altering documents or falsifying statements that specific work was performed. In
some cases, contractors have prepared bogus documents to falsely demonstrate superior
performance for which Medicare rewarded them with bonuses and additional contracts.
In other examples, contractors adjusted their claims processing so that system edits
designed to prevent inappropriate payments were invalidated, resulting in misspent
Medicare trust fund dollars. The HHS OI G has also encountered problems associated
with financial management, accounting procedures and longstanding weaknessesin inter-
nal controlsincluding deficiencies related to the receivable amounts reported in HCFA's
financial statements and electronic data processing.

There have been numerous allegations that contractors have falsified statements that
specific work was performed or altered, removed, concealed, or destroyed documentsto
improve their ratings on Medicare performance eval uations where wrongdoing has been
identified. The OIG has entered into civil settlements with thirteen Medicare contractors
since 1993, with total settlements exceeding $350 million. Additionally, two contractors
have entered guilty pleas for obstruction of a Federal audit. With one-third of its contrac-
tors under active investigation in fiscal year 2000, oversight of Medicare contractors
remains atop priority for the HHS OI G.

There are specific areas of Medicare that are particularly vulnerable to fraud and
abuse or quality control problems. This may be due in part to inadequate enrollment pro-
cedures for providers, deficient internal controls, excessive payment rates, or especialy
vulnerable beneficiaries. To illustrate, the OIG continues to be concerned about inappro-
priate Medicare payments involving mental health servicesin avariety of settings:
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Community Mental Health Centers—In 1998,

the OIG completed its five-state study of partial
hospitalization services provided in community
mental health centers and found that more than

90 percent of the Medicare payments ($229 million
of $252 million) were for unallowable or highly
guestionable services.

Hospital Outpatient Departments—The OIG has
completed a ten-state review of outpatient psychi-
atric services at acute care hospitals, estimating that
in calendar year 1997 almost 59 percent of the
Medicare payments ($224 million of $382 million)
were for unallowable
or unsupported ser-
vices. OIG iscurrently
completing in-depth
reviews of outpatient
psychiatric services
provided by ten acute
care hospitals. This
review will indicate
whether the Medicare
program incurred
financial losses
because psychiatric
hospitals received pay-
ments for services and
costs that did not meet
Medicare eligibility
and reimbursement
requirements.

Mental Health Ser-
vicesin Nursing
Homes and Ambula-
tory Care Settings—In
1996, the OIG exam-
ined the provision of
mental health services
to nursing facility resi-
dents. In 32 percent of the records reviewed, the
OIG found that Medicare paid for unnecessary
mental health servicesin nursing homes. The OIG
recommended that HCFA take steps to prevent
inappropriate payments for mental health services
in nursing home settings. In calendar year 2000,
the OIG is conducting a follow-up study to deter-
mine what steps have been taken as well as con-
ducting a similar study of mental health servicesin
ambulatory care settings.

Health Care Facilities

With expenditures of $19.4 billion projected for fiscal year
2000, the Department of Veterans Affairs (VA) operates the
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nation’s largest health system with its 173 medical centers;
more than 391 outpatient, community and outreach clinics;
131 nursing home care units and 39 domiciliaries. VA
health-care facilities provide a broad spectrum of medical,
surgical and rehabilitative care.

With approximately 51,000 medical center beds, VA
treats nearly amillion patientsin its hospitals, 79,000 in
nursing homes and 25,000 in domiciliaries. VA's outpatient
clinicsregister approximately 27.5 million visits ayear. An
estimated 2.5 million individual s receive care annually.

One of the most serious challenges facing the VA isthe
need to maintain a highly effective health care quality man-
agement program that ensures
high-quality care and patient
safety. This challenge is made
even more difficult asthe VA
shifts care from inpatient hos-
pital settings to ambulatory
care and outpatient primary
care settings. The more rapid
pace of ambulatory care pre-
sents increased opportunities
for clinicians to make errorsin
treating patients. The health
care industry, including the
Veterans Health Administra-
tion (VHA), has not yet
devised effective waysto
quickly and accurately identify
and correct such treatment
errors. Thus, while patients are
less vulnerable to hospital-
acquired pathogens, they are
increasingly vulnerable to
other medical treatment errors
and threats to their safety in
the ambulatory care setting.

Additionally, the VA has
been unable to provide strong
and consistent clinical quality
management leadership at all levels of the organization. No
two VA medical center quality management departments
focus on the same issues in the same way. Functional and
resource disparities severely impede the agency’s ability to
identify or measure the extent of widespread unsatisfactory
clinical care practices or to devise procedures to correct or
eliminate such problems.

Meanwhile, patients continue to beinjured in the
course of their treatment. In particular, mentally or cogni-
tively impaired patients continue to disappear from VA
medical centers—several patients have died before
searchers could locate them. The Veterans Health Adminis-
tration has focused initiatives on thisissue but the cause
and possible resolution of these patient disappearance prob-
lems do not appear to be on the horizon.
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The VA OIG continues to follow-up with the VHA on
these initiatives and the deployment of resources through-
out the VHA. Further, quarterly progress reportsto imple-
ment OIG recommendations are provided to the House and
Senate Committees on Veterans' Affairs. The VA OIG has
additional work on patient care quality and safety currently
underway or planned.

Oversight of the Military Health System

The Military Health System (MHS) operated by the Depart-
ment of Defense (DOD) costs nearly $16 billion annually
and serves about eight million people through its health
care delivery program, TRICARE. TRICARE provides
health care through a combination of direct care at military
department hospitals and clinics, and purchased care
through managed care support contracts. The MHS has dual
missions to support wartime readiness and provide health
care during peacetime.

This system faces three major challenges: cost contain-
ment, transitioning to managed care, and data integrity.
These challenges are complicated by the inadequate infor-
mation systems available to support the MHS.

Cost containment within the MHS is challenged by the
continued lack of good cost information combined with sig-
nificant levels of health care fraud. Lack of comprehensive
patient-level cost data has made decisions regarding
whether to purchase health care or to provide the care at
military treatment facilities more difficult.

Data integrity in management information systems has
been a persistent problem that affects both health care pro-
gram effectiveness and efficiency. The lack of complete and
accurate data has resulted in an inability to clearly identify
health care costs, identify unit and individual readiness for
deployment, and coordinate direct health care with pur-
chased health care. Department management has put
considerable emphasis on improved data quality, and
significant progressis being made.

To combat health care fraud, the Defense Criminal
Investigative Service has devel oped an active partnership
with TRICARE managers to give high priority to health
care fraud cases, which comprise agrowing portion of the
overall investigative workload. As of September 30, 1999,
there were 531 open criminal casesin this area

Transitioning to managed care is a critical element in
peacetime health care delivery. Theissueis complicated by
alack of understanding about TRICARE, multiple TRI-
CARE programs offering similar but not identical benefits,
and increased focus on providing peacetime health care to
the aging retiree population. An audit of the TRICARE
marketing program showed that while the level of benefi-
ciary understanding of TRICARE isincreasing, DOD has
provided Service members with incomplete, incorrect or
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inconsi stent information. Additionally, with increased base
and hospital closures and military downsizing, more and
more older beneficiaries (those eligible for Medicare but
not DOD-purchased health care) find themselves without
access to direct care resources. Attempts to address that
problem have led to a proliferation of health care demon-
stration programs that have further confused the eligible
population.

There are two ongoing efforts designed to identify
peacetime and wartime staffing requirements to support the
MHS. Asthe MHS transitions to managed care, it must
ensure that readiness requirements are not negatively
impacted by peacetime health care delivery decisions.

Limited Access to Oversee Health Plans

The Inspector General of the Office of Personnel Manage-
ment (OPM) has oversight for more than 250 health insur-
ance plans participating in the Federal Employees Health
Benefit Program (FEHBP) and is tasked with protecting an
$18 billion trust fund. Based on estimates, as much as

$1.8 billion annually could be consumed by waste, fraud,
abuse and mismanagement. The OPM OIG will continue to
cope with the many dimensions involved in health care
fraud by applying its limited investigative resources and
working with other OlIGs and the FBI.

The OPM Inspector General’s ahility to investigate and
prosecute health care fraud is adversely affected by the
exclusion of the FEHBP from certain civil enforcement
provisions of the Health Insurance Portability and Account-
ability Act of 1996 (HIPAA), which appliesto all other
Federal health care programs. This exclusion has made it
more difficult for the OIG to participate with prosecutors
and other agencies' law enforcement officials in cases
involving fraud against multiple health care programs. By
excluding the FEHBP from HIPPA, the Inspector General
is denied tools that would advance overall effortsin elimi-
nating fraud, waste, and abuse. The OPM OIG continues to
pursue a solution to this issue.

Continued Oversight Key to Successful
Management

With so much money at stake, health care promisesto
remain an active areafor all Inspectors General whose
departments administer health care programs. The very
nature of Government health programs—providing care to
large numbers of people—makes the programs vulnerable
to fraud, waste and mismanagement. Ongoing vigilance
will be essential to maintaining and improving the integrity
and quality of Federal health care programs. &
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eliable and timely

information is
essential to ensure adequate
accountability, manage for
results, and make well-informed
decisions. Without this
information, the many efforts
across the Government to move
to performance-based
management will not be
achieved. Historically, such
information has not been
available in the Federal
government. The combination
of the Chief Financial Officers
(CFO) Act, the Government
Management Reform Act
(GMRA), and the Government
Performance and Results Act
(GPRA) will generate the
necessary cost and performance
data necessary to effectively
run performance-based
agencies.
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Efforts to Produce Financial Information

CFO Act and GMRA requirements for audited financial statements have presented a chal-
lenge for the Inspector General community, compounded in many cases by the lack of
additional resources to meet this new responsibility. They have thrust the IG community
into a central role in identifying, reporting, and monitoring critical, longstanding financial
management deficiencies in the agencies. Much of the focus on these audits has been
about whether an agency received an unqualified or “clean” audit opinion. The broader
benefit, however, has been to highlight major financial management system deficiencies
and material weaknesses in management controls which must be addressed to enable Fed-
eral agenciesto produce timely and reliable financial information. The IGs must play a
constructive role in advancing recommendati ons and workabl e solutions. Working in con-
junction with agency chief financial officers the | Gs must evaluate progress and make
suggestions for correcting weaknesses in financial reporting and internal controls.

For the past three years, the |G community has responded to congressional requests
for information on the most serious management issues facing each agency. These
responses continue to highlight amajor challenge with financial management systems
improvementsin the Federal government. The extent of this problem is underscored by
the fact that only two of the 24 executive agencies, based on fiscal year 1999 audit results,
met the requirements of the Federal Financial Management Improvement Act (FFMIA).
The FFMIA requires agency financial management systemsto comply substantially with
Federal accounting standards and financial system requirements. It established new
requirements for auditors to report on agency compliance with financial management sys-
tem requirements, too, and requires that agency management correct deficiencies within
three years. The Inspector General for each agency is required to report on agency
progress in achieving compliance with FFMIA in the semiannual report to the Congress.

Ten years after the enactment of the CFO Act, more than half of the executive agen-
cies have received clean opinions on their financial statements. By comparison, eleven
agencies received unqualified opinionsin fiscal year 1997. There were only six agencies
with unqualified opinionsin fiscal year 1996. In some agencies this achievement required
extensive, costly, and time-consuming ad hoc procedures to overcome pervasive internal
control and system weaknesses. Several agencies have made good progress toward
achieving financial management reform goals. Others have resolved certain previously
reported financial statement deficiencies. Notwithstanding the notable accomplishments
since inception of the CFO Act, many challenges remain to meet the financial manage-
ment objectives of the statutes. Some examples of the progress and challengesin dealing
with steady improvementsin financial accountability that agencies have achieved follow.

Producing Timely and Reliable Financial Information

The Department of Defense (DOD)—with its annual budget exceeding $250 hillion and
hundreds of billions of dollarsin property, equipment and inventory—represents alarge
percentage of the Federal government’s assets, liabilities and costs. However, DOD and
the military services have not been able to produce auditable financial statements. Asa
result, billions of dollarsin property, equipment, and disbursements have not been prop-
erly accounted for and liabilities have not been adequately estimated for environmental
cleanup or disposal of weapons systems. DOD management recoghizes the seriousness of
these problems and has improvement initiatives underway.
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Since 1994 the Department of Transportation (DOT)

IG has been unable to express an opinion on the financial
statements of the Federal Aviation Administration (FAA).

In fiscal year 1997, the Inspector General could not validate
property, plant, or equipment worth approximately $12 bil-
lion. FAA has taken steps to improve its financial manage-
ment but more needs to be done to produce auditable
information.

Within the Treasury Department, the Internal Revenue
Service (IRS), which collects most of the Government’s
receipts of approximately $1.7 trillion, received an unquali-
fied audit opinion in fiscal year 1997—afirst time achieve-
ment. This was the result of
significant audit adjustments
and correction of serious
internal control weaknesses
related to tax receipts, tax-
payer data, tax refunds and
unpaid tax assessments. The
IRS hasiinitiated corrective bt
action. However, many initia- e,
tives such as the IRS systems .
modernization efforts are ! g
long-term and will take F /4
sustained effort to fully
implement.

The rest of the |G com-
munity is evaluating the
progress of correcting weak-
nesses in financial reporting
and internal controls. With
concerted effort, al agency
material weaknesses have
declined from 309 in 1998 to
271in1999. Materia non-
conformances have declined
by one-fourth. Working coop-
eratively with the General
Accounting Office, Inspector
Generals are recommending
to departmental management
the actions necessary for
achieving legislative reform goals and supporting the effort
to produce the first fully audited consolidated financial
statement that will encompass the operations of the entire
United States government.

Financial Data with Performance Results

Accountability is enhanced when stakeholders can examine
the relationship between agency financial information and
program results. Without reliable and timely financial infor-
mation to determine the full costs of programs, however,
the Federal government cannot adequately ensure account-
ability, measure and control costs, manage for results, or
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make timely and informed decisions about allocating
resources. Under the GPRA requirements for performance
measures, program-based cost accounting information will
be an invaluable tool for evaluating program efficiency and
measuring results.

With the passage of GPRA, Congress has constructed
alegiglative framework to focus on performance-based
management supporting the decision process. New infor-
mation will be generated to provide a thorough under-
standing of Federal performance and to help highlight
program areas needing attention. The adoption of aresults
orientation driven by GPRA is key to implementation of
performance-based manage-
ment. Most agencies arein
the early stages of under-
taking the changes that
performance-based manage-
ment entails. It is critically
important to ensure that the
performance and cost infor-
mation generated be accurate
and auditable in order for
performance reporting to be
credible. There remain many
challenges to the Federa
government in achieving the
full accountability envi-
sioned through GPRA.. Fol-
lowing are some examples of
GPRA challenges agencies
facein achieving full
implementation.

The Department of
Transportation’s first strate-
gic and performance plans
were rated by Congress as
the best in the Federal gov-
ernment. To build on this
success, DOT needsto
improve the reliability and
timeliness of its performance
data. The key GPRA issues
for DOT to focus on are measuring performance and
achieving progress that can be documented in the annual
performance report and highlighted in DOT’sfinancia
statements. The ultimate GPRA test is not collecting data,
but actually making progress against performance goals.
DOT ischalenged by having to accomplish some signifi-
cant goals through third parties. For instance, the Federal
Aviation Administration has a goal for the percentage of
runways in good or fair condition. Runway rehabilitation
projects are partially funded through FAA grants, but the
projects must be initiated by airport operators who pay a
portion of the costs, thereby requiring cooperation between
FAA and the various airport operators.
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The Department of Labor (DOL) currently does not
have an integrated strategic management process in which
program objectives in strategic plans, the resources appro-
priated for carrying out the programs, the cost of activities,

Although the Federal
government has made
major strides over the
past ten years, more
must be done to
ensure that financial
management systems
and operations are
capable of routinely
producing accurate,
relevant, and timely
data to support
ongoing program
management and
accountability
decisions.

and the performance
results are closely
linked. DOL is devel-
oping a cost-accounting
system. Eventually, cost
information will be
accumulated for spe-
cific activities and per-
formance results.
Despite the best efforts,
however, it will take
years before DOL will
be able to achieve link-
age. Another challenge
isthe limited access
and control over the
quality of program
result data needed to
determine the attain-
ment of strategic plan
goals. Thisincludes dif-
ficulties associated with
ensuring the quality of
data provided by states
and other sources
below the Federal level.
The Veterans

Administration (VA) has made progress in implementing
GPRA but additional improvement is needed to ensure that
stakeholders have useful and accurate performance data.
Management officials continue to refine performance mea-
sures and procedures for compiling data. Yet, the VA
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Inspector General continues to find significant problems
with data input and weaknesses in information system secu-
rity—both of which limit management’s confidence in the
quality of data.

A key challenge for the Treasury Department has been
to integrate its GPRA performance planning and reporting
activities with its budget formulation and execution activi-
tiesaswell asits annual financial reporting activities as
required by the CFO Act and GMRA. Another area of chal-
lenge has been for Treasury to devel op and implement man-
agerial cost accounting as an integral component of
financial and performance reporting. Effective managerial
cost accounting is necessary to provide reliable and timely
information on the full costs of programs, activities and
outputs. Thislinkage of costs with outputs and outcomes,
by responsibility segment and activity, is essential for
meaningful reporting as well as cost/benefit analysis under
GPRA.

Going Forward

Although the Federal government has made major strides
over the past ten years, more must be done to ensure that
financial management systems and operations are capable
of routinely producing accurate, relevant, and timely data to
support ongoing program management and accountability
decisions. Until this occurs on a systematic basis, it is
imperative that agency heads, chief financia officers, and
Inspectors General continue to designate financial manage-
ment improvements as atop priority. Every effort should be
made to ensure management is taking effective and timely
actionsto correct material weaknesses, particularly to
ensure that financial systems comply with FFMIA and con-
tinue to improve the credibility of GPRA performance
information. &
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CONTRACTS AND ACQUISITIONS

ederal agencies rely on

private business to
provide goods and services that
support their programs and
activities. Each year, the
Government conducts billions of
dollars in business with private
companies through thousands of
contracting actions. To sustain
this relationship, it is necessary
that business be conducted
fairly, that contractors be paid
fairly and in a timely manner,
and that the Government receive
the goods and services for
which it contracted.
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Acquisition programs and contracting, however, are areas that are vulnerable to fraud,
waste and abuse. Offices of Inspector General across the Federal government have identi-
fied contracting and acquisition as major management challenges for their agencies. The
General Accounting Office (GAO) has also identified the management of large procure-
ment operations as a high-risk area. Specific programs singled out by the GAO as high-
risk include:

Department of Defense Inventory Management

Department of Defense Weapon Systems Acquisition

Department of Defense Contract Management

Department of Energy Contract Management

Superfund Contract Management

National Aeronautics and Space Administration Contract Management

It issignificant that all but one of these programs has been on the GAO high-risk list
since that congressional agency began reporting its high-risk seriesin 1990 (Department
of Defense Contract Management was added in 1992).

The difficulty in effectively managing acquisition programs extends across the Gov-
ernment. The management challenges identified by Offices of Inspector General also con-
firm that problemsin the acquisition process are not isolated to one or two agencies.
Management challengesin this area have been identified by large agencies such as the
Department of Defense and the Department of Health and Human Services, aswell as by
smaller agencies such as the Nuclear Regulatory Commission and the Small Business
Administration.

Acquisitions is a Major Challenge

The Inspector General at the Department of Defense has identified acquisition asa DOD
management challenge. Procurement fraud has been the principal focus of the Defense
Criminal Investigative Service, the criminal investigative arm of the OIG, DOD. Mgjor
management issues persist concerning the unit cost of weapons systems, contraction

of theindustrial base, lack of interoperability with allies, material quality and protracted
times needed to field new equipment.

Recent reviews by the OIG indicate continuing problems in the department’s efforts
to comply with acquisition reforms that encourage the use of commercial buying prac-
tices. Reliance on market forces to keep prices down works best when competition exists.
However, for many DOD procurements competition is limited or nonexistent and audits
frequently find the department paying exorbitant prices.

Other recent audits indicate multiple award task order contracts are conferred with-
out regard to price and misused to avoid competition. A particular problem areaisin the
purchase of services. A recent review of task order contracts found significant errorsin al
sampled task orders for services. The failure to provide clear guidance and adequate train-
ing to contracting officers was identified by the Inspector General as the principle cause
for problemsin this area. In addition, the DOD acquisition workforce has been cut in half
with no proportionate decrease in workload.
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Contract Reforms

The Department of Energy (DOE) Inspector General has
designated contract management as one of its specia
emphasis areas. Effective methods for holding DOE con-
tractors accountable are critically important. Of the Depart-
ment’s total budget of about $17 billion, over $13 hillionis
spent by its mgjor operating contractors. The effectiveness
of the Department’s contract reform efforts of the past sev-
era years has been called into question. The DOE Inspector
Generadl is particularly concerned with the effort to shift
risk, responsibility and

accountability to major con-

tractors in exchange for o

higher fees. =

Medicare Oversight

The Department of Health
and Human Services (HHS)
relies on 64 contractors to
handle claims processing and
administration for the
Medicare program. To pro-
mote program integrity, the
HHS OIG maintains active
oversight of Medicare con-
tractors. OIG investigations
of contractors have uncovered
misuse of government funds,
alteration of documents and
falsified statements that spe-
cific work was performed.

Medicare contractors are
required to have fraud unitsto
detect and deal with problems
of fraud and abuse within the
health care provider commu-
nity. OIG review of fraud
units found that their effec-
tiveness varies considerably.
The OIG found that some allegations of fraud were masked
during the overpayment adjustment process and were not
properly developed as potential fraud cases.

Contractor Oversight Blurs Agency Lines

The Department of Housing and Urban Devel opment
(HUD) has made significant strides in improving automated
systems for accounting and tracking contract status. How-
ever, procurement remains one of the top management
problems at HUD as identified by the Inspector General. A
review by the OIG found that the Contracts M anagement
Review board has not been effectively utilized throughout
the procurement process. Additional contracting problems
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identified by the OIG included the failure to compare costs
and benefits of doing work in-house versus contracting out
and awarding “indefinite quantity contracts’ using broad
statements of work and undefined maximum awards.
Another management challenge for HUD is the Single
Family Property Disposition program. The HUD OIG
found that the Federal Housing Administration did not have
adequate controlsin place to oversee its real estate asset
management contractors. HUD has since contracted out
property disposition activities to management and market-
ing contractors. The OIG has noted several areas where
these contracts need to be
X 2, strengthened. Recommenda-
tionsto HUD include evalu-
ating the performance of
contractors in meeting con-
tract objectives, issuing
detailed written policies and
procedures for approving
reimbursement and requiring
monetary penalties for recur-
ring contract deficiencies.
The Environmenta Pro-
tection Agency (EPA) faces
management challengesin its
oversight of assistance agree-
ments, which are awarded in
the form of grants and coop-
erative agreements to states,
local and tribal governments,
universities, and nonprofit
recipients. EPA regions and
headquarters did not know
the extent of air pollution
problems and could not take
appropriate actions to address
those problems because sig-
nificant aspects of work done
at the state level was found to
be substandard. Second, EPA
regions did not clearly com-
municate expectations or monitor state performance. Third,
delegated states are not aggressively pursing formal
enforcement action against those facilities in significant
non-compliance. Lastly, EPA has had alongstanding prac-
tice of awarding grants for which it can only receive inci-
dental benefit, when it should have contracted for work.
NASA, too, faces many procurement and program
management challenges. GAO identified NASA contract
management as a major management challenge because
NASA lacks adequate systems and processes to oversee
procurement activities and to produce accurate or reliable
management information in atimely manner. A greater
reliance on contractors has resulted in problemsin areas
such as leasing, noncompetitive procurements, subcontract
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management, and the use of contractors for on-site support.
Additional potential risks exist as the agency moves toward
the greater use of electronic commerce, outsourcing, and
undertakes other procurement initiatives such as the use of
multiple award task order contracts and the Small Business
Innovative Research program.

NASA ismaking the transition to new program man-
agement guidelines that were introduced to increase
involvement by al parties but place more responsibility
with the contractor. The transition period presents risk that
noncompliance could occur which will have a material
impact on the success of NASA programs. Downsizing the
acquisitions workforce and increased reliance on contractor
support present further challenges for NASA.

The main challenge of the Nuclear Regulatory Com-
mission (NRC) is to ensure that the civilian use of nuclear
materialsis conducted in a manner that protects public
safety. The NRC hasiinitiated efforts that focus on main-
taining public health and safety while reducing unnecessary
burden on its licensees. The agency must interface with
industry to address concerns regarding new regulatory com-
mitments and performance goals that the industry must sat-
isfy, and must continue to maintain public trust. The NRC
isin the process of migrating from traditional procurement
methods to electronic commerce to promote an efficient
contracting environment.

One of the principal challenges for the Small Business
Administration (SBA) is to increase participation in the
Section 8(a) program by providing more contracting oppor-
tunities to eligible small disadvantaged businesses.
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Presently, some compa-
nies receive substantial
benefits while others
receive little or none.
This situation exists
because the SBA has
not determined the
level of contract sup-
port required to over-
come economic disad-
vantage and because
controls are lacking to
prevent excessive con-
tract awards.

The SBA also must
enforceits rulesto limit
pass-through procure-
ment activity to non-
Section 8(a) participants.
Definitive guidance and
definitions to evaluate
the manufacturing crite-
riamust be established

Contracts and Acquisitions

To promote program
integrity, the HHS 0IG
maintains active
oversight of Medicare
contractors. 0IG
investigations of
contractors have
uncovered misuse of
government funds,
alteration of
documents and
falsified statements
that specific work was
performed.

to close existing loop-holes that allow Section 8(a) compa-
nies to make minor modifications to afinished product and
receive credit with creating a new product. The SBA must
ensure that the rules on excessive subcontracting and manu-
facturing be enforced and develop aformulafor calculating
labor costs based on a percentage of the total contract
value. ®
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GRANTS AND LOANS

o ensure the efficient

use of Government
dollars, many Inspectors General
have taken a comprehensive
approach to keeping the
Congress and their agency heads
apprised of problems and
deficiencies uncovered during
their audits and investigations.
These IGs have identified areas
of high dollar impact or
programs in their agencies that,
when mismanaged or abused,
can most seriously affect those
people whom they were
intended to serve. The area of
grant and loan program
administration is one that has
been identified by a number of
Inspectors General as a priority
management issue. Some recent
accomplishments, as well as
areas needing further attention,
are highlighted below.
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Improved Debt Management Procedures Could Save Millions

As of September 1999, debt owed to the Department of Veterans Affairs (VA) totaled over
$4.3 billion. This debt resulted from home loan guarantees, direct home loans, life insur-
ance loans, medical care cost fund receivables, compensation and pension overpayments,
and educational benefits overpayments.

Over thelast four years, the VA OIG hasissued 15 audit reports addressing the
agency’s debt management activities. Recurring themes in these audits attest to the fact
that the agency needs to be more aggressive in collecting debts, improving debt avoidance
practices, and streamlining and enhancing credit management and debt establishment
procedures. These audits (1) identified opportunities to avoid overpayment, establish debt,
or improve collection of $260 million, including $30.5 million in debts that need to be
established; (2) addressed prevention of new debts caused by benefit overpayments of $81
million annually; and, (3) recommended enhancements to debt collection of nearly $130
million annually. Through improved collection practices, the VA can increase its receipts
from delinquent debt by tens of millions of dollars each year.

Criminal Background Checks on Borrowers

Borrowers who do not disclose past criminal histories have higher rates of default on
Small Business Administration (SBA) loans than those that either disclose their records
or have no criminal histories. SBA does not have sufficient statutory authority to perform
background checks. As aresult, losses to the agency are higher than necessary.

Past SBA OIG studies have revealed problems with the accuracy of the criminal his-
tory information provided by |oan applicants. To determine the extent of the problem, the
OlG initiated proactive investigations known as Operation Cleansweep and Cleansweep
I1. “Operation Cleansweep” showed that almost twelve percent of defaulted loans
involved borrowers who failed to disclose their criminal records. After “ Operation Clean-
sweep I1", the OIG estimated that based on lending at $11 billion per year, the potential
loss to the Government stemming from these fal se certifications could exceed $27 mil-
lion. Both the Congress and the SBA administrator have expressed support for amore rig-
orous check of an applicant’s criminal history. The Small Business Reauthorization Act of
1997 authorized an expanded check on criminal histories of loan applicants. While useful,
the law does not require a background check on every applicant. The OIG believes that
verification of criminal history on al loan applicantsis the only effective and efficient
method available of detecting fraudulent applications early in the loan process, of reduc-
ing the Government’s losses, and of providing a heightened level of deterrence through
increased enforcement actions. The OIG, therefore, recommended legislation requiring
that all business loan applicants provide SBA with the information necessary to conduct a
criminal background check; and, SBA conduct these background checks on al business
loan applicants. Although the SBA supported a change in legislation, the final language
passed by the Congress did not confer the necessary authority.

Single Family Loan Fraud Continues to Cost Millions

The Department of Housing and Urban Development (HUD) OIG identified what it
found to be the most serious problems facing the agency in a September 1989 report. One
of these problems was fraud in the Single Family Mortgage Insurance program. Nearly
eleven years later, the OIG again identified risks in the Single Family program as atop
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HUD management issue. Recent audit and investigative
work, along with housing fraud initiative activities, dis-
closed that HUD's current procedures for monitoring
lenders and oversight of contractors are less than effective.

In one case, 39 individuals involved in a$110 million
fraudulent loan scheme were indicted for their involvement
ina*“property flipping” scheme, where properties were
bought and quickly resold at inflated prices based on fraud-
ulent appraisal values. In thistype of scheme, large loans
are made based on the inflated appraisals. Sellers and those
participating in the scam line their
pockets with the extra cash. If the
buyer obtains aloan insured by the
Federal Housing Administration
(FHA) and defaults on the loan,
HUD will likely sustain a major
loss. In another case, two individu-
alswere charged in a 24-count
indictment with obtaining approxi-
mately $30 million in FHA-insured
loans through a conspiracy with a
mortgage company that involved
“strawbuyers’ and bogus double
€sCrow accounts. 3

HUD’s mortgage insurance risk 5 7 -
depends amost exclusively on the y
reliability of work performed by its | l
direct endorsement lenders. These |} \
lenders underwrite nearly all FHA ;t%
insurance. HUD mitigatesits risk
through lender oversight. Three
important HUD monitoring tools
should be working to prevent the
issuance of fraudulent loans: post
endorsement technical reviews of
loan underwriting documentation,
field reviews of appraisals, and, quality assurance reviews
of lenders. An OIG audit of HUD’s single family loan
processes, however, found that HUD monitoring was not
focused on lender and appraiser high-risk indicators. The
OIG attributes the breakdown in the Single-Family Mort-
gage Insurance program controls largely to downsizing,
inadequate staff expertise resulting from staff reassign-
ments associated with the downsizing, and over-reliance on
contractors. There isaclear need for HUD to tighten con-
trols over this multi-billion dollar insurance operation.

Rural Rental Housing Program
Susceptible to Abuse

The Rural Rental Housing (RRH) program provides low-
cost apartments to people with low incomesin rura areas.
Nationwide, there are approximately 447,000 RRH units.
Apartment complexes pay an estimated $161 million in
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authorized management fees each year to owners and man-
agement agents. In fiscal year 1998, the Government pro-
vided over $1.3 hillion in rental assistance and interest
credit subsidies for RRH tenants. The Department of Agri-
culture (USDA) currently has over $12 hillion invested in
RRH properties through its outstanding loans.

The Rural Rental Housing Program is vulnerable to
program fraud and abuse because of the large cash flows
involved. The USDA OIG has worked with the Rural Hous-
ing Service to detect fraud and abuse and remove from par-
ticipation those who abuse the
program, and has taken ateam
approach to identifying and acting
on the worst offenders. Additional
efforts to improve the RRH Program
will result in better program regula-
tionsto develop aloan classification
system to identify and prioritize “at
risk” properties aswell as identity-
of-interest relationships.

Monitoring of Grant
Program Under Review

: g The Violent Crime Control and Law

Fan Enforcement Act of 1994 (CrimeAct)
_ authorized the attorney general to
implement an $8.8 billion grant pro-
gram for state and local law enforce-
ment agenciesto hire or deploy
100,000 additional officersto perform
community policing. Thisinfusion of
fundsinto the Department of Justice
(DOJ) resulted in a management chal-
lenge in properly dispensing and
monitoring Crime Act funds.

As DOJ becomes more of a grant-making agency, the
OIG has directed a significant portion of its resources to
auditing grants and grants management by DOJ compo-
nents. Past OIG audits found that many grantees did not
submit required program monitoring and financia reports
and that program officials' on-site monitoring reviews did
not consistently address all grant conditions. In fiscal year
2000, the OIG is continuing to concentrate audit resources
on assessing the effectiveness of DOJ grant monitoring to
ensure that individual grantees at the state and local levels
are using Crime Act funds to meet the objectives for which
they were provided.

Efforts Underway to Ensure Accountability
Over Billions in Grant Funds

The Employment and Training Administration (ETA) isthe
Department of Labor's (DOL ) largest grant and contract
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awarding agency. ETA awarded $10.3 billion in grants and
contracts in 1998. These funds pay for employment and
training programs and services as well as for the adminis-
tration of unemployment insurance programs run by states.

The DOL OIG has concerns about the ETA’s grant
processin the areas of cost data and accountability for debt
activity. Regarding cost data, the existing ETA system was
not year 2000 compliant. However, ETA abandoned the
development of a new grants accounting and management
system because it would not be completed by the required
due date for year 2000 compliance. Procedures were devel-
oped to enter all grants activity directly into DOL’s general
ledger system. But, the OIG financial statement audit for
fiscal year 1999 found that significant numbers of cost
reports had not been entered into the system. As aresult,
the year-end grant accrual which isintended to record costs
incurred by grantees but not yet reported to DOL, increased
from 35 percent of total grant costs to about 65 percent.
The OIG’s mgjor concerns regarding accountability for debt
activity are that the accounting system for ETA debts has
not been kept current and that it does not allow for tracing
transactions to source documents. These concerns are com-
pounded by the fact that ETA is now responsible for award-
ing and monitoring millions of additional grant dollars for
the Welfare-to-Work program.

The DOL OIG has undertaken a number of effortsto
help ensure better accountability over DOL grant funds.
These proactive efforts include conducting audits and
investigations that identify vulnerabilities and recommend-
ing corrective actions before funds are misspent as well as
providing technical assistance to grantees.

Millions in Grant Monies Need
Improved Monitoring

The Environmental Protection Agency (EPA) accomplishes
its mission in large part through assi stance agreements
awarded in the form of grants and cooperative agreements
to states, local and tribal governments, universities, and
nonprofit recipients. During fiscal year 1998, EPA awarded
more than $4 billion in assistance agreements—which was
more than 50 percent of the agency’s budget. Therefore, it
isimportant that the agency and the public receive that for
which they have paid.

EPA annually awards more than $160 million in grants
to states to prevent and control air pollution. States use
these funds for activities such as inspecting and monitoring
facilities, identifying and reporting those facilities not in
compliance with the law, and taking appropriate enforce-
ment actions. The EPA OIG found significant aspects of
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state work to be substandard, including inspections, report-
ing, and enforcement programs. Because EPA regions did
not clearly communicate expectations or monitor state per-
formance, neither the regions nor headquarters knew the
extent of air pollution problems and could not take appro-
priate actions to address those problems. EPA aso awards
annual grants to states for the development and implemen-
tation of Resource Conservation and Recovery Act (RCRA)
hazardous waste programs, including enforcement. The
OIG’s RCRA enforcement work in 1999 continued to show
that delegated states have not consistently ensured that
those not in compliance receive timely enforcement actions
and return to compliance.

EPA has outlined a number of actionsto prevent recur-
rence of the problems disclosed during OIG audits. Some
actions have been completed while others are ongoing. In
future audit work, the OIG plansto evaluate the effective-
ness of some of these corrective actions. Although the OIG
agrees that EPA has addressed certain aspects of these
problems, the OIG continuesto report this area as a key
management challenge because it represents a significant
portion of EPA’s resources and is critical to the delivery of
environmental results.

Grants Management Improved Following
0IG Audits

The Federal Emergency Management Administration
(FEMA) has made notable strides over the past two yearsin
relation to its grants management. Prior to 1998, FEMA did
not have grants management structure that was sufficient to
ensure the stewardship of federal funds it awards to states.
There were weaknesses in grants awarded for both disaster
recovery and emergency preparedness. The FEMA OIG
identified deficienciesin FEMA's grant management in a
1995 audit of the Disaster Relief Fund, a 1998 audit of
grantee compliance, and three reviews of the cooperative
agreement process through which FEMA manages annual
grants to states for emergency preparedness. Although
improvements are still needed, the OIG is satisfied that
FEMA is making a concerted effort to respond to the audit
reports and improve its grants management capability.

FEMA's chief financial officer initiated a grants man-
agement improvement study in 1997. As aresult, the
process for managing disaster grantsis being reengineered.
Training for grant managers is being implemented and the
grant closeout process is receiving additional emphasis as
well as staffing. Once all the initiatives are in place, the
OIG hopes to discontinue identifying grants management
as one of FEMA’s mgjor management challenges. &
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SAFETY AND THE ENVIRONMENT

nsuring the public safety

is among the most basic
functions a government
performs for its citizens.
According to the National Safety
Council, more than 92,000
Americans lost their lives in
1998 as a result of
unintentional injuries. Further,
the total cost of unintentional
injuries and deaths that year
was $480.5 billion.
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Safety oversight includes the preservation of a clean, livable environment—atask that
adds billions per year to taxpayers communal bills.

The Offices of Inspector General throughout the Federal government have made pub-
lic safety and preservation of the environment akey focus of their activities. These goals
consistently appear year after year among the top management issues they identify. The
OIGs have dedicated substantial time and personnel to addressing issues related to these
areas. Several recent actions by Inspectors General are outlined here.

Aviation Safety—Addressing Risk Factors

There were more than 610 million domestic enplanementsin 1999. Certainly in the new
millennium there will be a continued increase in air traffic. Industry analysts expect that
by 2006 there will be more than one billion enplanements. That is why the Federal Avia-
tion Administration (FAA) must aggressively address known risks as well as identify and
address the unknown risks that could cause future accidents. New technologies, leading to
closer spacing between aircraft due to more precise, satellite-based tracking and naviga-
tion capabilities, could prove to be a significant factor in risk reduction. In the past year,
the FAA made improvementsin several areas.

The FAA implemented “ Safer Skies,” a program to reduce commercial and general
aviation fatal accident rates. FAA's new inspection system, Air Transportation Oversight
System (ATOS), was initially deployed at eleven air carriers. The agency issued standard
operating procedures for reducing the number of runway incursions, defined as near-
collisionsinvolving aircraft and other aircraft, objects or people on runways. The Depart-
ment of Transportation and FAA recognized the need to address safety in the code-share
approval process. And the FAA, working with DOT/OIG, continued to pursue the issue of
suspected unapproved aircraft parts (SUPS). In fiscal year 1999, FAA initiated 289 SUPs
investigations. The Office of the Inspector General obtained 40 indictments related to the
sale and use of SUPs. Issues remain, however, for the agency to address:

FAA needsto follow through and implement procedures to ensure U.S. carriers
perform thorough safety assessments of foreign air carriers, now that safety is
considered a part of the code-share approval process

FAA isat risk of not meeting itsimportant safety goal of reducing runway incur-
sions. Additionally, the number of air traffic control operational errors and devia-
tions poses a major threat to aviation safety improvement

FAA needsto effectively implement its new inspection process, ATOS, for air car-
riers and improve the accuracy of safety databases

FAA should move forward to implement the delayed flight- operation quality
assurance program in order to advance aviation safety by obtaining better safety
datafrom air carriers

FAA must issue timely rules that will provide regulatory guidance to the aviation
industry. Adoption of new safety practices must be promoted.

Taken as awhole, these recommendations require the prompt and serious attention of
the Federal Aviation Administration.
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Safety and the Environment

License Transfers and Industry Deregulation

Asthe Federal government enters the new millennium,
agencies are challenged to change with the needs and
demands of their stakeholders. Nowhere is that more
important than in the area of nuclear license transfers. In
December 1998, the Nuclear Regulatory Commission
(NRC) issued afina rule amending its regulations to pro-
vide uniform procedures and rules of practice for handling
requests for hearings associated with license transfer appli-
cations. The new procedures are informal and apply to
transfers of material and reactor licenses, aswell asto
licenses issued under regulations governing the independent
storage of spent nuclear fuel and high-level radioactive
waste. In promulgating this
new rule, the NRC noted its
expectation that the ongoing
restructuring of the electric-
power industry will cause a
continuing high rate of
requests for approval of
license transfers. In an
increasingly competitive envi-
ronment, license transfer
applications require expedi-
tious decision-making. More-
over, these transfers generally
do not involve the kind of
technical issues with immedi-
ate impact on operating safety
that may benefit from review
under the complex and often
time-consuming formal hear-
ing procedures. The NRC
noted its conclusion that the
Atomic Energy Act does not
require formal, trial-type hear-
ings, but rather givesthe
agency the flexihility to fashion its procedures to meet the
needs of the particular type of decision-making in question.
Accordingly, the NRC concluded that for hearings on
license transfers uniform informal procedures should be
adopted.

Through its regulatory programs, the NRC ensures that
civilian use of nuclear materialsis conducted in a manner
that provides protection of public health and safety.
Approximately three million shipments of radioactive waste
materials are made each year in the United States. Regulat-
ing the safety and security of these shipments, which could
be either low or high-level waste materials, is aresponsibil-
ity shared by a number of different Federal agencies,
including the NRC.

To carry out its regulatory responsibilities for high-
level spent fuel and non-spent fuel storage and transporta-
tion, the NRC certifies transport container package
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designs. It licenses and inspects interim storage of spent
fuel, both at and away from reactor sites to ensure that
licensees transport nuclear materials in packages that will
provide a high degree of safety and that licensees provide
safe interim storage of spent nuclear fuel. The industry’s
spent-fuel storage activities, which are expected to
increase in significance, require detailed health, safety,
and environmental reviews of licensee and vendor proce-
dures and facilities to ensure safe operations.

The reactor license-renewal program evaluates applica-
tions to renew current power reactor licenses beyond their
expiration dates. It evaluates the effects of aging on materi-
als and safety-related systems, structures, and components.
Lastly, it establishes the technical requirements and regula-
tory framework for renewal of
power-plant licenses.

In the new millennium,
the transport of these radio-
active materials will continue
to be atop priority of the
NRC.

Safety is the Core
Value

Space exploration involves
risk, including the risk of fail-
ure. Without risk there can be
little discovery—and discov-
ery isthe National Aeronautic
and Space Administration’s
(NASA) principle mission. To
maximize the likelihood of
success, NASA must become
an informed risk-taker by
identifying, understanding,
and managing risk as part of
its activities.

The NASA administrator has placed prime emphasis
on safety. NASA initiated a program to make the agency
the nation’s leader in the safety and occupational health of
its workforce as well as the safety of the products and ser-
vice its provides. The agency safety initiative's core process
requirements are to promote and ensure safety for the pub-
lic, astronauts, pilots, employees on the ground, and high-
value equipment and property.

Audits and reviews performed by the NASA Office of
Inspector General and other organizations support our
reporting of Safety and Mission Assurance as a significant
area of management concern. A 1999 audit of NASA's
safety program management identified issues that could
affect the Goddard Space Flight Center’s overall safety as
well asits preparation for obtaining certification under the
Department of Labor’s Occupational Safety and Health
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Administration Voluntary Protection program. The audit
pointed out that the Center’s various safety offices are not
combined into one organization with a full-time director;
haphazard reporting does not ensure that the causes of all
accidents are properly addressed or that all accidents are
adequately reported, and various contractors' safety records
were not evaluated prior to contract award. With respect to
combining the Center’s various safety officesinto one orga-
nization, Goddard has consolidated and evaluated |eader-
ship of safety through the formation of a high-level safety,
health, and environmental council and through complemen-
tary management processes. The Center chose this
approach rather than an approach that reorganizes safety
operations into a single organization. These issues, and par-
ticularly contractor safety, will be identified in greater
detail during coming audits.

Cleanup of Hazardous-Materials Sites

In the new century the Department of the Interior’'s (DOI)
land-management agencies face a major challenge in clean-
ing up sites contaminated by hazardous materials, leaking
underground storage tanks and pipelines, and illegal dump-
ing. The cleanup costs to DOI have not been determined
because of the unknown nature and extent of possible con-
tamination. Furthermore, the DOI’sliability for cleanup in
relation to other parties has not been established but it is
considered potentially significant. The Fish and Wildlife
Service, for example, has identified approximately eighteen
major sites and ten minor sites on national wildlife refuges
and hatcheries, with estimated costs of remediation ranging
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Safety and the Environment

from $103 million to
$120 million. Aban-
doned mine sites and
depleted oil and gas
wells cost the Govern-
ment money, too. Based
on an evaluation of its
inventory of 3,000 aban-
doned mines and

727 abandoned oil and
gas wells, the Park Ser-
vice estimates costs of
remediation at approxi-
mately $165 million.
The Bureau of Land
Management estimates
that over 70,000 abandoned mine sites could exist on
agency-administered land, for which estimated cleanup
liahility is not known. The Bureau of Reclamation has iden-
tified several potential environmental cleanup responsibili-
ties, including abandoned mines and vehicle-maintenance
facilities, and estimates that its potential cleanup liability
ranges from $20 million to $91 million. Finally, the Bureau
of Indian Affairs estimates that its cleanup liability for
known sitesis $66 million. It needs approximately

$100 million for studies and evaluations to identify other
sites and to determine associated estimates of cleanup
costs. DOI has focused its efforts on establishing policies
and procedures for waste management, establishing a sys-
tem to prioritize waste management sites, and is seeking
funds to correct identified sites. &

Audits and reviews
performed by the NASA
Office of Inspector
General and other
organizations support
our reporting of Safety
and Mission Assurance
as a significant area of
management concern.
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REVENUE PROTECTION

he Offices of Inspectors

General (0IG) have
advised Congress that they have
identified revenue protection
as one of the major challenges
facing their departments in
fiscal year 2000. The 0IGs
recommended that revenue
could be protected and
increased through strengthening
both operational and systemic
internal controls, as well as the
passage of proposed legislation.
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Financial Soundness

A major challenge facing the Federal Emergency Management Agency (FEMA) isthe
financial soundness of the National Flood Insurance Program (NFIP). Since fiscal year
1993, the NFIP has experienced operating losses of approximately $1.56 billion. This
deficit is an indication that the program is not actuarially sound—indeed by design the
NFIP does not collect sufficient premium income to build reserves to meet future flood
losses. Additionally, the cost to the program of multiple-loss propertiesis about $200 mil-
lion annually. Current FEMA studies and analyses are looking at the impact of eliminat-
ing subsidies and reducing the repetitive loss problem.

The second challenge is to improve the coordination and integration of the NFIP with
FEMA's new national mitigation strategy. Emphasis needs to be placed on how NFIP and
the Hazard Mitigation program can be effectively administered to bring collaboration to
these programs. This should include an analysis of how the insurance, mitigation, and
compliance components complement each other to achieve both NFIP and mitigation
objectives.

Data Matches

An earlier audit report and numerous investigations by the Department of Education OIG
provided evidence that underreporting of income by applicants and their parents for stu-
dent aid is a serious and growing problem. This problem is costing the Federal govern-
ment hundreds of millions of dollarsin awards or excessive awards of Pell Grants to
ineligible persons.

The Higher Education Act Amendments of 1998 gave the Education Department the
authority to confirm with the Internal Revenue Service (IRS) the adjusted gross income,
Federal income taxes paid, filing status and exemptions reported by applicants (including
parents) on their Federal income tax returns for the purpose of verifying the information
reported by the applicants. The Department of Education is discussing this matter with
the IRS.

Agency Solvency

Forecasted demographic changes confronting the nation over the next several decades
continue to have a dramatic effect on the future financing of Social Security Administra-
tion (SSA) programs. However, the strong performance of the economy and prospects for
its future performance has improved the financial status of the combined Social Security
trust funds.

Revenues accruing to SSA’s two trust funds, the Disability Insurance Trust Fund
and the Old Age and Survivors Insurance Trust Fund combined, are now projected to con-
tinue to exceed payments for the next 14 years. Beginning in the year 2014, expenditures
from the trust funds will exceed tax income and SSA will exhaust the trust fundsin the
year 2034, a dight improvement from last year’s projection. SSA’s actuaries estimate that
Federal Insurance Contribution Act taxes at that time will support only about 71 percent
of the benefits due. To address this issue, the President and the Congress continue to be
engaged in a bi-partisan reform effort.
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Preventing Medicare Fraud and Abuse

Although payments for medical equipment and supplies
represent a small segment of the Medicare program (about
$6 hillion), the Health and Human Services (HHS) OIG
continues to report on excessive Medicare reimbursement
rates and recommended streamlining of fee schedules. The
Balanced Budget Act gave the Health Care Financing
Administration limited authority to streamline that process
which resulted in the Durable Medical Equipment Regional
Carriers announcing their plan to reduce fee schedules for
severa items.

At the present time pro-
gram changes are needed to
correct weaknesses that occur
in the way that Medicare
assigns and maintains provider
numbers. The Balanced Bud-
get Act provided a powerful
tool to Medicare by authoriz-
ing it to collect social security
and tax identification numbers
from providers. The Health
Insurance Portability and
Accountability Act also con-
tained significant provisions
related to administrative sim-
plification, which call for a
national provider identification
system. However, Medicare
will not really be secure until
these new systems are care-
fully implemented. The OIG
will closely monitor the imple-
mentation of the new statutory
provisions to ensure that these
systems work as intended.

The Medicare payment
error rate also isachallenge.
In 1998, HHS reported $176.1
billion in Medicare fee-for-
service payments. Previous
audits reported that not all claims processed complied with
Medicare laws and regulations. These improper payments
could range from inadvertent mistakes to outright fraud and
abuse. However, internal controls were not effectivein
detecting the types of processing errors. Continued efforts
are needed to reduce the current estimate of over $9 billion
in medically unnecessary and incorrectly coded services.

Federal Crop Insurance Poses
Program Challenge

Federal crop insurance has become the U.S. Department of
Agriculture’'s (USDA) farmer “ safety net.” Between crop
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Revenue Protection

years 1996 and 1999, crop insurance coverage dropped
from 205 million acres to 195.6 million, and the Govern-
ment’s total insurance liability increased from $26.9 billion
to $32.1 billion. This reduction in total acreage coverage
coincided with the elimination of required insurance cover-
age for participation in other USDA programs. For 1999,
the Risk Management Agency (RMA) estimated total
annua premiums would be about $2.3 billion. Total 1999
indemnities will probably exceed this estimate due to the
disasters and low commodity pricesthat occurred in the
1999 crop year.

The OIG identified a
number of areas where the
crop insurance programs need
to be strengthened, including
oversight and monitoring pro-
cedures, verification by loss
adjusters, potential conflict-of-
interest problemsin the multi-
peril crop program delivery
system, indemnity overpay-
ments resulting from over-
stated or unreasonable yields,
and total liability. Over the
past few years, a number of
bills have been introduced in
Congress directed towards
crop insurance reform, but
none were enacted.

Financing

The methods of financing the
Federal Aviation Administra-
tion's (FAA) budget must be
changed because of expected
increases that are largely due
torising costsin the FAA's
operations account. This
account represents 60 percent
of FAA'sfiscal year 2000 bud-
get and is expected to grow to
nearly $7.6 billion, or about 62 percent of the agency’s bud-
get, by fiscal year 2004. The overall FAA budget has
increased 73 percent from fiscal year 1998 to fiscal year
2000. FAA estimates that by fiscal year 2004 its budget
requirements will be over $12 billion, or 20 percent greater
than fiscal year 2000.

The FAA is subject to the annual appropriations
process. Various proposals have recommended alternative
approaches for financing FAA, such as user fees, trust fund
“firewalls,” and guaranteed contributions from the general
fund. Regardless of the ultimate financing approach, the
FAA must spend and manage its resources more efficiently
than in the past. The FAA also must develop the fiscal and

THE JOURNAL OF PUBLIC INQUIRY



Revenue Protection

management tools it needs to operate like a business. These
include good financial data and reports, areliable cost
accounting system, and a means to control the costs of
operations.

Protection of Worker Benefit Funds

The Department of Labor (DOL) administers severa pro-
grams and statutes designed to provide and protect the ben-
efits of workers. Continual protection of such benefitsis
critically important because these programs affect the lives
of millions of workers and retirees and involve billions of
taxpayer dollars. The DOL OIG has identified vulnerabili-
ties within the Department’s major worker benefit programs
in the areas of unemployment insurance fraud schemes
and systemic weaknesses within the programs. The OIG
has also proposed |egidlative action to address the weak-
nessesit has identified
in the Federal Employ-
ees' Compensation Act.
In addition, the
OIG is concerned with
the escalating indebted-
ness of the Black Lung
Disability Trust Fund.
Thisfund provides dis-
ability benefits and
medical servicesto €li-
gible workersin the
coal mining industry
when a mine operator
cannot be determined
liable for providing
such benefits. The
Department’s consoli-
dated financia state-
ments for fiscal year
1996 reflected that the
trust fund owed $5.1
billiontothe U.S. Trea-
sury. Thisindebtedness
increased to $5.5 bil-
lioninfiscal year 1997,
to $5.9 billion in fiscal
year 1998, and at the close of fiscal year 1999 is approxi-
mately $6.3 billion.

The Department of
Labor (DOL)
administers several
programs and statutes
designed to provide
and protect the
benefits of workers.
Continual protection of
such benefits is
critically important
because these
programs affect the
lives of millions of
workers and retirees
and involve billions of
taxpayer dollars.

Revenue Collection Can Be Increased

Department of the Interior (DOI) bureaus are involved in
numerous activities that generate revenues including min-
eral lease collections, water use repayments, reclamation
fees, resource and material sales, and user fees. Despite col-
lecting over $8 billion in revenuesin 1998, DOI bureaus
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can improve the operation of activities that generate rev-
enues and enhance revenue collections. Minerals Manage-
ment Service can add revenue by prompt confirmation
notices and royalty rates and increasing rental revenues by
an estimated $2.4 million to $26 million for leases. Poten-
tial revenues exceeding $4 million might be obtained from
the implementation of recommended concession fee
increases and from the assessment of rental fees for conces-
sionaires' use of park housing. Additionally, lost revenues
of approximately $1.3 million result from delaysin there-
issuance of expired concession contracts and from the
application of lower than recommended franchise fee rates.

The agency reported the failure to effectively inspect
fluid minerals and enforce related requirements as amis-
sion-critical material weaknessin its 1997 accountability
report. The Bureau of Land Management (BLM) reported
in its 1998 annual assurance statement, as required by the
Federal Managers' Financial Integrity Act, that the material
weakness in this activity was corrected. However, the
OIG's ongoing audit of the Stripper Oil Well Property Roy-
alty Reduction program disclosed that BLM was not pro-
viding sufficient oversight of operators to ensure that
information listed on the monthly report of operations was
correct regarding the production of oil. As aresult, royalties
may have been underpaid by as much as $43 million.

BLM is also responsible for enforcing regulations
involving the devel opment, projection, and abandonment of
Federal and Indian oil and gas onshore leases. At the end of
1998, there were approximately 20,000 producing onshore
oil and gas leases on Federal lands and approximately
3,750 producing leases on Indian lands. Revenues from
onshore oil and gas activities were $873 million for 1998
(latest available). Because of the significance of this activ-
ity and the weakness in the inspection of production days
reported by operators of stripper wells, further improve-
ments are needed in the inspection and enforcement
program.

Strengthening Internal Controls to Increase
Revenue Collection

In 1998 the Customs Service collected approximately
$22.1 billion and the Bureau of Alcohol, Tobacco and
Firearms (ATF) collected $12.4 billion in duties, taxes,
penalties, interest payments, and fees—the second-largest
source of revenue for the Treasury Department. Stronger
internal controls and system improvements would increase
revenues collected by both bureaus. Customs could signifi-
cantly reduce lost revenue through its planned large-scale
system improvements. Thisis amajor and costly challenge,
but would place Customsin a better position to handle elec-
tronic commerce and control the hundreds of millions of
dollarsit collectsin user fees and duties. Customsis also
faced with an increased workload that is outpacing any
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growth in its staffing or funding. Customs continues to rely
on its outdated automated commercial system to monitor
imported goods and collect billions of dollarsin duties and
fees. Imports are now valued at nearly $1.1 trillion per year
and are expected to doublein five years. Yet Customs,
which greatly relies on its computer systems to manage this
workload, has serious computer problems that have reduced
the bureau’s ability to handle its workload.

ATF needs to strengthen its financial management con-
trolsin order to ensure that hundreds of millions of dollarsin
excise taxes do not escape collection. In arecent audit of
17 sampled distilled spirits producers, ATF could potentially
have assessed $66.6 million in additional taxes based on
inadequate export data. ATF may not have reviewed other
claimed digtilled spirits exports, too, with an aggregate tax
value of $560 million for 1996 and 1997. ATF records
showed that 73 producers claimed to have exported distilled
spirits with atax value of $3.25 hillionin fiscal year 1998.

Another challenge for Treasury isthe estimated hun-
dreds of billions of dollars ayear that are laundered globally.
The Money Laundering and Financial Crimes Strategy Act
of 1998 called for the development of afive-year anti-
money laundering strategy. ThisAct has resulted in
increased responsibilities for the Treasury bureaus, espe-
cialy in Customs and the Financial Crimes Enforcement
Network.
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Minimizing Tax Filing Fraud

Theintegrity of Earned Income Tax Credit (EITC) pay-
ments has been a concern to the Internal Revenue Service
(IRS) as well asto outside stakeholders for many years.
Massive EITC scams have been identified in the past and
have included conspiracies in which hundreds of taxpayers
social security numbers were used by perpetrators of fraud.
An EITC compliance study for tax year 1994 returns found
that 25.8 percent of total EITC claimed exceeded the
amount to which taxpayers were eligible. More recent
research on 1997 tax returnsindicates ariseinthe EITC
overpayment rate. Thisresearch is still being validated and
will be released late in 2000.

Over the past severa years, the IRS has significantly
increased its efforts to guard against fraudulent refund
claims. For fiscal year 2000, the key to revenue protection
efforts has been the preparer outreach campaign that will
involve IRS visits to thousands of tax preparers prior to the
2000 filing season to educate them on the requirements
when preparing returns claiming the EITC.

Much of the IRS' revenue protection efforts have
focused on individual taxpayers reporting wages and with-
holding rather than business taxpayers. However, there are
indications that fraudulent refund claims may be migrating
to businessreturns. &
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ENTITLEMENTS

t is easy to understand

why improving the
management of entitlement
payments is one of the most
important issues facing Federal
agencies and departments
charged with administering
those payments. Entitlement
expenditures are the major
component of the entire U.S.
budget. The Federal government
is expected to spend over

$1.8 trillion in fiscal year 2001.

Social Security, Medicare, and
other means-tested
entitlements will account for an
estimated 48 percent of all
expected Federal budget
outlays.
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Every Office of Inspector General (OIG) has asits mission the improvement of its
agency’s programs by protecting them from fraud, waste, and abuse through independent
audits, evaluations and investigations. Each OIG is expected to provide leadership to

the agency by making recommendations that promote economy, effectiveness, and effi-
ciency, aswell as designing innovative projects that will prevent and detect fraud,

waste, and abuse in agency programs. Given this mission and the scope of entitlement
outlays, OlGs are devoting significant resources to improving the management of
entitlement payments.

Improving the Management of Entitlements

The Social Security Administration (SSA) administers significantly more entitlement out-
lays than any other Federal agency. In fiscal year 1999, SSA paid approximately $411 bil-
lion in entitlements to about 51 million beneficiaries. SSA's strategic plan includes five
goalsthat affect all programs and their administration. Two of these goals—to deliver
customer-responsive service and to make SSA program management the best with

zero tolerance for fraud and abuse—often conflict. SSA’s policies and procedures requir-
ing evidentiary documentation are a good example of this conflict. If aclaims representa
tive takes the time to thoroughly examine the documents presented, this may conflict with
the performance indicators tied to prompt delivery of benefits and services. Thisissueis
exacerbated by other factors such as program complexity and growing workloads without
commensurate growth in staffing.

Reducing Fraud Vulnerability

To prevent and detect fraud in the disability programs, SSA’s OIG designed the “ Cooper-
ative Disability Investigation Team” pilot project. This project partners OIG special
agents with state Disability Determination Service (DDS) employees and local law
enforcement entities. The teams, led by an OIG special agent, typically consist of a SSA
claims representative, two state law enforcement officers, and a DDS adjudicator. The
success of this project relies on the combined skills and specialized knowledge of these
individuals to combat disability fraud in their respective areas. The teams investigate sus-
picious claims referred by DDS staff. These investigations often result in adenial of ini-
tial or continued eligibility for benefit payments. The teams are not only instrumental in
weeding out fraudulent claims, they also identify doctors, lawyers, interpreters, and other
service providers who facilitate and promote disability fraud. There are currently nine
teams operating throughout the nation with two more planned by the end of fiscal year
2000. Since the inception of these teamsin 1997, the OIG estimates savingsto SSA pro-
grams at close to $40 million.

The General Accounting Office added the Supplemental Security Income (SSI) pro-
gram to its high-risk list in February 1997. To date it remains on that list. SSA is address-
ing some factors affecting risk, such as program complexity, and has initiated measures to
addressiits reliance on self-reported data by expanding the range of matches it usesto ver-
ify such data. In addition, the OIG has complemented SSA's efforts by establishing SSI
fraud initiatives designed to identify ineligible recipients, stop fraudulent payments,
recover monies, and pursue administrative and criminal investigations. Investigative pro-
jects focus on compliance with residency requirements, payments to deceased beneficia-
ries, and payments to persons who have not had a recent face-to-face redetermination.
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Payment Accuracy

OIG efforts to improve the management of entitlements are
not limited to detecting and preventing fraud and abuse. Ini-
tiatives that complement agency efforts to improve the
accuracy of its benefit payments have been implemented by
the OIG. Through a cooperative effort with SSA, the OIG
has provided |eadership and resources to a SSI payment
accuracy task force. This task force reviews the specific
causes of payment inaccuracies and recommends changes
to the process that will decrease payment errors.

Other Offices of Inspector General have focused on
improving the payment accuracy issue as a meansto
improving management over entitlements.

At the Department of Health and Human Services
(HHS), for example, the
OIG has conducted
reviews in the area of
Medicare payments for
home health services.
There have been dramatic
increasesin costs for these
services. Because of the
rapid growth and known
vulnerahilities of this pro-
gram, HHS OIG under-
took an extensive body of
work, including investiga-
tions, audits, and evalua-
tions, and found that
inadequate controls
resulted in the payment of
a high percentage of
improper claims. For
example, one audit dis-
closed that 40 percent of
the claimsin four of the most populated states should not
have been reimbursed. OIG findings and recommendations,
along with legidlative changes and written guidance to
home health agencies developed by the OIG, have had a
positive impact on reducing error rates.

At the Department of Veterans Affairs (VA), the OIG
has conducted several audits reviewing the timeliness and
accuracy of benefit payments. A VA OIG audit revea ed that
agency data on the timeliness of its claims processing was
inaccurate, and that actual timeliness data was well below
reported. With respect to payment accuracy, the OIG found
that the VA needs to develop and implement more effective
methods to identify inappropriate benefit payments. Under
the Workers Compensation program, for example, pay-
ments made to veteransinjured as Federal workers are
approximately $140 million annually. The VA OIG audited

? : -I. —
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this program in 1998 and found that it was not effectively
managed. The OIG concluded that by returning current
claimants to work who are no longer disabled, the agency
could reduce future payments by $247 million. Addition-
ally, the OIG identified potential fraud cases from arandom
sample. Based on the results, the OI G found that there were
over 500 fraudulent cases being paid about $9 million
annually. Implementation of key actions remain, such as
reviewing all open or active cases, and are essential for the
agency to strengthen its workers' compensation case man-
agement and reduce program costs.

Other OIG reviews of dual compensation cases requir-
ing offsets and payments to incarcerated veterans are exam-
ples of reviews that resulted in specific recommendations to
address improved manage-
ment of entitlement bene-
fits.

At the Department of
Housing and Urban Devel-
opment (HUD), OIG
reviews have revealed that
HUD is not adequately
administering the Section
8 Rental Assistance pro-
gram and continues to
experience problemsin
accounting and budgeting.
Recommendations were
made to improve tenant
income verifications and
the accuracy of Section 8
payments, and to analyze
the control risks from out-
sourcing the oversight of
the Section 8 portfolio.

Conclusion

Improving the management of entitlements will continue to
be akey issue for Federal agencies and departments as well
as the Inspector General community. Agencies will con-
tinue to place an emphasis on providing beneficiaries with
optimum service, such as prompt decisions and timely pay-
ments, in a performance-based environment. The Inspector
General community needs to ensure that the agency’s com-
mitment to provide fast, efficient serviceis balanced by
accuracy and anti-fraud measures. It is critical that OlGs
continue to provide strong leadership in fraud prevention,
deterrence, and detection through their ability to deliver
timely audits, investigations, and inspections that result in
real savingsto the American public. &
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INTEGRITY OF GOVERNMENT OPERATIONS

nderlying all of the

management
challenges cited by the Offices
of Inspector General (0IG) is
the understanding that integrity
in government operations is
essential. Public office carries
with it a responsibility to apply
public resources economically,
efficiently, and effectively. The
0IGs' responsibilities include
assisting agency management in
promoting integrity in program
operations. Following are some
examples of areas in which 0IGs
have determined that additional
effort will be needed to ensure
government integrity.
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Maintaining Effective Controls

Management controls are used to provide reasonabl e assurance that an agency’s pro-
grams, operations, administrative, accounting, and financial management activities are
effectively managed in accordance with applicable laws and that programs achieve
intended results. Appropriate internal controls should be applied to all system inputs, pro-
cessing, and outputs to ensure that resource use is safeguarded against waste, loss, and
misuse.

The Social Security Administration (SSA) issued 16 million original and replace-
ment Socia Security cardsin fiscal year 1999 to U.S. citizens and aliens. Cards are issued
based on documents that show evidence of age, identity, and citizenship. Documents that
are reviewed include driver’s licenses, hirth certificates, Immigration and Naturalization
Service documents, and current citizenship papers. A SSA OIG audit showed that some
applications for asocia security number (SSN) have been processed based on false docu-
mentation. These occurrences are increasing because the SSN serves as a“ breeder docu-
ment” that is used falsely to obtain other documents such asa driver’slicense. Thereisa
market for false SSNs that are used by individualsto hide their earnings or to work ille-
gally. Thus, an unscrupulous individual can assume the identity of another person and
work using the stolen identity, all the while receiving disability benefits under their own
SSN. Individuals also can assume the identity of another person and place their assets
under this fraudulent identity in order to qualify for Supplemental Security Income pay-
ments under their own SSN.

Passage of the “Identity Theft and Assumption Deterrence Act of 1998 makes docu-
ment theft afederal crime. Thislegislation acknowledges that the social security number
isa“means of identification” and empowers law enforcement to arrest, prosecute and
convict individuals who fraudulently use another person’s SSN to create a false identity.
The Social Security Administration recognizes the need to enhance its controls over the
verification of evidentiary documents submitted with SSN applications. While SSA’s ini-
tiatives have merit, they tend to concentrate on the detection of fraud rather than its pre-
vention. SSA faces the difficult challenge of balancing anti-fraud measures with its goal
of achieving first-class customer service.

Each year, millions of individuals apply for passports and visas at more than 230
U.S. embassies and consulates throughout the world. Attempts to falsify, alter, or counter-
feit U.S. visas or passports, or obtain genuine documents by fraudulent means are a con-
stant problem in the United States and overseas. The State Department faces staffing
shortages in some high-fraud posts and domestic passport agencies. Further, some staff
lack experience and consular line officers are not always properly trained. Problemsin the
management of anti-fraud programs including alack of support for overseas post opera-
tions, insufficient analysis of data to provide fraud trends and inadequate supervision in
anti-fraud units overseas are additional challenges.

The border crossing card, designed to be used in lieu of a passport and visa by Mexi-
can nationals who travel frequently across the border into the United States, has become
susceptible to counterfeiting and alterations. Many problems jeopardize the timely imple-
mentation of the border crossing card program and compromise its intent to enhance bor-
der security. Foremost among them is the Department of State'sinability to utilize
alternate criminal databases to supplement available databases. Access to a more compre-
hensive database, such as the one in use by the FBI, is crucial to ensure the validity of
laser visa applications and increase U.S. border security. Efforts by the Department of
State and INS will be needed to correct these problems.
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The Department of Justice’s (DOJ) OIG reviewed the
Automated Biometric | dentification System (IDENT) of the
Immigration and Naturalization Service and found that
there were serious data management and integrity problems
in this enforcement database. These deficiencies could
result in the database generating multiple fingerprint identi-
fication numbers for the same person. INS has made limited
progressin integrating biometricsinto its operations. Even
in the Border Patrol, where there has been notable progress
inusing IDENT as atool for border enforcement, INS
needsto integrate IDENT into a comprehensive strategy for
battling illegal immigration.

The DOJ OIG has identified numerous mission-critical
computer systems that were poorly planned, experienced
long delays in implementation, or did not provide timely,
useful, or reliable data. The Immigration and Naturalization
Service's investment in automation technology and infor-
mation systems through fiscal year 2001 and beyond isin
excess of two hillion dollars—an unprecedented expendi-
ture of funds for automa-
tion technology that will
touch al parts of the
agency’s operations. In
1998, aDOJ OIG audit
found that several major
systems were behind
schedule and that INS
lacked definitive perfor-
mance measures for track-
ing critical project
milestones. An OIG fol-
low-up audit in 1999
found that INS still could
not sufficiently track the
status of its projectsto
determine whether
progressis acceptable;
INS staff were unableto
adequately explain how I
funds were spent; at least
seven automation projects experienced significant unex-
plained delays; planned project tasks were not adequately
monitored to ensure their timely completion; and, progress
reports were incomplete, unclear, or untimely.

Security Concerns

Recent reviews by the Genera Services Administration
(GSA) OIG identified deficiencies in security measure
implementation in Federal facilities and the reliability of the
related management information tracking system. GSA isin
the process of implementing recommendations designed to
improve this security enhancement effort. Once Federal
facilities are brought up to minimum safety standards,
GSA's Federal Protective Service (FPS), which is responsi-
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ble for developing and coordinating national practices to
safeguard life and property in GSA controlled facilities, will
need to ensure that adequate personnel are available to carry
out its responsibilities. Additionally, GSA must establish an
integrated security program that will gather intelligence,
maintain technology, and keep aphysical presence through-
out the Federal and local law enforcement community.
Although security enhancements have been made, an OIG
follow-up review in 1999 noted that improvements were still
necessary concerning the physical installation of security
equipment because site inspections identified uninstalled or
non-operational countermeasures that had been reported as
completed. In addition, management information concern-
ing the security upgrade program was still not completely
reliable, despite ongoing corrective measures.

The Department of State recently reported to Congress
that its top management concern is ensuring that Depart-
ment of State personnel and facilities overseas are protected
from harm. Improving security overseas will be costly and
require many years of
effort. Following the
August 1998 bombings of
the U.S. Embassiesin
Nairobi, Kenya, and Dares
Salaam, Tanzania, Con-
gress appropriated close to
$1.5 billion in emergency
supplemental legislation to
cover the costs associated
with those bombings and
to begin worldwide secu-
rity enhancements at
diplomatic missions over-
seas. The Department of
State OIG is overseeing
the agency’s use of these
funds and providing rec-
ommendations to improve
security in the immediate
and long term. At many of
the facilities, security can be significantly enhanced only
through construction of new facilities. The Accountability
Review boards estimated that it would cost about $1.5 bil-
lion per year for the next ten years to address known secu-
rity vulnerabilities. Although sustained capital investment is
essential to ensure the future security of the diplomatic
infrastructure, it will not immediately alter the circum-
stances of personnel overseas. Even amajor building pro-
gram will leave the majority of missions vulnerable to some
threats for several years.

The U.S. Government controls the export of certain
goods and technol ogies by requiring export licenses for
specific dual-use commodities or munitions. Congressional
and media attention has focused on the dangers to national
security posed by an export licensing process that is aleged
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to favor commerce over national security. The defense
industry and friendly countries are critical of the current
slow and unpredictable license review procedures. The
Government needs an export licensing and technology
transfer program that protects critical military capabilities
through timely and reasonabl e reviews but also supports
Defense cooperation with alies and friends. The Depart-
ment of Defense (DOD) cannot unilaterally revamp the
multi-agency license review process. Attaining interagency
consensusin this areais very difficult. Additional chal-
lenges facing DOD in this areainclude determining person-
nel resource requirements and addressing the marginal
adequacy of the Foreign Disclosure and Technical Informa
tion System (FORDTIS), the principa automated tool for
DOD export control analysts. The audit trail provided by
FORDTIS isincomplete, and the review process is insuffi-
ciently documented. Additionally, DOD also has no overall
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capability to analyze the cumulative effect of exports and
other technology acquisitions upon other countries’ military
capabilities, even though thisinformation is critical to eval-
uating risksinherent in proposed exports.

In addition to the challenge of preventing unautho-
rized access by outsiders to information systems, the
DOD received new indications during 1999 that its proce-
dures for minimizing security risks from within its own
workforce and contractor personnel also needed improve-
ment. The Government Accounting Office (GAO) reported
severe problems in both the timeliness and quality of
investigations at the Defense Security Service (DSS),
which handles DOD personnel security investigations.
About 600,000 individuals holding clearances were over-
due for reinvestigations in mid-1999. The DOD OIG is
following up on the GAO recommendations, which DOD
agreed to implement. &
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INFORMATION TECHNOLOGY AND SECURITY

he business of

government is
increasingly dependent on
information technology (IT).
Along with that dependence
comes a vulnerability to
disruptions or misuse of IT
resources for Federal agencies.
Some weaknesses, such as the
ability of “hackers” to break
into computer systems
connected to the Internet, are
well publicized. Others, such as
the misappropriation of
sensitive data from excessed
computer equipment or the
danger to critical computer
systems from natural disasters,
have received less attention.
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Securing an agency’s I T resourcesis agrowing challenge. While afew Federal agencies
have devoted significant resourcesto I T security, the greater numbers have been slow to
recognize the challenge. In this challenging environment, the role of the Office of Inspec-
tor Genera (OIG) isto help the agency through relevant and timely audits, investigations,
and inspections, to protect I T resources, and to deter those who would steal information,
maliciously shut down systems, or otherwise interfere with the Government’s use of itsIT
resources. Many of the Ol Gs have determined that protecting agency IT resources are a
priority: 62 percent included IT security and dataintegrity in their list of top management
challenges.

This article reviews some of the key IT security issues encountered by OlGs and dis-
cusses the resources their offices need to address I T security.

Compliance with National and Agency IT Rules

Both the President and Congress have created rules concerning I T security. The key
national laws and policies are:

The Clinger-Cohen Act of 1996, which established within Federal agenciesthe
corporate framework for management of information resources, established chief
information officers, and called for a comprehensive information technology
architecture

Presidential Decision Directive (PDD) 63, which addresses the protection of criti-
cal infrastructures (including physical and computer systems) essential to the min-
imum operation of the economy and the government

OMB Circular A-130, which calls for a plan for adequate security of each general
Federal automated system and major application as part of the agency’sinforma-
tion resources management planning process.

OIG reviews can determine whether an agency is meeting the requirements of these
policies. In addition to examining the agency’s compliance with national policies, an OIG
can examine whether the agency isfollowing its own I T security procedures and assess
the effectiveness of these procedures.

Protection from Hackers

The vulnerability of Federal agenciesto Internet intruders or “hackers’ has been well
publicized, due to defacements of high profile Federal web sites and malicious wide-
spread virus attacks. Less well known are attempts by hackersto steal passwords, down-
load private files, and disrupt Federal networks. Ol Gs can make recommendations to their
agency’s computer system management and orchestrate the victim agency’s law enforce-
ment response to intrusions. Careful management of computer systemsis critical to pro-
tecting I T resources from Internet intrusions. Ol Gs are also well suited to determining
whether their agencies are taking the proper steps to protect their computer systems. For
example, the National Aeronautics and Space Administration (NASA) OIG conducted
severa audits of computer systems management at NASA Centers. These audits reviewed
whether UNIX-based systems at the Centers met national and NASA guidelinesin areas
such as protecting and changing passwords, granting system level (root) access, using
firewalls, and repairing security holes. The Department of Energy (DOE) OIG conducted
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asimilar series of reviews at DOE sites. Both OIG reviews
recommended changes to improve security.

Another key element in protecting I T resources from
intrudersis the agency’s capability to react to intrusions
into its computer systems. The NASA OIG conducted an
assessment of the agency’s Automated Systems Incident
Response Capability (NASIRC) and found that NASA had
reduced NASIRC's funding and responsibility, thereby
impacting NASIRC's ability to efficiently react to intru-
sions and to prepare advice and warnings to NASA Cen-
ters. Management concurred with the assessment and the
eleven OIG recommendations to strengthen NASIRC.

Protection from Viruses

Thisyear's“love bug” and
“Melissa’ computer viruses dis-
rupted the normal operations of
several Government agencies.
The damage caused by these
types of viruses can be mitigated
with a combination of preventa-
tive actions, rapid response, and
user training. Thisisaclear situa
tion where an “ounce of protec-
tion is better than a pound of
cure” OIG reviewsto determine
whether an agency has taken
appropriate steps to defend its
computer systems from viruses
will be worth the time and effort
if these viruses can be assaulted
before they do damage.

“Sanitizing” Surplus
Hardware

Although Internet intrusions
receive much more media atten-
tion, critical information can be
misappropriated when an agency
releases its surplus computers for
sale or its obsol ete ones for reuse. The NASA OIG found
that Privacy Act-protected or other sensitive material could
be recovered (using inexpensive commercial utility soft-
ware) from amajority of surplus computers at one NASA
installation. Following this finding, the OIG published an
instructional brochure on properly clearing data from hard
drives and distributed the brochure throughout NASA and
the OIG community. The NASA OIG was not aonein find-
ing problems with excessed computers. The DOE OIG
recently discovered that surplus computer hard drives des-
tined for delivery to Chinawere not properly sanitized. The
DOE OIG reviewed the sale of an excessed supercompulter,
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too, that included 130 disks of unclassified material that
had not been properly sanitized prior to the computer’s sale.

Physical Security of IT Resources

Another vulnerability that receivestoo little attention isthe
physical security of IT resources. The NASA OIG con-
ducted several reviews of the physical security of NASA
installations and found that on multiple occasions,
unbadged individual s were able to reach computer worksta-
tions that were logged into NASA internal networks. The
Environmental Protection Agency (EPA) OIG also found
that weak physical access controls contributed to poor secu-
rity in areview of dial-up access
to EPA systems. L aptop comput-
ers taken outside the agency pro-
vide another security
vulnerability. Many agencies
have had problems with lost or
stolen laptops containing sensi-
tive or classified information.
Furthermore, the NASA OIG dis-
covered that laptop computers
loaned to employees on travel
were not sufficiently cleared of
information from previous users.
Anindividual could easily
retrieve deleted information from
a stolen government laptop
computer.

Mother Nature can be a
threat to the physical security of
IT resources, too. The NASA
OIG reviewed the disaster recov-
ery plans of mission-critical com-
puter systems at NASA
installations particularly vulnera-
ble to natural disasters. In gen-
era, the disaster recovery plans
did not meet the requirements of
PDD 63.

Outsourcing of IT Capabilities

As Federal agencies |ean toward outsourcing their informa-
tion technology functions, they need to ensure that the IT
security function is not compromised. Outsourcing of the
desktop and network environments poses a new paradigm
for computer operations. Agency information, once physi-
cally located on government-owned equipment, now will
reside on equipment owned and operated by IT contractors.
OIGs can help in this process by ascertaining whether secu-
rity in I'T outsourcing contracts is appropriate. To accom-
plish this, the OlGs will need sufficient visibility with
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contractor operations, including thorough audits and inves-
tigations of third-party entities impacting agency operations
and programs.

In the rapidly changing IT environment, where new
security threats arise as often as new capabilities appear, a
Federal agency must have I T security management person-
nel and policiesthat are able to address new challenges.
OIGs can review whether their agencies policies are
current, whether sufficient personnel are assigned to IT
security duties, and whether the I T security function is ade-
quately represented in agency I T organizations, boards, and
task forces.

Prosecution of Cyber-criminals

As Federal agencies conduct business, solicit grants and
contracts, and purchase supplies electronicaly, OlGs are
responding through their computer crime units. Federa
criminal investigatorsin these units are no longer ableto
rely on a paper trail to identify their suspect. They trace
network intrusions, properly seize computers and electronic
media used in the commission of crimes, and retrieve evi-
dence from electronic media

How Does an 0IG Review IT Security?

It is clear that the Inspectors General have a wide range of
IT security areas to address. What resources does an OIG
need to conduct reviews of its agency’s I T security? The
answer iscomplex. Some I T security reviews can be con-
ducted with traditional audit staff. Othersrequiretrained IT
professionals. Often, an OIG may find that teams with a
mix of skills are the most effectivein conducting IT secu-
rity reviews. The NASA OIG, for example, established IT
security audit, inspections, and investigation capabilities
using agency staff personnel and hiring to fill vacancies
created in other program areas:

The IT audit unit trained in-house auditors and
recruited auditors and evaluators familiar with IT.
The auditors as a group are now performing ever
more complex | T security audits
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NASA's Com-

puter Crimes Cooperation on IT
Division is small .

but leverages security between

technology to

agencies and OIGs can
accomplish its g

work. The OIG be a powerful approach
recruited skilled :

r ing Feder
taff at high to protecting Federal
grade-levelsin assets and resources.
an attempt to

remain competitive with the commercial sector. In
addition, the OIG trained in-house criminal investi-
gators to supplement the new staff

The inspections unit began building an I T security
review capability by hiring a communications secu-
rity expert. In-house inspections staff were trained
and given field experience to enable them to address
complex IT security issues. The inspections unit
also receives assistance from the Computer Crimes
Division on some complex issues.

Personnel are not the only reguirementsfor an I T secu-
rity capability. Although IT security audits rarely reguire
special equipment, acomputer crimes unit requires special-
ized hardware and software to help it read electronic media,
perform forensic analysis, and other tasks necessary to
bring cyber-criminalsto justice.

Conclusion

Asthe Federa government does more of its business elec-
tronically and outsources I T services to the private sector,
IT security becomes an increasingly seriousissue. |nspec-
tors General can aid Federal agencies struggling to protect
their IT resources by providing valuable independent
advice and guidance on appropriate levels of IT security.
Optimally, heads of Federal agencies should contact their
OIG to discuss I T security-related problems and develop an
action plan to address these problems. Cooperation on I T
security between agencies and Ol Gs can be a powerful
approach to protecting Federal assets and resources. &
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