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PERSONNEL SECURI TY/ SUI TABI LI TY HANDBOCK

Thi s handbook is for the use of HHS officials who have personnel
security or suitability responsibilities. The handbook contains
procedures and gui dance for the Departnent's personnel security
program which is outlined in Personnel Instruction 731-1. It is
to be used primarily by the staff of the Security and Drug
Testing Program Division (SDD), ASMB, and OPDIV and STAFFDI V
Personnel Security Representatives (PSRs). Enployees in
servicing personnel offices who schedul e and adj udi cate personnel
background investigations and Information Security Oficers al so
shoul d use this handbook to assist themin handling their
personnel security responsibilities.

The Personnel Security/Suitability Handbook is prepared and
updated by the Director, SDD. Questions, concerns, requests, or
suggestions should be directed to that office wthin ASMVB.

| medi ate changes in procedures and/or requirenents are brought
to the attention of PSRs through witten or automated nenoranda.
Changes to the handbook are nade on an "as needed" basis.

Definitions

A Aut omated Information System - Any organi zed col |l ecti on,
processing, transm ssion, and di ssem nation of information
in an automated format, also referred to as a conputer or
ADP system

B. Cassified Information - National security information that
is so designated pursuant to the three | evels of
classification as defined in Executive Order 12958,
Classified National Security Information, and referred to as
Top Secret, Secret, or Confidential.

C. Contractor - Any individual (industrial, comrercial, or
ot her entity) who has executed a contract with the
Department (or one of its conmponents) for the purpose of
performng work in support of departnental goals,

obj ectives, prograns, and/or services. |In determning
whet her a contractor is subject to investigative
requi renents, a contractor in nost cases will either work

in HHS-owned or | eased space, or will have access to HHS
equi pnent or protected data. A contractor also can be a



subcontractor to a HHS contractor
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Credit Check - This is an automated credit record search
conducted through various major credit bureaus. It is

i ncluded in nost background investigati ons except the basic
NAClI investigation required of enployees entering Non-
Sensitive (Level 1) positions.

National Security Positions - Sensitive positions
(designated as Level 2, 3, or 4)in which the incunbents’
duties and/or responsibilities involve access to classified
information or other restricted information relating to the
security of our nation.

Non- Sensitive Positions - Positions (designated as
Level 1) which are neither Public Trust nor National
Security positions.

Position Sensitivity - The degree of risk and | evel of
relative inportance assigned to a specific position.

Public Trust Positions - Positions (designated as Level 5

or 6) in which the incunbents' actions or inactions could

di mni sh public confidence in the integrity, efficiency, or
ef fecti veness of assigned Governnent activities, whether or
not actual damage occurs; and positions in which the

i ncunbents are being entrusted with control over information
whi ch the Departnment has |egal or contractual obligations
not to divul ge.

Security Cearance - An admnistrative determ nation based
upon the results of a favorably adjudi cated background

i nvestigation that an individual is trustworthy and nay be
granted access to a specified |l evel of classified national
security information as required in the performance of

assi gned duti es.

Speci al Agreenent Checks (SAC) - A special agreenent between
the Ofice of Personnel Managenent's O fice of Federal

| nvestigations (OPM OFl) and a departnent or agency which
provides for OPM OFI to conduct special specific record
checks at nom nal cost.

Suitability - General fitness or eligibility for Federal
enpl oynent .




Responsibilities

Personnel security/suitability responsibilities are shown bel ow

A

The Assistant Secretary for Minagenent and Budget ( ASMB)

Under the authority delegated by the Secretary, the ASMB is
responsi ble for:

1

Adm ni stering the Departnent's personnel security/
suitability programin accordance with the provisions
of EO 10450 and 5 CFR Parts 731, 732, and 736

Deci di ng whether to approve the wai ver of the required

pr eappoi nt ment investigation of an individual who is
going into a highly sensitive National security (Level 3)
or high risk Public Trust (Level 6) position.

Retai ning jurisdiction over all personnel security
cases, prior to submssion to the Secretary, involving
a potential determ nation that any enpl oyee shoul d be
suspended, reassigned, or termnated in the interest of
t he national security.

Heads of OPDI Vs and STAFFDI Vs are responsible for:

1

Determning the sensitivity level of all positions
within their areas of responsibility and assuring
requi red background investigations are conduct ed.

Est abl i shing effective nmethods for assuring that
consistent, tinely, and equitable adjudicative
determ nations are nade on all personnel security/
suitability cases involving their enpl oyees and
contractors.

Referring loyalty or national security matters to
the ASMB for eval uation and/or investigation.

Designating an official to serve as their Personnel



Security Representative (PSR) to handl e those
responsibilities listed in the HHS Personnel Security/
Suitability Handbook.

The Deputy Assistant Secretary for Human Resources (DAS/ HR)

Under the executive direction of the ASMB, the DAS/HR i s
responsi bl e for overseeing and eval uati ng HHS per sonnel
security/suitability policies and prograns.
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The Director, Personnel Security and Drug Testing Program
Di vi si on ( SDD)

Under the general direction of the Deputy Assistant Secretary
for Human Resources, ASMB, the Director, SDD, is responsible
for:

1. Devel oping, inplenenting, and eval uati ng Depart nent al
personnel security/suitability policies and prograns.

2. Providing program i nprovenent reconmendations through
peri odi ¢ assistance and evaluation visits to OPDIV
and STAFFDIV offices to ensure that the basic
responsibilities of EGs 10450 and 12968; 5 CFR 731,
732, and 736; and Departnental personnel security and
suitability directives are being net.

3. Providing consultation, advice, and witten instructions
or guidance relating to the Departnent's personnel
security/suitability program to include the HHS
Personnel Security/ Suitability Handbook.

4. Establishing and maintaining personnel security files
for HHS enpl oyees and contractors in national security
and public trust positions.

5. Requesting personnel investigations fromthe Ofice of
Per sonnel Managenent (OPM when required for enpl oyees
and contractors in national security and public trust
positions.

6. Adjudicating reports of investigation which are
favorable and do not require referral to a Personnel
Security Representative (PSR

7. Directing reports of investigation to the appropriate



PSR when necessary for review and adj udi cati on.

8. Issuing security clearances to HHS enpl oyees and
contractors based upon an identifiable need and a
favorabl e report of investigation.

9. Establishing internal SDD operating procedures in
accordance wwth OPM policy and 5 CFR Part 736 for the
handl i ng and saf eguardi ng of sensitive unclassified
reports of investigation to protect the interests of
both the individual and the Departnent.
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Personnel Security Representatives (PSRs) are responsible
for:

1. Assuring that correct and consistent position
sensitivity levels are designated for all their
OPDI V or STAFFDI V positions and that the correct
sensitivity | evel codes are shown on personnel and
security forns requiring their review

2. Submtting to the Director, SDD, any request for a
wai ver of a required preappointnment investigation
and requests for required investigations and
rei nvestigations of enployees, applicants, and
contractors who will be or are occupying National
Security or high risk Public Trust positions.

3. Adjudicating reports of investigation provided by
the Director, SDD, or OPM to resolve personne
security/suitability issues; or delegating the
adj udi cation responsibilities to the Servicing Personnel
O ficer (SPO or other designated official.

4. Forwarding the Certification of Investigation notice
and any approved wai ver request to the SPO for required
filing in enployee's Oficial Personnel Folder (OPF).

5. Ensuring, when adverse actions are considered, that due
process procedures are followed and that such actions
are coordinated with the SPO supervisor, and Ofice of
Ceneral Counsel (OGC) attorney, as necessary.

6. Approving any request for a security clearance for



access to classified information, using HHS 207 form
prior to submtting it to the Director, SDD

7. Assuring that each enpl oyee and contractor subsequently
granted a security clearance receives a briefing on
security matters and that the signed briefing formis
forwarded to SDD

8. Assuring that each individual having a security
cl earance is debriefed when access to classified
information is no | onger needed and that SDD is
pronptly notified of this action.

9. Notifying SDD when enpl oyees or contractors in National
Security or high risk Public Trust positions |eave HHS.

10. Providing to the Director, SDD, any requested
personnel security/suitability data and/or reports
ina tinmely manner.
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11. Assuring that their top managenent officials are kept
i nformed of pertinent personnel security/suitability
matters and coordinating actions with the SPQ(s).

12. Referring to the Director, SDD, any devel oped
unfavorabl e personnel security/suitability information
on an enpl oyee, applicant, or contractor being
considered for or occupying a National Security or
hi gh risk Public Trust position.

Servicing Personnel Oficers (SPGs) are responsible for:

1. Ensuring that investigative requirements for each
position filled are net and that any required waiver
has been approved.

2. Initiating required requests for National Agency Check
and Inquiries (NACI) investigations directly to OPM
on all appointees to Non-Sensitive (Level 1) positions.

3. Ensuring that the proper security questionnaire and
fingerprint card are conpleted by any i ndividual
selected for a national security or public trust position
prior to forwarding themto the appropriate PSR wth any
ot her forms necessary for scheduling the background
i nvesti gati on.



4. Referring unfavorable personnel security and
suitability information to the appropriate PSR and
coordinating actions with the office supervisor, OGC
attorney, and Director, SDD, as necessary.

5. Ensuring that the decision to reenploy a person who
resigned from anot her Federal agency is based upon
conpl ete and pertinent personnel security information.

6. Assisting applicants, enployees, contractors and
supervi sors in understandi ng and/ or preparing any
requi red personnel security questionnaires or forns.

7. Fingerprinting, and reprinting when necessary,
enpl oyees or contractors who require investigations.

8. Adjudicating the NACI reports of investigation on
i ndi viduals in Non-Sensitive (Level 1) positions or
handl i ng ot her adjudication responsibilities del egated by
t he PSR

9. Assuring that the Certification of Investigation
noti ce and any approved waiver formare filed in the
OPF when required.
8

G I nmediate supervisors are responsible for:

1. Ensuring that enpl oyees pronptly submt any required
investigative fornms to the appropriate PSR or SPO

2. Pronmptly providing to the appropriate PSR or SPO
acqui red unfavorable information regarding the conduct
or behavior of a subordinate which indicates possible
suitability or national security concerns.

3. Ensuring that positions under their purview are
designated at the proper sensitivity |evel.

Descri ptions of Investigation Types

Descri bed bel ow are the types of investigations offered and
conducted by the O fice of Personnel Managenent (OPM and its
privatized contractor, the US I nvestigations Services, |nc.
(usl's).

Nat i onal Agency Check (NAC) - An integral part of all background
i nvestigations, the NAC consists of searches of OPMs




Security/Suitability Investigations Index (SIl); the Defense

Cl earance and Investigations Index (DCI1); the FBI Identification
Division's nane and fingerprint files, and other files or indices
when necessary.

Nat i onal Agency Check and Inquiries (NACI) - This is the basic
and m nimuminvestigation required on all new Federal enployees.
It consists of a NACwith witten inquiries and searches of
records covering specific areas of a person's background duri ng
the past five years. Those inquiries are sent to current and
past enpl oyers, schools attended, references, and | ocal |aw
enforcenent authorities.

NACI and Credit (NACIC) - This NACH includes the addition of a
credit record search and is the mninmuminvestigation for those
going into low risk public trust positions (Level 5)

Access NACI (ANACI) - This is a new investigation designed as the
required initial investigation for Federal enployees who w ||
need access to classified national security information at the
Confidential or Secret level. The ANACH includes NACI and Credit
coverage with additional |ocal |aw enforcenent agency checks.

9

Child Care NACI (CNACI) - OPM has an agreenment with HHS to
conduct this enhanced NACI that includes a search of records of
state crimnal history repositories of the state where the

subj ect resides. This investigation is designed to neet special
i nvestigation requirenents for those who are in child care

provi der positions.

NAC with Local Agency Check and Credit (NACLC) - This is a new
investigation which is the sane as the ANACI without the witten
inquiries to past enployers, schools attended, etc. It is
designed as the initial investigation for contractors at the
Confidential and Secret national security access |evels. The
NACLC also is to be used to neet the reinvestigation requirenent
for all individuals (including contractors) who have Confidenti al
or Secret clearances.

M ni nrum Background I nvestigation (MBl) - This investigation
includes a NACI, a credit record search, a face-to-face personal
i ntervi ew between the investigator and the subject, and tel ephone




inquiries to selected enployers. The MBI is an enhanced version
of the NACIC and can be used for selected public trust positions.

Limted Background Investigation (LBlI) - This investigation
consists of a NACI, credit search, personal subject interview,
and personal interviews by an investigator of subject's
background during the nost recent three years.

Background Investigation (Bl) - This is a nore in depth version
of the LBl since the personal investigation coverage is the nost
recent five to seven years. This investigation is required of
t hose going into highest risk public trust positions (Level 6).

Si ngl e Scope Background I nvestigation (SSBlI) - This is the
government -w de investigation required of those who need access
to Top Secret classified national security information. This
background investigation covers the past seven years of the
subject's activities (or to age 18, whichever is less). It

i ncludes verification of citizenship and date and place of birth,
and wel | as national agency records checks on the subject's
spouse or cohabitant, interviews with sel ected references and
former spouses.

SSBI - Periodic Reinvestigation (SSBI-PR) - This is the required
five year update investigation for those who have Top Secret
security clearances. It consists of personal investigative
coverage of enploynments and residences since the previous
investigation, including interviews with all former spouses

di vorced during the coverage period. A search of the Treasury
Departnment's financial data base is also to be included.
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Position Sensitivity - Quidance and Procedures

There are three position sensitivity designations (Non-Sensitive,
Public Trust, and National Security) which correlate with six
specific sensitivity levels (Levels 1 through 6). Determ ning
whet her a position has specific national security or public trust
responsibilities is the key to designating the sensitivity |evel.
This is because national security positions are automatically
desi gnated one of three levels (2, 3, or 4), and public trust
positions are designated as either Level 5 or 6. Wthout these
special responsibilities, positions are designated as Non-
Sensitive, which is Level 1. (see bel ow)



Non- Sensi tive Nati onal Security Publi c Trust
Level 1 Level 2, 3, or 4 Level 5 or 6

The easiest way to determne the sensitivity of a position

is first to decide whether a security clearance is required of
the incunbent. |If the previous occupant of the position required
access to classified national security information, then the
position should be considered a National Security Position. Use
the chart below to determne the sensitivity |evel by matching up
with the level of security clearance required. |If no security
clearance is required or anticipated, skip down to nunber 2.
Public Trust Positions.

1. National Security Positions

At HHS, National Security Positions are those in which the

i ncunbent needs a security clearance for access to classified
national security information. These can be a variety of
positions, but the key attribute is that the position requires
the regul ar use of, or access to, classified information.

If a security clearance is required, the sensitivity |evel
is as foll ows:

Type of O earance = Sensitivity Level (fornmerly called)
CONFI DENTI AL or SECRET Level 2 (Non-Critical Sensitive)
TOP SECRET or (DCE's) Q Level 3 (Critical-Sensitive)
Speci al Access (or Level 4 (Special-Sensitive)

Presi denti al Appoi nt ee)
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2. Public Trust Positions

Security clearances are quite limted at HHS but public trust
responsibilities are nmuch nore preval ent and shoul d be

eval uated as the next step in the designation process.

Al t hough the public expects all Federal enployees to be
trustworthy and honest, positions designated as Public Trust
Positions are those requiring a nmuch hi gher degree of
integrity with unwavering public confidence in the individual
occupying the position. Public Trust Positions include those



i nvol ving policymaki ng, major programresponsibility, and | aw
enforcenent duties. Also included are those involving access
to or control of unclassified sensitive or proprietary
information or financial records, and those with simlar
duties through which the incunbent can realize a significant
personal gain or cause very serious danmage.

At HHS, many of our enpl oyees and contractors who have access
to our conputer data systens should be in positions designated
as public trust.

The public and the Departnent are put at risk if the incunbent
does not neet the high standards of integrity and confidence
required of those in Public Trust Positions. OPDIV and
STAFFDI V managenent mnust deci de which of their positions have
t hese enhanced public trust responsibilities and thus shoul d
be designated as Public Trust Positions. Managenent nust
further decide the relative degree of risk, noderate or high

i nherent in these public trust positions so that they can
assign a designated sensitivity level of 5, for noderate risk,
or level 6, for high risk.

To pronote consistency, effectiveness, and ease of
operation within the Departnent, sonme personnel security
and et hics program designations are being |linked. The
ethics programregul ations require that enployees in
specific designated positions file an annual financi al

di scl osure report (SF 278 or OCGE 450) to ensure confidence
in the integrity of the Federal governnent by denonstrating
that they are able to carry out their duties wthout
conprom sing the public trust. By definition, these
designated filers of an annual financial disclosure

report occupy public trust positions and, for personnel
security purposes, their positions shall be designated as
Public Trust Position Level 5 or 6, unless they neet the
criteria for a National Security Position as stated above.
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Therefore you should use the ethics program designation as
your initial step in determ ning whether a position is a
Public Trust Position. |If the incunbent of the position is
required to file either annual financial disclosure report,
then the incunbent is in a Public Trust Position. The
Department maintains lists of these designated positions which



are reviewed annually to assure that only positions which neet
strict filing criteria are included.

Al t hough these positions are by definition "public trust
positions", managenent still makes the nost inportant
personnel security decision in deciding the relative risk

| evel, noderate or high (Level 5 or 6). This is the nost

i nportant deci sion because the background investigation
required of these two |levels differs considerably in coverage
and cost.

The required investigation of nost entrants into a Level 5
public trust position is mnimal, usually nothing nore than

a credit bureau check in addition to the regular required

NACI investigation done on new hires. However, the credit
check provides nmuch information to aid managenent in deciding
whether there is a risk in placing the individual in a public
trust position. The required Background Investigation (Bl) on
an individual in a Level 6 positionis a costly one with
several years of coverage.

Public trust positions, follow ng the designation criteria
in the ethics program gui dance, include positions encunbered
by the following officials: (not all-inclusive)

SES nenbers, Schedul e C appoi ntees, admnistrative | aw
j udges, nost conm ssioned corp officers, G513 to 15
officials who are substantially involved in contracts,
procurenents, grants, or responsibilities involving a
high risk for conflict of interest.

In addition to the "predesi gnated" Public Trust Positions,
others nmeeting the definition nust be designated as either
Level 5 or 6. They should include positions having the
follow ng duties: |aw enforcenent, investigations, audit,
security, and access to sensitive, proprietary, or financial
i nformation, including access through, and/or control over,
automated i nformati on systens (conputer data systens).

In deciding if a Public Trust Position has risks at the high
| evel (6), remenber that Level 6 requires a Bl, and is best
reserved for positions where information about the incunbent's
entire background is very inportant, e.g., in |law enforcenent,
i nvestigator, and security positions. |If in doubt, designate
at Level 5, however, require a LBl or another nore thorough
i nvestigation above the m ni num NACI and Credit.
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3. Non-Sensitive Positions



The majority of HHS positions are Non-Sensitive (Level 1)
because the m ssion of the Department involves nostly | ow

ri sk, non-sensitive, and non-national security program
responsibilities. After having considered national security
and public trust responsibilities, those remaining positions
are consi dered Non-Sensitive.

A Non-Sensitive Position could nove to a higher level if,
e.g., the incunbent suddenly needed a Secret security

cl earance for an assigned duty. |In that case the position
woul d nove to Level 2 and the incunbent would have to neet
the investigative requirements for the Secret clearance |evel.
I f the clearance was not needed |ater, the position would
revert to a Non-Sensitive Position (Level 1).

Anot her exanpl e of novenent to a higher level of sensitivity
could be if an enployee in a Non-Sensitive Position is given
responsibility over a contract and is therefore required to
file an annual financial disclosure report. At the tinme of
t he assignnent of the additional financial responsibilities,
the position would convert to a Public Trust Position
(probably Level 5). The enpl oyee would then need to neet
Level 5 investigative requirenents. In this exanple, the
enpl oyee woul d probably need to conplete the public trust
security questionnaire (SF 85P) and be subject to a credit
check.

Docunent ati on of the rational e underlying designation decisions

i nvol ving Public Trust Positions nust be retained for audit

pur poses. However, separate docunentation is not needed for

t hose "predesignated"” as public trust if the incunbents are
required to file annual financial disclosure reports. The
docunentation can be a witten statenent explaining the reasoning
for including a specific position, or group of positions, at a
particular public trust level. (For exanple, the docunentation
statenent could say that all police officer positions, 083
series, are designated as Level 5 and, because of their unique

| aw enforcenment responsibilities, new police officers are subject
to a LBI.)

The docunentation for National Security Positions is the security
cl earance request form (HHS 207) so further docunmentation is not
needed.

The nunerical sensitivity level (1-6) is the coding to be used on
all security questionnaires (SFs-85, 85P, and 86) and on various
personnel forns, e.g., the Position Description (O~8), and

SFs 50 and 52. This sensitivity code is also required to be
shown for every enployee in the automated personnel system

(1 MPACT) .



14

What is nost inportant when designating position sensitivity
| evel s, and when determ ning which optional investigation to
request, is to exercise good judgnent, using risk managenent
deci si on-maki ng skills, and consi stency.

Suitability Determ nations

The "suitability" or "fitness" decision is arrived at by a
process which involves the foll ow ng actions:

1. The OPDIV or STAFFDIV assigns a sensitivity level to the
position to be encunbered by an applicant, enployee, or
contractor.

2. OPM or another Federal investigative agency, conducts
a personnel background investigation as a prerequisite to
determ ni ng whether the individual is suitable for
enpl oynent for a specific position. The scope and
coverage area of the investigation is determ ned by the
sensitivity |level assigned to the position. The
investigation is designed to reveal pertinent facts, past
and present, about the character, honesty, trustworthiness,
reputation, etc., of the applicant, enployee, or contractor.

3. OPMforwards the results of the background investigation to
the security official whose nane and address are obtai ned by
using the Security Ofice ldentifier (SO) code. (That SO
code is on the top front of the security questionnaire and
was entered there by whoever originally schedul ed the
investigation). The SO contact official, usually the PSR
ei ther adjudicates the suitability of the individual after
reviewing the investigative materials provided, or requests
addi tional investigative information, or requires the
subject to provide nore information or data necessary to
permt adj udication.

4. The PSR may al so forward the investigative materials to the
SPO, or other designated official, for adjudication.

5. OPM forwards to SDD investigation reports conducted on
individuals in all National Security and high risk Public
Trust Positions. SDD reviews those reports and certifies
the suitability of that person if the conpl eted background
investigation is favorable.

6. Wen the investigation report reveal s unfavorable
information, SDD (a) requires the appropriate PSR to provide
any additional data necessary to permt adjudication by SDD



10.

or (b) requests the PSR to adjudicate the suitability of
t hat person and, if necessary, to coordinate the
adj udi cati on with SDD
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The criteria to use in making a suitability decision,
including the specific factors to consider as a basis for
finding an individual unsuitable for Federal enploynent, are
found in 5 CFR Part 731.

The adj udi cative process is the careful weighing of a nunber
of variables known as the whol e person concept. Avail abl e,
reliable informati on about the person, past and present,
favorabl e and unfavorable, should be considered in reaching
a determnation. The final suitability determ nation should
be based on good judgenent and common sense after
consideration of all these vari ables.

The adj udi cator should consider the following factors, in
addition to those in 5 CFR Part 731, in serious issue cases:

whet her the person-
(a) voluntarily reported the unfavorable information;
(b) was truthful and conplete in responding to questions;

(c) sought assistance and foll owed professional guidance,
wher e appropri at e;

(d) resolved or appears likely to favorably resolve the
suitability concern, e.g. credit problens;

(e) has denonstrated positive changes in behavior and
enpl oynent .

Due process procedures nust be followed when there is to be
a proposed unfavorable determ nation. Cuidance should be
obtained fromthe Ofice of the General Counsel (0OGC) and
enpl oyee and | abor relations staff. In nbst cases where
there are suitability/security issues involved, the

i ndi vi dual should be interviewed and given a opportunity to
respond to those issues developed in the investigation.
Sonetinmes that information is incorrect or inconplete and
this interview allows the individual to | earn what the
investigative file shows. The interviewis also a quick way
to gat her adjudicative information because the individual




can be asked to provide it, e.g., arrest disposition and
credit record information.
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| nvestigati on Requirenents

The m ni num per sonnel background investigation requirenents
for the various position sensitivity levels are as foll ows:

Sensitivity Level M ni mum | nvesti gati on Required
NON- SENSI T1 VE NACI (name & fingerprint checks
Level 1 & witten inquiries)

NATI ONAL SECURI TY
Level 2 ANACI (Access NACH)

(Confidential or
Secret cl earance)

Level 3 (Top secret SSBI (Single Scope Background
Level 4 clearance) | nvesti gation)*

PUBLI C TRUST
Level 5 (noderate) NACI C (NACI + credit check)**
risk

Level 6 (high risk) Bl (Background Investigation)*

* The investigation nust be conpl eted preappoi nt ment unl ess
a wai ver is approved. Preappointnent requirenent
cannot be wai ved for Level 4.

** A MBI or LBI should be requested for specific Level 5
positions (such as |aw enforcenent, audit, security,
and non-career appointee positions) that are at a quite
high risk level but are just under the Level 6
designation. These optional investigations provide nore
depth of coverage at an increased cost.

A The required investigation nust be initiated within 14 days
of placenent unless there is a preappointnment investigation



requi renent. \Wen a waiver to that preappointnent

requi renent is being requested for Levels 3 and 6, the
conpl eted investigation questionnaire (SF 86 or 85P) nust
acconpany the request.

If the sensitivity level of occupied position changes due to
realignnent of duties or a requirenent for a security

cl earance, an incunbent may remain in the position, but any

i nvestigation required by the new sensitivity | evel nust be

initiated within 14 worki ng days.
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| f positions are being redesignated from Non-Sensitive

to noderate risk Public Trust Positions to neet HHS

gui delines, no additional investigation is necessary for

i ncunbents who have had a NACI and been with HHS for at

| east one year. Enployees with less than a year of

enpl oynent with HHS, but who had a NACI, can neet noderate
risk public trust requirenents by having a credit check only
conducted on them

When an individual has been subject to a previous background
investigation, it may not be necessary to request a new
one,

especially if there has been no break in Federal service.

A check of the individual's OPF (or SF 75, Request for
Prelimnary Enploynent Data) should show if the individual
was previously investigated and the date and type of
investigation. |If investigation requirenents have been net
on an individual nmoving into a Public Trust or National
Security Position, the PSR or SPO representative nust
notify SDD of the date and type of the previous

i nvestigation so SDD can set up the official security file.
| nvestigative requirenments are determ ned by OPM and SDD
provi des gui dance.

The followi ng Non-Sensitive Positions (Level 1) are exenpt
fromthe NACI investigation requirenment of EO 10450,
providing that reference checks are favorable and they are
not child care provider positions:

(1) Intermttent, seasonal, per-diem or tenporary
positions that do not exceed an aggregate of
180 days in either a single continuous or series
of appointnents (includes nost contractor
positions); and



(2) Aliens enployed outside the United States

Al'l incunbents of child care provider positions, including
contractors, nust neet the investigative requirenents of
PL 101-647, Section 408,"Child Care Wrker Enployee
Background Checks", as anended by PL 102-190. The m ni mum
required investigation is a NACI suppl enented by state
crimnal history checks. OPM provides a specific
investigation, a Child Care NACI (CNACI), which should be
requested on individuals noving into child care provider
positions. The investigation can be conducted post-
appointnment if the individual is under the supervision and
in sight of a previously investigated staff person during
anytinme children are in the care of the newy hired

i ndi vi dual .
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The CNACI will also usually neet nost investigative

requi renents of PL 101-630, Section 408, "Character

| nvesti gations” which covers individuals in positions
requiring regular contact, with, or control over, Indian
children. Mst of these covered positions are al so covered
under the child care provider investigation requirenent.

The I ndian Health Service (IHS) PSR provides gui dance
regardi ng these positions and the investigative requirenments
of PL 101-603.

The Director, SDD, and each PSR nust assure that the

anal ysi s of background investigative information, the
subsequent suitability/security determ nation, and the
handling of the investigative reports follow the

requi renents, criteria, and standards in 5 CFR Parts 731,
732, and 736 and in EO 10450.

Al'l pertinent information obtained frominvestigative
reports, personnel records, responses to witten inquiries,
medi cal fitness records, personal or subject interviews,

or any other sources, nust be considered in reaching
suitability/security determ nations. Due process procedures
must be foll owed when nmaki ng an unfavorabl e determ nati on.

Schedul i ng I nvestigations

OPM requires one of three conpleted security questionnaires
for scheduling nost of its investigations. Note that an
individual is to conplete the questionnaire only after a
condi tional offer of enploynent has been made. The three



guestionnaires are:

SF 85 (Questionnaire for Non-Sensitive Positions)
Compl eted formto be forwarded to OPM by the SPO to
request NACI investigations on Level 1 positions.

SF 85P (Questionnaire for Public Trust Positions)
Compl eted formto be forwarded to SDD by PSR to request
i nvestigations for Levels 5* or 6.

SF 86 (Questionnaire for National Security Positions)
Compl eted formto be forwarded to SDD by PSR to request
background i nvestigations or reinvestigations for
Levels 2, 3, or 4.

*For noderate risk Level 5 positions requiring only a NACI C
i nvestigation, the PSR forwards the SF 85P and ot her
investigative forns (see below) directly to OPM OPDI V
PSRs shoul d use their own assigned Security Ofice lIdentifier
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(SA) code on the SF 85P (not HEOO, which is assigned to the
Ofice of the Secretary (OS) and SDD) to ensure that OPM
returns the conpleted investigation directly to them

In addition note that the SF 85P-S (Suppl enent al
Questionnaire for Selected Positions) is required to be
conpl eted by individuals going into | aw enforcenent or
security guard positions, and is to be attached to the
SF 85P. SDD coordinates with PSRs in determ ni ng whet her
torequire this formfor other selected positions.

The SF 86A (Continuation Sheet for Questionnaires SF 86,
85P and SF 85) is to be used if additional space is needed
for residence, education, and enploynment activities.

In addition to the SF 85P or 86, the conplete investigation
request package for SDD usually consists of:

1. One copy of the SF 85P or 86
2. One fingerprint card (SF 87; or FD 258, if contractor).

3. Aresune or equivalent formif investigation is a part of
enpl oyee's initial appointnment action.

4. An OF 306 (Declaration for Federal Enploynent) is only
required if the individual is receiving a new Federal



All

appointment. OF 306 is not required for reinvestigations
or updat e/ upgrade investigations.

i nvestigative questionnaire forns nust reach OPMw thin 120

days of subject's signature and date.

A

I nformation on the questionnaires should be conpleted by the
subj ect of the investigation. However, to avoid unnecessary
delays in initiating investigations, sonetines it is
necessary for the PSRs or the SDD staff to amend or conplete
certain itens prior to forwarding the forns to OPM OPM has
created formFIPC 391 (Certification of Anended

| nvestigative Forn) which should be conpleted by the

person anmendi ng the questionnaire when the subject is unable
to personally nake the changes. Any changes or additions
must be consistent with subject's wshes and intent. OPM has
a list of critical itens on the three investigative forns
that nust be anended only by the subject.
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Speci al Agreenent Checks (SAC)

OPM can establish SACs with HHS to conduct specific records
checks on individuals who need themto neet higher
sensitivity levels. For exanple, to neet the NAC C
requirenent if an individual is nmoving froma Non-Sensitive
(Level 1) position to a noderate risk Public Trust (Level 5),
a credit record check only can be requested.

The SAC will consist of record checks only and requests for
SAC agreenents nust be di scussed wth and approved by the
Director, SDD.

VWi ver s

Speci al circunstances nay require i mediate action to
enpl oy an applicant or nove an enpl oyee into a position
designated as sensitive National Security (Level 3) or

high risk Public Trust (Level 6). The situation may not
permt sufficient tinme to conplete the required

pr eappoi nt nent investigation so a request for a waiver of
that requirenment may be made. (Waiver of the preappoi nt nent



investigation is not permtted for Level 4 positions since
they are usually Presidential appointee positions which
require an FBI investigation prior to the Senate confirmation
process.)

1. When the head of an OPDIV or STAFFDIV, or a designated key
of ficial believes an energency exists, that official shal
submt a witten waiver request (see exanple Exhibit A)
to the Director, SDD. An original or automated SF 52
(Request for Personnel Action) nust be included with the
wai ver for Non-career SES and Schedul e C appoi ntees. For
all other enployees, submt a copy of the original SF 52.

Position sensitivity level 3 or 6 nust be indicated in
item 25 of the SF 52. Omssion of information will delay
final action on the request.

2. A waiver request must contain a brief statenment of the
reasons which constitute the conditions of the
"energency" as they relate to the national interest,
and a statenent that the nature of the "energency"
precl udes the opportunity for a delay to conduct the
requi red preenpl oynent investigation.
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3. Al security forns for the required investigation nust
be submtted with the waiver request. |f extenuating
ci rcunst ances prevent this, the fornms nust be
expeditiously forwarded to the Director, SDD, so that
the investigation can be initiated within 14 days of
pl acenent. However, a current conpleted SF 86 or 85P
is an investigative tool used in the waiver approval
process and must be received and revi ewed before the
wai ver is presented for approval. The waiver request
action should be coordi nated by the PSR

4. For each wai ver request, name checks are nade to OPM
and the FBI or other sources by SDD or designated

officials. |If checks and review of the SF 86/ 85P are
favorabl e, the waiver will be approved and the original
will be returned for placenent in the enployee's OPF. |If

ot her than favorable information is devel oped during the



wai ver process, the waiver request may be di sapproved and
a preappoi ntnment investigation nmay be requested.

5. A waiver is not required for a Level 2 or 5 positions
(except for non-career SES and Schedul e C appoi nt nents),
but a preappoi ntnent investigation is an option.

Security C earances for Access to Classified Information

Whenever an enpl oyee or contractor requires access to classified
national security information, the individual nmust be granted a
security clearance at the proper level to access that
information. The three security clearance |evels are:
Confidential, Secret, and Top Secret. The individual should
request the clearance through his or her supervisor who nust
coordinate the request with the PSR The Request for Security
Cl earance, HHS 207 form nust be conpleted and signed by the
enpl oyee/ contractor, the supervisor/recommending official, and
the PSR The HHS 207 should be forwarded to the Director, SDD
along with any fornms needed for any required investigation.

A prerequisite to certification for access to classified
information is conpletion of a favorabl e background

i nvestigation. The standard governnment-w de background
investigation required for access to the various |evels of
classified information is as foll ows:

Confi denti al

or Secret - Access NAC (ANAC)

Top Secret - Single Scope Background I nvestigation (SSBI)
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[ Note: These are new OPMinvestigations devel oped because

t he President approved uniforminvestigative standards in March
1997 for Federal departnents and agencies to use prior to
granting the various security clearances.]

The Director, SDD, adjudicates the conpl eted background

i nvestigation and determ nes whether to grant the requested
security clearance. The Director, SDD, grants the clearance by
signing the HHS 207 and forwarding a copy to the PSR who
requested the clearance action. The PSR assures that the
individual is briefed about security requirenents. The signed
original clearance certificate (HHS 207) is nmaintained in the
official security file at SDD



An interimsecurity clearance can be granted to an individual for
tenporary eliqgibility for access to classified information prior
to the conpletion and adjudi cation of the appropriate
investigation. |If thereis a justifiable need for an interim

cl earance, the PSR or other requesting official nust notify the
Director, SDD, who will assure that the mninmuminvestigative
standards are net prior to granting the clearance. Note that the
interimcl earance can be revoked at any tinme based on unfavorable
information identified in the course of the investigation.

Security Briefings

PSRs must assure that each enpl oyee and contractor who has been
granted a security clearance receives briefings on security
matters. Briefers should be famliar with the HHS Nati onal
Security Information Manual and use it as a reference guide.

A Initial security briefings nust be conducted to inform
i ndividuals of the inherent responsibilities and proper
procedures for handling and saf eguardi ng cl assified
information. This briefing nmust occur prior to the
i ndi vi dual being given access to such information. During
the briefing the individual should be given the security
education briefing materials furnished by the Director, SDD.

At the conpletion of initial security briefing, the enployee
or contractor is required to sign a Classified Information
Nondi scl osure Agreenent (SF 312) and it shall be forwarded
to the Director, SDD, for retention.
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B. Refresher briefings nmust be given on a regular basis by
PSRs to all individuals who have security clearances. They

nmust be briefed on their continuing responsibilities for
saf eguarding classified informati on and on any new security
regul ations or procedures. Refresher briefings may be in
oral, witten, or electronic format. PSRs nust maintain
records to show that this requirement was net.

C. Security debriefings nust be given to all individuals
upon termnation of their security clearances. They
shal |l be advised of their continuing responsibility for



protecting the classified information to which they had
access. Upon conpletion of the debriefing, the formerly-
cl eared individual nmust sign the bottomhalf of the SF 312
| abel ed "Security Debriefing Acknow edgnent” and a w tness
al so signs it. The SF 312 nust be forwarded to the
Director, SDD, for retention.

Cl earance Term nations, Downgrades, and Denial s

A PSR in coordination with the i medi ate supervisor and the
Director, SDD, may determine a currently cleared individual no

| onger has a need for a security clearance. That determ nation
is a discretionary one and the decision of the Director, SDD, is
conclusive. Upon witten notice to the individual, the PSR may
admnistratively termnate, or downgrade, the security clearance
in the foll ow ng manner:

A. Wen it has been determined that a cleared individual no
| onger requires access to classified information, the
security clearance nust be admnistratively w thdrawn by
the appropriate PSR. The | ower portion of the SF 312 nust
be conpl eted and signed by the fornerly-cleared individual
and a witness. The PSR should annotate it to show that the
action was admnistrative and w thout prejudice to the
individual's future eligibility for access to classified
information. The individual should be given a copy of the
SF 312. The original nmust be immediately forwarded to the
Director, SDD.

B. Wen the individual no |onger requires access to a particul ar
security clearance |evel, the PSR nust annotate the new
| oner level on a copy of the current HHS Form 207 or prepare
a new one show ng the new requested |evel. This downgradi ng
action on the HHS Form 207 nust be dated and signed by the
appropriate PSR and i medi ately forwarded to the D rector,
SDD, with a copy going to the subject.
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| ndi vi dual s who are being denied a security clearance, or having
their clearance revoked, because they do not neet access
eligibility standards nmust be given specific appeal rights

as stipulated in EO 12968, Section 5.2, Review Proceedings for
Deni als or Revocation of Eligibility for Access. The Director,
SDD, will coordinate the appeal process.



Rei nvesti gati on Requi renents

A.  The incunbents of all positions for which access to
Top Secret information has been granted nust be subject
to a SSBI-Periodic Reinvestigation (SSBI-PR) every five (5)
years after the initial SSBI

B. Incunmbents of all positions for which access to Secret
i nformati on has been granted nust be subject to a NACLC
every ten (10) years after the initial investigation.

C. The NACLC reinvestigation requirenent for those with
Confidential clearances is every fifteen (15) years.

The chart bel ow shows the sensitivity/clearance |evel and the
required reinvestigation:

Position Sensitivity/ Rei nvesti gati on
Security C earance Level Requi r enent

Levels 3 and 4 with SSBI - PR (every 5 years)
Top Secret clearance

Level 2 with Secret NACLC (every 10 years)
cl earance

Level 2 with Confidenti al NACLC (every 15 years)

cl earance

Requests for reinvestigations are forwarded to the Director, SDD
and consi st of:

(1) Oiginal and one copy of incunbent's current SF 86.

(2) Fingerprint chart (SF 87; or FD 258 if contractor) only when
requested by SDD due to previously unclassifiable prints.

A nore extensive investigation than the required one may be
request ed and schedul ed when justifi ed.
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Saf eqguardi ng and Handling Investigative Reports

Personnel investigative reports and records nust be saf eguarded
wi th the highest degree of discretion to protect the interests of



the individual and the Departnent. Therefore there are strict
requirenents for the control of investigative information and
they are contained in HHS Personnel Instruction 731-1. Listed
bel ow are addi tional procedures:

A Al HHS officials, including PSRs, who review or store
investigative reports and related information nust have
had a favorabl e determ nati on based upon a background
investigation that neets their sensitivity level. (Note:
the m ninmum sensitivity level for those with these duties
is Level 5, making this a noderate public trust position
requiring the incunbent to be subject to a NACI C
i nvestigation.)

B. Copi es of investigation reports, in whole or in part, nust
be controll ed, safeguarded, and destroyed when the intended
pur pose has been served.

C. When personnel security/suitability investigation reports,
including arrest records, and rel ated adjudication materials
are transmtted by mail, the addressee on the envel ope nust
be the designated HHS official. Additionally, the envel ope
must bear the notation: TO BE OPENED BY ADDRESSEE ONLY.

D. When not in use, personnel security investigations and
related adjudication materials nust be stored in a
conbi nati on-| ocked cabi net or safe or in an equally secure
ar ea.

E. Access to the container/area nmust be limted to authorized
HHS officials, but they nust not have access to their own
i nvestigative files.

F. All reports of investigation nmust be adjudicated within
90 days after receipt by the PSR

G Al l copies of investigation reports (including vouchers)
recei ved by the PSR or SPO nmust be destroyed within 60 days
after the date of a favorabl e adjudication and nust never be
filed in the enpl oyee's OPF or forwarded to a contractor.

H. In cases involving a proposed adverse action, the
i nvestigation reports may be destroyed wthin 60 days after

the action is conplete, or forwarded to SDD for requested
further retention.
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EXH BIT A



WAl VER EXAMPLE

MEMORANDUM TO:  Doug Pruett
Director, Personnel Security
and Drug Testing Division, ASMVB

FROM Managenent O fi ci al
OPDI V/ STAFFDI V

SUBJECT: Wai ver of Preappointnent |nvestigation on
| ma Ni ceguy

Executive Order 10450 provides that in case of energency a person
may be appointed to a sensitive position for a limted period
prior to conpletion of a background investigation if such action
IS necessary in the national interest.

To insure that agency objectives and activities are continued
W t hout undue interruption, | amrequesting a waiver of the
pr eappoi nt ment i nvestigation requirenent on |Ima N ceguy.

M. N ceguy has been selected for the position of Specia
Assistant to the Assistant Secretary. The expeditious filling
of this position is critical to our m ssion.

lma Niceguy will be responsible for a wde range of activities,
i ncl udi ng handl i ng questions of a sensitive policy nature.
Access to classified national security information is not
required at this time and wll be denied, unless subsequently
a request for a security clearance is requested and approved.

Accordingly, | request your concurrence that an energency
situation exists and it is in the national interest to waive the
pr eappoi nt nent investigation requirenent.

Appr oved Dat e
Aut hori zing Oficial

Att achment s:

SF 85P or SF 86
SF 87
Resume
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EXH BIT B

| NVESTI GATI ON SCHEDULI NG CHART

Level 1 (Non-Sensitive): use SF 85 to schedul e NACI or CNAC

-SPO sends to OPM
-use OPDIV's SO code (or SPOs, if assigned one)

Level 5 (Public Trust): use SF 85P to schedul e NACIC

-OPDlV PSR sends to OPM
-use OPDIV's SO code

Level 6 (Public Trust) use SF 85P to schedul e BI

(and Level 5 with increased to schedul e LBI or MBI
ri sk & enhanced i nvesti gation)

-OPDl V PSR sends to SDD
-use SO code: HEOO

Level 2 (National Security) use SF 86 t o schedul e ANACI
Level 3 & 4 to schedul e SSBI

-OPDl V PSR sends to SDD
-use SO code: HEOO



