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DISCLOSURE*: This Instruction Manual has been prepared by Symplicity solely for the
benefit of FBO.gov users. By accepting delivery of this Instruction Manual, the recipient
hereby agrees that the information contained in this Instruction Manual, in whole or part, is
proprietary and that it will not reproduce or redistribute such Instruction Manual, discuss the
information contained herein or make reproductions without the prior written approval of
the IAE, and will hold all information in confidence.
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1 System Overview

The system is a web-based portal which allows vendors to review Federal Procurement
Opportunities over $25,000.

All Users: From the site’s main navigation page, any user (not password protected) can
utilize navigation to review:

General Information
News

Opportunities
Agencies / Offices Lists
Privacy Statement

Government Users, when logged in using their password protected account can do the
following:

Buyers: Possess key system functionality as outlined below:

o0 Maintain Buyer Profile. Buyers can be set up to be agency, or specific
contracting office, buyers.

o Create, Modify/Amend, or Cancel an Opportunity Notice.

o Manage document package content, and vendor accessibility to package
documents, that support opportunities. Buyers can upload non-sensitive docs
(and attach existing sensitive, but unclassified docs to notices)

0 Buyers can create non-fbo solicitation links. These links create document
packages that are not tied to FBO solicitations (parallels functionality
previously found in the FedTeds system). With this feature, the buyer is able
to create a clickable link that can be used in other systems/documents. When
clicked by a vendor, the vendor is taken to a system interface where their
authorization to review materials (explicit access / export controlled) is vetted
prior to letting the vendor access the materials.

Engineers: This user group can post / update sensitive, but unclassified documents
for use as attachments to Opportunities. Engineers, unless also designated to be a
buyer, cannot post or manage opportunities. NOTE: Every user is registered for a
particular agency/office and usually location, which includes engineers. Buyers of the
same office will see unattached technical packages when posting notices for
attachment. Buyers can also search by PR#, a technical package field, to find
packages submitted for any office that is unattached, but a user must know the
#PR# to find it.

Buyer/Engineer: A user can be given both Buyer and Engineer user rights. This
allows a single user to both post secured, but unclassified documents and to create
solicitations.

Location Administrators: Users that have the authority to authorize an agency’s
staff member as being able to post opportunities in the system. Location
Administrators are also able to post opportunities for their agency.

Super User: Users with system oversight and administrative rights.

Vendors, when logged in using their password protected account can do the following:

Vendor Profile: Vendors maintain profiles in the system streamlining use of the
portal. Among other profile elements, the following key vendor information is
maintained in their profile:

e DUNS (Data Universal Number System) Number

e Commercial and Government Entity (CAGE) Code
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¢ MPIN (Marketing Partner Identification Number) — Optional profile field
required to view sensitive materials.

e Vendor Opportunity Review Features: Vendor can search for opportunities based on

the following terms:

e keyword search

opportunity/procurement type
posting date
response deadline
last modified date
place of performance zip code
set-aside code (“set aside” solicitations allow only specified business
concerns)

e classification code

e NAICS (North American Industry Classification System) code

e agency/Office(s)
Vendor can set up “search agents” based on detailed search elements, which
highlight newly added opportunities which align with their search criteria. Vendor
can add opportunities to a “watch list” list (akin to a “favorites” list”).Per the
vendor’s profile status, vendor can review documents associated with the
opportunity (Packages).

e Opportunity Actions: Vendor is able to add themselves to the “interested vendors
list” for an opportunity. If the buyer has indicated that reviewing vendors are able to
review other interested vendors, vendors can review the list of vendors who have
expressed interest in the opportunity. Vendors can request explicit access to view
secured, but unclassified with explicit access designation. Additionally, if the vendor’s
profile indicates that the vendor is eligible for access to export controlled packages,
the system allows the vendor access.
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1.1 Definition of key terms
Below is a list of key terms and how they are used throughout the system.

Term ‘

Accessibility

Icon

€ Accessibility

Accessibility: ON
or @

Description

Accessibility Mode — Disables select interface
enhancements to ensure users of assistive
technologies have full and equal access to all aspects
of this web site. Icon is “red” if accessibility mode is
“on” or “blue” if accessibility mode is “off”.

Account

n/a

From an “account,” a user is desighated as a
engineer for a particular agency or office. Because
some engineers are associated with multiple
agency’s/offices, they will have multiple accounts
tied to their username.

Approve

Approve

The “Approve” button is used to approve a vendor’s
request for explicit access to sensitive, but
unclassified documents.

Audit Trail

n/a

For sensitive, but unclassified documents, the system
tracks each time a vendor reviews the record. This is
captured in the “audit trail” sub-tab of a released
document.

Authorized
Party

n/a

Certain sensitive, but unclassified package(s) require
that a vendor be explicitly authorized to review the
materials. A government user can pro-actively select
a vendor user for access, or a vendor can request,
and be granted access, through this system. Once
the vendor is given explicit access to review the
package, they are an “authorized” party.

Authorized
Vendor

n/a

Export Controlled requires that the vendor's company
be certified by the Defense Logistics Information
Service Joint Certification Program to receive
unclassified technical data disclosing military critical
technology with military or space application. Those
vendors that are certified to receive export controlled
materials are termed “authorized vendors.” This
system receives a daily feed of authorized vendors,
which determines access based on a vendor’s Cage
code/MPIN.

Buyer

n/a

Government user that is presenting an opportunity
notice in the system.

Cage Code

n/a

Commercial and Government Entity (CAGE) Code - A
CAGE Code is a five (5) position code that identifies
companies doing, or wishing to do business with the
Federal Government. The format of the code is the
first and fifth position must be numeric. The second,
third and fourth may be any mixture of
alpha/numeric excluding I and O. All positions are
non-significant. The code provides for a standardized
method of identifying a given facility at a specific
location.
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Clear

Clear

The “Clear” button appears when a users is using
search filters. If selected, the system “clears” any
previously entered search filters.

Document

n/a

“Document” is a single attachment (either link or
uploaded document) that can be attached to a
“Notice”. A collection of documents can be bundled to
create a “Package”

Draft

Saved, but not necessarily complete. Drafts are not
viewable on vendor interface.

DUNS

n/a

DUNS (Data Universal Number System) Number -
According to the FAR 4.11, prospective vendors must
be registered in CCR (Central Contract Registration)
prior to the award of a contract; basic agreement,
basic ordering agreement, or blanket purchase
agreement. According to FAR 52.204-7, to register in
CCR, a firm must have a Data Universal Numbering
System (DUNS) number. The DUNS Number is
assigned by Dun & Bradstreet, Inc. (D&B) to identify
unique business entities.

Engineer

n/a

User that can post / update sensitive, but
unclassified documents for use as attachments to
Opportunities. Engineers are registered for a
particular agency/office and usually location. Buyers
of the same office will see unattached technical
packages when posting notices for attachment.

Explicit
Access

n/a

Vendor is given explicit access to review sensitive,
but unclassified package(s). A government user can
pro-actively select a vendor user for access, or a
vendor can request, and be granted access, through
this system.

Export
Controlled

n/a

Export Controlled requires that the vendor's company
be certified by the Defense Logistics Information
Service Joint Certification Program to receive
unclassified technical data disclosing military critical
technology with military or space application. This
system receives a daily feed of authorized vendors,
which determines access based on a vendor’s Cage
code/MPIN.

Form

n/a

Any screen where a user enters data that is saved in
the system.

Go

Go

If data is entered in keyword search filter, select the
“Go” button to submit the request.

Go Back

Go Back

During a stepwise process, use of the “go back”
button takes the user back one step in the process.

Help

@ Help

or @

Throughout the system, the system presents users
with the opportunity review system “Help” messages.
The icons presented here will take the users to the
help message that is available.

Log-in

Legin

Use username and password to logon to an account
on the system
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Logout

E Logout

The “Logout” button can be used to log the user off
the system.

MPIN

n/a

Marketing Partner Identification Number. Export
Controlled requires that the vendor's company be
certified by the Defense Logistics Information Service
Joint Certification Program to receive unclassified
technical data disclosing military critical technology
with military or space application. This system
receives a daily feed of authorized vendors, which
determines access based on a vendor’'s DUNS/MPIN.

Non-FBO
Solicitation
Link

n/a

Buyers can create links to sensitive, but unclassified,
documents posted in the FBO system, for viewing
outside the context of FBO notices. Non-FBO
solicitations, when released in the system, support a
“link” (URL) to the Non-FBO solicitation’s sensitive,
but unclassified, document packages. The Non-FBO
“link” can be used in other systems, or documents,
and when clicked by a vendor will “link” the vendor
to the Non-FBO materials. The system controls
vendor access (e.g., explicit access, export control)
to the Non-FBO solicitation, in the same manner as it
does for a FBO solicitation. Non-FBO links were
previously managed through FedTeds.

Package

P

Collection of “documents” that can be attached to a
“notice”.

Proceed

Proceed

The “Proceed” button saves the entered data on a
form and takes the user to the next step (first
prompting users to complete required fields on the
form).

Quit Process

Guit Process And Return |

The “quit process and return” button returns the user
to the previous page, without updating any record

and Return fields.
Register * Register How Request a user account on the system.
The “Reject” button is used to reject a vendor’s
Reject Reject request for explicit access to sensitive, but
unclassified documents.
Release Release Package Finalizes a Package and releases for use by a buyer.
Package

Required Field

A red asterisk next to a field label indicates that the
field is a required.

The “return” button returns the user to the

>
Qi

Return L

navigation.

Review or « P ; ;

. Review” opens an object for review.
view
The “Save” button saves the entered data on the
Save Save form. User will be required to complete all required

fields on the form.
The “Save Draft” button saves the entered data in a

Save Draft Save Draft X -
draft document, (user is not required to complete
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required fields on the form).

Vendors are required to logon to the system and to
have a valid MPIN on file, to review sensitive, but
unclassified documents. “Export Controlled” and
“explicit access” are more stringent access controls
that may also apply to sensitive, but unclassified
documents.

Sensitive, but
Unclassified n/a
Document

These are sections of a main navigation that a user
can move to while in that main navigation (e.g, “my
Sub-tab n/a profile” is a main navigation, and “account” and
“contact information” are sub-tabs in that main
navigation).

All users will have one “username”. The username is

Username n/a used to log into the system.

Vendor n/a Provider of services.
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2 Logging onto the System

2.1 System URL

The URL for the system is https://www.fbo.gov. All system users navigate to this URL to
logon to the system.

2.2 Navigation Bar on Logon Page — Unsecured features

The Navigation across the top of the login page allows users access to the following
features prior to being logged onto the system:
I. General Information
Il. News
I1l. Opportunities (for all agency/all offices)
IV. Agencies
V. Privacy

zderal
Business

w FEDB1ZzOPPS.cov fime

-Gov USA.gov_ |

QUICK SEARCH

Welcome to FBO.gov, the U.S Government's one-stop virtual
marketplace. Through this single point-of-entry, commercial
vendors and government buyers are invited to post, search,
monitor, and retrieve opportunities solicited by the entire Federal USER GUIDES

contracting community. = Buyer

= \Vendor

m Engineer

m | ocation / Agency Admin

e

Advenced Search

Find Opportunities

Use Adobe Aorobat Reader to view
NO REGISTRATION REQUIRED

files in POF format
Start researching now »

ADMTIONAL RESOURCES
m Husiness Partner Network

: (BPN)
Buyers / Engineers Vendors « Central Contractor Reaistraton
Post manage, and award opportunities. Search, monitor, and retrieve opportunities. (CCR)
m  Online Reps & Cert Application
Username » View Opportunities Username » Find Opportunities —
= = S - m  Federal Agency Business

[ |  Nologin is reguired to [ | Nologin is reguired to e

view opportunities. view opportunities. T

m Federal Assefs Sales
Password

¥ Raniztar Mo Password ¥ Raniztar Mo
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2.3 Register for an Account

Note - Before an individual government user can register to use FBO, his or her Agency
must be registered with FBO. Please contact the FBO Helpdesk for Agency Registration
877-472-3779.

I. To get started, Engineers go to fbo.gov and click on the Buyers’ “Register” link.
This will open up a series of screens where the user enters registration data.

Federal
Business

* FEDB1zOPPs.cov fims...

General Info

QUICK S5EARCH
Welcome to FBO.gov, the U.S Government's one-stop virtual | || Go |
marketplace. Through this single point-of-entry, commercial
vendors and government buyers are invited to post, search,
monitor, and retrieve opportunities solicited by the entire Federal USER GUIDES
contracting community. ® FBuver
= Vendar
® Engineer
m | ocation /! Agency Admin

Advanced Ssarch

Find Opportunities

7 Lize Adobe Acrobat Reader to view
NO REGISTRATION REQUIRED

files in POF format.
Start researching now

ADDITIONAL RESOURCES
m Husiness Partner Network
. (BPN}
BUYEFS "‘ Englneers Uendors m Central Contractor Reqistration

Post, manage, and award opportunities. Search, monitor, and refrieve opporunities. (CCR)

m Online Reps & Cert Application
[ORCAY

m Federal Agency Business

Forecasts

Federal Azsetz Sales

Username * View Opportunities Username * Find Opportunities
| | Mo login iz required to | | No login i=s required to
view opportunities. wiew opportunities.

1 | |
Password » Register Now | perced » Register Now = Tedere G
| | * Password Remin | * Password Reminder = USA gov
e - = Minority Business Development
ogin Login Agency

= SUB - Net (Subcontracting
Opportunities)
m |AF
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Il. Step one — Personal Information is entered. Once required fields are entered,
select “proceed”.

Federal
Business

* FEDB1zOPPS.cov Sires .

GOV USA.gov

€3 Accessibility
Buyer/Engineer Registration
Personal FedBizOpps (FBO) Registration Form for Federal Users * indicates a required fisld
Information Before an individual user can register to use FBO, his or her Agency must be registered with FBO. Please
- contact the FBO Helpdesk for Agency Reaqistration
24 Account Information
O Your Full Hame*:
- Pleaze enter your full name.
, Exampile: John F. Smith
@ Review!Submit

Your Suffix
If applicable, enter your suffix

The Title of Your Position:
Enter the title of the position you hold at your agency.

Your Email Address™
Enter your email address.
Exampie: john@agency. gov

= =T
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I. Step two — Account Information is entered - Agency / Office is set up, along with
password creation. When you enter a desired password, for security purposes, the
password must meet the following criteria:

e Must be between 8 and 14 characters
e Must contain 1 of each of the following:
o lower case letter
O upper case letter
0 number
0 special character (e.g. !, %,M)

I1. During account registration register to be an “engineer,” or both “buyer” and
“engineer.” Registering as both allows a single user to both create sensitive, but
unclassified documents and to manage opportunities. (See “buyer” manual to
learn about buyer functionality).

I1l. Once required fields are entered, select “proceed and review”.

Buyer/Engineer Registration

{i} Personal Information ) On this step: Please choose your agencylfoffice locstion and choose an account passward

@ Account Infermation Account Information *indicates a reguired field
B Agency':

{3:‘; Reviens rSubmit Choose your agency doven tothe lowest level
) | APPALACHIAN REGIOMAL COMMISSION w

User Role(s)':

» Buyers: Create, Modify/Amend, or Cancel Opportunty Motices . They manage document package contert, and
wendar accessibility 1o package documents, that support opportunties. Buyers can upload non-sensitive docs (and
gttach existing sensitive, but unclassified docs to notices), Buyers can alzo create non-fho solicitation links.
Engineers: This user group can post fupdate zenstive, but unclassified packages for use as attachments to
Cppartunities.

Buyer Engineer: & zingle user can be given both Buyer and Engineer user rights. This allows a single user to
both post secured, but unclassified packages and to create solictations.
» (ffice Location Administrators: Users that authorize an office location's staff as either buyer Fenginesr . Office

Location administrators are also able to post opportunities, and sensitive, but unclassified packages, for their

location.

[euyer | iEnginesr [ ] Otfice Locstion Administrator

Username":
Pleaze choose your login Usermame nowvy

Desired Password':
Erter the pazsvord you wish to uze to gain access to the system.
For security purposes, the pazsvwaord must meet the following criteria:
1. Must be between 5 and 14 characters
2. hust contain all of the following:
s | lowver case letters
» | upper case letters
= ] numbers
= | zpecial characters (2. !, %™

Repeat Desired Password':
Repeat the pazsword you entered in the previous field to verity it was entered correctly.

| Go Back || Cancel || Proceed & Review |
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I. Step three — Review/Submit - Registrant is asked to review registration
information.
1. Click “go back” to correct information on previous steps.
I1l. If everything is correct, click “submit” at the bottom of the page.

2% Personal Information ‘) On this step: Plesse review your registration information. |f evenything is comrect, click Submit Registration now. Ctherwise, click
L\--J Go Back to correct information on previous steps.

s N R S,
2.} Account Informatio
< FedBizOpps (FBO) Registration Form for Federal Users
L ) Your Full Hame:
@ Reviewl Submit nancy
Your Suffix:

n

The Title of Your Position:
=

Your Email Address:
nEfsymplicity. com
Account Information

Agency:
AGENCY FOR INTERNATIOMAL DEVELOPMENT

Note: ou have sslected the top level of this sgency hisrarchy.

Contracting Office [Enter Manually):

test

User Role(s):
Engineer

Username:

testeng

Desired Password:

|GnEl-a:ck ||Canﬂe| || Suhmitl

Copyright © 2008 www.fbo.gov Page 13 of 41



Engineer Guide 1.5

I. The next screen explains that registrants will receive an e-mail after submitting a
registration which allows them to confirm the validity of their identity/email. Users
should follow the directions in the e-mail

Federal
Business

* FEDB1ZOPPS.GOV time s

[ PN
Buyer Registration
(3) Parsonal Information Final Step: Email Verification
p=y
.-";' M~ a IMPORTANT: You should receive an email shortly. [n order to complate the registration prooess, you must
I\E\ Account Information i i'(\’ verify your email address and identity by following the email instructions.
o

- ou may now return to the FBO home page.

Il. Once the engineer has completed the steps outlined in the email, the registrant’s
accounts must now wait for administrator approval prior to being able to logon to
the system.

I1l. Once approved, newly registered engineers will be sent another e-mail. Once that
approval is received, a new user may login to the system.
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2.4 Returning Users — Log into the system

I. Point your browser to https://www.fbo.gov and enter username and password.
I1. Click “Login” to continue.
I1l. The “Password Reminder” option allows a user to request a password via email.

Federal
Business

* FEpB1zOPpprs.cov fums ..

QUICK S5EARCH
Welcome to FBO.gov, the U.S Government's one-stop virtual | || Go |
marketplace. Through this single point-of-entry, commercial
vendors and government buyers are invited to post, search,
monitor, and retrieve opportunities solicited by the entire Federal USER GUIDES
contracting community. ® Fuyer
= Vendor
= Enginger
m Location / Agency Admin

Advenced Ssarch

Find Opportunities

£ Use Adobe Aocrobat Reader to view
. NO REGISTRATION REQUIRED

files in POF format
Start researching now »

ADDITIONAL RESOURCES
m Husiness Partner Network

Buyers / Engineers Vendors ™ e

Central Contractor Registration

FPost, manage, and award opporunities. Search, monitor, and refrieve opportunities. (CCR)
m  Online Reps & Cert Application

[ORCAY
= Federal Agency Business
Forecasts
Federal Azsets Sales
Federal Grants
USA. qgov

Usarname ¥ View Opportunities Username ¥ Find Opportunities
! No login iz required to | | No login i= required to

view opportunities. view opportunities.

Password

» Register Now * Register Now

| * Password Reminder | » Password Reminder

Hinority Business Development
Agency

! = SUB - Net (Subcontracting
DOpportunities)

m |AF
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2.4.1 Captcha Security

I. Login Security — When a user (or machine) enters a username or password
incorrectly three consecutive times, a captcha (image with characters) is
displayed as a check to see if the user attempting to log in is indeed a human

user.
Il. The user must enter the characters displayed in the “Verification Code” with their

username and password in order to attempt another login. This prevents
unauthorized access by spammers and other security threats. Users can click on
the image to hear the code.

Vertfication Code 11

& UQ

Regenerate Image | |Vjsyal Verification Code. Click to hear the code.

I mmim wmim bmmaraim ] i e bl it b

Copyright © 2008 www.fbo.gov Page 16 of 41



Engineer Guide 1.5

2.4.2 FBO Terms and Conditions

I. All users are required to review and to agree to FBO Terms and Conditions which
are presented after a user has entered correct username and password data.

Il. To agree to the terms and conditions, select “accept”. If you do not consent to
the conditions stated, select “decline.” Decline logs the user off the system.

FBO Terms and Conditions

LOG OFF IMMEDIATELY if you do not consent to the conditions stated in the following notice. Otherwise click
"Accept” to accept the terms and proceed.

l. Usage Agreement

This is a Federal computer system and is the property of the United States Government. Itis for
authorized use only. Users (authorized or unauthorized) have no explicit or implicit expectation of
privacy in anything viewed, created, downloaded, or stored on this system, including e-mail, Internet,
and Intranet use. Any or all uses of this system (including all peripheral devices and output media)
and all files an this systerm may be intercepted, monitored, read, captured, recarded, disclosed,
copied, audited, andfor inspected by authorized Small Business Administration (3BA) personnel, the
Office of Inspector General (01G),and/or other law enforcement personnel, as well as authorized
officials of other agencies. Access or use ofthis computer by any person, whether authorized or
unauthorized, constitutes consent to such interception, monitoring, reading, capturing, recording,
disclosure, copying, auditing, and/or inspection at the discretion of authorized SBA personnel, law
enfarcerment persannel (including the Q1G),andi/or authorized officials other agencies. Unauthorized
use of this system is prohibited and may constitute a violation of 18 L.5.C. 1030 or other Federal
laws and regulations and may result in criminal, civil, and/or administrative action. By continuing to
use this system, you indicate your awareness of, and consent to, these terms and conditions and
acknowledae that there is no reasonable expectation of privacy in the access or use of this computer
system.

Il. Privacy Act Routine Uses (5 USC § 522a as amended)

Disclosure {or providing) of information requested in forms contained within this system or
provided via email contact is "voluntary.” By providing the infarmation, the individual assumes all
responsibility to ensure the information provided is correct and valid and is so maintained.

« ‘endor Information: Vendor-provided information, including email addresses and company
information, will be used to establish user accounts for submitting subcontracting reports, vt |

[ Accept ] [ Decline ]
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3 Engineer’s Secured Interface

3.1 “session time out”

Once a user is logged onto the system, the system will check to make sure the user is
actively using the site. If a user is inactive for 60 minutes, the user will be automatically
logged off the system. Activity in this sense is defined as data that has been submitted by
the user. Some examples are the request for a navigational (e.g., selection of a quicklink)
or if a user submits a form (e.g., selection of “save draft” during notice creation).

To ensure the user is aware of this pending circumstance, after 55 minutes of inactivity, a
warning message appears that indicates the pending action. When the warning message
appears, to remain logged onto the system, select “click keep me logged in”. If the user
does not make this selection, the session will be closed and any unsaved data will be lost.
The system returns the user to the system logon screen (fbo.gov).

3.2 Top of Page Navigation

Navigation for the Engineer’s Secured Interface appears across the top of the user’s page.
Using this navigation, users can move between the following key navigational elements: “My
FBO”, “My Profile”, and “Document Packages”.

NOTE: a green, versus blue, background highlights what the user has selected on the upper
navigation bar.

Federal
Business

% FEDB1zOPPs.cov Sime
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3.2.1 My FBO

“My FBO” is a user’'s home page (resource page). The page allows for easy access to the
following system features:
I. “Announcements” — System Announcements posted for the user’s reference.
I1. “Pending Actions” — Tally of the pending actions, (e.g, number of explicit access
requests in need of processing).

Federal
Business

w FEDBI1ZOPPS.GOV fimet s

GOV USA.gov

— et et |

My FBO m Document Packages

Weleome, Engineer QAccessibility QUserGuide mLogout

/A Pending Actions 1 N Announcements |
0 Explicit Access Bequest There are no announcements st this 4

Motice of Section 502 Compliznoce: Buyers ulilizing the Federal Business Oppotunities (FedBizOpps)iwebsite are required to ensure that all data
posted on FedBizOpps complies with Section 508 of the Rehabilitation Act, 28 U.5.C. 87944,

User Guide HelpDesk Accessibility
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3.2.2 Multi-account Users

I. All users will have one “username”. A “username” can be associated with several
“accounts. From an “account,” a user is designated as a engineer for a particular
agency or office. Because some engineers are associated with multiple
agency’s/offices, they will have multiple accounts tied to their username. User’s
having multiple associations can switch between accounts by using the “switch
account” tool at the top of the page. The switch account option will appear on the
top of all pages of navigation. If the username is not associated with multiple
accounts, this link will not be available.

Il. When a user log’s in, they will see “welcome, “user name” / “agency” of the
account they are currently managing.

Federal

% FEDB1ZOPPS.GOV St e

Welcome, Engineer - ADMINISTRATIVE OFFICE OF THE U.5. COURTS [test] Switch Accou pility 9User6uide mLogout
A\ Pending Actions A Announcements
0 Explicit Access Requests There are no announcements at this time.

1. If “switch account” link is clicked, the user will have a chance to change to
another account.

Federal
Buameas

* FEDB1ZOPPS.COV S e

111 \).&DMlNETH.ﬂTlVE OFFICE OF THE LS. COURTS test | & I Switch Account eAccessibilihr G User cuide  [EJ Logout

ADMINISTRATIVE OFFICE OF THE U5, COLRTS test
test sechion
ﬁl Pending Actions _3 Announcements
0 Explicit Access Requests There are No announcements &t this time,
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I. When a user is about to change accounts, the system will present the following
warning. If a user switches accounts without saving work, they will lose those edits.

Windows Internet Explorer E‘

? )  Are you sure you want to switch to a different account? You will be redirected to
</ :
My FBO Home Page. Please save any work in progress!

oK ‘ Cancel ‘
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3.2.3 My Profile

I. There are two sub-tabs on the users “My Profile” page (which are tied to an
account profile). On these sub-tabs the user is able to update “contact
information” and “account” data.

Il. Agency, Office and Role information is show on the right section of this page.
Note, the information reflected here determines which opportunities a engineer
is able to manage on their account’s secured interface. Engineers will manage
opportunities that are aligned with their agency/location branch of the
organization.

I11. From the “contact information” tab, select the “edit” to changes contact fields.

Federal

* FEDB12OPps. ot o

My Profile Document Packages

Wielcome, Engineer - ADMINISTRATIYE OFFICE OF THE U5, COURTS [test] Switch Account oﬁccessihilinr e User Guide ﬂ Logout

eer: Contact Info

ZME

Contact Information ‘ Account

AGENCY INFORMATION
1 ADMINISTRATIVE OFFICE

Clale)
Aasney OF THE U.5. COURTS

Agency User Information Office  Top Level
Location:test
Role(=): Enginear

Fullname: Engineer
First Hame: Engineer
Last Hame: Engineer

Email: testi@enginest com

e [-Reum ]

User Guide Help Desk  Accessihilty
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I. Enter field changes as desired. Select “save” to save updates to the form.

4 RETUEN

Contact Infoermation | Account

* FEpB1zOprrs.cov

Federal
Business
Opportunities

Welcome, Engineer - ADMINISTRATIVE OFFICE OF THE U.5. COURTS [test) Switch Account

Engineer: Contact Info

My FBO My Profile Document Packages _

oﬁccessibility QUserGuide ELogout

"GOV USA.gov_
r |

ur personal information

cy User Information

Title: |
Fullname*: [Enginesr
Firstllame:  |Engineer

Middle Hame: |

LastHame:  |Enginesr

Suffie |

Email*: |test@engineer. com
Phone: |

Cell Phone: |

Fax: |

User Guide Help Desk  Accessibility

* indicates a required field

AGEHNCY INFORMATION
ADMINISTRATIVE OFFICE
Agency
OF THE U.5. COURTS
Office Top Lewel
Location:test

Role(=): Engineer

Copyright © 2008

www.fbo.gov
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l. From the “account” tab, users can change their username or password.
1. Select “save” to save updates to the form.

Federal
Business

* FEDB1ZOPPS.GOV Simest s

My FBO My Profile Document Packages

Weioame. nney snginssr only - AGENCY FOR INTERNATIONAL DEVELOPMENT SunznAccory (g Accessmny g bsercue B togowe

nancy engineer - Account

EETLURN

= indicstes 3 required fisld

Account Information

Username*: Used to iogin

| mancyengineeronhy

Enter New Password:

Verify Password:

ETTAT2-3779 (Toll Free) fbo
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3.2.4 Document Packages

I. There are two sub-tabs on the user’s “Document Packages” page. The “technical
documents” sub-tab presents the list of active document packages associated
with their agency/office notice.

Il. The “authorized parties” tab has three sub tabs which enumerate, “authorized”
vendors, “pending request” for authorization, and “rejected requests” for
authorization.

I11. The keyword search allows a user to conduct a full word search of the document
title.

IV. “more” opens up additional search filters (“less” closes the added search filters).

Business

* FEDB1ZOPPS.COV fune o

SWESOOME, NENECy aninssr only - tast Swich Accour 6 AoccessiiRy 9 Lrser Gaioe m Logout

, Unclass Document Packages/Links

A— |-
sywords: | hore
Items 1-5 of &
FR#Y ﬂ? Created on ¥ ReleszedFosted ¥

@ 122887 [Unassigned] Mar 05, 2008 8:17 pm Mar 05, 2008
Q_i sxc] file
@ vt [Unassigned] Mar 27, 2008 E:05 pm Mar 27, 2008

Q e

Federal
Business

* FEDB1ZzOPPS.GOV time s

Neloome. naney snginssr oty - test Swhcn Aot (G Acosssmiy g Usercuice B Logout

Sensitive, Unclassified Document Packages/Links

. | 1Y
Technical Documents Authorzs)

é iLess

Releszed Dats 5::
Reteased Oy O

—
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4 Document Packages

NOTE: If export control, or explicit access, are required on any of a solicitation’s sensitive,
but unclassified packages, then all sensitive, but unclassified packages attached to that
solicitation will take on those requirements. So for instance if “attachment A” is export
controlled and “attachment B” is explicit access, the solicitation as a whole will require that
both explicit access and export control requirements are satisfied by the vendor before
either package can be reviewed.

4.1 Create New Document

I. To add a new document package, go to main navigation “document packages”, and
select "add new package”.

Federal
Business

% FEDB1ZOPPS.GOV fime es

WVEIOME, Mancy enginesr only - tast Swich Account 0 Acoesstnllly 9 Liser Culde m Loqoat

Sensitive, Unclassified Document Packages/Links

ESTLEN

Technical Documents Authorized Parties

FR#YT Sedicitation ¥ Createdon W ReleacedPosted ¥
[Unz=signed] Mar 05, 2008 6:23 pm Mar 05, 2008
[Unzssigned] Mar 05, 2008 &:24 pm Mar 05, 2008
estatate Mar 25, 2008 5:26 pm Mar 25, 2002

Add New Package Iltems £-3 of 3
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I. The user is then prompted to complete a series of steps, to add the new package.
Il. The first step establishes the details of the package.

I1l. The required fields must be completed before the user can use the “save as draft”
resource. If “save as draft” is used, the document package will appear on the user’s
document package list.

IV. “Quit Process and Return” returns the user to the previous navigation.

V. “Proceed” takes the user to the next step in the process.

@ Details 1l Package Details * indicates a required fiskd
Fleaze enter the detsils for this document padkage
|'(i\| Upload Files Contracting Office Location®:
p—y “ou are not registered at the office location level. Flease sslect the related office locaton
™
£ Review/Submit o
=3+ Review/Subn
py Label*:

PR # i Unigue ldentifier®:

ast & characters

Project #:

NSN / MMAC:

Part Number #:

Nomenclature:

Is this Export Controlled #:

Oya; O no

Explicit Access™:

Oiyzs Oine

Is CD Available:

Oyes O

| Bave Draft || Guit Process And Return || Proceed |
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I. At step two, the user uploads the files. The user is able to use the “browse” tool to
find the files for upload.
I1. The user can upload zipped files. Indicate a zip file by checking the box.
I1l. File description is required.
IV. A user can use “remove” to remove a file.
V. “Add Another File To This Package” allows the user to add another file to the package.
VI. If “save as draft” is used, the user saves their work. The draft document can then be
found on their document package list with a x indicating the package is not released.

VIl. “Go Back” takes the user back to step one.
VIII. “Quit Process and Return” does not save work, and returns the user to the previous
navigation.

IX. “Proceed & Review” takes the user to the final step in the package creation process.
X. Note - There are some practical limits on file size. Users may have problems with files
larger than ~100mb, due to problems with HTTP uploads.

Business

Federal . l
* FEDB1ZOPPS.GOV e s -

E'Gov TSA.gov_ |

Welcome, nancy engineer only - test Switch Account Qr'-‘\cﬂeas.itilit} 6”5«5! Guide mch:ut

[New Documents/Links]

@ Details Files [ Attachments *indicates a required fieid
- File #1
@ Upload Files ,
File*:
g | |[ Browse... ]
@ Review/Submi 11 [[] If Uploaded File is compressed (.zip), Aleck here to unzip after uploading
Description®: 111
Enter in a short descriptior = filedlink

Remowe This File

| Add Another File To This Package

| Go Back || Save Draft || Quit Process And Return || Proceed & Review
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I. At step three, the user has a chance to review the submitted materials.
Il. “Go Back” takes the user back to step one.
I1l. If “save as draft” is used, the user saves their work. The draft document can then be
found on their document package list with a x indicating the package is not released.
IV. “Quit Process and Return” does not save work, and returns the user to the previous
navigation.
V. “Release Package,” releases the package for use by buyers.

Business

* FEDBIZOPPS-GO-V— Opportunities ! V f&lggd

My FBO My Profile Document Packages _

WEoOmE. NEncy snginsar only - tast Swhch Accoa 6 AccessinliRy 0 User Guloe m Logos

[New Documents/Links]
) Detsis _L MNote: This packags is not tied to & solicitation. Plese ofick [relesse] now to maks it available for solicitation attschments.

_ Package Details
@ Upioad Fues

Contracting Office Location:

te=t

@ Review/ Submit
Label:

nancyenginesronhy

PR #

testZ328

Is this Export Controlled™

yes

Explicit Access:

yes
Is CD Available:
no

Files / Attachments

qﬂ uh pic. bmp {1, 727.54 kb)
Description: test

| Go Back || Save Diraft || @uit Process And Return || Release Fackage
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4.2 Delete Document Package

I. Note, if a package has been posted to a solicitation, the engineer will not be able to
delete the package.

Il. To delete a document package, go to main navigation “document packages”, and
select the package link for the package to be deleted. This opens the “details” of the
package.

Federal
Business

* FEDBI1ZOPPS.GOV fome s

My FBO My Profile Document Packages

f¥eioome. naney snginesr only - test Swcn Aconn (G Accessiiey (g usercuce B Logow

Sensitive, Unclassified Document Packages/Links

SSTEN

Technical Documents Authorzed Parties

'

::# v Solicitation ¥ Created on ¥ Released/Posted &
@ mrie Il [Unszsignsd] War 25, 2008 5:24 pm Mar 25, 2008

Q_a test

i extatate Mar 25, 2008 5:28 pm Mar 25, 2008

Q_a tes
@ f-l-E:_TIEE [Unassigned) kar 05, 2008 8:23 pm kar 05, 2008

Q_a Zip Wi &
@ 2dsf132 J [Unassigned) Mar 05, 2008 8:24 pm Mar 05, 2008
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I. Once the package is open, select “delete” to delete the package.
I1. Users will be asked to confirm their request, because the action is immediate and non-
reversible. Select “ok” to confirm.

f = =1

-/ Windows Internet Explorer

\‘.‘:) Are you sure ol wank ko delete this released secure document?!

Ok | [ Cancel

Federal
Busmess

% FEDB1ZOPPS.GOV foimest s

Neicome. nancy snqingsr ony - test Sunen Accout (G Acczssmuy g useruise [ ogees
test

RETLEN | SETUSN TO LIST DOCUMENT FACKASS!

ﬂ Note: Thiz iz 3 s=nsitive, but enclszzified document packags.

Contracting Office Location: test

Is this a securefsensitive package® yes

Label: test
PR # testlZE
Project # 34333
WSH / MMAC: z=dids
Part Number #: 53859
Momenelature: widget
Is this Export Controlled® no
Explicit Access: yES

Is CD Available: no

Q) uh pic.bmp (1,727.54 Kb)
Deseription: test
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4.3 Edit Document Package

I. Note, if a package has been posted to a solicitation, the engineer will not be able to
edit the package.

Il. To edit a document package, go to main navigation “document packages”, and select
the package link for the package to be edited. This opens the “details” of the package.

Federal 2 ) I

Business

* FEDB1ZzOPPS.GOV Gparenies EGov Ustoo |

My FBO My Profile Document Packages _

6 userGuse [ Logos

WElcome. nancy snginsar ondy - tast Swhch Account G AccessiniiRy

Sensitive, Unclassified Document Packages/Links

EETUSN

Technical Documents Authorized Parties

PREY Solicitstion 'V Created on 'V Released/Posted &
P t=staze Il [Unassigned] har 25, 308 B:24 pm har 29, 2008
Q_ﬂ test
: i estatats bkar 25, 2008 5:25 pm kar 25, 2008
[Unassign=d] bkar 05, 2008 8:23 pm kkar 05, 2006
[Unz=signed] kkar 05, 2008 8:24 pm kkar 05, 2006

Copyright © 2008 www.fbo.gov Page 32 of 41



Engineer Guide 1.5

I. Once the package is open, select “edit” to make changes to the package.
I1. Users will be asked to confirm their request, because the. Select “ok” to confirm.
I1l. Users will be taken to step one of document creation and can progress as if the
document had been previously saved as draft. See above for details on notice
creation.

-

Windows Internet Ei’plnfef

\'::) Are wou sure wou want to edit this package? It has already been released but vou may make modifications because it is nok wet attached ko a
solicitation

L Ok ,I [ Cancel

Federal
Business

* FEDB12OPPS.COV sporanes R o

o faan? |
My FBO My Profile Document Packages

Neicome. nancy snqinsst ony - tsst Swnn Accout () Accessmiy g userouee B ogoes

‘_test

SETLEN | SETUSM T LST DOD MENT_SATCASE

Details Audit Tra

,ﬂ Note: This is 3 sensitive, but enclsssified document package.

Contracting Office Location: test

Is this a securefsensitive package™ yes

Label: test
PR & testlZE
Project #: 34333
NSN / MMAC: asdfds
Part Number #: BBETY
Nomenclature: widget
Is this Export Controlled ™ no
Explicit Access: yES

Is CD Available: no

@ uh pic.bmp (1,727.54 K}
Description: test
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5 Manage Explicit Access Requests

I. An engineer can see if they have any pending “Explicit Access Requests” on their “My
FBO” page in the “Pending Actions” display. Note this tally is specific to the account.
I1. Click on the presented link to navigate to the list of pending requests.
I1l. Alternatively, a user can navigate to the “authorized parties” list from the “Document
Packages” main navigation, and selecting the “authorized Parties” sub-tab.

Federal

% FEDB1zOPPS.cOV Jone s

B E-cov USA.gov ]

My FBO My Profile Document Packages _

Weleome, Engineer - test section Switch Account 0 Acessibility 0 Uzer Guide m Logout

A\ Pending Actions A Announcements
2 Euplicit Access Requests I1 There are no announcements at this time.

MNotice of Section 502 Compliance: Buyers utilizing the Federal Business Oppornunities (FedBiz0ppsiwebsite are required to ensure that all data
posted on FedBizOpps complieswith Section 502 of the Rehabilitation Act, 28 U.5.C. 57944,

User Guide Help Desk Accessibility
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I. The “authorized parties” list is divided into three sub-tabs: “pending requests,”
“authorized,” and “rejected requests”.

Il. To review a pending request, click on the review icon D for the request record.

Federal
Business

% FEDB1ZzOPPS.cov Sime

Meisoms nany snpinssr ony - fsst ssction SwtcnAcooun () Acczssmiy g usercues B togoee

Document Packages/Links

EETLEN

Technicsl Documents Authorized Parties
Pending Requests Authorzed Rsjected Requests

Sol/Ref# ¥ Last Name ¥ First Name ¥ Email Contractor ¥ DUNS T Cage=V¥

Estatate export nancy nancyecportffsymelicity . com OPTOMETRICS CORPORATION 001002138 1XBKS
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I. When the review icon is clicked, the pending explicit access request record is opened.
I1. If the user is comfortable

“approving” the request for Windows Internet Explorer
access to the document, they o i ] )
“ N 2)  Areyou sure? This will alert the vendor via email and add them to the Authorized
select approve Approved Party List for this solicitation.
vendors receive email
notification that they have Lok || cancel |

been granted explicit access to
the document. If approved is selected, user will be asked to confirm action.

I1l. If the user chooses to “reject” the request, they select “reject” (see below for details
on rejection).

IV. If the user is not ready to do either action, use “return to list” to retain pending status
on the record.

iVeloome, nancy anginsar only - tast saction Swich Account 0 Accssinliny G User ZUkde E Logqout

Approve/Reject Request

| Approve || Reject || Guit Process And Return | IV E‘;::‘ﬁ =0 .'-=“:2;ﬁ;n;:_?nn
By: nENGy 25 Epan

Modified:  hiarch 23, 2005 704 pm

Pendin it Access Request By B
Status: pending
Is the Moti T OyEE
Solicitation #: estatste
Vendor:
Contractor:
DUNS #:
001002138
MName:

OFTOMETRICS CORPORATION

Cage #
1XEKE

Fullname:
Nancy yes export
First Mame:
nancy

Middle Name:
Last Name:

export

Email:
nancyexportflsymplicity . com

Phone:

| Approve || Reject || Guit Process And Return
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I. If “reject” was selected, the user will be prompted to provide text explaining the
rejection. This information will be included in the rejection email received by the
vendor.

I1. If a user changes their mind at this step, they can still use “return” button to retain
the pending status of the explicit access request.

I1l. “Save and Send Rejection” will change the request status to rejected and send vendor
notification about rejection.

Federal

% FEDB1ZOPPS.COV Sumest es

©'GOV USA.gov

: e
: remekebmnors” |

My FBO My Profile Document Packages

Neloome. nancy enginssr only - test ssction Swhcn Accownt (Y Accessiniy g Usercuoe [ Logost

Reject Request

SETURN | RETUSN TO UST (AUTHORTED,

Technical Documents Authorized Parties

,!5 Mote: Flease add a reason for rejection

* indicates 3 required ficki AUTHORIZED VENDOR ¥ INFO

| it Process &nd Return || Save And Send Rejection c : Wiaren 25, 2005 7 04 g
By: MY RS Epan
= & Modifled:  harch 25, 2005 704

Reject Authorized Party Request i S s
2! By: LV YES ENpan

Please provide an explanstion for this rejection which will be emasiled to the vendor

Status: rejectad

Is the Notice YES

on FBO:

Solicitation #  =statate

Vendor: nancy yes export {Vendor Associstes: 147852533)

Rejection = = o

Hote*: ' - |

Quit Process And Return || Save And-Send Rejection
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6 Document Audit Tralil

I. For sensitive, but unclassified documents, the system tracks each time a vendor
reviews the record. This is captured in the “audit trail” sub-tab of a released
document. Audit trail does not record data if for secured “links.” An audit trail is only
maintained if uploaded material was in the format of upload file(s).

Il1. Go to main navigation “Document Packages.”
like to review, click on the package link.

Technical Documents Authorzed Parties

* FepBi1zOpps.cov

Federal
Business
Opportunities

For the document package you would

SA.gdov. |

\gloome. nancy enginser only - test ssction Swhch Accoant 0 Acczssinlify 9 User Gulds n Logout

Sensitive, Unclassified Document Packages/Links

SETUEN

ot 94 ©
feed
= 23
FREY Soiicitation ¥
@ 1z 123456455
Gf mo
@ 14735 53373
Q) testing
@ 170381 123455
G test

Created on ¥

Mar 25, 2008 10:02 am

Mar 25, 2008 4:02 pm

Mar 25, 2008 4:04 pm

5hu.'.'i|1g|2ﬂl Ep;r page Jumpl'] iv | Next =
Released/Posted ¥
Mar 25, 2008

Mar 25, 2008

Mar 27, 2008
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Page 38 of 41



Engineer Guide 1.5

I. When the Document package record is opened, it defaults to the “details” sub-tab for
the record. Click on the “audit trail” sub-tab, to review the listing of vendor review.

Federal
Business

* FEDB1ZOPPS.GOV Sumes s

Weioome. nengy enginest onlj - test ssetion SulcnAcooun () Accessiily g Usercuie B Logout

23456456

FACKAGE

T} Note: This is 3 sensitive, but unclassified document package. This package has been assigned to a solicitation and cannot be edited
Contracting Office Location: 5

Is this a securefsensitive package™ yes

Is the related solicitation on FBO:  yes

Solicitation: Jelhy Beans - 123456455

Type: Other {Draft RFPs/RFIs, Responses to Questions, te..)
Label: Stuff

PR #: 123456

Is this Export Controlled 2 no

Explicit Access: YES

Is CDv Available: no

(=1 i _pdf (4,587,523 Kb)
Description: More stuff
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On the “audit trail” sub-tab, the system will list out each time a document was viewed

(note, if viewed multiple times by the same vendor, each occurrence will be reflected
in the list.)

I1. Click the review icon to open the audit trail record.

Federal

% FEDB1zOPPs.cov Lo

Opportunities

“ My Profile Document Packages

fVesonme., Nancy anginssr only - tast saction SwRch Accoun 0 Acoessioiing a User Gulde m Logou

Audit Trail - PR # 123456: 123456456

RETUSN | RETU

T _FACKAGE

Detailz Rudit Trail

FEY OIS | E

Last Name First Name Contractor DUNE

Filenams Created on
Q_ﬂ wetzler tonmy Dagostin Incorporated 123456785 fbo bunyer guidel. pdf Mar 25, 7008 10:11 am
Items 1-1 of 1
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The “audit trail” record details the specifics of the secured, but unclassified, document

review.
“Return” closes the audit trail record.

eloome nancy anginssr only - taet saction Swikch Accout 0 Accessinliny 9 User Guloe m Logout

Audit Trail - PR # 123456: 123456456

RETUAM | SETUSN TO UIET 00G)

Budit Trail

SECURE DOCUMENT LOG INFO

ot

By: 3
: March2s 3
Secure Package Log :;'“m s
PR #: 123458
Sol/Ref # 123458456
Filename: fbo binyer guidei. pdf
Vendor:

Contractor:
DUNS &:
123458789
Name:

Diagostin Incorporated

Doing Business As [DBA):
Daing

Cage
1Zn232
Fullname:

tony wetzler

twetzler@@swmolicity. com

Bction: downioad
Action Occured On:  Mar 25, 2008 10:11 am
IP Address: 192.168.1.188
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