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21 nuclear facilities,-Licensees have implemented these programs such that nuclear facilities are
22  among the best-defended and most hardened commercial facilities in the Nation. Following the
23  attacks on September 11, 2001, NRC required security enhancements. The security
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improve the interface between security plans and emergency plans. The NRC has substantially
increased coordination with Federal, State, and local agencies.

A protective program is a coordinated plan of action to prevent, deter, and mitigate terrorist
attacks on critical assets, and to respond to and recover from such acts as quickly and
effectively as possible. With cooperation from the public and private sector partners, DHS
serves as the national focal point for the development, implementation, and coordination of
protective programs, including cyber security efforts, for those assets that are considered critical
on the national scale. :

ﬁéiy of entities. For
he NRC has the

Nuclear power plants in the United States are owned and operated b
decades, these facilities have been licensed and regulated by the
responsibility for protecting public health and safety, the environg , an the common defense
and security from the effects of radiation from commercial n l”ea { materlals and.
waste facilities. To accomplish this goal, the NRC establis| a regulator)é program containing
requirements that must be implemented by licensees at r]uclear power plants to protect the
spent fuel and the power plant against radlologlcal sabotat 39 ) ;;;;j
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material into the environment. The oteq JQn offered by robust plant design
features, sophisticated survelllan

release to occu

The NRC has a continuing in pectlon am to review the security program at each nuclear
plant to ensure safety, securltyi and continued compliance with NRC regulations. The NRC also
has a regulatory program co kélnmg requirements for the physical protection of licensed
materials at fuel cycle facmtles and stored spent fuel at ISFSIs. Transportation of spent nuclear
fuel and other htgh activ 'ty shipments is protected using a variety of security measures.

As part of the tlon‘n éﬁort to protect CI/KR, DHS/RMD assists State and local authorities, and
private mdustry déveloping BZPPs. The purpose of a BZPP, and protective measures
planning in geqeral is to develop effective preventive measures that make it more difficult for
terrorists to conduct surveillance or launch attacks from the immediate vicinity of CI/KR targets.
In the case of a nuclear power plant, the BZPP concept defines a buffer zone outside of the
facility's owner-controlled area. DHS contributes to the security measures in this sector through
the application of the BZPP to augment security provided by plant operators. This plan engages
local law enforcement agencies (LLEAs) to provide an additional layer of planned protection for
facilities in this sector.

5.1 Overview of Sector Protective Programs

The Nuclear Sector plans to reduce risk by implementing protective programs. All previous risk
management steps, including identifying assets, systems, networks, and functions, assessing
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