disabling
USB Storage Drives

PREVENTING THE USE OF USB STORAGE
DeEevices

1. In the Group Policy Editor', navigate to

2. Double click and enable the setting "

3. To allow administrators to install devices and update
drivers, double click and enable the setting "

4. Navigate to

5.  Double click and enable, "

"and

" "
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! For a stand-alone Vista machine, use

(Vista Home Basic and Premium do not have this
snap-in). For enterprise group policy management, Microsoft
recommends upgrading the Group Policy administrator's
workstations to Windows Vista. For more information see
the Microsoft online article: Deploying Group Policy Using
Windows Vista
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Warning:
Do not attempt to install any of the settings in this guide without
first testing in a non-operational environment.

Note that "USB storage devices" is a general term which includes,
but is not limited to, devices such as USB memory sticks, USB
cameras, and USB hard drives.



DisaBrLinG USB STORAGE

Remove all USB storage devices from the system.

Log on as an administrator.*

Using Explorer, navigate to the machine's
folder. (On Windows 2000:
and 2003: )

In the menu, select
Select the tab and click on
Under the tab, ensure the

is unchecked.
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Advanced seifings
Display the full path in the address bar
[ Display the full path in the tite bar
[ Do not cache thumbnals
(5 Hidden fles and folders
Q

Advanced seltings

) Hidden fles and folders -l
Q Do niot show hidden filss and folders
@ Show hidden fies and folders

[ Hide etensions for known fle types
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, on Windows XP
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Hide protected operaling system files [Recommended]
O Launch folder windaws in 2 separate process
Reemember each folder's view settings

[ Festore previous folder windows at lagon

Hids protscted apetating system flss (Recommendsd)
[ Launch folder windows in a separate process
Remember each folder's view sellings

[ Riestore previous folder windows at logon
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oK. Cancel Apoly

Scroll to the bottom of the list
and ensure the checkbox

is not checked. Remember the original

value of this field (checked or unchecked). The value
needs to be reset in step 14. Click
Open the properties for the file
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DisaBLinG USB STORAGE

1. Execute the following commands as root.* Either use
for each command or switch to the root account
using
2. Add the following line to to
prevent the loading of the USB storage module:

3. To prevent even administrators from inserting the USB
storage module manually, delete it using the following
commands:

4. Reboot the system or issue the following command to
remove the active module:

5. Step 3 will need to be repeated each time a new kernel
is installed including when it is done through N R
or as part of regular patching. Note: The above
advice will not work if USB-storage has been compiled
into the kernel, but this is typically only the case for
custom-built kernels.

i

8. Select the tab and check for all options for
all users - including and . Click
General Secuity | Summary |
Group or user names:
€5 Administrators (ADMINAD ES\Administrators)
€52 Power Users (ADMINADES! Power Users)
R SYSTEM
€3 Users (ADMINADES\Users)
Add. Remave
R = o
Full Control o
Modiy o
Read & Execute o
Read =]
Wite o
Special Pemissions =] o
Eﬁéiii”&i‘&i’?‘“‘““ o for advanced seflings.
% e I o
9. Repeat steps 7 and 8 for the file
10. Use to open the registry key
. Note: This registry key will not exist
if no USB storage device has ever been used on the
machine. If the key does not exist, ignore steps 10 thru
13.
11. In the right pane, double click
inix
File Edit vYiew Favorites Help
T hewes Tl [ mg Toes
2 Trtswr [@b]¢efault) REG_SZ (value not set)
3 toor i i S
2 rone B oo oo (9
00 ks REG_EXPAND_SZ system3Z|DRIVERS|USBSTOR. 5Y5
4 rsoo0 REG_DWORD 0x00000005 (3)
S oot
1 Update
{3 wpnphost
S ws
2 usb
{23 usbehei
(3 usbhub
/3 USBSTOR.
23 securty
{23 usbuhci
(3 vaasave
{1 Vialde
=
8 W3zTime
e .
- | ol g
My Computer|HKEY_LOCAL_MA et vices\USESTOR v
12. Inthe box, type 4 and then click
13.  Close the registry editor.
14. Reset the value of
. See Step 6.
DisaBLING USB STORAGE
1. Execute the following commands as root.* Either
switch to the root account using or use if it is
available.
2. Add the following lines to the file:

Reboot.

DisaBrinGg USB STORAGE

1. Log on using the administrator account.*
2. Open a Finder window and go to the
folder on the partition or
drive where the operating system is installed.
3. Drag the file
this directory, to the Trash.
4. Drag the file

, located in

located in this directory, to the Trash.

5. Rpeat steps 2 - 4 for each drive or partition containing a
copy of Mac OS X.

6. Empty the Trash and reboot the machine.

All external USB and FireWire mass storage devices should
now be disabled.

*If you do not have administrative or root privileges on
your computer, request support from your local system
administrator.



