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Subject: Audit of SBA’s FY 2006 Financial Statements

Pursuant to the Chief Financial Officers Act of 1990, attached are the Independent
Auditor’s Report and accompanying reports on intemnal control and compliance with Jaws and
regulations issued by KPMG LLP for the fiscal year ending September 30, 2006. The audit was
performed under a contract with the Office of Inspector General (OIG) and in accordance with
Generally Accepted Government Auditing Standards; Office of Management and Budget’s
(OMB) Builletin 06-03, Audit Requirements for Federal Financial Statements, the General
Accountability Office (GAO)/President’s Council on Integrity and Efficiency (PCIE) Financial
Audit Marual and GAO’s Federal Information System Controls Audit Manual.

The KPMG report concluded that SBA’s consolidated financial statements presented
fairly, in all matenal respects, the financial position of SBA as of and for the vear ended
September 30, 2006. It also presented fairly, in all material respects, SBA’s net costs, changes in
net position, budgetary resources, and reconciliation of net costs to budgetary obligation for the
year.

With respect to internal controls, KPMG reported a material weakness in SBA’s controls
over financial reporting and noted two reportable conditions related to Information Technology
security controls and budgetary controls surrounding travel vouchers. Details regarding the
matters that led to the auditor’s conclusion on internal controls are discussed in more detail in
Exhibits 1 and 2 of the Independent Auditors’ Report.



KPMG’s tests for compliance with certain laws, regulations, contracts and grant
agreements determined that the Agency does pot fully comply with the Financial Information
Security Management Act or OMB Circular A-130, Management of Federal Information
Resources, because SBA needs to further improve its entity-wide security program. KPMG’s
tests also disclosed instances where SBA’s financial management systems did not substantially
comply with federal financial system requirements of the Federal Financial Management
Improvement Act. Details regarding the auditors’ conclusions are discussed in more detail in
Exhibits 1 and 2 of the ndependent Auditors’ Report. Finally, the auditor disclosed no instances
in which SBA’s financial management systems did not substantially comply with federal
accounting standards, or the United States Standard General Ledger at the transaction level.

We provided a draft of KPMG’s report to SBA’s Chief Financial Officer (CFO), who
concurred with its findings and agreed to implement the recommendations. The CFO expressed
disappointment that the progress the Agency has made in financial reporting was not sufficient to
reduce the material weakness to a reportable condition. However, she noted that the Agency is
committed to excellence in financial management and looking forward to making more progress
in fiscal year (FY) 2007.

We have aiso attached SBA’s financial statement reports for FY 2005, which were
reissued by Cotton & Company LLP (the predecessor auditor). These reports, which accompany
SBA’s comparative financial statements for fiscal years 2006 and 2003, were reissued to correct
a matetial etror in SBA’s footnote disclosures made in its 2003 through 2005 financial
statements. On September 19, 2006, SBA notified the predecessor auditor that SBA’s
Outstanding Principal at Face Value and Qutstanding FPrincipal Guarantied by SBA were each
overstated 1o the footnotes by $10 billion. Cofton and Company determined that this information
would have affected its report had it been aware of the information at the titne of the audit. In its
reissued reports Cotton and Company maintains its unqualified opinion on SBA’s FY 2005
consolidated balance sheet; and the related consolidated statements of net cost, changes in net
position and financing, and the combined statement of budgetary resources for the year then
ended. '

We reviewed KPMG’s and Cotton and Company’s reports and related documentation and
made necessary inquiries of their respective representatives. Our review was not intended to
enable us to express, and we do not express, an opinion on the SBA’s financial staternents,
conclusions about the effectiveness of internal control or conclusions on SBA's compliance with,
laws and regulations. However, our review disclosed no instances where KPMG or Cotton and
Company did not comply, in all material respects, with generally accepted government auditing
standards.

We appreciate the cooperation and assistance of SBA, KPMG and Cotton and Company
representatives. Should you or your staff have any questions, please contact me at (202) 205-

Exemption 2 or Jeffrey R. Brindle, Director, Information Technology and Financial Management Group
at (202) 205- Exemption 2

Attachments
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: KPMG LLP

2001 M Sireet, NW
Washington, DC 20036

Independent Auditors’ Report

Office of Inspector General,
.S, Small Business Administration:

We have audited the accompanying consolidated balance sheet of the U.S. Small Business Administration
(SBA) as of September 30, 2006, and the related consolidated statement of net cost. changes in net
position, and financing, and the combined statement of budgetary resources (hereinafter referred to as
“consolidated financial statements™) for the year then ended. The objective of our audit was to express an
opinion on the fair presentation of these consolidated financial statements. In connection with our fiscal
year 2006 audit., we also considered SBA’s intemal control over financial reporting, Required
Supplementary Stewardship Information, and performance measures. and tested SBA's compliance with
certain provisions of applicable laws, regulations, contracts, and grant agreements that could have a direct
and material effect on these consolidated financial statements. The accompanying consolidated financial
statements as of September 30, 2005, were audited by other auditors whose report, dual dated
November 15. 2005 and November 14, 2006 on those statements was unqualified and included an
explanatory paragraph that described a restatement of fiscal year 2005 amounts as discussed in notes 6C
and 18 to the consolidated financial statements.

SUMMARY

As stated in our opinion on the consolidated financial statements, we concluded that SBA's consolidated
financial statements as of and for the year ended September 30. 2006, are presented fairly, in all material
respects, in conformity with U.S. generally accepted accounting principles.

QOur consideration of internal conirol over financial reporting, Required Supplementary Stewardship
Information, and performance measures resujted in the following conditions being identified as reportable
conditions:

* Improvement needed surrounding controls over the financial reporting process;
¢ Improvement needed in management’s information technology security controls: and
e Improvement needed over budgetary controls surrounding obligations.

We consider the first reportable condition, above, to be a material weakness,

The results of our tests of compliance with certain provisions of laws. regulations, contracts, and grant
agreements disclosed instances of noncompliance or other matters relating to the laws listed below that are
required 1o be reported under Government Auditing Standards, issued by the Comptrolier General of the
United States, and Office of Management and Budget (OMB) Bulletin No. 06-03, Audit Requirements for
Federal Financial Statements:

Federal Financial Management lmprovement Act of 1996 (FFMIA); and
¢ Financial Information Security Management Act (FISMA).



The following sections discuss our opinion on SBA’s consolidated financial statements; our consideration
of SBA’s internal controls over financial reporting, Required Supplementary Stewardship Information, and
performance measures; our tests of SBA’s compliance with certain provisions of applicabie laws.
regulations, contracts. and grant agreements; and management’s and our responsibilities.

OPINION ON THE CONSOLIDATED FINANCIAL STATEMENTS

We have audited the accompanying consolidated balance sheet of SBA as of September 30, 2006, and the
related consolidated statement of net cost, changes in net position, and financing, and the combined statement
of budgetary resources for the vear then ended.

In our opinion, the consolidated financial stalements referred to above present fairly. in all material
respects, the financial position of SBA as of September 30, 2006, and its net costs, changes in net position,
budgetary resources, and reconciliation of net costs to budgetary obligation for the year then ended, in
conformity with U.S. generally accepted accounting principles.

The information in the Management's Discussion and Analysis, Required Supplementary Stewardship
Information, and Required Supplementary Information sections is not a required part of the consolidated
financial statements. but is supplementary information required by U.S. generally accepted accounting
principles and OMB Circular No. A-136, Financial Reporting Requirements. We have applied certain
limited procedures, which consisted principally of inquiries of management regarding the methods of
measurement and presemation of this information. However. we did not audit this information. and
accordingly, we express no opinion on it.

The information in the fiscal year 2006 Performance Section and Appendices is presented for purposes of
additional analysis and is not required as part of the consolidated financial statements. This information has
not been subjected to auditing procedures, and accordingly, we express no opinion on it.

INTERNAL CONTROL OVER FINANCIAL REPORTING

Qur consideration of intemal control over financial reporting would not necessarily disclose all matters in
the intemal control ¢ver financial reporting that might be reportable conditions. Under standards issued by
the American Institute of Certified Public Accountants, reportable conditions are matters coming to out
attention relating to significant deficiencies in the design or operation of the intemal control over financial
reporting that, in our judgment. could adversely affect SBA’s ability to record, process, summarize, and
report financial data consistent with the assertions by management in the consolidated financial statements.

Material weaknesses are reportable conditions in which the design or operation of one or more of the
intermal control components does not reduce to a relatively low level the risk that misstatements caused by
ervor or fraud, in amounts that would be materia! in relation to the consolidated financial statements being
audited, may occur and not be detected within a timely period by empiloyees in the normal course of
performing their assigned functions. Because of inherent limitations in internal control, misstatements due
to error or fraud may nevertheless occur and not be detected.

In our fiscal year 2006 audit, we noted certain matters, described in Exhibits 1 and 2, involving internal
control over financial reporting and its operation that we consider to be reportable conditions. We believe
that the reportable condition presented in Exhibit 1 is 2 material weakness. Exhibit 2 presents the other
reportable conditions. Summaries of the status of prior year material weaknesses, reportable conditions,
and management’s response 10 our findings are included as Exhibits 4, 5, and 6, respectively.



We noted certain additional matters that we have reported to SBA’s management in a separaie letter dated
November 15, 2006.

INTERNAL CONTROLS OVER REQUIRED SUPPLEMENTARY STEWARDSHIP
INFORMATION AND PERFORMANCE MEASURES

Under OMB Bulletin No. 06-03, the definition of material weaknesses is extended to other controls as
follows. Material weaknesses are reportable conditions in which the design or operation of one or more of
the internal control components does not reduce to a relalively low level the risk that misstatements caused
by error or fraud, in amounts that would be matertal in relation to the Required Supplementary Stewardship
Information or material to a performance measure or aggregation of related performance measures. may
occur and not be detected within a timely period by employees in the normal course of performing their
assigned functions. Because of inherent limitations in internal control. misstatements due to error or fraud
may nevertheless occur and not be detected.

Our consideration of the internal contral over the Required Supplementary Stewardship Information and
the design and operation of internal control over the existence and compleieness assertions related to key
performance measures would not necessarily disclose all matters involving the internal control and its
operation related to Required Supplementary Stewardship Information or the design and operation of the
internal control over the existence and completeness assertions related to key performance measures that
might be reportable conditions.

In our fiscal year 2006 audit, we noted no matters involving the internal control and its operation related to
Required Supplementary Stewardship Information that we considered to be material weaknesses as defined
above.

In our fiscal year 2006 audit, we noted no matters involving the design and operation of the internal control
over the existence and completeness assertions related to key performance measures that we considered to
be material weaknesses as defined above.

COMPLIANCE AND OTHER MATTERS

Qur tests of compliance with certain provisions of laws, regulations, contracts, and grant agreements, as
described in the Responsibilities section of this report. exclusive of those referred to in the Federal
Financial Management Improvement Act of 1996 (FFMIA), disclosed one instance of noncompliance or
other matters that is required to be reported under Government Auditing Standards or OMB Bulletin
No. 06-03, and is described below,

FISMA. SBA is not in full compliance with FISMA. We noted that during fiscal yvear 2006, the Office of
the Chief Information Officer (OC1Q) has worked with its information security program in order to meet
FISMA and OMB Circular A-130 guidelines. However, SBA needs further improvement in its entitywide
security program to fully meet these guidelines. These matters are described in more detail in Exhibit 2.

The results of our tests of compliance with certain provisions of other laws and regulations, exclusive of
those referred to in FFMIA, disclosed no instances of noncompliance or other matters that are required to
be reported under Government Auditing Standards or OMB Bulletin No. 06-03.

As also discussed in the responsibilities section of our report, under OMB Bulletin No. 06-03 and FFMIA,
we are required to report whether SBA's financial management systems substantially comply with
(1) Federal financial management systems requirements, (2) applicable Federal accounting standards, and



(3) the United States Government Standard General Ledger at the fransaction level. To meet this
requirement, we performed tests of compliance with FFMIA Section 803(a) requirements.

The results of our tests of FFMIA disclosed no instances in which SBA's financial management systems
did not substantially comply with the Federal accounting standards. or the United States Standard General
Ledger (USSGL) at the transaction level. However, the results of our tests of FFMIA disclosed instances,
described in more detail in Exhibits | and 2. where SBA’s financial management svstems did not
substantially comply with Federal financial manageinent systems requirements.

A summary of the instances of FFMIA noncempliance with Federal financial systems requirements
follows:

» FFMIA requires that Federa) agencies implement information security controls and contingency
planning capabilities in accordance with OMB Circular A-130. During our fiscal year 2006 audit work,
we noted weaknesses related to access and security controls on several servers that could be exploiied
by unauthorized users to gain key information. SBA implemented corrective measures to alleviate
these weaknesses just prior to September 30, 2006.

» FFMIA also requires that Federal agencies implement financial systems controls in accordance with
OMB Circular A-127. We noted several areas where SBA can improve the controls and processes over
financial systems to comply with Circular A-127. For example. SBA restated its credit reform footnote
for fiscal vear 2005 to correct an error in the disclosures associated with the Toral Outstanding
Principal at Face Value and Qutstanding Principal Guarantied by SBA. The causes for this error are
related to system limitations coupled with weaknesses in management’s review procedures to address
the system limitations.

* % %k *x %k * *
RESPONSIBILITIES
Management’s Responsibilities. The United States Code Title 31 Sections 3515 and 9106 require
agencies to report annually to Congress on their financial status and any other information needed to fairly
present their financial position and results of operations. To meet these reporting requirements, SBA
prepares and submits financial statements in accordance with OMB Circular A-136.

Management is responsible for the consolidated financial statements, including:

» Preparing the consolidated financial statements in conformity with U.S. generally accepted accounting
principles:

Preparing the Management’s Discussion and Analysis {including the performance measures), Required
Supplementary Information, and Required Supplementary Stewardship Information;

¢ Establishing and maintaining effective internal controls; and

e Complying with laws, regulations, contracts, and grant agreements applicable to SBA, including
FFMIA.

In fulfilling this responsibility. management is required 10 make estimates and judgments to assess the
expected benefits and related costs of internal control policies.
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Auditors’ Responsibilities. Our responsibility is 1o express an opipion on the fiscal year 2006
consolidated financial statements of SBA based on owr audit. The accompanyving fiscal year 2005
consolidated financial statements were audited by other auditors whose report, dual dated November 15,
2005 and November 14, 2006 on those statements was vnqualified and included an explanatory paragraph
that described a restatement of fiscal vear 2005 amounts as discussed in notes 6C and 18 to the
consclidated financial statements. We conducted our andit in accordance with auditing standards generally
accepted in the United States of America; the standards applicable to financial audits contained in
Government Auditing Siamdards. issued by the Comptroller General of the United States; and OMB
Bulletin No. 06-03. Those standards and OMB Bulletin No. 06-03 require that we plan and perform the
audit to obtain reasonable assurance about whether the consolidated financial statements are free of
malterial misstatement. An audit includes consideration of intemal controf over financial reporting as a
basis for designing audit procedures that are appropriate in the circumstances, but not for the purpose of
expressing an opinion on the effectiveness of SBA's internal control over financial reporting. Accordingly,
we express no such opinion,

An audit also includes:

» Examining, on a test basis, evidence supporting the amounts and disclosures in the consolidated
financial statements;

- Assessing the accounting principles used and significant estimates made by management; and
Evaluating the overall consolidated financial statement presentation.
We believe that our audit provides a reasonable basis for our opinion.

In planning and performing our fiscal year 2006 audit, we considered SBA"s internal control over financial
reporting by obtaining an understanding of SBA's internal controls. determining whether internal controls
had been placed in operation, assessing control risk, and performing tests of controls in order to determine
our auditing procedures for the purpase of expressing our opinion on the consolidated financial siatemnents.
We limited our internal control testing to those controls necessary to achieve the objeclives described in
Governmen! Auditing Standards and OMB Bulletin No. 06-03. We did not test all internal controls relevant
to operating objectives as broadly defined by the Federal Managers® Financial Integrity Act of 1982. The
objective of our audit was not to provide an opinion on $BA's internal control over financial reporting,
Consequently, we do not provide an opinion thereon.

As required by OMB Bulletin No. 06-03, in our fiscal vear 2006 audit, we considered SBA’'s intemal
control over the Required Supplementary Stewardship Information by obtaining an understanding of
SBA’s internal control, determining whether these internal controls had been placed in operation, assessing
contro] risk, and performing tests of controls. We }imited our testing to those controls necessary to test and
report on the internal control over Required Supplementary Stewardship Information in accordance with
OMB Bulletin No, 06-03. However, our procedures were not designed to provide an opinion on internat

control over the Required Supplementary Stewardship Information, and accordingly. we do not provide an
opinion thereon.

As further required by OMB Bulletin No. 06-03, in our fiscal year 2006 audit, with respect 1o internal
control related to performance measures determined by managememnt to be key and reported in the
Management’s Discussion and Analysis and Performance sections. we obtained an understanding of the
design of internal controls relating to the existence and completeness assertions and determined whether
these internal controls had been placed in operation. We limited our testing to those controls necessary to
test and report on the internal control over kev performance measures in accordance with OMRB Bulletin
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No. 06-03. However, our procedures were not designed to provide an opinion on internal control over
reported performance measures, and accordingly. we do not provide an opinion thereon.

As part of obtaining reasonable assurance about whether SBA"s fiscal year 2006 consolidated financial
statements are free of malerial misstatement we performed tests of SBA’s compliance with certain
provisions of laws, regulations. contracts, and grant agreements, noncompliance with which could have a
direct and material effect on the determination of the consolidated financial statement amounts., and certain
provisions of other laws and regulations specified in OMB Bulletin No. 06-03. including certain provisions
referred to in FFMIA. We limited our tests of compliance 10 the provisions described in the preceding
sentence, and we did not test compliance with all laws, regulations, contracts, and grant agreements
applicable to SBA. However, providing an opinion on compliance with laws, regulations, contracts, and
grant agreements was not an objective of our audit, and accordingly, we do not express such an opinion.

Under OMB Bulletin No. 06-03 and FFMIA, we are required to report whether SBA"s financial
management systems substantially comply with (1) Federal financial management systems requirements,
(2) applicable Federal accounting standards, and (3)the United States Government Standard General
Ledger at the transaction level. To meet this requirement, we performed tests of compliance with FFMIA
Section 803(a) requirements.

RESTRICTED USE
This report is intended solely for the information and use of SBA's management. SBA's Office of

Inspector General. OMB. the U.S. Governmenl Accountability Office. and the U.S. Congress and is not
intended to be and should not be used by anyone other than these specified parties,

KPMe LLP

November 14, 2006



Exhibit 1
U.S. Small Business Administration

Material Weakness

Introduction

The internal control weaknesses discussed in this report. and the U.S. Small Business Administration's (SBA)
progress toward correcting these weaknesses. are discussed in the context of SBA's organizational structure and
its ability to obtain funding to take corrective action. Exhibit | describes the material weakness and Exhijbit 2
describes the reportable conditions as of and for the year ended September 30, 2006, and our recommendations
thereon. The status of prior year compliance and internal control findings are reported in Exhibits 3. 4 and 3,
respectively, and SBA management’s response is presented in Exhibit 6.

Material Weakness

The material weakness we identified as of and for the yvear ended September 30, 2006, is summarized below.
(1) Improvement Needed Surrounding Controls over the Financial Reporting Process

During fiscal year 2006, SBA has continued to implement various reconciliation and data quality improvement
procedures between and within its various systems and departments in an effort to address prior vears’ audit
findings to ensure that the agency’s consolidaled financial statements are reasonable and fairly presented. The
purpose of these procedural enhancements is 1o improve the overall quality of the data SBA uses imemally to
monitor operations and loan portfolio performance as well as to periodically report to its various stakeholders,
such as Treasury and OMB. However, as evidenced in the discussion that follows, the structure around these
procedures should be strengthened to effect improvement in the quality and accuracy of the quarterly and year-
end financial reporting process.

SBA did not timely identify a $10 billion overstatement in the disclosures concerning guaranteed loans.
Specifically, the disclosures for Quistanding Principal at Face Value and Quistanding Principal Guarantied by
SBA were each overstated in the amount of $1¢ billion in the 2003 through 2005 consolidated financial statement
footnotes. SBA detected and corrected these errors in the reviews of the fiscal year 2006 third quarter unaudited
consolidated financial statements. The overstatements were identified as a result of a data quality review by SBA
of its guaranteed loan portfolio balance. The errors were caused because SBA’s subsidiary ledger was not in
agreement with its general ledger and SBA personnel did not timely analyze the reason for the variances in these
general ledger memorandum accounts. As such. the system reconciliation procedures used in 2003 through the
third quarter of fiscal year 2006 were ineffective with respect to these accounts. The overstatements did not
impact other amounts included in the consolidated financial statements.

Our tests of SBA’s financial reporting process also indicate that controls need further refinement. For example,
we noted deficiencies in SBA’s quality assurance reviews over the preparation of the consolidated financial
statements and notes. During our interim and year-end procedures, we tested SBA’s controls over generating and
reviewing the consolidated financial stalements. SBA uses an automated process to download the financial data
from the Financial Reporting Information System (FRIS) into an Excel workbook. Embedded in the Excel
workbook are a series of automated quality assurance tests to ensure that certain financial information
relationships exist. After the workbook generates the consoclidated financial statements, the Financial Assurance
Division (FAD), Financial Reporting Division (FRD), and the Accounting Liaison Quality Assurance (ALQA)
Division all perform procedures to review the content of the consolidated financial statements. The review in its
current form is meant to ensure that the basic financial statement relationships exist, such as agreement between
the consolidated financial statements and the footnotes. While these procedures need to be performed. SBA
needs to include a more comprehensive and in-depth analysis of the consoiidated financial statements and

1-1



Exhibit 1
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footnotes 1o ensure the reasonableness of the balances. These procedures are important given the decentralized
nature of SBA’s information systems and overall data gathering processes.

Further, our tests of the agency's credit reform footnote disclosure related to the 7(a) guarantee purchases
identified errors, While testing this footnote, we inquired about the balance of the liability related 10 the Business
Loans Guarantees, which didn't reconcile with the credit reforma Return on Assets (ROA) model calculations.
SBA determined that an error of $139 million cccurred when calculating the year-end amount. SBA subsequently
corrected the error in the fiscal vear 2006 consolidated financial statements.

The Office of Management and Budget’'s (OMB) Circular A-123, Management's Responsibility for Internal
Controls, states: “management is responsible for establishing and maintaining internal control to achicve the
objectives of effective and efficient operations, reliable financial reporting, and compliance with applicable laws
and regulations. Management shall consistently apply the internal control standards to meet each of the internal
control objectives and to assess internal control effectiveness.”

Recommendations
We recommend that:

1. The Chief Financial Officer continues to enhance SBA’s quality assurance processes related to amounts
recorded in SBA"s various financial systems. Control policies should ensure that all reconciling items are

pursued and fully investigated. In addition, SBA should ensure that all account balances are subject to
reconciliation.

2. The Chief Financial Officer requests an in-depth analysis of information presented in the consolidated
financial statements be performed each quarter including the fooinotes for the third and fourth quarter
consolidated financial statements. More specifically, FAD, FRD and ALQA should reconcile the
consolidated financial statements and footnote information to actual source data and analyze the financial
statement data for reasonableness. These procedures should be added to the existing quality assurance
checklists and other financial statement review tools used by SBA.

3. The Chief Financial Officer requests that relevant personnel reconcile loan guarantee data recorded in the
general ledger periodically with information reported by SBA's fiscal transfer agent to ensure that the
amounts recorded are accurate.
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Reportable Conditions

The reportable conditions identified as of and for the year ended September 30, 2006. are summarized
below:

(2) Improvement Needed in Management Information Technology Security Controfs

During our review of SBA's information technology (IT) systems and applications. we noted control
weaknesses, which can be segmented into the following areas: access to programs and data, software
program changes. segregation of duties. and end-user computing.

Access to Programs and Data

Integral to an organization's security program management efforts, technical security access controls for
systems and applications should provide reasonable assurance that 1T resources such as data files,
application programs, and JT-related facilities/equipment are protected against unauthorized modification,
disclosure, loss, or impairment.

A summary of the access control weaknesses we identified follow:

Exemption 2

e Exemption 2

Security Plans of Actions and Milestones (POA&MSs) need to be complete. Many POA&Ms we
reviewed did not fully reflect SBA"s plans to resolve information security weaknesses. Full completion
of POA&Ms is critical to track the implementation of improved security contrels and to track the
security weaknesses that will be mitigated through compensating controls.

» Security awareness and emergency response training efforts need improvement. For example. we noted
that for only 9 of 30 fiscal year 2006 new hires, there was no documentation supporting that the new
hires had successfully completed computer security awareness training. In addition, there is no formal
method of tracking the completion of the security training. Such efforts are important to help ensure
that system and application users are aware of their responsibilities regarding systemn security.

Software Program Changes

The primary focus of an organization’s software change/configuration management program is to control
software changes made to systems and applications. Without strong controls in this area, there is an
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elevated risk that secunty features could be inadvertently or deliberately omitted or turned off. or that
processing irregularities or malicious code could be introduced into the IT environment.

A summary of the soflware program change control weaknesses we identified follows:

¢ Program change and emergency change requests and approvals ¢an be betier documented. While some
evidence of software changes was provided. it was not complete. In addition. SBA does not have
complete policies or procedures for making and approving software changes.

e Complete software change test planning documentation for the Joint Accounting and Administration
Management System (JAAMS) and the Financial Reporting Information System (FRIS) was not
available for eight of ten sample software changes.

segregation of Duties

Segregation of duty controls help restrict vser access and strengthen the security around unauthorized
manipulation of data. Restricting emplovees from performing incompatible functions or functions beyond
their responsibility lowers the risk that critical or sensitive data could be inappropriately manipulated or
deleted. Additionally security violations should be documented and reviewed for proper foliow-up by

management. The following are examples noted regarding deficiencies in SBA IT segregation of duty
controls:

The Field Cashiering System (FCS) users are assigned multiple roles (i.e.. Cashicr. Loan Officer,
Reports, Supervisor, mail opener). which elevates the risk of unauthorized access or manipulation of
data. According to the FCS user manual, users should be assigned one role.

¢ A user who performs a legal review on the lpan files in the Guaranty Purchase Tracking System
(GPTS) can also approve the loan files. The user can perform both functions under the same GPTS user
identifier,

» There is no formal segregation of duties procedures documented for FRIS, JAAMS, the Disaster Credit
Management System (DCMS), and the Loan Accounting System (LAS).

* SBA does not have adequate storage capacity within the audit logs that record security vielations.
Furthermore, SBA does not retain security logs for a sufficient period of time. Finally, SBA does not
monitor or review security logs for suspicious activity on a timely basis.

End-User Computing

During the fiscal year 2006 SBA financial audit, we found deficiencies in documentation related to end-
user computing policies and procedures. For example, SBA has not fully documented agency policies, and
program offices have not documenied procedures for controlling end-user computing.

End-user computing tools/programs (e.g.. spreadsheets and other user-developed programs) provide a
unique set of control needs within an organization. By its nature, end-user computing brings the
development and processing of information systems closer to the user. This environment may not be
subjected to the same structural procedures as is the IT general controls environment.

2-2
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Maintaining good IT controls is not only part of a sound management governance structure: it is also
required by Federal laws and regulations. For example. the Federal Information Security Management Act
(FISMA) requires that Federal agencies follow security guidance issued by the National lostitute of
Standards and Technology (NIST). NIST provides the following relevant guidance:

Special Publication 800-53 (Recommended Security Controls for Federal nformation Systemsy guides
that the organizations should train personnel in their contingency roles and responsibilities with respect
to the information system, provide periodic security training. and maintain sufficient access controls to
protect sensitive agency data.

Special Publicalion 800-14 (Generally Accepted Principles and Practices jfor Security Information
Technology Systems) guides that organizations should ensure effective administration of users’
computer access to maintain system security, including user account management and the timely
modification or removal of access.

Special Publication 800-18 (Guide for Developing Secwrity Plans for nformuation Technology Systems)
guides there should be a separation of duties between security personnel who administer the access
control functions and those who admunister the audit trail, and that agencies should fully document
software changes as tests are performed.

Further, SBA’s internal policies and procedures guide for the maintenance of sound IT controls. For
example:

SBA’s SOP 90-47.2 requires the system owners of the automated information systems to report the
progress in correcting system weaknesses for the SBA POA&M and validate that the identified
weaknesses have been corrected.

SBA's VAT charter requires that external scans and internal scans must be performed monthly

Recommendations

We recommend thart:

4.

Exemption 2

Exempticon 2

Mhe Chief Information Officer ensure that formal request forms are fully processed before network
ACCEess s granted.

The Chief Information Officer should coordinate with program offices to ensure that system Plans of
Actions and Milestones are fully completed.

]
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8. The Chief Information Officer should coordinate with other SBA program offices to implement a
process to track emplovec computer security training and to ensure all employees receive such training
on a periodic basis,

9. The Chief Information Officer should ensure that system owners for DCMS, FRIS. JAAMS and LAS
standardize software change requests and that software change testing documentation is developed in a
more consistent and complete manner. This may be accomplished by: (1) Conducting training on the
importance of completing such documentation. and (2) issuing guidance on standardization of change
requests and change testing documentation.

10. The Chief Financial Officer in conjunction with appropriate program oificials should ensure that ¢ach
user within the Field Cashiering System has only one role in the system. In cases where this may not
be feasible given work assignments. then additional compensating controls, such as additional
management oversight, should be implemented.

11. The Associate Deputy Administrator for Capital Access in conjunction with appropriate program
officials should ensure that cach user within the Guaranty Purchase Tracking System has only one role
in the systern. In cases where this may not be feasibie given work assignments, then additional
compensating controls, such as additional management oversight. should be implemented.

12. The Chief Operating Officer in conjunction with appropriate program officials should ensure that
policies are implemented regarding segregation of duties for FRIS, JAAMS, DCMS, and LAS.

13. The Chief Operating Officer in conjunction with the Office of Chief Information Officer should
coordinate with program offices to implement policies for end-user computing, specifically enforcing
user-level access controls over existing programs and data objects.

14. The Chief Information Officer obtain the needed storage capacity 1o store security logs for an adequate
period of tme. Further, the Chief Information Officer ensure that potential security violations are
reviewed for possible inappropriate use of I'T equipment and data,

(3) Improvement Necded over Rudgetary Controls Surrounding Obligations

During our testwork over SBAs budgetary accounting and control procedures specifically as it relates to
the approval and recording of undelivered orders, we noted instances where controls were circumvented or
procuremer! procedures were inconsistently applied. Circumvention of authorization controls or the
inconsistent application of established procedures can significantly increase the risk that obligations and
expenses related to travel may not be accurately recorded. Qur testwork included a sample of 153 items
totaling $87.7 million.

The first three items below relate 1o disaster program travel activity administered by the Office of Disaster
Assistance Administrative Controls. The operations of this office were significantly impacted in the latter
part of fiscal year 2005 and the beginning of fiscal year 2006 as SBA responded to the nation’s hurricane
disasters occurring during that timeframe. The remaining items relate to administrative program activities
other than travel.



Exhibit 2
U.S. Small Business Administration
Reportable Conditions

The following is a summary of the exceptions noted in our testwork:

» Two instances in which authorizing travel documents in the amount of $10,000 were not subjected to
established review and approval procedures prior to being modified to match actual travel costs
incurred of $30,000. Related 10 these two selections, KPMG found five instances of either the original
obligating document or an amendment being modified from its original obligated amount without
additional procurement action being taken.

* Four instances of travel authorization documents in the amount of $60,000 being approved however the
obligation was not recorded at the time of approval due to limited staff resources in the area responsible
for recording obligations in the svstem. In each case, the obligation was not recorded until after the
individuals had incurred all travel costs. In one instance, we determined that the remaining undelivered
order balance should have been deobligated as of June 30. 2006.

*  One instance in the amount of $20,000 in which a travel obligation amendment was not recorded in the
general ledger. The amendment also authorized an extension of the time allowed for travel, and
although the time extension was entered into to the general ledger, the amount was not.

» Five instances totaling $88.413 in which undelivered obligations should have been de-obligated. Our
statistical extrapolation resulted in a projected error of $5.7 million

» Sixteen instances of obligations in the amount of $8.6 million recorded prior to the documents being

approved. The difference between posting dates and the dates noted on the authorizing documents
ranged from | to 18 days.

The Office of Management and Budget (OMB) Circular A-123, AMunagement 4ccountability and Control,
section [ defines management controls as “the organization, policies, and procedures used by agencies 1o
reasonably ensure that (i) programs achieve their intended results; (ii} resources are used consistent with
agency mission; (iii) programs and resources are protected from waste, fraud, and mismanagement; (iv)
laws and regulations are followed; and (v) reliable and timely information is obtained, maintained, reported
and used for decision making.” OMB A-123, section II goes on to indicate: "Monitoring the effectiveness
of internal conirol should occur in the normal course of business. In addition, periodic reviews,
reconcifiations or comparisons of data should be included as part of the regular assigned duties of
personnel. Periodic assessments should be integrated as part of management's continuous monitoring of
internal control, which should be ingrained in the agency’s operations.”

Additionally, based on our review of SBA's Standard Operating Procedures (SOP), Section 20 11 5. we
noted that the authorization section does not integrate the recording of procurement procedure activities in
the general ledger with the authorization of travel documemation. As such, there is no established
relationship between the authorization for and recording of travel-relaied budgetary obligations.

Recommendations

We recommend that:

15. The Chief Financial Officer implement comprehensive control procedures to ensure travel obligations
are properly approved and are accurately and timely entered into the general ledger. and that
modifications to travel obligations are subjected to formal approval.
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16. The Assistant Administrator for Disaster Assistance ensure that responsible individuals are adequately
trained and sufficient monitoring procedures are designed and implemented to ensure personnel
comply with the enhanced control procedures.

I\'.J
o
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U.S., Small Business Administration

Stawws of Prior Year Noncompliance and Other Matters Reported

Fiscal Year 2005 Noncompliance

Fiscal Year 2006 Status of Noncompliance

Federal Financial Management Improvement Act
of 1996 (FFMIA) - The US Small Business
Administration (SBA) was not in compliance with
FFMIA as follows:

» SBA is not in substantial compliance with Federal
financial management sysiems requirements,

SBA is not in substantial compliance with Federal
accourting standards.

+  SBA is not in substantial compliance with the U.S.
Standard General Ledger (USSGL) at the
transaction level.

The results of our tests over compliance with FFMIA
during fiscal year 2006 disclosed that SBA is in
substantial compliance with FFMIA as it relates to
Federal accounting standards and the USSGL at the
transaction level.

However, our tests indicated instances in which SBA™s
information systems did not substantially comply with
Federal financial management systems requirements.
For example, we noted wvulnerabilities on several
servers that could be exploited by unauthorized users
t0 gain key system information, and possibly
unauthorized access. Additionallv. SBA restated their
fiscal year 2005 credit reform footnote disclosure due
to an error, which was caused in part by system
limitations and the lack of an effective mitigating
control. See Exhibit 1. Material Weakness,
Improvement Needed Surrounding Controls over the
Financial Reporting Process. and Exhibit 2,
Reportable Conditions. fmprovement Needed in
Management  Information  Technalogy — Security
Controls.
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Status of Prior Year Material Weakness

Fiscal Year 2005 Finding

Fiscal Year 2006 Status of Finding

Financial Management Reporting Controls: The
results of the fiscal year 2005 audit indicated that SBA
needed to improve its controls surrounding the
financial management reporting process, specifically
related to the areas noted below:

Funds Management

e Financial Accounting Transactions and Review
of Account Balances

+ Financial Statement Preparation and Quality
Assurance

I

During fiscal vear 2006. SBA made significant overall
operational improvements over the controls centered
on funds management and financial accounting and
account balance reviews. However, we noted
continuing findings in the financial reporting process.

Therefore, in fiscal yvear 2006, we continue to report a
material weakness in internal control related to SBA's
financial reporting process. See Exhibit 1, Material
Weakness. Improvement Needed Surrounding Controls
over the Financial Reporting Process.
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Status of Prior Year Reportable Conditions

Fiscal Year 2005 Findings

Fiscal Year 2006 Status of Findings

1. Office of Disaster Assistance Administrative |

Expenditure Controls

During our review over budgetary controls surrounding
travel vouchers, specifically as it relates 1o the approval
and recording of undelivered orders, we noted
instances where controls were circumvented or
procurement procedures were inconsistently applied.
The travel vouchers tested relate 10 travel associated
with SBA’s disaster program,

See Exhibit 2, Reportable Conditions. Improvement
Needed over Budgetary Controls Surrounding
Obligations.

2. Agency-Wide Information Systems Controls

During our review of SBA's information technology
(IT) general and application controls, we continued 10
note opportunities for SBA to improve its internal
controls. The control weaknesses that continue to exist
are in the following areas: access to programs and data,
software program changes, segregation of duties, and
end-user computing,

Therefore, in fiscal year 2006, the presentation of the
issue was modified to reflect current year operations,
and we continue to report a report