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Audit of SBA's FY 2006 Financial Statements 

Pursuant to tbt Chief Financial Officers Act of 1 990, attached are the Independent 
Auditor's Report and accompanying reprls on intemal control and compliance with Jaws and 
regulations isswd by KPMG LLP for the fiscal year ending September 3 0,2006. The audit was 
performed under a conma with the Office of Inspector General (OIG) a d  in accordance with 
Generally Accepted Government Auditing Standards; Office of Management and Budget's 
(OMB) Bulletin 06-03, Audit Requirementsfor Federal Financial Statements, the General 
Accountability Office (GAO)/President's Council on h t  egrity and Efficiency (PCE) Financial 
Audit. Manual and GAO's Federal Infirmtion System Controls A udit Milnd. 

The KPMG report concluded that SBA' s consolidated financial statements presented 
fairly, in all material respects, the financial posjtion of SBA as of and for the year ended 
Septemkr 30,2006. It also presented fairly, in all material respects, SB A's net costs, changes in 
net position, budgetmy resources, and reconciliation of net oosts to budgetary obligation fox the 
year. 

With respect to i n t d  controls, KPMG reported a material weakness in SB A' s controls 
over financial reporting and noted two reportable conditions related to Information Technology 
security controls and budgetary controls surrounding travel vouchers. Details re-g the 
matters that led to the auditor's conclusion on internal conhols are discussed in more detail in 
Exhibits I and 2 of the h&pen&nt A udifors ' R e p r f .  



KPMG's tests for compliance with certain laws, regulations, contracts and graat 
agreements determined that the Agency does not fully comply with the Financial information 
Security Management Act or OMB Circular A-1 30, Management of Federal Infirmution 
Resources, because SBA needs to MET improve its entity-wide security program. KPMG' s 
tests also disclosed instances where SBA's financial management systems did not substantidly 
comply with federal financial system requirements of the Federal Financial Management 
Lnpwement Act. Details regarding the auditors' conclusions are discussed in more detail in 
Exhibits 1 and 2 of the Iradependent Auditors ' Report. Fmally, the audibr disclosed no hstomus 
in which SBA's financial management systems did not substantially comply with federal 
accouflting standards, or the United States S tandaml General Ldger at the -on level. 

We provided a draft of KPMG' s report to SBA's Chief Ficia! Officer (CFO), who 
concurred with its findings and agreed to implement the m&mmendations. The CFO expressed 
disappointment that the progress the Agency b made in -cia1 reporting was not sufficient to 
reduce the materid weakntss to a reportable condition. However, she noted that the Agency is 
committed to excellence in kancial management and looking forward to making moxe progress 
in fiscal year (FY) 2007. 

We have dso attached SBA's financial statement r e p a  for FY 200 5 ,  which were 
reissued by Cotton & Company LLP (the predecessor audit~r)~ These reports, which accompany 
SB A's comparative financial statements for f ~ d  years 2006 and 2005, were reissued to correct 
a materid error in SBA's f o m t e  disclosures made in its 200 3 through 2005 financial 
statements. On Scptemk 1 9,2006, SBA notified the predecessor auditor that SBA's 
Outstanding Principal at Face Value and Ourstanding Principal Gumafiafied by SBA were each 
overstated in the footnotes by $1 0 billion, Cotton and Company dethnined that this information 
would have affected its report bad it been aware of the information at the time of the audit. In its 
reissued reports Cotton and Company maintains its u n q ~ e d  opinion on SBA's FY 2005 
consolidated balance sheet; and the related consolidated statements of net cost, changes in net 
position and financing, and the combined statement of budgetary resources for the year then 
ended. 

We reviewed KPMG's and Cotton and Company's reports and related documentation and 
made necessary inquiries of their respective representatives. Our review was not intended to 
enable us to express, and we do not express, an opinion on the SBA's financial statements, 
conclusions about the effectiveness of internal control: or conclusions on SBA's compliance with 
laws and regulations. However, our review disclosed no instances where KPMG or Cotton and 
Company did not comply, in all material respects, with generally accepted government auditing 
standards. 

We appreciate the cooperation and assistance of SB A, KPMG and Cotton and Company 
reprewmtatiyts. Should you or your staff have any questions, please contact me at (202) 205- 

Exemption 2 OX. Jeffrey R Brindle, Director, Information Technology and Financial Management Group 
at (202) 205- Exemption 2 



KPMO LLP 
2001 M Street, NW 
Washlngton, DC 20036 

lndcpendent Auditors' Report 

Ofice of Inspector General. 
U.S. Small Business Administration: 

We have audited the accompanying consolidated balance sheet of th t U.S. Small Business Administration 
(SBA) as of September 30, 2006, and the related consolidated statement of net cost. changes in net 
position, and financing, and the combined statement of budgetary resources (hereinafter referred to as 
"co~isolidatrd financial statements") for the year rhen ended. The objective of our audit was to express an 
opinion on the fair presentation of these consolidated financial statements. In connection with our fiscal 
year 2006 audit. we also considered SBA's internal control over financial reporting, Required 
Supplementary Stewardship Information, and performance measures. and tested SBh' s compliance with 
certain provisions of  applicable laws, regulations, contracts, and grant agreements that could have a direct 
and material effect on these consolidated financial statements. The accompanying consolidated financial 
statements as of September 30, 2005, were audited by other auditors whose report, dual dated 
November 15. 2005 and November 14, 2006 on those statements was unqualified and included an 
explanatory paragraph that described a restatement of fiscal year 2005 amounts as discussed in notes 6C 
and 1 8 to the consolidated financial staIements. 

SUMMARY 

As stated in our opinion on the consolidated financial statements, we concluded that SBA's consolidated 
financial statements as of and for the year ended September 30. 2006, are presented fairly, in all material 
respects, in conformity with U.S. generally accepted accounting principles. 

Our consideration of internal control over financial reporting, Required Supplementarq. Stewardship 
Information, and performance measures resulted in the following conditions being identified as reportable 
conditions: 

Improvement needed surrounding controls over the financial reporting process; 
lrnprovernent needed in manasement's information technology security controls: and 
Jinprovement needed over budgmy controls surrounding obligations. 

We consider the first reportable condition, above. to be a material weakness. 

The results of our  tests of compliance with certain provisions of laws. regulations: contracts, and grant 
agreements disclosed instances of noncompliance or other matters relating to the laws listed below that arc 
required to be reported under C;over.nmcnt Auditing Standards, issued by the Comptroller General of the 
United States, and Office of Maiiagema~t and Budget (OMB) Bulletin No. 06-03. -4uriir Requirements $,r 
Federal Fina~zcial Sluiernenls: 

Feded Financial Management l~nprovement Act of 1996 (FFMIA); and 
Financial Information Security Management Act (FISMA). 



The following sections discuss our opinion on SBA's consolidated financial statements; our consideration 
of SBA's internal controls over financial reporting, Required Supplementw Stewardship Information, and 
performance measures; our tests of SBA's coinpliance with certain provisions of applicable laws. 
regulations, contracts. and grant agreements; and management's and our responsibilities. 

OPINION ON THE CONSOLIDATED FPKANCIAL STATEMENTS 

We have audited the accompanying consolidated balance sheet of SBA as of September 30, 2006, and the 
related consolidated statement of net cost. changes in net position, and financing, and the combined statement 
of budgetary resources for the year rhen ended. 

In our opinion, the consolidated financial statements referred to above present fairly. in all material 
respects, the financial positiot~ of SBA as of Sgtember 30, 2006, and its net costs, changes in net position, 
budgetap resources, a.nd reconciliation of net costs to b u d g e m  obligation for the year then ended, in 
confomiv with U.S. generally accepted accounting principles. 

The information in the Management's Discussion and Analysis, Required Supplementaty Stewardship 
Information, and Required Supplementary Inforrnluion sections is not a required part o f  the consolidated 
financial statements. but is suppleme~~tary information required by U.S. generally accepted accounting 
principles and OMB Circular No. A-136, Finuncial Reporring Requirernml.~. We have applied certain 
limited procedures. which consisted principally of inquiries of management regarding the methods of 
measurement and presemation of this information. How-ever. we did not audit this information. and 
accordingly, we express no opinion on it. 

The information in the fiscal year 2006 Performance Section and Appendices is presented for purposes of 
additional analysis and is not required as part of the consolidated fillancia1 statements. This information has 
not been subjected to auditing procedures, and accordingly, we express no opinion on it. 

INTERNAL CONTROL OVER FINANCIAL REFWRTING 

Our coilsideration of internal control over financial reporting would not necessarily disclose all matters in 
the intenial control over financial reporting that might be reportable conditions. Under standards issued by 
the American Institute of Certified Public Accountants, reportable conditions are matters coming to our 
attention relating to significant deficiencies in the design or operation of the internal control over financial 
reporting that, in our judgment. could adversely affect SBA's ability to record, process, summarize, and 
report financial data consistent with the assertions by management in the consolidated financial staiemenu. 

Material weaknesses are reportable conditions in which the design or operalion of one or more of the 
infernal control components does not reduce to a relatively low level the risk that misstatements caused by 
error or fraud, in amounts that would be material in relation to the consolidated financial statements being 
audited, may occur and not be detected within a timely period by employees in the normal course of 
performing their assigned functions. Recause of inherent limitations in internal  control^ misstatements due 
to error or fraud may neveithtltss occur and not be detected. 

In our fiscal year 2006 audit. we noted certain matters, described in Exhibits 1 and 2, involving internal 
control over financial reporting and its operation that we consider to be reponable conditions. We believe 
t,hat thz reportable condition presented in Exhibit 1 is  a inaterial weakness. Exhibit 2 presents the other 
reportable conditions. Summaries of the status of prior year material weaknesses, reportable conditions. 
and management's response to our findings are included as Exhibits 4, 5, and 6, respectively. 



We noted certain additional matters that we have reported to SBA's management in a separare letter dated 
November 1 5,7006. 

INTERNAL CONTROLS OVER REQUIRED SLTPPL-EMENTARY STEWARDSHIP 
XNFORMATlON AND PERFORMANCE MEASURES 

Under QMB Bulletin No. 06-03, the definition of material weaknesses is exiended to other coiitrols as 
follows. Material weaknesses are reportable conditions in which the design or operation of one or more o f  
the internal control components does not reduce to a relalively low level the risk that misstatements caused 
by error or fraud, in amounts that would be material in relatioil to the Required Supplementary Stewardship 
Information or material to a performance measure or aggregation of related performance measures. may 
occur and not be detected within a timely period by employtcs in the normal course of performing their 
assigned hnctions. Because of inherent limitations in internal control. misstatements due to error or fraud 
may nevertheless occur and not be detected. 

Our consideration of the internal control over the Required Supplementary Stewardship Informarion and 
the design and operation of internal control over the existence and completeness assertions related to key 
performance measures would not ~~ecessarily disclose all matters involving the intenial control and its 
operation related to Required Supplementary Stewardship Information or the design and operation of the 
internal control over the existence and completeness assertions related to key performance measures that 
might be reportable conditions. 

In our fiscal year 2006 audit, we noted no matters involving the internal control and its operation related to 
Required Supplementary Stewardship Information that we considered to be material weaknesses as defined 
above. 

In our fiscal year 2006 audit, we noted no mattcrs involving the design and operation of the internal control 
over the existence and completeness assertions related to key performance measures that we considered to 
be material weaknesses as defined above. 

COMPLlANCE AND OTHER MATTERS 

Our tests of compliance with certain provisions of laws, regularions, contracts, and grant weements, as 
described in the Responsibilities section of this report, exclusive of those referred to in the Fedcrul 
Financial ,44anagt>rnent Improvemenf Act of 1996 (FFM I A ): disclosed one instance of noncompliance or 
other matters that is required to be reported under Goverra~enf Auditing S~andardr or OMB Bulletin 
No. 06-03, and is described below. 

FISMA. SBA is not in full compliance with FISMA. We noted that during fiscal year 2006, the Office of 
the Chief Information Officer (OCIO) lias worked with its information security program in order to meet 
FISMA and OMB Circular A-1 30 guidelines. However, SBA needs further improvement in its aititywide 
security program to fully meet these guidelines. These matters are described in more detail in Exhibit 2. 

The results of our tests of compliance with certain provisions of other laws and regulations. txcIusive of 
those referred to in FFMIA, disclosed no instances of noncompliance or other matters that are required to 
be reported under Governmen? Auditing S~andurds or OMB Bulletin No. 06-03. 

As also discussed in the responsibilities section of our report, under OMB Bulletin No. 06-03 and FFMIA. 
we are required to report whether SBA's financial management systems substantially comply with 
(1 )  Federal financial matiagement systems requirements. (2) applicable Federal accc~unting standards, and 



(3) the United States Government Standard General Mzer at tlie Iransaction level. To meet this 
requirement, we perfomled tests of con~pliance with FFMlA Section 803(a) requirements. 

The results of our tests of FFMIA disclosed no instances in which SBA's financial management systems 
did not substantially comply with the Federal accounting standards. or the United Srazes Srandard General 
Ledger (USSGL) at the transaction level. However, the results of our tests of FFMI.4 disclosed instances, 
described in more detail in Exhibits 1 and 2: where SBA's financial management systems did not 
substantially comply with Federal financial mar~agernent systems requirements. 

A summary of t,he instances of FFMIA noncompliance with Federal financial systems requimnents 
follows: 

FFMIA requires that Federal agencies implement information securiry controls and contingency 
planning capabilities in accordance with OMB Circular A-130. During our fiscal year 2006 audit work, 
we noted weaknesses related to access and security controls on several servers that could be exploited 
by unauthorized users to zain key jnformation. SBA implemented corrective measures to alleviate 
these weaknesses just prior to Septeil~ber 30,2006. 

FFMIA also requires that Federal agencies i~iiplement financial systems controls in accordance with 
OMB Cjrcular A-127. We noted several areas where SBA can improve the controls and processes over 
financial systems to comply with Circular A-1 77. For example. SBA restated its credit reform footnote 
for fiscal year 2005 to correct an error in the disclosures associated with the Torul Outrranding 
Principal ut k'ucr Vuiue and Outstanding Principal C;llaruu/ie J by SBA. The causes for this e m  are 
related to SF stem limitations coupled with weaknesses in management's review p r ~ e d u r e s  to address 
the system limitations. 

Management's Responsibilities. The United States Code Title 3 1 Sections 35 1 5 atid 9 1 06 require 
a.gencies to report annually to Con_gess on their financial status and an>= other information needed to fairly 
present their financial position and results of operations. To meet these reponing requirements, SBA 
prepares and submits financial statements in accordance with OM5 Circular A-136. 

Management is responsible for the consolidated financial statements, including: 

Preparing the consolidated financial statements in conformity with U.S. generally accepted accounting 
principles: 

Preparing the Management's Discussion and Analysis (including the performance measures), Required 
Supplementw Information, and Required Supplementary Stewardship Information; 

Establishing and maintaining effective internal controls; and 

Co~nplying with laws, regulatiom, contracts, and grant agreements applicable to SBA, including 
FFMIA. 

In fulfilling this respansibiliry. management is rcquired to make estimates and judgments to assess the 
expected benefits and related costs of internal control policies. 



Auditors' Responsibilities. Our responsibility is to express an opinion on the fiscal year 2006 
consolidated financial statements of SBA based on our audit. The accompan!;ing fiscal year 2005 
consolidated financial statements were audited by other auditors whose report, dual dated November 15. 
2005 arid Novtnibtr 14, 2006 on those statements was unqualified and included an explanatory paragraph 
that described a restatement of fiscal year 2005 amounts as discussed in notes 6C and 18 to the 
consolidated financial statements. UTe conducted our audit in accordance with auditing standards generally 
accepted in the United States of America; the standards applicable to finallcia1 audits contained in 
Go~vrnrnr~~t Alsdiling LStandards. issued by the Comptroller General of the United States; and OMB 
Bulletin No. 06-03. Those standards and OMB Bulletin Xo. 06-03 require that we plan and perfom the 
audit to obtain reasonable assurance about whether the consolidated financial statements arc free of 
material misstatement. An audit includes consideration of internal control over financial reporting a 
basis for designing audit procedures that me appropriate in the circumstances, but not for the purpose of 
expressing an opinion on the cffectiveness of SBA's internal control over financial repotting. Accordingly, 
we express no such opinion. 

An audit also includes: 

Examining, on a test basis, evidence supporting the amounts and disclosures in the consolidated 
financial statements; 

- Assessing the accounting principles used and significant estimates made by management; and 

Evaluating the overall consolidated financial statement presentation. 

We believe that our audit provides a reasonable basis for our opinion. 

In planning and perfoming our fiscal Fear 2006 audit, we considered SBA's internal control over financial 
reporting by obtaining an understanding of SBA 's  internal controls. determinin_p whether internal co~itrols 
M been placed in operation, assessing control risk, and performing tests of controls in order to determine 
our auditing procedures for the purpose of expressing aur opinion on the consolidated financial statements. 
We limited our internal control testing to those controls necessap to achieve the objecdves described in 
Gorwnmenr Audiring Startdad and OMB Bulletin No. 06-03. We did not test 311 internal controls relevant 
to operating objeaives as broadly defined by tl-le F~?derol.Fl4anagers ' Financia! Inregrio .4ct of 1982. The 
objective of our audit was not to provide m opinion 011 SBA's internal control over financial reporting. 
Consequently, we do not provide an opinion thereon. 

As required by OMB Bulletin No. 06-03, in our fiscal year 2006 audit. we considered SBA's internal 
control over the Required Supplementary Stewardship Infonnario~~ by obtaining an understanding o f  
SB A's internal control, determining whether these internal conwols had been placed in operation. assessing 
control risk, and performing tests of controls. We limited our testing to those cont,rols necessary to test and 
report on the internal control over Required Supplementap Stewardship Information in accordance with 
OMB Bulletin No, 06-03. However, our procedures were not designed to provide an opinior~ on internal 
control over the Required Supplemenmy Stewardship Information, and accordingly. we do not provide an 
opinion thereon, 

As further required by OMB Bulletiri No. 06-03, in our fiscal year 2006 audit, with respect to internal 
control related to pcrfommce measures detennind by management to be key and reported in the 
Management's Discussion and Analysis and Performance sections. we obtained an understanding of the 
design of internal controls relating to the existence and completeness assertions and detmnined whether 
these internal controls had been placed in operation. We liniited our testing to those controls necessarq. to 
test and report on the internal control over key perfornlmlce measures in accordance with OMB Bulletin 



No. 86-03. However, our procedures were not designed to provide an opinion on internal control over 
reported performance measures. and accordingly. we do not prvoide an opinion thereon. 

As part of  obtaining reasonable assurance about whether SEA'S fiscal year 2006 consolidated financial 
statements arc free of material misstaternen& we performed tcsts of SBA's compliance with certain 
provisions of laws, regulations. contracts, and grant agreements, noncompliance with which could have a 
direct and material effect on the determination of rhe consolidated financial statement amounts. and c d n  
provisions of other laws and regulations specified in OMB Bulletin No. 06-03. including certain provisions 
referred to in FFMIA. We limited our tests of compliance 10  he pro\.isions described in the preceding 
sentence, and we did not test compliance with all laws, regulations. contracts, and grant agreements 
applicable to SBA. However, providing an opinion on compliance with laws, regulations. contracts. and 
grant agreemeills was not an objective of our audit, and accordingly, we do not express such an opinion. 

Under OMB Bulletin No. 06-03 and FFMIA. we are required to report whether SBA's financial 
management systems substantially comply with ( 1 )  Federal financial management systems requirements, 
(2) applicable Federal accounting standards. and (3) the United States Government Standard General 
Ledger at the transaction level. To meet this requirement, we performed tests of compliance with FFMIA 
Section 803(a) requirements. 

RESTRICTED USE 

This report is intended solely for the information and use of SBA's management. SBA's Office of 
Inspector General. OMB. the U.S. Government Accountability Office. and the U.S. Congress and is not 
intended to be and should not be used by anyone other than these specified parties, 

November 14.2006 



Exhibit 1 

U.S. Small Business Administration 

Material Weakness 

Introduction 

The internal control weaknesses discussed in this report. and the U.S, Small Business Administration's (SBA) 
progress toward correcting these weaknesses. are discussed in the context of SBA's organizational structure and 
its ability to obtain funding to take corrective action. Exhibit 1 describes  he material weakness and E.xhibit 2 
describes the reportable conditions as of and for the year ended September 30. 2006. and our mmmendations 
thereon. The status of  prior year compliance and internal control findings are reported in Exhibits 3, 4 and 5, 
respectively, and SBA management's response is presented in Exhibit 6.  

Material Weakness 

The material weakness we identified as of and for the year ended Scptmbcr 30,2006, is summarized below. 

( I )  Improvement Needed Surrounding Controls over the Financial Reporling Roce.ss 

During fiscal year 2006, SBA has continued to implement various reconciliation and data quality improvement 
procedures between and within its various systems and departments in an effort to address prior I, ears' audit 
findings to ensure that the agency's consolidated financial statements are reasonable and fairly presented. The 
purpose of these procedural enhancements is to improve the overall quality of the data SBG uses internally to 
monitm operations and loan portfolio performance as well as to periodically report to its various stakeholders! 
such as Treasu~  and OMR. However, as evidenced in the discussion that fallows. the structure around these 
procedures should be strengthened to effect impm'~~ement in the quality and accuracy of the quanerly and year- 
end financial reporting process. 

SB A did not timely identi@ a $ 1  0 billiorl overstatement in the disclosures concerning guaranteed loans. 
S pcci fical ly , the disclosures for Clutstundin~ Principal at Face Vuiue and Outstmdi17g Principal C;lurunried by 
SBA were each overstated in the amount of $ lO billion i 11 the 2003 through 2005 consolidated financial statement 
footnotes. SBA detected and corrected these errors in the reviews of the fiscal year 2006 third qualler unaudited 
consolidated financial statements. The overstatements were identified as a result of a data quality review by SBA 
of i ts guaranteed loan portfolio balance. The errors were caused because SBA's subsidiaty ledger was not in 
apemen1 with its general ledger and SB.4 personnel did not timely analyze the reason for the variances in these 
senera1 ledgcr melnorandunl accounts. As such. the system reconciliation procedures used in 2003 through the 
third quarter of iiscal year 2006 were ineffective with respect to these accounts. The overstatzmenB did not 
impact other mounts included in the consolidated financial statements. 

Our tests of SBA's financial reporting process also indicate that controls need Further refinement. For example. 
we noted deficiencies in SBA's quality assurance reviews over the preparation of the consolidated financial 
statements and notes. During our interim ar~d year-end procedures, w e  tested SBA's co~ltrols over generating and 
reviewing the consolidatd financial statements. SBA uses an automated process to download the financial data 
from the Financial Repning Information System (FRIS) into an Excel workbook. Embedded in the Excel 
workbook are a series of automated q u a l i ~  assurance tests to ensure that certain financial information 
relationships exist. After the workbook generates the consolidated financial statements, the Financial Assurance 
Division (FAD), Financial Reporting Division (FRD), and the Accounting Liaison Quality Assurance ( ALQA) 
Division all perform procedures to review the content of the coi~solidated financial statements. The review jn its 
current form i s  meant to ensure that the basic financial statement relationships exist, such as agreement between 
the consolidated finallcia1 statements and the footnotes. While these procedures need to be performed. SBA 
needs to include a more comprehensive and in-depth analysis of the consolidated financial statements and 



Exhibit 1 

U.S. Small Business Administration 

Material Weakness 

footnotes lo ensure the reasonableness of the balances. These procedures are important given the decentralized 
nature of SB A's info mar ion systems and overall data gathering processes. 

Funher, our tests of the agency's credit reform footnote disclosure related to the 7(a) guarantee purchases 
identified errors. While testing this foatnote, we inquired about the balance of the liability related to the Business 
Loans Guarantees: which didn't reconcile with the credit reform Return on Assets (ROA) model calculations. 
SBA detennined that an error of $1 39 rnillion occurred when calculaling the year-end amount. SBA subsequently 
corrected the error in the fiscal year 2006 consolidated fillancia1 statetnents. 

The Ofice of Management and Budget's (OMB) Circular A-123, Munugemen! j. Respop~sihilify for Internal 
Controls, states: "management is responsible for establislling and inaintait~ing internal control to achieve the 
objectives of effective and efficient operations, reliable financial reporting. a i d  compliance with applicable laws 
and regulations. Management shall consistenlly apply the internal control standards to meet each of the internal 
control objectives and to assess internal control effectiveness." 

We recommend that: 

1. The Chief Financ-ial Officer continues to enhance SBA's quality assurance processes related to amountti 
recorded in SBA's various financial systems. ConlroI policies should ensure that all reconciling items are 
pursued and fully investigated. In addition, SBA should ensure that dl account balances are subject to 
reconciliation. 

2. The Chief Financial Officer requests an indepth analysis of information presented in the consolidated 
financial statemcnts be performed each quatter including the footnotes for the third and fourth quarter 
consolidated financial statements. More specifically, FAD, FRD and ALQA should reconcile the 
consolidated financial statements and footnote information to actual source data and analyze the financial 
statement data for reasonableness. These procedures should be added to the existing quality assurancz 
checklists and other financial statement review tools used by SBA. 

3 .  The Chief Financial Officer requests that relevant personnel reconcile loan guarantee data recorded in the 
general ledger periodically with information reported by SBA's fiscal transfer %ent to ensure that the 
amoutlts recorded are accurate. 



Exhibit 2 

U.S, Small Busincss Administration 

Reportable Conditions 

The reportable conditions identified as o f  and for the year ended September 30, 2006. are summarized 
below: 

(2) Improvemenf Needed in Management In formation Tcch~rology Sccurig Canrrols 

During our review of SBA's information technology (IT) systems and applications. we noted conrrol 
weaknesses, which can be segmented into the following areas: access to programs and data software 
program changes. segregation of duties, and end-user computing, 

Access to Programs and Data 

Integral to an organization's security program management efforts. technical security access controls for 
systems and applications should provide reasonable assurance that IT resources such as data files, 
appl icatian programs, and IT-related facili~ieii~equipment are protected against unauthorized modification, 
disclosure, loss, or impairment. 

A summaq of the access control weaknesses we identified follow: 

Exemption 2 

Exemption 2 

Security Plans of Actions and Milestones (POAkMs) rlced to be complete. Many POA&Ms we 
reviewed did not fully reflect SBA's pla~is to resolve i~~fomat ion  security weaknesses. Full completion 
of POAkMs is critical to track the impleinentation of improved security controb and to track the 
security weaknesses that will be mitigated through compe~~satiiig controls. 

Security awareness and emergency wsponse training efTorts need improvement. For example, we noted 
that for only 9 of 30 fiscal year 2006 new hires, there was nu documentation supporting that the new 
hires had successfully completed computer security awareness training. In addition, there is no formal 
method of tracking the completion of the securiv training. Such efforts are important to help ensure 
that system and application users arc aware of their responsibilities regarding system security, 

Software Program Changes 

The primary focus of an organization's software changeiconfiguration management progrm is to cont,rol 
software changes made to systems and applications. Without strong controls in this area, there is an 
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elevated risk that securin. features could be inadvertently or deliberately omitted or turned off. or that 
processing irregularities or malicious code could be introduced into the IT environment. 

A summap of the software program change control weaknesses we identified follows: 

Program change and emergency change requests and approvals can be better documented. W l i l e  some 
evidence of software changes was provided. it was not complete, In addition. SBA does not have 
complete policies or procedures for making and approving sohare changes. 

Complete software change test planning documenlalion for the Joint Accounting and Administration 
Management System (JAAMS) and the Financial Reporting l n fonnation System (FRIS) was not 
available for eight of ten sample software changes. 

Segregation of Duties 

Segregation of duty controls help restrict user access and strengthen the secwit\. arou~ld unauthorized 
manipulation of data. Restricting employees from performing incompatible functions or funaions beyond 
their responsibility lowers the risk that crirical or sensitive data could be inappropriately manipulated or 
deleted. Additiondly security violatioris should be documented and reviewed for proper foliow-up by 
management. The following are examples noted regarding deficiencies in SBA IT segregation of duty 
controls: 

The Field Cashiering System (FCS) users are assigned multiple roles (i-e.. Cshicr. 1-oan Officer, 
Reports, Supervisor, mail opener). which elevates I l~e  risk of unauthorized access or manipulation of 
data. According to the FCS user manual, users should be msigned one role. 

A user who performs a legal review on the loan files in the Guaranty Purchase Tracking System 
(GPTS) can also approve the lorn files. The user can perfonn both functions under the samt GPTS user 
idenlifier. 

I There is nu fonnal segregation o f  duties procedures documented for FRIS, JAAMS. the Disaster Credit 
Management System (DCMS), and the Loan Accounting System (LAS). 

SBA does not lmve adequate storage capacity within the audit logs that record security violations. 
Furthermore: SBA does not retain security logs for a sufficient period of time. Finally, SBA does not 
monitor or review securiry lops I'or suspicious a c t i v i ~  on a timely basis. 

End-User Computing 

During the fiscal year 2006 SBA financial audit. we found deficiencies in documentation related to end- 
user computing policies and procedures. For example, SRA has not fully documented agency policies, and 
program offices have not documented procedures for controllii~g end-user computing. 

End-user computing taolslprograms (e-g.. spreadsheets and other user-developed programs) provide a 
unique set o f  control needs within an organization. By its nature. end-user computing brings the 
development arid prmessing of information %sterns closer to the user. This envirnnment may not be 
subjected to the s a m t  structural procedures as is the IT general controls environment. 



Exhibit 2 

1J.S. Small Business Administration 

Reportable Condi~ions 

Maintaining good I T  controls is not only part of a sound management governance structure: it i s  also 
required by Federal I aus  and regulations. For example. tlic Federal lnfonnation Securih Management Act 
(FISMA) requires that Federal agencies follow sccuriv guidance issued h!. the National Institute of 
Standards and techno lo^ (MIST). NlST p r o ~ i d e s  the f o l l o ~  ing relevant guidance: 

Specla] Publication 800-53 (Herotnmendi>d S~>curirj: C'ontruls for Fc?dt.1.~1 Inj~n?zoriun S~stcms) guides 
that the organizations should train personnel in their contingency roles and responsibilities with respect 
to the inforn~ation system. provide periodic security training. and maintain sufficient access conlrols to 
protect sensitive agent!. dara. 

Special Publication S00- 14 ( C ; c i ~ t ~ a l l ~ *  Acctyrud Pri17ciplcs mzd Practices Sucu?.ih Infiumutio?? 
T e c h t ~ o l o ~ . ,  Systems) guides that organizations should ensure effective administration ol' users' 
computer access to inai~ltain system security, includir~g user account management and 111e timely 
modification or  reinoval of access. 

Special Publ ica t io~~ 800- 1 8 (Griidg , f i ~  De~.eloipi~rg SL'C'U~IIJ ,  F'luns , f i r  1rlforrnulir)n Tc9ohnnktgy Sj.stzms) 
guides there should be a separation of duties bctwec~i sccuril) personnel u,ho administer the access 
control functions and those who administer the audit trail, and that agencies should fully document 
s o f h  are changes as tests are performed. 

Further, SBA's  internal policies and procedures guide for the maintenance of sound IT controls. Ln. 
example: 

SBPl's SOP 90-47.2 requires the systetn owners of the automated information systems to report the 
progress in  correcting system weak~lesses for the SBA POA&M and validate that the identified 
weaknesses have been corrected. 

SBA's VAT charter requires that extenla1 scans and internal scans must be performed inon~hly 

We recomn~end that: 

3. Exemption 2 

. Exemption 2 

h e  Chief Iiifonnation Officer ensure that formal request forms are fi~lly processed before network 
access is granted. 

The Chief Intbnnatiotl Officer should coordinate with program offices to ensure that sq-stem Plaiis of 
A c ~ i o t ~ s  and Miles~ones are f u l l  completed. 
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U.S. Small Busincss Administration 

Reportable Conditions 

8. The Chief Information Officer should coordinate with other SBA program offices to implement a 
process to track employec computer securiiy training and to ensure all employees receive sucll training 
on a periodic basis. 

9. The Chief Information OMicer should ensure that system o~mers for DCMS, FRIS. JAAMS and 1,AS 
standardize software change requests and that sohare change testing documentation is developed in a 
more consistent and complete manner. This may be accomplished b ~ :  (1) Conducting training on the 
importance of completing such documentation and (2) issuing guidance on standardization of change 
requests and change testing documentation. 

10. The Chief Financial Officer in conjuncrion with appropriate p r o - m  oficials should ensure that each 
user within the Field Cashiering System has only one role in the system. In cases where this ma! not 
be feasible given work assignments. then additional compensating controls. such as additional 
management aversighl, should be implemented. 

1 1 .  The Associate Deputy Administrator for Capital Access in conjunction with appropriate program 
officials should ensure that each user within ihe Guaranty Purchase Tracking System has only one role 
in the system. In cases where this may not he feasible ~iiven work assignments, then additional 
compensating controls, such as additional managernee oversight, should be implemented. 

12, The Chief Operating Officer in conjunction with appropriate program off~ciia should ensure that 
policies are implemented regarding seyegation of duties for FRIS, JAAMS. DCMS, and LAS. 

13. The Chief Operating Officer in conjunction with the Office of Chief Information Oficer should 
coordi~iatc with program offices to implement policies for end-user computing, specifically enforcing 
user-level access coiitrols over existing programs and data objects. 

14. The Chief I nformatio~l Officer obtain the needed storage capacity to store security logs for an adequate 
pied of time. Further: the Chief lnformarion Oficer cnsurc that potential security violations are 
reviewcd fox possible inappropriate use of I'T equipment and data. 

(3) Improvement Needed over Birdget aq: Controls Surrounding Obligations 

During our testwork over SBA's budgetaty accounting and control procedures specifically as it relates to 
the approval and recording of undelivered orders, we noted instances where controls were circumvented or 
procurement procedures were inconsistently applied. Circumvention of authorization controls or the 
inconsistent application of established procedures can significantly increase the risk that obligations and 
expenses rclated to mvel may not he accurately recorded. Our testwork included a sample of 153 items 
totaling $87.7 million. 

The first three items below relate to disaster program travel activity administered by the Office of Disaster 
Assistance Administrative Controls, The operations of t,his office were significantly impacted in the latter 
part of fiscal year 2005 and the beginning of fiscal year 2006 as SBA responded to the nation's hurricane 
disasters occurring during that timeframe. The remaining items relate to administrative program activities 
other than travel. 
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Reportable Conditions 

The following is a summary of the exceptions noted in our testwyork: 

Two instances in which authorizing travel doc-uments in the amount of $10,000 were not subjected to 
established review and approval procedures prior to being modified to match actual travel costs 
incurred of $30,000. Related to these two selections, KPMG found fi\e instances of either the original 
obligating document or an amendment being modified from its original obligatd amount without 
additional proc urernei-it action being taken. 

Four instances of travel authorization documents in the amount of $60.000 being approved however the 
obligat,ion was not recorded at the time of approval due to limited staff resources in the area responsible 
for recording obligations in the systcin. In each case. the obligation was not recorded until after the 
individuals had incurred all travel costs. In one instance, we determined that the remaining undelivettd 
order balance should have been deobl igated as of June 30.2006. 

8 One instance in the amount of $20.000 in which a travel obligation arnendmcnt was not r e c o r d 4  in the 
general ledger. The amendment also authorized an extension of the t h e  allowed for travel, and 
although the time extet~sion was entered into to the general ledger, the amount was not. 

Five instances totaling $88,4 13 in which undeli~ered obligations should have been de-obligated. Our 
slalistical extrapolation resulted in a projected error o f  $5.7 million 

Sixteen instances of obligations in the amount of $8,6 million recorded prior to the documents being 
approved. The difference between posting dates and the dates noted on tlie authorking documents 
ranged from 1 to 1 8 days. 

The Office of Management and Budget (QMB) Circular A- 123, ,\,fu~wgernrnt ,4ccoun1uhiiity mld Control, 
section I defines management controls as 'The orgaiixafiori, policies, and procedures used by agencies to 
reasonably ensure that (i) programs achieve their intended results; (ii) resources are used consistent wit11 
agency mission; (iii) programs and resources are protected from waste, fraud, and misinanageme~~t ; (iv) 
laws and regulations are followvcd; and (v) reliable and timely information is obtained, maintained, reported 
and used for decision making." OMB A- 123, section 11 goes on to indicate: "Monitoring the effectiveness 
of internal control should occur in the normal course of business. In addition, periodic reviews, 
reconciliations or comparisons of data should be included as part of the regular assigned dutjes of 
personnel. Periodic assasments should be integrated as part of management's continuous monitoring of 
inremal control, which should be ingrained in the agency's operations." 

Additionally, based on our review of SBA's Standard Operating Prmedures (SOP), Section 20 1 1  5,  we 
noted thai the authorization section does not integate the recording of procurement procedure activities in 
the general ledger with the authorization of travel documenlation. As such. there is no established 
relationship between the authorization for and recording of travel-related budgetary obligations. 

We recommend that: 

15. The Chief Financial Officer implement comprehensive contml procedures to ensure travel obligations 
are properly approved and are accurately and timely entered into the general ledger. and that 
inodi fications to travel obligations are subjected to formal approval. 
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16. The Assistant Administrator for Pisaster Assistance ensure that responsible individuals are adequately 
trained and suficient monitoring procedures are designed and implemented to ensure personnel 
comply with the enhanced control procedures. 



Exbibit 3 

U.S. Small Business Administration 

Sta~us of Prior Year Noncompliance and Other Matters Reported 

Fiscal Year 2005 Noncompliance ' 

Federal Financial Management Improvement Act 
of 1% (FFMIA) - The US Small Business 
.4dministration (SBA) was not in compliance with 
FFMIA as follows: 

SBA is not in substantial compliance with Federal 
i financial management syslems requiremenls. 

SRA is not in substantial conipliance with Fcdcral 
accounting standards. 

SB.4 is not in substantial colnpliancc with the U.S. 
Standard General Ledger ('USSGL) at the 
transaction level. 

Fiscal Year 2006 Status of Noncompliance 

The results of our tests over compliance with FFMIA 
during fiscal year 2006; disclosed that SBA is it1 
substantial compliance with FFM IA a. it relates to 
Federal accounting standards and the USSGL at the 
transaction lekel. 

However. our tests indicated instances in which SBA's 
information systems did not substantially comply with 
Federal financial management systems requirements. 
For e m p l c ,  we noted vulnerabilities on sevcral 
servers that could be exploited by unauthorized users 
to gain key system infomaion, and possibly 
unauthorized access. Additionally. SBA restated their 
fiscal year 2005 credit reform footnote disclosure due 
to an error, which was caused in part by system 
limitations and rhe lack of an effective mitigating 
control. See Exhibit 1. Material Weakness. 
Improvement Needed Stirrowrding C'otrtrols over !ha 
Finartcia1 Reporting Process. and Exhibit 2. 
Reportable Conditions. p m e n t  it;~~c~Jed in 
Managemet~r InfOr~narion TechnoIc~~. Secul-itj~ 
Co~zrrr)ls. 
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Status of Prior Year Marerial Weakness 

Fiscal Year 2005 Finding 

Financial Management Reporting Controls: The 
results of the fiscal year 2005 audit indicated that SBA 

Fiscal Year 2006 Status of Firding 

During fiscal year 2006. SBA made significant overalt 
operational improvements over the controls centered 

needed to improve its controls surrounding the i on funds management and financial accounting and 
financial management reporting process. specifically account balance reviews. However, we r~oted 
related to the are= noted below: 

Funds Management 

Financial Accounting Transactions and Review 
uf Account Balances 

Financial Statement Preparation and Quality 

continuing findings i 11 the financial reporting process. 

Therefore, in fiscal year 2006, we continue to report a 
material weakness in internal c o ~ ~ t r o l  related to SBA's 
firiancid reporting process. See Exhi bit 1 Material 
Weakness. Impro~~emmt :fTeeded Surrol~nding fijnrrols 
over the Finrutciul Reporting Process. 

Assurance I ; 



U.S. SMALL BUSINESS ADMINISTRATION 

Status of Prior Year Reportable Conditions 

Fiscal Year 2005 Fiodiags 

1. Ofiice of Disaster Assistance Administrative 
Expenditure Controls 

2, Agency-Widc Information Systems Controls 

Fiscal Year 2006 Status of Findings 

During our rcvjew over budgetaq controls surrounding 
travel vouchers, specifically as it relates to the approval 
and recording of undelivered orders. we noted 
instances where corltrols were circumvented or 
procurement procedures were inconsistently applied. 
The travel vouchers tested relate l o  travel assoc-iated 
with SBA's disaster program. 

See Exhibit 2: Reportable Conditions, hnprolbt.me?v 
I ,h7teclt.d over Budgeiwy Cun~uls  Surr uuncling 

Oh1 i p r  ions. 

During our review of SBA's information technology 
(IT) general and application controls, we conlinued to 
note opportur~itics for SBA to improve its internal 
controls. The control weaknesses that continue to exist 
are in the foLlowing areas: access ro programs and data, 
software program changes, segregation o f  duties, and 
end-user computing. 

Therefort. in fiscal year 2006. the presentation of the 
issue was modificd to reflect current year operations, 
and we continue to repon a reportable condition. See 
Exhibit 2, Reportable Conditions. improve men^ A:t.edud 
in A4u~zcrgernent Informarion Trchnolu~: Securiy 
Controls. 
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DATE: 

TO: 

FROM: 

November 13,2006 

Debra Ritt, Avistant IG for Auditing 
Exemption 6 

Jennifer M* Chef Financial Officer 

SCMECT: FY 2006 Financial Statement Audit Report 

The Small Business Administration (SBA) is in receipt of the draft Independent Public 
Accountant (FA) report from KPMG that includes the auditor's opinion on the financial 
statements and review of the Agency's internal control o v a  financial reporting and 
compliance with laws and rcgulations. As you h o w ,  the IPA audit of the Agency's 
financial statements and related processes i s  a core component of SBA's financial 
management program. 

Overall we are vwy p1casd that the SBA has received an unqualified audit opinion from 
the independmt auditor. We believe the unqualified opinion accurately reflects the 
quality of the Agency's financial statements and our improved accounting budgeting and 
reporting processes. As you know, SBA has worked hard over the past several years to 
address the many findings from our independent auditor. Our core financial reporting 
data and processes have been substantially improved and we are proud that the raults of 
our efforts have been confmed by the independent auditor. 

The IPA's report includes a material weakness finding in the area of financial reporting. 
While we are disappointed that all of the progress we feel we have made in his area did 
not result in reducing the deficiency to a reportable condition, we understand that 
additional improvements are needed. Wt art committed to maintaining the strong 
momentum eslablishtd this year lo improve the Agency's financial management 
processes and resulrs in FY 2007. 

We appreciate all of your efforts and those of your colleagues in the Office of the 
Inspector General as well as those of KPMG. As we anticipated, having a new auditor 
this year provided us with new insights and recommendations tha~ will furrher enhance 
SBA's financial management practices. Overall we feel our financial management 
capacity has continued to improve this year and we are proud of what we have 
accomptisbed. W e  continue to be committed to wtctllcnce in hancial, management and 
look forward to making more progress in the coming year. 



Inspector General 
U.S. Small Business Administration 

W'e audit4 the accompanying consolidated balance sheet of the U.S. Small Business Administraiion 
(SBA) as of September 30,2005, and the related consolidated statements of net cost. changes in net 
position, and financing: ernd cornbilled statement of budgetap resources for the fiscal year then ended. 
These financial statements are the responsibility of' SBA management. Our responsibility is to express an 
opinion on these financial statements based on our audit. 

We cunducted our audit in accordance with auditing standards generally accepted in the United States of 
America; standards applicable to financial audits contained in Gorlernmerz, A u d i ~ i t g  Stmdardt. issued by 
the Coniptroller General of the United States; and Qffice o f  Managem~iit and Budget (OMB) Bulletin 0 I - 
02. A d i l  Rrq uirenwnts for Federal Financial Starements, as amended. Those srandards require that we 
plan and perform our audit to obtain reasonable assurance about whethcr the financial statements are free 
of material misstaternent. An audit includes examining, on a test basis, evidence si~pporting amounts and 
disclosures in the financial nalements. An audit also includcs assessing the accounting plinciples used 
and significant estimates made by management, as well as evaluating overall financial statement 
presentation. We believe that our audit provides a reasonable basis for our opinion. 

As discussed in Note 18 to the financial statements, SBA restated its footnote disclosure for guaranteed 
loans outstanding (face value and amount guaranteed by SEA), as of September 30.2005, to correct an 
error in a portion of Footnote 6 .  SBA overstated the total amount of guaranteed loans outsranding (face 
value and amount guaranteed by SBA) by $10 billion due to a data error in SBA's Loan Accounting 
System. The restated amounts are shown in Footnote 6.C. Had Cotton & Company identified this error in 
the previous audit and SBA chose not correct it. we would havc issued a modified opinion. 

In our opinion, the consolidated balance s h e a  as of September 30: 2005, the related consolidated 
statements of net cost. changes in net position, and financing: and 111e combined statement of budgetary 
resources for the fiscal year then ended, present fairly. in all material respects, tlie financial position of 
SRA as of September 30.2005, and its net costs, changes in net position. reconciliation of net costs to 
budge tq  ol>ligations and its combined budgetary resources for FY 2005, in accordance with accounting 
priliciples generally accepted in the United Stales of America 

At the end of FY 2005, severe hurricanes occurred that were declared disasters under SBA's Disaster 
Assistance program. These disasters will affect the composition of new SBA loan portfolios and tnay 
affect the outcome and valuatio~l of existing loan portfolios. SBA faces uncenainty as to full future effects 
on its operations and firiancial condition caused by these disasters. Subsidy cost estimates and valuation 
of SBA's credit program receivables and related foreclosed propem, net, and liability for loan guarantees 
in the accompanying fillancia1 statenients are based on SBA's hislorical loan program information, which 
may or may not be representative of variations in loan performance thal may occur as a result of these 
disasters. 



Our audit was conducted for the purpose uf fonning an opinioil on the basic financial statements taken as 
a whole. Infomation presented in SB A's FY 2005 Perfomlance and Accoru~tability Report, including 
management's discussion and analysis, required supplementary srewardship information, required 
supplementary information, and otlier accompanying information. are not required parts of basic financial 
statements, but are addi I ional infimnation required by the Federal Accounting Standards Advisory Board 
and OMB Circular A- 136 Firwlwiul Rcporti~zg Reqliireme~nts. We applied certain limited procedures, 
which consisted principally of inquiries of management regarding the methods of measurement and 
presentat ion of  supplementary informat ion. This irlfomation has not been subjected to auditing 
procedures, and. accordingly, we express no opinion on it. Our limited procedures raised doubts. 
however, rhat we were unablc to resolve regarding whether material modification should be made to the 
information for SBA to c~nforrn to OM0 Circular A- 136. 

In accordance with C;ovcnmte~rt dudiring Stu~zdurds, we have also issued reports dated November 15. 
2005, on our consideration of SBA's internal control (updated on November 14.2006) and on its 
compliance with laws and regulations. Those reports, which disclose reportable conditions in internal 
control. one of v-hich is a material weakness, and non-compliance with the Federal Financial 
Management Improvement Act o f  1996, are integral parts of a report prepared in accordance with 
Go\.er?unenr Alditil?g Stumfardr and should be read in conjunclion with this report in considering the 
 result,^ of our work. 

Charles Hayward. CPA 

November 15,2005. escept for the restated portion o f  Note 6.C and Note 18 
for which the date is November 11,2006 
Alexandria, Virginia 



Cotton6 
Company 

Inspector General 
U.S. Sniall Riainess Adnlinistratioii 

M'e audited the consulidated balance sheet of the U.S. S~nall Bi~siness Administration (SBA) as of 
September 30,2005, and the related cunsulidated statements of net cost. changes in iiet position, and 
financing and combined slatemenl of budgetary resources fur the fiscal year lhen e~lded and liave issued 
our report thereon, dated November 15. 2005. except for the restated portion of Note 6.C and Note 18, for 
which the date is November 14.2006. In that report. we issued an unqualified opinion on the Fiscal Year 
(FY) 2005 consolidated balance sheet; consolidated statements of net cost. changes in net pusition and 
financing; and the combined statement of budgetay resources. 

We conducted our audit in accordance with auditing standards generally acccptcd in the United States: 
standards applicable to financial audits contained in Gcn~c.rnmcni Auditing StunJul-ds. issued b> the 
Comptroller General of tlie United States: and Office of Mai~agement and Rudgct (OM B) Bulletin O 1 -02. 
Audit Reqilirunrents for F~gderal Finuncial Stuicmcnfs. 

In planning arid performing our work, we considered SBA's i~iternal conuols over financial reporting by 
obtaining an underslanding o f  SBA's itlternal controls. determining if inte~mal controls had been placed in  
operation. assessing conlrol risk, aiid perfonning tests of controls in order to cietennine our audit 
procedures fbr the purpose ol'e\pressing our opinion on the financial statements. N'e limited internal 
coi~trvl testing to those controls necessarq to achieve ob,jectives described in OMB Bulletin 01-02. We diu 
riot test all iiitenial controls relevant to operatirlg objectives as broadly defined by the Federal Managers' 
Financial Integit) Act of 1982 (FMFIA}, such as those controls relevant to ensuring efficient operations. 
The objecthe of our work was not to provide assurance on internal controls. Consequently. we do not 
provide a11 opinion on internal control. 

Our consideration of internal control over financial reporting would not necessarily disclose all matters in 
internal con~rols over financial reporting that might be reportable co~lditions. Under standards issued by 
the American Institute of Certified Public Accountanls (AICPA) and OMB Bulletin 01-02. reportable 
conditions are matters coming to our attention rslatii~g to significant deticiencies in the design or 
operation of internal controls that, in  our judgment. couid adversely affect SBA's abilie to record. 
process. summarize. and report financial data consistent wit11 mai~agement's assertions in the financial 
stalemenls. 

Material weaknesses are reportable conditions in whicli the design or operation of one or more internal 
control components does nut reduce to a relatively loiv Ievel the risk that misstatements in amounts that 
ivould be material in relation to the financial statements being audited may occur and not be detected 
within a timely period by employees in the normal course of perfomling their assigned functions. Because 
of inherent limitations in inteinal control, ~nisstaten~ents, losses, or lioiicompliance may nevertheless 
occur and not be detected. 



We noted matters involving internal control and its operation in the three areas, discussed below, that we 
consider to be reportable conditions: 

Financial Manage~nent and Reporting Controls 
Offjce of Disaster A ssislance Administrative Expenditure ControIs 
Agency-Wide Infomation System Controls 

We consider combirled matters described in the iirst area to be a material weahless under standards 
established by AICPA. as discussed below. 

FlNANClAL MANAGEMENT AND REPORTING CONTROLS 

SBA made substantial and noteworth! i~nprovements to its internal control and quality assurance 
prmedum over financial management and reporting and was able to provide its FY 2005 interim and 
yearend financial statements. footnotes, supporting trial balances. and key audit deli verables in 
accordance with agreed-upon milesrone dates. In addition, we noted much improve~nent in the quality, 
accuracy, and reliability of its financial reports and supporting documentation. SBA 's financial 
i~~anage~nent and reporting controls, however, continue to need improvement in the following areas: 

Funds Management 
Financial Accounting l'ransactions and Review of Account Balanca 
F inarlcial Statement Preparation and Qualie Assurance 

We discuss SBA'r control weaknesm and areas needing i~t~provemcnt on the following pages under their 
respective captions. 

Funds Managem tnt 

We noted two areas of funds management rhat need itnprovement. 

Loan Undeiivered Orders 

SBA continues to experience difficulty in monitoring disaster loan program undelivered orders. During 
FY 2005. SBA included a clause in ils standard 1,oan Authorization and Agreement (LAA) stating that 
the loan must be disbursed within 6 rnontl~s from the date on the LAA, or the loan will be cancelled. In 
addition, another clause requires the borrower to return the signed LAA and other loan closing documents 
within 2 months from the date on the LAA, or the loan will he cancelled. SBA stated that these 
administrative requirements are used to expedite the loan application and disbursement process. 

During our interim testing at June 30. 2005. we noted instances in which the laan disbursanent pe~iod 
had expired and other instances in which the loan should have been cancelled because the borrower had 
not returned tlie loan closing documents. Due to the significant increase in the volume o f  loan approval 
activity resulting frorn the hurricanes occurring at the end of FY 2004, SBA was riot able to process lo at^ 
cancellation or extension actions in a timely manner or monitor loan approval status to determine if 
cancellations or extensions were warranted. The Office of Cliief Financial Officer (OCFO) was not aware 
of the LAA clauses, and its process to monitor undeIivwtd orders was not effective in identifying 
unneeded undelivered orders in a timely manner. 

OM3 Circular A- I 1 , Preparation. Subn~ission, a d  Execution of-{he Budge!, Section 20, Terms and 
Concepts. defines a valid obligation as a binding agreement that will result in immediate or future outlays. 



In response lo our interim testing results, OCFO initiated an effort to ensure that the Ofice of Disasler 
Assistance processed as many cancellation and extension actions as possible by September 30.2005. In 
addition, SBA developed a $95.5 million estimate to decrease undelivered orders no Iongcr needed 
because the disbursement period liad expired. It also recorded a $64.1 mill ioii audit adjustment. based on 
our yearend testing, that disclosed instances in which the loan should have been cancelled because the 
borrower had not returned the signed loan closing documents within the ?-month period. and SBA had 
not extended the closing period. 

Grant Untielivered Urders 

During sample tcsfing of administrative undelivered orders. we identified a $492,000 undelivered order 
for a grant obligated in F Y  2001. The grant periud of performance had expired in August 2003. To date, 
the grantee has not sought reimbursement for any incurred expenditures, and SBA's Office of 
Procurement and Grants Management (OPGM) has [lot been able to confinn whether the grantee has 
incurred expenditures. Accordingly, SRA could not provide support to substantiate the need for this 
undel ivcred order. 

SBA does 1101 have a practice in place to ensure that grants are closed out in a timely manner. OMB 
Circular A- l 1 0, Llntfom Adtninislrurire Requiretnc.rrts, fur Granrs m d  Agre emcms with Insrilulions uf 
Higher Education, Hospitals. and Ofher Mon-profir Organ i ~ a r  ions. Sub part D: A fter the A ward 
Requirements, Paragraph .7 1 (b), states that a recipient shall liquidate all obligations incurred under 
award not later than 90 calendar days after the funding period ends or the completion date specified in the 
award unless an txrension is authorized. 

Recommendations 

We recommend that the Chief Financial Officer (CFOI: 

Continue to enhance ST3 A's undelivered order monitoring process to include coordination with 
the Office of  Disaster Assistance to ensure that its monitoring takes into consideration processing 
backlogs and administrative practices having an effect on management's tinancia1 statement 
assenions. 

Coordinate with rhe Director. OPGM, 10 irnpletncnt timely closcoul procedures and strengthen 
monitoring procedures to ensure that all grant ilndclivered orders are supported by evidence as lo 
their need and validiv. 

Financial Accounting Transactions and Review of Account Balances 

SBA's internal control and quality assurance review processes continue to need improvement to ensure 
Illat accounting transactions art recorded accurately and in a timely mannw and in accordance with 
accounting standards and guidance, and that resulting general ledger account balances are proper. We 
noted the following matters. 

Material Error in Note Disc~osure (Added ilrovember 2 00 6) 

SB A overstated its footnote disclosure for guaranteed loans outstanding (face amount and amount 
guaranteed by SBA) by $ 1  0 billion. for FY 2003. 2004, and 2005. SB A did not detect this error until FY 
2006. 

SB.4 had a long-standing problem due to a system limitation within its loan accountillg system ~porling 
tool which caused summary reports for certain memorandum accounts to be understated by $10 billion. 



During FY 2001. SBA posted an off-line accounting enty into its Financial Reporting Information 
System (FRIS), at which time FRJS maintained the correct balance. The L o w  Accounting System (LAS) 
summary report continued to be understated. During FY 2004, SBA conducted an analysis to demonstrate 
the need for an adjustment to the LAS summary report and posted an entry into the LAS Sumrnq~ Report 
to remedy the long-standing problem. This entry was also recorded in FRIS thraugh an automatic 
interface with the loan accounting system. SBA failed to reverse the FY 200 1 off-line entF. which then 
resulted in a $1 0 billion overstatement in FRIS. SBA prepared the note disclosures using memorandum 
account balances in FRIS: thus overstating the guaranteed loans outstanding face m o u n t  and amount of 
SB A s h e .  

SBA does not have a reconciliation process in place to reconcile its FRIS general ledger account ending 
balances to the underlying feeder systems. SBA dces perform a reconciliation each time LAS data is 
uploaded into FRIS to ensure the completeness and accuracy of the LAS upload. Had an ending balance 
reconciliation been performed, the $10 billion emor would have been identified on a timely basia 

The Government Accountability Ofice's (GAO) Standurds for Internul C~onrrul in rhe Federul 
Goverttment (GAOIAIMD-00-2 1.3. I ) requires control activities to cnoure that all transactions art 
completely and accurately recorded. 

Improper Accnuntit~g Treatment 

Wc noted the following instances in which SBA's accounting transactions were not recorded. processed, 
summarized, and reportd in accordance with the United States Standard General Ledger (USSGL): OMB 
Circular A- 136, Financiul Reporting Requirernmts; and federal accounting standards. Substantial 
compliar~ce with the llSSGL at the transaction level, as inandated by the Federal Financial Management 
Itnprovement Act, requires that SBA recard financial events consistent with applicabl t pasting 
  nod el slat tributes reflected in the 1ISSGt. Ciencral ly accepted accounting principles require that 
transact ions be recorded based upon events that actually occurred, 

I .  Prt,Snrma Credit Reform Accnuntitrg Transactions: SBA used iinproper posting logic when 
calculating an automated Journal entry recorded as part of its mot~th-end credit re fbrm accounting 
transactions. The general ledger account used to record downward subsidy reestimates was envnear~sly 
closed. resultitig in  a zero versus $58 niillion account balance. In addition, SBA's expense account used 
to record interest accumulation on the liability for loan guuratltees was misstated by 558  nill lion. These 
errors were evident in SBA's June 30, 2005, trial balaiicc because a valid relationship ainong variaus 
general-ledger accounts did not exist. SBA did not identify these errors during its review of the June 30. 
2005, trial bdmce and financial statements. The post,ing logic was corrected for the yearend financial 
statemeilt submission. 

2. Trensuty Borrowitg Trunsacfiuns: SBA incorrectly characterized $30.5 million a$ a decrease in 
Borrowing Authority Converted to Cash rather than Actual Repayinelit of  Debt. On January 12. 2005, 
SBA executed Standard Form (SF) 1 15 1. Nonexpenditure Transfer Authorization, and converted $500.3 
million of its total $800.3 rnillioii borrowing authority to cash. On January 3 1, OMB approved an SF 132, 
Apportionment and Reapportioninent Schedule, to reduce SI3A's borrowing authorjty to $469.8 million. 
which resulti~~g in SBA borrowing more than its revised aurhoriv, On February 9, SBA executed an SF 
I 15 1 to decrease anlounts previously converted to cash by $30.5 inillio~i. SRA stated that it needed less 
borrowing authority than was originally approved on its SF 132 because of the decrease betwcen the FY 
2004 finuncial statement downward reestimate and the revised reestimate calculated for the President's 
budget. 



The USSGL has the following specific general ledger accounts and provides standard posting logic for 
recordi~~g borrowing transactions: 

4 14 1 - Current Year Romwing Authority Realized 
4 143 - Decreases to Indefinite Borrowing Authority 
4 145 - Borrowing Authority Converted ro Cxh 
4 146 - Actual Repayment of Debt. Current-Year Authority 
4 138 - Resources Realized From Borrowing Authorin: 

Because SBA had already converted $500.3 mill ion of the approved borrowing authority to cash, it 
should have treated the $30.5 mill ion difference a5 a repayment. As a result, SBA's Statement of  
Budgetary Resources, line items B O I . T O M ' ~ ? I ~  .4 1dt17orih' and Parrnrrptmrl}~ .Vat .4wiluble. were each 
misstated by $30.5 million. SBA did not correct this error. 

3. Improper Auromaied Reversing Entries: SR A erroneously reversed cenain accouiiting entries that 
had been previously recorded as part of a point-break cleanup project. SRA uses point breaks to 
distinguish its various loan program accounf balances within its credit reform financing funds, which 
account for multiple loan programs within the same fund. As part of an automated routine. the cleanup 
entries were reversed in error. resulting in a $26.3 million understatement of allo\vance for subsidy and a 
$26.3 million overstatement of liability for loan guarantee account balatices within SB A ' s Business toan 
Guarantee Program financing fund. In addition, these and other general ledger account balances were 
allocated back to the wrong point break. .this error was identified during our audit by inquiring about the 
significant balance in the liabili? for loan guarantee gneral ledger account related to small programs. 
This error was also evident by reviewing the liability for loan guarantee and allowiu~ce for subsidy 
balances at the point-break level. within the trial balance. They were not identified by SBA as part of its 
yearend qualie review process. SBA corrected this emr after we brought it to its anention. 

4. Loan L.us Allouw~~ces in Liquidating Funds: SBA modified its posting logic for recording its loan 
loss allowance in one of its pre-credit reform liquidating funds. which resulted in improper general ledger 
account balances. SEA recorded an accounting entry in its Pollution Control Liquidating Fund to record 
the use of its appropriation ro cover i t s  loss allowance expense. SBA did not have sufficient unexpended 
appropriations to cover rhis expense, resulting in improper balances in several general ledger accounts. 
l'hese improper account balances were evident in SBA's September 30,2005, ha1 balance, but were not 
idcnliiied by SBA as part of its yearend quality review process. SBA made a $1 0.6 million audit 
adjustment lo correct the iinproper account balances, and stated that it will revise its posting loo,ic. 

5. Budget Proformu Entries: SB A used an application called Budget Proforma io post automated journal 
entries to record budgetary accounting transactions in its FRIS consolidated general ledger based upon 
proprie~ary a id  i~~e~riorandum transact ions occurring in LAS. This application is necessar). because LAS 
does not include budgetary accounting transactions. We noted instances of improper proforma posting 
logic fur mu1 tiple transaction codes that resulted in the following misstatements on the combined 
statement of budgetary resources: 

Line Item Misstatement 
Spcnding Authority from Offsetting Collections $4.8 million understatement 
Ohligations Incurred $ 1  2.1 million understatement 
Recoveries of Prior-Y car Obligations $4.3 mi 1 lion understatement 
Unobtigated Balances $3.0 million overstatement 

SBA did not reconcile all of its proprietary and related budgetary accoulit balances to ensure that the 
results of its budgetaq profonna posting logic were correct, and its q u a l i ~  assurance process did not 



detect these account balance errors. In addition, SBA dms not have a chang conrrol process in place to 
ensure that changes ~nade to its budget profonna entries arc appropriate and accurate. SBA corrected most 
of these misstateinents for its yearend financial statements. 

Improper Loun Approval Amou nt 

SBA does not have effective controls to ensure that loan appro; al amounts are recorded correctly in LAS. 
We noted one instance in which a loan approval H-as entered as $ 1  5 million instead o f  $1.5 million. The 
maximum loan approval amount for each disaster loan is $1.5 million. 

During FY 2005. SBA processed loan approvals in both i ts  lcgacy Automated Loan Control System 
(ALCS) and its new Disaster Credit Management System (DCMS), SBA representatives stated that the 
loan in question \vm entered directly into LAS because it was processed in ALCS ratlier than DCMS, 
Once DCMS went live, ALCS no longer has an automatic interface with LAS, thus requiring data enlry 
into both ALCS and LAS. 

SBA further represented that ALCS and DCMS have system edits to prohibit entering 1oa11 approvals 
exceeding $1.5 million. A similar edit does not exist in LAS. SBA does not have an effective 
reconciliation process in place to ensure that ALCS and DCMS agree to LAS or a process to review LAS 
loan approvals for reasonableness. 

G A 0  Stadarb. for Infernal Control in the FederuI Gwernmen~ requires control activities to ensure that 
all transactions are completely and accurately recorded. 

Untims(v C h u r g e q o f  Loans Receivable 

SBA does not have suficient controls in place to ensure that approved charge-off actions are record4 in 
the general ledger in a ~imely  manner. During our testing of loans receivable balances at June 30,2005, 
we noted that SBA approved a loan for charge-off in April but did not record the $610.523 cha~e-off 
action imtil September 2005. after we brought this to SBA's attention. We alculated a 634.5 million 
statistically-projected error in tlie populatio~~ of loans receivable. Based on this prqisction. rhe valuation 
of the following two components of Footnote No. 6.D, Post- 1992 Direct Laans and No. 6.3. Defaulted 
Guarantied Loans (Guarantied after FY 1 99 I ) ,  were overstated: 

Loans Keceivable, Gross 
Allowance for Subsidy Cost 

SBA adjusted its September 30, 2005. firlancial staremen1 footnote disclosures. 

Generally accepted accounting principles require all econo~nic events that ha1.e occurred to be recorded 
and reflected in the f nmcial statements. In addition, GAO's Stm?dards for Inrer-no1 Uot?rr*ol it? the 
k-edeml Govev~tmrni require transactions to be promptly rccorded to mailllain tlieir relevance and value to 
management in conirolling operations and making decisions. 

We recommend that the CFO: 

Continue to develop. formalize, and document analytical procedures and qua1 iry assurance tools 
to conduct detailed reviews of general l edgr  account a c t i v i ~  and balances to ensure that 
accounting events are appropriately recorded and reported in accordance with the USSGL, OMB 
Circular A-136, and federal accounting standards. In addition, we recommend that SBA 



accounting personnel continue to obtain trainins and develop ski 11 sets to enable efficient, 
complete, and accurate analysis of detailed and summarized financial data. (updat~d November 
2006) 

Implement a change control process requiring documentation, review and approval of all changes 
made to the automated proforma accounting entries recorded into FMS, 

Caordinate with the Ofice of Disaster Assistance to implement a monthjy reconciliation process 
to ensure data in both ALCS and DCMS agree to LAS and that data in LAS is accurate an3 
complete. 

Coordinate with the Ofice of Financial Assistance to enhance existing controls over the loan 
charge-off prvcess to ensure that loan charge-off actions are recorded in the general ledger in a 
timely manner. 

Financial Sta terncnt Preparation and Quality Assurance 

SBA made substantial improvements in i 1s internal control and quality assurance processes designed to 
ensure that inforr-t~ation provided in its interim and final financial statements, related footnote disclosures, 
and other sections of the Perforniance and Accountability Report is accurate. relevant. and useful and 
provided it1 a timely manner. Ute noted a few matters, however. in which SBA's footnotes did not contain 
essential disclosures required by generally accepted accounting principles. 

Yearend Accrual to Decrease Undelivered Orders 

SBA did not provide a footnote disclosure regarding i ts  $95 .S mi llio~i yearend accrual. and $64.1 million 
audit adjustment necessarq- to decrease the Disaster Assistance Program undelivered order balance for 
loans that should have been cancelled as of yearend. This disc losiire should have iiicluded the basis for 
making the accrual and audit adjustment and methodologies for determining estimated adjustments. 

FI-' 2005 Su bsidr Reestimates 

SBA did not provide disclosures about its total subsidy-reestimate expense in Footnote No. 6 ,  Section Q, 
Credit Program Subsidy Reestimates. SBA's FY 2005 subsidy-reestimate expense included rwo 
components: 

The deltas between the FY 2004 unfunded financial statement reestimarcs and amounts 
submitted for the FY 2006 President's budset and fundcd during FY 2005. 

The FY 2005 uniunded financial statement reestimates. 

SBA or~ly included the F Y  2005 unfunded financial statement reestimates in footnote disclosures 
submitted with its September 30, 2005, financial statements. During audit planning, we had extensive 
discussions witt~ SBA management regarding the treatment of the first item and agreed that it should be 
treated as FY 2005 subsidy -reest irnate expense. Statement of Federal Financial Accounting Standards 
(SFFAS) No. 2. Accolcnting,fi:~r Dilocr Louns (rnd Loan Guarunfre.~~ and No. 18. Amendmenis to 
Accoatrrting S/andard.s jhr Direr'! Loons a?~d Lorur G uaru,zrers, require entities to di sclosc interest rate and 
technicalldefaub reestimates each year. 



Reconciliation of LiabU* for Loan Guaranims 

SBA's footnote disclosures submitted with its September 30, 2005, financial statements included a 
recor~ciliation schedule showing the beginning balance of the Liability for Loan Guarantees account. 
current-y ear activip b~ component. and ending balance. The recot~ciliation was not, however. accurate. It 
included $680.1 million of current-y ear activity in the cornpollent Arnortizat ion of Subsidy; only $50 
mill ion should have k e n  included in this component. The difference should have been broken out into 
other components, such as fees received and claim payments made to lenders. in accordatice with SFFAS 
No. 1 8.  In addition, SRA included a component for Loans Written OffZ w hjch does not represent activity 
in the Liability for Loan Guarantees account. 

Methoduiu~~ mcl i4s.~umptiotts fur Calculating Reestimults 

SBA's footnote disclosures subniined with its September 30,2005, financial statements included a 
section in Footnote No. 6 ,  Credit Program Receivables and Liability for Loan Guaranties [sic]. that 
describes the valuation methodology for post- 1 99 1 direct loans and loan guarantees. This disclosure, 
however: omitted information regarding the time period for which acmal cash flows were used and the 
periods for which estimated cash flows and cash balances were necessary to complete reestimates in a 
timely manner as of September 30,2005. 

Federal Financial Accounting and Auditing Technical Release 6 ,  Prtparittg Es~srimates,fafar Direcr Loan 
und Loan G u m l e e  Subsidies under the Federal Credit RrIf~nn ,4ct, Paragraph 53, allows agencies to 
estimate current-gear cash f l o w  on a reasonable basis when coniputiiig reestimates as of the end of the 
fiscal year. It  states, however. that an agency's polic! should be disclosed in the footrlotes to the financial 
statements, 

Mana~crnent Ui,~cussio~t and Analtlsis and Perfomtunee Mearures 

SBA's controls around the completeness. accuracy and timeliness of its Management Discussion and 
Analysis (MD&A) and Perforinance Measures portions of the Performance and .4ccountability Repods 
need improvement. SB A rnanagctnent submitted its second iteration of its MD&A and Performance 
Measures to us for review on Noveinber 8, 2005. The information was partiall>: incomplete, however, and 
contained a variety of errors, inconsistencies, and ambiguities. SBA did not establish aggressive internal 
deadlines for the compilation of this infonnution. and, therefore, had insufficient time to perfom 
appropriate quality control procedures before subnlissio~i to us for review. 

Recommendation 

We recommend that the CFO: 

1 .G Continue to review requirements and best practices for footnote disclosures and establish a 
process to ensure that required minimum disclosures and disclosures essential to the fair 
presentation of SBA's financial statements are provided. In addition, we recommend that SBA 
continue to require an independent review of i ts footnotes by an individual not involved in their 
preparation. 

1 .H Establish and meet an expedited timetable for preparing its MD&A and Performance Measures 
information, and develop a more rigorous quality assurance review process to ensure that 
information is accurate and caniplete by lhe time it is submitted to the auditors for review. 



OFFICE OF DISASTER ASSISTANCE ADMINISTRATIVE EXPENJIITURE 
CONTROLS 

SBA did not maintain adequate controls at its Atlanta Disaster Area Ofice (DAO) over the time and 
attendance (T&A) reporting processes and Federal Express shipping precesses durins FY 2005. The T%A 
process is a critical input within the payrol1 cycle. In addition. SBA7s policies and procedures for these 
processes were not dacumented. These processes have inherently high risk for abuse, which could result 
in irnpropcr payments or rnisuse of funds or assets. The processes are sigificantlq. vulnerable to abuse 
largely because: 

They are decentralized. 

SBA has added approximately 2.300 temporav personnel to administer disaster loans 
and is contir~uing to expand its resources. 

SBA's infrastructure of a full-time cadre of disaster acsistance personnel is currently at 
capacity as a result of the significant number and severity of disasters occurring during 
FYs 2004 and 2005. 

Time and Attendancc Reporting 

During our tests of controls. we noted that the DAO accepled either a sign-in sheet or a daily summary 
spreadsheet in lieu of cmployee timecards. Tliese were submitted to the DAO by disaster field offices 
daily for compilation and input inlo the Systenl for Time and Attendance Reporting (STAR) at the end of 
the pay period. This system generates a STAR report, which, based on standard operating prmedures, 
should be reviewed for accuracy and signed by employees. 

The STAR reports for 30 of the 45 sampled transactions contained a stainp of  "Uiiavai l ahle for Signature" 
in place of the required employee signature. This was ofien fouiid in combinatiuii with ~nissing employee 
signature on the timecard (in the form of either a sign-in sheet or summary spreadsheel). Whet1 the 
employee signature was missing from both the STAR report and timecard, the Atlanta DAO had no 
assurance that the employee had certified hishcr T&A for lhat pay period. In addition, sign-in slieets or 
s u m m v  spreadsheets wzre missing for 4 of the 45 sample transactions. 

Sign-in sheets or summary spreadsheets for 9 of 45 sampled transactions were not properly approved by 
the employee supemisor. During the period of peak activity in FY 2005. the Atlanta DAO permitted the 
disaster field offices to submit employee T&A using typed daily summary spreadsheets instead of 
submitting the individual employee sign-in sheets. which employees frequently sent by facsimile while on 
travel. Standard practice was for the supervisor to sign only the top page of the 20- to 30-page package of 
daily summap spreadsheets. 

GAO' s T&A y uide, Muinraining Efective Conh.ol over Employee Tinre and -4rrendance Reporling 
(GAO-03-352G): page 5,  states: 

Supervisors atad timekeeprs should be awure rffhe work rime and ubsence of employees 
,for whom tltev are responsible. To help ensure proper recording of T&A infonnafio~r. 
rwnplcted T&A records should he reviewed und approved on un appropriate brrris by rhe 
supetvisor (or other equivalenr oflcial). 
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