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PROCEEDI NGS
(8:33:29 a.m)

CHAI R APOSTOLAKI S:  The neeting will now
come to order. This is a nmeeting of the Advisory
Commttee on Reactor Safeguards, Subcommittee on
Digital Instrunentation and Control Systens. | am
CGeorge Apostol akis, Chairman of the Subcommttee.
Menmbers in attendance are Mari o Bonaca and Tom Kr ess.
Al'so in attendance i s one of our consultants, Dr. John
Hi ckel. The purpose of this neeting is to reviewthe
ongoing digital system risk program and the
devel opnent of a regulatory guide on risk-inforned
digital systemreviews. The subconmttee will gather
i nformati on, analyze relevant issues and facts, and
formul ate proposed positions and actions, as
appropriate, for deliberation by the Full Commttee.
Eri c Thornsbury i s the Desi gnated Federal O ficial for
this meeting.

The rules for participating in today's
neeti ng have been announced as part of the notice of
this nmeeting previously published in the Federal
Regi ster on May 25, 2006. A transcript of the neeting
is being kept, and will be nade avail able as stated in
the Federal Register notice. It is requested that

speakers first identify thenselves and speak wth
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sufficient clarity and volume so that it can be
readily heard.

W have received no witten comments from
nmenbers of the public regarding today's neeting.
Representatives fromindustry have requested tinme to
make an oral statenent, which we will hear at the end
of the neeting. We will now proceed with the neeting,
and | call upon M. Bill Kenper fromthe Ofice of
Nucl ear Regul at ory Resear ch to begi n t he
present ati ons.

MR. KEMPER: Thank you, George. Good
norning. M nanme is Bill Kenper. |'mthe Branch
Chi ef of the Instrunentation and Electrical
Engi neering Branch in the Ofice of Research. W're
here today to provide an update to the ACRS I NC
Subconmmittee on a research programthat will provide
nodel i ng net hods, tools, data, and regul at ory gui dance
by which the Agency can review and inprove risk-
informed Ilicense applications for digital safety
systens in nuclear power plants.

Currently, digital safety systens |icense
applications for digital safety systenms are revi ewed
and approved using determ ni stic methods i n accordance
with Chapter 7 of the Standard Review Plan. Now this

research programw || enabl e the Agency to al so assess
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the contribution of these systens to plant risk during
the |icensing process.

Steve Arndt, who works in the I NC G oup,
the O fice of Research, will take the | ead for today's
presentations. He's the Project Manager for this
project. Also, Todd Hilsneier, to my right here, is
working with Steve. He's fromour PRA Branch in the
O fice of Research, and he is al so nanagi ng a part of
this project, as well.

They are supported today by staff nmenbers
from several of our contract organi zations. W have
folks here fromOhio State University, Tunc Al demr
and we al so have fol ks here from Brookhaven Nati onal
Lab, and that woul d be Louis Chu and Gerardo Marti nez.
Excuse nme. | hope |I pronounced that properly. And
have | |eft out anybody else? |Is there anybody el se
here that we want to i ntroduce? Carl Elks is fromthe
University of Virginia, and Mchael, who have
devel oped a part of the research programthat we're
going to use in devel opi ng this risk-inforned approach
here. So we have a |ot of material to discuss today,
and we really look forward to your insights and
f eedback on this information.

This research project involves the

application of nodeling nethods for digital safety
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systens that are relatively new, or at |east not used
within the nuclear industry at this tinme, so your
advi ce and counsel woul d be greatly appreciated during
t hese discussions. | see we have a lot of folks in

the room so there appears to be a lot of interest in

this process fromothers, as well, so ook forward to
any i nput that our stakehol ders may have, as well. So
with that, I'Il turn it over to Steve to begin the

present ati ons.

MR. ARNDT: Thank you, Bill. As you can
see from the schedul e today, we have a nunber of
different presentations, and |'mgoing to try and get
t hrough the i ntroduction quite quickly so we have tine
for the technical discussions. W're going to go
through a ot of different areas. |f the nmenbers or
the Chair would like us to concentrate on certain
areas and nove nore qui ckly on others, please just |et
me know, and I'Il facilitate that. |1'd |ike to keep
the neeting as i nfornmal as possible, free exchange of
i nformati on.

For those nmenbers who might need a little
refreshing and John, who | don't think has seen this
before, | have a few slides just to introduce the
research. As Bill nentioned, the research is intended

to investigate potential procedures and nethods for
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including reliability nodels in digital systems in
current generation PRAs, devel op these nethods to the
point they can be integrated into agency tools, and
devel oped wth necessary regulatory guidance,
i ncl udi ng understandi ng what the nethods are, and
whi ch nethods are nobst usable for this particular
pur pose, because there are a |lot of different digital
syst em nodel i ng nmet hods out there, determ ne which of
t hese systenms need to be nodeled in terns of digital
systens, how detail ed a nodel, what | evel of nodeling
you need to actually put into the PRA, devel op and
test the nmethods for realistic applications, and then
devel op accept abl e regul at ory gui dance associ ated with
t hat .

CHAI R APCSTOLAKIS: Are you going to
address the second sub-bull et today?

MR. ARNDT: We're going to talk about it
alittle bit.

CHAIR APCSTOLAKIS: Is this what we
di scussed in the past, the classification of the
systens and so on?

VR. ARNDT: It's part of the
classification. There are several different crossing
classification issues, but one of them is the

conplexity of the system and how that dictates both
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t he ki nds of nodeling nmethods you need to adequately
address them and what |evel of integration into the
PRA you need. There's other ways of classifying it,
depending on other things, but we're going to talk
about that alittle. That's one the sticking points,
and we're challenging parts of this, but we will talk
about that at some level. |f you have additiona
guestions as it goes forward, please |let us know

| ssues facing the NRC - we' ve been tal ki ng
about this for a nunber of years. The licensees are
repl aci ng anal og systens. The industry has expressed
interest in risk-informed nmethods, simlar to those
laid out in Reg Guide 1.174 as an alternate nethod for
licensing these systenms. However, the research into
how to do this does not currently support this
application, which is the reason why we have a
research program

In addition, we're starting to run into
situations where other risk applications are being
l[imted or could potentially be limted because the
general PRA does not nopdel these systens. As we start
doing nore tech spec updates, et cetera, et cetera,
we're having to exclude digital systens from that
pi ece of those applications because we don't have

adequat e nodels. And, of course, the agency anal ysis
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nmet hods do not at present private any independent

nmeans to support that, so we'll talk a little bit
about how we're going to, iif the research is
successful, integrate these in with the current NRC
t ool s.

CHAIR APOSTOLAKIS: |Is the industry
devel opi ng nmet hods al ong t hese |ines?

MR. ARNDT: Yes. And the industry - |
think we talked the last tine - has proposed a
nmet hodol ogy that we're | ooking at.

CHAI R APOCSTOLAKI S:  Ch, yes.

MR ARNDT: Oher industries, like the
avi ati on and space, have proposed nethodol ogi es, as
well. There are sone advantages and di sadvant ages
associ ated with those.

At our subcommittee neeting in June, the
ACRS Subcommittee specifically asked that they be
consulted as the program progresses, and that's
specifically what the purpose of this neeting is. W
have sone i nternedi ary products. W've shared sone of
the drafts with the commttee, but this is primrily
a progress reporting neeting. W've made sone
progress, and we want to tell you where we are, get
your feedback, get your input on that.

The committee encouraged the review of
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sof tware-i nduced failures, and we're going to hear
about that today. The conmittee encouraged critical
review of various nethods, and we've published somne
research in that area | ooking at various methods and
what we consider to be the nost effective. And the
committee al so encouraged the staff to view digital
systens froma systens standpoi nt, whil e acknow edgi ng
that there nmay be sone applications that that's not
necessary. And we'll talk about that, as well.

So we' re | ooking at a nunber of different

areas. |It's a rather large and conpl ex program as
you m ght have guessed fromBill's |ist of people that
are working onit. W'Il talk a little bit about how

all the pieces fit together. W're basically | ooking
at the various nmethodol ogies and devel oping sone
benchmarks to assess the relative capabilities and
limtations of the different nethodol ogies, at the
same tine informng our devel opnent of a regulatory
guidance. W'Ill talk a little bit about the status of
t he devel opnent of the regul atory gui dance at the end
of the day. That's basically a prelimnary issue. W
will, of course, bring the draft regul atory gui dance
tothe Commttee before issuingit for public comrent,
so we're at the early stage of that devel opnent ri ght

now.
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CHAI R APOSTOLAKI S:  When is this going to

happen, Steve, in the fall?

MR ARNDT: Yes. | have a draft schedul e
in that presentation

CHAI R APOCSTOLAKI S: Ckay.

MR. ARNDT: But one of the things we want
to do is get both stakehol der, and ACRS, and i ndustry
input into that, so this is your opportunity to give
us sonme general ideas, are we going down the right
path. W're also going to probably have a public
nmeeting in August to get stakeholder input to make
sure that +the <conclusions we're reaching are
reasonabl e and appropri ate.

CHAI R APOSTOLAKIS:  Is this the first tine
today that you will present this to the public, the
regul atory gui de?

MR. ARNDT: Yes. It's just first thoughts
on the regul atory —-

CHAI R APOSTOLAKI S:  The i deas, yes.

MR. ARNDT: The i deas.

CHAI R APOSTCLAKI S: But this is the first

MR. ARNDT: The first time, yes. Mbst of
you have seen this diagram John | don't think has.

This is just a structural diagramof how all the
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pieces fit in our program |'ll go through it very
qui ckly.

This first part is basically devel opi hg an
approach, conme up with an idea of how to do it.
Supporting that is the review of the failure data,
whi ch was encouraged by the Conmittee, and the revi ew
of the current reliability nethods, which we tal ked
about in NUREG 69. 01.

Supporting the devel opnent of the actual
anal ysis i s the supporting anal ysi s, under st andi ng how
the system works, the failure nost effects anal ysis,
the digital systemtesting, and various other things,
and the critical elenent that a lot of different
el enents are feeding into, the determ nati on of what
systens need to be nodel ed and at what level. This is
an ongoi ng chal | engi ng part.

Now this path is a review and eval uation
of dynamic nethods. This path is review of
traditional nethods, fault trees, event trees, and
supporting nethodol ogies. The idea here it | ook at
both nethodologies critically and understand what
systens can be nodeled at what |evel using what
nmet hodol ogi es, and what assunptions you have to nake,
and what |imtations you have to make in those

anal yses. All of those will feed into the regul atory
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gui dance, which we are currently devel oping, and the
devel opnent of the supporting tools for the staff.

CHAI R APOCSTOLAKI S:  Isn't the box on the
upper left corner, the failure data, one of the nost
critical activities here? | nean, why doesn't it fit
into both the traditional methods and the dynamc
nmet hods?

MR. ARNDT: It does. There's only so nany
arrows | can put on nmy chart. |It's a critical elenent
for a nunber of reasons. One, understanding and
assessi ng what data is out there, what the data spread
is in issues like that. Al so, understandi ng how you
augnent available operational history wth other
information, like testing data and things |ike that,
is a critical part of all of this. It's a critica
part of the traditional methods, the dynam c net hods,
as well as the determ nation of what nodel i ng net hods
you —-

CHAI R APOSTOLAKIS: But in reading the
reports and data and dynami c nethods, one gets, at
| east the way they are now, one gets the inpression
that these two groups have not comruni cated, because
the data that are — date, | nean the nunbers that are
used, or the quantities that are used in the dynam c

nmet hod report really have nothing to do with the
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findings of the failure data report. So at which
point is there going to be sone integration?

MR. ARNDT: Well, | take a little bit of
unbrage with nothing to do.

CHAI R APOSTOLAKI S:  Epsilon, they have
epsilon to do. | nean, if you read the data report,
there's all sorts of things that have happened, and
this and that, then you go to the dynam c met hods and
they say now, thisis atransition rate, and precision
rate, and there is absolutely no reference to what is
out there. And I'm wondering — you know, it's not -—-

maybe it's sonething that you intend to do in the
future. | don't know. | nmean, this is work in
pr ogr ess.

MR. ARNDT: It is work in progress, and we
do intend to increase the review of these issues
because it's a critical issue. But | think when we
review that piece of it today, you'll see that we are
i ncl udi ng those i ssues, the operational history of the
system the available failure information associ ated
wi th components and other things feed into both the
traditional nethods and the dynam c nethods. W nmay
not be articulating it as well as we could in the
report, and we certainly want to continue to have

cross-fertilization. But yes, | take your point.
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As we have di scussed, we're structured for
t hree maj or out cones; basically, the determ nation of
what needs to be nodeled at what |evel and what
accuracy, the devel opnent of an independent nodeling
capability, and devel oprment of acceptable criteria for
ri sk approaches.

So in summary, what we're | ooking forward
to getting fromthe ACRS is the review of our
progress, advice on the best nethods, such as what
Prof essor Apostol akis has just given, neaning the
di scussion we just had, event ual review and
endorsenent of the proposed nethodologies, and
eventual review and endorsenent of the regulatory
gui dance. That will be probably this fall or early
W nter.

CHAI R APCSTCLAKI'S: | think, Steve, the
m ddl e box there, "Determ nati on of which data systens
need to be nopdel ed, at what |evel of detail", is a
critical one, as you know. And you should give it
nore prominence, in nmy view. Again, in reading the
reports as they are today, one gets the inpression
again that, for exanple, the dynam c nethods, this it

is. W are proposing this, we're going to apply it

everywhere. Then you read the Brookhaven report, it's

somet hi ng el se.
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Maybe there ought to be — | nean, |
understand that this is something that you cannot
finish now before you do other things, but nmaybe if
you have a skeleton of it, and everybody refers to
that, and everybody understands that this thing is
going to evolve as we progress, | think that will go
a long way towards pacifying sonme people, because |
nmean, admittedly what is in this dynamc thing is
fairly conplex. And you're scratching your head,
saying well, do | have to do this for actuation
systens, for exanple. And there is nowhere there
something that says hey, this is for a class of
systens that have these problens or t hese
characteristics, and | think that would be — | nean,
| appreciate that it's something that you cannot
finalize now, but having sone sort of a skeleton -
based on what we know, this is the way we're going,
and this is where this nethod applies.

MR. ARNDT: Yes. At the risk of getting
ahead of nyself, because we're going to talk alittle
bit about this later in the day, what we're | ooki ng at
right now, and again, this is prelimnary results, we
haven't gotten the Reg Guide ready for prine tine yet.

CHAI R APCSTOLAKIS: | know. That's why

we're here. | nean, | fully agree it's not -—-
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MR. ARNDT: But the concept is there's

going to be a set of characteristics, perfornance
characteristics, if you will, that will lead us to
particul ar nodeling requirenents that will |ead us to
- or the industry if they choose to go down this path
- nmodel i ng capabilities for certain systens, sone wll
have rel atively sinplistic nodeling nmethodol ogy, somne
wi | | have an appropriate uncertainty anal ysis and dat a
requi renents, et cetera; sone will have a hi gher | evel
of detail, and sone will have a still higher |evel of
detail. That then becones both a regulatory concern
for us, how good does it have to be for which
application, and then an econom c concern for the
i ndustry, what do they want to do? So that's
basically the idea.

CHAI R APCSTOLAKI'S:  No, | know, but al
|"m saying is, maybe you can give us sone idea where
you're going at this point, without waiting to be
ready for prime tine.

MR. ARNDT: Ckay.

CHAI R APOSTOLAKIS:  It's okay. | nean,
understand these things, and we all understand that
t hese things are evolving. John, do you want to say
somet hi ng?

MR HCKEL: Well, | think | tried to ask
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Steve this maybe before, but onethingis this — it's
a split between how much resource do you devote to
things like trip and actuation systens, versus
energency diesel |load sequencers, versus norna
process control s?

If I knew what —- do you have a proposed
split as to how nmuch attention you're going to put in
this area versus that, or is that too prelimnary?

MR. ARNDT: Well, there is a couple of
different ways to answer that question. In terns of
attention froma research standpoint, we know certain
t hi ngs, and we don't know certain things, and we know
things at various | evels, so we put the nost attention
to the things we know | east about so we can get a
| evel of understanding that's appropriate.

In terns of regulatory side, and |'m not
on the regul atory side, but sone of ny coll eagues are
here, the issue is, you want to put the nost
i nportance on those things that have the biggest
potential for risk to the health and safety of the
public, because that's our business. So it's a little
bit — I'mnot quite sure what you're getting at by
t he questi on.

MEMBER KRESS: It |ooks |ike a good place

for using risk inmportance neasures.
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MR, ARNDT: Yes.

MEMBER KRESS: You could do that, even
t hough you don't know the failure rate, you can do a
ri sk inmportance.

CHAI R APOSTOLAKI S: At the system| evel

MR. ARNDT: At the systemlevel, yes.

MEMBER KRESS: Yes.

MR. ARNDT: Both how i nportant the system
is, and howconplicated it is, and howinportant it is
toget it right, and/or not mss things is part of the
criteria associated with what you're going to do.

MR. KEMPER: This is Bill Kenper. [If |
could just throw sonething in here. W're going to
talk nmore about during this presentation of a couple
of benchmark exercises that we're going to do. W
intend to nodel the digital feedwater system from a
current operating nucl ear power plant, as well as the
reactor protection system and engi neer safety feature
system So we hope by perform ng a couple of case
studies, if youw I, and benchmark exanples, we'll be
abl e to provi de sone gui dance al ong the Iines of what
you' re asking here, Ceorge.

CHAIR APOSTOLAKIS:  Yes. Don't
m sunderstand ny comment. | know that you guys have

been thinking about it. |It's just that | think you
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shoul d give it nore prom nence even now, so the reader
will knowthat we are exploring this area, these kinds
of systens, and put it up front in bold face because
if you read some of this stuff now and you stop and
think what are we trying to do here, you really don't
have that help fromyou. That's all |'m saying.

MR. KEMPER: Good conment.

CHAI R APOSTOLAKI S:  Okay. Who's next?

MR. ARNDT: Ckay, if you look at your
agenda —-

CHAI R APCSTOLAKIS: It says Arndt and
Al demir.

MR. ARNDT: Yes. Wat we're now going to
step through is sone of the work on the dynamics, a
fairly l engthy presentation. Then we're going to talk
t hrough sone of the data issues, and sone of the
traditional nethodologies in the afternoon, and then
the early thoughts on the Reg Guide at the end.

CHAI R APOSTOLAKI S:  Okay. So now we have
this big package. Right?

MR, ARNDT: Yes.

CHAI R APCSTOLAKI S:  Ckay. A | ot of
sli des.

MR. ARNDT: Joining me at the table is

Prof essor George Aldemir fromOhio State University.
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This presentation is, as you nentioned, a |ot of
slides. W're going to go through a quick background
on why we're | ooki ng at dynam c nethods, talk alittle
bit about the first benchmark. As Bill just
nmenti oned, we're going to have a second benchmarKk.
The first benchnmark is going to be a systemthat is
nore likely to require the dynam c nethods. The
second benchmark is going to be a systemthat's |ess
likely to require the dynamc nmethods. W'Ill talk a
little bit about what it entails. W'Il talk alittle
bit about data, which is obviously a very inportant
issue in this area. W'IlIl talk about the exanple
nodel that we're going to use to integrate this
system the two net hodol ogi es that are bei ng proposed
as pilot methodol ogies for dynam c nethods, dynanic
f I ow graph et hodol ogy and Markov; a little bit about
if you do this methodol ogy, how you integrate it into
a PRA, because the current fleet of PRAs are fault
tree/event tree systens, and have an acceptance
criteria that's based on Delta CDF or Delta LERF. You
need to get those integrated.

W'll talk alittle bit about interfacing
wi th the current NRC PRA t ool , SAPHI RE; procedures and
requirenents for reliability nodeling. Basically,

what we've learned in ternms of what's necessary to do
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t his based on how far we've gotten on the benchmark so
far, and then concl usions to-date.

You nmentioned, I'mtrying to sit at the
head of this multi-technical research program sothis
is going to be focused in on the particular dynamc
net hodol ogi es, but part of the objective of this is
not only to develop the dynam c nethodol ogi es, but
al so to understand where you need them and where you
don't need them and what aspects can be nodeled with
what ki nds of systens, and what the limtations are.

CHAI R APOCSTOLAKI S:  Since you're talking
about an overview, | got alittle confused when | read
the report, because in Chapter 2, there is a |lot of
di scussion in using the words Markov; for exanple,
2.4.4 says "Modular Markov chain nodeling of the
DFWCS. " And then much to ny surprise, there's a whole
Chapter 4 on Markov analysis, so what is the — |
nmean, can you give nme an overview - in Chapter 2 we
are doing this, in Chapter 3 we're doing that, and in
Chapter 4 we're doing that. | don't see how what you
have in Chapter 2 relates to Chapter 4.

MR. ARNDT: Ckay. In that report, and I
apol ogize to the public. This is a draft report
that's not publicly available yet. |In that report,

which is areport that will be published here in a few
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nmont hs, Chapter 2 tal ks about the system and how we
devel op data for the system |In that analysis, we use
a systemnodel to try to understand what data we need.
That systemnodel is a Markov nodel, so in Chapter 2,
we' re basical |y tal ki ng about our under st andi ng of how
the system works, and based on that, what data we
need, and how we generate that data. That's one
application of Markov associated with trying to
understand the system

CHAI R APOSTOLAKI S: | nean, since you have
a Chapter 3 on the dynam c fl ow graph nethodol ogy,
shoul dn't you be using that also to devel op what ever
data t hey need?

MR. ARNDT: Yes, but the particul ar nodel
we' re using for understandi ng the systemjust happens
to be a Markov nodel. It could have been a dynanic
fl ow graph nodel, it could have been —-

CHAI R APOSTOLAKIS: So this is not a
conpari son of the nethods then.

MR. ARNDT: No.

CHAI R APOSTOLAKIS: This is focusing on
t he dynam ¢ nodel .

MR. ARNDT: The chapter on the Markov —-

CHAI R APOSTOLAKI S: Four .

CHAI R APOSTOLAKI S: Three and four are the
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two different dynamic nethods. Chapter 2 is
understanding the system and developing the data
necessary for the system how does it fail, what are
the failure nodes. W just happened to use a Markov
nodel in that analysis of the system It could have
been any state space nodel we wanted, we just happened
to use a Markov nodel

CHAI R APOSTOLAKI S: The question is, |
nmean, if you are producing data for informationreally
about the systemin Chapter 2, it should address both
net hodol ogi es then. | nean, you're already biasing
the thing towards the Markov approach. Anyway, is
there going to be a presentation on Chapter 2?

MR, ARNDT: Yes.

CHAI R APOCSTOLAKI S: Ckay.

MR. ARNDT: Ckay. As you nentioned, this
is afairly long presentation. Some of it I wll try
and skim through relatively quickly. Coviously, if
there are questions, we can do that, go into detail.
Some of it we'll try and talk about a little nore
detail, but this is basically where we're going.

As we nentioned earlier, we're trying to
devel op t he nodel s to support the NRC policy statenment
that encourages expanded use of PRA in all areas

supported by the state-of-the-art and data. W're
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devel oping the various nodels. W're looking at it
froma nunber of different aspects, but particularly
from the system standpoint because that is the
preferable way to look at it, and we have been
encouraged to do that by this commttee, by the
Nat i onal Acadeny study, and others. However, for the
near term we're going to have to - if we choose to
nodel in a dynamc way, we're going to have to find a
way to get back to PRA through sonme kind of
traditional PRA through event tree/fault tree-type
applications, so we're also |ooking at how you get
that information into a fault tree/ event tree-type of
approach. And there's a nunber of ways out there, we
just chose one particular way which we think is
particul arly encouragi ng.

W' re | ooking at issues that in this part
of the project, the dynam c part, that m ght drive us
toward using dynam c nethods. Particularly, dynamc
i nteractions between the system and the process that
it's involved with in case of a controller, in
particul ar, the physical processes associatedwithit,
as well as internal issues within the digital systens
that are either sequential or tinme-based, or things
like that. These we refer to, for convenience, as

Type 1 and Type 2 interactions. Sonme systens, as we
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nmentioned earlier, will have relatively few Type 1

interactions. Actuation systens that just neet a

t hreshol d and do a particul ar action, don't have a | ot

of process feedback in them Control systens have a
| ot of process feedback in them Dependi ng upon the
conplexity of the digital system they may or may not

have a | ot of Type 2-type interactions. |If there's a
| ot of conmmunications between the different internal

systens, if there's data sharing, if there's multi-

tasking, there's a potential that there's going to be
alot of interactions that will be sequence-dependent,

or tinme-dependent, and will need a nore conplicated
nodel .

For exanple, the Turkey Point generator
sequencer failure that occurred several years ago,
where the system was in diagnostics, and got a real
actuation signal, and failed to drop out. That is an
internal Type 2 sequential issue that you need to
address in sone way for that kind of system if you're
going to have a | ot of diagnostics, or if you' re going
to have a lot of fault checking, or if you have a
sequential logic that could have tim ng-dependent
failure nodes.

CHAI R APOSTOLAKI S: To what extent are

t hese systenms being used now in safety systens?
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MR. ARNDT: It depends on the plant,

depends on the particul ar safety system There's not
been a - let ne see if | can say this correctly -
there's not been a RPS or ESFAS update in a digital
syst em under the new regul ati ons.

CHAI R APOSTCLAKI'S:  There has or has not?

MR. ARNDT: Has not.

CHAI R APOSTOLAKI S: Has not.

MR. ARNDT: There has been sone safety
systens that have been upgraded with digital systens,
but they're not RPS or ESFAS.

CHAI R APOCSTOLAKIS: And these are just
actuation systems, or there is feedback there, and
control ?

MR. ARNDT: There are feedback systens,
sinpl e control systens.

CHAI R APOSTCLAKIS:  And the staff has
approved those? | guess they have.

MR. ARNDT: Using the determnistic rules.

MR. HI CKEL: Hey, Ceorge, CE has been
running digital protection systens based on stored
conmput er software since 1978.

MR. KEMPER: Yes. This is Bill Kenper,
again. Yes, there are nany digital applications out

there. The CPC Plant Protection Systemthat he just
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nmenti oned, for exanple, is one that's been around for
along time. There's currently digital devices being
put in place to replace other antiquated digital
systens under 50.59. Very few have been submtted to
t he agency, though, for Iicense anendnent approval, if
you will. However, as you're well aware, the Cconee
application is really the first full-blow RPS and
ESFAS upgrade from analog to digital technol ogy, so
that's what we're really dealing with at this point.
But as an exanple, for exanple, at Pal o Verde, they
replaced their platformw th an ADVENT 160, the
"Conmon Q' processor. (Cconee has got,

understanding, in their B system TELEPERM so there
are exanples of equiprment installed out there, but
it'"s not on a very large scale yet. W're just kind
of at the begi nning of that bow wave, if you will.

MR. ARNDT: And there's a significantly
|arger fraction in the non-safety side.

CHAI R APOSTCOLAKI S:  Yes.

MR. ARNDT: Ckay. Again, I'll briefly
tal k about this. This is basically the chart | showed
before. This side is the dynam c part, which is what
we're going to talk about today, but it also has
interactions with these other supporting analysis;

particularly, of course, the determ nation of what

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

31

systens need to be nodel ed.

So the objective is to devel op procedures
and nethods for incorporating these reliability
nethods into a PRA, and what we're doing is we're
doing pilot studies, as Bill nmentioned, to understand
if the proposed nmethods are capabl e of nodeling the
systens adequately, and what are the limtations
associated with it. And then understand how you
integrate those into the current regulatory structure
for risk-inform ng systens that the NRC has, the 174,
Delta CDF and Delta LERF i ssues for I NC, and al so | ook
at other determnistic rules associated with that.

Sothisis basically just words associ at ed
with what was in that bubble chart; investigate the
applicability of current nethodol ogies, review the
[imtations and advantages of dynam c net hodol ogi es,
review what other people have been doing, the
railroads, space, industry, NASA and other things
reviewthe existing regulatory franework, identify the
m ni mumset of requirenments, or at | east a prelimnary
m ni mum set of requirenents, which is going to get
evol ved as we | earn nore about howthese systens work;
t ake t hose nmet hodol ogi es, see whet her or not they neet
the requirenments that we've identified, and then test

them with benchmarks, so we've done a prelimnary
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reviewof the first six of those steps, and det erm ned
that the two |eading candidates froma dynamc

st andpoi nt are a Markov net hodol ogy, and a dynanic
fl ow graph nethodol ogy. Each has limtations and
advant ages both in terns of nodeling conplexity, the
data you need, how you structure it, the anount of
information that's necessary, the anount of
guantitative versus qualitative information you get.
And we're getting leaders in both those areas as
subcontractors and contractors to |look at that
nmet hodol ogy.

Okay. The next three or four slides are
just a review of the benchmark we chose. The purpose
of this is to talk about why we chose this particul ar
benchmark, and how we've set it up. The idea is to
have a benchmark that hits the various possible
nodel i ng requirenents as nuch as reasonable for a
single system because we're not going to do 30
systens to make our decision. W want to do two or
three systens to make a reasonabl e assessnent of
what's really necessary for practical systens, so we
chose the benchmarks in such a way that they're both
representative of real systens, and they have a | ot of
the characteristics of various digital systens, and

t he feedback processes associated with them
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This particular benchmark is a digital
f eedwat er control systembased on an operating plant's
digital feedwater system

MR. H CKEL: Which plant?

MR. ARNDT: |'d rather not say in a public
neeti ng.

MR HCKEL: It's a real one, though.

MR. ARNDT: Yes. W' ve taken the actual
system we've generalized it a little bit to be
representative of this type of system that is to say,
an inportant to safety, but not safety systemthat has
interactions with the process, and interactions within
itself between its conponent parts. Basic purpose of
t he feedwat er control systemis to maintain the | evel
in the steam generators.

For the particul ar scenari o we chose, the
failure criteria for this particular systemis above
30 or below 24 inches. This is scenario-dependent.
W'l talk about the particular scenario we chose
later in the presentation.

MEMBER KRESS: Was there a reason for
those nunbers, like the steam generator |loses its
ef fectiveness beyond that or sonethi ng?

MR. ARNDT: Based on the particul ar

scenario, there's nunbers — sone other actuation
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happens, it either loses its effectiveness, or causes
anot her system to actuate or whatever. Connected
basically to the main feedwater systemthat regul ates
the feedwater punp, the main feedwater val ve and
bypass valve. The controller in the systenlis basic
purpose is to regul ate the steamgenerator, |evel the
tenperature, and deal with other things associated
with the steam system

Real quick overview - steam generator
system obvi ousl vy, there's booster punps and
condensat e punps in here, but just sinplified system
You have inputs, power from the reactor, steam flow
| evel, feed flow, feed tenperature. The systemis
basically structured with a mai n conputer and a backup
conputer, a controller which takes information from
t hese conputers for the bypass valve, the fl ow val ve,
and the feed punp. You have the back-up controller,
and 1'Il talk a Ilittle bit about how that's
conf i gur ed.

You have a nunber of different interna

inter-connections. This is the Type 2 interactions

that | nentioned. The main conputer will trip off to
the back-up conputer. It also has a watchdog
associated wth the various «controllers it is

providing information for. W also have sonething
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known as a —-

CHAI R APOSTOLAKI S: You know, when you use
terms that are not commonly used by everybody, you
shoul d explain that. Wtchdog status - | mean, what
does that nmean? |It's probably part of the | anguage of
this field.

MR. ARNDT: Apol ogi es. Watchdog tiner or
wat chdog status is a conmmonly used fault tolerant
capability anong digital systens. The concern is that
you either get stuck in the loop, or if you hang the
conmputer, or you do not progress through the system
wat chdog, you can configure it in a nunber of
different ways, but in this nost basic configuration
is waiting for certain things to happen. If it
doesn't happen under a certain tine cycle, or under a
certain set of conditions, it will flag an error, or
trip the systemout, or go froma prinmary systemto a
backup system

CHAI R APOCSTOLAKI S: Good.

MR. ARNDT: The only point of this slide
is basically there's a nunber of different internal
connections associated with how t he systemwor ks, how
it feeds fromone systemto another, what the fault
tolerant capabilities are, if the nain conputer does

not continue to update, the controllers will take the
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last signal. It will identify issues to the operator
that will allow the operator to go into manual node,
between the different controllers going between the
vari ous nodes of operation, full power and | ow power
operation. The point being, there is indications
associated with it that lead us to have Type 2
interactions in the system

The i nput paranmeters are cross-ti ed based
on the various channels, as you would expect, to
reduce the likelihood of single failure criteria.
Control laws are non-trivial, and | won't go through
all these in detail, but they have a nunber of fairly
conpl ex control |aws associated with the demand, the
conpensated air, and the | evel, both for the flow, the
| evel, the power, the positions for all the different
val ves, and the speeds. The point here is, there's a
| ot of process dynam cs that can feed back into the
control system that nmakes when the system fails and
when which pieces of the systemfail inportant.

CHAI R APOSTOLAKI'S:  So these | aws are used
by either dynam c net hodol ogy?

MR. ARNDT: These |laws are used by the
dynami c.

CHAI R APOSTOLAKIS: Are they al so being

used by DFM?
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MR. ARNDT: They're being used by both of

t he dynam ¢ net hodol ogies. This is the system W'|
tal k about how we nodel the systemin both the dynam c
nmet hodol ogi es later in the presentation.

MR. HI CKEL: | guess one question is, is
this system taking the original PID controller and
converting it to an equivalent digital, or is this
something that's a revol utionary systemthat's trying
to feed forward, or sonmething |like that?

MR. ARNDT: It's basically a conversation
of the PID controller that was originally in there.
There's sonme added features, but basically that's
where we are.

This is just sone nore basic information
on the control laws. The issue here is because of the
way the control |aws are devel oped, the current state
of the system is dependent on the historical
information in the digital system so there's history
in the state space.

As | mentioned before, there's a nunber of
fault tolerant capabilities in the system One of the
reasons we care about this is, it touches on a |lot of
the potential reasons why you would need a dynamc
net hodol ogy, the DFM the Markov, or sonething else,

as opposed to a sinple fault tree/event tree. So the
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controllers for the main feed val ve, backup feed val ve
and the feed punp for the control systens to the
corresponding feed control points provides fault
tolerance in case the conmputers fail, gives the
operator time to intervene, switch fromautomatic to
manual . The conputers are independently wired to
di fferent power sources. You can have different Kkinds
of single failure controllers, single failure nodes.
The algorithns take a relatively short tinme conpared
to the response frequency, the physical process.
There's a watchdog tiner, as | explained earlier, on
each of the two conputers, the backup and the main
conmputer. If the set point — if the systemfails,
the conputers will fall back to a pre-programed set
poi nt value. Each of the conputers has a validation
and verification of the inputs, so that there's a
nunber of different fault tol erant features associ ated
with the controllers that may | ead to Type 2 dynamc
i nteractions.

CHAI R APOSTOLAKI S:  So these are included
in the two net hodol ogi es? They said yes.

MR. ARNDT: |'msorry. Again, the input
ranges are checked, the backup conputer propagates the
sensor dat a.

MR HI CKEL: Wat's a PDI controller? |
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know what a PID controller is. Is that just — is
that a typo on the —-

MR. ARNDT: No, that's really what it's
called. It's —

MR. H CKEL: Portional Derivative Plus
I ntegral, instead of —-

MR ARNDT: No.

MR. KEMPER. No, this is Bill Kenper. The
particul ar plant where this systemis depl oyed, that
controller normally nonitors, if my nenory serves ne
right, differential pressure across the nain feedwat er
valve, soit's called PDI. |It's an indicator. 1In the
fail nmode, it reverts to a control device for one of
the SD s head, either the nmain feed valve or the
bypass val ve controller.

MR. ARNDT: It serves for the purposes of
t he dynami c i nteractions, as basically a backup to the
ot her controllers in the system

As | mentioned as we were goi ng al ong, the
system incorporates all the properties of a |oosely
coupl ed system that is to say, it has a lot of the
properties we care about when we're trying to
determ ne what |evel of nodeling detail we need to
address. Sone of the properties it doesn't

i ncorporate, but those systens may not be i nportant to
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the kinds of controllers and digital systens that are
actually in nuclear power plants. Wen we wote the
i ssues for digital systens, we wote them as genera
as possi ble, so we included things |ike networking and
shared external resources.

Wt hout knowi ng what the |i censee i s goi ng
to bring tous in ternms of a configuration, we wanted
to be as general as possible. W understand that
nost, particularly safety system digital systens are
going to be used in areal-tine safety system W're
not going to have networking resources, or shared
external resources, so that nay be a |ess inportant
criteria which wll eventually drop out of a
regul atory gui dance. W wanted to start general, and
focus in.

MEMBER BONACA: | have a sinple question
here, Steve.

MR. ARNDT: Yes, sir.

MEMBER BONACA: You know, sone plants
al ready have this system this feature. Has any pl ant
attenpted to nodel in their PRAthese control systens?

MR. ARNDT: There are nodels of contro
and protection systens in PRAs. They tend to be, and
| don't know what all 103 PRAs | ook like in detail

some of them are very, very general
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MR. KEMPER: Bl ack box.

MR. ARNDT: Bl ack box, and nost of them
| woul d say, are incorporated as sub-conponents of the
system as a whole. There are sone nodels, sone of
them- I'Il use a non-U. S. exanple to be safe, such as
the Seiswell B nodel, is fairly detailed. Seiswell
has a fairly detail ed PRA nodel of their control and
instrumentation systens, and protection systens.
They're not a dynami c nodel, they can't capture the
ki nd of dynamic interactions we're tal king about. Do
they need to? WIlIl, that's part of the reason we're
doing the research, is to see whether they need to or
not. But nost of themare fairly general, and sone of
them are very bl ack box, as John nentioned.

MEMBER BONACA: Yes. Ckay, thank you.

MR. ARNDT: As | nentioned earlier, the
systemi ncl udes systemhistory as part of the control
| aws, so there are opportunities to create artifacts
and/or create situations where the exact timng and
sequence of events m ght be very inportant.

At this point, I1'dlike Professor Al demr,
who did this particular analysis, to wal k you through
an exanpl e of what can happen in this case associ at ed
with timng failure sequences.

MR. ALDEM R: In the first slide here on
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you're seeing the nornal behavior of the

Incidentally, this is sinulating a situation

where the initiating event is aturbinetrip with main

conputer failed. And the reason why it's failed, is

so that the state space is limted for illustrations.

This exanple is taken fromthe report that we just

went through earlier, and in this report, we are

tryingtoillustrate howthese net hodol ogi es work, and

for the ease of understanding, we chose a sinpler

system with a snmaller state space, so it does not

represent

the whole controller. That's why we

pur poseful I y assunmed t hat the nai n conputer failed, to

reduce the state space.

So here you see the normal behavi or of the

system level starts — okay. The scenario is such

that we're operating at full power, turbine trips, and

wi thin 10 seconds the power is reduced to 6.6 percent

of nom nal power with feedwater flowfollow ng, so you
have these oscillations until the level stabilizes
around 100 seconds. Incidentally, these tine

constants may not really refer to the actual plant,

but these are tine constants still |ead to believable

behavi or

syst em

(202) 234-4433

of the system credible behavior of the

MR. HICKEL: Could | ask a question?
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ALDEM R: Sur e.

MR
MR. HICKEL: You say it's a turbine trip.

MR ALDEM R Yes.

MR HICKEL: Are we talking a plant that
has a bi g steam bypass systenf

MR ALDEM R Not to ny know edge.

MR HICKEL: | don't understand the |evel
- to understand the Il evel in the generator, you' ve got
to know what the pressure is doing, soif youtrip the
turbine, you've taken away the | oad.

MR ALDEM R Right.

MR. H CKEL: Steamwants to go sonewhere.

MR ALDEM R Right.

MR HCKEL: |If you don't take it
somewhere, pressure is going to go way up, level is

going to go way dowmn. How is that just oscillating —-

MR ALDEM R W are tripping — the
reactor trips.

MR. H CKEL: Right. Okay.

MR ALDEM R So within 10 seconds or so,
the power is down to 6 percent. That's where this
scenario starts. So at the beginning of the scenario,
at least as |'ve shown on this slide, power is 6.6

percent of nom nal, which is 1500 negawatts, and t hen
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feedwater is at that nomnal flow Then through the
bypass flow valve, in this situation, the main flow
valve is not active. The bypass valve is active. It
istrying toregulate the flowso that it reaches the
set point. | nean, it stays at the set point, which
is by convention, zero.

CHAI R APOCSTOLAKI S:  These are the results
of the solution to what, to the |aws that you showed
us earlier?

MR ALDEM R Not all equations — this
particular initiating event, according to the control
laws, is such that only three or four of those
equations are rel evant.

CHAI R APOSTOLAKI S:  But this is the out put
of what ?

MR ALDEM R Part of the equations that
you saw in the earlier slide.

CHAI R APOSTOLAKI S:  And anyt hing el se?

MR ALDEMR |I'mnot sure if I'm
fol | owi ng.

CHAI R APOSTOLAKI S:  You're tal king about
t he steam generators —-

MR. ALDEM R Oh, oh, oh, I"msorry. Yes.
Vell, thank you for the remark. 1In those equations

then, | don't know how easy it's going to be for nme to
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go back in slides, but in the equation that governs
the |l evel change, there is feedwater flow i nput, and
steam flow out. And these are, of course, rel ated.

Now this relation is described by a steam generator
nodul e, which was developed — the one that we're
going to use is devel oped by our subcontractor, ASCA

Al so, the developers of the dynamc flow graph

nmet hodol ogy.

In this particular exanple, we are not
using that steam package because, as | said, for
sinplicity of illustration or the ease of

illustration, we are trying to put down equati ons t hat
you can easily follow, so in this equation, the steam
flowis assunmed to be constant, and the feed flowis
used through a sinplified pipe and val ve nodel, al so
taken from NUREG 64.65, which illustrates how the
dynam c flow graph methodol ogy works. Thank you
Prof essor Apostolakis. | nissed that process part.
Now here, this is very interesting, and
actually, it was a surprise for us, too. |If you
notice, up to 600 seconds nothing happens here.
Everything is beautiful, everything is naintained at
zero level. If you let it run |longer, suddenly you
have a kink in the system suddenly through this

control. Now this was by accident. Turns out that
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our colleague who was doing the progranm ng put an
artificial or wunnecessary bound on one of the
paranmeters, and it's basically an artifact. The real
system does not do that, if you programit carefully.
But well, we are trying to nodel software faults, so
this is the kind of experience that you can have with
the nodel. Incidentally —-

CHAI R APOSTOLAKI S:  Your own peopl e nmake
m st akes?

MR. KEMPER: Hard to believe, isn't it?

MR. ALDEM R Well, | mean, it was
fortunate, because then we created an artifact in the
systemw thout intending. Incidentally, these types
of events have been observed inreal life. And in the
report that was being referred to earlier, we cited
about four or five exanples, where these kinds of
events were observed in plants either through the
process, conplexity of the process, |ongevity of the
process, or actual error in the tuning of the
controller. So the benchmark does capture these type
of events. Well, I'lIl cone to that later on, but
talking about the requirenents - can it produce
observed failures? Yes, this is one of the cases
where we can produce observed failures, because these

t hi ngs have been observed in actual plants.
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Now anot her interesting thing hereis that
- and this is, again, not intentional. W did not
choose the paraneter so that we'll have this behavi or.
It just so happened that we did have this behavior,
t he di scoveries were accidental, too.

In this situation, bypass flow val ve, we
t ook curves here. Let's take the first one. The bl ue
one, the steam generator is chugging along, and the
| evel is changing. And at 43 seconds, bypass fl ow
val ve fails stuck, and you have a low level. |If the
bypass flow val ve fails stuck at 44 seconds, you have
high level. One second difference, two different
failure nodes.

MR. HI CKEL: The val ve was nodul ati ng,
obvi ousl y?

MR ALDEM R  That's exactly right. And
the stuck node is such that it just gets stuck and so
it has to refer back to the history-dependent
i nformation, and just so happens at that tine, exactly
where the level is, you nay have totally different
nodes.

CHAI R APOSTOLAKI S:  So what do we |earn
fromthis?

MR ALDEM R W learn fromthis that it

is very inportant to nodel the timng of events in the
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reliability nodel, so it's an illustration of why we
may need dynam c nodel s.

CHAIR APOSTCLAKIS: A one second
di fference?

MR. ALDEM R One second difference. And
as | said, this wasn't intentional. Purely by
accident, we chose the tine clusters for the system
W did an analysis. | don't think we have it in the
slides, but it is in the report. W did alittle
analysis of the controller to see what kind of
paranmeter ranges will |ead to stable behavior, and
arbitrarily chose tinme constants, and just so happens
that this is the type of behavior we observed.

CHAI R APCSTOLAKI S:  What do you nean by
"time constants"? \Wich one did you choose —-

MR ALDEM R |If you go to the — again
| don't know how easy for nme to switch, but if you
| ook at the original equations, there are a nunber of
control |l er paraneters.

CHAI R APOSTOLAKI S: Ckay. Ckay.

MEMBER KRESS: Couldn't you consider
ei ther one of those paths a failure, and not have to
know that tinme —-

MR. ALDEM R Yes, we may have to. For

exanple, | nean, in this situation, | hope |I'm
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recalling this correctly.

MEMBER KRESS: |'mvery skeptical about
one second ti m ng.

MR ALDEMR As | said, it was surprising
to us, too. But that's what we have observed.

I ncidentally, this type of difference in failure nodes
is not the first tinme that we're observing in this
system W have a publication in 1989 where we are
usi ng the H PCO system bl eed cooling of BAR  This is
NUREG 69. 01, where again, the timng of events are
very inportant, and it can take you to high |evel or
| ow | evel

MEMBER KRESS: Wuld you do sonet hing
di fferent dependi ng on which of those nodes —-

MR ALDEM R  Yes. For exanple, in this
situation what happens is that if we hit the | owl evel
- now | hope | can recall this correctly - if we hit
the — right now we are dealing with the bypass fl ow
val ve, turbine is not available. So if we hit the | ow
|l evel —- sorry, we are dealing with the auxiliary
system | think. W hit the lowlevel, and then the
turbine i s made avail abl e as a heat sink, and then the
mai n fl ow controller comes into play. And if we hit
the high level, I"'massuning that this is going to be

t he performance of the steam generators. So in the
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H PCO systemthat we used earlier, if you hit the | ow
| evel - now that becones a safety-related action
because it actuates the LPCI system or LPCS system
So if you hit the high level, you don't do anything.

MEMBER KRESS: Explain to nme why the high
| evel is a problem

MR ALDEM R High level, | presune, this
is the steamdryers performance deteriorating.

MR. KEMPER: This is Bill Kenper. Yes,
this plant is a PAR with U tube steam generators, so
high level, the problemis just as Tunc said, the
dryers and everything beconmes imrersed in water,
carry-over and damage the equi pnent.

MR ALDEM R So the failure node is
inmportant in the sense that, in general, because one
may |lead to a safety-related action.

CHAI R APOSTOLAKI'S:  But, | guess, |I'm
thinking, again, in ternms of traditional nobdeling
The two failure nobdes would be recognized by the
analysts, | think, if +they lead to different
sequences. And, again, is the issue of the timng, 43
versus 44 seconds, inportant, as long as they
recogni ze that different things may happen, dependi ng
on whet her you're high or |ow

MR ALDEMR If we are running a

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

51

gualitative analysis, you are right. Nowif we are
doing a PRA and quantifying it, it makes a |ot of
difference in quantification whether you go to one

failure node or the other failure node. And we have

CHAI R APOSTOLAKI S:  Yes, but the guy who
does an event tree will do that. He will just — the
only thing he will ignore, the way | understand it, is
the fact that there is a difference of one second
there to go to one to the other, but you will have
t his node and that node.

MR. HICKEL: This is not unique to
digital. | could postulate the sane kind of issue on
an ol d anal og system The feed reg valve - if the reg
val ve l ocks up, it's going to either fail high or fai
low. The relevance to digital is what I'mtrying to
under st and.

CHAI R APOSTOLAKIS: Yes. But isn't it
correct, though, that if you do a PRA and you

recogni ze that there are two failure nodes, you wll

have them there. What you will not have is the
timng, and if the timng is inportant, | bet you a
good PRA analyst will find a way to include that

there, too. Now just one second difference —-

VEMBER KRESS: | could see where the
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timng, though, ny affect theliability probabilities.

MR ALDEM R That's right.

MR. ARNDT: There's two primary issues,
yes. In all likelihood, if you' ve done a good failure
nodes and effects analysis, and know t he different
kinds of failure nodes you mght end up with, in a
traditional fault tree-type analysis, you'll have
these different failures. There's two issues. One,
dependi ng upon the conplexity, this is actually a
relatively sinple set of scenarios. There are sone
scenarios that are nmuch nore difficult to see just by
| ooking at and trying to analyze and see whet her or
not you have captured all the different failure nodes.
Si mpl e systens, nuch higher probability you' re going
to capture all the failure nodes; nore conplicated
systens, nore interactions, nore dynamcs, |ess
probability.

The other thing is, as we've tal ked about,
if you're trying to quantify the system it's much
nore difficult to get a good quantification if you're
not including all the characteristics of the system
such as these characteristics. The point is, we're
trying to understand what factors nmay influence the
| evel of nodeling detail that's necessary. kay?

To answer John's question, a |l ot of these
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things - well, actually, the vast najority of these
things are associated with system conplexity, not
necessarily digital, although there are some things
that are digital-specific. The fact is, because
digital systenms tend to be nore conplex, at |east at
the micro level, you tend to run into nore of these
issues. It doesn't nean you can't nmke a very sinple
digital system Ckay?

PARTI Cl PANT: Deja vue, wonderful timng,
one of George's big issues.

MEMBER KRESS: We'll let Mario be —-

MR. ARNDT: |'mgoing to go through three
or four slides here. This was the issue that
Prof essor Apostol akis brought up earlier associated
wi th how we are structuring understanding the system
internms of what the data is. And in any basic data
generation or data gathering process, you want to have
a systematic nethodology to |look at what data you
need, which i s dependent upon both the systemand t he
nodel you're trying to generate the data for. You
choose the nodel of the systemthat is reasonable for
the level of detail you need. You choose plausible
nodel i ng assunptions associated with that. You | ook
at all the paranmeters that need to be nodeled in a

logical way and you work through the process,
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understanding the uncertainties, and trying to
understand the critical par amet er s, and the
statistical information necessary to get a good
confidence bound on that system

Li ke any system - in this case we happen
to be choosing two dynam c nethodol ogi es, DFM and
Markov - you need nodels that are supported by
observabl e credible data. In this particular case,
what we start with is historical plant data and
dat abase information for the conmponents. In this
case, we | ooked at the RAC Prism dat abase, there are
ot her databases out there. You then go and | ook at
the specific plant data, if you have any. This is
inmportant, particularly in digital systens, because
you have to nmap the entire input space. And in
Ceorge's parlance, the context of the system In
traditional digital or software nodeling, you usually
tal k about the operational profile. |It's basically
t he sane concept. Wat is the space of all possible
i nputs, and what's the probabilities associated with
t hose?

You can get a lot of that information from
the plant historical data, if you happen to have it.
The information you don't have, or need additiona

information on it, you |look at other mechani sns
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associated with it. In terns of hardware, you m ght
| ook at stress testing of the systemor environnent al
testing of the system interns of digital systens you
usually look at different kinds of stress testing of
t he system or testing of the various possible failure
nodes associated with it. The nethodol ogy we chose,
whi ch we happen to |i ke, but is not the only way to do
it, is afault injection canpaign, which | ooks at the
potential failure nodes, both safe failure nodes and
unsafe failure nodes, and then maps back through a
system nodel, in this case the Mrkov nodel, the
potential input spaces that are necessary to get those
critical output failures. But the purpose here is
sinply to augnment the data, get a good understandi ng
of what the failure rates likely will be.

CHAI R APOSTCLAKI'S:  Now there is a nunber
of diagrams and di scussion in the report that | don't
see you having here, so when would be a good tine to
rai se the questions?

MR ARNDT: Gve ne two or three slides.
| f you have additional questions, we can do it there.

CHAI R APOCSTOLAKI S: Ckay.

MR. ARNDT: If you'll note, at the very
end of that package, we have additional backup slides

to talk to these issues, if you want to talk to them
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MEMBER KRESS: On this slide, though,

presune coverage neans that part of the input space
you didn't fault inject or what? Could you explain
what "coverage" is to ne? Let's put it that way.

MR. ARNDT: Coverage is a generic term
used in digital system nodeling analysis. There's
several different ways you can nodel it, but it's
basically a determnation of the |ikelihood that
you're not going to detect a failure node based on t he
test that you conducted.

MEMBER KRESS: Because you can't do al
the range of inputs that are possible.

MR. ARNDT: That's correct.

CHAI R APOCSTOLAKI S:  This is where | have
a problemwith the report. On page 2-30, there's an
i ncredi ble statenent. "Suppose if we test and get no
undetected failure nodes, by the fundanmental |aw
testing, testing reveals the presence of errors, not
t he absence of them W nust establish a | ower bound
for the non-coverage one mnus Cternmed with a non-
zero nunber. What is often done is to assune that one
undetected failure occurred in the testing." This is
i ncredi bl e that we see sonething |ike this now W' ve
been di scussing this in PRA space for decades, and to

say that | have zero failures; therefore, | wll
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assume one is just something — and then it says,
"Thi s assunption has a wel | -founded statistical theory
and | egacy, Reference 54", which | found. And the
title reference is "Estimating the probability of
failure when testing reveals no failures", and |
couldn't find anywhere t he suggestion that you assune
one failure. So this is a conpletely fal se statenent,
and | don't know why it's being made. And as far as
" m concerned, it undernmines the credibility of the
whol e t hi ng.

MR, ELKS: If | may —-

CHAI R APOSTOLAKI'S:  Yes, you may. You can
come to the m crophone, identify yourself.

MR. ELKS: Carl Elks, University of
Virginia. W put that section in there, and I'll be
t he personidentifying nyself as citing that reference
and using that. That was Dr. Dave N chols at the
University — | nmean, at WIlliamand Mary University,
who | was working with at the tine when we were doi ng
this type of work.

Essentially, this is a software testing
techni que that has tried to establish through Bayesi an
nmet hods when you are trying to test sonething and you
do not get any type of estimation of any type of

failures, what's the worst case that you can do on
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this? Now this was applied on a nunber of different
software testing techniques, as well, on fault
tol erance techniques. That's why | stated the case
that there is a | egacy of using this. W have used
this, also, at the University of Virginia on severa
different fault tolerant architectures when we did
lots and lots of testing on them and we found no
errors to establish, again, a bound for this type of
t hi ng.

Now does that nmean that we're goi ng to use
that particular technique all the time? No, that was
a suggestion that we coul d use based upon this type of
nodel that we're working on, so |I'mnot suggesting to
the commttee at all that this particular techniqueis
the only technique we can use. |'m suggesting that
t hat has been used. It has sone statistical reference
in legacy in the assessnment of safety critical and
reliability systens.

CHAI R APOSTOLAKI S:  But the paper that is
being cited is a rigorous paper using Bayesi an net hods
deriving distributions wusing zero failures or
findings. And if one wanted to be conservative, one
coul d sel ect a percentile of this distribution and use
that, and not assune that there is one failure, which

is something that really is arbitrary as anything. So
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—- anyway, okay.

MR, ELKS: Ckay.

CHAI R APOSTOLAKI S:  Thank you.

MR. KEMPER: This is Bill Kenper, very
good coment. Thank you for the comment, GCeorge.
Thank you.

CHAI R APOSTOLAKI S:  There are many ot her
guestions | have on this particular section, 2.4.2.
And | don't know what the best way is. Again, and |
have asked this question in the past - there are three
states. kay? Normal, fail safe failure, dangerous.
And then it says, "Associated with each state
transition is a paraneter that indicates the rate
| anbda at which the failure occurs. And again, |'m
trying to understand, what does that nmean? And then
an hour later, | read the BNL report on data, and t hey
say that they found a 36 percent of failures due to
requi renents anal ysis, 27 percent are due to faults
that are i ntroduced during upgrades or nodifications.
And |I'm scratching ny head now, does this | anbda
i nclude these things? Wat does it include, is it
hardware failures only? | nean, on the one hand, |
have BNL telling ne that 36 percent of failures are
due to requirenents, which | knew, nmaybe not the 36

percent, but | knew it was a pretty high percentage.
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And now | see a transition rate that tells per unit
time, there is a constant probability of going from
this state to that state. And we have raised this
i ssue before, that before we junp into these Markov
nodel s, we really have to scrutinize the nmeani ng of
these transition rates. | mean, it's a convenient
mat hematical tool, | admt, but what does it mean?
MR. ARNDT: Ckay. Let ne try and address
this briefly. Cbviously, if you want to go into a | ot
of detail, depending upon the anmount of tinme we have
today, we can have a separate discussion on this
specific issue, if youlike. But the work that's done
by BNL is |ooking at specific - how you add up those
different failures, what kind of failures are they,
what kind of failures you need to | ook at, et cetera.
The Mar kov and DFM nodel i ng net hodol ogi es are system
based nodel i ng nmet hodol ogi es. They | ook at how does
the system as a whole fail, so the various failure
rates, and we don't need to have them be constant
failure rates, they can be - or transition rates.
They can be non-constant, if we choose to. W sinply
are using that as a net hodol ogy right now, but if the
data indicates that we need tinme-dependent failure
rates, we can do that.

Looki ng at how you transition from one
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state space to another, those failure rates, or
transition rates, depending on whether it's going to
a fail state or not, are a particular failure. The
stuff we're tal king about in the BNL can be caused by
a nunmber of different things. It could be caused by
hardware failure, could be caused by a systemfailure,
coul d be caused by interaction between the hardware
and the software. What we're trying to do in the BNL
failure database work is understand how do you

popul ate that failure database, and what has to be
included in it? Some of those will be failures that
are driving a systemfromone state to anot her.

CHAI R APOSTOLAKI S: But, Steve, if we have
design errors where design is used in the broader
sense, includes requirenents, includes specification
errors and so on, and these are a significant
percentage of the observed failures in the past,
failure rates do not account for those, because with
a failure rate you are saying ny systemis working
now, and there is a certain probability per unit tinme
that it will nove to some other state.

MR. ARNDT: Correct.

CHAI R APOSTOLAKI S:  Here it's working now,
but if it enters another regime where there is,

i ndeed, a specification error, it will not work,
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period. There is no — so what is the time? Is it
the transition rate to that regime, in which case the
fault manifests itself?

MR. ARNDT: Yes, exactly.

CHAI R APOSTOLAKI S:  But that's the kind of
thingl'dlike to seein these reports. | nean, don't
just throw out this is — then there is other
statenent, "The probability of being in a fail safe
state or a fail unsafe state can be solved using
sarcastic Markov nodeling." How on earth do you know?
What do you nean, that's a postulate on your part.
This scrutiny of the assunptions is sonething that |
would really | i ke to see, and have a detail ed scenario
of what we nmean by these failure rates. And when you
have — if you look at the BNL report, for exanple,
and you say yes, this is the rate of going into that
area where there may be an error, pick a few and see
whet her that kind of interpretation or explanation
nmakes sense, because we are really — | nean, this is
very inportant stuff, and there is a danger here, not
that you guys are doing that, of course. | don't
expect you to do that, but it's the danger that
because there is a nodel sonme place, we're going to
force this — you know the Procrustian bed?

MR, ARNDT: Yes.
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CHAI R APOSTOLAKI S:  Ckay. Everybody knows

about the Procrustian bed now So that's good, so
this is the kind of thing that bothers ne when | read
t hi s.

MR. ARNDT: Ckay. W can articulate that
much better.

CHAI R APCSTOLAKI'S: | nean, the C's, and
t he other question, of course, is okay, | inject the
fault, I find the problem Don't |I fix that if | find
t he probl enf?

MR. ARNDT: Yes, you do.

CHAI R APOSTOLAKI S:  So how does that play
intoall this? | nean, if every time | find an error
- you see, in standard PRA with hardware failures -
okay, the punp fails. W expect that, it's random
failures and so on. The nature of the problens you
are finding here is different.

MR-  ARNDT: That's correct. It's
different.

CHAI R APOSTOLAKI S:  And you'd fix them so
the question is nowwhat do | do after | fix then? Do
| say | found three faults, but then | fixed them so
what's going on here? By the way, NASA has the sane
probl em as we speak, because they fix everything

Okay? They change the design of the system and sone
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peopl e claimthen the past record doesn't apply.

MR. ARNDT: And there's really two things
we're trying to understand to support these kinds of
nodeling issues. One is, what is the likelihood of
faults remaining in the systemwe' ve tested, and t here
are net hods associated with that. And the other thing
is, what is the likelihood that we haven't tested
everything, which is basically the coverage concept.
You develop a structure by which you go fromthe
failed states that you know woul d be bad, through a
nodel to understand what i nput space you need to test,
and you test a significant fraction of that.

CHAI R APOCSTOLAKI S: No, | wunderstand that,
and | think it's a very difficult problem | nean,

t he step of measuring, go to a nodel, and what ki nd of
nodel. But |'mnot saying that the fault injection

nmet hod is no good, but you really have to be careful
what information you' re getting out of it, and how
you're going to use it.

MR. ARNDT: Exactly.

CHAI R APCSTCOLAKIS: Not arbitrarily say
|"m going to assunme this, |I'mgoing to assune that,
and keep going. | nean, that's not - especially in
this regulatory space, that's not the way to do

t hi ngs.
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MR. ARNDT: Right. As | think I nmentioned

earlier, the tool that we devel oped, obviously, for
our i ndependent assessment may not be the sanme tool or
sanme strategy that the |icensees choose, but we want
to understand the capabilities of the various
net hodol ogi es.

CHAI R APOCSTOLAKI'S:  Now there is a table
of failure rates presumably produced by default
i njection nmethod on page 2-34, and there are sonme — |
nmean, the rates are on the order of 10 to the mnus 6
per hour, but two questions here. One, they seemto
be focused on hardware conponents. They don't include
software failures. Right? |Is that correct?

MR. ARNDT: This particul ar methodol ogy
| ooks at the system as a whol e.

CHAI R APOCSTOLAKI S:  But these conponents
are part of the controller. R ght?

MR, ARNDT: Yes.

CHAI R APOSTOLAKIS: But it does not —-

they don't include software faults, where all the

conponents are working but there is an error —-

MR. H CKEL: You've got a bug.

CHAI R APOSTOLAKI S:  Yes, you've got a bug.

MR. ARNDT: Right. That particular chart

does not, no.
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CHAI R APCSTOLAKI S: It does not.

MR. ARNDT: But the nethodol ogy | ooks at
any kind of failure, and then it traces it backwards
t hrough the system to determ ne whether or not that
failure manifests itself by a software bug, a firmare
bug, a hardware bug, a random failure of whatever.
This particular one did not do that.

CHAI R APOSTOLAKI S:  Okay. Now agai n, when
you see something like that, there is a great
tenptation to go to the BNL reports. And on page 14
of the collection of failure data, there are all sorts
of failure rates for various conmponents, and how do
they conpare with this table, 2.4.1 in this report?
This is the kind of coordination, it seens to ne, that
maybe you haven't done yet because these things are
still being produced, but at sonme point, you can't
have a table in the report from BNL that has nunbers
for all kinds of things, and then another table with
di fferent nunbers, unless there is a reason.

MR, ARNDT: Yes.

CHAI R APOCSTCLAKI'S:  If there is a reason,
then that's fine. So that's a conment here, that
t hese reports, they have to feed into each other.

MR. ARNDT: Yes. Absolutely.

CHAI R APOSTOLAKI S:  And the BNL report, of
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course, reports actual events.

MR, ARNDT: Yes.

CHAIR APOSTOLAKIS: As opposed to
produci ng using fault injection methods and so on,
which on the other hand, is very systemspecific,
whi ch has a great val ue.

MR. ARNDT: Yes. Exactly.

MR. KEMPER: This is Bill Kenper. [If |
can just interject something here; we do intend to go
through the BNL information in rmuch nore detail,

Ceor ge.

CHAI R APOCSTOLAKI S: Good.

MR. KEMPER. So maybe sone of these
guestions nmight be answered as Todd and BNL goes
t hrough that information.

MR. ARNDT: Ckay.

CHAI R APOCSTOLAKI S:  But again, Steve, in
Chapter 2 of this report, using whatever nethod, there
are failure rates of conponents and coverage factors,
and all these refer to hardware. |Is that correct? No
faults in logic, or bugs, or whatever.

MR. ARNDT: The point of this report is to
denonstrate the nethodol ogy, not to tal k about the
results. There will be a subsequent report that talks

about the results of this benchnark.
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CHAlI R APOSTOLAKI S: No, | understand that,

but if the methodology islimted to hardware failure,
that's something we want to know.

MR ARNDT: No, it's not.

CHAI R APCSTOLAKI S:  Ckay. By the way, you
tell me when a convenient point is to take a break.

MR. ARNDT: Ckay.

CHAI R APOCSTOLAKI S:  You deci de.

MR. ARNDT: Shortly.

CHAI R APOCSTOLAKI S:  Shortly.

MR. ARNDT: |'ve got about three or four
nore slides | want to do.

CHAI R APCSTOLAKI S: Ckay.

MR. ARNDT: Briefly, the nmethodol ogy is
here. Since we've tal ked about a lot of this stuff,
| will go through it real quickly. As we nentioned
earlier, we devel oped a nodel of howthe systemworks,
state space nodel of how the systemworks. It can be
anyt hing you want. W' re using a Markov nodel. You
devel oped a statistical nodel associ ated with what you
need to test based on different kind of failure states
you have, how you do the nodeling. You develop an
operational profile; that is to say, the context of
the system what are the inputs, what are the

different inputs it's going to see, what are the
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different interactions it's going to have? You
construct a fault list based on how the systemw ||
interact and what potential failures you' re going to
have, back that through your nodel and cone up with a
list of potential faults you need to inject. You | ook
at what is known as fault equivalents, which is a
net hodol ogy to | ook at how the different input states
woul d map to different output states, the sanme way you
woul d do Latin Hypercube or various kinds of nodeling
nmet hodol ogi es to i nprove the statistics, a Monte Carlo
calculation. You use that information to get for
t hese systenms the list of faults that you woul d need
to do, you run the experinment, and you get the data.

CHAI R APCSTOLAKIS:  So this is a design of
a fault injection process.

MR. ARNDT: This is a design of a fault
i njection process.

MR HICKEL: Let's clarify, when you say
"a fault injection process", are you talking about
faults that are — where sonebody corrupts naybe,
let's say the set of stored constants, and then you
let the thing do it?

MR. ARNDT: That would be one way to do
it, yes.

MR H CKEL: O are you talking about
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faults injected by sinulating a failed sensor input,
or both?

MR. ARNDT: Bot h.

MR. H CKEL: You're doing both.

MR. ARNDT: You look at all the different
possi ble faults associated with the system It could
be failed inputs, it could be failed outputs, it could
be corruptions, it could be software failures if you
choose to do it that way.

CHAI R APOCSTOLAKIS: But these don't
necessarily have to be failures. | nmean, | can sel ect
the values of the paraneters that are extrenely
unlikely, and I can run the program That's not part
of fault injection. That's not a fault.

MR ARNDT: No, that's not a fault.

CHAI R APOCSTOLAKIS: It's a rare event.

MR.  ARNDT: That's the operational
profile. That's the space of inputs that's the system
coul d possibly see.

CHAI R APOSTOLAKIS:  Yes, | understand
But people do this as part of this —

MR.  ARNDT: Yes. And the way you
construct that is you look at both operationa
hi story, what has the system seen, and also what

inputs will drive you to failures.
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CHAlI R APOSTOLAKI S: Now shoul dn't there —-

|"msorry. Conplete your thought.

MR ARNDT: No, that's fine.

CHAI R APOSTOLAKI S:  Ckay. Shouldn't there
be a statistical nodel there? It seenms to nme, one
great challenge here is that there is a Box 8A or
sonmet hing that says we fix the faults. Yes, | nean,
it's not that you are producing K failures and then
trials, and then you go back and say well, nowl'll do
nmy Bayesi an dance and so on. You fix those. So now
what does that nmean? Now what —-

MR. H CKEL: Like CGeorge LalLuce and the
rectification of ATWS5 20 years ago.

CHAI R APOSTOLAKI S: Exactly. Exactly.
Yes, sure. Yes, that's a simlar thing. And the
nodels | have seen out there, they are full of
assunptions about these things, although this paper
that was fromthe - | think it was from the |EEE -
yes, "Transactions i n Software Engi neeri ng" - that was
a pretty serious paper, by the way.

MR. ARNDT: There's been sone fairly
significant work in this area. And the concept of
fault injection goes back to the paper by Voso a
nunber of years ago that |ooked at how this works.

And there's been a lot of work in this area, and the
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idea is both to have a very high |I|ikelihood of
uncovering failures, but al so understanding themat a
much | evel greater detail what that tells you about
the future behavior of the system

CHAI R APOCSTOLAKI S:  That's right.

MR  ARNDT: And that's what we're
basically using it for in this application. Let ne
step through this, as basically the nethodol ogy that
is used to go with that chart.

CHAIR APCSTOLAKIS: Yes, | think we
di scussed this.

MR. ARNDT: One of the big issues is the
operational profile or the context. |In our case
we're actually collecting data fromthe plant that we
got the system from as well as understanding the
ot her possible assessnents, and all that is at the
control of the assessor.

This is just basically a chart that goes
t hrough and tal ks to the fact that we're not going to
use a conplete representation. W're going to break
it down into nodul es or super conponents.

CHAI R APOSTOLAKI'S:  Yes, but this is where
| got confused, as | said earlier. | mean, in Chapter
2, | thought you're presenting the system the control

|l aws and this and that.
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MR ARNDT: Right.

CHAI R APOCSTOLAKI'S:  And then | saw this
Mar kov t hi ng, and confused — there was a Chapter 4 in
Mar kov.

MR. ARNDT: Right. Again, this is sinply
one way of representing the state space.

CHAI R APOSTCLAKI'S: But are these rates
that are produced in Chapter 2 used by Professor
Aldenmir in his Chapter 4?

MR, ARNDT: Yes.

CHAI R APOSTOLAKI S:  So maybe you shoul d
nove them then, because they are not used by DFM |
don't think. They are used by DFM?

MR. ARNDT: Yes. That's why it's
structured this way.

CHAI R APOCSTOLAKI S: Ckay.

MR. ARNDT: We'll get to that after the
br eak.

CHAI R APOSTOLAKIS: W'Ill get to that,
yes.

MR. ARNDT: This is just a representation
of how we put the various blocks together, the
sensors, the main conputers.

CHAI R APOCSTCLAKI'S:  Well, this is it now

We have failure, or transition rates, or failures
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rates for each one of these boxes.

MR. ARNDT: W' re going to have.

CHAI R APOSTOLAKIS: Wl l, that's what
Chapter 2 does. Right?

MR. ARNDT: That's the methodol ogy we're
going to use to integrate the data we have with the
testing we're going to do.

CHAI R APOSTOLAKI S:  Yes. And, again, the
i ssue of software problems is not covered by this
pi cture.

MR. ARNDT: Let ne — this is one exanple
of a state space diagram They're functional states.
You have an operational state, you have an operati onal
state but with a loss of input, you have an
operational state with a | oss of output, you have an
operational state that is unable to detect interna
failures. Doesn't matter whether this is a hardware
failure, rather hardware fault or software fault, or
how the fault occurs in this particul ar nethodol ogy.
It matters that the system goes from an operati onal
state to a not operational state, or failed state
based on sone fault in the system It doesn't matter
in this particular nodel --

CHAI R APOSTOLAKIS: But, again, the

guestion is, when you say "sone fault", can you nodel
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all faults through the |anbdas and the Cls. That's
really the question.

MR. ARNDT: |In theory, yes.

CHAI R APOSTOLAKI S:  Well, but I'd like to
see sonme discussion of that, a little deeper.

MR. ARNDT: Ckay.

CHAI R APOSTOLAKI S:  Why you can do that.
And the Cls there, they really have a trenmendous
impact. | nean, the C itself is .99, .999, so one
m nus that, you're tal king about 10 to the m nus 2,
and 3, and so on. And, again, they have to be
scrutini zed why the nunber is .99.

MR. ARNDT: Right.

CHAI R APOCSTOLAKI S: Ckay. (ood.

MR. ARNDT: And this is just the chart
that you tal ked about. And at this point, we're going
to tal k about the PRA nodel and the actual nodeling
nmet hodol ogi es, and this is a good tine for a break.

CHAI R APCSTOLAKI S: Very good. So we will
reconvene at 10:25.

(Wher eupon, the proceedi ngs went off the
record at 10:10:18 a. m and went back on the record at
10: 28: 12 a.m)

CHAI R APOCSTOLAKI S:  Ckay. Let's go back

in session. Steve.
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MR. ARNDT: W're going to continue with
Prof essor Al dem r tal king about the PRA nodel and the
DFM and Mar kov anal ysis, but before we start that, |
t hought it woul d be profitable for the Subconmttee to
talk a couple of mnutes about fault injection
nmet hodol ogy; in particular, just to answer a few of
t he open questions fromthe | ast discussion. |If this
i s not enough, we can have this as a separate topic at

our next nmeeting. W'd probably want to do that,

anyway. But while we're here, let's take five nmnutes

and talk to a couple of the specific issues.

Carl El ks fromthe University of Virginia
is here with us, and he will talk for a couple of
m nutes on that and answer your direct questions.
Carl .

MR. ELKS: Ckay. M nane is Carl Elks
from the University of Virginia. Just to give a
little background, | started out doing fault injection
experimentation and testing at NASA Langl ey Research
Center in the early 90s, so | have sonme experienced
based on this, along with nodeling fault tol erant
safety critical systens, and transitioninginto forna
nmet hods at the University of Virginia, and al so
experimentation into safety critical systens.

The | ast discussion, we sort of talked
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about conceptually what fault injection is, but I
wanted to kind of just put a little finer point on
some of the issues. Fault injection is a specific
kind of testing regine to collect information out of
the systemto go into the nodels that we were tal king
about, specifically sone of the Markov nodels, and
even the dynamic flowgraph nodels. So the two
paranmeters of interest to us as fault injection
experinmentalists are coverage, and we defi ne coverage
as the probability that an error detection nechani sm
or a fault detected given that a fault has occurred in
the systemis what we typically define as coverage.
That is of inportance to us because that al so defines
how wel | the systemis responding to specific types of
faults and fault cl asses.

Traditionally, fault injection has really
addressed t he i ssue of hardware-type faults, and ot her
types of faults. There is work, and |like Steve said,
we're trying to transition this into the area of
certain types of possibly design-type faults. That is
certainly sonething that we are working with this
conmittee to kind of address that. And nore
importantly, | think what Dr. Apostol akis said, that
we really need to be mndful of, is we really need to

state what the assunptions are behind all of the
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nodels that we're creating here, the data that is
going into those nodels, and how that data has to
instantiated into nodels to get credible results out
of the system And so one of the things that we have
been doing at the University of Virginiais tryingto
devel op a process by which these assunptions are
explicitly stated. And we probably haven't done a
great job of presenting that here today, but | wanted
to state that that is a very, very inportant part of
t he research, to be very, very rigorous and scientific
about how this information is generated, what
assunptions are nmade there. And nore inportantly, can
t hose assunptions be chall enged and discharged with
credi bl e evi dence.

CHAI R APOSTOLAKIS:  Now the definition
that is given in the report, for an exanple it says,
"Say we inject 100 faults into the feedback | oop, and
we get two erroneous responses that were not detected
by the system then the non-coverage one mnus C for
that failure nmodel is .02 ratio, and the coverage is
.98." So the idea then of Cis that you inject the
nunber of faults addressing a specific potential
failure node?

MR ELKS: That's correct.

CHAI R APOSTOLAKI S: Wi ch you don't know
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i n advance.

MR. ELKS: Well, one of the things that
Steve had me do early on in this project istotry to
| ook at what | call generic failure node taxonony of
| NC systens, which would help us identify what are t he
i mportant failure nodes of this particular system so
that we could have sone guided representation of
exactly where to go into the systemand inject these
types of failures.

There are a nunber of different ways to
conduct fault injection canmpaigns. One of themis
what | <call this guided fault injection. W're
actually | ooking at particular hazards of the system
that are either known, postul ated, or sone other
t heoretical nmethod to say we need to | ook at this and
go into the systemand try to stinmulate those and see
what the responses are.

There's what | call the ol d school nethod,
which is nore randomfault injection, where we
statistically just go in and performfault injections
anywhere into t he systemand see what the response is.
That type of fault injection is sonewhat fruitless
because you get a lot of non-responses out of the
system because you m ght be putting faults into

spaces where the programis not executing. You m ght
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be putting it into spaces where there is actually no
— the timng and the actual data do not line up so
that you'll get a response.

What we have tried to do at the University
of Virginia is to use a conbination of those two,
based upon the information that comes fromthe system
pl ant engineers who tell us, what is the nost — what
do you worry about the nobst happening with this
systenf? G ve us your nost dangerous fault list, so to
speak. That's what | call it.

When | go in and talk to plant engineers
or systemengineers, | want themto give ne this type
of information so that |, as an experinentalist, and
as a system analyst, can begin looking at the
har dwar e/ software interactions of the system to
determ ne what types of things could go wong to
produce that nost dangerous fault list.

CHAI R APOCSTOLAKI S:  Ckay. |If we pursue
this exanple a little further, you inject the 100
faults.

MR. ELKS: Yes.

CHAI R APOSTOLAKI S:  Ni nety-eight of them
t he system beconmes aware of them That's what you
nean.

MR. ELKS: [It's detected by the error
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det ecti on mechani sns.

CHAI R APOSTCLAKI'S:  How do | calcul ate
this transition rate | anbda?

MR. ELKS: You don't get transition rate
| ambda out of fault injection experinents.

CHAI R APOCSTOLAKI S:  Ch, okay.

MR. ELKS: What you get out — you
essentially get the coverage.

CHAI R APCSTOLAKI S:  How do you get the
transition rate?

MR. ELKS: The transition rate is input to
the nodel. It really has nothing to do with the fault
i njection canpaigns. The fault injection canpaigns
are strictly — it's a stimulus response-type of
testing-type thing. |I'mtrying to test the error
detection nechanisns in the systemto determne if
they can detect certain types of faults.

CHAI R APOSTOLAKI S:  So Table 2.4.1 then,
the dependability paraneters for the DFWS system
where do these cone fron? | mean, | understand now
where the Cs cane from where did the | anbdas cone
fronf

MR. ELKS: The | anbdas cone from
basically, talking with the plant engi neers.

CHAI R APOSTOLAKIS: Ch, they're expert
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opi ni ons?

MR. ELKS: Collected on actual collected
failure data rates, and also from the RAC Prism
dat abase of those two, so they're estimates based upon
actual data, and actual database data.

CHAI R APOSTOLAKIS: It would be useful to
see what data are used to produce this at some point.

MR. ELKS: This al so opens up anot her
issue. | think Dr. Apostol akis tal ked about this, was
the viability of the failure rate data. | nean, these
particul ar nunbers that we have here conme from both
historical plant data, and out of a commerci al
database. It is known that these types of failure
rates have a certain anount of uncertainty to them
because they're taken across a w de spectrum of
applications, and everything like that. So when we
typically do our analysis, either reliability or
safety anal ysis, we do sensitivity analysis also with
respect to sone of these failure rates and coverage
rates to see where the systemis nost sensitive to a
particular failure rate, or a particular coverage
rate, because that is also information that you can
feed forward into the process to say this particul ar
conponent has a failure rate, but if we vary that

failure rate, the system reliability is inpact
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greatest on this particular tw paraneters, so it's
al so a way of determ ning certain other aspects of the
systemthat you just don't plug nunbers into the nodel
and get a nunmber out. You kind of have to look at it
in also in kind of what | would call a qualitative
way.

CHAI R APOSTOLAKIS:  So it seenms to ne that
a very inportant question we have to address at sone
point is these | anbdas.

MR, ELKS: Yes.

CHAI R APOSTOLAKIS: How they relate to
what Brookhaven is doing, or other information, or
what ever .

MR. ARNDT: We will at our next neeting
have a specific session on data, both in terms of
what's out there —-

CHAIR APOSTOLAKIS: That mic is not
wor ki ng.

MR. ARNDT: We'll take as an action for
our next neeting to have a specific session to talk
about both what the data is out there, how we propose
to use the data for our own internal independent
val i dati on et hodol ogy, and i ssues for the regul atory
gui de on data. And we'll talk about this, we'll talk

about the nore generic data work that Brookhaven is
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doing, and roll that in. You'll get sonme of that in
t he di scussion later this afternoon, but we'll take an
action to have a specific session on that next tine.

CHAI R APOSTOLAKI S:  Very good.

MR. ELKS: So | guess the last final thing
| would like to say is this issue between the
har dwar e/ software i nteracti on. The way that we inject
faults into the systemcan be represented as sone type
of corruption of aregister file and a m croprocessor,
or anything. And we typically represent that as kind
of Ilike some type of hardware failure in a
m croprocessor, and |'musing a m croprocessor as an
exanpl e here as sonething that we inject faults into.

I n additi on, we can al so ki nd of represent
- there's two ways to kind of represent sort of
software-type failures, and those have to do with sort
of Iike constructs that could be into the systemthat
are activated by certain types of profiles that are
going onin the system as well. That's two different
distinctions that we nake. And the third thing that
| would like to nmake is, is that as you're conducting
this experinent, as |' mgoi ng through injecting errors
into the system and everything like that, there's a
very likely, and we've seen this at the University of

Virginia, and |'ve seen it at NASA - it's very likely
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that you find that an error detection nechani sm or
some ot her conponent of the system behaves in a way
that it wasn't intended. It's a specification error,
it's a design error at that point in tine. And we
ook at it and we go oh, okay. This is a true bug
into the system So the techni que addresses both
types of faults, but in alegacy sense, it originally
started out as hardware and has since transitioned in
to represent these hardware/ software-type i nteraction
faults, as well.

CHAI R APCSTOLAKI S: Great. Thank you. So
this is an action itemfor the future.

MR ALDEM R Wll, what I'mgoing to
start tal king about is the exanple PRA nodel that we
have adopted. And the reason for adopting a PRA nodel
is that eventually we would like to quantify the
effects of digital versus analog, or the effect of
switching over to a digital systemon the overall core
mal f requency and the | arge early rel ease frequenci es.
The plant we chose is a NUREG 11.50 plant. It's a
t hree-1 oop design, and we are assunming that the
control systemis applicable to each of the | oops.

So the exanple, the event that is used in
this report that was being referred to is a turbine

three trip event. W talked about it earlier. This
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is the conventional event tree analysis of the event,
and since everybody is famliar with this procedure
here and the events, |'mnot going to go through that.
But basically, we tried to keep the water | evel in the
st eamgenerator using the oscillator feedwater system
If it doesn't work, then we switch over to main

f eedwat er system making the turbine active, and then
you have another nunber of sequence of events
following that, which are not going to be all that
much rel evant to our exanple. This is the rest of the
turbine event tree, and as | said, as far as our
control system is concerned, we are not so rmuch
concerned with this part of the event tree.

Now t he met hodol ogi es we have identified
earlier, and t hese were anong t he concl usi ons of NUREG
69.01, is that the dynam c fl ow graph nmet hodol ogy and
Mar kov net hodol ogy, and as di stinct fromwhat has been
di scussed earlier with respect to Chapter 2 of this
report, that is a nethodol ogy to deci de what sort of
faults to inject, and where to inject them This
Mar kov net hodol ogy is to predict systemreliability,
or rather, is areliability nodel of the system and
it needs input from the earlier discussion of data
generati on.

The first nmethodol ogy, dynam c flow graph
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nmet hodol ogy, was devel oped by ASCAin the early 90s to
support risk assessnent. The software was used in
safety anal ysis of several software control systens,
and the results validated dynamc flowgraph's
net hodol ogies, ability to handl e software/hardware
interactions, and to perform dynamc analyses,
specific applications, digital feedwater control
systemin a pressurized water reactor which was
publ i shed as NUREG CR 6465, control systemfor the
conmbusti on nodul e, one systemof a shuttl e experi nent.

The inmportant features, graphic nodeling
envi ronnment and automated anal ysis engine that can
handl e cause/effect relationships, tine-dependent
rel ati onshi ps, feedback |oops, the state vectors
represent key process paraneters, and mappi ng bet ween
the state vectors governed by nmulti-rated |l ogic rul es
which are represented through decision tables,
transfer boxes, transition boxes in the graphica
node. And we'll see exanples of these in alittle
whi | e,

Once you construct the DFM dynam c fl ow
graph nodel, you can either analyze it inductively or
deductively. Now in the inductive node, it's the
forward-tracki ng/ di screte-event-sinulation node, you

are trying to identify the possible conbination of
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conmponents failures, even initiating event, and
deductively you are going backwards and given the
undesirabl e event you are trying to identify what sort
of event sequences have caused it. And you can
interrogate the dynam c fl ow graph net hodol ogy node
several different ways, and again, as | indicated,
deductivel y/inductively. And also, there is another
node that will come later on that will allow you to
deci de what type of testing you can perform

In the deductive nopde, the software
identifies prine inplicants, and these are distinct
from mnimal cut sets in the sense that they are
mul ti-val ued | ogi cal equival ent of mniml cut sets.
And, particularly, they becone i nportant when you have
the events - the inportance of tine-dependence of
events, like the exanple | told you. |In fact, we have
identified - when | say we, | nmean ASCA has identified
these two different failure nodes that differed by a
second or so by using dynam c fl ow graph net hodol ogy,
and I'Il come to that in alittle while.

This is a fairly standard approach.

CHAI R APOCSTCOLAKI'S:  The first bullet is
interesting. Do you have probabilities for all the
events that appear in the prinme inplicants? That's

mul ti-val ued, right?
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MR ALDEM R Well, the prime inplicants

wi || depend on what sort of basic event, so to speak,
we have considered, what sort of failure nodes, what
the state space consists of. So if we have data for
the state space, this will feed input — this wll

feed into the DFM So basically, |anbda tines Delta
T, since we are doing discrete-event-simulation, is
going to give you those probabilities, the | anbdas
t hat we tal ked about earlier times the time increnent.

CHAI R APOSTOLAKIS: They don't rely on
transition rates here, do they?

MR ALDEM R Well, in the quantification
process — well, DFMyou can use in different nodes.
You can use it for qualitative analysis, get the prine
inmplicant, or you can quantify the prine inplicants,
and they —-

CHAI R APCSTCOLAKI S:  Then these will have
events such as this paranmeter is between A and B. And
there is a probability that that paraneter is there.
Then at the next step, there is a transition
probability that a parameter noves to another
interval? That's where | get |ost.

MR ALDEM R Wll, we are not — okay.
That woul d be the initiating event, distribution. Now

if we're talking about - if the systemstates include
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par anmeter values being in certain intervals, and are
you referring to the dynamics of it, or are you
referring to the nodeling paraneters?

CHAI R APOSTOLAKI S:  All the paraneters are
sel ected at the beginning.

MR ALDEM R Ckay. So we're talKking
about the nodeling paraneters —-

CHAI R APOSTOLAKI' S:  Yes.  Yes.

MR ALDEM R — that represent the
dynami cs. At this point, neither of these
net hodol ogies - well, | have to clarify that |ater on
- Markov does it a little bit the way I'mgoing to
define it, but that is not our enphasis in the
nodeling. We're assuming that those are given. Now
what woul d happen i f they change woul d be t he subj ect
matter of a sensitivity anal ysis.

CHAI R APOSTOLAKI S: At sone point it would
be useful totry torelate the prinme inplicants to the
states that you have in the Markov nodel

MR ALDEM R  Actually, what we are
planning to do is conpare the prine inplicants —-

actually, you will see in a little while that both
Mar kov net hodol ogies, and | 'mreferring to the one in
Chapter 4 of the report, and DFM are pretty nuch the

same thing. W can produce, the results of
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exchangeabl e. One has sone advantage in a certain
area, and the other one has advantage in a certain
area, but we are doing pretty nmuch the sanme thing. 1In
fact, what we are planning to do is to generate prine
—- Markov can generate prine inplicants, as well. So
we Wi | | generate i ndependently these prineinplicants,
conpare them and resolve the differences. That's one
of the exercises that we are planning to do. W have
already done it in a partial way, but since we are
doi ng thi s i ndependent |y purposefully so that we don't
influence each other, we have assuned different
initial conditions.

CHAI R APOCSTOLAKI S:  Does the Markov node
use multi-val ued | ogic?

MR ALDEM R Yes.

CHAI R APCSTOLAKIS: So you will have a
chapter at sone point in the future where you will do
t hese things?

MR ALDEMR In this report, we'll —

okay. The report is out for reviewright now, and it
wi || be revised, dependi ng upon t he revi ewer coments.

And if this is a point that they also would like to

see, it's a matter of alsotimng issues. If there's
time, we will put this conparison in this one. |It's
a matter of timng, actually, the deadlines. It's a
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matter of doing sone of the anal ysis again.

Now if there is no time todoit for this
report, what we will definitely do is for the next
report, where we wll quantify what qualitative
conmpari son and quantitative conparison, and resolve
t he differences.

CHAI R APOSTOLAKI S:  Maybe it would be wi se
to include that conparison in this report, because if
this report is issued separately, then people may
assume that either nmethodology is fine, and the NRC
published it, so we can do it.

MR ALDEM R Onh, | see what you're
sayi ng.

CHAI R APOSTOLAKIS: But if you have a
compari son

MR. ALDEM R Good point.

CHAI R APOCSTOLAKI'S:  And also, a critica
evaluation of the rates. | think these things go
t oget her.

MR. ARNDT: Yes. The idea is that this is
a staged approach. W |ooked at the various
nmet hodol ogi es that m ght be appropriate, we chose a
few that we thought woul d capture the characteristics
we were interested in, and how they could be

constructed, which is the purpose of this report. And
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then the next report will be how well those systens
actually work in doing these kinds of analyses.

CHAI R APOSTOLAKI S:  What's the rush for
publ i shing this one?

MR. ARNDT: There's no rush. The point
is, before we go forward with the regul atory guide
saying these are ways that we think are acceptable,
and it's nice to be able to point to a docunent that
is in the public domain to articulate that.

CHAI R APOSTOLAKIS: But it seenms to nme
that youwill be in a better position to define what's
acceptable if you do this conparison. Bill?

MR. KEMPER: Yes. Bill Kenper, again.

Thank you. Steve has kind of hit the nail on the head

here. W're really under internal pressure of our own

to try to nove on with this and get sone regul atory
gui dance out there as soon as we can, because we t hink
the industry really is desirous of this. This series
of NUREGs, as Steve said, will provide the

under pi nni ng or the regul atory bases, if youwll, for
the Reg Guide itself. And also, we have an industry
publ i c nmeeting com ng up i n August, which we've had to
slip a couple of tines, and |I' mhoping dearly that we
don't have to slip it again, so this plays into that,

as well. W want to have as nmuch i nformati on out

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

94

there available to the public before that public
nmeeti ng.

CHAI R APOSTOLAKI S: | still think, though,
that the critical evaluation of the failure rates and
position rates should be in this report.

MR KEMPER Well, what we can do is we'll
| ook at the tinme inplications of that, and if we can
do it, Tunc, Steve, do you all see any reason not to
do that? | mean, assuming that it doesn't conpletely
washout our schedul e here, obviously.

MR. ARNDT: The intention is all of these
issues will be covered by the time we finish with
third report. It's just a matter of which report and
what the exact timng is, and whether or not it
beconmes logistically challenging to publish this
report with that information that nay delay it so far
that it makes no sense to publish the third report.
There's | ogistical issues here, as well.

CHAI R APOCSTOLAKI S:  But if the source of
doubt regardi ng the applicability of Markov systens is
this neaning of the REGS, it seens to nme you should
address it. [|I'mnot asking for a major treatise, but
you should address it in the report, and acknow edge
that there is this issue, and here is our answer.

MR. ARNDT: W certainly need to
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acknowl edge that it's an open technical issue, and
this is how we are choosing to work it, and this is
why.

CHAI R APOSTOLAKI S:  So are you sayi ng that
the regulatory guide will refer to these nethods?

MR ARNDT: It will reference this as
information, but as we've tal ked about about four
times already, there is going to be sone systens that
don't need this sophisticated nodeling, so that part
of it wll reference other sections. But the
information we've learned in developing this
information is sonething that we want to use as a
t echni cal basis for the decisions that we have in the
regul atory guide. |If we say that there are sone
systens that need this | evel of nodeling, then we need
to point to both open literature and NRC literature
that says this is what our issues are.

CHAIR APCSTOLAKIS:  Well, | mean,
appreciate the issue of schedule and all that, but |
nmean, certain things are really inportant.

MR. ARNDT: W appreciate the —-

CHAI R APOSTOLAKI S: Do we comment on NUREG
reports? W do.

MR, THORNSBURY:  Sone.

MR. KEMPER: You can, but generally we
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don't ask that you do that.

CHAI R APCSTOLAKI S:  But we can vol unt eer.

MR. KEMPER:  You certainly can.

MR. THORNSBURY: You're a nenber of the
public, too, George.

MR KEMPER This is true, you are a
nmenber of the public. Well, | think Steve's point
here is we will do what we can to address that and
nove forward, try to preserve our schedul e comr t nents
as best we can.

MR ALDEM R W wll also try to see if
we can have at |east a qualitative conparison of the
prime inplicants that we get from Markov and DFM
That was already in the —

CHAI R APCSTCLAKIS: It's fine to have
sonmet hing and then say nore details will be sonewhere
el se.

MR ALDEM R No, | think we have —-

CHAI R APOSTOLAKIS:  But not to say
anything is not really acceptable.

MR ALDEM R If we are using the sane
scenarioto sinulate it, it only stands to reason t hat
we conpare the results, and try to resolve as nany
difference as possible. It may not be possible to

resolve all of them in which case we'll then defer to
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the third —-

CHAI R APCSTOLAKIS: By the way, | think it
needs a good editing job, this report.

MR. ARNDT: Yes. The version that you got
was a very early version. W wanted to provide you
the information for your technical background.

MR. ALDEM R. The DFM anal ysis —-

CHAI R APOSTOLAKI S: Say you have an act ual

replication of this? Are you going to show the

actual —-

MR. ALDEM R Yes. You want nme to skip
all this?

CHAI R APCSTOLAKI S:  Maybe you can go
t here.

MR. ALDEM R Ckay.

CHAI R APOSTOLAKI S:  Because | don't think
this neans anything to anybody who is not famliar
with the nethod.

MR. ALDEM R Ckay. Let ne first do kind
of — anticipate where we are going, and as | said in
t he begi nning of ny presentation, that we wll
eventually need to integrate these nodels into an
existing PRA. So this is one way you can do the
i ntegration, and we are usi ng SAPH RE as t he tool, and

the turbine trip event as the initiating event. You
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can, in the graphical node, you can sinply graphically

i nsert these types of — the event sequences t hat have
been obtained through prime inplicants into the event
tree. Then | will show you | ater on, and we
illustrated this for Markov - I'msorry, the dynam c

f I ow graph net hodol ogy, and then for Markov | will use
anot her node of SAPHI RE input to show how we can

i nclude them — incorporate theminto SAPH RE. But
bot h net hodol ogi es can be used in both nodes.

So exanple initiating event —-

CHAI R APCSTOLAKIS: Let ne — let's go
back one second. This is a static representation of
t he system

MR ALDEM R Right.

CHAI R APCSTOLAKI S:  And you are doing a
dynam c analysis. So how am| to interpret the event
MFW phase? When?

MR. ALDEM R Ckay.

CHAI R APOSTOLAKI S:  Are you going to give
ne a gl obal event or what?

MR ALDEM R In this particular — that's
a very valid point. In this particular illustration,
the timng doesn't matter. The event sequences,
nmean, the prinme inplicants, the timngis not an issue

here. So if that's not an issue, then we can take it
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and sinply incorporate it statically into a fault
tree.

CHAI R APCSTOLAKI'S:  It's not an issue?

MR ALDEM R In this particular exanple
that we're tal ki ng about.

CHAI R APCSTOLAKI S:  So why are we using
dynam c —-

MR ALDEM R No, no. W chose an
initiating event, exanple initiating event. Now in
this situation, we have two types of responses, either
t he system behaves and fails in one nbde versus the
other. So we get the prine inplicants that lead to
t hese events. Now there are - | forgot the nunber,
but there are about 11 inplicants, prime inplicants
that lead to one type of failure, and then five, siXx,
or seven that lead to the other. W conglonerate them
so you have top event failure - | nean, sorry - high
| evel or |low |evel.

Now, again, coning back to why are we
doing this dynamically? WIlIl, you nay be able to
identify the faults, | mean, the failure nodes. And,
in fact, you have to specify themup front what sort
of failure nodes you're going to have. The question
is, when you start quantifying them unless you take

the dynamics into account, you may get different
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results.

CHAI R APOSTOLAKI S:  But then how far you
will gointotime? | mean, this still says failure of
the main feedwater —-

MR- ALDEM R  These are all valid issues.
These are —-

CHAI R APOCSTOLAKI S:  Are you going to say
|"mgoing to 100 seconds, 50 seconds?

MR. ALDEM R  These are all valid —-

CHAI R APOSTOLAKIS: Is it possible that
you may even create anot her branch?

MR- ALDEM R  These are all valid issues.

CHAI R APOSTOLAKI S:  So we haven't resol ved
t hose yet.

MR. ALDEM R No.

CHAI R APOCSTOLAKI S: Ckay.

MR ALDEM R In fact, sonme of themare
not resol vabl e.

CHAI R APOCSTCLAKI S: Whoa, whoa. We're not
squaring the circle here.

MR ALDEM R Well, the issue is the
following. |If you have an existing PRA based on a
static nodel, you generate the dynam c nodel. Al
t hese issues that you brought up are valid. Wll,

then you have to mmke certain assunptions. For
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exanpl e, you look at the event tree and they say how
was this generated? Wat was ny assunption on the
initiating event here? And then you go back to your
dynam ¢ nodel and use the sane initiating event, then
things will natch.

CHAI R APOCSTOLAKI S:  But you wi Il address
this some tinme in the future.

MR ALDEM R That's why we are doing it
inthe third report. That's why —-

CHAI R APOSTOLAKIS: Well, that's the
thing, again. | nmean, if you issue this report and a
guy tries to make sonme real |ife decisions using this
as a basis, and then this question conmes to his or her
m nd, | nean, how useful is the report? | mean, there
are inportant issues that have to be addressed.

MR. ALDEM R Again, we are assum ng that
the existing PRA does not change, we cannot change
that, so the question is howcan we fit it best into
the existing PRA. So one way - and all these issues
that you brought up are relevant, so then we | ook at
how t he origi nal PRA was constructed, and try to make
t he sane assunptions in our representation.

CHAI R APOSTOLAKIS:  WIIl you at |east have
in your conclusion section a discussion of these

i ssues, wi thout necessarily giving an answer?
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MR. ALDEM R Yes, sure.

CHAI R APOCSTOLAKI S:  Because, you know, a
user will feel much better if he appreciates or he
realizes that the authors of the report appreciated
t hese issues.

MR. ALDEM R As | expressed, how far you
are going to go, sanme thing with the event tree - |
mean, you cone to a stop when you reach a consequence
of interest to you, and the same thing you can do
this. You can do it for the dynam c nethodol ogi es,
you can followthemas far as the events in the event
tree go.

CHAI R APOSTOLAKI S:  That's one approach.

MR. ALDEM R Yes, | nean that's one way.

CHAI R APOCSTOLAKI S:  That nmakes sense.

MR. ALDEM R But a key issue here is,
when you are tying up these links, am | rmaking the
same assunptions in the Iinkage. And then you have to
see what the initial assunptions were in the event
tree generation so that you generate your dynam c
net hodol ogy or dynanic event tree the same way. And,
of course, you may need to — if you have no
information, what if you have no information? Then
you do a sensitivity analysis on the initial

conditions, try to see how nmuch of a difference it
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wi || nake as far as consequences and event devel opnent
goes, as to what assunptions you nmke in initial
events. But this is what we will defer to as
epi stem c uncertainty.

CHAI R APOSTOLAKI S:  Yes. Everybody refers
toit. Another thought occurred to ne - there was a
guestion last tine you guys were - | mean, Steve was
before the Full Committee - there was a question from
a nenber, or a coment, that wuniversities really
produce net hods and i deas and all that, but then there
is this extra step of nmaking sonething operational,
where you need now the regulatory guides, guys, or
Nati onal Laboratory to take over and nake it
practical. And, Steve, you said yes, that we are at
t he stage we' re produci ng i deas and net hods, and t here
will be a second step. But today, | get the
i npression that you're going into regulatory guide
directly, without having this internmedi ate step, where
sonebody actually uses these, trying to nake it —-

MR. ARNDT: W're going to talk alittle

CHAI R APOCSTOLAKI S: —- say "practical .
MR. ARNDT: W're going to talk alittle
bit about that later in the afternoon. There's three

t hi ngs you need to understand.
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CHAI R APOSTOLAKIS: There's a | ot of

things | need to understand.

MR. ARNDT: Froma structural standpoint.

CHAI R APOCSTOLAKI S: Ckay.

MR. ARNDT: We go back to ny bubble chart.
One of the issues is developing a practical
i ndependent assessnent methodol ogy for the NRC. In
that case, let's talk about that for 30 seconds. W
come up with the i deas, we ook at the limtations, we
| ook at the advantages and di sadvant ages of various
net hodol ogi es, we | ook at the data, we conme up with an
idea, then we transition that to the people who do
this for practical day-to-day basis, in our case, the
INL | ab that runs the SAPH RE and SPAR program That
is part of the plan for that part of the program And
we'll actually talk about that briefly today.

The other part is the devel opnment of
gui dance as to what we consider to be acceptable for
reviewthat the industry can bring in. W can do that
in one of two ways. W can develop it and say this is
an accept abl e net hodol ogy, and go through all the gory
details of what we think is acceptable or not, or we
can wite basically a performance-based regulatory
gui de that says we don't care what nethodol ogy you

use, so long as it neets certain criteria.
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At this point, we're planning on going
down the second path, rather than the first path, for
a nunber of reasons. One, because there's a |lot of
different ways to do this. W're |ooking at three,
the traditional fault tree/event tree nethodol ogi es,
the DFM and the Markov. There are others. W have
different characteristics, different aspects of that.
The work that we are doing to devel op our own
i ndependent assessnment nethodology will inform the
devel opnment of our regul atory guidance, and we will
point to some of that information as reasons why we
make particul ar decisions in our regul atory gui dance.

CHAI R APOSTCOLAKIS: kay. It will be
exciting when we review the regul atory gui de.

MR. ARNDT: For a whol e bunch of people.

CHAI R APCSTOLAKIS: | can see people
getting very enthusiastic when you tell themfind the
prinme inplicants.

MR. ALDEM R Do you want nme to go through
t he DFM nodel construction procedure? The idea is —-

CHAI R APOCSTOLAKI S: Wl |, keep goi ng.
don't know. W will stop you when we think —

MR. ALDEM R Ckay. The idea is basically
a graph theory oriented approach. W take the

di screti zed process paraneters as nodes, we represent
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t hem as nodes, and we have transfer function between
t he nodes expressed as decision tables. So in this
chart, which corresponds to what | have described as
the exanple initiating event, it's DFMnodel i ng of the
same event sequence, or the system the part of the
systemthat involves that event sequence.

CHAI R APOSTCLAKIS: So where are the
control laws in this —-

MR ALDEM R Controls laws are going to
be goi ng through the transfer boxes. 1It's going to be
represented as the decision tables —

CHAI R APOSTOLAKIS: Easy to devel op
deci sion tabl es using control |aws.

MR. ALDEM R Now, my understanding is,
actually, we can ask M ke —-

CHAI R APOSTOLAKIS: Mke is here. Right?

MR ALDEM R Wy don't you cone and
expl ai n?

CHAI R APOSTOLAKI S:  ldentify yourself.

MR. YAU. M chael Yau, ASCA, |ncorporated.
To answer Professor Apostolakis' first question
regarding the control |aws, the key paraneters in the
control logic are the ones highlighted inside the
green brackets.

CHAI R APOSTOLAKI S:  kay, on the left.
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MR YAU. On the left. That's right.

CHAI R APOSTCOLAKIS: So am | to understand

there i s a deci sion tabl e behind each of these synbol s

t here?

MR. YAU. Right.

CHAI R APOSTOLAKI S:  And then you did what?
How did you develop these? | nmean, you solved the

equati ons?

MR. YAU. Basically, | — in the contro
lawtranslated into a software sub-routine, | supplied
a range of inputs for the sub-routine, and then from
the outputs, |ook at the outputs and then build the
decision tables from the relationship between the
i nputs and the outputs.

CHAI R APOSTOLAKIS:  And time conmes into
this? | mean, the decision table, again, is a static
representation.

MR. YAU. Not necessarily. Decision table
can be a dynam c representation in the sense that you
supply the inputs at a tinme step before, and then you
get the outputs a tinme step later.

CHAIR APCSTOLAKIS: And that's tine
i ndependent? You see what |'msaying? No, it can't
be.

VR. ALDEM R: It could be tine
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i ndependent, if the system —-

CHAI R APOSTOLAKI S: Coul d be, but —-

MR ALDEM R |If the systemis autononous,
yes. If it is not, then they create another decision
tabl e, basically.

CHAI R APOSTOLAKI S:  And what's the tine
step here, M ke?

MR. YAU. Right nowin the nodel that we
are putting, it's assumed we are running — the
decision tables were built based on tine step of 10
cl ock cycl es.

MR ALDEM R In this exanple, the system
is not autononmous because the decay — the heat
generation rate is an exclusive function of tinme, so
the decision tables will have to be built as a
function of tine.

CHAI R APOSTOLAKI S:  Have they been built
that way? | nean, that's an inmportant point. | mean

MR ALDEM R Yes.

CHAI R APOSTOLAKI S:  They have.

MR ALDEM R  Well, Mchael will help ne
out, but this —-

MR. YAU. Well, actually the decay heat

part is really part of the input to the software.
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It's the conpensated power, and we — in the input
used to generate the decision table, we sanple a range
of the input power from zero percent to 100 percent,
so you have the representation, if the power is in
this range, we've got these set of outputs. [If the
power is in a different range —-

VR. ALDEM R They are basically
converting to the aut ononobus systemin this situation.

CHAI R APOCSTOLAKI S: Ckay.

MR. ALDEM R So the decision table wll
be static. But you can do it dynamcally, so it's
just a mtter of depending upon how the system
representation is.

MR. ARNDT: The real point here is the
| evel of detail you need in the nodel, be it this
nodel or any other, is dependent upon the anmpunt of
the features of the system that you need to capture
for it to be an appropriately representative nodel
So, for exanple, when we tal ked about the aspects of
the nodel, the watchdog tiner, if the nmain conputer
has a fault, it'll shift to the backup conputer.
That's a time sequence. There's issues associ ated
with the characteristics of the system so the anount
of timng you have and the anmount of detail you have

is based on the anbunt — the feature of the system
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you want to capture.

CHAI R APOCSTCOLAKI S:  Yes, but at the sane
time, if by capturing those features you cone up with
a met hodol ogy that is conpletely unmanageabl e —-

MR. ARNDT: Well, that's the point of
doing the study, to see whether or not you can do
t hat .

CHAIR APOSTOLAKIS: So this was
manageabl e, M chael ?

MR. YAU. For this sinplified benchmark
system it is. But let's say if you have a nore
conplicated software nodule that nodels a comon
filter, I don't think you can do a practical decision
table that way. | think you have to rely on sone
clever nethod of dividing the input space into
different contexts, and then rely on testing to build
t he decision table.

CHAI R APOSTOLAKIS: | see. There's a way
around.

MR. YAU. There's a way around, yes, sir.

CHAI R APOCSTOLAKI S:  Ckay. Let's go on.

MR. ALDEM R  Since you are here, why
don't you step through these.

MR. YAU. So, basically, fromthe DFM

nodel that was constructed to represent the feedwater
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control system and the steam generator, we could
anal yze this nodel for different top events. The two
top events of interest are the steamgenerator at a
high level, and the steam generator at a |ow | evel.
These top events were defined as a conjunction of the
state of the knocks represented by the DFM nodel, and
the top event that this third bullet corresponds tois
the high level top event.

The level was discretized into five
states, two, one, zero, nhegative one, and negative
two; two being the highest, and negative two being t he
| onest. What this top event says is that | want to
find out what are the prine inplicants that could | ead
nme to the highest level at tinme zero, while passing
t hrough I evel one at tine T minus 1, and starting from
the normal level at T mnus 2. Gven that the ELP and
the CZL variables are zero, that neans you don't
accunulate a lot of errors inside the PID control
logic. There are not a lot of integral errors in the
control logic, so you're basically starting froma
very nom nal state, and then sonmehow progress to the
high level. And then the DFM nodel was anal yzed
deductively for two tine steps for that top event, and
the 11 prine inplicants were identified.

CHAI R APOSTOLAKIS: So this is now for
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what tine, time zero? The 11 prinme inplicants at
whi ch tinme?

MR YAU. At time mnus two. We were
backtracking two time steps, so our top event occurs
at tinme zero. But we find out things that happen
before —-

CHAI R APOSTOLAKI S:  You go back two tines,
yes.

MR. YAU. R ght. Before.

CHAI R APOSTOLAKIS:  So 11 prine inplicants
for time zero.

MR. YAU. Right.

CHAI R APOSTOLAKI S:  Ri ght.

MR YAU. And then —-

CHAI R APOSTOLAKI S:  And did you guys find
this 44 second --

MR. YAU. No. Actually — the fact is
that these prine inplicants, they don't tell you
exactly okay, this thing happens at 44 seconds. It
just gives you the initial condition, and one of those
initial conditions corresponds to the 44 second case.
Let's say we focus on prine inplicant nunber 5, it
says the |l evel was normal at tinme T minus 2, the | evel
error is nomnal, the conpensated |evel is nom nal.

But then at that nonent, the feed flowis greater than
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the steamfl ow, and then your bypass fl owval ve fail ed
stuck. And that's the condition at 44 seconds,
because at that nonment feed flowis greater than steam
flow, and if your bypass flow val ve got stuck, then
the feed flow steamflow m smatch will |ead you to a
high level. That's basically what the prime inplicant
tells you. It doesn't tell you that you have to | ook
specifically at 44 seconds, but you have to | ook for
cases where the steamfl ow and the feed fl ow m smat ch
and then you can have a stuck position.

CHAI R APOSTOLAKIS: Now you report the
probability here of 2.5 ten to the m nus 4, not there,
in the report.

MR YAU. W renoved those, because
basically those nunbers were assunmed nunbers, and we
subsequently renoved those.

CHAI R APOSTCOLAKIS: Al right. | was
trying to find out why they're in the —

MR. ALDEM R No, we renoved those

nunbers.

MEMBER BONACA: Forget it now.

MR. YAU. Those nunbers are basically used
to illustrate how you could go fromthe prine —

CHAI R APOSTOLAKI S:  (Ckay. Let's say you

want to quantify this, again, prime inplicant five,
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level is normal at T minus 2. That's one, right. |
nean that's — yes, really normal is one.

MR. YAU. | think you could get those
nunbers fromthe operational profile. The |level may
be —-

CHAIR APCSTOLAKIS: A very high
probability of -—-

MR. YAU. Yes, that's right.

CHAIR APOSTOLAKIS: Level error is
nomi nal

MR. YAU. It cones fromthe operational
profile in the software. Basically, you accumul ated
a very small error, and you can easily correct this.

CHAI R APCSTOLAKI S:  You can have a
probability for that?

MR. YAU. | don't know how to generate
that, at the nonent.

CHAI R APOSTOLAKI S:  Ahh, okay.
Conmpensated level is nomnal. Tunc, you want to say
somet hi ng?

MR ALDEM R These are initia
condi tions, basically.

CHAI R APOSTCOLAKIS: Al of these are
initial — yes, but —-

MR. ALDEM R: Blue are initial conditions.
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CHAI R APOSTOLAKI S: Wiy are they initial?

MR. ALDEM R. Because you have third order
system you need three initial conditions.

CHAI R APOCSTOLAKIS: If it goes back two
steps. GCkay, fine. But still — okay, so these are
— feed flow greater than steamflow. That's red,
right? So that's not an initial condition. So how
woul d you get that probability?

MR. YAU. W don't have an answer ri ght
now, but | would venture to specul ate that you would
try to quantify it by looking at the operational
profile and see how the steam fl ow and feed fl ow
profile under this initial condition.

CHAI R APOSTOLAKI S: So we do have sone
i ssue here howto get those probabilities, so the main
value of this is the qualitative —

MR YAU. Qualitative at the nonent.
That's right.

CHAI R APOSTOLAKI S:  What it takes, what
kind of states it takes to lead to the undesirable
event .

MR. YAU. Right. As Professor Apostol akis
poi nted out earlier, fromthis qualitative analysis,
you mght want to really fix these kind of issues

before even you try to quantify them You may want to
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have some check --

CHAI R APOSTOLAKI S:  And then you have the
same problemlike everybody el se.

MR. YAU. That's right.

CHAI R APOSTOLAKI S:  The only thing you can
do is just assune sone rates. |f other people can do
it, you can do it.

MR. ALDEM R Again, they had such — how
you would get the nunber, operational profile, you
need sone input data, like in any other initial event

CHAI R APOSTOLAKI S: Wl l, what do you nean
by "operational profile"?

MR. ALDEM R How many times have you
observed this kind of event.

CHAI R APCSTOLAKIS: At T m nus 2, zero.

MR ALDEM R No, no. No, no.

CHAI R APCSTOLAKI S:  Ch, cone on

MR. ALDEM R How many times have you
observed feedwater being - what is it - feed flow
being larger than steam flow? The mnus 2 is not
rel evant here. It's just the probable distribution
that's rel evant.

CHAI R APOSTOLAKIS: | don't know. We'll

have to think about that. That's certainly an input
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to it.
MR, ALDEM R But, | nean, you would

definitely need i nputs. Again, the dynam c anal ysis,

i ke any other — even with normal event tree efforts,
you would still need to observe or know how system
wi |l behave as a function of tine —-

CHAI R APOSTOLAKI S: | understand that, and

| think right now, | think that the greatest val ue of
what you guys are doing is qualitative. That's ny

view. And the jury is out whether the quantitative

information is realistic and practical. That's ny
view. Two guys nod, two refuses to — that's fine.
That's fine.

MR ALDEM R If | start responding, this
is going to get into a nore philosophical node. |In
any ki nd of engineering field, we do the best we can.

CHAI R APCSTOLAKIS: Oh, don't —- yes,
okay. Let's go on.

MR. ALDEM R | nean, we cannot say wait,
we don't have anyt hing.

CHAI R APOCSTOLAKI' S: | under st and.

MR ALDEM R Okay. Should I go through
t hese fast, or are we —-

MR. YAU. Actually, | could just skip

t hrough themreally quickly.
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MR ALDEM R Well, you might as well say

a few words.

CHAI R APOCSTOLAKI' S:  Let me understand this
T equals zero. So this is the actual start of the
transient, the zero, or is it your zero?

MR YAU. M zero. |It's not the start of
the transient.

CHAI R APOSTOLAKIS: It could be any tine,
actual ly.

MR. YAU. Right.

CHAI R APOSTOLAKI S: Ckay.

MR. YAU. Basically, what I'msaying is
that my top even tine is this zero.

CHAI R APOSTOLAKI S: | understand. Wy did
you choose to go back only two tinme steps, and not
t hree?

MR. YAU. Because in the sinplified nodel,
| know that the | evel could go fromzeroto two in two
time steps, so that's the m ni mumnunber of tine steps
required to get there.

CHAI R APOSTOLAKIS: | see. So there's
some | ogi c.

MR. YAU. Right.

CHAI R APOCSTOLAKI S:  Ckay. That's good.

MR ALDEM R  Should | --
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CHAI R APOSTOLAKI S:  Yes, let's skip now

Renenber, you have to finish at 12:00.

MR. ALDEM R: | know. It's going to be
hard. Well, | wll just then try to go through the
Mar kov net hodol ogy fairly fast. But before we start,
this is, again, a way to predict the system
reliability, soit's a predictive nodel. And what we
are using earlier was a kind of an inductive nodel to
figure out what kind of inputs, what kind of faults
we' re supposed to be injecting, so these things are
totally disassoci ated, except that the former nodel
the one that is used for fault injection, helps to
feed data into this nodel or DFM

CHAI R APOSTOLAKI S:  The di scussi on we just
had, with DFM M ke produced the prinme inplicants,
which are qualitative insights into the systemw t hout
using any quantitative information. Can the Markov

nodel produce qualitativeresults without failurerate

nunmber s?

MR ALDEMR 1'Il show you. 1'Il show
you in a little while. It does. This is a recent
devel opnment, incidentally; developed as part of

anot her project. So in the Markov net hodol ogy, we —-
CHAI R APCSTOLAKIS:  Why do you call it

Mar kov?
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MR. ALDEM R: Because it's a Markov nodel .

| nean, the main — we discussed this with other
menber of ASCA, and the main difference between two
nmet hodol ogies is, in the decision tables they assune
zero one, we assume non-zero values, as well, non-
zero/ non-one, we're in-between, as well. That's the
only difference.

CHAI R APOCSTOLAKIS: But the problem —
what | don't understand is this. 1In the Markov
nodel, you start with a Markov diagram which you

build. Correct? The states.

MR. ALDEM R  Yes. But the sane states go
into DFM too. They have to —-

CHAI R APOSTCLAKI'S:  Well, in there is the
truth tabl es?

MR ALDEM R Well, you need to have sone
certain states of the systemso that you can figure
out what possible — to construct your decision
tabl es, you need —-

CHAI R APOCSTOLAKIS:  Well, | really think
you need a closing chapter with sone of these things.

MR ALDEM R As | said, we will do
conparisons. Now it is going to be difficult to
rel ate one to one, because then the report is goingto

beconme unnanageabl e, because if you | ook at the
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report, we don't have too nmuch on DFM because it's
al ready been out there. There's one NUREG al ready
publ i shed on it, 64.65.

CHAI R APOSTOLAKI S: Sure, sure, sure. But
some conparison, | think, would be useful on the basic
stuff. Yes, you see the experienced guy. Say yes.

MR ALDEM R Ckay. Yes.

CHAIR  APOSTOLAKIS: But we are
experienced, too. W'Il hold you to it.

MR. ALDEM R Ckay.

CHAI R APOSTCLAKI'S:  You know, at this tine
maybe going to details like cell-to-cell and all that
probably doesn't serve nuch of a purpose, so if you
can give us the flavor of the approach, because you'l
never finish, otherw se.

MR ALDEM R Right. Gkay. Let ne then
gi ve you the flavor of the approach, what | just said
earlier. I'll skip through these probabilities. So
this is going to be something — sorry, go ahead.

CHAI R APOSTOLAKI S: The equations, the
control laws, how do you use themin the Markov nodel ?

MR ALDEMR As | said, the only
di stinction between us - | nean not us - between
Mar kov met hodol ogy and DFM is how we construct the

decision tables. In our approach, in the DFM
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net hodol ogy, we use to one-to-one mappi ng, and correct
me if I"'mwong, Mke - one-to-one nmapping, so it's
al ways zero or one. You still partition the process
variables into ranges, and then you take one point
from one end table, try to see where it wll go
foll owi ng the systemequations in a given specified

time.

DFM uses one way, not because it's not
capable of using nore than one, it's just that the
nodel becones unnanageable. So in the Markov
approach, the same phil osophy, except using nore than
one point to start fromeach partition to map into
each partition, to other partitions. So when the
decision tables of DFM are zeroes and ones, Markov
produces decision tables which may have val ues in-
between. So that's the exanple that | was going —-
this is kind of showi ng you how t he mappi ng schene i s
done. This is our representation of the transitions
bet ween each conponent state, between conponent
states. These go as inputs into the Markov nodel .
This is how you would construct these transition
probabilities from process variable —-

CHAI R APOCSTOLAKI S:  Your cell-to-cell —-

MR. ALDEM R Cell-to-cell napping, that's

correct. This is the kind of decision table —-

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

123
CHAI R APOSTOLAKI S: Go back one. I

remenber in the report you say sonewhere that sone of
t hese factors can be obtained froml ook-up tables, or
aml| - |1 don't renmenber correctly?

MR. ALDEM R It depends on the conplexity
of the system |If the system — the equations
descri bing the systemdynani cs is a conveni ent way of
— well, one way of systemnodeling. You nay actually
use | ook-up tables if you have experinental data on
system performance. Say that the system perfornmance
is not that conplicated, and you have — let's say you
know that if | amin this interval, | will be in that
ot her interval based on experinmental data, based on
observati on, based on expert judgnent, if you want to.

CHAI R APCSTOLAKI S: Ot herwi se, you produce

it?

MR ALDEM R O herw se, you can produce
them through the — | nean, you just need a system
nodel, whether it be qualitative, quantitative,
doesn' t really matter, i ntegral, differenti al

equation, as long as you can map one tine step to the
other time step, and both methodol ogi es do the sane
t hi ng, both DFM and Markov do the sane thing.

CHAI R APOCSTOLAKIS:  All right. Let's go

on.
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MR ALDEM R This is the kind of decision

tabl e that you will build, and fromwhat | understand,
DFM does pretty rmuch the sane thing. The differences
you see are here. These are not all zeroes and ones.
There are probabilities associated wth these
transitions. And it's not because DFM cannot do it,
it's just that the nodel becones very conplicated.

They choose usually not to do it.

CHAI R APCSTOLAKI S:  This is the kind of
thing that would be nice to explain a little bit in
the report. | really think it would go a | ong way —-

MR ALDEM R The simlarities, we —-

CHAI R APCSTOLAKIS: Simlarity, why you
have .33 and they don't. | mean, it's not a big deal.

MR ALDEM R Sure, sure. No, there's no
problemw th that, no.

CHAI R APCSTOLAKI'S: W thin half an hour,
can't you —-

MR. ALDEM R No, no, no. Actually, as I
said, we are planning to do —-

CHAI R APOSTOLAKI S:  No, refer to that you
cannot do it, or what? It cannot be done?

MR ALDEM R No, we will doit. W were
planning to do it, as | said, after the — we are

waiting for the reviewer's coments to cone in. \Wen
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we are revising the report, we wll conpare these
net hodol ogies and try to resolve as nmany differences
as possi bl e.

CHAI R APOSTOLAKI S: The question in ny
mnd is, and | know you've answered a few tines but
it's not clear, probably because |I don't understand
this. It seenms to ne that the DFM guys can produce
gualitative results that are useful w thout resorting
to any probabilities or transition rates, and you
can't. Now you say that you can, so that's sonething
that | would like to see.

MR. ALDEM R You can see these — you can
regard each of these squares as a pl acehol der, non-
zeroes as placeholders. You can regard them if you
want to nmake your life sinple, we can regard them as
ones, any tinme you have a non-zero probability, and

that tells you howwe can do that qualitatively. This

is the —

CHAI R APOSTOLAKI S:  Arabi c.

MR ALDEM R Well, hopefully these are
all going to be Meccanite. Incidentally, what we are

doi ng here —-
MR HCKEL: |It's Geek, CGeorge. It's
G eek.

CHAI R APOSTCLAKI S: If it |ooked Geek to
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nme it would be okay.

MR ALDEMR It's too small, and the
resolution isn't that good, but these are | anbdas and
nmus, which is Geek, yes. So eventually, the reason
why we called it Markov is because of this, and this
is a Markov process, and this has the properties of
Markov. But as you will see in a little while, we can
take this nodel, irrespective of the nunbers we
produce, and we can generate dynam c —-

CHAI R APOSTCLAKI'S:  That's what | want to
under st and.

MR, ALDEM R Sure. kay.

CHAI R APOSTCLAKI'S:  Now the | ast one that
has a word that is very popular, "inportance".

MR ALDEM R This is inmportance defined
after Lanmbert, but it is not one of the popul ar
i nportance, but it's Lanbert.

CHAI R APCSTOLAKIS: Wio is that? |s that

MR. ALDEM R Yes. This is fromthe paper
published in 1989, so it's old. W don't use it any
nore, but --

CHAI R APOSTOLAKI S:  Thesi s.

MR. ALDEM R  Pardon ne?

CHAI R APCSTCLAKI S:  That was his Ph.D.
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t hesi s.

MR ALDEM R No, no, no, no. Lanbert was
al ready working at that. Lawence Livernore, | think.

CHAI R APOSTOLAKI S:  Because it's typica
of students, he published the paper ten years |ater,
except for M ke here.

MR ALDEM R  This is, again, integration
process. How do we do that? DFM I had al ready shown.
Now coming to the point that interests you nore, what
we do is that we take the transition matrix, and we
convert it into a dynam c event tree.

CHAI R APOCSTOLAKI'S:  Who did that, the
DETs?

MR- ALDEM R  The Markov nodel, the
transition matrix that —-

CHAI R APOCSTOLAKI S: | nean, who introduced
the tern? | renenber sonebody.

MR. ALDEM R. Dynam c event tree?

CHAI R APOSTOLAKIS:  Yes. Was it you?

MR ALDEMR W did. | don't want to
t ake undue credit, because I'mnot too sure if it is
Amandel a and t he associ ates, or us, but sonebody — we
wll use —

CHAI R APOSTCLAKI S:  But Nat han Soo had

somet hi ng el se.
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MR. ALDEM R Yes.

CHAI R APOCSTOLAKI S:  What did he call it?
DETM

MR ALDEM R Wll, DETMis — again, the
word "dynamic" is there. Dynam c Event sonething - |
forgot what the T stood for.

CHAI R APOCSTOLAKI'S:  So the time has cone
for all these things to becone useful?

MR ALDEM R | would like to take this
opportunity to point out to the foresight of Professor
Apost ol aki s —-

CHAI R APOSTOLAKI S: When was the work trip
you organi zed —-

MR, ALDEM R 1992. Maybe it's not the
proper place, but | would Iike to acknow edge
Prof essor Apostol akis' foresight. |If he had not
supported these activities through the Reliability
Engi neering and System Safety, none of this stuff
would be here today. It would be very hard to
publish. | renenber | spent about a year to publish
nmy first paper.

CHAI R APCSTOLAKIS: Flattery, but let's
keep goi ng now.

MR ALDEM R No, | really am serious

about it. It's not a flattery, but | am serious about
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this. Anyway, this is the — we take the decision
tree - sorry, transition matrix - represent it in a
data structure of this sort, which corresponds to a
dynam c event tree |like you saw. This is showi ng you
t he actual data structure. This is on the left. It's
showi ng how the event tree is going to | ook like from
this data structure. Zeroes or Gs stand for
operational nodes, Xs failed nodes, plus nmeans high,
and | think — no, plus neans on and then X neans of f.
So these are — the synbols here are showi ng the state
of the conponents, and how the system evol ves. And
this is overflow, overflow.

"1l skip through these. These are the
al gorithnms that actually generate the trees.

CHAI R APOSTOLAKIS:  Yes. Let's go to the
real thing.

MR ALDEM R Well, this is how the event
tree | ooks like, basically, on the left.

CHAI R APOCSTOLAKIS:  That's it. | believe
you. No, what I'msaying is there is no doubt that
you have done your homework here. Take us to what
really matters. So your -—-

MR. ALDEM R. Once we produce the event
trees - that we have done, pretty nuch - then the

guestion is how you take this, and then we have the
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i nput structure that is conpatible with SAPH RE

CHAI R APOSTOLAKI'S:  And we still have that
probl em how far to go, but as you said earlier, nmaybe
it's —-

MR. ALDEM R  There is another —-

CHAI R APCSTOLAKIS: O sonething el se
happens.

MR. ALDEM R  There are two issues here.
One of themis, are we matching what is already in the
fault tree through choice of initial condition,
duration of the scenario, and so forth. That is one
i ssue that can be resolved. The other part, how do we
process after we i nput this tine dependent i nformation
into the overall PRA, how do we process it, because
ri ght now none of these techniques will see the tine
dependence, including SAPHH RE, won't see the tine —-

they will imediately, the nonment you start

constructing fault trees, all that tineinformationis
lost. So we found a trick, so to speak, to process
this, and DFMis doing the same thing. W are tine
st anpi ng the events.

CHAI R APOSTOLAKI S:  Why did you think it
necessary to give us a history of SAPH RE, but it was
| RRAS.

MR. ALDEM R.  Conpl et eness.
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CHAI R APCSTOLAKI S: But |'m curious,

several nodules were witten to conplinent IRRAS. Is
t hat correct?

MR ALDEM R No, not conplinment. That's
a msspelling. Conplenent with an E, not I. This is
—- at the beginning of the talk I said, we are using
t he graphical input node for DFMto il lustrate how DFM
results can be incorporated into SAPH RE. This is how
we can — we are using the Markov nodel to illustrate,
still qualitatively only, no nunbers - how we can use
the textual node of input to incorporate the event
tree into SAPHHRE. And this is the actual file, this
is actual SAPH RE input. This is the event tree on
the left in detail.

CHAI R APOSTOLAKI S: So, Steve, you said
earlier that, if | wunderstand correctly, SAPH RE
experts at ldaho will get involved at sone point?

MR ARNDT: O course, since this is
research, if this proves to be practical and useful,
we wll transitionthis to the people at Idaho. W're
al ready working with Curtis and ot her peopl e.

CHAI R APOCSTOLAKI S:  But nmaybe on the way
of deciding whether it's practical, you should bring
themin a little bit and have them | ook at this.

MR. ARNDT: Ch, absolutely. Absolutely.
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And part of Tunc's teami ncl udes people who work with
Curtis on internships, and other things, as well as -
"1l take a 20-second digression. Because this is a
both technically challenging and inportant issue,
we' re doi ng extensive peer reviews of this work, and
Curtis, as it turns out, is one of the peer reviewers
of this work, so we're keeping the SAPH RE people in
the loop in a nunber of different ways.

CHAI R APOCSTOLAKI S: Ckay.

MR. ALDEM R.  SAPHI RE peopl e know exactly
what's going on. In fact, sone of the algorithns that
were devel oped were devel oped within the scope of
anot her project. But the reason | wanted to show this
slide is to address the practicality issue. Suppose
I"'ma utility and I don't want to get involved with
t hese fancy nethodol ogies, howcan | do it? Well,
this is one way.

W are also trying to generate the Markov
nodel — how should | say - mechani ze t he Mar kov nodel
for generation procedure. DFMis already fail user
friendly, so once you generate the event trees, the
rest here - this is exactly how we would enter them
froma practical viewpoint. So it's not specul ation,
you can actually do it.

What conmes out of the SAPH RE is a fault
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tree structure like this. Now these tinme events,
these events will have time information in them It
is conceivable that that tinme information is
i nconsi stent, because SAPH RE has no i dea what' s goi ng
on except just |ooking at these. Each tine stanped
event is another separate event, so you will need to
process the outcone to renove the inconsistencies.
And we do the same thing with DFM This is exactly
st ep-by-step instructions as to how you would do, a
practitioner with SAPH RE woul d be doing this, and we
have done it. | have two students right now working
with Curtis on these issues in |Idaho.

So, again, | just indicated the steps to
show that it is doable. | have another 20 m nutes,
maybe. Any questions on the nethodol ogi es? Can
just — okay.

CHAI R APOCSTOLAKIS: | think we raised them
as we went al ong.

MR. ALDEM R Now the benchmark, when
Steve Arndt was tal ki ng about the benchmark probl em
he enphasi zed certain features of it, and sone tinme
ago, about a half a year ago we published a paper in
PSA "05 as to what requirenments a benchmark nodel
shoul d have that it is representative of the digital

technology as it exists today, and as it relates to
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nucl ear reactors. And it's a fairly busy slide. [|I'm
not going to go through every item but two distinct,
two main itens are that we classify systens as | oosely
controlled coupled systens, and tightly controlled
coupl ed syst ens.

Loosely control | ed coupl ed systens are t he
ones where the failure events may be statistically
dependent due to the process, as | showed earlier, how
the — through the dynamics, or it can be through
direct wire connections, or comuni cati on networ ki ng.
So we defined a nunber of properties that the
benchmar k systemshoul d have to test the effectiveness
of the methodology that is going to be used for
digital systemeval uations. And the benchmark probl em
satisfied nost of the requirenents. It is also a
practical system It is representative of the
f eedwat er control systens you' ve been operating PWRs.

Some of the requirenents that are |ess
rel evant to systens used i n nucl ear reactor protection
systens are not represented by the benchnmark system
and as Steve Arndt pointed those out, networking, for
exanple, shared external resources. And two
parti cul ar chal | engi ng feature of the benchmark system
are that we have sone of the fault tolerance

capabi lities requires consideration of systemhistory,
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whichis particularly challengingissueinreliability
nodeling. And as | said, systemfailure node nmay
depend on the exact timng of failure nodes.

How do we neet the nodeling requirenents
that we have listed in NUREG 69. 01, and again, |' mnot
going to go through these, this graph. So just to
show how t hey nmeet them first of all, requirenent one
- neither nmethodol ogy, it basically says that it
shoul d not be based on purely operating experience.
I n other words, you observe certain failures, you
build a failure nodel that only duplicates those, but
cannot really look into the future. You identify
failures nodes, the only failure nodes that you have
for the systemare the ones that you observe for the
overall system system configurations that lead to

failure.

CHAI R APOSTOLAKI S:  But you should be able

to go to actual occurrences and convi nce —-
MR ALDEM R That's right.
CHAI R APOSTOLAKI S:  —- vyourself that you
coul d have found them
MR. ALDEM R  That's why | quoted the —
showed the artifact generation. W have actually —-
we do have an artifact which we can predict it's

going to occur. And it did happen in real |life, not
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for the exact sanme system of course, but it shows the
potential of the methodology that it can. So both
nmet hodol ogi es can account for all the features of the
benchmark system This is requirenent two. Both
nmet hodol ogi es make valid and pl ausi bl e assunpti ons.

CHAI R APOSTOLAKI'S:  That's where | need to
be convi nced.

MR ALDEM R Wll, okay. That's why I
gave a little exanple here, a little footnote. For
exanple, I'Il read this - "For exanpl e, the assunption
that the process dynanics can be represented through
a Markov transition matri x or a decision table of DFM
have been validated through previous work, |ots of
publications on this."

CHAI R APCSTOLAKI S:  Have been, what did
you say, validated? Ww.

MR ALDEM R Wl |, depends on how you
define the word "validated". Denonstrated, better
maybe. "Simlarly, normal operation of the benchmark
system and its assuned failure nodes were based on
operating PWRs, as well as other digital |INC systens
encountered in practice. Both nethodol ogi es can
account for all the features of the benchmark system
so the valid and pl ausi bl e assunpti ons —-

CHAI R APOSTOLAKIS: | really think I need
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to see solid argunents of the validation of the | anbda
J. | really do.

MR ALDEM R You're referring to the —

CHAI R APOCSTOLAKI S:  Transiti ons.

MR ALDEM R  Transitions.

CHAI R APOSTOLAKI S:  Ckay. Let's go on.

MR. ALDEM R Bot h met hodol ogi es can
guantitatively represent dependenci es between failure
events accurately. And, again, assum ng that the data
are correct, the nodel i ng procedure is doing that, and
t hese are other types of failures that the nodels can
account for, intermttent versus functional. Both
nmet hodol ogies yield information that is usable by,
let's say, a conventional methodol ogy.

CHAIR APOSTOLAKIS: So your prine

i mplicants or cut sets have been conpared to M ke's —-

MR ALDEM R That's what | said we are
trying to do.

CHAI R APOSTOLAKIS: Ch, you're trying to
do. kay.

MR. ALDEM R That is sonething that we
should be —- we can do this qualitatively. Well, we
tried to resolve the —-

CHAI R APOSTOLAKIS:  No, I'mnot talking
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about the nunbers. |1'mtalking about here is what
t hey found.

MR ALDEM R Right.

CHAIR  APOSTOLAKIS: Eleven prine
inplicants that M ke nentioned. Here is what we
found, and if we look at them they're alnost the
sane.

MR ALDEM R Right. Wll, we'll do that

We'll do that.

CHAI R APOCSTOLAKI S: Ckay.

MR ALDEM R Ckay. Also, they yield
enough i nformation, or they nodel the systemin such
sufficient detail and conpletion that the non-digital
| C system portions of the scenario can be properly
anal yzed, and so we are not just concentrated on
software issues, and that relates to the question
raised earlier. Well, this is what we woul d observe
in the analog systems, as well. True, but the
conbi nati on nmay produce new results.

CHAI R APOSTOLAKI S: So you guys are taking
now for granted that we are looking at the system
centric approach, right? This is what you're doing,
you're |l ooking at the systemitself, and the software
is just enbedded in it.

MR ALDEM R That's exactly right.
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That's the philosophy we have adopted in the
begi nning. And, again, as Steve —-

CHAI R APOSTOLAKI S: But for actuation
systens, that nay not be what you want to do.

MR ALDEM R Right. But this is
sonmet hing that, again, how are we going to inplenent

CHAI R APOCSTOLAKI' S: | under st and.

MR ALDEM R This is a future issue, but
maybe in a kind of hierarchical fashion, use the
classical first, then use DFM then you go to nmaybe
nore detailed Markov, or mybe put DFM in the
probability node.

CHAI R APOSTOLAKIS:  Are there any plans to
| ook at very sinple actuation systens?

MR ALDEM R Yes, | think they do. The
second benchmark here we tal k about those.

CHAI R APOCSTOLAKI S: Ckay.

MR. ALDEM R. Now, challenges. They have
substantially steeper |earning curves and nore | abor
intensive than conventional event tree/fault tree
nmet hodol ogy, but they can be all evi ated by devel opi ng
user-friendly tools. And this is also in the further
future plans, not near future.

The other challenge, this has come up

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

140

during this neeting through and through, is that the
failure data wused by either nethodology for
guantification not necessarily «credible to a
significant portion of technical conmunity. However,
as has also been pointed out, there are efforts to
remedy this. And al so, both nethodol ogi es can be used
in a purely qualitative node to obtain information
about the inportant failure nodes of the system even

t he nunbers are not rel evant.

And, again, another requirenment that we
would like to have is that the nethodol ogies don't
require highly time dependent, continuous plant state
i nformati on, and t hese net hodol ogi es do. Dependi ng on
what system we're tal king about, if the physics are
there, if the process is conplicated, there will be no
way around it. Oherwi se, you are not representing
your system \W've got to do this. [If, on the other
hand, the systemis sinple actuation system you don't
need fancy dynam cs and fancy met hodol ogi es, or a | ot
of states.

W haven't even addressed in this problem
the comunication issues, for exanple, in these
digital systens, for exanple, which may require a
| arge nunber of states. But if they don't, sinple

actuation systenms, maybe even the conventi onal mnethod
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woul d work well. So in that respect, the hierarchica
approach coul d probably be better, use the standard
fault tree/event tree approach. You want to check
your results, go to the DFM nmaybe, and then either
nor mal node, probabilistic node, or maybe go to a nore
refined nodel. So these are, again, specul ations as
to howwe can practically i npl ement and val i dat e t hese
net hodol ogi es agai nst each other. So, in other words,
kind of — | don't know if validation is the right
word, or verification, but basically, to make sure
that the results that we are getting make sense.

And | think I'Il just sunmmarize and | eave
it to Steve to talk about future work. So we have
basically specified a digital INC systemthat can be
used to evaluate nethodologies proposed for the
reliability nodeling of digital INC systens using a
conmon set of hardware/software/firmvare states. The
benchmar k systemspeci ficationincludes procedures for
system conponent failure node identification and
failure data acquisition. By failure node
identification, | mean we are doing an FMEA, and
that's in the report, as well.

W have used an exanple initiating event
to illustrate how these nethodol ogies, the dynamc

fl ow graph met hodol ogy and Mar kov net hodol ogy can be

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

142

used for the reliability nodeling of digital |INC
systens. W chose these net hodol ogi es because t hey
were identified as the nore prom sing net hodol ogi es by
NUREG 69.01. And both net hodol ogi es can be used to
obtain qualitative, as well as quantitative
reliability information for digital systens.

W have di scussed t he possi bl e chal | enges
wi t h t he met hodol ogi es, nobst of which can be resol ved.
And, finally, and maybe very inportantly, sone
properties of the benchmark systemconsidered in this
first, that it may not apply to all reactor protection
and control systens. So if for digital |INC systens
whi ch nmay have | ess conplex interaction between the
failure events, the conventional event tree/fault tree
approach may be adequate for the reliability nodeling
of the system

CHAI R APOSTOLAKIS: At the workshop in
August, are you planning to present this to the
i ndustry?

MR. ARNDT: Let me answer your question,
thentalk alittle bit about this issue. The workshop
in August is primarily going to be discussing what
needs to be, and what is appropriate for a regulatory
guide in this area. Obviously, this idea of a graded

approach to the kind of nodeling that is necessary is
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one inportant part of that. |It's not the only
important part, but is one inportant part of that.
And the phil osophy, based on what we've |earned so
far, will be discussed. | don't know if that answers
your question exactly or not.

CHAIR APOSTOLAKI S:  How woul d the
st akehol der s under st and better what you guys are doi ng
here? You will give a draft of the NUREG out? No.

MR. ARNDT: Not at that point. W're
going to go through a process to both explain our
i deas, starting with the presentation this afternoon
and in the discussion in August, and then finally, the
draft Reg Guide that we sent out for public comment.
At the same tine, get input in terns of both what they
consider to be practicable, as well as whether or not
they have significant technical problems with our
approach. So we'll lay out what we think is necessary
in terms of acceptance criteria and nodeling detail,
and all the other issues that we tal ked about, as well
as a structure and strategy for what the Reg Guide
woul d | ook Iike.

CHAI R APCSTOLAKI S:  Wien in August is
t his?

MR. ARNDT: W haven't defined the date,

but we'll probably define that in the next week or so.
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CHAI R APOCSTOLAKI S: Ckay.

MR. ARNDT: Ckay. In terms of the
nodel ing effort, the next steps, and we've talked
about sone of these and whether or not they should be
i ncorporated in this docunment we're currently working
on, or wait for the next docunent, we're going to be
finishing the detailed reliability nodeling of the
full benchmark system | ook at all the different prine
inmplicants for all the different scenarios, sane for
t he DFMand t he conventi onal approach. W're going to
do a qualitative conparison of the different nodeling
net hodol ogi es we' ve | ooked at. W're going to do a
gualitative evaluation based on the data fromfield
data, as well as the fault injection experinments.
We're going to incorporate that into the sel ected PRA
and | ook at not only can it be done, but howdifficult
is it in practice, and then we're going to do this
again for a separate benchmark, which |ooks at the
ot her end of the extrene.

The i dea of defining two benchnmarks is to
get as many of the different characteristics as
possible in the two di fferent benchmarks. This is an
important to safety but not safety systemthat is a

control systemthat has a |l ot of dynamic interactions.
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The ot her benchmark, which is not defined yet, but is
the one that's going to be an actuation system wll
be a sinpler systemwth | ess dynam cs, but probably
hi gher redundancy and i ssues |ike that, because it'l
be a RPS, so it'll have different characteristics.
And fromthat information, we hope to be able to nake
judgnments, both in terns of our own nodeling
capability and we wll require in a regulated
appl i cation.

That's what we're going to talk about in
ternms of the dynam c analysis. This afternoon we're
going to talk about sonme of the failure issues,
software failure analysis, software database, and a
little bit of the traditional PRA. And then at the
end of the afternoon, we'll have a short di scussi on of
where we stand in terns of our philosophy right now
for the Reg Guide, and then the i ndustry wants to make
sone oral conments.

CHAI R APOSTOLAKI S:  Any questions fromthe
persons around the table? Menbers of the public,
coments, questions?

MR. ENZINNA: |f you don't m nd.

CHAI R APOSTOLAKIS: | don't mind at all.
MR. ENZINNA: |'m Bob Enzinna. | work at
AREVA in the PRA Departnent. | have sone experience
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creating PRA nodels for large INC systens. One
corment. On your slide 51, you've got a matrix there
that fills the page. And I'mnoting that this exanple
you have is fairly sinple conpared to what we have in
real plants. |If you were to do that nodel on a system
that |1've been working on recently, you'd need a nmuch
bi gger piece of paper. And |I'm concerned about how
this would scale up to a large application, and I
inplore you to test that thoroughly before you put
this out there and recommend its use.

CHAI R APCSTOLAKIS: |s your approach
avail able to the staff?

MR. ENZINNA: We can tal k about that. I
can't make any commtnments for ny conpany w t hout
talking to the people that own the systens, but
certainly, we're open to that.

The second comment |1'd like to nmake, |'m
havi ng troubl e seeing how this dynam c stuff is going
to fit intonmy PRA. N nety percent of what | need to
nodel, | think, in the PRAis the protection system
the stuff that happens post trip. Most of this
dynam ¢ stuff, the dynam c i ssues that you're talking
about seemto be applicable to control systens, like
the main feedwater you're tal king about, stuff that

systens that nostly are out of the picture once the
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reactor trip occurs. Mst PRA practitioners wouldn't
even attenpt to nodel initiating event frequencies
with both in a nodel unless absolutely necessary,
because they're not good predictors. The best
predictor for that is data fromoperating history, and
| woul d propose that a reasonabl e approach for these
systens is to use historical data, use a conservative
value until we got sone operating experience to
guantify those frequencies. | can't see putting a
detailed nodel 1like this in place to estimte
initiating event frequencies. And main feedwater, the
exanpl e you' ve chosen, you know, has sone credit and
some acci dent sequences after trip, but it's not the
primary defense. 1It's a non-safety system The thing
we're relying on the nost in accidents like you're
tal king about are EFWsystem feed and bl eed, things
that are safety assured, and are going to be actuated
by the operator, or by the protection system Thank
you.

CHAI R APOSTOLAKI S:  Thank you. Anybody
el se?

MR. NGUYEN. Yes. W nane is Thuy, and
|"ma | oaned enpl oyee to EPRI fromEDF, Electricity de
France. | have a question. The digital systens, of

course, do fail, and the research program you
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presented ains at nodeling and understanding the
failures, but they also provide, | would say, nice
features that help in making the el ectro nechanica
equi pnent nore reliable. Is this also part of your
nodeling efforts and representing digital systens in
PRA?

MR. ARNDT: Yes. And there's two issues
associated with that. One is actually nodeling
what ever system it is to the level of conplexity
necessary to i nclude the features that are inportant.
For exanple, sonme of the fault tol erant features, the
redundant features and other systens that are
specifically designed to increase the reliability of
t he systens.

The issue there is, of course, data, but
al so to sone extent you trade the | evel of nodeling
conplexity with the amount of credit you want to give
to these systens that are specifically designed to
inmprove the reliability. So froma regul atory
standpoint, we have a bit of a challenge there,
because if we wish to take credit for the very good,
and in nost cases very effective nechani sns that
nodern digital systenms have to increase their
reliability, fault tolerant systens, high quality

conmponent s, redundancy, and things |like that, we al so
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have to find a mechani smby which to validate they're
operating correctly, and that they're being nodel ed
appropriately. So we are aware of that, we want to
i nclude those features in our nodeling, but the
chal l enge is by including those features in our
nodeling, it adds to the conplexity of the nodeling.
So yes, we are aware of those issues, and are | ooking
at that as part of our research.

To go back to the earlier gentleman's
comments, we are aware that there is a | arge nunber of
systens that will probably be able to be nodel ed at a
| ess conplicated | evel than what we're tal king about
here. The point of this work is to understand where
those thresholds are, as well as understand what is
acceptable associated with nodeling of the nore
conpl ex systens. The system we chose right here is
relatively sinple in terns of the size of the system
More conpl i cated systens can be nodul ari zed and deal t
with in that way, if necessary, based on their
conplexity, and what actions they take based on the
process. And |'msure we will have sone nore
di scussi ons about this at the end of the day.

CHAI R APCSTOLAKI S:  Any ot her commrent s?
Ckay. Thank you very much, Steve and Tunc, and

M chael and Carl. W'Ill recess until 1:00.
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(Wher eupon, the proceedi ngs went off the
record at 12:01:37 p.m and went back on the record at
1:06: 09 p.m)

CHAI R APOSTOLAKI S: kay. We're back
Steve, you want to introduce the subject?

MR. ARNDT: Yes. W're now going to have
a series of presentations |led by Todd Hil sneier, who
is working on sone of the data issues, and also the
traditional reliability nodeling nmethods, and sone of
t he fol ks fromBrookhaven Nati onal Laboratory. And at
the conclusion of that part of the discussion, |l
| ead a short di scussion of where we are on devel opnent
of regulatory guidance. Wth that short introduce,
|"mgoing to turn it over to Todd.

MR. H LSMEI ER:  Thank you, Steve. M/ nane
is Todd Hilsnmeier from Ofice of Nuclear Regul atory
Research, and Division of Assessnent of Special
Project. And today, Louis Chu from Brookhaven
Nat i onal Laboratory, Gerardo Martinez fromBrookhaven,
and nyself will be presenting devel opment of a
probabilistic approach for nodeling failures of
digital systems using traditional PRA nethods.

The presentation outline will include a
background i nformation revi ew of the project plan that

we presented | ast year at the ACRS Subconmmittee

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

151

Meeting, then provide the status of the project, then
we'll go into the nmeat of the presentation, which
Louis Chu from Brookhaven National Lab w Il discuss
devel opnment of the failure paranmeter database for
hardware, and GCerardo Martinez and Louis Chu w ||
reviewthe software failure events i nduced by software
faul ts.

Regar di ng background i nformati on, NRC has
a very conprehensive digital systemresearch plan, and
part of that plan is to devel op probabilistic failure
nodel s for digital systens that can be integrated into
PRAs using dynanmic and traditional PRA nethods, as
Steve Arndt pointed out earlier in the day. And the
digital system PRA project, which is a project that
we're working on, uses traditional PRA nethods to
devel op probabilistic failure nodel for digital
systens. And this chart was presented earlier today
by Steve Arndt, and it shows the NRC s digital system
risk program And as you see, NRC is devel opi ng
dynam ¢ nethods and traditional nethods, and both
nmet hods feed into the devel opnent of the regul atory
gui dance.

And t hough we' re worki ng on these net hods
in parallel, we're also working together to devel op

t he net hods t hrough exchange of information, through
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peer review of each other's products, and through
neetings to make sure that we're on schedule and
neeti ng each other's needs.

Matter of fact, Bill Kenper and Steve
Arndt, they're, in ny eyes, are our custoner. And
because this project is very challenging, it's al
about team work. And tonorrow we have a technica
neeting between the dynamic group and traditional
nmet hods group to di scuss future steps of the project.
And then on Thursday, the dynamics group and
traditional group will be going to NASA to discuss
exchange of digital system data between the
or gani zati ons.

CHAI R APOSTOLAKI S: Wi ch NASA are you
Vi siting?

MR. H LSMEI ER. The headquarters with Dr.
Dezfuli and M ke Stamatel at os.

CHAI R APOCSTOLAKI S: St amat el at os.

MR. H LSMEIER. Yes. Thank you.

CHAI R APOSTOLAKI S: An easy nane.

MR HILSMEIER. So we're |ooking forward
to that neeting. This should be useful for both
proj ects.

The objective of the digital system PRA

project is to devel op probabilistic failure nodel for
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digital systems using traditional PRA nethods. And
al so, the objective is to provide input into the reg
gui dance on PRA nodeling of digital systens.

This slide shows a high | evel sunmmary of
the research plan using traditional PRA nethods to
devel op probabilistic failure nodel for digital
systens. And the detailed research plan, as |
nmentioned earlier, was presented at ACRS Subconmittee
neeting |ast year, and tasks one and two involves
seei ng how ot her industries nodel and nmanage digital
systemreliability. And this task was conpl eted and
presented at | ast year's ACRS Subcomm ttee neeting.

Task three involves docunentation of our
results of our work, and that's ongoing. And task
four involves developing a failure node effect
anal ysi s, and dependency analysis for digita
feedwat er control system which is our case study.

CHAI R APOCSTOLAKI S:  Why not a fault tree
anal ysi s?

MR HI LSMEI ER.  Excuse ne?

CHAI R APOCSTOLAKI S:  That was proposed in
the md-80s, right, to use fault tree analysis to
identify failure nodes? Everybody keeps sayi ng FMEA,
and |' mwondering why they |eave fault trees out.

MR H LSMEIER We will be doing the fault
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trees during the devel opnent of the hardware and
software. The purpose of the FMEA is to learn and
understand the digital system

CHAI R APCSTOLAKI S:  Well, fault tree —-

MR. HI LSMEI ER  Right.

MR. MARTINEZ-GURIDI : Well, in ny mnd,
al so what happens, when you build a fault tree, you
al ready know what failure nodes of the system are
there, and so you use the fault tree to conmbine them
to reach the top event. But before you build the
fault tree, you need t o know how each conponent fails,
and what is going to be the inpact on the system So
| see FMEA as a prelimnary step to the fault tree.

CHAI R APCSTOLAKI S: But you don't say
fault tree at all.

MR HLSVEIER But the fault tree is
actually a —

CHAI R APOCSTOLAKI S: Put FMEA, fault trees,
all these things help you understand the system

MR H LSMEIER Correct. Then task five,
six, and seven involves developing a probabilistic
failure nodel for the hardware of the system wth
task five involving devel opnment of the failure rate
dat abase for hardware. And Louis Chu will be

di scussing this task in detail. And then task six and
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seven involves developing and quantifying the
probabi listic failure nodel for hardware using a fault
tree analysis. And tasks eight and nine involve
devel oping and quantifying a probabilistic failure
nodel for software, realizing that software i s system
centric. Wth task 8A, reviewing systemfailure
experience i nduced by software faults, which Gerardo
Martinez and Louis Chu will be presenting in detai
today. And task 8A is conpleted, but is currently
being evaluated by NRC. The dynam cs group is
eval uating our work along with nmyself. And the rest
of tasks eight and nine involve devel opnment of the
software reliability nodel, including answering
guestions, are software failure rates nmeani ngful, and
devel oping a linkage between software and hardware,
and quantifying the nodel.

Once we establish the |inkage between
software and hardware in task ten, we'll conbine the
two nodels. Then in task eleven, integrate the
digital system probabilistic failure nodel into the
PRA. And the next presentation will be discussing
task five.

CHAI R APCSTOLAKIS: Is the EPRI report
you're referring to the one we discussed at the | ast

neet i ng?
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MR H LSVMEIER  Yes, it was.

CHAIR APOSTOLAKIS: You are stil
devel opi ng a position?

MR, HI LSMEI ER°  No.

CHAI R APOSTOLAKIS:  It's a year now.

MR HLSMEIER Right. W're not still
devel opi ng a position, but this plan shows everyt hing

that we've done. W no longer are studying this

gui de.
CHAI R APOSTOLAKI S:  Ch, you're not.
MR, HI LSMEI ER  No.
CHAIR APOSTOLAKIS:  So you have a
posi tion.

MR. HILSMEIER. Well, we have a position
as far as howit's useful to us in the devel opnment of
the traditional PRA nethod.

CHAI R APOSTOLAKIS: Are you expected to
send the formal opinion to EPRI?

MR H LSMEIER: Steve woul d have to answer
t hat .

MR. ARNDT: The EPRI report was subnitted
for our review, and | don't want to go into the gory
details, but it was determ ned we would not reviewit
formally for SER at that tine, from an agency

standpoint. The task he's referring to is |earning
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from what was proposed in that nethodology. At a
future tinme they may resubmit it, and we may deci de to
wite an SER against it. W looked at it from how we
can use it to help develop the traditional nodel

CHAI R APOSTOLAKIS:  So the first one — we
have two reports from BNL.

MR. H LSMEIER  Correct.

CHAI R APCSTOLAKI S:  Wiich one are you
presenting first?

MR HILSMEIER The first one would be
devel opnent of the failure paraneter database.

CHAI R APOSTCLAKI'S: Neither one has a
title,.

MR HI LSMEI ER:  Excuse ne?

CHAI R APOSTOLAKI S:  Col I ection of Failure
Data, or a Review of Software |Induced Fail ures?

MR. HILSMEIER  Collection of Failure
Dat a.

CHAI R APOCSTOLAKI S: Ckay.

MR. H LSMEIER: And the objective of this
report is to develop failure paraneter database for
di gi tal hardware based on currently avail abl e data for
guantifying digital systemreliability nodels. And
t he approach analysis will be presented by Louis Chu

from Brookhaven Nati onal Lab.
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MR CHU |'mpresenting our work,
devel oping hardware failure database for digital
systens hardware. The outline will include our
obj ectives, reviewof avail abl e failure rate database,
some coments on hardware reliability protection
nmet hods, and then |I'I1 tal k about use of hierarchical
Bayesi an anal ysis to come up with generic esti mates of
conmponent failure rates, sone conclusions, what we've
done and sone proposed additional data collection.

The objective of this task is to devel op
a generic failure paraneter database of digital
conmponents based on currently available data in
support of developing reliability nodels, such as
fault trees, Markov nodels of digital systens.

CHAIR APCSTOLAKIS: So what failure
paranmeters are you tal king about?

MR. CHU. Conponent failure rates.
Har dwar e conponent failure rates.

CHAI R APOSTOLAKIS: O the conputer you
nmean? Hardware —-

MR. CHU  Yes, like mcroprocessors,
nmenori es.

CHAI R APOCSTOLAKI S:  Ckay. All right.

MR. CHU. kay. The approach we use is

revi ew of avail abl e net hods and dat abase, and t hen we
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came up to the understanding there's not too nmuch out
there, and we tried to do what we can with the
avai |l abl e data, and we performed this anal ysis using
data extracted out of PRI SM

This viewgraph sumari zes the review of
failure rate databases. The existing nuclear
dat abases do not contain digital component failure
rates. For exanple, |EEE standard, SPAR dat abase, the
T-book, the ZEBD, the Swedish database, they don't
contain digital conmponent failure rates.

CHAI R APOSTOLAKI S: What is the definition
of a database? | mean, the |EEE standard is really
t he judgnment of the people they polled, and this is
gualified to be called a database? | nean, you could
say it's a general term but when | hear database, |
usually have in m nd sonmething that has real data in
it.

MR CHU Yes. Wat we have in mind is
somet hing that was estinated based on real data.

CHAI R APOCSTOLAKI'S: So | EEE standard
woul dn't qualify.

MR. CHU. | thought sone of that would —

| mean, they don't have digital conponents, but I
t hought sone of that was based on actual data.

CHAI R APOSTOLAKIS: It's really expert
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opi nion. Now the expert opinion may have been —-

MR CHU. Based on sone kind of data.

CHAI R APCSTOLAKI S: May have incl uded
experience with actual failures. And SPAR, SPAR is
out kid. Rght? W're trying to help them Anyway,
| mean, |'mnitpicking now AP600, what do these guys
say?

MR CHU. It has sonme high level, | would
say crude nodel of digital systens, and it contains
some, you know, | call it scatter data. |If you |ook
into their database, they probably have sone esti mat ed
failure rate of a mcroprocessor, or mybe a
particular circuit board. And if you | ook nore
carefully, youtry totrace howthe failure rates were
estimated. Typically, you found it's based on say
West i nghouse proprietary data. And it's scattered in
the sense that it doesn't cover all the conponents
that you can think of in adigital system And if you
| ook at papers, you can see Ssone —- SOME papers
col l ect sone data in a particul ar study, the estinated
failure rate of a programmable | ogic controller. But
then our attenpt is try to come up with sonething
generic such that when you do a study, if you collect
speci fic conponent failure rates of the systemyou are

studyi ng, you can possibly use that data to update
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this generic failure rate.

CHAI R APOCSTOLAKIS: Is it correct to say
that of all these databases you have there, it's
really the LER database that gives you real data?

MR. CHU. LER and EPI X gi ves you nucl ear

dat a.

CHAlI R APOSTOLAKI S: EPI X doesn't have nuch

on digital INC. Right?

MR CHU. Well, even LER, you know, it's
required, you're required to have LER It has sone
reporting criteria, you have to violate tech spec, or
you — therefore, <certain failure my not get
reported. And another difficulty with use of LER is
that often you see sone failure, but then you don't
know how many of the sanme conponents are bei ng used at
a plant, and how | ong they' ve been operating.

CHAI R APCSTOLAKIS: But they are real
dat a.

MR CHU Right. And while | call the
hardware reliability prediction nmethod that is the
mlitary handbook to Tel cordia and PRI SM supposedly
t hey devel oped their nodel based on actual data, too.
But then they came up with enpirical fornula that you
just apply. In case of PRISM | know, because we

| ooked into the raw data and we extracted t he raw dat a
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to do our —-

CHAI R APOSTOLAKI S: What does PRI SM st and
for? Do you renenber?

MR. CHU. M understanding is it's not an
abbreviation of anything. [It's just a name they
chose.

MR. MARTINEZ-GURIDI: PRISMis a system
t hat was devel oped by the Reliability Anal ysis Center,
and PRISM is actually software that contains the
dat abase devel oped by this organi zati on, that you can
guery to get the information.

CHAI R APOSTCLAKIS:  And this center is
mlitary?

MR. MARTINEZ-GURIDI: No, it's a conpany.

CHAI R APOCSTOLAKI S:  Oh.

MR. MARTINEZ-GURIDI: They are mainly
funded by Departnment of Defense.

MR CHU  So —-

CHAI R APOSTOLAKI S: SI NTEF?

MR. CHU. SINTEF is an organi zation. |
have its nanme. Let nme see.

CHAI R APCSTOLAKI'S:  Yes, | know. It's a
Nor wegi an conpany, but where did they get their data
fronf

MR CHU. W haven't |looked into it yet.
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It just cane to us. They came up with a data handbook
dated 2006, | believe, so that's another source of
information to ook into. And the claimis that they
have data to support the Markov nodel described in the
| EC st andard.

A few things on reliability prediction
nmet hod. They incl ude Handbook 217, Tel cordia and
PRISM The problemw th this method is that they
attenpt to capture nmany causes variability explicitly,
and such attenpt is too anbitious. That is, they
i ntroduce all kinds of high factors to adjust the base
failure rates, and they use enpirical fornmula. M
speculation is that sonme of the factors, high factor
they estinated based on actual data, but then they
extrapol at e.

CHAI R APOSTOLAKI S: Do you know what ki nd
of review these things get?

MR CHU. | know there's a Professor York
Mal edon, provide quite critical —-

CHAI R APOSTOLAKI S:  Just a professor?

MR CHU Yes. He had witten severa
papers criticizing the accuracy of this type of
nmet hod.

CHAI R APOCSTOLAKIS:  So really, they have

not been reviewed —-
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MR CHU. And he's only looking at it at
the level of the results. And | think what needs to
be scrutinized is how those factors were derived.

CHAI R APCSTOLAKI S:  Oh, sure.

MR CHU. In principle, they have sone
ki nd of internal document that's not available to us.
But in general, you could say we could ask for those
bases studies that came up with it.

CHAI R APOSTOLAKI' S:  They're probably |ike
the pro forma shaping factors in a reliability
anal ysis. You do what you Iike.

MR. CHU. Chances are, say inh one case
they cane up with an estimate, you know, mlitary
equivalent is a factor three better than comerci al
one. And three nay be used whenever you need you have
a situation, but how accurate is. This is ny
specul ation. Also, it's kind of based on what | know
about the current data that they have. 1'mgoing to
show you in a later viewgraph. So use of enpirica
formula is not that accurate.

But on the other hand, | guess thereisn't
much ot her nethod out there, or data out there. They
essentially add the failure rates of conponents to get
a failure rate of a circuit board. And when it cones

to redundancy, then you have to nodel separately. So
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they calculate the failure rate of a circuit board,
and treating it as a series system a systemconsists
of conmponents in series. And then if you have two
circuit board, two redundant circuit board, then you
have t o nodel separate using sonething like fault tree
or Markov nodel. So one issue is the accuracy of the
enpirical formula. And certainly, they didn't | ook
into the uncertainty associated with it. At one
poi nt, | asked what about uncertainty? They just said
there's so many uncertainties, they cannot account for
it.

CHAI R APOSTOLAKIS:  So | arge that we don't
care about it. Right? So you actually talked to
peopl e who are responsi ble for these databases. You
just didn't —-

MR CHU | went to a training session on
the PRI SM software, and used that opportunity to ask
some questions.

CHAI R APOSTOLAKI S:  Very good.

MR CHU. In looking at those reliability
predi ction nmethods, you know, they are software tools
that inplement the method. They only help you to
estimate conmponent failure rates, but they don't give
you raw data. PRISMis an exception. It turns out in

t hi s database, they included the raw data in the form
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of a nunber of failures, nunber of hours. So we

extracted this kind of raw data and used it in our
analysis. The problemwith it is there's very |arge
variation in the data that is fromdifferent sources,
you get very different estinmates.

Thi s vi ewgr aph shows t he data we extract ed
for one component. | think this is the data for
random access nmenory, and the table shows - the first
colum 1is quality, typical, it's comercial or
mlitary. Environnent GB nmeans ground-based, and GV
nmeans ground-nobile. And next two colunmms are the raw
data, the nunber of failures, the number of hours.
And the last colum shows a point estinmate.
Basically, for those sources that have failure, | just
do a sinple division. In this case, 12 failures in
this anount of tinme, and you get some point estimate.
I f you | ook at this last colum, you can see the point
estimate varies fromprobably .1 to 10 to the m nus 3.
There's a |l ot of -—-

CHAI R APOCSTOLAKIS: A mllion hours.

MR CHU:  Yes.

MR. H CKEL: You've got to add a six on to
those. | just have a sinple question. And you're
obviously trying to collect data on electronic

conmponents, but the thing that is probably nost needed
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by the Agency is the ability to extrapolate that to
sonmet hing that mght appear in a digital INC system
To be able to know you can nmake that extrapol ation,
don't you also have to know that the nobde in which
t hat equi pnent was used, the way it was
environnmentally qualified, and run in a power plant
environnment with tech specs and daily shift checks and
all that sort of stuff. How do you know that data
from | don't know, NASA | aunch facility i s equival ent
to a control systemin a power plant? How do you nake
t hat equation?

MR CHU This is why we use the
hi erarchi cal Bayesian analysis, that is in this
nmet hod, we account for the variability fromdifferent
conditions, different source, |like those factors that
affect the failure rates.

MR H CKEL: Right.

MR CHU. The factors could be the
quality, could be the operating environnent, and this
popul ation variability distribution captures such
variability. And then when you do a specific study,
you rmay obtain sone failure data. Then you further do
a Bayesian updating to specialize the failure rates.

CHAI R APOCSTOLAKI'S:  You will tal k about

that at sone point?
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MR. HI CKEL: Because |I'mjust betting that

sonmebody from NEI is going to conme in and say well,
that's very interesting, but that data doesn't reflect
anything we're using. |I'mjust trying to understand
how specific this is to a nuclear power plant |NC
system

CHAI R APOSTOLAKI'S:  You will tell us how
to do that later?

MR. CHU. Later we have sone suggestions
to do additional data work.

CHAI R APOSTOLAKIS:  No, no, no, the
Bayesian hierarchical thing, you're going to talk
about that?

MR CHU. OCh, yes. | have two viewgraphs
expl ai ni ng that.

CHAI R APOSTOLAKI S:  Ckay. So let's take
one entry here, take the first one, nunber of failures
- 12, 633 mllion hours?

MR CHU. Yes, mllion hours.

CHAI R APCSTCLAKIS: M Ilion hours. So
this was conmercial, and this is a particul ar system
so this is the experience of some organization? You
didn't collect each one.

MR CHU. W didn't. Wen we asked about

t he source of the data, the kind of information we got
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was sonething like this source of data is warranty
repair data from the manufacturer. You don't know
what the manufacturer is, just a few words

descri ption.

CHAI R APCSTOLAKI S:  No, but who recorded
the 12 failures in 633 mllion hours?

MR. CHU. Manufacturer —-

CHAI R APOSTOLAKI S:  Ch, the manufacturer.

MR. CHU. — of that particular conponent.

CHAI R APOSTOLAKI S:  And the manufacturers
are different in the different —-

MR CHU. It's not identified; therefore,
| don't know. It could well be different
manuf act urers.

CHAI R APOSTOLAKIS:  So the variability we
see in the last columm, is this variability due to
di fferent manuf act urers, due to di fferent
envi ronnment s?

MR CHU  Yes.

CHAI R APOSTOLAKI S:  Yes, both?

MR. CHU. Everyt hing.

CHAI R APOCSTOLAKI S:  Both. Oh.

MR. CHU. Yes. And, of course, you can
argue nmaybe you should treat comrercial equipnment

separate frommlitary, but if you |l ook at the data —-
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CHAI R APCSTOLAKI S:  The commerci al - no,
they' re al nost the sane, aren't they?

MR CHU. It's hard to tell them apart.
That's another thing. By just |looking at this data,
it's hard to say that mlitary equi pnent are better.
Therefore — and i f you group themseparately, you nmay
not have enough data to do the analysis. And
supposedly, this is the kind of data that PRISMor the
Reliability Analysis Center used in comng up with
their —-

CHAI R APOSTOLAKIS: Did they have this for
all the conponents of interest to us?

MR CHU. W extracted all the data that
we were able — that's in the PRI SM dat abase.

CHAI R APCSTOLAKIS:  No, but | mean, you
were able to find information like this for all the
conponents we're interested in?

MR CHU |'mnot sure, but there were
some 30 conponents as defined in the PRISMtool. They
have raw data, so we just extract all of them W
haven't tried to develop our nodel of the digital
system so when we do that, we'll know. But these
conmponents tend to be at a |ower |evel, as you wll

see. That's kind of what we hope to do, at |east do
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it once, and try to do a detail ed anal ysi s, understand
the design, and learn fromit. And then see how we
can possibly — the nethod can be sinplified, the
nodel can be sinplified.

CHAI R APOSTOLAKI S:  Now what if, let's say
again the first row, | ook at —- we don't know how many
conponents you have. Right? W just know the tota
nunmber of hours.

MR. CHU. Right.

CHAI R APOSTOLAKIS: Is it possible that
the 12'" failure was due to a design error, and that
error was not present in the other 11, of course, not
also in the ones that operated successfully. So why
then — | nean, just because we have nunber of hours
and nunber of failures, why are we junping into a
failure rate? How do you know that there is a rate?
Maybe one or two of them had a design error and they
failed i mediately. Do you know that all these 12
were conponents that operated for a certain period,
and then fail ed?

MR CHU. No, we don't have that
i nformation.

CHAI R APOCSTOLAKI S:  You don't know.

MR CHU. Al we have is what's in these

two col ums.
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CHAI R APCSTOLAKIS: Ckay. So then I'm
argui ng that you're maki ng a pretty seri ous assunpti on
there, that there is such a thing as a failure rate,
because sonme of them may have had a design flaw and
they failed right away. It was not a nmatter of
failure due to random causes, | anbda, usually | anbda.
| think these failure rates are so preval ent here, and
very few people are questioning whether they're
appropriate. So if you don't know what kinds of
failures these are, then it seens to ne getting a
failure rate is probably not such a great idea.

MR CHU. Well, we just don't have that
information. Let ne explain a little bit nore.

CHAI R APOSTOLAKI S: | understand that you
don't have it.

MR- CHU  The total nunber of hours
actually is the sum over certain reporting periods,
different years, so we added them up

CHAI R APOSTOLAKI S: Sure.

MR CHU. So thereis alittle nore
detail, information —-

CHAIR APOCSTOLAKIS: Well, let's take
punps, okay? And | start with 10 punps in ny test.
| start them two of themfail right away. They don't

work at all, and the other ten fail at sone i ntervals.
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Is it reasonable to take the total nunber of failures
and total nunber of hours they operated, and divide
themand get the failurerate? |Is that representative
of what happened? No, because two of them never
wor ked.

MR. H LSMEI ER Wbul d that be kind of just
failed to start, for the two that never started?

CHAI R APOSTOLAKIS: That's right. And
maybe they had a design fl aw

MR. HI LSMEI ER  Right.

CHAI R APOCSTCLAKI'S:  So here, | don't know
why we're junping imediately to the principle of
failure rate. W don't know. Fine, we don't know,
but we are adding nore information here which is not
based on what the database is telling us. And the
reason |'m saying that is because you, yourselves,
later will tell us 36 percent of the errors were due
to some requirenents problem

MR CHU. Those are software failures.
These are hardware failures.

CHAIR APOSTOLAKIS: Yes, these are
har dwar e

MR H LSMEIER: One of the limtations of
this data is it's not failure node specific, so we

kind of had — which you're going to need for fault
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trees.

CHAI R APOSTOLAKIS: Al I'msaying is that
nost people would ook at this table and think it's
natural to go to the last colum, and |I'm not saying
that it's natural to do that, because you don't know
howthey failed. You don't have to assune the failure
rate exists automatically. | nmean, if there was a
design flaw, there was a design flaw. And strictly
speaki ng, they should be accounted for in their
unavailability calculation. W just don't know. If
it was a failure rate, and this would be a point
esti mat e.

MR. HI LSMEIER. That's a good comrent.
We'll look into that.

MR, H CKEL: Got to have the pedigree to
know how to do the cal cul ation.

CHAI R APCSTOLAKIS: Yes. | nean, just
taking — that's why it's inportant to have a nodel in
your mnd when you do the data investigation. And
here without really saying so, you assune the nodel
t he exponential failure distribution.

MR CHU. I'Il put it this way, that's the
only data we were able to find. And I'mglad —

CHAI R APOSTOLAKI S:  The only data you were

able tofindis inthe first four columms. The fifth
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col um you creat ed.

MR CHU. Rght. [It's just providing an
i ndication of a point estimate. W're not using that
for other purpose.

CHAI R APOCSTCOLAKI S: | understand, but do
you understand what |'m sayi ng?

MR CHU  Yes.

CHAI R APOCSTOLAKI S: Ckay.

MR ELKS: | believe | can add some
clarification. Carl Elks, University of Virginia. |
used the RAC PRI SM dat abase, as well. And when |
tal ked to themabout this table, I was concerned nuch
about the sane issues as |ike where did you get this
data, is infant nortality rate factored into it or is
it not? The answer that | got back fromtheir experts
was the infant nortality rate was factored out, so
this was stuff that occurred later in tine.

CHAI R APCSTOLAKI S:  They actual |y operated
for a —

MR ELKS: Yes. Now that's off-the-record
fromone of their vendors. Ckay.

CHAI R APCSTOLAKI'S: If that's the case,
then the failure rate estimate makes sense.

MR CHU So with that colum, we

performed Bayesian analysis to derive population
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variability curves shown in this figure.

CHAI R APOSTOLAKIS: This is a two-stage
Bayesian, is that what it is?

MR CHU. Yes, but we used what's called
hi erarchi cal Bayesian, and it's said to be a nore
general method. But the underlying nodel is the sane,
the difference - the way | see it is only in solving
t he problem how you nunerically solve the problem
Like the typical two-stage analysis, people just
di scretize distribution.

CHAI R APOSTCOLAKI S:  Yes.

MR. CHU. Hi erarchical Bayesian used Mnte
Carlo simulation in solving it.

CHAI R APOSTOLAKI S:  Yes, al pha and bet a,
t he paraneters of which distribution?

MR CHU O the population variability.

CHAI R APCSTCLAKIS: | mean, have you
assunmed the fornf

MR CHU Yes. W made different
assunptions, such as uni formexponential, |og nornmal

CHAI R APOSTOLAKIS: If it's exponential,
you have only one paranmeter. Right?

MR CHU. Right. No, on the popul ation
variability curve we assune either |og normal or

gamma.
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CHAI R APCSTCLAKI S: Ckay.

MR. CHU. But on these paranmeters —-

CHAI R APOCSTOLAKI' S:  Yes, | understand.

MR CHU. — they are further distributed.
So the underlying nodel is that we have data from
different sources, different plants, or different
manufacturer, and this curve is used to characterize
that variability. Therefore, the data fromdifferent
sources has failure rates that are sanples from
distribution. And with the data fromdifferent
sources, we go through the statistical analysis to
estimate this distribution.

CHAI R APOCSTOLAKI S:  So then the question
then that Dr. Hickel asked earlier, this is the
answer, that you have a broad curve that represents
di fferent manufacturers, different environnents, and
SO0 on. But then there is another assunption there
that the environment and nmanufacturer of your
application in a nuclear plant is part of this
ensenbl e.

MR. CHU. Right.

CHAI R APOCSTCLAKI'S:  Wich is another
assunption, because | don't know if those guys have
Appendi x B. GCkay? O the equivalent, so our

envi ronnent i s probably better controlled, so naybe we
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are on the |l ow side. Maybe.

MR. CHU. Hopefully, if you have sone
data, then you further analyze it.

CHAI R APOCSTOLAKIS:  Ch, yes. You start
wi th hopefully, you could say anything you want. But
this is a good idea, | nmean, trying to get there, and
t hen maybe you can nodify the curve to allow for the
fact that we have all these controls and so on.

MR CHU  Yes.

CHAI R APOCSTOLAKI S:  That's a funny | ooki ng
distribution there, Louis. Alittle nore tilted to
the left and it would be really a strange beast. In
fact, we would be wong if you did it that way.
Al nmost vertical there, isn't it? Is it freehand or -
can't be because it's snooth.

MR CHU. | don't renenber how we cane up
with this.

CHAI R APOSTOLAKI S:  So what is Mi-17?

MR CHU. M-I, it's just lanbda tinmes T.
This is a notation within the —-

CHAI R APOSTOLAKIS: GCh, T to the m nus
lanbda T. Okay.

MR CHU. Yes, this is just a notation
wi thin the win BUGS, or hierarchical Bayesi an net hod.

This nmethod is kind of advocated in the NRC handbook
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on paraneter estimtion.

CHAI R APOSTOLAKI S: Par aneter estimation,
yes.

MR, CHU. And we used it, and we recogni ze
there's still some problemw th the gui dance here.

CHAI R APOSTOLAKIS:  There's no probl em
with the nethod. The problemis what we just
di scussed. | nean, the assunptions that go behind
this, is ny environnent, are ny conponents part of
this ensenble that | get.

MR CHU  Yes.

CHAI R APCSTOLAKIS: That's really the
f undanment al questi on.

MR CHU  Yes.

CHAI R APOCSTCLAKI'S:  Should | stress the
di stribution on the | owside to account for those, and
if | decide to do that, how am| going to do it so
can defend it. These are the real issues here,
whet her you — | know what this nethod is. It's okay,
theoretically it's okay. Wo are the Brookhaven
Sci ence Associ ates, by the way? You?

MR. CHU. This is the conpany that manages
Br ookhaven Lab.

CHAI R APOCSTOLAKI S: Ckay.

MR CHU. It's formed by people fromthe
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uni versities, and BATEL Lab.

CHAI R APCSTOLAKIS: | thought it was a
group wi t hi n Brookhaven, but it's a hierarchical base.
Right? 1t's higher.

MR CHU. |'ve shown an exanple of the
ki nd of data, and we extracted data for 30 conponents.
And WnBUGS is the software that we used.

CHAI R APOCSTOLAKI S: Who devel oped that?

MR CHU. |I'msorry?

CHAI R APCSTOLAKI S: W nBUGS, who devel oped

MR CHU. | think sone people —

CHAI R APCSTOLAKIS:  On, it's a commercia
—- MR CHU Yes, it's available. You go to
the website, sign up for it and you can download it.
It's some British professor, probably.

CHAI R APOCSTOLAKI S:  Sone who?

MR, CHU. British professor. | have sone
reference. | don't recall the —-

CHAI R APOSTOLAKI S:  He spells bayes with
a |lower a B?

MR, CHU. Okay. It solved the nodel by
perform ng sinmulation. |In our analysis of these data,
we assumed failure rates were either |og normal and

gama di stribution —-
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CHAI R APOSTCLAKI'S:  You nean the failure

rate distributions were log normal, not the failure
rates.

MR CHU. R ght. The distributions, yes.

CHAI R APOSTOLAKIS: And the generic
di stri butions.

MR CHU Yes. And further, the
paraneters of the distribution —

CHAI R APOCSTOLAKIS:  So let's look at the
results. Yes, this is fine, | believe, we believe.

MR CHU. The result is that because the
data is very scattered, so —

CHAI R APOSTOLAKI S:  Don't you have a curve
somewhere? No? (kay.

MR. CHU. Some results, two viewgraphs of
results. The problem appears to be the error factor
is —-

CHAIR APOSTOLAKIS: Wait, wait, wait.
What you are showi ng here is the average curve, isn't
it?

MR CHU  Yes.

CHAI R APOCSTOLAKI S: The average curve, SO
you have average overall val ues of al pha and beta?

MR. CHU. Right.

CHAI R APOSTCLAKIS: And this is the curve
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that you are showi ng us. Ckay.

MR. CHU. Right.

MR HI CKEL: Okay. Can | — this list of
conponents here, this is fromLER PRI SM RAC?

MR CHU PR SM

MR. HI CKEL: PRI SM only.

CHAI R APOSTOLAKI S:  Yes. The kind of data
he showed earlier. So what do we learn fromthis,
Louis? | see sonme error factors that are pretty
significant there, 173.

MR CHU. Just too wide.

CHAI R APOSTCLAKI'S:  On, | don't know t hat
it's too wide. | nmean, maybe that's the reality.
Right? | would say that the four point date is too
narrow. What is the nmessage fromall this?

MR. CHU. There's very large variability
anong different — the sanme type of conmponent from
di fferent manufacturer or different sources.

CHAI R APOSTOLAKIS: But explain the
| argest error factor, | presunme this is not normal,
right?

MR CHU  Yes.

CHAI R APOSTOLAKIS: Is 173, and on the
| eft you say error. \What does that nean?

MR CHU:  No.
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CHAI R APOCSTOLAKI S:  Conponent is error?

MR CHU. No, it should continue to error
detection or error collections.

CHAI R APOCSTOLAKIS:  Ch. Oh.

MR. CHU. That's one conponent. As to the
definition of conponent, there's uncertainty to what
does that nean when it says error
det ections/col | ecti on.

CHAI R APOSTOLAKI S:  |Is that the conponent ?
| don't know.

MR CHU. W tried to get sonme expl anation
to the conponent, but these nanes are strictly
extracted from PRISM and in our report we tried to
gi ve some expl anati on of what the conmponent - what we
t hi nk the conponent —-

CHAI R APOSTOLAKI S: But since you took
that course, is it possible to call sonebody and find
out? | nean, the others seemto be conponents, but
this one | don't know.

MR CHU. Yes, | think it's possible.

Yes. This large variation, if you conpare this to
say what you see in AP600 or in sone PRAs —-

CHAI R APOCSTOLAKIS:  Is that million hours?

MR CHU Yes. Next table is the sane.

| want to back up a little. Let nme see. Like to

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

184

poi nt out one problem wth assumng gama
distribution. This is based on sone recent work by

Hover, Bunere, Cook, sone of the peopl e working on the
PRA project, actually. They look into the two-stage
Bayesi an anal ysis, and they recogni ze t he problemw th

CHAI R APCSTOLAKI S: \Where are these
peopl e?

MR CHU. Let nme see. A few of themare
currently with George Washington University, but |
think they're originally from European countries
wor ki ng on - maybe German or —-

CHAI R APOCSTCOLAKI S:  What's that nane
agai n?

MR CHU.  Hover.

CHAI R APOSTOLAKIS:  Ch, | know him yes.
Ckay.

MR CHU. So for gamma distribution, it
can be shown analytically that the likelihood —

function becones the |ikelihood of a conmon i nci dent
rat e nodel when the paraneters are |l arge. That neans,
the likelihood is not bounded, it goes to — it
doesn't die as al pha beta goes to infinite. And it's
i mproper, and it has no maxi mum and is esoteric of

the maxi numalong a ridge. Basically, is asked when
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you work with this kind of problemthat you truncate,
whenever you use conputer to inplenment it, you
truncate and you |lose information. That would be —-

CHAI R APOCSTOLAKIS:  If | use | og nornal
don't have any problem

MR. CHU. Right.

CHAI R APOCSTOLAKI S: Good.

MR CHU Rght. Kind of I want to make
a remark - we've done this kind of analysis so many
years, and all of a sudden we recognize there's a
problem so there are still things to |learn

CHAI R APOSTOLAKI S: Wl l, the papers by
Hover have been out also for a nunber of years, but
t he question is how many peopl e have read them But
we' re using |l og normal nost of the tine, soit's okay.

MR. CHU. Right.

CHAI R APOCSTOLAKI S: Ahh, concl usi ons.

MR. CHU. We devel oped a process for
estimating generic failure rates.

CHAI R APOSTOLAKI S:  So you are saying then
that the best we can do it to use PRRISM |Is that what
you' re sayi ng?

MR. CHU. That's the only place | guess in
t he raw data

CHAI R APOCSTOLAKIS:  You didn't get
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anyt hing from LER?

MR CHU LER that's the suggested
addi tional work, you try to collect nore information
fromthe plant so that you find out how nany of the
same equi prent are being used at the plants, or how
| ong they' ve been operati ng.

CHAI R APOCSTOLAKI S: Wl |, maybe instead of
expecting to get information fromLERs that will help
you find failure rates, maybe you can get sone i dea as
to how better our conponents are, and then devise a
nmeans of changing the lowtail of the distribution you
have devel oped from PRISMto account for nucl ear
envi ronnents. Maybe that would be a way to go,
because | don't think these people have the sane
quality controls that we have. And probably the | ow
tail of the distribution should be further to the
left. | don't know. | nean, if you disagree, you
di sagree, but | think that's an issue here.

MR. HICKEL: That's a very good i dea.

MR CHU. We did ook into sone kind of
regroupi ng of the data, but | find it hard because
there isn't enough data to do this kind of analysis,
when you do a —-

MR. HI CKEL: You know, | really had a

problem with one of +the <conclusions, and this
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statenent just kind of jogged it into ny nmenory. Your
report on page 21 said that when you searched the LER
dat abase for failures in digital I NCsystenms, you only
got 18 records?

MR. CHU. That was probably for a
particul ar type of conmponent. Maybe we searched for
nm cr oprocessor.

MR H CKEL: Right.

MR CHU | think. That's the case, we
are — |'mpretty sure that that's the case. Again,
LER doesn't necessarily record all the failures.

MR HCKEL: Right. | fully agree. As a
matter of fact, | would say that nost of the plants
that have a device that includes the mcroprocessor
woul d report in the LER the nane of the system not
the fact that it was a microprocessor failure. They
report that such and such system failed, and that
woul d give you a | ow count. But the other thing is,
| saw the word you searched. You nean you did an
el ectroni c search of the LER database?

MR CHU  Yes.

MR. HICKEL: Well, you are aware that on
the NRC LER website, they've got the optical imaging
going back to 1984. | take it you didn't consider

anyt hing that was a paper record that's just been put
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on as a PDF

MR CHU. W did the search of the system
bei ng mai ntai ned by | NEL.

MR H CKEL: Right.

MR CHU. And | think it does go back to
like 1984. That's about right.

MR HICKEL: It does, but you can't
el ectronically search it, so when | saw the word that
you sear ched for m croprocessor, ny i medi ate reacti on
was well, that's interesting. How do you search a PDF
on afile like that? You can't.

MR MARTINEZ-GURIDI: | believe that the
LER search systemcan be searched el ectronically. You

can specify a certain string of characters, and it -

MR. H CKEL: Yes, but many of the records
goi ng back that old, they're i mages, they're pictures.

MR MARTINEZ-GURIDI: Not any nore. |
nmean, that was the case a few years ago, but nowadays,
t hey have the electronic version to 84 where you can
search el ectronically.

MR. HI CKEL: Ckay. Because | was going to
tell you, | personally had done a search of LERs
| ooking for digital systenms, and it happened to be in

an area where | knew the nanes of the plants, | knew
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roughly when they had changed out, and when they did
it. And | worked at CE a long tinme ago, about 20-30
years ago. | searched | ooking for information about
their core protection cal cul ators, and | got about 160
something LERs that all involved that system There
were failures all over the place, different kind of
conmbi nati ons and permnutations of sonething in test,
and a guy upl oaded a new dat a set wi thout know ng t hat
one of the other channels was bypassed. All that
stuff is there. There's MOX failures, there's CPU
failures, all of those, and |I think that that LER
dat abase contains failure experience that's alot nore
rel evant than what you mght find if you' re trying to
find out what the Air Force is doing with a mssile
tracki ng conputer or sonething like that.

The reason is, it has to do a little bit
with pedigree, and | think George tal ked about, we
tal ked about it alittle bit. It's the node that the
equi pnent i's bought , procured, i nstal |l ed,
commi ssioned, tested, operated with tech specs, and
peopl e that have to do certain periodic tests. This
is not comercial electronics like your |aptop at
home. It's a very different variety of stuff, and |
think basically, | think there's alot nore in the LER

data system than you're considering in this
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eval uati on.

MR, CHU. W' ve only done sone kind of
trial search of the LER W knew that we will not
have informati on on how many of the same conponents
are operating, howlong they've been operating, so we
knew we're not going to be able to use it to cone up
with sone estinates, so what we searched LER was | ust
sone trial search, see what we can find. W didn't
try to use that to do any kind of —-

CHAI R APOSTOLAKI'S: Do you plan to do this
ki nd of nore detail ed search?

MR. CHU. That's what we're suggesting to
do. The last viewgraph talk about it, but | recognize
the difficulty. Searching LER is one thing, you have
to sonmehow get information fromthe plant, that kind
of information.

CHAI R APCSTOLAKI'S: The last bullet,
really, |I mean did you agonize on it a |ot before you
put it there? This is a consensus view of the
project, that better data should be collected? Yes,
Louis, go on. Just say yes. Didn't you learn from
Steve? Please identify yourself and speak into the
m cr ophone.

MR. STONE: |'mJeff Stone from

Constellation Energy. | work PRA. Wat | was
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guestioning is you' re focusing on operational failure
rates, per hour failure rates. Are you going to
address how we're going to quantify denmand failure
probabilities in this docunent?

MR CHU. Not in this docunent, because
all we have is those data fromthe PRISMtool. Like
George pointed out, in sonme situations the failure
could be demand type of failure, but we don't have
t hat kind of data.

CHAI R APOSTOLAKI S:  How i nportant do you
think that is?

MR. STONE: | think that's probably much
nore significant than the operational failure
probabilities.

CHAI R APOSTOLAKI S:  He's right.

MR. HI CKEL: The issue is you' ve got sone
spi ke where there's a demand, that you need that
equi pnent to work. And in that period, it had better
be working in that interval, but that's — if he's got
the hourly failure rate, getting that woul dn't be t hat
difficult.

CHAI R APCSTOLAKI S: Wl |, that's sonething
for you guys to consider. | nean, it's okay that you
haven't done it, but it's certainly sonething that

deserves —-
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MR STONE: Well, | nean, there are two

parts to a denmand failure probability. There's a part
that it can fail per hour, or is there some shock
failure probability when it's actually demanded. So
just question that. Thank you.

MR. ELKS: Carl Elks, University of
Virginia. Just one final coment | had. |In ny
experience working with this PRI SMdat abase during the
past coupl e of nonths, |I've done a | ot of Cl RCA design
of these safety critical systens in the past, and the
conmponents that are actually in the PRI SMdat abase are
relatively old. | mean, these are the things that you
woul d see ten years ago in a design, even |onger. |
nmean, if you go back and | ook at that thing where you
see latch counts, conparators and stuff, we don't use
t hose any nore, these FPGAs, and PLDs, and things of
that nature. And | talked with the PRI SM peopl e about
this, and | said when are you going to update your
dat abase so that we get nore contenporary conponents,
and they were going well, as soon as we get the data
in. So | don't know if that was your experience or
not, that trying to kind of look at it fromthe point
of view of actually what's out in the field, and
what's actually in the database, sonetinmes are not

lined up correctly. And that's it.
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MR CHU  Well, | guess Reliability

Anal ysis Center at |east has sonme means of coll ecting
data. We didn't even try, but that's what | kind of
suggest you do in this last viewgraph. Try to collect
data fromthe nmanufacturer of the equi pnent for

nucl ear plants, | listed some of the nanmes that |I'm
aware of. And another thing to do is contact the

pl ants so that we can —

CHAI R APCSTOLAKIS: It seenms to ne that
both coments really you should add to your future
activities. At least think about, these were both
very useful coments.

MR CHU  Yes.

CHAI R APOCSTOLAKI S:  (Okay. That's it?

MR CHU  Yes.

CHAI R APOSTOLAKIS:  Now you have an
interesting sentence here — you want to say
somet hi ng?

MR. NGUYEN. Yes. MW nane is Thuy from
EPRI EDF. |In Europe there had been recently a new
di rective agai nst the use of |ead in soldering, and as
a result, we had seen new fail ure nodes, new hardware
failure nodes that due to the new alloys used to
sol der the el ectronic conmponents. Have you heard of

that? That the industry has called the whiskers
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issue. It's because you have very thin netallic

whi skers growing from the solder of soldering pots
that create short circuits between the legs of the
circuits. And so for us, it's a new kind of hardware
failure. And there also this notion of single event
upsets, which are the fact that now the electronic
circuits are so small, the engraving is so fine that
you can have, for exanple, a stray neutron, a stray
particle that can create a tenporary error in the
circuit, that when you restart the system everything
wor ks correctly.

CHAI R APOCSTOLAKI S:  It's probably a higher
order problem Sone useful input here.

MR. CHU:. Yes, thank you for the input.
W don't have —- we are not manufacturers, and we
don't have easy access to the plants, so these are the
l[imtations, that | suggest that we try to do
somet hi ng.

CHAI R APOSTOLAKI S:  On page 28 you have a
sentence that | found interesting. "Failure node,
specific failure rates are required in the Markov
nodel . However, no such database exists.” Now this
nor ni ng we heard that you can get those. | don't give
up, do I? You say "no such database exists."

MR CHU. Wien | said that, I'mreferring
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to the type of analysis that's done using the gui dance
of | EC standard, where you devel op Markov nodel s, you
tal k about fail safe, fail and safe, safe —-

CHAI R APOCSTOLAKI S: Wl |, that's what we
had this norning, didn't we? There were two states,
fail safe, and fail unsafe?

MR CHU. Right. But how do you estinate
—- CHAI R APCSTOLAKI'S:  And there were
| anmbdas.

MR. CHU. How do you estimate the split,
or how do you estinmate the coverage?

CHAI R APOSTOLAKIS: Yes. That's ny
guestion, too.

MR CHU. Right. That's the difficulty —-

CHAI R APOSTOLAKIS: | really think you
guys ought to talk to each other nore often, because
these are interesting comments coming from the sane
project. And we were told this norning that this wll
happen, so it's fine.

MR, CHU. Yes. | guess tonorrow we'l
have a neeti ng.

CHAIR APOCSTOLAKIS: You will talk
t onor r ow?

MR, CHU: Yes.
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CHAI R APOCSTOLAKI S:  Ckay, Louis. What's

next? | see your nane again. You name is Cerardo?

MR. MARTINEZ-GURIDI: That's right.

CHAI R APOCSTOLAKIS:  It's not Gerardo like
you were introduced. |It's Gerardo, right?

MR. MARTINEZ-GURIDI: That's right. | can
use bot h.

CHAI R APOSTOLAKI S:  Okay. So now we go to
t he second report, Review of Software | nduced Fail ure
Experience. |Is that correct?

MR MARTINEZ-GURIDI : That's correct.

CHAI R APOSTOLAKIS: Very interesting
report, by the way. Now this is here, 30 slides, 31,
geez. You need all of them Gerardo?

MR. MARTINEZ-GURIDI: Yes, we'll go over
it. H, ny nane is Gerardo Martinez. | work for
Brookhaven National Lab. | wll be presenting our
review of software failures in different industries.
The outline of the presentation is to present the
general objectives of the project, our approach to
reach these objectives. W also devel oped a
prelimnary nodel of software failures that we would
like to have feedback fromyou. Then we'll present a
review of the software-related failures at donestic

nucl ear power plants. At that point, Louis Chu wll
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take over to talk about the review of events of
software failures at other industries and foreign
nucl ear plants, the schenme for categorizing software
failures, a detailed description of selected events.
And as you know, a lot of this work was notivated by
some ACRS comments, and we will try to address them
Al so, discuss briefly sone of the nethods avail able
for assessing the reliability of software, and we
concl ude with sone concl usi ons.

The main objectives are to get a better
understanding of software failures, to present an
approach for collecting these kinds of failures, and
totry to address ACRS comments in |ight of insights
doing this in achieving these two objectives.

I n general , our approach was to search the
LER search system

CHAI R APOCSTOLAKI S: By the way, you have
to be alittle careful. Sone of these conments were
not ACRS. They were not in a formal letter fromthe
committee, so when you address the coments, you have
to make the distinction. You understand what |'m
saying? |If there is a letter fromthe commttee,
signed by the chairnman of the comrittee, that's the
ACRS position. |If you have at the end added comrents

by a menber, that's the nmenber's coments. You can't
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call them ACRS comments, because other nenbers nay

di sagr ee.
MR. MARTINEZ-GURIDI: Al right.
CHAI R APOCSTOLAKIS: | know this is newto
you, but the record will have to be careful, | think.
MR. MARTINEZ-GURIDI: Ckay. | suspected

that, but thank you for the clarification.

CHAI R APOCSTOLAKI S: Ckay.

MR MARTINEZ-GURIDI: W also did a search
for events in other industries, and we devel oped the
nodel | nentioned.

CHAIR  APOSTOLAKI S: These ot her
i ndustries, everybody keeps saying we |ook at other
industries and | earned sonmething. Have we ever
| earned anything from any other industry? W never
| earn anyt hi ng.

MR. MARTINEZ-GURIDI : Well, one thing that

CHAI R APCSTOLAKIS:  Is that true? D d you
| earn anyt hi ng besi des they don't know?

MR. ARNDT: W |earned that they have
di fferent approaches.

CHAI R APOSTCOLAKI S:  Yes.

MR. ARNDT: Frequently what we learn is

that they've | ooked at things, and they decided it's
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too hard, and they're going back to sinpler nodels.
Frequently what we've | earned, and we'll talk alittle
bit about this particular study, is that for detailed
nodel s you need detailed analysis. So we've |earned
some new t hings, but nostly we validated things.

MR. MARTINEZ-GURIDI: If | junp ahead of
nyself alittle bit —-

CHAI R APCSTOLAKI S: Pl ease, do.

MR. MARTI NEZ- GURI DI :  Somet hing that we'l|l
learn from looking at failure events at other
industries is that software failures can lead to
real |y catastrophi c outcones.

CHAI R APOSTOLAKIS:  Ch, yes. Sure. But
agai n, you have to be careful about —-

MR MARTINEZ-GURIDI: And the kinds of
failure nodes that happen in other industries are
totally applicable to the nuclear industry, as well,
SO in that sense —-

CHAI R APOSTOLAKI S:  That's a good point,
Gerardo. That's a good point.

MR, MARTI NEZ- GURI DI :  Yes.

CHAI R APCSTOLAKIS: So let's go to the
nmeat of this.

MR. MARTINEZ- GURIDI: Ckay. W devel oped

this prelimnary nodel of software failures to
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under st and better the causes of these failures, and to
understand how they propagate in a conplex system
The mai n obj ectives were to understand these fail ures,
and to establish a basis for eventually devel oping a
nodel to quantitatively assess the probability of
software failure. And at the very top we classify the
causes of internal and external, and | will go into
that a little bit as we nove on

Software failure there can be propagated
to the debate, to the devices controlled by the
software directly, such as the val ves, for exanple, as
it was nentioned this norning, tothe entire systemin
which the software is enbedded, and to the overal
pl ant, or overall conplex system The propagation of
the failure will depend on several factors, such as
t he overall context, the overall state of the plant at
the time of the software failure, and the tol erance to
the software failure of the software, the devices, the
system and the plant.

CHAI R APOSTOLAKI S:  And that's where,
again, | believe the classification we have requested
of applications woul d be very useful. One of the ACRS
comment s has been pl ease devel op a cl assification of
various applications, actuation systens, feedback and

control. Like you have some in passing in your
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report, real tine digital, non-real tinme digital
system conmuni cation failure, so all this stuff that
woul d be nice to have seen. (kay.

MR MARTINEZ-GURIDI: Yes. Wll, to
nmention something about that, that's a task that we
don't currently have at the |l ab, as far as | know. So
| am aware that is something is relevant to our
project, and that —-

CHAI R APOSTOLAKIS: | think it is, because
you're classifying failures. It would be nice for us
to know which particular systens are subjected to
certain kinds of failures.

MR. MARTI NEZ- GURI DI : Absol utely.

CHAI R APOCSTOLAKI S: Ckay.

MR. MARTINEZ-GURIDI: Ckay. Sonething
that | think is also very relevant is that the
potential for dependent failures, combn cause
failures are also very — is a relevant issue for
sof tware-driven systens because the redundant trains
or channels of a system may use the sanme or sinlar
software. |In general, nmany tines they use exactly the
sane software. And, therefore, if that is the case,
then the failure of the software neans that all the
trains in that systemwll fail, failing the entire

system So if these dependent or conmon cause failure
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occurs, then it may cause a failure of all the
devices, or the entire system And this is sonething
t hat has been observed both in the nuclear industry,

as well as in other industries.

This is our overall nodel. Wat we have
at the top is the devel opnent of the software, the
stages in which software is devel oped, starting from
t he system engi neering and nodel i ng task, which you
define what the software i s going to be doing, and how
it'"s goingtointeract with the surroundi ng systemand
the surrounding plant. Then you go to a phase of
requi renents analysis, in which you establish in a
nore formal way what the software is supposed to
acconplish. Then you start in the design phase to
turn those ideas into an architecture of the software.
Then you nove in to generate the actual code. Then
once the code i s generated, of course, these are very
broad steps, and this is sinplified nodel. This is
certainly nore involved. Then there is sonme testing
of the software, and eventually it's brought into
operation and nmi ntenance, and that's —-

CHAI R APOSTOLAKI S:  Qur regul atory revi ew
right nowis really focused on the top five. R ght?

MR. KEMPER: Yes, that's true.

CHAI R APOSTOLAKIS:  And we are trying to
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bring the | ower part back to inform or to expand the
review. Right? W are really focusing a ot on the
five boxes you have up there.

MR. KEMPER As far as process for
licensing reviewand |licensing - oh, yes. Absolutely.
Yes, the top five are the only areas that we can
concentrate for a new application, obviously.

CHAI R APOCSTOLAKI S:  Ri ght.

MR. KEMPER  Because all the rest of it is
subsequent to that.

CHAI R APOSTCOLAKI S:  Yes.

MR. H CKEL: But when the equipnent is in
operation, isn't it true that that box, that next
| onest level, O&M isn't that historically where there
have been nost of the failures related to the
software, and the constants, and all that?

MR. KEMPER: That's been ny experience,
yes.

CHAI R APOSTOLAKI S: But when we're
licensing, we |ook at the top five.

MR. HI CKEL: Yes, but you're all supposed
to be looking in the license at the processes and
controls that are going to be used once they get it in
the field.

CHAI R APOSTOLAKI S: Yes.
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MR. HI CKEL: Because that's where there's

| ess control, in those boxes on the top.
VR. KEMPER. Right. That's a

configuration managenent plan or sonet hi ng al ong t hat

CHAI R APOCSTCOLAKI S: Ckay.

MR. MARTINEZ-GURIDI: So all these stages
are usually known as the software life cycle, and it's
often interesting to know, that you may already be
aware, is that errors made at earlier stages in the
devel opnent are just going to propagate into |ater
st ages, as you know, and conpound with errors that nmay
be made at subsequent stages. And once the software
comes into operation and mai ntenance, there nay be
somre faults there which nay not necessarily be
mani fested, latent faults in the software, and that's
what we call internal faults, or that's what we cal
i nternal causes. These eventually can be triggered
and actually occur into a software failure, which is
t he next box down, the failure of the software, which
woul d include the conmmon cause failure, as | was
nmenti oni ng before.

The failure of the software also can be
due to external causes, which is the box on the right,

whi ch we categorize into four nain types, which would
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be one human error, you know, sonebody who operates
the software in an incorrect way, failure of support
systens, such as the hardware in which it runs, the
power supplies, HVAC or any ot her support systemt hat
the software requires.

CHAI R APCSTOLAKIS: So is it correct to
say that the dynam c nmet hods we' ve heard this norning
deal with the four vertical boxes, failure of software
all the way down to maybe status of the conplex
system but they don't deal with the external causes,
at least in the present case.

MR MARTINEZ-GURIDI: | would like themto
answer .

MR. ARNDT: They don't explicitly dea
with external causes. As related to what the
operational profile is, the likelihood of having a
i nput that is unexpected by design, it does | ook at
that, in terms of —-

CHAI R APCSTOLAKI S:  But not human error.

MR. ARNDT: But not human error or things
l'i ke that.

CHAIR APOCSTOLAKI S: \Whatever, high
hum dity.

MR. ARNDT: Right. That's not explicitly
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MR ALDEM R  Tunc Aldenmir, Ohio State.

We don't deal with external causes in the sense of
human error, cyber security, external events, but
supporting systens, there is interconnection between
the system we are dealing with and the rest of the
system That's what happens when, for exanple, you
hook it up with PRA the whole PRA  So not
intentionally, but partially covered.

CHAI R APCSTOLAKIS: Okay. Very good

Thank you.

MR. MARTINEZ-GURIDI: And then if we could

nove down in this diagram what we tried to depict,
again in a sinplified way, is how a software failure
is going to propagate with the possibility of creating
a mpjor accident. So fromfailure of the software

that you could potentially have, a failure of the
devices controlled by the software, then the failure
of the entire systemcontaining the software, and t hen
t hat coul d propagate to have sone i npact on the pl ant.
And then you coul d have some recovery. O course,

recovery can be applied at any of these stages of
propagation. You can have recovery at the software
| evel, you can have recovery at the device | evel, you
can recovery at the systemlevel, you can recovery at

the plant level. And then if the recovery finally
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fails, then, of course, you nmay have an accident,
ot herwi se will be avoi ded.

Al'l of these propagation will al so depend
on the overall context of the plant, the overall state
of the plant at which this happens. |If the failure of
the software happens to happen when there is sone
unavailability for equipnment, then the propagation
will be nore |likely, or nore severe. And, of course,
these boxes at the bottom is basically operating
envi ronment of the software.

So, to summari ze, we see that the software
- we proposed that the software can be anal yzed in
terms of these two main types of causes, interna
causes resulting fromthe devel opnent of the software,
and the external causes, which is the environnment of
the software. And al so, the propagati on dependi ng on
the overall context. And we al so acknow edge that the
specific context that is relevant for the software is
the so-called error forcing context that has been
proposed as a triggering mechanismfor the failure of
sof t war e.

CHAI R APOSTOLAKIS: | think the dynam c
nmet hods we tal ked about earlier, and the sane, |
think, idea applies. As | tried to explain what

| ambda might nmean, it's really the occurrence of the
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error forcing context, which nmay trigger the
mani festation of a design flaw sonme place, so it's
time-related. Pl ease.

MR MARTINEZ-GURIDI: Okay. Now I will
nove on to the actual review of software failures at
domestic plants. W did this reviewto identify and
gain insights into the nature of these failures in
ternms of characteristics, such as the specific causes
of failures, the associ ated error forcing context, and
to identify any dependent failure, such as conmon
cause failures.

Qur approach was to identify these
failures by using the Iicensee event report search
system W searched for basically the entire period
avai l able, which is from 84 to the end of |ast year.
Al plants, all nodes of operation, and what we did
was to search for the key word "software" in the
abstract of the LER This, of course, leads to
somewhat i nconpl ete set, because it's possible that we
m ssed sonme LERs, but our objective was not to create
a conpl ete database, but just to get a sanple of the
nost significant, hopefully, the nobst significant
events that have happened in the industry.

The search was conplenented with six

addi ti onal events from NUREG CR 67. 34, which is a new
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reg that this was specifically witten to address,
failures in requirenent specification, and they
identify sone additional events. Sone of the ones
identified in that NUREG we already identified with
LER, but there were six additional that we had not
identified. And we were aware of an additional event,
whi ch was an interesting event, that we al so added.

CHAI R APOSTOLAKI S:  So why weren't these
events in the database? | nean, you say you searched
t he LERs.

MR, MARTI NEZ- GURI DI :  Yes.

CHAI R APOSTCLAKI'S:  Yet six events are in
the NUREG report, and also were aware of one. How
cone it's not in the database?

MR. MARTI NEZ- GURI DI :  You mean how cone it
was not identified?

CHAI R APCSTOLAKI S: | nean, the additional
event that you guys were aware of. How conmes it was
not there?

MR MARTINEZ-GURIDI: Well, it was in the
LER search database, but because we only | ooked for
the key word "software" in the asterisk —-

CHAI R APOCSTOLAKI S:  Oh.

MR. MARTINEZ-GURIDI: So it is possible

that there are sone additional LERs that have the
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software — maybe, for exanple, one possibility is
that they didn't use the word software. The people
who wote the LER night have used conputer code
instead of the word "software".

CHAI R APOCSTOLAKI S:  Well, why didn't you
use conputer code as a key word?

MR. MARTINEZ-GURIDI : Well, the problemis
that there are many possi ble words that can be used,
so if we use all those we would end up with a very
|arge nunber of LERs. And we didn't have the
resources to go over those —

CHAI R APOCSTOLAKI'S:  So on the one hand we
conplain we don't have sufficient data, and on the
ot her hand you say — that's okay. Keep going. Now
you tell me when to stop for a break. You deci de what
is alogical place to do this.

MR. MARTINEZ-GURIDI: | think that will be
when | finish this, before Louis takes over.

CHAIR APCSTOLAKIS: Is that within a
reasonabl e anount of tinme? You're tal king about five
m nutes or so?

MR MARTINEZ-GURIDI: | can stop at any
time, of course.

CHAI R APOSTOLAKI S:  You can stop any time?

MR MARTI NEZ-GURI DI :  Yes.
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CHAI R APOSTOLAKIS: Ckay. So it's up to
me, then. kay.

MR MARTINEZ-GURIDI: Okay. Shall
conti nue?

CHAI R APOSTOLAKI S:  Yes, pl ease.

MR. MARTINEZ-GURIDI: So using this
process, each LERthat was identified using the search
was reviewed individually. And those LERs that
actual ly docunented a software failure were selected
in the database, so we ended up with 113 LERs that
docunent ed sone sort of software failure. And these
dat abase we characterize these failure eventsinterns
of basically sone basics, such as the unit that was
i nvol ved and so on, but nore inportantly, we provide
a brief description of the software failure, its main
causes, its consequences, the error forcing context
and whether it was an i ndependent failure.

Sone neans, as we |learned, was that 71
different nuclear units have at |east one event
related to software failure during the period that we
studied, so software failures have occurred in a
significant nunber of units. And as a conclusion, we
see that it's quite likely that any plant that uses
sof t war e supported systens coul d experi ence a software

failure.
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Qut of those 113 LERs, there were 17 that
docunented two units, so the software failure was
applicable not to a single unit, but two units, so
overal |l we found 130 software failures.

Then | searched the last 10 years of the
software failures we identified, whichis conprised of
45 LERs, to try to classify themin terns of what was
the software failure node, and the cause of the
failure. And what we found was that in 69 percent of
t he cases, the software failed with a failure node, it
runs but it generates a run results which are not
necessarily evident.

CHAI R APCSTOLAKIS: So this is the fai

unsaf e node that we were tal ki ng about earlier?

MR. MARTINEZ-GURIDI: | would say this is
certainly —-

CHAI R APOSTOLAKIS: | nean, this is the —-
the guy fromVirginia, Carl. This is one nminus your
cover age.

MR ELKS: Yes, this would have to be
definitely —

CHAI R APOCSTCLAKI'S:  Yes, one mnus the
cover age.

MR. ELKS: You have to put this in the

system Error detection nechanismdidn't —-
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CHAI R APCSTOLAKI S: No, no. You have to

come here. |I'msorry. Repeat everything you said
since this norning.

MR. ELKS: Ckay. (Laughing.) It won't
take long. 1In the context of our definition of
coverage, which we stated this norning, this would be
an uncovered fault. Exactly.

CHAI R APOCSTOLAKI S:  That's a pretty high
nunmber, isn't it?

MR. ELKS: Yes, 31 out of 45 events. W
don't know what the total operational tine that these
t hi ngs, 20, 30, 40 years, maybe hundreds of years of
operational time. Ten years, okay. So it's a fairly
hi gh nunber out of an event, | would say.

MR. MARTI NEZ- GURI DI : Wl l, sonething that
| think is very inportant to take into account is that
t hese failures cover everything, both safety-rel ated
and non-safety-rel ated systens. And possibly nost of
the failures occur —-

CHAI R APOCSTOLAKI S: Wl |, your
classification is inportant.

MR. MARTINEZ-GURIDI: We'Ill be happy to
take it up for you at Brookhaven. M inpression is
that nost of the failures occur in non-safety-rel ated

systens, that may not even have any fault tolerant
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features, may not have coverage at all, or may have a
very |l ow |l evel of coverage.
CHAI R APOCSTOLAKI S:  But, GCerardo, then

woul d expect you to put a couple of sentences to that

effect in the report, because | don't see that
anywhere. And all | see is 31 out of 45, and that's
ki nd of —-

MR. MARTINEZ-GURIDI: In the report it is

nmenti oned that we believe that nost of the failures
are in non-safety-rel ated systens.

CHAI R APOCSTOLAKI S:  But that's sonmewhere
else. It's not where it should be.

MR MARTI NEZ-GURIDI:  You nean —-

CHAI R APOSTOLAKIS: |I'msure in a report
of this size it's sonewhere, but when | ook at the
heart of it, conclusion C 1, you're saying "69 percent
had the failure node runs with wong results that are
not evident", and there you don't say anything el se.
That's pretty scary. You should put these qualifiers
there, because a |lot of people |look at the actual
concl usi ons.

MR. MARTI NEZ- GURI DI : Thank you for your
conment .

CHAI R APOSTOLAKI S:  You are very wel cone.
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MR. MARTI NEZ- GURIDI: Well, another point

is that we think it is maybe a reason for concern to
have software that is running, we run this stuff
sonetimes for pretty long periods of tinme, and just
generating incorrect results.

CHAI R APOSTOLAKIS:  I'msorry. You say
that later. It is later in the report.

MR MARTINEZ-GURIDI : Yes, it is there.

CHAI R APOSTOLAKI S:  Ckay. W're going to
go to the causes of failure, the main cause was
software requi renents analysis with 16 hits, about 36
percent. As you may al ready know, the software fails
to do its function because it was not designed to
performthat function.

Anot her perhaps nore surprising result is
t hat operation and mai ntenance al so had a pretty high
percentage of failures with 27 percent, and these were
events that were — these were probl ens, issues
i ntroduced whil e the software was brought operati onal
into the field, and then sonebody sonmehow nade sone -
perhaps with the best intention did sone upgrade
t hinking that they were going to inprove the system
and it turned out that perhaps they i nproved what they
were trying to inprove, but the software failed for

ot her reason.

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

216

I n many cases we were able toidentify the
error forcing context. However, in sone cases,
perhaps all again due to the fact that systens are
non-safety related, the software didn't really perform
its function fromthe start of its operational |ife.
And it may remain hidden for a long tine, perhaps
several years. And also, what we saw fromthe
operational experience is that the failure may be
di scovered by i ndi rect nmeans, such as sonebody per haps
noticed some problem sonmewhere else, did sone
calculation, and in the process of troubleshooting,
they found out that there was a problem and
eventually traced it down to software.

In a fairly large percentage al so, about
26 percent, there was sone type of dependent failure,
i ncluding common cause failure. And additional 13
LERs potentially al so involve dependent failures. W
are not sure because we couldn't — the LER didn't
have enough information to find out whether that was
actually — 25 positively where there was actually a
dependent failure. So it was clear that the potentia
of software failures to cause dependent failures is
t he nost rated, and that since dependent failures can
be a significant to risk, then software failures al so

have the potential to be a significant contributor.
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| think | can stop at this time, if you

think it's —-

CHAI R APOSTOLAKI S:  Thank you

MR. MARTI NEZ- GURI DI : Thank you.

CHAI R APOSTOLAKIS: We'll reconvene at
2:55.

(Wher eupon, the proceedi ngs went off the
record at 2:39:45 p.m and went back on the record at
2:59:36 p.m)

CHAI R APOSTOLAKI S: Take your positions.
kay, Louis. Tell us what is going on here.

MR CHU Ckay. |[|'ll continue the
presentation. 1'll start with review of events in
other industries and foreign nuclear power plants.
Summari ze how we search for events, internet searchis
t he nost inportant part of our method for identifying
sof tware-i nduced failures, and | provi ded sone exanpl e
websites containing descriptions of events, or
references to details of the events. Just |ike other
internet searches, they tend to — one thing lead to
another. You identify one — you | ook up one event,
and then at the sanme tinme, you find ten other events,
so kind of the nunber of events you can find grows
qui ckly. But you find fromdifferent sources there's

significant overlap, also.
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W used our judgnment to pick certain
events that we feel that are interesting, and we did
sonme nore detail ed anal ysis. The aviation accident is
an area where we did nore thorough search; that is,
the NTSB Avi ation Accident Database was reviewed to
identify software-related failures. W also | ooked at
NASA website, which provide description of NASA
m ssi ons, and sone of the m ssions involve failures,
and software failure was the cause.

In searching the internet, of course, we
come across nmany news nedia, newspapers, nmgazines,
and university websites. And information about the
events, the level of detail varies a lot. In sone
cases, it could be two sentences in the form of an
email, and then you search nore for it, you cannot
find anything. In sonme cases, there are nore detail ed
official reports. These are basically how we search
for events in other industries.

Interns of forei gn nucl ear experi ence, we
basically make use of this NEA report that provides
descriptions of sone digital-related failures.
COWSIS is a database that's being devel oped, and
currently nmy understanding is that they are still
devel opi ng gui del i nes and dat abase structures. From

that international operating experience on digita
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systens will be collected.

CHAI R APOCSTOLAKI S: Several years ago
there was an international corporation that was
established to | ook at conmon cause failures for
har dware, which apparently did very well. |Is there
any thought to have sonething like this on digita
sof t war e?

MR. ARNDT: The commopn cause dat abase is
sponsored by the sane organi zation that is sponsoring
t he COWSI S dat abase program so there is sone
i nterplay between the people who are working on both
the data structures for COWPSIS, as well as the data
associated with that. They' re both OECD

CHAIR  APOSTOLAKIS: But we are
participating in this COWSI S.

MR. KEMPER: Yes, definitely. In fact,
I"'mfilling in for the project manager, who just got
pronoted, right now Wnt to a neeting just a couple
of nonths ago in Korea, and we tal ked about this. And
Louis is right, we're right in the mddle of
devel opi ng gui del i nes, codi ng gui delines and the user
interface at this point, which will ultinmately be
avai l abl e to everybody in the agency, hopefully, from
a data acquisition point of view. But there's about

17 i nternati onal regul at ors and research organi zati ons
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participating in that right now.

CHAIR APOSTOLAKIS: |Is the industry
participating in any of this?

MR. KEMPER Not at this tine. W're
still kind of kicking around i deas about partici pation
and accessibility of the data. Right now, it's kind
of protected, because a | ot of — sone organizations
across the world, they just don't want to share the
failure data within their country, unless there's a
reciprocity type of arrangenment. But it's going to
focus primarily on nuclear installed devices, that's
the idea with COWPSI S

MR CHU Alittle bit about screening of
the events. Basically, in our search, we found a huge
nunber of software-related failures, and we used
judgnment to pick sone events that we think are
interesting. Mny of the events selected just based
on their severity, the consequence of the failure.
Sonme events were selected because they represent
interesting failure nodes, the failures associated
wi th communi cation, or cyber security-rel ated events.
Sone events were sel ected, such that we covered sone
specific industries.

In the end, we analyzed 48 events in 10

different industries. For each of these events,
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basically we tried to get detail ed description of the
event, and wite up a description. And then we tried
to categorize the failure nodes of the software
failures, and failure causes, failure consequences of
these events, that as we develop, get a duration
schene for software failure node and failure causes.

In addition, we tried to identify the
sequence of events that trigger the software failure.
In some cases, the precise sequence of events can be
identified, in other cases it's just not clear, but
it's obvious software error was involved.

"1l talk alittle bit about how we
categorize software failure events based on failure
node and failure causes. 1In general, it is hard to
define, to narrow software failure nodes, because
failure nodes may depend on the function of the
software, and al so depends on the | evel of detail at
whi ch you are tal king about software failure. So in
addition to review ng software-induced events, we al so
did aliterature review of software FMEAs, and see how
ot her peopl e define software failure nodes, or if they
do causes, and try to nake sure the failure nodes and
failure causes that we have covers all those that
ot hers have identified.

Oten in our review, we've often found
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that the ternms, the definition of failure causes,
failure nodes, and failure effect can be easily m xed
up; that is, one failure cause may be the fail ure node
of sone other study. A possible reason has to do with
the l evel of detail. In a way, |low level failure node
could be the trigger cause of a higher |evel.

By reviewi ng the events, and revi ewi ng t he
l[iterature, we cane up with our way of categorizing
the events. This table shows the high level failure
nodes we have defined. Essentially, we tried to
define the nodes in ternms of the behavior of the
software. And think of software could be a
conplicated system consisting of elenments, and then
the elenents can further be broken down into sub-
el ements, sub-el ements can further be broken down, so
based on that kind of thought.

MEMBER BONACA: | have a question
regarding — | nean, clearly, digital software in
nucl ear applications has specific requirenents, and
there are software requirenents that are very specific
in so far as verification, validation, and so on and
so forth. To what |evels do these kind of standards
apply to the other databases that you | ooked at?

MR CHU. I'mnot sure | understand the

guestion. Could you el aborate on that?
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MEMBER BONACA: |'m saying in nuclear

applications, software is subjected to specific
requi renents, which include verification, validation,
testing, independent verification, a lot of steps to
assure the quality of the software that's being

i npl enented, and |I'm just wondering about the other
software that you |ooked at; are they subjected to
simlar requirements?

MR CHU. W didn't specifically ook into
the specific requirement of other industries. |
imgine there's a lot of variations in the industry,
or in the mlitary, aerospace, because nore safety-
critical systenms are there. There m ght be nore
stringent requirenent, but in our look, we didn't. W
just | ooked at how failure occurred, and tried to
categori ze based on what happened.

MEMBER BONACA: (Okay. So you don't have
a sense of what the requirenments may be. They may
vary significantly from one application to another.

MR. CHU. Right.

MEMBER BONACA: Al right.

MR CHU. Ckay. |In this table at the high
| evel, the left colum, basically we call it system
level failure node. It's defined based on whether or

not the software stopped running, and whether or not
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software failure occurred with a clear indication, so
this relates to whether or not you can observe the
failure, whether or not you're aware that failure
occurr ed.

At the elenment level, we defined five
software elenents. They are kind of based on the
function of t he el enent s, i nput, out put
comuni cation, resource allocation, and processing.
And for each of these elenents, we have elenent-
specific failure nodes that are shown on the next
viewgraph. And this viewgraph shows generic failure
nodes that are generically applicable to all the
sof tware el enents.

This graph shows the elenent-specific
failure nodes. For exanple, comrunication failure
node coul d be failed interaction in sub-routine calls
or in data conmunications. Resource allocation could
be conpeting for resources, priority errors. Software
failure causes, simlarly we define software failure
causes. For internal causes, we basically relate
t hose causes to stages in the software life cycle.
Essentially, faults were introduced and not detected
during the devel opnent process, so they are due to
errors in the devel opment stages. And for each event,

we tried to identify possible stages in the
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devel opnent of software where error was introduced.
And these software faults are introduced during the
devel opnent stages, and that is the quality of the
sof tware depends on how good a job you' ve done in
developing it in each stage of the life cycle.
Therefore, sonehow, if we want to devel op sone
guantitative software reliability nodel, we are going
to nmake use of this kind of information, how good a
j ob have you done in devel oping the software. So this
kind of failure cause categorization can potentially
help with that kind of work. This is just sone high
| evel failure causes. |In our report, we have nore
detai | ed exanpl es for each category of fail ure causes.
Sone i nsi ghts, reviewof software-induced
failures in other industries. |In general, events that
took place in other industries, that ones that we
anal yzed in detail, tend to be nore exciting, or have
much nore serious conseqguence, because you're getting
events froma wi der source fromnmany ot her industries.
And, in general, | would say the sanme type of failure
could happen in the nuclear industry. O course,
keeping in mnd that nuclear industry, the safety-
rel ated system there might be better — but in terns
of say devel opi ng nodel, that kind of factor can be

taken i nto consi deration.

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

226

Some insights - incorrect inplenentation
and om ssion of function are i nportant failure nodes.
Error due to requirenent analysis stage are the nost
i mportant failure causes. The occurrence of error
forcing context triggering a software failure is a
reasonabl e way of considering software failures; that
is, the software failure rate effectively is the rate
at which the error forcing context occurred.

In some software failure events, we
recogni ze that the failure occurs at the very |ow
level. In one case, a bit stuck at one or zero
trigger a sequence event causing a pretty serious
accident. And so the inplication is that in order to
capture this kind of problem you need to develop a
pretty detailed | evel of nodel

Sone software failures involve softwares
that are not application softwares. The operating
system the diagnostic software, comuni cati on
software, so to capture this kind — to identify this
type of software faults or failures is quite
difficult. And in quite a few instances we did find
software comon cause failures, the fact that
i denti cal har dwar e used i denti cal sof t war e.
Man/ machi ne interface is a contributor to sone of the

events.
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| have some description, a reasonably
detail ed description of four events, but they are
pretty detailed. | hope that | don't need to explain
them every one in detail, because it's going to be
pretty time consumng. But these four events all took
pl ace at nuclear power plants. The first three
occurred in domestic plants, the fourth one occurs in
Bill's Canadi an plant. And they all involved software
failures. For the three events at donestic plants,
they all involve software associated with redundant
equi pnent, |ike diesel generator sequencers, core
power cal cul ators, and regul ating vol tage regul ati ng
transforners. They all have identical hardware
runni ng identical software, so in principle, commobn
cause failure could lead to failure of redundant
equi pnent .

Maybe 1'Il try to explain each of these
events quickly. Turkey Point diesel generator
sequencer - it was during a test that they found that
there's a software logic error, such that high
pressure injection punp wouldn't start. This was
di scovered during a test. But ny understanding is,
before this was di scovered, earlier there was anot her
LER reporting punp failed to start event. And at that

time, they couldn't tell what was the reason the punp
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failed to start. And when they recognized this
probl em they went back and identified that this was
the cause of that earlier event, so this is
i nteresting.

Anot her thing is, again, ny understandi ng
is that it seened to say it can happen only when you
are testing, but if you look at that earlier event, it
was actually areal signal. There is a real actuation
signal, and the systemfailed, or the punp failed to
start, so this issue m ght happen with reasonabl e and
high likelihood. O course, problem- you discover
t he problemand the bug is renmoved, and it's no | onger
a problem

CHAI R APOCSTOLAKI S: Let's go back. You
say the error forcing context is the test?

MR. CHU. During test - okay, the error —-

CHAI R APOSTOLAKI S:  That's when they found
it. But the first bullet under consequences says that
even if it was a real event, you would not have
responded properly to an SI signal, and units 3 and 4
wer e operating outside their design basis.

MR. MARTI NEZ- GURI DI : \What happens is the
sequencer can operate in different operational nodes,

and there was sonme kind of swtching where you can
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sel ect which operational node. And usually, it was
selected to be in an autonmatic test node, so in a way
t he sequencer was always in this automatic test node.
So should a real signal cone, it will nost likely find
it in a test node, and, therefore, it will fail to
actuate. That's actually what happened in the
previ ous LER that he was describing, that's exactly
what happened. And they couldn't find out — they
didn't realize there was this connection of events.
But then with the second event, they realized that
every tine the sequencer was in sone kind of test
operational node, it will have this vulnerability,
that it will not respond to a real signal

MR. HI CKEL: Was the fault unique to a
software system or was it unique to the function that
was bei ng i npl enent ed?

MR MARTINEZ-GURIDI: Well, it was
certainly a software problem

MR. HICKEL: If | took the same function
and i npl enented it using a bunch of AGOSTAT rel ays, if
| could find them on eBay or sonething like that, |
would not have this problem it was unique to
sof tware?

MR. MARTINEZ-GURIDI: M understanding is

that it was unique to software. The thing is that |
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cannot give you a positive answer, because this kind
of detailed information, in nost cases, was not in the
LERitself, so we didn't know, have all the details to
tell. But it was clearly stated that the probl em was
in the software.

MR CHU. This is an exanple, we're
l[imted to the information that's available in the
LER In sone cases, you find sonme description of the
event. They identify sonme failure, and then they said
they sent the circuit board to the manufacturer for
di agnosing it, and then we don't know what happened,
so there are technical situation, too.

CHAI R APOSTOLAKI S: So, Gerardo, you say
t he probl emwas that the sequencer was continually on

MR MARTINEZ-GURIDI: On a test node.

CHAI R APCSTOLAKI S:  Test node. And who
did that?

MR. MARTI NEZ- GURI DI : The plant decided to
put it in that node.

CHAI R APOSTOLAKIS: So is it because they
di d not understand what that meant, or it was just a
slip? Because that's really, it seens to ne, the
error forcing context.

MR. H CKEL: That's right.
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CHAI R APCSTOLAKI S:  Right?

MR HI CKEL: Yes.

CHAI R APOCSTOLAKI S:  Not that the sequencer
is executing the test, is that sonmebody put it in that
automatic | oop where it was self-testing all the tine.

MR MARTINEZ-GURID : But it was not an
error. |It's possible that the plant believed that put
it inthis operational node was the safest way to have
it, so it would be operational - continually being
t est ed.

CHAI R APOCSTOLAKIS:  So the error forcing
context then was not understanding what it meant to
have it in that node. That's the error forcing
cont ext .

MR. MARTI NEZ- GURI DI : But, perhaps, that
was the node in which the sequencer shoul d be.

CHAI R APOSTOLAKIS: Then there was a
design error.

MR HI CKEL: | was going to say, it's hard
to believe that sonebody delivered a sequencer, and
they didn't run a test to see that it sequenced the
| oads on the diesel at |east once. So this has to be
a node where it was not the normal standby node of
oper ati on.

CHAI R APOSTOLAKI S:  But the reason why |'m
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bringing that up is because it's inportant to
understand what the error forcing context is.

MR MARTI NEZ- GURI DI :  Yes.

CHAI R APOSTOLAKIS: You really have to
ook for the context that creates this error, so
either they didn't understand it, and that's the
error, or there was a design error. | don't know.
And if they were advised to do this, then whoever
advi sed themdid not have all the information as to
t he behavior of this. You have to look a little nore
deeply into what is the context within which the
sof t ware does sonet hi ng wong.

MR. CHU. The next event is an actual
common cause failure that took place at Pilgrim It
involved loss of multiple vital AC buses. That
happens during a storm such that there is power
transient, a voltage transient. Their regulating
transforner was designed to regul ate the i nput vol tage
within 20 percent of the nom nal value, 480 volts.
That is, if the voltage goes beyond that range, it
just automatically tripped the transfornmer, and as a
result, you would |ose the vital AC bus. It happens
during that event sone of the voltage goes bel ow 350,
and i ndeed, that caused tripping of the transfornmer,

and loss of nultiple vital AC buses.
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Cor e protection cal cul at or probl emat Pal o
Verde. This appears to be just a software was witten
not follow ng the requirenment specification; that is,
t he core protection cal cul ators take anal og i nputs and
conpare it with sonme set point and determine if atrip
is needed. The design is such that when two input
nodul es are unavail able, core protection cal cul ator
shoul d generate a trip signal, but it didn't. It was
programmed to use the |ast known good val ue of the
input, so it seened to ne, it's a sinple error of not
programfol | owi ng t he requi renment specification. This
type of failure, of course, is a potential common
cause failure, too. To trigger its failure, you have
to lose the two anal og channels, which is probably
random so it's not that likely you'll have redundant
failures because of this software failure.

Ontario Hydro's refueling accident - this
is an accident that involved quite a few i ndependent
events; that is, you have conbination of four or five
events that appear to be independent to trigger the
failures. And as a result, there's a small |oss of
cool ant accident. What happened was that the CANDU
reactor can performrefueling while the reactor is on-
line. They way it's done is that you have a fuel

channel. You connect one fuel machine to one end, and
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another to the other end, and then you connect the
fuel machine to the fuel channel such that it becone
part of pressure boundary, and you push fromone end.
You push the old fuel out, and the new fuel in, and
t hen you reseal the ends.

During this acci dent, what happened i s one
fuel machine was clanped to the fuel channel, and
something went wong with the control, such that a
spurious, sone stimulate independent event triggered
novenment of the grade of the bridge, such that when
it's clanped and you try to nove it, it created a
smal | LOCA. The conbination of events that led to
this involve, first, there is a software fault in the
error handling software; that is, sonehow the return
address wasn't specified correctly. It was specified
such that at the end of this error handling, it wll
go through the routine that will nove the crane. And
that's one event.

And then, first, you have to have an error
on the conputer, depend on trigger error handling such
that the address will be pointing to the wong pl ace.
And then this nachine, this conputer actually was not
used to control the fuel nachine that's already
clanped. |It's used to control some other things, but

it was used to control this nachine earlier, but stil
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it was connected. The control is still connected to
t he fuel nmchine, such that when someone using this
conmput er to control some ot her things, he generated an
unrelated error, but it triggers the error handling
routine, an error handling routine at the end
transferred to the nmovenment of the fuel machine.

Anot her i ndependent event is there should
be anot her protected conputer there that shoul d det ect
this kind of situation, and prevent it fromoccurring,
but that conputer was out-of-service at the tinme, so
there are kind of four or five independent events.

CHAI R APOSTOLAKIS: Are they allowed to
operate with this conputer out-of-service? Ws this
a violation, in other words?

MR CHU | didn't see description of any
vi ol ati on.

MR HICKEL: It probably had a procedure
that said if the conputer is out-of-service, you nust
manual | y do what the conmputer was going to do. That's
typi cal .

MR, CHU. So these are sone of the nuclear
events. And then there are many ot her events in other
i ndustry. Sone involve nmuch serious accident. The
bl ackout that took place two or three years ago has to

do with sonme rates conditions. It was reported in one
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book witten by a forner Cl A enpl oyee that Cl A pl ant ed
avirus in software that the Sovi et Union bought, and
it caused an explosion in a natural gas distribution
system and it was a huge expl osion that the satellite
actually detected the explosion. At the tine, it was
during the Cold War period. Initially, we were
t hi nki ng maybe they are | aunching a mssile. This is
reported only in that book. It was discussed in sone
newspaper articles, but there was no official
acknow edgnent of the event. So kind of that's
i nteresting.

And water treatment system at an
Australian | ocation, they have sone conmputer contro
of their system and t he conpany, they hired a conpany
to install the system That conmpany has an enpl oyee
that for sone reason | eft the conpany, but decided to
cause sone trouble, and he set up sonme wreless
control of the water treatnment plant, such that in 40
i nstances that he just opened the sewerage, such that
it dunped sewerage into the river, or into a park.
Eventual ly, he was caught when the police saw him
doi ng sonething with a conputer at the site boundary.

CHAI R APOSTOLAKI S:  Again, | think these
i ncidents would nmake much nore sense within the

cl assification system t hat classifies t he
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appl i cati ons.

MR. CHU. Yes. | guess, |like one exanple
about virus is the Davis-Besse event, where there's a
virus that was introduced to the plant network,
because they allowed sonme consultant access to the
internet of the plant. So that's another virus-
rel ated event.

CHAI R APOSTOLAKI S:  Ckay, Louis.

MR CHU Let's nove on.

CHAI R APCSTOLAKI S: What else? By the
way, this classification of failure nodes, on page C
33 of the Reliability Mdeling Report, there is a
classification scheme, which [I'm not sure is
consistent with what you are doing. So that's
somet hi ng you guys want to | ook into.

MR CHU  Yes.

CHAI R APOCSTOLAKI S:  Ckay. So where are
you now, discussion of ACRS conments?

MR. CHU:. Yes. This viewgraph, basically
this task was carried out —-

CHAI R APOCSTOLAKI S: What was the conment ?
You are telling us what you did, but what was the
comment ?

MR CHU | guess it's a coment from one

ACRS menber.
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CHAI R APOSTOLAKI S: No, no, no. What was

t he conment, not whose comment it was, what was the
comment ?

MR CHU. One is looking at failure
experience to identify —-

CHAI R APOSTOLAKI S:  kay, Yyes.

MR CHU. — the failure node frequencies.
So we did this task in response to that comment. W
devel oped a prelinmnary nodel of software failure
basically it give us high | evel picture, how we see
software failure occurs. And we viewed operating
experiences, and we devel oped a way of categorizing
events. And regardi ng nodeling of software fail ures,
we feel it's reasonable to nodel it probabilistically,
because the frequency is the sane as the frequency of
the triggering event. The question is how you
esti mate such frequency, but conceptually, | don't see
a problem

CHAI R APOCSTOLAKI S:  Are you tal king about
the fourth bullet now?

MR CHU  Yes.

CHAI R APOSTOLAKI'S: Well, | don't know how
the statenment of the constant failure is a reasonabl e
assunption follows from what you' ve told us. Let's

take the Turkey Point incident. | nmean, | don't see
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where a failure rate could play a role there. The
thing was usel ess, because it was constantly self-
testing, so what is the failure rate? | nean, that
was an error introduced fromthe begi nning, and as you
say in your slide, they were actually operating
outside their design basis. | don't think that your
statenent there is supported by the evidence you have
col | ect ed.

MR CHU. The failure rate in that case
woul d be the frequency that you have —-

CHAI R APOSTOLAKI S:  SI ?

MR CHU. R ght. You have a denand.

CHAI R APOSTCLAKI'S:  No, because in a PRA,
you woul d, under certain conditions, have the safety
injection signal. Right? And then the next question

is, what happens, is it executed correctly and so on,

so you will need the probability there. The signa
will come anyway, so the probability now is one that
t he sequencer will not respond correctly.

MR CHU. Yes. |t depends on where you
start your calculation. There is a sequence of events
that led to this Sl signal

CHAI R APOCSTOLAKI S:  Ri ght.

MR. CHU. So the frequency of that

sequence of events effectively is the frequency of
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this failure.

CHAIR APCSTOLAKI'S: Yes, but this is
because you knowthat the thing will not respond. But
when | do the PRA |'mdoing a prospective anal ysis,
so now the signal cones, and | know it has to be
processed by software. Wiat am | going to say?
You're saying that in that particular case, it
happened t hat t he conditional probability was one, but
that does not justify a constant failure rate.

| would say your first statement, the
frequency of the EFC occurs, nmakes sense in sone
cases. In other words, the software operates, and
then a set of conditions occurs, for which it was not
desi gned, for exanple. Then the frequency of failure

is the frequency of those conditions occurring.

Ri ght ?

MR. CHU. Right.

CHAI R APOSTCLAKI S: It nakes sense to have
a rate there, but not in the Turkey Point case . It

was usel ess. Any frequency that denmanded operation

fromthe sequencers was bound to — | nean, would | ead
toafailure. There is a subtle difference, | think.
Put yourself in the situation where you're actually
trying to do a PRA, and now you have, in this new

wor |l d, you have to consider the digital systemas part
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of the system the whole system the response of the
plant. Digital systemis useless in this case.

MR. CHU. Right.

CHAI R APOCSTOLAKIS:  And it's not because
of the context. The context is not sonething that
applies to everything. | nean, based on what you have
found, it seens to nme that it's not sonething that is
useful in general. 1In sone instances, it is. Like,
t he cl assi c exanpl e where airplane, the pilot triedto
lift the landing gear when the plane was on the
ground. | mean, there you can say yes, the software
has nothing to dowith this. It was used in a context
for which it was not designed, although you m ght say
t he desi gner shoul d have predicted that. GCkay? So it
depends on how you look at it. But in this case with
t he sequencer, it seens to nme the context has not hing
to do with anything. It was just an error.

MR CHU. It is the sequencer event that
led to the SI signal. But in case of PRA nodeling, |
agree that we need to |look at, maybe instead of the
nodel that in ternms of probability.

CHAI R APOSTCLAKIS: Well, as we were
di scussing earlier, if the error forcing context was
the m sunderstanding of what the self-testing node

nmeant, then you mght say the frequency of that
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m sunderstanding is a rate, but | think we're
stretching it alittle bit.

MR MARTINEZ-GURIDI: | think that
something that is very inportant is that, as we
di scussed previously, there are sone instances in
whi ch basically the software failure is already, is

there all the time, basically since they installed the

sof t war e.

CHAI R APOSTOLAKI S:  Ri ght.

MR MARTINEZ-GURIDI: In that case,
there's been no sense — much sense in the failure
rate. | believe that's what you nean to say. And the

ot her case in which you have a software failure which
is latent, and sonme error forcing context cones | ater,
and then it triggers the thing.

CHAI R APOSTOLAKI S:  Exactly. And |I'mvery
pl eased, actually, that we're having this discussion,
because | think we're really getting to understand
much better what is going on, and what we want to
nodel. We have to be very careful what we nmean by
error forcing context, and what is the rate. So under
certain conditions, | agree, there is alatent error,
and under certain conditions it becones real. Maybe
the rate of occurrence of these conditions then makes

sense to use, but in other cases, naybe it doesn't.
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So that's sonmething for future thinking.

MR CHU Yes, we have a next test to | ook
at this kind of issue.

CHAI R APOSTOLAKI S:  Yes, and that's great.

MR. CHU:. Your conment certainly will be
hel pful. W'Il try to account for all this.

MR MARTI NEZ-GURIDI: Yes, but | think the
di scussion also illustrates that it's sonetimes, or
many tinmes it's very difficult toidentify in advance
when we try to do a PRA, what is going to be the error
forcing context that are out there.

CHAI R APOCSTOLAKI S:  Absol utely.

MR MARTINEZ-GURIDI: | nean, there are so
many possibilities, that it's a hunongously difficult
thing —-

CHAI R APCSTOLAKI'S:  You can talk to the
HRA guys how they do it. |In fact, tonorrow we'l
discuss it. They start with a basic scenario, they
consi der deviations fromthe scenario, and then they
ask thensel ves how likely are these things, they rely
on expert opinion alot. And I' mnot saying you should
do that, but that's one input to the process, because
t hose guys have spent a |ot of —-

MR MARTINEZ-GURIDI: | —-

CHAI R APOSTOLAKI S: O course, when you

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

244

deal with humans, it's a different situation. It's
not —-

MR. MARTINEZ-GURIDI: Yes, it appears to
nme that for software, it's even a nore conplicated
i ssue, because software operates —-

CHAI R APOSTOLAKIS: More conplicated
t han human behavior? | don't know. | don't know.

MR. MARTI NEZ- GURI DI : Because it operates
at an even lower level. It takes inputs at the very
| ower level, it just takes data, so it's just a
hunmongously difficult problem

CHAI R APOSTOLAKI S: Anyway, | disagree
with that second sentence in the fourth bullet. |
think it needs nore thinking, so let's go on to 27.

MR. CHU. ldentification of error forcing
context is difficult, in general.

CHAI R APOSTCOLAKIS:  It's difficult, sure.

MR CHU. So there's always sone faults
remaining in the software. On the issue of system
centric versus software centric viewpoints, system
centric viewpoint includes interactions of the
software with the rest of the plant. Conceptually, by
considering the interaction, it 1is possible to
identify many of the error forcing context. But a

general issue still, | think, is difficult to, or is
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i npossible to claimthat one can find all the error
forcing context, all the faults in the software.

CHAI R APOCSTOLAKI'S:  But so what? | nean,
that's why we have this research project. Right?
nean, if it was easy, it would have been done.

MR. CHU. Right.

CHAI R APOSTOLAKIS:  The thing is, | don't
understand your |ast bullet.

MR CHU.  Ckay.

CHAIR APCSTOLAKIS: There is no
contradiction. | nean, it's not a matter of
contradiction, it's a matter of what nmakes sense to
do. And go back to Turkey Point again, if | gave you
just the software, and | told you this is the self-
testing node, you wouldn't find any problemw th that.
Right? You can't really say whether it's safe or
unsafe, or what. It depends on where it is used.
nmean, the software was doing what it was designed to
do. And actually, | think the whole rest of the work
that was presented today is really systemcentric, as
| think it should be. Now there may be sone
i nstances, | nean, sonetimes you use word and it
freezes. | don't know whether that has to do with
anyt hi ng wi th anot her system or with ne, or whatever,

maybe it's part of the — but thisis alimting case,
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so | don't know that the word "contradiction" is the
right one touse. It's what is useful and appropriate
for us to do, and what we're dealing with is a nucl ear
power plant that's supposed to respond to certain
energencies in the right way, so that's the context
wi thin which we have to anal yze t hese things.

MR MARTINEZ-GURIDI: Yes. | think what
we nean to say, what is exactly the meaning of
software centric? | mean, if software centric means
that we are only going to look at the software in
isolation, then we are —-

CHAI R APCOSTOLAKI S: Yes, nmaybe as a
separ at e conponent.

MR. MARTI NEZ- GURIDI: Then we agree that
that's not a proper way to approach it. However, what
we see is that really software is never really treated
in isolation, because —-

CHAI R APCSTOLAKIS: In real life.

MR. MARTINEZ-GURIDI: In real life,
because even when you design it, you are taking into
account all this interaction, so you should take into
account all these interactions with the plant.

CHAI R APOSTOLAKI S:  Ckay. So naturally,
it should be system centric. That's what you're

sayi ng.
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MR. MARTI NEZ- GURI DI : |f that definition

i ncl udes that, yes.

CHAI R APOSTOLAKI S:  Okay. That's what it
is. You know, as you cone to the fault tree the way
we do it now, and then add an extra component, say
digital system you have to enbed it inthe fault tree
and see how the conponents feed into it, they are
commanded to do things. That's what — it can't be
j ust one additional conponent.

MR CHU. Yes, | agree.

MR. NGUYEN. May | make a small comment,
pl ease?

CHAI R APOSTCOLAKI S:  Yes.

MR. NGUYEN.: M nane is Thuy, again. On
this di scussion of software centric viewpoints, there
are a nunber of faults that we call intrinsic faults,
that you can recogni ze as faults i ndependently of the
functionality of your system For exanple, if you see
a division by zero, or the use of wuninitialized
vari ables, or so on —-

CHAI R APOSTOLAKIS: These are limting
cases that are not — yes, sure. You should divide by
zero. That's true.

MR NGQUYEN: Yes. But there are tools now

that identify these type of faults automatically.
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CHAI R APCSTOLAKI S:  That's good. That's

not ny main concern. M nmin concernis, if I have a
LOCA, am | going to mtigate it. That's really ny
concern. Now if you divide by zero sonepl ace, then
we're in trouble then.

MR. NGUYEN:  Yes.

CHAI R APOSTOLAKIS: That's not my nain
concern. Ckay?

MR NGUYEN. Well, that's still a case.

CHAI R APCSTCLAKI S: How often do you
di vide by zero? | don't do that often.

MR. NGUYEN. Well, division by zero is
only one —-

CHAI R APOSTOLAKI S: | understand what
you're saying. | mean, this is alimting case, but
that's not what should be our focus.

MR. NGUYEN. We nade a nunber of analysis
of safety software that has been in operation for
quite a long time, and we did find —

CHAI R APOSTOLAKI S:  But anot her ar gunent
| will make is that if you follow the systemcentric
approach, eventually you will find these things. And
we did that at MT, a colleague of m ne had desi gned
control software for a mission that they were going to

send to space and all that.
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MR. NGUYEN: You may not have found it.

CHAI R APOSTOLAKI S: W found it using DFM
by trying to devel op the decision tables, the student
went there and he said oh, what is he doing here?
He's dividing by zero. So it was found without really
focusing just on the software, but trying to devel op
the — but, anyway, your point is well-taken, but I
don't think it's strong enough argunent to abandon it.

MR. NGUYEN. No, no. It's just to say
that there is no contradiction.

CHAI R APOCSTOLAKI'S:  You can't talk to ne
fromthere. You have to conme to the m crophone.

MR. NGUYEN. It's just to say that the
| ast bullet says there is no contradiction —

CHAI R APOSTCLAKI'S: | under st and. Thank
you. Are you done, Louis?

MR CHU. Al nost. Another ACRS comment
was to |l ook at software reliability methods, and
reviewthemcritically, so we did sonme review, and in
our report we docunmented —-

CHAI R APOSTOLAKIS: But it was not a
critical review, because you say you wll do a
critical review |l ater.

MR CHU. Right. Qur next task, we'll try

to — we'll get —-
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CHAI R APOSTOLAKIS:  You're going to cone

out and say this method —-

MR CHU. But | think all the foundation
has been done.

CHAI R APOSTOLAKIS:  You're going to cone
out and say this nmethod is no good. Can you say that?
Can we see those definitive statenents at some point?

MR CHU. W'Ill try to be nore critical.

CHAI R APOSTCLAKI'S:  No, that's not what |
asked. | didn't ask you to be nore critical. |I'm
asking you to be truthful, because people usually are
reluctant to say that, unless their own nethod is
attacked, then everybody else is wong, but that's
different. | expect an objective assessnent, Louis.

MR CHU Ckay. We'll try. W'Il try.

CHAI R APOCSTCOLAKI S:  Formal met hods, have
you contacted the Canadi ans at all? | understand they
have done sonething like this. Not exactly forma
nmet hods, but they borrowed fromformal nethods, and |
don't know what they did, they fornulated certain
t hi ngs using | esson | earned fromthere, and they were
very pleased with that. Ontario Hydro, have you
tal ked to anybody there?

MR CHU. No, no. W'IlIl try to. It |ooks

like formal nmethod is a reasonable thing to try, even
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in terns of finding software faults. You use
mat hematical |anguage to nodel your requirenent
specification, such that you can check. Wen you
devel op such a nodel, you think nore systematically so
it's not likely you'll make m stakes in specifying
requi renents, and the tools will automatically check
for some ki nd of i nconsi stenci es, conpl et eness i ssues.
And Nancy Levenson had done that in the Traffic
Col l'i sion Avionic Systems successfully.

CHAI R APOCSTOLAKI S:  Well, SRI, | think, is
doing — SRI in California.

MR. ARNDT: GCeorge, the Germans and the
| ndi ans actually have al so done work in this area.

CHAI R APOSTOLAKIS:  Yes. It would be
useful to see. Because eventually you may want to
have a conbi nati on of approaches.

MR, ARNDT: Yes.

CHAI R APOSTOLAKIS:  If this 36 percent of
errors are due to requirenents, you m ght say gee, ny

dynam ¢ net hodol ogy doesn't quite fit that, but |ook

what | do before | apply it. 1 do sone formal thing
to mnimze it, | do sonething else, so the
conmbi nation eventually probably will be — they have

di fferent objectives.

MR. ARNDT: Yes. The big issue with
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formal nmethods is that, at least as it's been applied
in the nuclear industry so far, is that it's really
nore an error detection and error reduction
nmet hodol ogy, as opposed to a nodeling nethodol ogy.
It's useful in other aspects of the digital research
program plan, less so in the reliability part of it.

CHAI R APOCSTOLAKI S:  Yes, but if you tell
me that 1'mdoing ny reliability analysis using this
nmet hod, assum ng that | have al ready done t hese ot her
t hings, then maybe that will give it alittle nore
subst ance.

MR. ARNDT: That really gets to something
that the U.S. industries also put forth as part of the
EPRI rmet hodol ogy. The nechani snms by which you can,
like formal nmethods, and redundancies, and fault
tol erant techni ques —-

CHAI R APOCSTOLAKI S: Ckay.

MR.  ARNDT: —- give you a higher
i kelihood that you're not going to have probl ens.

MR CHU. And the nethod | think was
recommended by the National Research Council, too.

CHAI R APOSTOLAKI S: Wi ch net hod?

MR CHU. The formal nethod.

CHAI R APOSTCLAKI'S:  As one of the nethods

that are available. Right?
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MR CHU. Rght. Since we are trying to
devel op Markov type of nodel for digital system and
guantification of software failure rates or failure
probability will be an inportant part of the node
devel opnent. Currently, we're thinking about using
Bayesian belief network nethod. Sone European
countries have tried it. It is a tool for perform ng
guantitative analysis of decision naking, and in our
application, we will devel op sone ki nd of network, and
one of the nodes wll be say software failure
probability, the quality of the software. And then we
identify different things that affect the quality of
the software, the failurerate, or failure probability
of the software. And express the relationship in

terns of sone kind of conditional probability tables,

and such tables certainly will have to be derived
probably based on judgment, based on expert
elicitation. In general, this seened to be a

reasonabl e way for quantifying software failure rates
or probabilities.

Concl usi on - software fail ures occur many
di fferent ways. Experiencing other industry is, in
general, applicable to the nuclear industry. Sone
failure took place in such a way that inplies very

detail ed nodeling would be required. Sone failures
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i nvol ve non-application software, that inplies the
type of software analysis needed to identify those
problenms. 1t's reasonable to nodel software failures
in —

CHAI R APOSTCLAKI'S:  And that's where | am
not sure that's correct.

MR CHU  Yes.

CHAIR APCSTOLAKIS: And we need to
investigate this idea of context and all that nore
careful ly.

MR CHU  Yes.

CHAI R APOSTOLAKI S:  Renenber, this is a
subconmittee nmeeting that's supposed to be hel pful
Right? | mean, it's not a final review of the
proj ect .

MR, CHU. W had a high | evel nodel for
software failure. That part can be further devel oped,
trying to look into this kind of issue.

CHAI R APCSTCLAKI S:  Absol utely.

Absol ut el y. Concl usi on two.

MR CHU. In terns of identifying software
faults, it looks like there are many different
nmet hods. Each nethod, they have advantages and
weaknesses. I n general, you kind of want to use

conmbi nati on of them But still in the end, nost
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likely, you cannot assune there's no faults in the
sof t war e.

CHAI R APCSTOLAKI S:  The bi ggest probl em
here is not really finding faults, in the context of
reliability, is what can you say about the probability
of performance in the future, given that you have
found faults, and you have fixed thenf

MR. CHU. Right.

MR. H CKEL: The problem George, is that
| believe that there's — just the data, |'d say the
data ri ght now shows that the rate of introduction of
faults after its been turned over and is in use, is
very hi gh.

CHAI R APOSTOLAKI S: Yes, | agree.

MR. HI CKEL: They include things |ike the
vendor supplying the wong set points, and that's not
unique to digital, but it also includes all these —

there is a lot of experience about things getting
changed in the field.

CHAI R APOSTOLAKIS:  And the question is
how do you nodel it?

MR. H CKEL: Probably your HRA is nore
associated with this then the digital software
reliability.

CHAI R APOSTOLAKIS: W inject errors into
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t he operators?

MR H CKEL: No, they inject it into the
equi pnent. Mst of the time, the equi pnment catches
it, and that's when you get an LER, thank God.

CHAI R APOCSTOLAKI S:  The conmon sayi ng t hat
you shouldn't fly an airplane right after its
mai nt enance. OCkay. | guess that's it.

MR. CHU. Yes. The things on the list we
have has al ready been di scussed.

CHAI R APCOSTOLAKIS: Very good. Any
cormments for these gentlenen from anyone? Thank you
very much. Very nice. And the next subject is the
Regul atory Guide. | understand the presentation is
not too long, but we are going to take a few m nutes,
so let's come back at 10 m nutes after, unless the
nmenbers di sagree. You want 15 m nutes?

(Wher eupon, the proceedi ngs went off the
record at 4:02:39 p.m and went back on the record at
4:16:55 p.m)

CHAI R APOSTOLAKI S: Ckay. Now we are
tal ki ng about t he Devel opnent of Regul at ory QGui dance.
M. Arndt.

MR, ARNDT: Yes.

CHAI R APOSTCLAKI'S: Have we seen this

di agram bef or e?
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MR. ARNDT: Yes. | just wanted to mention
a couple of things real quick before | go on. Two
quick things, to fix it in the Commttee's mnd,
because it's been an issue before. W're obviously
going to be talking about this elenment here, the
devel opnent of regulatory guidance, and this has
i nputs both from what our stakehol ders were talking
about, and what they're interested in, and the issues
t hey have, but also the information we |earned from
the rest of the program

Al so, before we get out of here, | want to
make a couple of quick comments to rem nd you who's
doi ng what so you can get it straight in your head.
The overall programplan, all the different areas, is
bei ng managed out of the INC Goup, and |I'mthe
overal | ProgramCoordi nator for that. The traditional
net hods that we tal ked about nobst recently, is being
managed out of our PRA Group, Todd Hilsneier is the
NRC Program Manager for that part of it, and BNL is
the prine contractor. The dynam c nodels, | also wear
that hat as the Program Manager for that area. The
prinme is Chio State University, Tunc Aldemir and his
group, and he has a coupl e of subs, one | ooki ng at DFM
nodel i ng et hodol ogy at ASCA, and al so the UVAthat is

wor ki ng both on the devel opnment of actual interface
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with the system that we're working on, but also
wor king on the nodeling of the coverage space and
things like that. So this is basically what the
structure of the programis, so —-

CHAI R APOSTOLAKIS: Are you getting any
i nput from NRR?

MR. ARNDT: Yes. And as we nove toward
t he regul atory gui dance devel oprent, that invol venent
is going to expand.

Now as | pull this other one up, | want to
al so nention, we appreciate the opportunity to comne
and work with you. One of the things |I just want to
nmention is at the last neeting, you really enphasized
your desire to work with us, and work on i nternedi ate
results, so sone of this has been watching sausage
bei ng nade, to sonme extent. But we appreciate your
corments and your review, and we hope to continue
working with you in that area. And we can tal k about
that |ater after the end of the |ast presentation.

This is going to be sone general ideas on
what we think the structure and content of the
regul atory guidance is going to be. As | nentioned
earlier, this is a process by which we're trying to
develop the ideas, get input, and work wth the

st akehol ders before we send it out, the first draft
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out for public comrent.

As we nentioned earlier, as part of the
overall research program plan, we're devel oping the
needed regul atory guidance to support risk-inforned
digital systemreviews. To do that, we're taking the
information that we're gai ning fromthe other parts of
this program understanding the failure data,
assessing the nodel, what nodels can be used,
determ ning what systens need to be nodel ed at what
| evel of detail, devel oping acceptable nethods and
acceptance criteria associated with that.

Alittle bit of reiteration. |Industry has
expressed interest in this area. W want to both
devel op regul atory gui dance for regul atory
applications of this nethod, but also to continually
update the actual PRAs so they're consistent across
t he board, and nodel the digital systens.

MR. HI CKEL: Steve, could | ask a question
back on that |ast slide.

MR, ARNDT:  Sure.

MR. HICKEL: You're saying as the
i censees replace anal og systemwith digital systens,
their current PRAs are not keeping up with these
changes. Now are you — you're not expecting, or the

staff, or NRR doesn't expect the licensees to nodify
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their PRAs for non-safety-related control systens.

MR ARNDT: W do not.

MR. H CKEL: You do not. Ckay.

MR. ARNDT: And if you look at the way we
i mpl enment  risk-infornmed regul ation, there's an
eval uation as to whether or not the nodels that are
being used for the particular ri sk-informed
application are sufficient quality, conpl eteness, and
ot her things, to support that particul ar application.
This sinply is highlighting the fact that if you want
to do sonmething that happens to touch a systemt hat
happens to be a digital system then you' re going to
have sone challenges, if you haven't updated that
piece, as well. If you don't need to do that, we
don't need to evaluate it, and you don't need to have
that application. But we're starting to see in a few
very selected applications where that's starting to
t ouch these kinds of issues.

MR. H CKEL: Okay. Exanples being things
I i ke sequencers and —-

MR. ARNDT: Exanpl es being, for exanple,
risk-informed tech specs. If you want to do risk-
informed tech specs for various systems, and one of
t hem happens to have control and protection systens,

that's fine, so long as the nodeling for that

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

261

particul ar systemis accurate to what's currently in

the plant, and accurate to the |l evel of detail that it

nodel s all the inportant aspects of the systens. |If

you want to exclude that particular system from your

risk-informed tech spec, that's fine. But if you want
toinclude it, then we need to establish sonme criteria
as towhat is aregulatorily acceptable digital system
nodel for that application.

MR. HCKEL: Well, the main reason
sonmebody might want to get relief is he's going to put
inasystemthat's automatically tested to repl ace one
that he used to have to go do surveillance on

MR. ARNDT: That woul d be one exanpl e,

yes.
MR, H CKEL: Ckay.
MEMBER BONACA: A question | had, Steve,
was a nunber of these replacenents, | believe have

occurred under 05.59.

MR. ARNDT: Correct.

MEMBER BONACA: And | woul d expect that
industry wll still try to use 50.59 to perform
changes without having formal approval.

MR ARNDT: There will be a nunber of
situations where that will be the case, yes.

MEMBER BONACA: Ckay. Now |'m wondering
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about bul |l et nunber two, where | see that the i ndustry
has expressed interest in using risk-inforned
regul ation, Regulatory Guide 1.174, as an alternate
nmet hod for licensing the systems. And so |I'mtrying
to understand —-

MR.  ARNDT: Sone systens we have
specifically stated we expect the |icensees to bring
themin for regulatory review

MEMBER BONACA: Ckay. There has been the
clarification.

MR. ARNDT: Reg Guide 1.174 provides
gui dance on how to do risk-infornmed decision nmaking.
But as we' ve tal ked about, it doesn't provide specific
criteriafor digital systenms. Now does it necessarily
need to? Well, as we work this out, we'll find out
what additional guidance, if any, is necessary. As
you know, there's a series of guides to specific risk-
informed applications, risk-informng the Q List,
risk-inform ng the tech specs, et cetera. W believe
t he uni que aspects of digital systems nmeans you need
some additional guidance.

Because of that, we want to | ook at issues
associated with digital system nodeling, as well as
t he other aspects of regulatory review that you need

to do for risk-informed guidance; that is to say, how
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does the requirements in 174 for maintaining
sufficient safety margin neeting the current
regul ati ons def ense-in-depth phi | osophy, and
per f ormance neasurenment strategies apply when you do
a digital system upgrade based on the risk-inforned
appl i cation.

This is basically a reiteration of what
|"ve said a couple of times already today, our
strategy for the developnent. Devel opnent and
understanding of the characteristics, what are the
things that m ght be necessary to nodel to have a
sufficiently good nodel for these applications? Sone
of those were articulated in Reg Guide CFR 69.01 and
various other work that's been published, and will be
published. |Is this a conplete list, is it a list that
has to be satisfied by every nodel? No. That goes
back to the categorization issue that we've tal ked to,
and I'Il talk to a little bit later in this
presentati on.

| dentify methodol ogies for nodeling the
systens. W've done that, and we're going to continue
to do that. Devel op an understanding of the data
issues - that's a very large issue. Develop draft
regul atory gui dance or a draft regul atory approach -

this is the guide that we're going to use. |It's
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tentatively DG 1151, an approach to plant-specific
ri sk-informed decision nmaking for digital systens.
W' re going to have, as we nentioned earlier, a public
neeting or a workshop to discuss our strategies for
putting this together, and we hope to publish the
comment - the draft for public conment in Decenber of
this year.

This is a very rough first guess at a
structure for what the reg guide would include.
There's a discussion of the nodeling requirenments
di scussion of the issues associated with integration
of digital system nodels into the full PRA nodel
nmet hodol ogy, di scussion of the data requirenents. |
expanded out and wll highlight the wuncertainty
anal ysis issue here, prinmarily because 174 doesn't
talk toit in great detail, and this is an area, as we
di scussed earlier, there's a lot of wuncertainty
associated with the data, with the nodels, with the
context or operational profile that are going to
assurme that we want to have some explicit guidance
associated with this.

The acceptance criteria- is the Delta CDF
and Delta LERF appropriate, and if so, are additional
gui dance necessary? And then, how do you interpret

the other issues that you need to |look at for risk-
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i nform ng perfornmance neasures, maintaining sufficient
mar gi n, defense-in-depth, diversity, those issues.
Her e are sone of the nodel i ng requirenents
we are | ooking at, including - nowto sone extent this
i s notherhood. W want to nodel everything as best
you can, but fromthese criteria, we want to focus in
on what we care about when we are going to revi ew one
of these nodels. The nodel nust account for
important, relative features of the system under
consi deration. Moddel nust nake valid, plausible
assunptions about the system characteristics, and
justify these. WMdel nust be able to quantitatively
descri be the dependencies between failure events,
support systenms, comon node failures, dynanic
interactions, and if the nodel - if you choose not to
nodel sonme of these things, denponstrate why they're
not inportant. In very sinple actuation systens, it
probably is very easy to denonstrate why they're not
important. |In nore conplex systens, probably not.
Be ableto di fferenti at e bet ween per manent
and internediate failures, di stinction between
mul tiple and single failures, issues associated with
the conplexity of the system |If the systemis not
very conpl ex, then you di scuss why it's not inportant,

and why the nodel doesn't need to include it. If it
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is conplex and you still choose not to nodel it, then
we have a nmuch nore detailed requirenment for
understanding how you're going to deal wth that.
Under st and t he nodel nust be abl e to provide the kinds
of information that you need for inclusion in a PRA
cut sets, probability failure, uncertainty.

There's nothing to say that this can't be
a multi-stage analysis, a stand-alone nodel that is
then integrated with the PRA. But if you're going to
do that, you've got to go back to how does that neet
the criteria above for characteristics, and
interfaces, and system dependencies, and things |ike
that. Methodol ogy nust be able to incorporate the
vari ous acci dent sequences, and have enough detail so
that if there's interactions with non-1NC systens,
that that's included.

Level of nodeling detail - sanme kind of
concepts; that is to say, not saying you have to use
DFM or you have to use Markov, or whatever, it's
sayi ng you have to use nodeling detail sufficient to
capture the inportant aspects of the digital system
The digital systens RNL issues, issue you brought up
earlier, George, unique failure nodes, if there are
unique failure nodes, unique characteristics of

software failures and tests, sone of the stuff that
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Louis nmentioned earlier.

| f you want to | ook at sinplified nodels,
we woul d ask that you verify that the unique system
characteristics that are not nodeled in your
sinplified nodels aren't inportant. W want you to
| ook at understandi ng howthe data fits the nodel. |If
you data doesn't fit the nodel, or vyou're not
capturing the uni que characteristics of the potenti al
failure nodes in the data, we want to understand how
you're doing that, and why you're doing it that way.
Common node failure i ssues, systeminteraction issues,
and the last bullet there gets to the issue that we
tal ked about earlier inthe day - validate the events
t hat have happened i n historical record can be nodel ed
by the | evel of abstraction that you have.

W hope to have sone exanples to
illustrate what we really nmean by t hese things. W']|
probably i nformthat by our categorization i ssues that
we' ve tal ked about today.

If it"saninplicit integration, if you're
going to do a fault tree/event tree-type nodel, this
is less inmportant. If you're going to do sonething
nore sophisticated, this is nore inportant, in the
same way that you would, say, do a seismc analysis,

or sone other kinds of analysis that is enbedded in

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

268

current generation PRAs. You need to include all the
i nportant interactions and dependenci es, and include
systens that woul d i npact or woul d be i npacted by the
di gital system changes.

Data requirements - this is going to be
chal | engi ng for everybody, but we want to | ook at what
data is being extracted, both in generic databases,
the plant-specific or systemspecific databases,
particularly if we're going to use databases from
vendors or parts manufacturers that nmay not be
publicly available information, or nay not have had
public peer review, and what the Iimtations and
bi ases, if any, are for those systens. Then | ook at
if some of the data is being supported by test
net hodol ogies, be it reliability growth nodeling for
software, or some of the factor acceptance testing,
site acceptance testing data, or specific data,
specific testing nethodologies to develop specific
data | i ke the fault injection nmethodol ogy, understand
what t hose are telling us, and how applicabl e they are
to the particular delivered product, as well as how
much of the systemare they really covering.

In ternms of review of the database, these
are sone of the issues we want to understand. The

data col l ection hasn't been done in a systenatic way.
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Is it a good structure database, can we interrogate
it, is there good configuration nanagenent for the
nmeasures, is the root cause anal ysis for the database
entries appropriate.

One of the biggest challenges with LER
dat abase, for exanple, is you frequently only get very
hi gh | evel causes, the nodule failed. Modeling at the
nodul e level, and that is sufficient, that's great.
If you're nodeling at a |ower Ilevel, or a higher
| evel, you need to understand how that has been
generated, so that's going to be an issue that we're
going to | ook at.

Now sone of this is the sanme ki nd of stuff
that you would see in any PRA analysis. However,
there are sone uni que aspects of digital systenms, so
we won't ook at them in a unique way. W talked
about nodel uncertainty wearlier, look at nodel
uncertainty, | ook at operational profile uncertainty,
or context uncertainty, if you prefer, the know edge
of the possible input space, and the probability
di stributions associ at ed with it, and dat a
uncertainty.

Addi tional requirenments - as | nmentioned
earlier, this is acceptance criteria explicitly laid

out in Reg Guide 1.174. There nmay need to be sone
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additional acceptance criteria for the digital
systens. W need to | ook at how we neet the current
regul ations and defense-in-depth philosophy as
enbodi ed in 10 CFR 50. 55 a(h), the various reg gui des,
603, and the interpretation of how our regul atory
structure currently exists.

One of the issues associated with risk-
i nformed upgrade or risk-inforned evaluations is a
specific look at how the performance neasurenent
strategies are going to be applied. 1In the case of a
ri sk-informed digital system that m ght include | ong-
term validation of the data used, nonitoring of
i ndustry-wide events to assure the assunptions
continue to be valid. As the technol ogy associ at ed
with digital systens changes, we want to make sure
that the assunptions that was used in the digita
reliability nmodeling also continue to be valid.

So, again, these are first thoughts of
things that need to be included in a structure that
woul d, | think, both give the NRC a relatively good
assurance that the nodeling is being done
appropriately, at the same time giving sufficient
flexibility to the industry to propose alternative
nmet hodol ogi es.

The research into the current state-of-
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the-art methods is being used to help inform this
regul atory gui dance devel opnent, |ooking at a |arge
nunber of potentially viable nethods, devel oping
acceptabl e nethods. And as | just nentioned, we plan
on making this a perfornmance-based; that is to say,

not prescriptive to a particul ar nodel i ng net hodol ogy,

but rather, defining acceptable characteristics of a
nodel i ng net hodol ogy.

The poi nt of giving you sonme general ideas
here is to see whether or not you seemto think this
is a reasonable first approach for devel oping the
gui dance, and also to look at issues that the
committee may think need to be included that we have
not thought of at this point. Any comments al ong
t hose |ines would be nuch appreci at ed.

CHAI R APOSTOLAKIS: This is a pretty high
| evel description, so it's hard to, at |east for ne,
to cone up with any substantive conments, unless ny
col | eagues have sonething to say. |Is the subcomittee
going to review this guide as it is being devel oped,
subconmi ttee neeting?

MR. ARNDT: The standard procedure, as you
know, is once the draft is developed, it will be sent
to the ACRS to either be reviewed before public

comment, or waive review until after public comment.
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You, of course, have the option to review it before
it's sent out for public coment, if you choose.

Addi tionally, of course, as we go forward,
we plan on having additional informational briefings
to the subcommittee.

CHAI R APOCSTCLAKI'S: That's what | was
asking. | mean, you do plan after you have sone,
let's say it's 40 percent conplete, maybe have an
informati on neeting and see what the reaction of the
subcommi ttee woul d be?

MR. ARNDT: It depends on scheduling, and
sequenci ng, but we could do that. WlIl, for exanple,
we're going to have internal review of the rough
draft, we're going to have the workshop that's going
to talk about this in nore detail because it'll be
further along at that point. W'IlIl get feedback from
t he stakehol ders. At sone point between then and the
time we actually send it to the ACRS for review, we
could have a subcommttee neeting to discuss that,

anong ot her things.

CHAI R APOCSTCLAKI'S: | think that woul d be
advi sable. So you think the next tine we'll see this
will be when it's really a draft of a regulatory
gui de, not before. WlIl, naybe — if we have a

subconmi ttee neeting to di scuss ot her i ssues, naybe we
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can find a couple of hours to al so discuss the —

MR. ARNDT: That woul d be very useful

CHAI R APOSTCOLAKI S:  Yes.

MR. KEMPER. This is Bill Kenper. | think
that's a good idea, CGeorge, because we wanted to try
to discuss the software netrics project that just
didn't work out for us, so we do want to get back with
you in the next few nmonths to talk about that, so
maybe we can conbine this at the same tine.

CHAI R APOSTOLAKI S:  That woul d be a great
—- MR. KEMPER: |'mvery nuch interested in
getting all of your insight into this draft reg guide
before we actually send it out for public conment.

CHAI R APOSTOLAKI S:  Very good.

MR. KEMPER  Probably, |'m guessing,
probably around Cctober-ish tinme frame i s what we' d be
| ooking at from a cal endar perspecti ve.

MR, ARNDT: We'll work it out with the

staff.

MR GAERTNER: |'m John CGaertner fromthe
El ectric Power Research Institute. First of all, it's
been a very interesting day. | really enjoyed

| earning these things, and the exciting things you
have underway. And as you know, we, and our

representation, the industry group, we support the
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risk-informng of this decision making for digita
I NC, and we support the use of the PRA. But a few
things, Steve, that you said in this last talk | eave
nme a little concerned, so | just wanted to point them
out .

First of all, there seenms to be a strong
desire to incorporate the I NC nodel i ng deeply into the
exi sting PRA as part of this effort, and | think that
could be a mstake. It's appropriate, | think, to use
the PRAto determ ne the acceptability of the digital
INC from a risk perspective, but a lot of the
assessments you're going to do are going to be
boundi ng, and that' || be acceptable to showthe safety
of the INC system but you don't want those bounding
assunptions put back into your PRA permanently. And
al so, there'll be considerably uncertain, as we saw
from the data analysis that we saw. And we have
i ssues with aggregati on - when we put things together
in PRA, and sonme things are highly uncertain and some
things aren't, or highly conservative and aren't, we
don't like to aggregate them So | think it may be in
the best interest to keep the two separate, to a |l arge
extent, and not insist that the detail ed nodeling be
i ncorporated into the PRA, necessarily. That's ny one

comment .
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My second one has to do with defense-in-
depth. [I'mstill concerned that it |ooks Iike we may
be still expecting to have a high |level of
determ nistic defense-in-depth, in addition to the
ri sk-infornmed, and that woul d nake sone sense, evenin
Reg Guide 1.174, because where there's a lot of
uncertainty inrisk anal ysis, one asks for defense-in-
depth. So | want to nake sure that we're not just
conmpoundi ng, that we're not adding this risk-inforned
as an additional requirenent on what we al ready have,
so for that reason, | think we need to reconsider the
current defense-in-depth requirenments in light of the
ri sk-informed approach that we're using. So | hope
you'll do that in your reg guide. Thank you.

CHAI R APCSTOLAKI S: Okay. Thank you
Steve. The industry has requested time, M. Marion.

MR. MARION: Good afternoon. My name is
Al ex Marion. |'m Executive Director of Nuclear
Operations and Engineering at NEl. And | do have a
couple of comments I'd like to make relative to
successful application of digital technology in
today's nuclear plants, as well as in tonorrow s
nucl ear plants. But before | get into that, | would
like to make a coupl e of coments about the | ast

presentation from Steve on the reg guide. And |
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accept the fact that this is very prelimnary thinking
on the part of the staff, but this is extrenely
important. If it's not done properly, it will be a
barrier to progress, and what | nmean by that is, the
regul atory process associated with applying digita
technology will be so onerous that it will not be
applied. And that's a disservice to just about
everyone invol ved, including the NRC

Based on what | heard today fromthe
research activities, andit's all kind of interesting,
it appears that the NRCis creating a situation where
they' re going to i npose on the licensees through this
regul atory guide to develop answers to sonme of the
guestions that were raised today. And these are
guestions that the NRC ostensi bly i s hopi ng to address
t hrough this research program so we have to be sure
as we go forward, if you take it to that |evel of
detail in this docunent, that we understand, together
understand what the expectations are, but nore
inmportantly, how to satisfy those expectations in a
reasonable nanner. And that's going to be the
greatest challenge in this effort.

And t o get back to John Gaertner's comrent
about risk-informng the process, we do support that,

but we do want to make sure as we go through that
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process and docunent it in the regulatory guide and
license anendnments that will follow hopefully, that
it allows us to prioritize and identify those areas
that are risk-significant that warrant attention. And
| submit that everything we tal ked about today in
ternms of the research activities are not necessarily
ri sk-significant.

W do want to engage the staff as we go
forward, which includes the Ofice of Research and
NRR, this is a very inportant activity for us, and we
want to make sure it's successful. Wthin NE, we
agree that we need to make this as successful as we
possi bly can, and so the only way we can do it is work
with the NRC hand-in-hand, identify the issues,
prioritize themfromthe standpoint of risk, identify
options on addressing those issues, et cetera, and
noving the ball forward, if you will.

Timeliness of this is a concern on our
part, especially with regard to new plant activities.
Currently, the vendors are designing systens. W have
systens that have been installed in other countries.
There's an opportunity to start collecting data. |
subnmit that inthe presentation earlier this afternoon
where four operating events were identified, it

doesn't make sense, to ne, that we worry about a 15 to
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20 year experience with digital technol ogy, given the
pace of technology and its devel opnent. Okay? Just

t hi nk about what's happened in conputer science over

the last five years. Okay? And the processes that we
have in place at nuclear power plant, as you well

know, is where there's an event where there's a
problem there's a root cause evaluation, and
corrective action taken, so the rel evance of these old
events just doesn't seemto make sense to ne.

Let's see. Conventional PRA nethods, at
this point, appear to be satisfactory if software,
common cause failure, and fault tolerant design
features are nodeled in a conservative way. And we
provi ded a docunment to the NRC t hat was devel oped by
EPRI on defense-in-depth and diversity, and we're
hoping that the review of that docunent can proceed
in light of what we heard earlier today, and the
conments on it. W need to establish sone confidence
i n applying PRA technol ogy, and | was pl eased to hear
that the research program includes benchmarking.
That's extrenely inportant. W think that is one of
the key elenments of making this entire process
successful, because that gives us a reasonable tine
frame to start devel oping sone data, and we support

t hat .
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And what |1'd like to do is propose an
i ntegrated approach. We'll be thinking about, after
we all debrief next week, we'll be thinking about
sending in aletter to the NRC offering an integrated
action plan of things that we think need to be
addressed in order to make this process successful.
There are anal yses and designs that are currently
ongoing for new plant construction. | know that
Cconee withdrewtheir submittal for their upgrade, but
| suspect that there are other utilities, well, | know
there are other utilities seriously thinking about a
submittal, so there are things that we need to
identify, that we need to address now wi t hin the next
six nonths. Qherwise, all of this activity is in
j eopar dy.

The draft reg guide and the August
wor kshop schedul es are extrenely anbitious in |ight of
what we heard today, but | still think there are sone
opportunities for addressing the |ow hanging fruit,
and get the process noving.

The industry would like to be a peer in
the review of the research projects. It's kind of
awkward to be sitting here at a di scussion, where the
committee nenbers are comrenti ng about a draft report

that they have, but that report wasn't made publicly
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avai l able. W could have offered sone input and
comments, and insights on that, as well. So at the
appropriate tine, we would respectfully request to be
part of that peer review, because this is extrenely
inmportant to the industry in a nunber of ways.

W are also interested in |ooking for
opportunities for collaborative research. W have the
NRC s research plan, we'll | ook at that, and hopefully
in the not too distant future, schedule a neeting
where we can tal k about such opportunities and try to
figure out how we can work together on answeri ng t hose
guesti ons.

| nmentioned the EPRI topical report that
was submitted. 1'd |ike to see that review progress.
We did receive coments fromNRR  Those conments, |
think we can respond to. W generally agree with the
basic thrust of those coments. | don't know if we
shoul d expect simlar conments fromthe Ofice of
Research. | don't know if the Ofice of Research was
involved in putting those comments together or not.
Al right.

Over the long term NUREG CR 69.01 was
publ i shed, identify nmethods. There are a couple of
things we want to say about that approach. As we go

t hrough evaluating digital systens and how to nbde

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

281

them we need to keep in m nd a couple of things. One
is, there are applications that deal with a specific

t hreshol d, digital applications under these conditions

you open a valve. Al right? Under these conditions
you respond to a particular pressure reading on an

instrument, et cetera, relatively straightforward and

fundamental. Qhers are nore dynanmic with a feedback
| oop process, and we need to nake sure that those two

kinds of applications have to be dealt with in

di fferent manners. And | think you acknow edge that,
at | east based upon what | heard today. But the NUREG
CR 69. 01 doesn't differenti ate between those two forns

of applications, or tw types of applications.

W' ve | ooked at all the experience with
digital systems, specifically some of the software
i ssues, or the software-rel ated experiences, and we
characterize a great majority of them as being basic
configuration managenent. WMake sure that the
application neets the intended service it's going to
see in the field, et cetera, and you make sure it's
conpati ble with the design features of the systemt hat
you're applying it to, et cetera. That's
configuration nmanagenent, straightforward.

As we go through this process, we'll

consi der whether or not any specific guidance or
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encour agenent i s needed from NElI in reinforcing that
nessage, but that seenms to be extrenely fundanental

that we need to agree on, and | think ultimtely the
staff will agree on that, as well.

W need to differentiate, as you go
t hrough these evaluations of software failures, it
woul d be hel pful if you could differentiate between
operating system failures and application failures.
That's extrenely inportant. | nentioned the point
about rel evance of aged experience. One other thing,
and the commttee knows from presentations |'ve made
before, that | really focus on the process. |If we can
under stand the process, we know how to get from Point
A to Point B.

We want to be careful that we don't use,
or we don't set up an environnent or situation where
the i cense anendnent process by utilities wanting to
subnmit these applications for NRC revi ew, becones the
way that the NRC regul ates digital applications inthe
future. And | don't nean that in a negative, critica
manner. What's inmportant, | think, and the way to
avoid getting into that trap is to focus on the ri sk-
informed decision making associated wth these
applications, and I think that that ought to be the

first principle that we all agree on. Al right?
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W' ve had experiences with risk-inforned
applications that have been successful, and let's see
if we can translate that, or transfer that to
applications in digital technology, and that's where
| think it's fundanmentally inportant to stay focused
so we don't |ose sight of that.

That conpl etes ny coments. |'Il be nore
t han happy to answer any questions. Sonme of our
industry teamis here. | don't know if they want to

add any additional comrents, or any clarifications.

CHAI R APOSTOLAKI S: | was thinking about
it also today, not only today, and |I'm glad you
nmenti oned that you would be willing to have sone sort

of coll aborative research going on with the NRC. And,
of course, as we all know, the fire nodeling effort
was a very successful effort. 1In the past, we've had
common cause failure, common project, joint project.
| think it will be very, very useful to try to do
that. | think we have to be a little careful about
the timng of it, so that the industry and the staff
wi |l have maybe some ideas that will evolve and then
come together. But | would be all in favor for that,
because | think this is a way to devel op sonet hi ng
that's practical, stakeholder views conme into the

picture early, and | can't think of any downside,
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really. So I, personally, would be very supportive,
but | think the conmttee would be also very
supportive based on what we have seen so far, so |
woul d encourage you to pursue this. And | don't know
now when it would be an appropriate — and | also
think the suggestion from M. Marion of having
i ndustry reviewers of these docunents is not a bad
idea. | nean, | don't know what the | aw says about
issuing draft reports before they are draft, and so
on, but if you can accomnmopdate that, it seens to ne,
Steve, you're going to benefit alot. And, again, it
will be in the sane spirit we're having these
subconmi ttee nmeetings; you are getting input early in
the process so you have a chance to respond, or at
| east you know what's com ng down.

MR HICKEL: It would seemthey' re nenbers
of the public, also, NEIl.

CHAI R APOSTOLAKIS:  No, but if you treat
t hem as nenbers of the public, then you have to wait
until the time comes for nmenbers of the public to see
— |I"mtal ki ng about the peer reviewthat's happeni ng
now.

MR. MARION:  We've been involved in peer
revi ew of other docunents, and so the precedent has

been set, so |I'm just offering that we're still
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avai l abl e to hel p out.

CHAI R APOCSTOLAKI S: | think that —-

MR. KEMPER: Yes, if | could just add ny
two cents. |It's certainly a priority and a goal of
the Ofice of Research to collaborate with industry
whenever possible, and so | wel cone that.

CHAI R APOSTOLAKIS: So it seens to ne
there is no —

MR KEMPER: It's just a natter of us
getting together and working out the details, the
| ogistics. Al right?

CHAI R APOCSTOLAKI S:  Ckay. (ood.

MR. KEMPER: Peer review, also timng is
perfect for that, because that's also another
initiative by our office, is to assure quality of our
docunents to get as good a peer review as we can, SO
if we could maybe work out some protocol here about
who woul d be the person, as opposed to sending it out
tothe entire industry. | don't know if that would be
t he best solution or not, so we can work that.

CHAI R APOSTOLAKI'S: You can work out these
t hi ngs.

MEMBER BONACA: |'m di sappointed to hear
about Cconee w thdraw ng the application.

MR, MARI ON: Yes.
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VEVMBER BONACA: | didn't know t hat.

MR. MARION. Yes, just a decision they

made about two weeks ago or so. | don't know. Tony
Harris probably knows —- obviously, knows nore about
it than I. Are they going to reconsider submtting

it, or can soneone —-
MR HARRIS: No. This is Tony Harris with

NEI. | was at the last neeting with the staff, and I
think, Bill, vyou were there, too. Duke was
contenplating at that time whether or not they would
withdraw. | know they are — | can't fully speak for
them | do know they are working out the plan under
which they would resubmit the application, but they

have sent in a withdrawal letter.

MEMBER BONACA: | think to have on the
tabl e an application, it will be very useful, | think,
for progress, | nmean, on this plan, because it'Il be

i deas, and the perspectives | think that, hopefully
there is — sonmebody else will do that.

MR. H CKEL: WMario, or CGeorge and Mari o,
there have been a nunber of people that were
contenpl ating di gital upgrades to protection and ESFAS
| ogi c, and there were announcenents | think that jobs
were sold. And then subsequently they seened to have

gotten off track. |Is there any input fromNEl, is
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this being caused by | ack of guidance, or what is the
cause that these things are kind of falling by the
wayside? Is it conplexity?

MR HARRIS: This is Tony Harris with NEI
again. W did neet with the NRC staff. W had an
EPRI/ NEI co-sponsored workshop in March, and we
started |ooking through it, because you' re exactly
right; there are a lot of folks. And the concern with
the industry is the length of tine on sonme reviews -
now whet her it's caused by issues on our end in termns
of quality, or some of the issues that you see in
terms of unresolved technical issues, some of these
things that take along tinme. The process itself does
take along tine, and it may be that it will take sone
period of tinme, but fol ks are very concerned about the
length of time, and the uncertainty in |icensingthese
digital application in RPS and ESFAS.

Now to that end, from an industry
perspective, we have developed a working group.
That' s t he next hi ghest | evel you can have at NEI from
an industry perspective, and headed by a Vice
President of Engineering Technical Services, Amr
Shar karam at Exelon. And we | ook forward to working
with the staff on noving forward all these various

issues. W identified | think it was five priority
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i ssues, one of which was research with the staff at
t hat March wor kshop, so we want to take that |ist and
start knocking it off and nove forward, because there
are a lot of folks out there that wold like to nove
forward with digital applications, RPS and ESFAS.
Most of themsay that I'lIl nmove forward right nowto
the extent possible with the controlling sides, with
the non-safety related sides and the controlling
sides. And wait until things get alittle nore
stabilized in the regulatory front until we know nore
of what we really have to do. Wat do we really have
to do to have a quality submttal, and have a good
timeliness in that application, but we're going to
work on that with the staff.

CHAI R APCSTOLAKI S:  Good. Thank you. Any
ot her comments?

MR. KEMPER. Yes. And just to reinforce,
just give of a good segue way, we're listening and
taki ng serious exactly what the industry is telling
us. | just received a user need to accelerate
research in the area of diversity and defense-in-
dept h, and al so advanced control room design issues,
which is primarily pronpted fromthat neeting that
Tony just spoke to a couple of nonths ago.

CHAI R APOSTOLAKI S:  Very good. Thank you,
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Al ex. Let's close by going around the table and see
what i npression people got today. You want to start,
Tom

MEMBER KRESS: Sure. Well, | believe |
saw a | ot of progress since our |last neeting. And |
think the programis on the right track. Early on
was very skeptical that we coul d ever devel op software
reliability failure rates, but now I'm nore hopeful.
| think | see progress in this area. |'d like to
second your comment, CGeorge, that it would be nice to
have some early on judgnents as to which systens
actually need to be nopdeled, and what process one
woul d use to nodel those particular ones. And | think
ri sk-i mportance neasures would be very useful there.
No use to waste tine on things that are not really
ri sk-significant. And even though we don't have
failure rates, | think you have to develop risk-
i mportance neasures for systens.

One area that kind of bothered ne alittle
is when testing revealed no failures over a range of
coverage, | think there should be a statistical
technique to estimate the probability of having a
gi ven nunber of failures, and that has to depend on
the anmount of the degree of coverage, so | thought

that needed a little nore work.
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| was a little skeptical of having the
ability to incorporate tine-dependent failure rates
into PRAs. | think we need to figure out how to work
around that, or avoid it. That sounds like a rea
problem to nme. At sone point in our subcommittee
neetings, |'d like to have a nore detail ed di scussion
on how t he | anbdas are devel oped fromthe 1 m nus Cs.
|*'mnot sure how that's done.

| appreciated the i ndustry's comment t hat
failures per demand would be nore interesting than
failures per hours of operation. | think that's an
area that needs to be thought about. | don't know, it
seens to ne t hat repl aci ng anal ogs with digital al nost
automatical ly decreases risk. | don't knowif we could
make such a bl anket determ nation or not, but that's
just a thought.

| would |i ke to support, add ny support to
the industry's coments that on several areas. One,
re-evaluating what we nean by defense-in-depth in
digital INC areas. And | really like Alex Marion's
suggestions on the industry peer review, and
cooperative research. I'mglad to hear that that | ooks
like a possibility.

Eventually, | think we'll need to have

reviews of digital INC installations in new plants,
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whi ch may not be LWRs, and | don't think the

acceptance criteria will be the sane as are in Reg
Quide 1.174, and | think sonewhere along - | don't
knowif these guy's role to do that now, but sonewhere
along the line, we'll have to think about how to deal
with themin the newer plants.

Al inall, |I see lots of progress. |'m
hopeful that this — to ne, clearly there's a need to
incorporate digital INCreliability into the PRAs, so
|"'mglad to see this work.

CHAI R APOSTOLAKI S:  Thank you. Mari o.

MEMBER BONACA: Yes. | voice nost of the
comments that Tom nmade. | nean, | see a | ot of
progress. And, in fact, nore than | thought we woul d
see by this stage. The area of determ nation of which
digital system need to be nodel ed and what |evel of
detail, that's an area, of course, of interest to al
of us. But | think it's also inportant because it
wi |l define sonewhat where you need to have dynamc
nodel i ng, and where you can stay with traditiona
nmet hods.

| would be responsive to M. Gaertner's
recommendat i on of not forcingincorporation of digital
| NC nodeling in PRA. | nean, there may be ot her ways

to do that. | would view the approach the NRCis
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choosing as one that they are choosing for their own
i ndependent val i dation and verification, but it is not
the only way to go about that. And really, | believe
t here shoul d be coll aboration with i ndustry very much
at this stage. | think a collaborative effort can
only be hel pful.

| still believe there is a lot of
t echnol ogy out there avail able, at | east sone of it we
saw our sel ves when we went to Germany, and so there is
a |l ot of experience that can be brought to bear, and
fromwhich we can really derive benefit, both froma
regul atory standpoint, and from an industry
st andpoi nt .

Regardi ng Reg Guide 1.174, | nean, |'m-—-

| can see as work in progress so, of course, all of

us have high expectations of that reg guide, because
we are all supporting risk-informedregulationinthis
area, too. So that's pretty nuch ny coments.

CHAI R APOCSTOLAKI S: John.

MR. HI CKEL: Well, this was ny first foray
i nto what your subconmi ttee had been doing, and | did
appreciate the two letters | think you ve shown ne
what they have done in the past. So | guess ny
perspective is really of maybe just a fresh set of

eyes | ooki ng at what you've been doi ng al ready.
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My i mmedi at e t houghts are that needs to be
a nore focused prioritization of where the staff is
trying to devel op nodeling, and analysis capability.
| don't know why the focus was on digital feedwater
control systems. | would hope that there is sone
opportunity to get fromthe people in NRR that are
maybe the users of the research efforts and the reg
guides, like a picture, in the next six nonths we're
going to have to review this, in the next two years
we're going to have to reviewthat, and five years out
we' ve got advanced reactors, or evolutionary plants
where we're going to have to take a position.

| would think that there is a need to have
nore ability to project and evaluate trip systens and
ESFAS | ogi ¢ systens than was di scussed here today. |
think that's ny first coment. M second coment is
that | think that the data mning efforts that are
goi ng on ri ght nowon t he Brookhaven research proj ect,
t hey appear to be nore evolutionary. There's clearly
a lot nore data out there. | think there are better
ways of getting it, but I think one of the things that
| see that's out there is issues of configuration
control afterwards, because these are the failures
that clearly are occurring. Sonebody gets a bad data

set and they put it into all channels of the trip
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system and that's not digital. You can do the sane
darned thing in an anal og, an old anal og system but
it's out there, and trying to understand those ki nd of
controls, | don't think we're focusing on that.

There is a | ot of experience that people
have done that. There's a | ot of experience out there
fromthe LER systemthat there have been problens in
calibration that result in people putting the wong
nunbers into all channels, and they're assisted and
gui ded by conputer prograns that are doing that for
t hem

Those ki nd of things are happening. This
is not a highly conplicated software reliability
issue. This is just that people are foll ow ng
procedures, and on sone occasions don't followthe
procedures, and they put in wong nunbers into
everything. And that issue is probably nore likely to
occur than sone very highly unusual common cause
hi dden software failure. |'mthinking that the LER
dat abase can give you better estimates of that thing
ver sus some unknown, undetected conmon cause failure
of software.

| think the nunbers can be extracted, and
| do believe they will help better focus the efforts

towards conming up with regul atory gui dance that wll
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be traceable back to history, and nunbers, and be
better focused. And | think those are the two main
comments |'d have.

CHAI R APOSTOLAKI S:  Ckay. Thank you. |
think I was pretty vocal all day. | still — | just
want to repeat that this issue of transition rates is
something that | really have to understand better,
what is the basis, and what do they really nean. And
| think we're making a lot of progress, as | said
earlier. Now we're discussing context, we're getting
into it nore deeply, what does it nean, and all that,
and 1'm confident we'll get sone good answers soon
The issue of zero failures, | nmean, we're fixing them
all the time, and this paper, by the way, that was
cited in the report fromthe IEEE transitions, was a
pretty powerful mathematical analysis of what you do
inthose cases. |'mnot saying we should do that, the
mat hematics is there.

So I'm very pleased nyself wth the
progress that has been made, and |I'm al so happy that
you guys are so willing to come and talk to us about
things that are still evolving, but that's the whol e
idea of these neetings. W've tried it with 1.174
several years ago, it was pretty successful, so we're

doing this now And | also amvery pleased that the
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i ndustry deci ded to cone and voice their concerns and
i deas, because this is really what will lead us to
somet hi ng useful eventually. So with that, unless
sonmebody has sonething to say, from the staff, the
public? Thank you all very rmuch. This neeting is
adj our ned.

(Wher eupon, the proceedi ngs went off the

record at 5:16:33 p.m)
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