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P-ROCEEDI-NGS
8:30 a. m

CHAI RVAN APOSTOLAKI S:  The neeting will
now cone to order. This is the first day of the
neeting of the Advisory Conmttee on Reactor
Saf eguar ds Subcomm ttee on Digital Instrunentation and
Control Systens.

| "' m George Apostol akis, chairman of the
subcommittee. Menbers in attendance are Mari o Bonaca
and Tom Kress. Also in attendance are two of our
consultants, Dr. Sergio Guarro and M. Janes Wite.

The purpose of this neeting is to discuss
the NRC staff's Draft Digital Systenms Research Pl an,
the staff's approach to revising Regulatory Guide
1.97, and two specific research prograns discussed in
the plan, software quality assurance, and the risk
assessnment of digital systenms. The subconmittee wll
gather information, analyze the relevant issues and
facts, and formul ate proposed positions and acti ons,
as appropriate, for deliberation by the full
conmi ttee.

M ke Snodderly is the designated federal
official for this neeting. Eric Thornsbury is the
cogni zant staff engineer. The rules for participation

in today' s neeting have been announced as part of the

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

5

notice of this neeting previously published in the
Federal Regi ster on May 31, 2005. A transcript of the
neeting is being kept, and will be nmade avail abl e as
stated in the Federal Register notice. It is
requested that speakers first identify thenmsel ves and
speak with sufficient clarity and vol une so that they
can be readily heard. W have received no witten
comments or requests for tine to make oral statenents
frommenbers of the public regardi ng today's neeting.
| should note that the staff briefed the ful
committee on May 6 of this year.

W will now proceed with the neeting, and
| call upon M. WIIliam Kenper of the Ofice of
Nucl ear Regul at ory Resear ch to begi n t he
presentations. Bill?

MR. KEMPER: Thank you George. M nane is
Bill Kenper. |[|'mthe section chief of the
| nstrunent ati on and Control Engi neering Section of the
O fice of Research. W have nunerous topics to cover
in the next day and a half, and we have several
presenters of the material. There's an agenda
floating around. | presunme everybody has that.

So before we begin, since we have some new
nmenbers on our staff, | thought it woul d be productive

to introduce at |east the nenbers of our staff that
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wi || be maki ng presentations over the next day or so.
So Mke Waterman is here who will start out the
reconciliation of cooments onthe draft research pl an.
Ceorge Tartal is in the back there. George, will you
stand up, please? GCeorge joined our section about a
year ago fromthe industry. He'll be tal king about
Reg Guide 1.97.

W al so have Steve Arndt. Everybody knows
Steve, |I'msure, he's been around for awhile. Steve
will be talking about two or three of the
presentations. Norbert Carte back there. Norbert

j oi ned us about six nonths ago from the industry as

well. Norbert will be tal king about software quality.
Is Dr. Mng Li here by any chance? | guess he hasn't
joined us yet. Gkay, he'll be here later, fromthe

University of Maryland. Roman Shaffer should be --
there he is in the background. Roman will be talking
about digital system dependability. And Todd

Hi | sneier, is Todd here? Ckay, great. Todd' s going
to be talking about, tonorrow, dependability and
anal ysis of digital systemfailure data. And he has
M. Chu with himfrom Brookhaven Nati onal Lab. And
al so we have Professor Tunc Aldemr from Chio State
who will be talking to us later also about his

research and investigation of digital systemfailure
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assessnent net hods.

So, as you say, we're here to brief the
ACRS subcomm ttee on various topics contained within
our new Draft Safety Systenms Research Pl an, which
covers 2005 through 2009. W briefed the full ACRS
committee of this plan in My, and subsequently we
wer e asked to provide nore i nfornmation on the research
plan to the | & subcomrittee. So that is what we're
here to do. Research has been working proactively
with our stakeholders in NRR NSIR and NMSS to
i nprove the draft research plan. W al so hope to work
closely with ACRS to inprove our research program
itself.

W appreciate the fact that ACRS has
formed a subcommittee to support this area, and we
| ook forward to our interactions with you all. W
hope that these briefings that we're going to provide
tothe ACRS and its subconmittee on the draft research
plan will result in ACRS endorsenent of the plan, for
our updated program plan, just as you did for the
previous program plan. So unless there's any
guestions, at this point 1'd |ike to go ahead and get
started with the first presentation wth M ke
Wat er man

MR. WATERMAN:  Good norning. M/ nane is
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M ke Waterman. |'mwth the Instrunmentation and
Cont r ol Section of the Engineering Research
Applications Branch in the D vision of Engineering
Technol ogy. Let's see hee, background. | was with
NRR s |&C section for about 14 years, and then |

j oi ned Research about a year ago. And one of the
tasks | was given was to try to put together a
research plan.

W started the plan about |ast year. W
solicited coments in Decenber/January timefrane. W
received the corments. W incorporated comments from
three supported offices, the Ofice of Nuclear
Security and I nci dent Response, the O fice of Nuclear
Materials Safety and Saf eguards, and the O fice of
Nucl ear Reactor Regul ation. And so today |I'mgoing to
go over how we addressed those comments briefly. So
with no further ado.

In this overview, just a brief sunmary of
the NRC l|icensing bases conbined with the NRC
Iicensing process, specifically NRR because that's
where mny experience conmes from Talk a little bit
about our enphasis on inproving comunications, and
we'll get into the coment disposition summary tabl e,
and disposition of comments, and a little bit of a

sunmmary.
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Briefly, just summarizing, you'll see
| ater on, we had 34 formal comments received fromthe
of fices of NRR, NMBS, and NSIR  Thirty-one of the 34
comments were i ncorporated into the research plan, and
t he renmai ni ng three conment s addressed topics that are
real ly outside the scope of the research plan, or just
required nothing to be done to the research plan.
The first of those comments dealt with a suggestion
that we put netrics into the research plan to neasure
t he effectiveness of the research projects relativeto
the NRC s strategic plan. The second coment invol ved
i ncorporating human factors considerations in our
PRAs. W thought that would probably be better suited
for the Human Factors Branch to deal with that in
their research plan. And the final coment was
something about NRR SRP is considered sufficient
gui dance for the fuel cycle people in NVMBS, and didn't

know what to do with that, so we just, you know, |et

it ride.

CHAI RVAN APOSTCLAKI'S:  But this is an
i nportant comrent, though, isn't it? | nean, | read
some of the nenos, well, all of themactually, from

the various offices to you, and | guess they all feel
that what they're doing now is sufficient.

MR. WATERVAN:  Well, 1'll get into that,
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Dr. Apostol akis, as | go through the discussion

CHAI RMAN APOCSTOLAKI'S: No, but | mean the
way you dism ssed this [ ast sub-bullet, | don't know.
You said | don't know what to do with that.' | nean,
that's a pretty serious corment. They're sayi ng what
we' re doing is good enough. Wen you forma research
pl an, don't you have to take that into account?

MR WATERMAN. Yes, sir, we do. And I'll
tal k about that as we go on, and you'll see how all
t hat folds out.

MR. KEMPER: Yes, we're going to address
that as a comon thenme through several of our
present ati ons.

CHAI RVAN APOSTOLAKI'S:  Al'l right.

MR. WATERMAN: Essentially what the NMSS
corment was was that they're noving toward a nore
qualitative risk-informed review, simlar to what the
NRR SRP already has in it. And what we're trying to
do is get nore specific than just qualitative, "This
is aswell system or "This is a good enough system
things like that. So I'Il get into that in a mnute,
Doct or .

RES revi sed the research plan to reflect
the need for additional information in several areas

on the basis of comunications with the supported
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of fices. The research plan will continue to be
updated in response to conmunications wth the
supported offices as new needs are identified, and as
research projects are conpleted. And what | nean by
that is the research plan ought to be a living
docurnent, not sonething we do once every five years,
and then five years later go back and revise it. It
should be a docunent such that as research is
conpl eted, we pull that research project out of the
Section 3 of the plan, if you will, and have an annex
where we describe -- sunmarize the results of that
research, so that if sonebody picks up the research
plan, not only do they see where we're at and where
we're going, but they can also get a flavor for what
we' ve done and where we' ve been. So that's our vision
of what the research plan ought to be, is sonething
that continues to change as situations change.

MEMBER WHI TE: Excuse ne, |1'd like to ask
a question. As | was reading your plan last night, |
was nysel f wonderi ng about nmetrics by which you woul d
eval uate your research effectiveness. |In your slide
here you say that that's outside the scope of the
research plan. O course any plan should have
netrics, or goals, or targets. So is there sone other

docunent then that | can | ook at to see how you are
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nmeasuri ng your research effectiveness? |If it's not
covered in this presentation?

MR. WATERMAN:  Well, we have NRC interna
reviews of programmatic effectiveness that we're
al ready using in the various offices. And primarily
the reason | didn't incorporate the nmetrics to
eval uate research effectiveness of the research plan,
if I got into a long, |engthy discussion about how
each of these things woul d be neasured, if we're using
PART, which is the Ofice of Minagenent and Budget
procedure, or sonething like that, we sort of divert
attention away fromthe research into nore attention
devoted to actually measuring research effectiveness
relative to the strategic plan. So it m ght be a good
topic for a supplenmentary docunent that we can use to
eval uate our research effectiveness, but | don't know
that it goes into the research

MEMBER WHI TE: | think | understand what
you' re saying, but froma technical point of view you
surely have technical goals by which you would do a
sel f -assessnment of how well you're doing relative to
t hose technical goals. And is that part of the
presentation, and if not is there another --

MR. WATERMAN:. [t's not part of this

presentation at all.
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MEMBER WHI TE: Ckay, thank you

MR. WATERVMAN: Briefly, the NRC Iicensing
bases depend upon the Code of Federal Regul ati ons,
Comm ssion policy statenents, standard review pl ans,
Branch technical positions, consensus standards,
regul at ory gui des t hat endor se consensus st andar ds and
take other positions, topical reports, and research
reports. Now, these sources of guidance and
requirenents identify the safety system attributes
t hat nmust be revi ewed, and provi de gui dance regardi ng
m ni mum acceptable standards of perfornance and
quality. In a way, these docunments, if you will are
simlar to technical specifications, for those of you
who are famliar with those, which identify limting
conditions for operation, action statenents, set
points, surveillance requirenments, and technical
bases. The acceptance criteria identified in NRC
regul ati ons, guidance, standards, and technica
reports are simlar to surveillance requirenent
acceptance criteria. For exanple, nuclear power
pl ants have a tech spec surveillance requirenent to
performa heat balance, if you will, and use the
results of that heat bal ance to adjust their nuclear
power range i nstrunmentation. Now, nuclear power plant

procedures, not the tech spec, specify how the heat
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bal ance is to be obtained, how the result is to be
conpared to nucl ear power range instrunentation, and
how t he adj ust nent of nucl ear power range instrunents
is to be performed. And sinmilar to technical
speci fications, NRC regul ations, reg gui des,
standards, the SRP, technical reports, prescribe
surveillance requirenments, if you will, but generally
do not provide specific procedures for performng
t hose surveillances. A major focus of this research
plan is to produce the supporting surveillance
procedures which wll augnent and supplenent our
existing process. W're not trying to repl ace
process. W're sinply trying to augnent and

suppl emrent those with actual procedures such that no
matter who does the review, they follow the sane
process, step by step, as nuch as possible. And right
now t hose st ep-by-step procedures just, you know, they
aren't there. | can say that from 14 years
experience of doing this that generally | had what was
called an NRC audit assistant tool which didn't
provi de procedures but at least it guided ne in what
guestions to ask. Wat we're trying to do is to
formalize that process a little bit nore so that no
matter who does the review we get the sane result.

And that we're reviewing all of the things that we
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need to revi ew.

CHAI RVAN APOSTOLAKI S:  But again, the
standard revi ew plan doesn't do that?

MR. WATERMAN:. No, sir, it doesn't. The
standard revi ew pl an has gui dance t hat says you shoul d
check the correctness of a systemthrough the various
lifecycle phases, but it doesn't really go into the
details of what does that nean, "correctness", what
actual process do you go through to conme to the
conclusion that yes, the system is correct enough.
All it does is it gives guidance. It's great
gui dance. | worked on doing -- | worked on witing
the standard review plan with Gary Johnson out of
Lawr ence Livernore National Lab, and if you talk to
Gary, he'll say the sane thing |'m doing. The
standard review plan was never neant to be a review
procedure. It was nmeant to put bullets up of things
that ought to be checked. The intent back when we
wrote that branch technical position was to followit
up with actually witing procedures that descri be when
we say "correctness" what does that nean, how do you
go through the process of assessing correctness,
robust ness, conpl et eness, understandability. Al of
those attributes that you find in H CB-14, the branch

technical position. Al that we're really trying to
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do i s to augnment and suppl enent t he gui dance that's in
t he SRP such that a revi ewer can pick up that gui dance
and procedures and go through it.

If you go out to the regions, you know,
t hey have inspection procedures for everything they
do, and they do it -- they have an inspection
procedure for a reason. |It's so that every inspector
does exactly the sane thing so that the results are
consistent. So that's what we're trying to do is to
suppl ement and augnment our existing procedures,
especially now that we have |large systenms coning in
that are going to require a lot of effort to review

The NRC i censing process, t he
regul ati ons, guidance, standards, and technica
reports identify several hundred i nportant attri butes
and associated criteria that nust be addressed
appropriately for digital systens to be |licensed for
safety-related applications. The enphasis there is
several hundred attri butes. The purpose of conducting
research is to investigate current and energing
nmet hods and know edge, and where appropriate to
augnent and suppl enent NRC processes to enabl e NRC
staff to evaluate digital systens consistently and
effectively. W' re already doing an effective job of

licensing these systenms, but the systens are getting
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bigger, and if we don't start proceduralizing this
review process, it's going to slow us down, and there
is a potential there for being inconsistent in our
revi ews.

Now, with regard to addi ti onal enphasi s on
comuni cations, the research plan was revised to
provi de addi ti onal enphasi s on devel opnent of research
products, review procedures, tools, etcetera, that
augnent and suppl enment existing NRC revi ew pl ans and
processes as part of a general process inprovenent
initiative. Also we provided additional enphasis on
enabling comrunications between research and the
supported offices during the initial stages of
research project planning to identify specific
research products that nmust be devel oped, and during
per formance of research to keep the supported offices
i nformed on the progress of Research

Now, neetings have been held wth
supported offices to describe the research plan. W
had presentations for the Ofice of NSIR, the Ofice
of NMSS. W offered to present the research plan to
the Ofice of NRR They elected to not receive a
presentation. That was back in the Decenber/January
ti meframe where we wanted to just roll it out ahead of

time, say this is what it's got, what do you think
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Two of the offices elected to see that, and they
provided their input to us, and the other office
el ected not to.

CHAI RVAN APCSTOLAKI S:  So what's TAG? T-

MR. WATERMAN. Ch, I'msorry. 1In the
future, what we want to do is set up technical
advi sory group neetings with participants from each
office so that we can identify issues that are com ng
up, get the ball rolling on starting to do research to
address those issues, or perhaps one office has an
i ssue that another office has al ready addressed.

MR KEMPER The intent here is the
research pl an does not have the specificity needed to
really sit down and wite a statenent of work. So the
ideais it would provide a franework, general areas of
research and specific topics that we could agree --
come to a conceptual agreenent on. And then we woul d
formthe TAG and really flesh out the details of the
specific scope and the applicable agency areas that
are applicable to that in a TAG environment before we
kick off a new project.

CHAI RVAN APOSTOLAKI S:  There woul d be a
nunber of these advisory conmmttees, or just one

advi sory comm ttee?
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MR. KEMPER: No, they would be periodic,

but certainly ad hoc as needed, basically to initiate

any new worK.

CHAI RVAN APCSTOLAKI'S: | nean, it would be
one group that will have representatives from NRR
NMSS, and so on? O you will have one group from NRR

one group w th NVSS?

MR KEMPER: We haven't fleshed that out
conpletely yet, but nmy desire would be to have al
three offices in one TAG

CHAI RMAN APCSTOLAKI'S: | think that's a
good i dea.

MR. KEMPER. But you know, it may be that
some projects supply nore to one office than the other
two, so you know, they could spend some unnecessary
time in neetings.

CHAI RVAN APOSTCOLAKI' S: Yes.

MR. KEMPER. So we'll have to work through
t hat and see what's the best environnent for that.

CHAI RVAN APOSTOLAKI'S:  All right.

MR. WATERMAN: Now, as an exanpl e of
comuni cating, NRRidentified anissue recently onthe
need for regulatory bases that specify appropriate
system architectures for digital safety systens, and

t he i npact of those architectures on def ense-in-depth.
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A prelimnary discussion between NRR and Resear ch has
identified the basic needs. Discussions will refine
the objectives of the research and identify the
products to be produced. W have yet to do that. |I'm
wor king on presentations on how |'m incorporating
comments right now. Once | get through that | can get
back to that work. This issue will be incorporated
into the research project that addresses diversity and
defense-in-depth. | haven't quite rolled that into
the research plan yet, but that will be. It's a very
i nteresting project brought up by Paul Loeser, and NRR
identified it. It's if somebody is proposing to
incorporate an RPS and SFAS all in one sane
m croprocessor, so your trip and your nitigation
systens all in one processor. It's just like, that's
like all of your eggs in one basket. The
m croprocessor hangs up, you've lost trip and
mtigation for that channel. | don't know, there's
just sonething that doesn't ring true about that. So
Paul 's identified that. He's concerned about it, and
he and | will be working together to try to hamer
that out and see what we can do with it.

Vell, the followi ng slides sumarize the
di sposition of the 34 formal comrents RES received

fromNRR, NVSS, and NSIR. These are the forma
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corments. We're also working with NRR to get sone of
their informal comments i ncorporatedinto the research
pl an as nmuch as possible. The conments range from
general comrents on the contents of the plan to
recomrendations for revisions, addi ti ons, and
nodi fi cations of scope. W anticipate that additional
research plan changes will be made as specific
research project needs are identified in the future.
Again, this living docunent concept of the plan ought
to be fl exi bl e enough to i ncorporate newresearch into
it to be revised on a periodic basis.

The next three slides will show you a
table of how -- this just kind of gives you an
overvi ew of the extensiveness of the corments, and how
we address those comments. | really don't want to get
into any discussion on the format of the table, or
anything like that. |It's just to kind of give you a
flavor for how extensive the cooments were, and how we
changed the research plan to address those comments.
Agai n, 31 out of 34 of the comments were incorpor at ed.
The other three, just couldn't fit theminto the plan,
so. But none of the conmments were rejected,

i ncidentally.
CHAI RVAN APOSTOLAKIS: Did you get any

input fromthe offices regarding prioritization?
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MR WATERVAN:  No, sir.
CHAI RVAN APCSTOLAKI S: Do they feel that

some of these are much nore urgently needed than

ot hers?

MR. WATERVAN:  No, sir, we didn't.

MR. KEMPER No, we hope that a TAG
environment will address that. That's when we can

really get the stakehol ders together, and we can
di scuss that priority.

CHAI RVAN APOSTOLAKI S: When will you start
i npl enenting this plan? Have you already started?

MR. KEMPER. Well, sonme of the projects
are already in progress. Cbviously, they're carried
forth fromthe | ast research plan. And as resources
becone available, and the timng is right, then we'll
convene a TAG and we' || start the next.

CHAI RMAN APCSTOLAKI'S:  Now, | have the
i npression, and |I'm aski ng whether you feel the sane
way, that this is a fairly anbitious plan, and you
probably won't have sufficient resources to do
everything that is in it. So somehow you have to
prioritize.

MR KEMPER: That's correct.

CHAI RVAN APOSTOLAKI S: Maybe getting input

fromthe offices as to their urgent needs, although
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they don't seem to need anything, judging from what
|"ve read. That probably would be a good input to
your process.

MR. KEMPER: Thank you. That's a good
corment. W did make an attenpt to resource-|oad the
research plan, if you will. [If you |Iook back in
Section 4 of the docunent itself, it provides detail ed
schedules, if youwill, and the priority for each one
of them So we took a swag at the priority, if you
will, based on our own intuition. But you're right,
we have to confirmthat with our stakeholders as we
get into the details of these projects.

MR. WATERVMAN:  And that will definitely
require a TAG because |'msure there's conpeting
resources going on there. So one office nay fee

their priorities are alittle bit higher than anot her

one's.

CHAI RVAN APCSTOLAKI S: Vel l, even within
the topics that are of their concern, | nean they
should still give you sone idea as to what the

priorities should be.
MR WATERVAN:  Yes, sir.
MR. KEMPER: Absol utely.
MR WATERMAN: So in the table, the

revised informati on neans the existing discussion in
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the research plan regarding background issues,
etcetera, was correct. |In other words, if there was
something that was factually incorrect in there,
sonmebody caught it, and we corrected that. The added
information nmeans -- in the next colum means
addi ti onal discussion or anplification of the existing
di scussion was provided to clarify. That's, if you
will, a perfective change to the research plan. And
t he revi sed scope colum neans the proposed scope of
the research was revised in response to supported
of fice corments. Sonme places where we thought we had
the right scope, sonebody pointed out it's not the
correct scope, so we changed the scope in the plan on
the next revision of the plan to incorporate that
coment .

The foll owi ng slides briefly sunmari ze t he
comments received fromthe three offices, and the
di sposition of the coments. These slides only
sumari ze the formal conments we received. |'myvery
anxious to al so incorporate any informal comrents we
receive, verbal or whatever, intothe research planto
address i ssues that were not conveyed perhaps clearly
enough.

CHAI RVMAN APOSTOLAKI'S:  |Is there a reason

why there are infornmal conments in addition to the
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formal coments?

MR KEMPER: Well, we've had several
neetings with our stakeholders, as | said, to flesh
out the comments.

CHAI RVAN APOSTOLAKI S:  These are what you
get in the neeting?

MR. KEMPER. Exactly. So the dynamics in
the neeting, it fleshes out additional issues, and we
certainly want to, you know, enbody all those into the
research plan that we possibly can. So that's what we
nmean by that.

MR. WATERMAN:  And that's part of that
comuni cations thingthat | thinkisreally inportant.
If we're not talking to our custoner, if you wll,
then we're not really supporting our customer the way
we shoul d be supporting them So that conmunications
perspective, |'ve been given the privilege of actually
witing up the office letter on nmenorandum of
under st andi ng of Research between us and NRR in this
case here. And | have sone ideas for how to inprove
that so we have a much nore formalized process of
comuni cating, and working together, and devel opi ng
projects together up front so that when we actually
get into the research it's going down the road that

our supported offices actually need it to go down.
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CHAI RVAN APCSTCLAKI S: Wl | surely though

-- this is not a cooment that directly refers to you,
but surely Research has done work for NRR in the past
and devel oped plans. So there nmust be sone sort of

comuni cations process in place. You're speaking as
if there is nothing there.

MR. WATERMAN:  No, no, no. It's not that.
I"'m interested in process inprovenment as nuch as
possible. 1 was over in NRR for awhile, and there
were sone things that | thought mght be better
i npl enented, and | want to incorporate ideas of
process i nprovenent i nto our research program and one
of t hose process i mprovenent s is i proving
conmuni cations with our custoners.

Now, this is -- in the follow ng slides
the comments are addressed in the order of the
research plan sections -- in other words, Section 3.1,
Section 3.2, Section 2, whatever -- beginning with a
general comrent on this first slide, the progressing
t hrough each research program Wthin the body of the
slides, each conment is summari zed as a maj or bul |l et,
whi ch woul d be that bullet up there in white. And the
research action to address the coment is then
sumari zed in subordinate bullets, which, like green

ri ght here.
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Now, this first conment regards how the
research plan should be related to the NRC s strategic
obj ectives and supporting strategies. And so, "In
Section 4 of the Research Pl an, each research project
is linked to specific NRC strategic plan supporting
strategies for achieving the NRC goals of safety,
security, openness, and effectiveness." The other
goal was managenent, but | really had a hard tinme
wor ki ng these projects into nanagenent. An in-depth
di scussion relating each research project to
corresponding strategic plan supporting strategies
woul d have been repetitive and ultimately distracting
when you' ve got 24 projects and you' re saying the sane
thing over and over for each project. The tabular
format in Section 4 was considered the best
alternative for succinctly relatingthe strategic plan
goals to the research projects. So that's the way we
went. At one time | was going to try to roll in those
supporting strategies for discussion in our NRC
strategi c plan docunent. | just, after about five or
six of those projects | thought, gee, | keep saying
the sanme thing over and over. So we just put it down
there as identifying it by nunber, which you can then
pi ck up the NRC strategic plan.

CHAl RVAN APOSTCLAKI'S:  |Is there -- It
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seens to ne the hard part would be to take any one of
t he projects you are proposing and prove that it does
not relate to the strategic plan. | nmean, safety,
security, effectiveness, and openness. Just about
anything you say is related to one of those, so |
don't understand this comment. It doesn't make sense
to ne.

MR. KEWMPER: Well, we m ght have gone
overboard, but we really try to put an effort into
each project back in Section 4 of not only identifying
t he goal, but al so the supported strategies. So, yes,
m ght have overdone it, but we thought it was an
effort well spent.

CHAI RVAN APOSTOLAKI S:  Actual ly, the
research plan, it seens to me what you really want to
see is what the differential would be, what the
i mprovenent would be as a result of each project in
safety area, security, and so on, not if they are
related. | nmean, they are related. W know that.
These four objectives of the strategic plan are so
broad that just about anything you want is related to
t hose. But when you tal k about research plan, you
really want to knowis it going to revol utionize one
area, are we doing nothing there and we're going to

know what to do, or as M ke said, we know t hat we have
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to foll owsone high-1evel process, but the details are
not there. This is really what's inmportant, | think,
for the research plan to nake sure that the reader
under stands. The reason why we're proposing this
project is because in this area we have this need, and
that's how we're neeting it. At least that's ny

i mpr essi on.

MR. WATERMAN:  Yes.

CHAI RVAN APOSTCOLAKI' S: So.

MR. WATERMAN: Part of linking this to the
NRC strategic plan was it's historically that's the
way we've always done it in the past.

CHAI RVAN APOSTOLAKI' S: | understand. |
see the word "stakeholders" is not there. Now, is it
openness? Was it replaced? There used to be
"st akehol ders" sonepl ace. Public confidence. Public
confidence i s now openness.

MR. WATERMAN:. Those are the title of, you
know, the objective --

CHAI RVAN APOSTOLAKI'S:  |''m not asking you
to revise that.

MR. KEMPER: Thank you.

CHAI RVAN APOSTOLAKI S:  These are your
boundary conditi ons.

MR. KEMPER: Thank you.
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MR. WATERMAN:  Now, Section 2, we changed

some things in Section 2, which is Objective and
Scope. The first conment was to schedul e periodic
formal briefings for the supported offices on the
interimresults and status of the tasks. Research is
devel oping nore fornal processes to inprove
comuni cations with the supported of fices, for exanple
by the creation of a Technical Advisory G oup or
Groups, project devel opnent neetings, project status
reviews. One suggestion | have that we may
incorporate is to take our nonthly status letter
reports that we get fromour contractors and extract
rel evant information fromthose and send it via enmai
to our technical nonitors, just so they're kept
appri sed on a nont h-to-nont h basis of what the process
-- what project is going on, and how the progress is
on that project, and things |like that. So those
things, that's a good coment there, and it's one that
| fully support.

The next comment is, " Advanced
instrumentation and controls research would al so be
beneficial for existing plants undergoing digital
retrofits.” And that recommendati on was i ncorporation
in Section 2.2, and out in Section 3.6, which is the

Advanced Reactor Secti on.
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CHAI RVAN APOSTOLAKI S: When do you think

we're going to see this revised plan? | don't think
we have it.

MR. WATERVMAN: That's a good question. |
think we intend to have all the comments i ncor porated
by the end of this nonth.

CHAI RVAN APOSTOLAKI S:  Ckay. So sonetine
in July maybe.

MEMBER KRESS: Yes, sonetine in July.

MR. WATERMAN: Most of them have al ready
been incorporated, but it's just, you know --

CHAI RVMAN APCSTOLAKI S:  That's fi ne.

MR WATERMAN: And |1'd also like to vet it
with ny supported offices before we send it out to
make sure | got their conment correctly, and that |'ve
net all of their concerns, obviously.

So anyway, on the second bullet there,
t hese sections were revised to reflect the potenti al
applicability of advanced reactor research products.
It was just, | think, adding in a sentence or two on,
you know, it could be useful for existing plants.

Then we got into Section 3.1, whichis the
System Aspects of Digital Technology. And the first
comment was, "The justification of Section 3. 1.1isto

“reduce licensing uncertainty.' And the justification
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should be focused on safety, inproved efficiency
ef fectiveness, and realism or openness.” And when
went back to look at it, | said yes, heck of a catch
there. | incorporated that into Section 3.1

Addi tional focus was placed on safety, although,
because licensing uncertainty is a key issue in the
nucl ear industry with regardto digital retrofits, the
focus on reducing licensing uncertainty was retained
in there.

MEMBER KRESS: It seens to ne like
reducing licensing uncertainty, it is kind of a focus
on safety, and efficiency, and effectiveness. That's
what you have to deal wth.

MR WATERMAN: That's correct, but | think
the i ssue with reducing | i censi ng uncertainty revol ves
around that producing of review procedures. So that
when a licensee subnmts a report, they know how it's
going to be reviewed step-w se.

MEMBER KRESS: | see.

MR. WATERMAN: So that, you know, right
now, you know, one of the things a licensee or a
vendor asks when they do their kick-off meeting, they
come in and they present their topical report, or
what ever they' re proposing that they're thinki ng about

i npl enenting. One of their questions near the end of

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

33

the neeting is always who's going to do the review
Now why woul d they ask a question |ike who's going to
do the review? What difference does it nmke, right?
Vel l, the reason they ask that is they know di fferent
reviewers have different slants on things, and they'd
like to know what ganme they're going to be playing.
So, you know, we're trying to reduce sone of that
uncertainty there. W'Ill all follow the regul ations,
but you know, sone people are a little bit nore tuned
to one area than they are to another area. That's
j ust human nat ure.

CHAI RVAN APOSTOLAKI S:  Maybe sone peopl e
are unconfortable with the words "reduce |icensing
uncertainty". Maybe you can turn it to a nore
positive statenment, and say "contribute to regul atory
stability.” Wuld that be better?

MR. WATERMAN:  Yes.

MR. KEMPER:  Sure.

MR. WATERMAN. | don't |ike to put
negati ves.

CHAI RVAN APOSTOLAKI S:  Because you know,
this inplies there is now uncertainty, and why do you
have uncertainty, this and that. Wereas if you say
| want to inprove stability, that's nore positive.

MR.  WATERMAN: Al though there's an
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inmplication there that we -- | know what you nean.
MR. KEMPER: Good comment, thank you.
MR. WATERMAN:. Let's see. |I'mgoing to

get the transcript anyway, so I'll pick it up out of

the transcript.

CHAI RMAN APOSTOLAKI S:  Yes, we have a type

of redundancy here. See both of you are taking notes,
and there's going to be a transcript.

MR WATERVAN:  The next comment was, "The
Research Plan and Statenments of Wrk should include
digital technology involving byproduct materials."
When | went back through there, | realized, wow, I
left alot of our byproduct materials users out of the
plan unintentionally. And so | incorporated, you
know, "This research will support nucl ear power plant
i censi ng and byproduct nmaterials users,' things |like
that. | did that in Sections 3.1.3, 3.1.6, 3.2,
3.3.2, and ot her sections as appropriate to bring that
st akehol der nore into the Research pl an.

Now, "The state-of-the-art in software
engi neering may not be sufficiently nmatured for" and
| put in brackets there "[quantitative] digital safety
system reviews. This concern applies to the
activities described in Sections 3.1.3, 3.2.1, 3.2.2,

3.3.4, and 3.6.3." And the recommendati on was
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i ncorporated. That statenent was incorporated into
t hose sections, and various nethods wi |l be validated
as part of research and before recommendati ons are
made to develop digital safety system review
procedures. So the state-of-the-art may not be
sufficiently matured, but that's what research is
there to do, is to nmature the process, and find out if
that statement is in fact true.

CHAl RMAN  APCSTOLAKI S:  But | don't
understand the neaning of this statenent. It means
the state-of-the-art is not sufficiently matured,
therefore do nothing? 1Is that really the inplication
her e?

MR. WATERVAN:  Well, | didn't want to say
t hat .

CHAI RVAN APCSTOLAKI S:  This is probably
the only conment that tells you that you need the
pl an.

MR KEMPER Well, | think the conmment
really was rooted in this. This technology may not be
sufficient to inplenment these types of tools and
processes that we're considering here. But as you
say, it's -- that's exactly why we're doing --

CHAI RMVAN APOSTOLAKIS: This is the only

comment --
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VR. KEMPER: -- and devel op the

t echnol ogy, and you're going to hear many different
versions of that in the next several presentations
that we're going to make over the next day and a hal f.

CHAI RVAN APOCSTOLAKI S:  However, there is
an inplication perhaps that other people are
devel opi ng the state-of-the-art, and all we do is take
it and adapt it to our needs? | don't believe that.
Because a | ot of the nodels we're usi ng were devel oped
under the sponsorship of the Ofice of Research. Not
out of the blue, of course. | nean, they are al ways
buil ding on existing nmethods, but this is really a
strange comment. For the Research plan. 1It's a true
statenent, but for the Research plan it's a strange
conment .

MR. WATERVAN:  Well, it was a response to
t he Research plan fromone of the supported offices.
And we're working on that issue there, but you know,
m nd you, the comment was a | ot bigger than this. And
| think what Bill said was -- what the supported
office was trying to say is that we're tal ki ng about
goi ng out and getting tools, for exanple. WlI, how
do we know the tools are even mature enough to do
this. So, you know. And so that's part of our job is

to find out.
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CHAI RVAN  APCSTOLAKI S:  That's what

Research is all about.

MR. WATERMAN: That's right.

CHAI RVAN  APCSTOLAKI S:  You nake them
mat ur e.

MR KEMPER: | think we're all --

CHAI RVAN APOSTOLAKI S:  And besi des, you
know, we never rely on a single method in this agency.
| mean, you know, quantitative nethods my be one
input to the integrated decision-naking process.
Wrds nmade fanous by this agency.

MR. KEMPER: Exactly.

MR. WATERVAN:  And the final comment in
Section 3.1 dealt with Section 3.1.6. "Section 3.1.6
is not clear on howproprietary restrictions for ~COIS
operating systems' can be resolved in a way that can
i nprove the assessnent of digital systens."” So
Section 3.1.6 was revised to reflect that comment,
that not all operating systens are proprietary, and to
address i ssues regardi ng features of operating systens
that may adversely affect safety. Wat we really want
to know is for those operating systems you can | ook
at, what things ought you to be | ooking for that could
adversely affect safety such that you can bring it to

the vendor's attention so that the vendor can correct
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that potential safety issue.

And nuclear industry digital system
devel opers have expressed a wllingness to allow
access to proprietary operating system design and
devel opnent. The pl atform vendors have all done that.
They' ve opened it up, and we revi ew what ever we want
to look at. It's when you get sonebody |ike, say, an
Al l en-Bradley, a PLC goes in for a |oad sequencer,
Allen-Bradley is alittle bit nore reluctant to all ow
us to peel back the lid, if you will. They have a
smal| stake in the nuclear industry. They sell nost
of their stuff to much bigger custonmers. Dealing with
t hose kinds of vendors is an issue, and | think that
was probably the focus of this comment, was that when
sonmebody is coming in with -- | oad sequencer is the
one that comes to mnd. People are going to digital
| oad sequencers. They'|ll get an Allen-Bradley PLC, or
Modi con, or sonething like that. And those vendors
just, sonetimes they don't want us |ooking at their
operating system That's proprietary information and
they -- we have to do other things, |ike COTS-
dedi cati on process and things |ike that.

Now this first comment in Section 3.2
actually belongs in the next section on PRA. |t just

goes to show you how PRA can sneak into software
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gual ity assurance issues. |'Il address this conment
in the next slide, so we'll start with the second
bul | et that says, "Link the objective of Section 3.2.3
to safety, inproved efficiency, etc., and explain how
NRC revi ews can be inproved to assess self-test
features.” Section 3.2.3 was | engthened to discuss
t he devel opnment of technical guidance regarding the
use and review of self-testing features in digita
safety systens. | suspect in future conversations
we're going to have with our supported offices that
section nay be enhanced sonme nore. Wat we're really
trying to address here is, like operating systens,
what features in self-testing do you need to | ook at,
what features are appropriate for self-testing, and
whi ch features probably ought to not be used in self-
testing.

My experience with the digital safety
systemfailures that |I've seen in the nuclear industry
is it's always been self-testing features that have
caused the cotton-picking failure. Wen we go out to
review t hese systens, typically we don't have enough
time to review every requirenment in the system so
naturally we start by |ooking at the safety
requirenents, right? And we do our threat audits on

safety requirenents. Well, when you conpare how much
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software addresses safety systenms, and how nmuch
addresses self-testing, you're |ike holy snokes.
You've got this little bit of safety feature software,
and this great big chunk of self-testing software

t hat' s supposed to nake t he product nore reliable, and
all the errors seemto be cropping up over in self-
testing. So maybe we need sone additional guidance on
how to approach -- get our arns around that self-
testing issue a little bit better.

The two failures | can think of that were
caused by self-testing that | was directly involved in
was t he Turkey Poi nt | oad sequencer. The self-testing
feature | ocked out HPI in the system wth the intent
that since it was continuous testing, it would only be
| ocked out alittle bit, and then if a signal cane in,
you know, nobody addressed what happens when a trip
signal cane in. That was one of those systens that
it"djust stop the self-testing and start the process,
as opposed to the approach that's now bei ng taken by
all of the vendors. And sure enough, the HPIs didn't
get unl ocked, and Turkey Poi nt discovered that when
Unit 4 was down, and one of their tests is to see if
they can use Unit 3 HPlI, and the crazy thing woul dn't
start because the | oad sequencer woul dn't unl ock.

CHAI RMAN APOSTOLAKI S: | read about it in
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the report, and it was very, very interesting. And

then the question canme to ny mnd, to what extent is

oper ati ng experi ence, nucl ear and non-nucl ear, driving
the plan. Do we need to know that, or it's sonething
-- it's just another project?

MR. KEMPER: Actually --

CHAI RMVAN APOSTOLAKI S: This pointed out to
me, you know, the real need of understanding the
timng of things, and so on. So?

MR. WATERVAN: | think NRR' s got a pretty
good handle on the timng issues. | mean, when
reviewed the Sienmens Teleperm XS, that was a big
i ssue, was how are they timng all of this, what gets
scheduled in for calculating trip, how do they
schedule in the software testing stuff. Paul's done
t he sane thing

CHAI RVAN APOSTOLAKI S: But the question is
br oader t hough.

MR. KEMPER: Well, the use of operating
experience for digital systens failures is certainly
an essential element of trying to put together a
priority system and specific tasking of the Research
plan. Unfortunately, there's not a good user-friendly
source, if you will, a readily available source of

that informati on available to us. There's nunerous
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pl aces, you know. W have our LER database, | NPO has
its EPI X, etcetera, etcetera. But when you go | ook at
these information sources, it's very comon that
there's just not enough detail to fully understand and
appreciate the nmechanics of the failure itself. In
fact, we've got a project which we' ve kicked off
called the COWSIS project. W're working with the
Hal den Reactor program to put together such a
dat abase, you know, wth several internationa
organi zations participating for just this reason, so
we can use it to better refine our research efforts in
the determnistic world as well as the probabilistic
wor | d.

CHAI RMAN APCSTOLAKI S:  Does the non-
nucl ear worl d have any general conclusions fromtheir
operating experience that we can take advantage of ?

MR. KEMPER: Well, | believe that Todd
will speak to that a little bit in his presentation
tomorrow afternoon. That's one of the taskings in his
project. But there are problenms with that. "Il just
kind of -- | don't want to steal too much of your
t hunder here, but different systenms are qualified to
different |l evels of quality, right? W in the nucl ear
i ndustry of course set very hi gh standards of quality,

so when you try to conpare failures of the sane
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pl at f orm bei ng depl oyed across the process controls
industry as a whole, it's difficult really to nmake a
key judgrment on the reliability of that equi prent.

MEMBER WHI TE: But what concl usi on do you
draw fromthat? Do you conclude therefore that you
shoul dn't | ook at that information, or just that it's
hard to do?

MR. KEMPER: No. You should look at it,
but you have to really evaluate it carefully to make
sure you fully appreciate the ramfications of what
you' re seeing.

CHAl RMAN APCSTOLAKIS:  We'll hear about

MR. KEMPER  Yes.

MR. WATERVAN: The other failure that I
could think of is the ABB-Conbustion ENngineering
devel oped an oscillation power range nonitor for
boiling water reactors. And that was a systemt hat
used mast er-sl ave m croprocessors to check each ot her,
make sure the channel was operable. And there was a
probl emon the 286 m croprocessor chip that they were
using with baton-passing. | don't want to get into a
ot of detail on it, but what happened was because
t hey had a sl ave processor, a self-testing feature if

you will, the priority baton-passing down at the chip
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| evel had a defect in it, and sonetinmes it wouldn't
pass the priority baton back to the other features in
that m croprocessor, hung the mcroprocessor on a
random basi s dependi ng on when you interrupted. And
it took themabout 10 nonths to work out that problem
That was all because they inplenmented a self-testing
feature. So there's sone issues with self-testing
that we really need to get our arns around, and nmaybe
do sone nore study on that.

In Section 3.3, which is R sk Assessnent
of Digital Systens --

CHAI RVAN APOSTOLAKI'S:  That's not a good
title, is it? Wat do you nean by digital systenf
Bui | di ng t he hardware?

MR. WATERVAN:  Yes, sir. [It's hardware
and software. It's not just software.

CHAI RMAN  APOSTOLAKI S: But not the
hardware -- not just the conputers.

MR. WATERVAN.  Well, it's not just the
conputers, that's right sir. For ne a digital system
is a system that consists of microprocessors
supporting hardware, and the software integrated into
that. 1It's not just software and hardware. 1It's the
software integrated with the hardware.

CHAI RVAN APOSTOLAKI S:  Sone peopl e m ght
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argue that even for that digital systemyou shoul dn't
really talk about risk assessnment, that you should
talk -- | nean, if you want -- you should tal k about
a hi gh-pressure injection systemthat utilizes digital
t echnol ogy and see then -- you do a ri sk assessnent of
the whole system and eventually the whole plant.
That prejudges what the -- | know that you don't have
any ulterior notives behind this, but |'mjust

poi nting out that there is sone --

MR WATERMAN. W know the device is
digital safety systenms, so | thought putting "safety"
in there was kind of redundant. And | could have said
"risk assessment of software and hardware, and
software i ntegrated wi th hardware"” but for me "digita
systens" pretty nuch waps that up

CHAI RVAN APCSTCLAKI S: Anyway, we'll see.
W'll see --

MR. KEMPER. Steve is going to provide an
overview |l ater on today of what this is all about,
this section of the plan.

MR WATERVAN: So the first conment is
"The plan should recognize that integrating digital
systens into PRAs may not be practical and that a PRA
may not be an efficient or accurate tool for digital

systemreviews." O course, that's always one outcone
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of your research. And we acknow edge that potenti al
conclusion. W incorporate it into the plan that, you
know, we may find out that PRAs are not the
appropriate way to do it. But this issue ultimtely
will be addressed by the risk research projects.

The second bullet is "Include the
integration of external events, environnental, and
security issues unique to digital systemrisk into the
di scussion of PRAs." Section 3.3.2 was revised to
state that these failure nodes will be evaluated as
part of the investigation of digital system failure
assessment methods. However, the initial devel opnent
efforts will exclude these external events, etc.,
until the nethodology is sufficiently developed to
address these additional issues. W're not just going
to throw everything into the pot and then try to do
one big research job with all of these different
factors in there, you know. So small steps. GCet to
where you do something well, and incorporate the next
i ssue.

The next two coments are, "The goal of
the Section 3.3.3 research should be to provide
nmet hods for incorporating a digital conponent or
system into a PRA. And in addition, acceptance

gui delines should be considered as part of the
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deliverable.” And we agree with that, and we went
ahead and incorporated those comments.

CHAI RVAN APOCSTOLAKI S:  What accept ance
gui del i nes are these?

MR.  WATERMAN. It's the acceptance
gui delines for -- Steve can address that nuch better
t han | can.

MR. ARNDT: These would be issues such as
what is the | evel of detail that you need for a system
reliability nodel that includes digital conponents,
what | evel of interactions between the process and
bet ween t he vari ous vari abl es are necessary, if you're
going to use the 1.7.4 criteria how do you interpret
it for digital systens, or do you need to interpret it
for digital systens.

CHAI RVAN APOCSTOLAKIS: So you're really
referring to the quality of the anal ysis?

MR, ARNDT: Yes.

CHAI RVAN APOSTOLAKI'S: | think nmaybe you
shoul d use those words. Because acceptance gui delines
usual | y means, you know, delta CDF

MR ARNDT: Yes, but there are other
things included, |ike how do you interpret the
defense-in-depth requirenents in 1.7.4. But yes,

we'll take that into consideration.
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CHAI RVAN APCSTCLAKI S:  It's inmportant not

to use a word for too many nmeanings -- with too many
nmeani ngs.

MR. ARNDT: Ckay.

MR. WATERMAN: So as | interpret really
your comment, Professor Apostolakis, is we need to
defi ne what acceptance gui delines are.

CHAI RVAN APCSTOLAKIS: Wl |, use ot her
wor ds.

MR. WATERMAN: Fl esh that out a little bit

CHAI RMAN APCSTOLAKI'S: W don't need --
because usually, you know, in this context we nean
gui del ines regarding the acceptability of the change
in terms of the risk netrics, or sonmething else.
Because the sane thing applies to -- | nean, it's |ike
Regul at ory Gui de 1.200, al ong those lines? Wat do we
expect to see in the anal ysis?

MR. ARNDT: Yes. |It's also along the
lines, if youlook at 1.75, 1.76, 1.77, those ki nds of
i ssues.

CHAI RMVAN APCSTCLAKI S:  Yes, yes, okay,
good.

MR. WATERVAN: The next comment, "Section

3.3.3 should be clarified to reflect potential
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capabilities and to ensure "risk' is not used in the
plan as a synonym for “safety.'" And Section 3.3.3
was revised to reflect the comment, and then the
Research plan was revised to ensure that the term
"risk"™ is used where "risk" is required, and "safety"
is used where the term "safety" is required. And
there were places where that had to be changed.

The next coment, "Ri sk assessnment shoul d
i nvesti gat e advant ages and di sadvant ages of anal og and
digital system architectures, and inplenentation
characteristics in our PRAs." Section 3.3.4 was
revised to include a discussion on evaluation of an
anal og Reactor Protection System and an anal og
feedwater control system for conparison wth
equi val ent digital systens to see what the delta was
bet ween |ooking at a PRA for your good old anal og
system and how does a digital systemchange that PRA
So we've already got sonmething in the shop for doing
that, and we just needed to include that discussionin
the plan. And so ongoing research is addressing the
suggest ed appr oach.

And the last bullet in Section 3.3 is
"Justify Section 3.3.4 statenment that digital
reliability assessnment nethods wll reduce staff

revieweffort by 20 to 30 percent.” You know, | don't
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where | got 20 to 30 percent to tell you the truth.
We threwit out of there, took it out. At one tine |
t hought that was a good nunber, but | was thinking
about tools, and how rmuch t hey m ght have been able to
allow nme to review so much nore. And | came up with
an estimate, but | took it out of there, because |
really couldn't back it up by anything really hard and
firm

CHAI RVAN APOSTOLAKI S: Actual Iy, they went
on and said that in fact you nay i ncrease staff review
effort. You renenber that?

MR. WATERMAN: | woul d expect us to
i ncrease.

CHAI RVAN APOCSTOLAKI S: At the begi nning
you shoul d.

MR. WATERMAN:  Yes.

CHAl RMAN APOSTOLAKI S:  Because you're
addi ng nore. But an inportant element -- | nean, the
staff review effort should not be the only netric
here. W also want to do it right.

MR. WATERMAN: As a matter of fact,
don't think tools are ever going to replace the old
eyeballs on the review. They'll augnent. They'Il do
some things for us that naybe we couldn't do as fast,

but when | went through reviews of a safety system
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and | was going through a threat audit, where | found
nost of the mstakes wasn't in like the design
docunent, or the requirenents docunent, it was at
interface. Al the mi stakes start cropping up in
those interfaces. How did you get from you know,
requirenents to design. And | don't know of any tools
that can actually pick that up. And sonetines, to

tell you the truth, some of the problens |I found, it

was just a feeling | had when | reviewed it that
something didn't seem right. 1 don't know a tool

that's ever going to replace that, and when | dug
deeper, | started uncovering, well, this is where they

ran out of noney on --

CHAI RVAN APOSTOLAKI S:  Let ne give you a
little bit of advice here. Wen your contractors in
the future come to you with Markov nodels, tell them
what you just told us. And see how a Markov nodel can
nodel that. I'Il tell you, it can't. But I'mwlling
to listen.

MR. WATERMAN: of course, in the process
of devel opi ng the nodel you | earn sonething about the
system

Section 3.4, whichis the Security Aspects
of Digital Systens. W had sone very good comrents

coming out of this. I'mstill working with the Ofice
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of NSIR to incorporate additional conments. This is
a whole new issue for us, really. The first conment
was, "Support devel oprment of 10 C F.R 73 requirenents
that i nplenent NRC post-9/11 security-related orders
and regulatory guidance.” And that wasn't in the
original security plan. That took Eric Lee working
with me to help flesh that out, and we're working on
t hat now.

The other bullet was "Support NSIR
devel opnent of a conprehensive cyber security plan,™
and Eric and | are just now starting to work up the
wor k breakdown structure on that. W had a coupl e of
different ideas, and we need to hamer that down once
| get off of the Research plan project.

"Section 3.4 shoul d include research that
supports industry inplenmentation of NUREG CR-6847,
whi ch i s Cyber Security Sel f-Assessnment Method. 6847,
if you will, is simlar -- when | read it, it
i npressed me as sonething very simlar to a standard
review plan, if you will. It identified things you
needed to |l ook at, and what was inportant, and those
kind of things. But when it got right down to, well,
how do | actually do that, it was like hnhnm | don't
know. Well, NSIR has stated that a tool is being

devel oped out side through a multi-agency agreenent, |
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guess, that will inplenent the NUREG CR- 6847 gui dance,

and they'll wuse that tool on installations that
al ready have networks. | don't know about -- | think
we need to do sone research on the networks that are
bei ng designed right now so we can catch problens
early before they get installed into a plan. But
we're focusing a lot nore of our research on
supporting this NUREG 6847 stuff, and I'Il be rolling
nore of those coments into the plan as | get tinme
before the end of the nonth, obviously.

Next commrent was "Section 3.4.2 does not
directly support NSIR plans, but it seenms prudent to
conduct research.”™ This is on el ectromagnetic
vulnerabilities, attack vulnerabilities. And "Though
the Comm ssion has not considered EM weapons as a
credible threat to nuclear power facilities, sone
limted anticipatory research in this area is likely
to be warranted.” In other words, you know, as we
find tinme, it's probably a low priority issue here.
As we find tinme, we should be considering what do we
do about | ow energy radiof requency attacks and hi gh-
ener gy radi of requency attacks.

A related coment. "Section 3.4.2
descri bes an assessnment of el ectromagnetic

vulnerabilities. How does this activity relate to
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TEMPEST prograns?' TEMPEST is an acronymthat cane
out inlike the "60s and 70s. |It's dated now. It's
the Tel ecommuni cation Electronic Material Protected
from Emanating Spurious Transm ssions. And what
TEMPEST really is designed to do is mlitary and al
the industries are now | ooking at, you know, people
nmonitoring froma renote area, and pi cki ng up keyboard
emanations, and things like that, and being able to
take secure information out of a place by renote
nmonitoring. That's what TEMPEST was designed to
addr ess, whereas what we're proposing in the research
for el ectromagnetic attack vulnerabilities is
conpletely different. | mean, instead of us worrying
about what they're listening to, we're worried about
what they're goingto doto the instrunmentationinthe
plant. That's the difference between those two. So
apparently there was some mi sperceptions about what
el ectromagnetic vul nerabilities involve, sol triedto
clarify that in the Research plan with additiona
di scussi on.

And t he next conment, "W rel ess t echnol ogy
and firewal | s shoul d be subsets of a network security
research project."” That was a heck of a good conment,
and so what | did was we used to have a Section 3.4.3

on wireless network security, and a Section 3.4.4 on

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

55

network security | believe it was, or sonething like
that. Firewalls. And what | did was | conbi ned
t hose, per the reconmendation, | conbined those into
a single sectionthat isjust titled network security.
So Section 3.4.3 was renanmed network security, and the
di scussion 3.4.4 was then just rolled up as a subset
of that research. So that now the new focus, this is
one of those revised scope things. The new focus of
the new Section 3.4.3 is to address network security
issues, including wre comunications, wreless
conmuni cations, and firewalls.

The next comrent regarding security is
"Section 3.4.3 should reference NUREG CR-6847 which
covers the assessnent of wireless devices. The
proposed research projects described should be
informed with the assunption that |icensees wll
i npl enent the cyber security self-assessnment tool
described in the NUREG " And a related conment,
"Firewal | Security" -- renenber, 3.4.4 is rolled up

into 3.4.3 now-- "should state that the NUREG CR- 6847

can be applied to assess all digital devices,
including firewalls, in nuclear power plants." |
guess we'll wait and see how well the tool works out
on that. "Revise the proposed research project to

devel op regul atory guidance on the use of firewalls
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and expand revi ew gui dance to assist reviewers in
eval uating the security risk of different firewalls."
Aterrific corment, and we're going to roll that into
t he Research plan al so.

The Section 3.5, Emerging Digital
Technol ogy and Applications. "Discuss use of system
di agnosi s, prognosis, and online nonitoring for
virtual instrunmentation and paraneter estimtion."
And right now, the first version of the Research plan
only talked about how it's being used for the
di agnosi s, prognosis, and stuff. And the conment was
brought out that one of the other proposals for using
this SDPMis to create virtual instrumentation where
you use several different inputs to come up with a new
out put that could be calculated by it. And so Section
3.5.1 was revised to include a discussion on the
advantages and disadvantages of using virtua
instrunmentation. The research objectives essentially
remain the sane because they were sort of generic
obj ectives, keeping in mnd that the purpose of the
Research plan was to |lay out broad areas, and then
when we got into actual research projects we would
nail down exactly what products had to be done. So
t hroughout the plan we tried to keep the products

generic enough that the plan renmained usable for
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what ever project we got into.

The next coment , "The regulatory
applicability is not clear for the confirmatory
studi es of radiation-hardened integration circuits in
Section 3.5.2." W've had discussions with the
commenter onit -- point out that m croprocessors, you
know, the old let's radiation-harden it was let's hit
it with everything we've got, good hard radiation
we'll see howwell it works out. Now, sone of the new
m croprocessors, they're kind of imune to the hard
radi ation, but if you put them under |ow dose, over
time they kind of go to pieces. Kind of an
i nteresting phenonena t hat they have nore sensitivity
to | ow dose rates than they have to hi gh dose rates.
| don't know the reasons for that, to tell you the
truth, but you know. It is interesting. So when
brought that out, | think we're hanmering that comrent
out. The tasks and products were revised to reflect
t he focus on guidance for the staff, and di scussions
wi th the supported of fices, you know, as | say, we are
clarifying that issue. You know, our old techniques
of environnental qualification for radiati on may need
to be anplified somewhat to account for this | ow dose
rate sensitivity.

And t he next commrent was -- thisis all in
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Emerging Digital Technology and Application --
"Application Specific Integrated Crcuits and Field
Programmabl e Gate Arrays described in Section 3.5.5
are not currently used in generically-qualifiedsafety
platforns.” That conment was w ong, but the original
comment before it was revised brought out that we've
al ready revi ewed sone of this stuff. But all | had to
go on was this comment until | actually tal ked to Pau
Loeser and he showed nme how it was m sconstrued.

“Include, early on, an assessnent of the
exi sting or potential uses of this equipnment in power
reactors.” The first paragraph was revised to
reference current and future applications of ASICs and
FPGAs. For exanple, | believe ASICs were used in the
old Westinghouse 7300 Reactor Protection System
Westinghouse did a lot of work on Ovation. | think
Eric Lee reviewed that when he was over in NRR
Ovation was an ASI C application. Toshiba | believe is
cominginwthfield-programabl e gate arrays pl atform
applications. So the stuff is there, it's getting
pretty close, and we probably should ve started this
research sone ti ne ago, but you know, nothing |ike now
to get started.

Section 3.6, Advanced Nucl ear Power Pl ant

Systens. "Advanced instrunmentation and controls
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research woul d al so be beneficial for existing plants
under goi ng di gi tal retrofits.” And that
recommendati on was incorporated in there. | added
sone additional words in there, but we addressed that
earlier.

W had sone general comments from NMVSS
fuel cycles people. "Review guidance in NRR SRP has
been used recently by NMSS/ FCSS for digital system
reviews." Renenber, | added that comment earlier, and
Prof essor Apostolakis practically pointed out the
unusual ness of that coment. And so | revised Section
1.4 to state that NRC is conducting research to
continual ly augrment and suppl ement NRC capabilities.
| can't enphasize that enough. W' re augnenting and
suppl ementing. W' ve got processes in-house. Wat
we're trying to do is inprove processes.

"NMBS/ FCSS Regul ations in 10 CF. R 70 are
based on a risk-informed approach supported by
gualitative accept ance criteria. Therefore,
guantitative safety assessments and quantitative
acceptance criteria may not be useful for the fuel
cycle needs.” And that's kind of strange. You know,
it sort of sent ne back. The Research plan projects
in Section 3.3. address devel opnent of risk-based

approaches for licensing digital safety systenms. The
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results of this research may support existing risk-
infornmed |icensing processes. But anytinme you can

nove from qualitative to quantitative on your
acceptance criteria you're taking a big step, in ny

opinion, toward inproving your process. For ne,

gualitative acceptance criteria are, like | said
“this system is swell.' That's a qualitative
assessment. " This is a great system' that's anot her

gualitative assessnment. So |I'd |like to get us nore
toward a 95/95 type acceptance criteria, 95 percent
confidence that it's 95 percent good.

MR. KEMPER: But | guess the key here is
that our plan certainly has a risk conponent to it.
And so we will look at fuel cycle facilities and see
what we can do for them when that tine cones.

CHAI RVAN APCSTOLAKI'S:  And we wil |l pay
attention to it.

MR. KEMPER: Absol utely.

MR. WATERMAN:  NRR PRA boys had a genera
comment, or one person had a general comment. "The
terms "software reliability' and "software quality
are used somewhat interchangeably.” And the Research
plan was revised to ensure there is a clear
di stinction between the use of the term"reliability"

and the use of the term"quality.” As | recall, we
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have a project that used netrics, and what they're
saying is they would use the netrics to predict

reliability. And I think maybe you can use the

nmetrics to predict quality, but | don't know about
reliability. | don't know that quality and
reliability are always directly related. | nean, you

can have a quality systemthat doesn't do nearly what
you want it to do, but it still works every tine.

In summary, as | presented earlier, we had
34 comrents fromNRR, NMSS, and NSIR. Those were the
formal comments. Thirty-one of the conments were
i ncorporated into the Research plan. RES revised the
Research plan to reflect the need for additional
information in several areas on the basis of
comuni cations with the supported offices that |
really would Iike to see continue. And the Research
plan will continue to be updated in response to
comuni cations with the supported of fi ces as new needs
are identified and as research projects are conpl et ed.
And that's the end of the presentation, Dr.
Apost ol aki s.

CHAI RVAN APOSTOLAKI S:  Thank you

VR. VWATERMAN:  So we' re wor ki ng
aggressively to incorporate the coments. Sonetines

|"ve been known to lose ny tenper over being
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frustrated, | can't get all the comments | want into
the Research plan into the Research plan. But we're
working on that issue. And | want the plan to be a
good plan, no doubt about it. It also has to be

fl exi bl e and adaptable. You know, who knows what the
next issue comng up is, you know? |f we were that
smart, we wouldn't have any issues right now, would
we? So it has to be flexible enough to accommodate

t hat .

CHAI RVAN APOSTOLAKI S:  Ckay. Thank you
very much. | see we have sone extra tine, so maybe we
should invite other people to conment. M. Barrett
first. Do you have anything to say on this, or do you
want to add anyt hi ng?

MR. BARRETT: No, | don't care to add
anything at this point. Thank you, George.

CHAI RMAN APCSTOLAKI S:  Thank you. M.
Cal vo?

MR. CALVO Do you want ne to do it from
here or conme to the table?

CHAl RMAN APOSTCOLAKI'S:  It's up to you

MR CALVO I'd Ilike to come to the table
because | think | need the overhead.

CHAI RVMAN APOCSTOLAKI S:  That's fi ne.

MR. CALVO  Ckay.
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CHAI RVAN  APOSTCLAKI' S:  Thank you,

gentl emen. Appreciate it.

MR. CALVO |If you have no objection, I'd
like M. Marinos and M. Loeser to join ne at the
table, if that's okay.

CHAI RMAN APOSTOLAKIS:  Fine. How long is
your presentation?

MR. CALVO As long as you want it.

CHAI RVAN APOSTCOLAKI' S: No.

(Laught er)

CHAI RVAN APOSTOLAKI S: Wl |, actually,
yes.

MR CALVGC I'Il tell you one thing. [1'Il
send you the slides, of course the slides for the
presentation, also for the backdrop slides. | went
t hrough the presentation. | cut out about five or six
slides. So it's very short.

CHAI RMVAN APCSTCLAKI'S:  Five or six is
fine.

MR CALVO So actually, I wll be
addressing what we do. |'Il be responding to sonme of
the comments that Research has.

CHAI RVAN APOSTOLAKIS:  So clearly identify
yoursel f for the record.

MR. CALVO. Sure. M nane is Jose Cal vo.
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' mthe branch chief of Electrical Instrunentation and
Control Branch in the Ofice of Nuclear Reactor
Regul at i on.

CHAI RVAN APOSTOLAKI'S:  And the other two
gent | emen?

MR. MARINOCS: M nane is Evangel os
Marinos. | was the section chief in the Electrical
| nstrunentati on and Control Systens Branch. | was the
section chief of the Instrunmentation Section until My
16, when | was reassigned to a new position.

CHAI RVAN APOSTOLAKI S:  Thank you

MR. LOESER My nane is Paul Loeser. |I'm
a technical reviewer within the Instrunentati on and
Controls System and at the nonment, the renaining
digital reviewer.

CHAI RVAN APOSTOLAKI S:  Thank you very

much. Ckay, let's go on. Do we have copies of these

slides?

MR. CALVO Yes, you shoul d have.

MR. SNODDERLY: Ceorge, what we'll do is
t hese slides that are presented, we'll pass out to the

nmenbers and to anyone.

CHAl RMAN APOCSTOLAKIS:  Well, we don't have

MR. CALVO You shoul d have copies of

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

65

t hese slides because it was part of the package of the
sli des.

CHAI RMAN APOSTOLAKI S:  Speak into the
m crophone, M ke.

MR. SNODDERLY: | said what 1'd like is
for you to present that material which you'd like to
present, and then that would be publicly avail abl e.
Ri ght .

MR. CALVO (kay. | guess what 1'd like
to do is what we do, what the NRR does. W' ve been
doing that for several years. The staff reviews the
process, not the product. And our process is
contained in the standard review plan. They tell us
how he's inplenmenting the requirenents -- not the
requi renent, the guidance of the criteria set forthin
the standard review plan. So we leave it up to them
W don't tell them how to do it, we review what is
there. And after we review the process, the |ifecycle
process, how we are putting a systemtogether. W go
back in for audits. W take a piece of the software,
we go through it, and we determ ne how that thing is
consistent with what they tell us. That's what we do.
Now -- go ahead.

CHAI RVAN APOSTOLAKI'S:  You are telling us

what you do. |Is there an inplication here that this
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i s good enough?
MR. CALVO  No.
CHAI RVAN APOSTOLAKI S:  Ckay. Let's go on
t hen.

MR CALVO |I'msaying this is what we do

CHAI RVAN APOSTOLAKI S: No, that's fine, as
| ong as we understand what you nean.

MR. CALVO And now I'mgoing to tell you
-- the next one will tell you what we have done. This
is the systens that we have done. A Westinghouse. A
nore recent systemwas the Sienmens, we have revi ewed
their platform The Westinghouse also, ASIC. This is
a functional nodular inplenentation of a conputer-
based system W issued a Conmon Q for Westinghouse
on t he conbustion system and that was Conbusti on, now
West i nghouse has conbusted together, and recently we
have reviewed Triconex. W have reviewed the
platform W have reviewed the operating systens.

It's very interesting to note that the
Si enens, the Westinghouse, and the -- wait, no, the
West i nghouse and the Common Q the operating systemis
not bei ng developed in this country. [It's devel oped
by the Germans and the Bel gi ans. Sone ki nd of way the

high level preparers are getting involved in the
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operating systens, it was done in this country. So
sonetimes we had to go to Gernmans. W asked the
Germans to come over here so we can ask sone questions
rel evant to the operating system So we have revi ewed
that the Triconex is the one that is actually | ocated
in Los Angeles, California, and the do that on their
own. They have their own capability to do all these
things. Al the others, they don't have it. W
invite themover, we ask them questions, but they're
really platforms. Platforns tell you the operating
systens, and we | ook for things |like we don't like
interruptions. W like for you to continue in a

cl osed | oop, which is normally about 50 m|liseconds.
It's a very sinple system the Reactor Protection
Systemand t he Engi neered Safety Feature System Al
you do, you go around for 50 mlliseconds. And when
you don't want to go, you hang around there. Don't go
anywher e and conme back, because you nmay not know where
you left it, and then you get into problens. So it's
a very sinple system very sinple. The conputers they
use are the very |owest speed conputer, because the
| oner the speed of the conputer, the higher the
reliability. So we're not tal king about these 1

gi gahertz. W're tal king about 30 negahertz. 30

nmegahertz. They're very slow, and they're very
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reliable. And you don't want to go up with it,
because then it factors into the variability.

So this is the one that we have done
This is the one we plan in the future. HF Controls
topical report. This is what is happening there. One
thing | would like to bring out. | think the one that
you're very nmuch i nterested on getting involvedis the
Cconee. The Cconee chal | enged sonmewhat underlying
principles and precepts of how you inplenent
i nstrument ati on and control systens, whet her anal og or
digital. It's a very inportant one. The RPS, see
we' re thinking about the four echel ons of defense-in-
depth. W've got control systens, we've got
protection systens, we've got engineered safety
feature syst ens, and we' ve got di spl ay
instrunmentation. You' ve got the echelons that give
you that kind of protection. Wat we want to be sure
isthat if one fails, you' ve still got the other three
who are wat ching over that failure and can hel p you.
In the Cconee, the conbi ned are two echel ons, but they
conmbine protection and mtigation. And now we are
concerned about that. Maybe we're going too far with
t hat .

Now, | guess the question was asked t oday

that -- by the way, M ke Waterman did a superb job
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A very positive presentation. | think I like the idea
that naybe we're getting together now instead of
noving apart. But | guess the question was asked,
t hey al nost asked you who is going to do the review
So sone kind of way they figure out how t hey can get
around it. They don't have to ask that question
anynore because we' ve only got one left, you see. So,
one question that we don't have to answer, all right?
kay, that's fine. So the other one |I'd
like to show you is our perception of what we feel.
CHAI RVAN APOSTOLAKI'S:  Now, the Cconee
i cense anendnent request | bet is not risk-informed.
MR MARINOCS: No, it is not.
MR. CALVO \What?
MR MARINCS: It is not risk-inforned.
CHAI RVAN APOCSTOLAKIS: It is not risk-
i nfornmed, because we don't have any way of cal cul ating
MR. MARINOS: We're using the conventi onal
approach that the Standard Revi ew Pl an guides us with
to do the review as we have done for the other reviews
that M. Calvo alluded to.
CHAI RMAN APOSTOLAKI' S:  Ri ght .
MR. MARINCS: And this is a process that

was devel oped with the assistance of the ACRS sone
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years back i n a nunber of scientific institutions that
hel ped us devel op the approach that we have, which as
M. Calvo indicated is a process-oriented approach for
review.

CHAI RVAN  APCSTOLAKI S:  When was this
devel oped?

MR. MARINOS: This was -- the final
version of the standard review plan was issued in
1997. It started in 1993, if I'mcorrect, and in '97
it was published as a final approach for review It
was shared with a nunber of countries, in fact, the
devel oped countries, England, France, Canada. And
they gave us their advice, their guidance, and we
devel oped that process.

CHAI RVAN APOSTOLAKI S:  The reason why --
wel |, one major reason why it's not risk-inforned is
because we don't know how to do it.

MR. MARINOS: That's correct.

MR. CALVO. That's correct. Maybe one day
in the future it will be defined. W're not there
yet. W've got to --

CHAI RVAN APOSTOLAKIS:  No, we will be
there someday in the future if we don't keep sayi ng we
can't do it, let's not do anything about it.

MR MARINCS: Additionally --
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CHAlI RMAN APOSTCOLAKI S: | under stand what

your issues are. | mean, you have to nmke a deci sion
wi thin a reasonabl e anmount of time, right?

MR. MARI NCS: This standard revi ew plan
has not been fully tested, obviously, in this country
as Mke alluded to, Mke Waterman. Duke Power
Conmpany's Cconee plant will be one of the best tests
for us. However, the senior |evel scientists under
their electrical instrunmentation branch, which is a
digital, he was assigned, in fact it was reconmended
by ACRS that he nmonitor the inplenentation of digital
systens using the standard review plan at any other
pl ace where this is being done. And in fact, in
Tai wan and in South Korea, they have inplenented
digital systens in the full scale, and our senior
| evel scientist has nonitored that, and the results
are very positive in ternms of guidance for doing the

right thing. So this is what we base the --

CHAI RVMAN APCSTOLAKIS:  Yes. |1'd like to
know a little nore about the Oconee proposal. And we
can get the docunents, | suppose, and have a | ook at

t hem
MR. MARINOS: The reviewer is Paul Loeser
presently, so he can give you nore details about the

Cconee revi ew.
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CHAI RVMAN APOCSTOLAKIS: No, I'd like to get
some docunents first to read, and naybe in the future.
But it's okay, there's nothing proprietary there or
anything. | mean, you know, if there is we can | ook
at it. So yes please, coordinate with M. Thornsbury.

MR. CALVO The Cconee uses the Sienens.

CHAI RVAN APOSTOLAKI'S:  Yes. No, you said
Framatone. Didn't you say Framatonme?

MR. LOESER  Sienens sold that portion,
the instrunentation section, to Framatonme. Wen we
started the review it was the Sienens TSX, nowit's
t he Framat one TSX.

CHAI RVAN APOSTOLAKI' S: Ckay. But you had
to go to Europe?

MR MARINCS: Yes. M ke Waternan and
nysel f and anot her enpl oyee went to Si emens to nonitor
t here.

CHAI RVAN APOSTOLAKI' S:  The things one has
to do. GCkay. Al right.

MR. CALVO. The board will view how we see
the standard review plan. As you see, we have
reviewed a lot. W have a challenge in the future.
And what we're trying to do is trying to align
ourselves with the O fice of Research. W don't have

enough researchers, and they don't have enough

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

73

researchers. And | don't know why we can't kiss and
make up so we can all work together, with the goal of
maki ng the NRC | ook good at the end. | think we're

al nost there, okay? W have not Kkissed yet, but we're
al nost there.

CHAI RVAN APOSTCOLAKI S: You have ki ssed,
but you have not made up? |Is that it?

(Laught er)

MR. CALVO That's the toughest part.

CHAI RVAN APOSTOLAKI S: Wl l, your first
bullet actually | thinkis great. | really would |like
to see that in every project. And that nessage will
be sent |loud and clear today and tonorrow. |In each
project, we want to know -- well, in different words,
what are we doing now, what is the agency doi ng now,
why there is a need for inprovenent, right? The
problemto be solved, and how you're going to do it,
how you' re going to solve it. | think this is really
t he essence of the Research plan.

MR. MARI NCS: W have gone through that,
and Mke alluded to a TAG the task action group,
what ever .

MR. LOESER: Techni cal advi sory group.

MR. MARI NOS: Technical advisory group.

And we did attenpt this. 1In a previous attenpt to
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obtai n concurrence fromthe NRR staff on the plan from
2000 to 2004. And we did periodically neet to discuss
the various projects that they' re proposing, and we
didn't reach any concl usi ons of need on our part that
they could convince us that it was there. So this is
bei ng proposed again, and | i magi ne naybe wi ||l be nore
successful .

CHAI RVAN APOCSTOLAKI S: But what |' m sayi ng
is that | al so subscribe to this kind of thinking, and
we Wll -- and I'msure the ACRS, judging fromthe way
they reacted to the human perfornmance research plan a
few years ago, they think the sane way.

MR CALVO If | may add, it's very
important to know this, because we already review --
we only license a platform W're going to be
i npl enenting about a hundred new plants in this
country. |If we're doing sonething wong, we've got to
know what it is before we can turn the wheels back
So that's inportant.

CHAI RMAN APCSTOLAKIS: | didn't get the

i mpression fromM. Waterman that the Research staff

doesn't want to do this. | nean, this is a legitimte
request. | nean, that's fine.
MEMBER BONACA: Yes. | see it nore as a

clarification. And really, for exanple, for the SRP
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he provided an answer to that and said that they're
devel opi ng procedures, and howto use criteria of the
SRP in a consistent way.

MR. CALVO Wich is a good -- it's a good
comment. And the reason for it, the standard revi ew
pl an, whether you like it or don't likeit, that's our
bible, that's our criteria. They're m xing guidance
and criteria in there. But we nust nove ahead with
some instability in the process. If we're going to
change it, why it needs to be changed, because we have
alot of trouble trying to convince the industry that
you' ve got to change it for these reasons. |It's going
to cost you a |l ot of noney and del ays, and we'd |ike
to know -- and that's the alignnment that I'd like to
have with Research in that area.

MEMBER BONACA: | didn't hear the word
"change" in the issue of the SRP. | heard the issue
developing a procedure to provide a consistent
interpretation. So that could be useful to you, it
seens to ne.

MR CALVO That's fine. Wichis a
heal t hy review process, which is fine. |'ve got one
nore slide. The way we see what quality of research
that we need fromthe standpoint of NRR 1'd like to

gi ve you a perspective of how we see the progress of
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research. And this is the --

CHAI RVAN APOSTOLAKI S:  Have you seen the
novie "Dr. No"?

MR CALVO Yes, | did. Janes Bond.
don't know who won at the end, but -- Anyway, this is
docunented in all these non-concurrence nmenos that we
have issued. It shows you the -- two or three of
them which | believe has sonething that we feel that
has sonme value. But what is inportant here is not the
nmenos. What is inportant here is the fact that yes,
we' ve had neetings with Research, we have worked with
them and | estinmate that when you do things at a
working |level and you start talking to each other,
t hings get resolved. So we're saying here we've had
a lot of neetings, and the project was di scussed, but
final version of the project has not been seen, and
therefore may still not neet EEIB expectations. So we
| ook i ke we're nmoving in the right kind of direction.

Now, there was a comment made that al so,
you say that informal conments were provided by the
Research. So informal coments, it forces the staff
to talk to each other, to align with each other. 1'd
like to propose that we had al nost 18 projects that we
have not discussed. Wy don't we make theminform

comments so we can talk about it, and the val ue of

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

77

t hose conments are incorporated into the programwhen
they incorporate coments into the program W're
trying to be treated li ke the public. Wen the public
provi des you conments, we go through all the coments,
and we resolve all the cooments. W provide an answer
to the public.

CHAI RVAN  APCSTOLAKI S:  But let me
chal l enge you there a little bit, M. Calvo. | nmean
you are saying, for exanple, digital system-- 3.3.2,
Digital System Failure Assessment Methods. And you
say it's not desirable. Wy isn't it desirable? How
do you know it's not desirable?

MR. LOESER  The question we have here is
what are we going to do with it. If we know --

CHAI RVAN APOSTOLAKI'S: | didn't hear you.

MR. LOESER What are we going to do with
it from a regulatory basis? |If we know that a
particular digital systemfails twice as often as
different one, we can't tell the |licensee not to use
the one that fails nore often. W can require themto
take that into account. W can't --

CHAl RMAN APOSTOLAKI S:  Is that what
“failure assessnent nethods" nmeans?

MR. LOESER You said 3.3 --

CHAI RVAN APOSTOLAKI S: 2.
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MR. LOESER Onh, failure -- sorry, failure

assessment. That has to do with setting up tools for

assessi ng these nmethods. Once again, | wote a couple
of pages on the use of tools. | have sone problens
with the concept. If we make the use of a tool

mandat ory, then we are changi ng our regul atory net hod.
| f we make it advi sory, what happens if the tool comnes
up with one result, and our conventional nethod of
review comes up with another? Tools by their very
nat ure becone obsolete at the sanme rate as the types
of things they are judging. |If | have a tool to cone
up with the failure rate of a particular type of
m croprocessor, that tool is going to beconme obsol ete
as the m croprocessor.

The biggest problem | had with all of
t hese, however, is the way --

CHAI RVAN APOSTOLAKI S: Wit a m nute, now.
You' re com ng back again to reliability concepts, and
this doesn't say that. This says nethods of
identifying systemfaults. So you're saying that
nmet hods for identifying systemfaults i s not desirable
by your branch.

MR, LCESER  No.

CHAl RMVAN APOSTOLAKIS: | am not - -

MR LOESER | didn't say that. Wat |'m
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saying is the project, the way it was witten with the
i ntended results, or the intended products, and with
the type of justification they have listed is not what
we woul d have wanted. It was not discussed with us.
W haven't had an opportunity to change it. 1In sone
of these instances where we said sonething was not
required, not desirable, we have discussed this with
Research. They have either been nore specific on what
they're really looking for. The one that cones to
mnd is the one on EM testing. The project
originally indicated they were going to throw open the
entire issue of EM testing, again which has been a
nunber of tinmes. It turns out what they wanted was
there's one particular test that they think has a
faulty prem se. They have reason to believe this, and
that's what they want to investigate. Once they
stated it |ike that we agreed that this was a
reasonabl e thing to do.

MR. CALVO Keep in mind one thing. W
never saw this research plan. W never sawit. W
were not consulted to find out whether we align with
each other. So when it's put on the table for us to
review it, we had all those comrents. This issue
t hey have discussed it with us, | think we can find a

common ground. That's the big problemthat we have.
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CHAI RVAN APCSTOLAKI S:  So what is -- |

nmean, the interactions that are happeni ng nowthat M.
Wat er man t al ked about shoul d have taken pl ace before.

MR. CALVO That's correct.

CHAI RVAN APCSTOLAKI S: That's a reasonabl e
thing to say.

MR. CALVO  Agreed.

MR LCESER And | think if this
particular project is nodified, states what actually
is going to happen, if we have sone interaction | have
no doubt we can come to sonme sort of agreenent as to
what shoul d be done, why it should be done, and nore
importantly what the results are expected. Wen they
state point blank that a reg guide, or a NUREG on how
this should be done, we question whether this is
necessarily the right thing to do.

CHAI RVAN APCSTOLAKI'S:  There are two
i ssues here, it seens to me. One is the view we have
on the screen right now And if | take the words
literally, | don't understand why you fail to see how
this woul d be useful. GCkay? Methods for identifying
systemfaults it seens to ne woul d be useful to inform
licensing systens. On the other hand, what you're
saying is that the way the thing was witten was not

explicit as to what probl emwe' re addressi ng, why that
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is a problem and howthey expect to sol ve the probl em
in a way that would be useful to you

MR. LOESER  Yes.

CHAI RVAN APOSTCLAKI'S:  And that has a | ot
of merit init.

MR LOESER. And | think we said that in
each of our non-concurrences, where we stated that we
think the solution to this is to get together with
Research, discuss each one of these research plans,
specify in a bit nore detail exactly what they're
after, what the products are. | think they should not
make the assunption that it wll necessarily,
particularly when it cones to software nmetrics, or
software PRA type issues. They should say that we
will study this, present the reports, and then
determ ne whether or not this should be turned into a
NUREG

MR MARINCS: |'d like to make a | ast
clarification with this |anguage that is used there,
systemfault. W're not talking any actual physical
systemfault that they will identify. W're talKking
about ability to identify errors in the software that
conventionally woul d not be identified by testing, or
V&V, or this way. So certain tools are being proposed

t o be devel oped so that you can identify hidden errors
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in the software, not systemfaults in the way that we
interpret the actual physical system fault. W al
need to know those if we can find them but here is
something that we're struggling. Research has tried
to convince us that there is ways that we can find
nmeans by which we can identify those things, and then
evaluate them And as Paul alluded to, these tools
t hat may be devel oped for a particul ar application, it
will be actually for the sane product if the software
changes. Certainly it will be not available, and that
will be usable for another product. So this is why
we're relying on a process in developing those
software, and of course, to conplenent this for
security, we apply the defense-in-depth and diversity
requi renents, manual actions or automatic actions, to
cover any uncertainty associated with software.

CHAI RMAN APOSTOLAKI'S: No. | nean, you're
absolutely correct, | mean there is -- we don't know
what el se to do, and we are doing the best we can.
nmean, that's wessentially that it is, diversity
redundant. But let's not forget, though, that this is
how the whole regulatory structure of the industry
started 50 years ago, 40 years ago. And then with the
advent of risk assessments, we found holes, we found

i mprovenents, and so on. And also, in all honesty to
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this day, the systemis still intact. | mean, we are
risk-informng it, but not at a very high pace. Well,
is it possible then that your traditional
determ ni stic approach m ght have holes as well, and
that if we try to do quantitatively, or develop
net hods for identifying faults, and go beyond t hat and
do risk assessnents, we nay find holes. | nean,
nobody's perfect, right? And the thing that | think
-- don't you think you overreacted?

MR CALVO No, I'mnot. [I'Ill tell you
what. |'m not.

CHAI RVAN APOSTOLAKI' S:  Look. It says not
desi rabl e.

MR CALVO Wit a mnute. Wit a mnute.
Like | said before, we're noving ahead. W have
reviewed and accepted many systems. And now, as we
are responsi bl e and account abl e for the i npl enentati on
of conputer systenms at nucl ear power plants, |'m
worried. I'mtruly worried. Because there's nobody
goi ng behind nme and helping me out to tell nme you're
nmoving in the right direction. | need that kind of
support.

CHAI RMVAN APOSTOLAKI'S:  Are you starting to
get it now, do you think?

MR, CALVO Well, | hope with your help
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and this continued conmuni cati on maybe we're going to
get it. But I'mtruly worried that we are novi ng
ahead, and all we've got to do is get one systemt hat
fails because of the cormmon node failure. That's the
end of the application of conputer systens in nuclear
power plants. W're going to put themon hold for a
long time. And | need their help, but they' ve got to
be focused on hel ping us out, to validate what we're
doing, is it correct. You're right, we've got
determnistic. I'mnot quite sure if that's correct.
| don't know the standard review plan gaps in there.
W need themto focus and work with us, not to devel op
some new techniques and tools to do what? They al
have been reviewed. There's nothing else to be
reviewed at this tinme, only advanced reactors. That's
somet hing that you can put aside. They have linmted
resources like we do, and we need that help, we need
alignnent in here. It's very inportant.

CHAI RVAN APOCSTOLAKI'S:  Well, it seens to
nme, M. Calvo, that your disagreenent with the
Research staff is nore on the process that they're
following to develop this research plan rather than
t he substance. You would like to see it nore focused,
which is legitimte, but you were really upset because

you were not consulted before they put together the
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first draft. But if one reads your comments, gets a
very different inpression, that nothing is of any
value to you, and that is a little difficult to
swal | ow.

MR LOESER First of all, that one col um
that said "desired by NRR' --

CHAI RVAN APOSTCOLAKI S: EEI B.

MR. LOESER: It probably shoul d have been
re-terned as -- that we have a user need for it.

CHAI RVMAN APOSTCLAKI S:  Make it nore
t echni cal .

MR, CALVO Now, wait a mnute, you're
absolutely correct. This was a calling card. W need
a calling card to put it on the table and tell
Research, please, align with us and let's work
together. That was the calling card. That was it.
For an i ndependent panel, you are | ooking at this, and
decide, yes, it l|looks that way. But that was a
calling card, let's start talking. And that was the
whol e purpose of it. Instead of start talking, it got
wor se, okay? And now we |look like we are talking
now.

CHAI RVAN APOSTOLAKI'S:  You are tal ki ng.

MR. CALVO  Yes.

MEMBER BONACA: Another | think really
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actual ly a di scussi on between NRR and t he Research on
these issues by itself is going to inprove the
agency's capability, because there's going to be
conmuni cation --

MR CALVO. | agree.

MEMBER BONACA: -- and focus, and better
under st andi ng of what's needed and what's not needed.
So | think --

MR. MARI NOS: However, the process that
we've had in comunicating nutual needs is the user
need, as Paul alluded to. So we had not expressed a
user need because we were confortable at |east right
now with the process we have in place through the
standard review plan to do reviews. So when we were
faced with this research plan, our concurrence, at
least for the Electrical Instrunentation Control
Branch woul d have been tantanount to a user need. And
we said we have no user need, we don't need this
research at this tine. Wat we're doing is sufficient
for us to convey to industry a coherent |icensing
approach. So that was the reason why we didn't concur
as a branch on this program because we had not
identified a user need, and that is the only nmechani sm
by which we would concur on a plan. So in an

antici patory research way, we woul dn't object, as you
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are not objecting. You know, whatever they think they
want to do. W don't want to second-guess them but
we certainly didn't want to be second-guessed either.

MEMBER BONACA: But in sone cases, for
exanpl e, you know, there has been today we are | ooki ng
at PRA or risk evaluation as a fundanental support for
fire analysis. And yet, there has been a | ot of
resistance in the past to devel oping risk-inforned
approaches to that.

MR CALVO That's fine.

MEMBER BONACA: Now, all I"'mtrying to say
is that oftentinmes, you know, vyou're | ooking at
Research for nore | ong-term | onger-termthan you need
instantly now. | think, you know, at that point
comuni cation is going to clear that issue. And you
may agree that something can be done.

MR. CALVO No, | don't disagree with you.
| worry about that we nove it ahead with a | ot of
reviews in here, with platformthat we can reviewit,
and | need help. | truly need help. This research
programis | ooking fromthe researcher's standpoint,
not fromthe agency's standpoint. And | just want to
start getting together. The |atest users needs that
you had, which | think you had a copy of it, was in

2003. That established priorities, what you're going
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to do first to help NRRto take care of its custoners

which are the licensees in this case. And I'm
concerned. |I'mtruly concerned.
MEMBER BONACA: | nust say, |'mpleased to

see this nove to yes, and not discussed --
MR CALVO. | agree.
MEMBER BONACA: Because when | saw t hat

the first time, reflecting onthis, | thought that the

no" meant no need, desired no need, which is don't
see any use for it. Now, this being converted into
yes, with sone changes, is beneficial.

MR. CALVO Right. The "no" as presented
i ndi cated that we had trouble with it. Wen sonebody
hears you fresh, this is the programpl an at Research,
tell nme what you think about it. So it was no
comuni cation. W just could not conmunicate even at
that tinme, okay? W could not communicate. So we
cone out with the coorments. And that was it.

CHAI RVAN APOSTOLAKI S:  Ckay. Now we have
only a few mnutes. Have you used all your view

graphs or is there one nore?

MR. CALVO Al npst done. |'ve got one

CHAI RVAN APOSTOLAKI S:  Ckay, one nore.

MR. CALVO l'd like to nake sone
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suggestions for you to consider.

CHAI RVAN APCSTOLAKI S: Ckay.

MR. CALVO How we can go ahead with this.
This is the latest users needs that we had, we
prepared, we sent to Research. W need to update the
ol d regul atory gui des and go t hrough because t hat has
nmomentum  We'd like to bring themup to date, which
| think Research is doing fine. And | think we can
establish sone priority which we want to see first.
W don't want to review everything for the sake of
reviewingit. W want to have certain things in there
that we feel are inmportant to our review process.

In state-of-the-art, nonitor the cutting
edge of what is done in other industries and academ a.
| think it's a good thing for Research. Keep abreast
of what is going on out there, and maybe we can find
out if something will have some inplications on what
we have done up to now.

The ot her one, new ways to regulate. At
the nonent these are primarily software-rel ated.

CHAI RVAN APOCSTOLAKI S:  Let me understand
this now, the second bullet, the state-of-the-art
stuff. You would expect the Ofice of Research to
produce sone sort of a NUREG report, or some docunent

that will summarize what is going on?
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MR. MARI NCS: Yes.

CHAI RVAN APOSTOLAKI'S:  And brief you on
t hat ?

MR. MARI NCS: They have done so. And in
fact one statenent that was made in Mke's
presentation that you conmented on about not mature
technology yet. It was actually right out of the
NUREG t hat they produced and sent it to us for review
about software reliability. And there was a statenent
there that the technology is not mature yet so we're
going to back off a little bit and wait. So that's
where the statement canme from

CHAI RVAN APOSTOLAKI'S: So you appreci ate
t his coment ?

MR. MARI NCS: Yes, we appreciate that.

MR LOESER This is | think Research
Project 372.

CHAI RVAN APOSTOLAKI S:  VWho wrote that
report, do you renenber?

MR MARINCS: QCak Ridge. | think it was
Cak Ri dge National Laboratory.

MR. LCESER. Actually, | thought it was
Uni versity of Maryl and.

MR. CALVO | know we are runni ng out of

time. Let me go back, if you don't m nd.
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CHAI RVAN APOSTOLAKI S:  Yes, go ahead.

MR. CALVO New ways to regulate. W went
to the software. It requires that when a nethod is
di scussed, we want to know the applicability of the
nmet hod, what is the guidance. It's very inportant to
di stingui sh what is guidance, what is criteria that
should be used. And I think in our case, the nethod
that we use i s the standard review plan. Gay? Mybe
sonebody can help with this, pick up sonme gaps and
holes in there, and naybe can identify those tools so
we can do that.

The ot her point is howdo we knowthat the
nmethod is properly applied, and that the |icensee
knows what he is doing? The acceptance criteriais
needed. GCkay, we're getting all this -- do you know
how many it takes to revi ew one of these systens? The
pl atforn? Sonet hi ng over one thousand hours. One
t housand hours. And the criteria is about that high.
And the guidance is about that high. That is a big
hel p. W can focus on the inportant things. Help ne.
| need that help, okay? Right now we review
everyt hi ng, okay?

CHAI RMVAN APCSTCLAKI S:  Yes, but again,
excuse nme. There is a project sonewhere here that

says prioritize the thing using risk inportance. Do
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you say that's irrel evant?

MR. CALVGO No. Again, go back again, how
that project was presented to us. Al right?

CHAI RVAN APOSTOLAKI S:  Ckay, okay.

MR. CALVO And then we go back agai n.

CHAl RMAN APOSTCLAKI S: W have settl ed

t hat .

MR. CALVG The "no" is not no, no, no.
It's not ever no. It's tell ne -- explain to ne why,
okay?

CHAI RVAN APOSTOLAKI S:  Yes, okay. Fine,
fine.

MR. CALVO The other one is justification
for the rejection of the license subnittal if the
gquality is not present. What is missing, and what is
important. W need that kind of help. Oherw se
we're going to spend a tremendous armount of tine
trying to figure out that ourselves.

And | think the nost inportant part, the
nost inmportant part, for Research and NRR wor ki ng
| evel staff nust work together to ensure that the
application of the digital technol ogy i n nucl ear power
pl ants continues to be safe. And that is extrenely
i nportant, okay?

Now, what | would like for ACRS to
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consider, | recommend that the ACRS consi der that al
the internal staff comrents on the research plan
shoul d be considered. All the comments. It's |ike

the public coments. Wen you go for the

comuni cations to the public, you don't say | got 50
comments fromNEl,"' all the others | don't care about.
Al the coments should be -- that would be the

courteous thing to do. Review all the coments. You
don't have to apply all the comrents, but you learn
somet hing by the i nterchange. That's one thing | want
the ACRS to think about that.

Then also, after review of the public
comment, you recomrend t he di sposition of the comments
to be presented to the person who brought up the
corments and to the ACRS. That's what you do when
you' ve got the public conment. You cone to the ACRS,
and you di scuss it, the public corment, and how do you
resolve it. W want nothing else than that. W're
not a second-class citizen. W're just |like the
public, Anmerican public, and we want to be treated
like that. The only way we can be treated as public
is to conmment, and give you all those comments agai n?
| think it's wong, okay? And what |'m saying, we
have not requested anything else that you have not

readily provided to the public. And one thing I
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recommended for youis to get involved with the Oconee
application to replace the anal og system It's a very
interesting application who challenges a |ot of our
princi ples and precepts. And brief the anal og system
and why do you do things. In the analog existing and
the digital system they cannot be -- that's very
i mportant.

CHAl RMAN APOSTOLAKI'S:  So you want us to
get involved in that?

MR. CALVO  Yes.

MEMBER BONACA: | would Iike very nmuch --
| think it should be before the main conmttee.

CHAl RVAN APOSTOLAKIS: Me too. Me too.
| was telling Eric here --

MR. CALVO And another thing. W need
your hel p on that one.

CHAI RVAN APOSTOLAKI' S:  Very good.

VR. CALVO Because it's highly
phi | osophi cal, broader, and we need that because it
bri ngs the whol e aspect into that.

CHAI RVAN APCSTOLAKI S: Wonderful . So we
can actually -- | nean, we can have the stuff.

MR. CALVO  Yes.

CHAI RVAN APCSTOLAKI S: Just tell us when

will be an appropriate tinme to brief us.
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MR. CALVO So we can get Research to help

us in this.

CHAI RVAN APOSTCOLAKI S: Yes.

MR CALVO | think we both jointly can
come in here and present.

CHAI RVAN APCSTOLAKIS: | really get the
i mpression, | nmean just toclosethis. You are really
t he deci si on-nmakers, right? You decide that sonething
is acceptable to this agency or not. And you really
want to know, if somebody says |I'mgoing to hel p you,
where he's going to help you, how he's going to help
you, which point, you know And this is a
characteristic of decision-nmakers. | nean, you really
don't want to see doing research for its own sake, and
all that. So | see what the difference in approaches
iS.

MR LCESER | think research for its own
sake is very good. But then it has to be presented as
such, not as this is the solution to all your problens
in five years.

CHAI RVAN APOSTOLAKI S: Anyway, no | think
we understand, and the Research |' msure under st ands.

MR CALVO | think you hit it right on
the target, and that's what we need. It's very

difficult for ne to get a product from Research, and
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t hen go back and | ook at the industry in the eyes and
say Hey fellows, I'mgoing to have to backfill you
all this because of this.' 1've got to give themthe
resource. If | don't have the resource, I'mgoing to
be in trouble. Look, | want this very much

MR. MARINCS: One last comment that you
made about the regulatory uncertainty, and it was
changed to regulatory instability. | think that the
prem se of the original statenent was correct. |
believe that this plan will create, and |'ve had
already reaction from industry, it does create a
regul atory uncertainty, because it places a cloud over
the process we use and we have used to do nmmjor
reviews. Those platforns that we've used are mmjor
things. And they're being inplenented now to a plan
which is equally challenging, but not as chall engi ng
as reviewing the platform So how do you do this for
the entire industry, for the entire world under this
process, and yet we have this plan with 500 pages of
tools by which they will second-guess the work that we
do. That's where this regulatory uncertainty lies and
it is, innmy view

CHAI RVMAN APCSTOLAKI S: Ckay.

MR. CALVO  Anyway, that conpletes ny

talk. Thank you for [|istening.
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CHAI RVAN APOCSTOLAKI S: Thank you very much

gentlemen. Any comments fromthe staff?

MR. BARRETT: Yes. This is Richard
Barrett, O fice of Research. 1'd just like to say a
fewthings toclarify. First of all, we have a nunber
of processes for gaining user office conmtnents to
support our research program And the TAG process is
certainly one of them The process we' ve used of
developing this plan and submtting it for office
concurrence is also a legitinmate process. W don't
al ways just sit and wait for a user need to come from
the user office. This is an area where | think the
Ofice of Research has justifiably taken the
initiative to produce sonething that can be of use to
the agency in the future. And | say that having
recently cone from NRR

Al so, I think it's not fair to
characterize this as research for research's sake. |
think what the O fice of Research has done is put on
the tabl e a broad-rangi ng proposal. And we are open
to technical coments. W're open to process
comments. And we're anxious to work in a TAG
environment with our user offices in the future. The
O fice of Research has a record of dealing openly with

its users, and we will continue to act in that way.
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CHAI RVAN APCSTOLAKI S Ckay.

MR GRIMES: M nane is Chris Gines, and
" mthe deputy director of the Division of Engineering
in NRR | want to clarify the point that M. Calvo
descri bed this as a non-concurrence, and that's true.
The Ofice of NRR chose not to adopt all of the
comments submitted by EEIB on the user need. Wile we
do have an established protocol for the comrunication
between the two offices, individual branches, even
i ndi vidual sections, tend to exercise the technica
advi sory groups to a greater or |esser extent. They
have nore or | ess effective comuni cati on between the
two offices.

There has been an effort underway between
the | eadership teans and the two offices now for at
| east one year, maybe two, to try and have a nore
consistent treatnment about wuser needs, and the
reliance on technical advisory groups to coordinate
the goods and services. And as you pointed out
before, it's not sufficient to say that they are
related to a strategic goal of safety, security,
ef fectiveness, and efficiency or openness. The goods
and services have to be related to how they
contribute. |In what way are they expandi ng know edge

so that we have a better understanding of safety, or
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that we have a nore efficient reviewprocess? | share
M. Waterman's view that there ought to be a focus on
process inprovenents and contributions. And to that
extent, we felt that the mpjority of comments that
were going to be proposed were not constructive, and
t hat they woul d suggest the research plan shoul d be --
the baby will be thrown out with the bathwater. So we
only adopted those that we thought were constructive.

We do favor -- there is a consistent use
of technical advisory groups on a regular basis. W
will not wait from 2003 till 2005 to do the next
comment or round of conmuni cations on the progress on
t he user needs, or any of the research plans. CQur
nmut ual offices will expect that a nonitoring will be
done at least on a quarterly basis, if not a nonthly
basis, to ensure effective comunication.

MR CALVO If | may, a rebuttal, just a
little bit. A rebuttal a little bit. Those coments
that were selected to be given to Research that were

NRR, they were never discussed with us. W don't know

CHAl RMAN APOSTOLAKIS:  Yes, this is
internal to the office.
MR. CALVC | know t he conmuni cati on

problem is both vertical and horizontal. So we're
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havi ng that problem not only between offices. It's
within the office.

CHAI RVAN APOSTOLAKI S:  Ckay. Any ot her
corments fromthe staff or nmenbers of the public on
what we've heard? WelIl, thank you all. Thank you
very much. And we'll recess until 10:40.

(Wher eupon, the foregoing matter went off
the record at 10:23 a.m and went back on the record
at 10:41 a.m).

CHAI RMAN  APOSTOLAKI S:  Ckay, we'l
continue now with the revision of the regulatory
gui de, right?

MR. KEMPER: Yes, yes. |If | could just -

CHAI RMAN APOSTOLAKI S:  And M. Kenper,
bef ore George takes over. Go ahead.

MR. KEMPER.  Thank you. |'d just like to
nmake a few comments here. W're really here, Ceorge,
at your invitation. This is a work in progress, and
we're alnost done with this reg guide, draft reg
guide. But it hasn't quite gelled yet. So what we
would like to do is to review this with the working
group and get your conments. At this neeting, that's
fine, or later onif you choose to wite sonething and
send it to us informally that'd be good too.

But basically the new reg gui de endorses
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a process which is a revision of the |EEE 497-2002

that's a new approach to identifying post-accident
nmonitoring instrumentation. It uses a perfornmance-
based versus determnistic point of view As you al
know | ' msure, the current revision of Reg Guide 1.97
is very prescriptive. It's got the tables in the back
of it that we put together many years ago, which
George will go into details on some of that briefly.
Post-TM, and it's been a well established document
that's been used for years. So, but with the advent
of advanced reactors com ng onboard, you know
basically this docunent, Rev. 3 is designed for |ight
wat er reactors. These new advanced reactor designs
are other than light water reactors, in sone cases.
So we need -- so the industry felt as though alittle
br oader gui dance was needed.

And so we have attenpted to endorse that
with this standard. W consi dered several options and
approaches to it because there's sonme things that are
alittle unusual about it which George will tal k about
indetail. Wiat we'd |like to do is just to capitalize
on this opportunity to share this with you and get
your reaction to it. Just it would make us feel |
guess a little nore confortable. The next process is

to send it out for industry coments. So NRR has
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reviewed it and commented on it. OGC has also
reviewed it and conmmented on it, but as | say, we
haven't sent it out yet, soit's not quite gelled yet.

CHAI RVAN APOSTOLAKI S: You nean for public
comment s?

MR. KEMPER  For public comments, vyes.
kay?

CHAl RMAN APOSTCOLAKI' S: Yes, great.

MR. KEMPER. So with that, George? o
ahead and get start ed.

MR. TARTAL: My nane is George Tartal. |
work for the Instrumentation and Control Section of
the O fice of Research. |'ve been with NRC for about
a year, and before comng to NRC | had 13 years of
experience in design engineering in the private
sect or.

CHAI RVAN APOSTOLAKI'S:  And you still want
to stay with the NRC after a year?

(Laught er)

MR TARTAL: |'msorry.

CHAI RMAN APCSTOLAKI'S:  That's okay. It
was a good decision joining the agency after? W are
allowed to joke. WMakes |ong sessions easier to take.

MR. TARTAL: Can you hear ne better now?

So as Bill nmentioned, the reason we're presenting this
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gui de i s because we're seeking the conmttee's verbal
interaction on the approach taken in the content of
the draft guide. First we'll provide a brief
background on t he hi story of acci dent nonitoring, then
di scuss the current revision, Rev. 3 of Reg Cuide
1.97. Then we'll provide a brief overview of |EEE
St andard 497-2002, which is a revised standard for the
sel ecti on, per f or mance, desi gn, qgual i fication,
di splay, and quality assurance criteria for accident
monitoring. Then we'll describe the draft guide
presented for discussion today, Draft Guide DG 1128,
focusing on the regulatory positions and the issues
the staff addressed in trying to endorse the standard
inthe guide. |I'll describe the approaches the staff
considered for the draft guide, followed by a
concl usion and a request for any additional coments
or questions on the approach and content of the guide.
10 C. F. R 50, Appendix A, Criteria 13, 19,
and 64 require instrunentation be provided to nonitor
vari abl es in systens under accident conditions. Reg
Gui de 1.97 was i ssued as the effective guide i n August
of 1977, and provi ded general design and qualification
criteriafor accident-nonitoringinstrunentation. The
accident TM |1 happened in 1979. Lessons | earned

from TM Il and post-TM action plan, NUREG 0737,
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later codified in 10 CF.R 50.34(f) resulted in

Revision 2 to the Reg Guide 1.97 in Decenber of 1980.
Revision 2 was to be inplenmented via NUREG 0737. A
| at er revision, Revision 3 then reorgani zed t he desi gn
and qualification criteria into tabular format, and
revi sed some radi ation-nonitoring variables. It was
i ssued 22 years ago in May of 1983 and is still the

current source of accident-nonitoring criteria for
nucl ear power plants.

Rev. 3 endorses ANS Standard 4.5-1980,
whi ch has since been withdrawn as now an inactive
standard. And I'd like to briefly review the variabl e
types and categories in the current guide since we're
going to talk about themin a later slide.

CHAI RMAN  APCSTOLAKI S:  So the | ast
revision was in 19837

MR. TARTAL: Yes, that's the current
revision.

CHAI RMAN  APOSTOLAKI S:  That's an
interesting situation, that we' re endorsing a standard
that is now inactive. Wat does that say?

MR TARTAL: That was -- that's the
current guide right now W're not talking about the
draft guide. The current guidance is Rev. 3. The

draft guide is going to becone Rev. 4.
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CHAl RMAN APOSTCLAKI S:  Yes. | under st and

t hat .

MR. TARTAL: So that the current guidance
is 22 years old.

CHAI RVAN APOSTOLAKI'S: No, but |I'm saying
in 1980 | guess, no in 1983 we endorsed an ANSI
standard that has been w t hdrawn.

MR KEMPER: That's correct.

MR TARTAL: It's since been w thdrawn,
yes.

CHAI RVAN APOSTOLAKI S:  Way? Was it wrong,
or why was it w thdrawn?

MR TARTAL: It was w thdrawn because Rev.
3 of the reg guide becane the sole source for
accident-nmonitoring criteria. It really wasn't
needed. Rev. 3 was so prescriptive.

CHAI RVAN APOCSTOLAKI' S: Oh.

MR KEMPER It becane the de facto
i ndustry standard.

CHAI RVMAN APCSTOLAKI S: Ckay.

MR. TARTAL: Accident-nonitoring variabl es
prescribed in Tables 2 and 3 of the guide are
organi zed by variable type. Type A are for planned
manual actions with no automatic control. They're

pl ant - speci fi c and an exanpl e woul d be react or cool ant
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| evel for nonitoring core cooling. Type B are for
assessing plant critical safety functions. An exanple
is RCS pressure for nonitoring RCSintegrity. Type C
for indicating potential or actual breach of fission
product barriers. An exanple is primary cool ant

radi oactivity for nonitoring fuel cladding integrity.
Type D for indicating safety system performance and
status. An exanple is high pressure injection flow
Type E are for nonitoring radi ation | evel s, rel eases,
and environs, with an exanpl e being plant vent

radi ati on for nonitoring airborne rel eases.

The desi gn gual i fication criteria
applicable to each variable are determ ned by an
assigned category. Category 1 is for indicating the
acconpl i shnment of a safety function, and anal ogous to
safety-related instruments. Category 2 is for
indicating safety system status, and anal ogous to
augnented quality-related instrunments. Category 3 for
backup and di agnosti c vari abl es, and anal ogous to non-
safety related instrunents. So with this prescriptive
list of variables to nonitor, and conprehensive set of
design and qualification criteria to be net, Rev. 3
has becone the de facto standard for accident-
nmonitoring criteria in the industry.

Wth digital instrunentation being nore
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frequently enpl oyed i n nucl ear power applications, and
with the new and advanced plant designs being
considered for future licensing, a nore flexible
approach to accident-nonitoring was desired by the
i ndustry. | EEE Standard 497-2002 was created to
consolidate the criteria frominactive Standards ANS
4.5 and | EEE Standard 497-1981, as well as from Reg
GQuide 1.97 Rev. 3, and to update the criteria to the
current state of technology. It provides a
t echnol ogy-neutral approach intended for advanced
design plants. It takes a perfornance-based non-
prescriptive approach to the selection of accident-
nonitoring variables. The prescriptive tables of BWR
and PWR vari abl es have been now repl aced by vari abl e
sel ection based on design basis accident mtigation
functions. This is the nost significant change from
Rev. 3. The selected variable type then determ nes
the applicable performance, design, qualification,
di splay, and quality assurance criteria. The standard
reference is other recent industry standards in the
criteria, and also provides criteria for the use of
digital instrunentation. And the next slide provides
a brief overview of this criteria.

The definitions for variable types A

through E are simlar to the definitions in Rev. 3 of
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the guide. Sone typical source docunents are al so
referenced for each variable type, |ike EOPs, EPGs,
AOPs, etcetera. Performance criteria in the standard
i ncl ude range, accuracy, response tinme, duration, and
reliability. Design criteria include single and
cormon cause failure, independence, separation
i sol ati on, power supply, calibration, and portable
instrunentation. Qualification criteria include
envi ronnmental and seismc qualification for fixed and
portable instrunents. Display criteria include
di splay characteristics, identification, display
types, and recording. Finally, quality assurance
criteria are given. The significant differences here
inthe criteria fromthat of Rev. 3 are new criteria
for selection, additional criteria for single- and
common-cause failure, guidance for use of portable
instruments, and exanples of nonitoring channel
di spl ays.

This Draft Guide DG 1128 is the proposed
Rev. 4 of Reg Guide 1.97. It was prepared as a
response to a user need request fromNRR RES and NRR
have worked together to come up with an approach that
can be effectively inplenmented and regul ated for new
and current plants. The draft gui de endorses | EEE

St andard 497-2002 with exceptions and clarifications.
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It's intended for new nucl ear power plants with
conversion to this new nmethod by current operating
plants on a conprehensive and strictly voluntary
basis. And we'll talk about that in a mnute. Next
we'll discuss the five regulatory positions against
t he | EEE st andard.

The first regulatory position addresses
t he question " How m ght current operating plants using
Rev. 2 or 3 of the Reg Guide 1.97, how night they
apply the criteria in | EEE 497?' The standard states
it's intended for new plants, but, quote, "The
gui dance provided in this standard nay prove usef ul
for operating nuclear power stations desiring to
perform design nodifications or design basis
nodi fications.”" The staff thinks that current plants
may be interested to see if and how they can use the
new gui dance. The problemis the standard doesn't
tell you how the current plants mght use it. It
tells them they can use sonme of the guidance. But
what if current plants wanted to use all the gui dance
and convert to the new nethod? By "convert" what we
nmean here is nmoving fromthe current |icensing
commitments in Rev. 2 or 3 of Reg GQuide 1.97 and
revising their accident-nonitoring program to the

criteria contained in Rev. 4. The standard, since
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it's intended for new plants, does not provide any
guidance in translating from variable types and
categories as they have in Rev. 3 to only requiring
variable types in the |EEE standard. Since the
categories do not directly correlate to variable
types, the staff conpared the variable types in
associ ated categories, and concluded that generally
Types A, B, and C are Category 1, Type D is Category
2, and Type E is Category 3. But there are sone
exceptions to this translation. The exanple shown
here is PWR Subcooling Margin Monitor. [It's a Type B
Category 2 variable. |If they were to convert this
variable, would it becone a Type B, or a Type D, or
sonmet hing el se? The variable sel ection process woul d
have to nmke this determ nation on a case-by-case
basis. Furthernore, even if the variable type doesn't
change, the individual criteria for that particular
variable type may be different, and the converted
vari abl e woul d need to neet all the applicable
criteria in the standard for that variable type. For
current plants to convert some of the individual
vari abl es nmay require physical nodifications as well
as |icensing basis changes. The new criteria may be
nore or |ess stringent than the current criteria,

depending on the new selected variable type and the
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exi sting variable's assigned category. As a result,
we cannot intend this guide for current plants, but
current plants nmay convert on a voluntary basis. The
staff also feels that partial conversions of one
vari abl e or systemcould result in the potential for
sonme variable or systeminteractions to be left un-
anal yzed and un-noni t ored, and hence conversi on shoul d
be conprehensive of the entire accident-nonitoring
program As a result, the draft guide states it's

i ntended for new plants, and conversion for current
plants may be done on a conprehensive and strictly
vol untary basis by the |icensee.

MEMBER BONACA:  Yes. | nmean, as | review
this part, | still get confused about how you go from
one to the other.

MR. TARTAL: It is confusing. [It's not
strai ght f orward.

MR. KEMPER Yes. And to add nore to the
confusion, you know, this is a newprocess. It really
hasn't been worked out yet, right? So there's no
plants out there with Rev. 47?

MEMBER BONACA: The nobst confusing thing
was, | mean, so nmany of the changes in 1983 were tied
to the issues that canme out of TM.

MR, TARTAL: Yes.
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MEMBER BONACA: And you know, | was trying
to trace back on how you woul d deal still with those
issues in an explicit fashion based on this new
gui dance, and our regulatory position, you can trace
it easily. This doesn't seemto be specific
requi renent pointing into that direction, while the
old reg guide clearly had pointers there. You could
see why they did certain things because of the
experience of TM. So it's a little confusing. Do
you expect that the people with current plants would
go this new approach?

MR. KEMPER: Yes. |'ve received a couple
of <calls so far from the BWR owners group
representatives. And fromindications |'ve gotten
t hrough those calls that they're waiting for this to
be issued so they can evaluate, | guess, what they
want to do, if anything, to the current generation
pl ant s.

The other point here too is by having a
situation where plants are straddled, if you will,
part of their post nonitoring PAM instrunentation is
in Rev. 3, conplies with Rev. 3, and part of it goes
to Rev. 4. 1t'd be very difficult |I guess from an
i nspector's standpoint to go out and actually audit,

you know, what the licensing criteria is. And
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secondly, NRR would really have quite a burden pl aced
on them for these submittals as they cone in, you
know, one by one, or two instruments here, one
instrument there, trying to conply with this new
standard and | eave the rest of them where they are.
So that --

MEMBER BONACA: That's anot her issue that
| was thinking of, you know. Again, this pieceneal
application, if it happens, takes existing plants away
fromsone | evel of standardization that we have been
able to inplenment in these plants to whatever degree
we could. And that standardization | believe is
responsi ble for inprovenents in safety performance,
j ust because there is a lot of news of |essons | earned
from sister plants. And this could be radically
different. | nean, you could see departures that
woul d take sonebody pretty nuch away from the
experience. Anyway, it's just an observation.

MR. TARTAL: So the second regul atory
position the staff addressed was the | EEE Standard's
requi renent for maintaining channel calibration during
an accident. The standard requires maintaining
instrument calibration by means of re-calibration,
proper calibration interval specification, selecting

equi pnent that does not require calibration, or by
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cross-calibration with other channels having known
relationship to that variable. The staff believes

t hat al t hough conceptually a good i dea, plants should
not be required to maintain calibration during the

accident. Instead, the draft guide states that the

pl ants shoul d desi gn accident-nonitoring channels to
the extent possible with the ability to maintain

calibration during an accident.

The third regulatory position addresses
| EEE Standard's future work section on severe
accidents, and how it relates to selection criteria.
The standard does, however, include the requirenent
for Type C variables to have extended ranges, which
was a post-TM action itemnowin 10 C. F. R 50. 34(f).
The agency's severe accident policy does not require
mtigation of severe accidents, and hence there are no
requirenents to nonitor severe accidents. However
t he draft guide i ncorporates the | anguage from NUREG
0660, which is the post-TM action plan, into the
criteria to clarify the requirenent for extended
ranges for Type C variables, but does not further
address severe acci dents.

The fourth regulatory position addresses
the | EEE Standard's excl usion of contingency actions

from the variable selection process. Contingency
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actions are nost conmonly associated with those
addi ti onal actions and EOPs used when prinmary success
pat hs have not been successful. The |EEE standard
assunes that all contingency actions are to mitigate
action conditions that are beyond the licensing basis
of the plant. But the staff doesn't want to
unnecessarily exclude contingency actions from the
potential |ist of variables to nmonitor if sonme of
t hose actions coul d be a potential acci dent-nonitoring
variable in accordance with the given criteria.
Therefore, the staff feels that this restriction
toward contingency actions should not be endorsed
| nstead, the |icensee should consider all EOP actions
for design basis events during the variable sel ection
process, allowthe selection criteriato determne if
the variabl es used for the contingency action can be
excl uded.

The fifth regulatory position is a
carryover fromRev. 3 of Reg Guide 1.97, and addresses
t he nunber of points of neasurenment for a variable.
The | EEE standard does not address a nunber of points
of measurement for a variable like Rev. 3 did. The
regul atory position states that the nunber of points
of measurenent for each variabl e shoul d be sufficient

to adequately indicate the variable value. [In other

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

116

words, for exanple, if you were to measure cont ai nnent
tenperature due to the size of contai nment space, you
woul dn't want to use a single point neasurenent and
say that's representative of everywhere inside
contai nment. You' d want several measurenents at
various | ocati ons.

Next 1'Il briefly describe the four
approaches the staff considered to solving this need
for a nore flexible source of accident-nonitoring
criteria. One approach was to take no action. Reg
GQuide 1.97 would rermain at Rev. 3 for current and new
plants, and |EEE 497 would not be endorsed. That
solution my be adequate for the fleet of current
operating plants, but the prescriptive variable |ist
and outdated criteria of Rev. 3 wouldn't be of mnuch
use for a licensee of an advanced design plant. So
the staff did not choose this approach.

The second approach the staff considered
was to revise Reg Quide 1.97 to incorporate al
previ ously approved devi ati ons which were generic to
t hat parti cul ar desi gn, as wel | as ot her
clarifications and rol e changes as a neans of updati ng
the guide for current plants, and at the sane tine
endorse | EEE 497 for both current and new plants.

First, all the changes that | nentioned a second ago
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have al ready been approved, so it woul d be unnecessary
to go through the process of re-approving themin this
gui de. Second, providing separate guidance for
current and new plants within the sanme reg gui de could
result in a confusing and anbi guous gui de. Therefore,
the staff did not choose this approach.

The third approach the staff considered
was to have two reg gui des addressi ng acci dent -
monitoring. A new reg guide, 1.xxx endorsing | EEE 497
woul d provide accident-nonitoring criteria for new
pl ants, and Reg Guide 1.97 Rev. 3 would remain the reg
gui de for accident-nonitoring for current plants. The
first problemis the nuclear industry knows Reg Gui de
1.97 is the sole source for accident-nonitoring
criteria. The staff feels that issuing a second reg
guide also providing accident-nonitoring criteria
would be confusing to licensees and regulators.
Second and nore inportantly, there are a nunber of
regul at ory docunents which refer to Reg Guide 1.97 for
accident-monitoringcriteria, like 10 C.F. R 50.49 and
Reg Guide 1.89. And the staff would need to revise
all the regulatory docunents that refer to the Reg
Quide 1.97 to also refer to this new Reg Gui de 1. XxXxX.
So the staff didn't choose that approach either.

The fourth approach the staff considered
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was to revise Reg Guide 1.97 to endorse | EEE 497 for
new plants as the standard says it's intended.
Current plants would continue to use the guidance in
Rev. 2 or Rev. 3 of Reg Guide 1.97, or voluntarily and
conprehensively convert to the criteria in Rev. 4.
The benefits of this solution are that it endorses the
updat ed consensus standard for new plants, which
Approach 1 didn't do; it would create clear and
unanbi guous gui dance for newand current plants, which
Approach 2 didn't do; and retain the i ndustry-fam|liar
name of Reg GQuide 1.97 for new and current plants,
whi ch Approach 3 didn't do. As a result, this is the
approach that the staff chose. Furthernore, NRR and
OGC have reviewed the draft guide, and have no
techni cal or |egal objections to the content approach
in the draft guide.

In conclusion, Draft Guide DG 1128, the
proposed Revision 4 to Reg Guide 1.97 endorses the
current industry standard | EEE St andard 497-2002 with
exceptions and clarifications. |[It's consistent with
and provides a nethod for neeting the NRC s
requi renents. Standard Review Plan Chapter 7 wll
require updating for the new revision of the guide.
The revision is intended for new nucl ear power plants,

and any current plant wishing to convert to the
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criteria contained within my do so on a conprehensi ve
and voluntary basis. There are no backfit issues
associated with this revision. And finally, we ask
t he subcommttee if there are any additional comrents
or questions that you have before we proceed with
i ssuing the draft guide for public comment.

MEMBER WH TE: Excuse ne, could you
clarify what you nmean by "no backfit issues"?

MR. TARTAL: Since the draft guide is
i ntended for newplants, it doesn't affect the current
pl ants. Backfit issues are associated with current
operating plants.

MR. KEMPER We've tried to enphasize
voluntary use for current generation plants as the
only way that we would -- the way we are endorsing the
standard. To be very cl ear about that.

CHAI RVAN APCSTOLAKI' S: Any conments? No?

MEMBER BONACA: | just have a question.
| nmean, you know, | can see how the |icensee could
take this new approach, okay, through sonme way that
wasn't clear to me howit was easy it's going to be.
He woul d t hen choose certain i ssues of the protection
systemor ESF and so on and so forth features. Do you
envision that there was a transition of that type by

many at some point the NRC would feel conpelled to go
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back to a nore prescriptive approach for individua
types to plant? |'mtalking about the type of plant,
like you know for exanple for PWRs, they finally
deci ded that everyone had to have this specific
nmeasurenent. Everybody had to have the sane.

MR. TARTAL: Those tables were initially
put into the reg guide because the industry didn't
understand how to i nplenent the previous revision of
t he reg gui de.

MEMBER BONACA: (Ckay.

MR. TARTAL: It gave general design and
gualification criteria, and at that point accident-
nmonitoring was still in its infancy. People didn't
understand how to use the general criteria. So to
make it nore clear, the NRC cane out with Rev. 2 which
had the prescriptive list of variabl es.

MR. KEMPER. And | think that history has
shown -- Barry you can speak up here if you'd like --
that as ti ne has gone on, there's been nmany excepti ons
requested and granted to the prescriptive list in Reg
Gui de 1.97.

MR TARTAL: Devi ations.

MR. KEMPER:  Yes, deviations by various
NSS-type or plant-specific issues and so forth. So

this new perfornmance-based criteria hopefully wl
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elimnate that. Each plant will do their own anal ysis
uni que unto itself, and then of course NRR will have
the task of reviewi ng and approving that.

MEMBER BONACA: And | agree that the
understanding of pl ant behavi or has changed
significantly, sothat will be acceptable. Thank you.

MR. TARTAL: Ckay. O her questions?

CHAI RVAN APOSTOLAKI S:  Ckay. Thank you

very much

MR. KEMPER: Thank you

CHAI RVAN APOSTOLAKI S:  Sam maybe you can
hel p us here. Can we start the next -- the afternoon

session a little earlier?

MR, DURAI SWAMY:  No.

(Laught er)

MEMBER VWH TE: Does that mean you need
nor e di al ogue?

CHAI RVAN APOSTOLAKI S: Okay. We'll recess
then until 12: 30.

(Wher eupon, the foregoing matter went off
the record at 11: 08 a.m and went back on the record
at 12:30 p.m).

CHAI RMAN APCSTOLAKIS:  We're back in
session. The next itemon the agenda is a short

presentation by M. Kenper on software quality
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assurance. Correct?

MR. KEMPER: That's correct.

CHAI RVAN APCSTOLAKI S: Ckay.

MR. KEMPER: Thank you. Well again, |'m
Bi || Kenper, the section chief for the Instrunmentation
and Control Engineering Section of Research. And
since we've got sone new nenbers here, |I'Il just give
you a qui ck background of nyself. |'ve been with the
agency for just a couple of years. I'ma relative
newconer. | spent 29 years in the nuclear industry
before that, worked at three different utilities, and
three different power plants, and spent a |l ot of tineg,
done a lot of things in nmy career, but a lot of it was
in operations and instrunentation and contro
engineering. So it's a pleasure for me to be here
wor ki ng with this agency on the regul atory side of the
busi ness.

So at any rate, | only have 15 nminutes to
speak, so | will try to get through this on tinmne.
just wanted to provide a brief discussion, kind of an
overview of what we're trying to acconplish here in
this area of software quality assurance. The diagram
you see before you is out of the research plan. This
covers the activities that are currently scoped out

for Section 3.2 of the research plan. Right now we
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have three initiatives that we're focusing on in this
area. You'll receive detailed presentations follow ng
m ne on each one of these areas. So at any rate,
there's nore tine for nore questions as they cone up
in each one of these areas.

And listening to the presentations this
norning, actually I kind of -- I'd like to build on
sone of the statenents that were nmde earlier about
the research programs. Wiat we tried to do is put
this presentation together such that we can explain
what the agency is doing now, what the areas for
i nprovenents mght be, and then what we intend to do
about it, it boils down to, okay? So.

CHAI RMAN APOSTOLAKI'S:  This will be a good
tenplate for all the presentations.

MR. KEMPER. So to provide sonme -- |'m
sorry.

CHAI RVAN APOSTOLAKI S:  Ch go ahead.

MR. KEMPER: Yes, to provide sone
background on the current process for evaluating
software quality of |icensee applications, the NRC SRP
Chapter 7, Standard Revi ew Pl an, Revi sion 4 which was
issued in June of 1997 provides the reqgulatory
framework for the review and approval of digital

safety systens. As part of its review of digital
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safety systenms, NRC eval uates safety-rel ated software
gquality by review ng the devel opnental process, for
exanpl e verification and val i dati on testing,
configuration nmanagenment progranms, and software
devel opnment products, such as software requirenent
specs, software design docunentation, test plans,
requi renent traceability matrices, those sort of
things. |In other words, the agency reviews the
sof t war e devel oprent al processes and products produced
by the vendors and the |icensees thenselves. Now, |
think we're all in agreenent, the SRP is adequate to
provi de gui dance, in other words, what to review, to
the staff in performng safety reviews that pertainto
digital safety systens.

The revi ewand approval of digital systens
currently depends on qualitative evaluations of
digital system features and devel opnent processes.
Software qual ity assurance eval uations are perforned
manual |y, wi thout the aid of assessnent tools or other
nmeans of obtaining quantitative nmeasures of software
gquality. And also, the SRP Chapter 7 Branch Techni cal
Position 14 identifies digital system devel opnent
attributes that should be reviewed, but does not
really provide detail ed gui dance on the process for

confirmng that the software <conforms to the
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acceptance criteria.

CHAI RVAN APOSTOLAKI'S:  So this slide then
is what we're doing now, and what we need to do.

MR. KEMPER: This is the delta, if you
will.

CHAI RVAN APCSTOLAKI S: Good.

MR KEMPER: This is, as we see it, the
area for inprovenments that we're trying to set the
foundation for that. So as |'ve stated, the SRP is a
very thorough docunent, very thorough conpil ation of
what requirenents nust be satisfied. Wat we're
attenpting to conduct research on is to provide the
reviewer with information about how the criteria
shoul d be satisfied, and al so how nuch i s good enough,
guite honestly. As Mke Waternan said earlier in his
presentation, a lot of the reviews is a function of
what the reviewer has within hinmself or herself in
ternms of nmeeting these criteria.

CHAI RVAN APOSTOLAKI'S: Now, when you say
in the second bullet software quality assurance
eval uations are performed nmanually, you envision in
the future the reviewer to have conputer hel p?

MR. KEMPER: That's true. |'mgoing to
get into that very shortly here. In the next slide or

two. So NRC reviews the results of software
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devel opnent processes and safety assessnents, but the
reviews do not include a nmeans for independent
assessments of software quality assurance. Now, by
"i ndependent” | nean what we're trying to provide is
a nethod for reviewing software that does not just
rely on licensee- or vendor-produced products. W
hope to provide tolls that will provide another
dimension to the agency's capabilities to review
software. For exanple, when the |licensee submts a
new fuel design for review, the agency not only
reviews the code and docunentation that the |icensee
used for the new fuel design, but the NRC has its own
codes that it can run i ndependently to verify what the
| i censee has concluded. And you can naeke the sane
statenent in the PRA business. The agency has its own
PRAs to use to validate |licensee activities pertaining
to risk. W don't have tools like that in the I&C
busi ness, so that's what we're proposing to dois try
to create sonme of those tools for independent
assessnents.

So gi ven t he conpl exi ty and sophi stication
of current digital safety systens, the goal of this
research programis to provi de i ndependent assessnent
nmet hods and objective acceptance criteria that can

suppl ement and augnent the existing guidance in
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Chapter 7 of the SRP. These words, you've heard these
several tinmes. W're going to continue to make this
statenent as we go through our projects.

So this information can be provided as
formal review procedures for verifying consistency
with the SRP guidelines, which could also inprove
ef fectiveness and consistency of software quality
assurance eval uations and revi ews.

MR. ARNDT: Let ne junp in here for a
second. The point here is that if we have these extra
tools, or additional nethodologies, or additional
i nformation, we don't have to use themin every case.
But where we want additional information, or where it
woul d be useful, or there's a particular issue, the
idea is to have these available so that we can do
additional work if we feel that's justified.

MR. KEMPER: Ckay. Also, the current
state-of-the-art in software systemsafety assessnent
i ncludes a nunber of nethods and tools for
guantitatively assessing the quality of software. For
exanpl e, there are software systemanal ysi s t echni ques
such as Petri-net analysis, Markov anal ysis, dynanic
flow nodeling, being used in software nodeling
techni ques right now. Tools such as software netrics,

formal verification methods, and testing techniques,
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such as data flow testing, fault injection, and

nmut ati on testing, are being used for software design
anal ysi s techni ques to ensure that the software system
works in a particular way.

So what we're trying to acconplish is to
review what software quality assurance nethods and
tools are out there being used in other sectors of the
process control industry. And we will then, if
possi bl e, adapt these tools for depl oynent on software
systens within the nuclear industry.

CHAI RVAN APCSTOLAKI'S: | woul dn't use the
word "quantitatively" on your first line. There are
a nunber of -- like, | don't think formal verification
net hods are quantitative. | nean, they're |ogic.

MR. ARNDT: They're logic systens to
verify that --

CHAI RVAN APCSTOLAKI S:  Quantitative means
you produce nunbers. So | mean, you can still make
your point by deleting the word "quantitative".

MR. ARNDT: W can do that.

MR. KEMPER: | guess the point here though
isit's a process. It's a consistent process.

CHAI RVAN APOSTOLAKI' S: | under st and.

MR. KEMPER: It's an algorithm right? 1In

ot her words, it's a nmethodology that's --
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CHAl RMAN APCSTOLAKI S:  These are et hods

t hat --

MR KEMPER -- that's not the function of
t he individual, the human bei ng.

CHAI RVAN APOSTOLAKI' S:  Structured net hods.

MR. KEMPER: Structured, exactly, very

good.

MEMBER GUARRO  Structural, formal

MR. KEMPER: Exactly.

CHAI RVAN APCSTCOLAKI'S: Al of them are
formal. R ght? Even the third bullet there. Because
you insert the word "formal". Software netrics, |

don't know what you nmean by that.

MR. KEMPER: We're going to explain that
to you in just a mnute.

CHAI RVAN APCSTOLAKI S: Good.

MR. KEMPER. (Okay. So therefore, research
inthis areawill focus on assessi ng possi bl e anal ysi s
net hods that are currently used i n desi gn and anal ysi s
of safety-critical software systens to use in the
regul atory process. W intend to focus on nethods
that have likely short-term application w thout the
need to do extensive devel opnent and apply these to
nucl ear industry applications. For exanple, fault

injection testing has been used by a nunber of
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i ndustries, including sone nucl ear pl atformsuppliers.
Formal met hods have been used i n several industriesto
support safety-critical applications. Software
netrics are currently being used for software quality
control and continuous inprovenment activities in
organi zati ons that have prograns that are capability
maturity nodel level 4 and 5 respectively. 1In fact,
all mlitary vendors right now are required to have a
CW level 3 program in order to even bid on a
contract. So we're just trying to build on these
tool s and technol ogi es that are out there. And al so,
any nucl ear supplier and vendor should be at |east a
CW 3 |l evel because they have a well-defined program
per 10 C.F.R 50 Appendix B, and so they should be
ready and capable to inplenment netrics.

And in summary, this research area
currently focuses on three initiatives to devel op
i ndependent nmethods of assessing software quality
and/or reliability: the use of software netrics to
evaluate quality, the wuse of fault injection
techni ques to evaluate digital system dependability,
and to provide technical guidance and review
procedures for evaluating self-testing features in
digital systems. Now, self-testing features is not

real ly an i ndependent testing nethod in and of itself.
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This is really a review criteria issue. So what we
want to do is investigate the self-testing nethods and
technol ogies that are being used right now in the
industry, and try to get a better idea of what are the
best testing schenmes that we're aware of, and how much
reliability is gained fromthe various self-testing
schenes, consideringthe failure probability presented
to the software system due to the added conplexity
associated with the self-testing software itself. In
ot her words, how rmuch benefit is gained for the extra
conplexity. Right now we don't have any information
to build on in that arena.

CHAI RVAN APCSTOLAKIS:  So why did you
decide not to pursue formal verification mnethods?
That's the only one you're leaving out isn't it?

MR. ARNDT: Well, we're choosing to | ook
at particular aspects of particular projects. W
| ooked at formal nmethods through our cooperative
agreenent with Hal den because that's part of their
research program The results to date didn't appear
to be as promsing as other nethodol ogies. W
continue to keep track of formal methods through our
cooperative agreenment through Halden. To ny
knowl edge, |I'm nore than happy to be inforned, there

was a lot of work in this area in the 80s and " 90s,
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sone successes, then it kind of fell out of favor for
awhile. It's starting to becone nore popul ar now t hat
sonme of the tools are nuch nore sophisticated. So as
wi th anything el se in the research programpl an, as we
have the resources, we're going to | ook at whet her or
not any particul ar nethodol ogi es may be useful. |If

t hey do appear to be useful, then it will get rolled
into the next upgrade a year from now, or two years
from now, whenever.

CHAI RVAN APCSTOLAKI S:  I's the work that
you're doing with Hal den nmentioned in the plan?
can't renenber.

MR KEMPER: Yes, | think it is nmentioned
in the plan.

MR. ARNDT: It's part of, | think, the
cooperative international agreenents, which is in
Section 3? Probably 3.7.

MR. KEMPER: Al t hough there's no specific
projects that are the outcone of that directly in and
of thensel ves. W use that right now as supporting
i nformation for background and to i ntegrate i nto ot her
existing projects. But | think Steve's making a good
point here. The idea of this research planis it's a
fl exi bl e docunent. So if we have good reason to

believe that fornal nethods is an area that we shoul d
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pursue, then we will certainly do that.

CHAI RVAN APCSTOLAKI'S:  Well, | nmean it
depends on what you call formal nethods. Because of
course, nost people would think of the logic --

MR. ARNDT: Proof cal culuses and things
l'i ke that.

CHAI RMAN APOSTOLAKI S:  Find errors and so
on. O confirmthat things are self-consistent. But
| recall that the Canadi ans adapted these nethods.
They didn't quite use formal nethods to prove
correctness, but they borrowed heavily, you know,
devel oping tables and all that.

MR. ARNDT: Yes. They use it as a design
criteria, basically.

CHAI RVAN APOSTOLAKI'S:  Yes. | nean, are
you famliar with what they have done?

MR, ARNDT: Yes.

CHAI RVAN APOSTOLAKI'S:  |s there anything
useful there?

MR. ARNDT: |'ve read sonme of the work.
Al'so, the Brits did some work in that area on Sizewel |
as nore of a desi gn net hodol ogy as opposed to a fornal
correctness proof.

CHAI RVAN APOSTOLAKI S:  Ckay. Al right.

You done?
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MR. KEMPER:. (Ckay. Alnpst. So at any
rate, to conclude, these research projects wll
provi de objective acceptance criteria and review
procedures that augnment and suppl enent existing SRP
gui dance for approving or denying digital safety
system |license applications. And that's the hardest
part. Wen we deny sonething, we need to have a solid
foundation to build on. So that really concludes ny
short overview of this area. |If there's --

CHAI RMAN APCSTOLAKIS:  So what is the
distinction between quality assurance and the risk
part of it?

MR. ARNDT: The big issue is quality
assurance is the effort to assure or get a |level of
confidence that the software is performng safety
functions appropriately.

CHAI RVAN APOSTOLAKI S: W t hout
guantitative estimtes.

MR. ARNDT: W thout necessarily having
guantitative estimtes. That doesn't nmean you can't
have quantitative estimates, it's just not the primary
obj ective of quality assurance.

CHAI RVAN APOCSTOLAKI S:  Well, let's say
that you find yourself sonetine in the future, you

really trust the risk nethods. Then all this would go
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away, wouldn't it?

MR. ARNDT: No.

CHAI RVAN APOSTOLAKIS:  If | trust a
met hod, and the method tells ne | have a 10°or -6
variability, | have a high level of confidence that
this is pretty good.

MR. KEMPER: Well, but the quality | think
is an underlying principle that has to be preserved
for those risk performance neasures to be valid.
Okay? The failure probably is predicated on certain
under | yi ng noti ons.

CHAI RVAN APOSTCLAKI'S:  If it were not
preserved, would | get a nunber as low as 10> ?

MR. ARNDT: Presumably not --

CHAI RVAN APOSTCOLAKI' S: No.

MR. ARNDT: But the point is we're not a
ri sk-based organi zation, nor are we |likely to be.

CHAI RVAN APOSTOLAKIS: | put you in a
hypot heti cal situation.

MR. ARNDT: Ckay.

CHAI RVAN APOSTOLAKI'S:  So this it seens to
nme i s inportant because we cannot do the other thing.
W cannot really estimate risks with any Kkind of
confi dence.

MR. ARNDT: Well, you get into the sane
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basic state that we have in any part of the business.
| nmean, we have Appendi x B, and we don't -- we can
grade quality, if youwll, by risk, but you don't get
rid of quality assurance.

CHAI RVAN APOSTOLAKI'S:  No, you don't.

MR. ARNDT: Because you need to have that
under standi ng that the process is working, that there
was appropriate --

CHAI RVAN APCSTOLAKI S:  Because a | ot of
t hese things cannot be nodel ed in the PRA

MR. ARNDT: That's right. And even if
t hey can be, you're never going to have 100 percent
confidence. So there's several different ways you
attack the problem The purpose of this programis
sinply to use the software engi neering nethods that
are out there to try and make software quality
assurance eval uations better.

CHAI RMAN APCSTOLAKI'S:  But the fault
i njection technique, for exanple, it has, you know,
you inject the faults and see what happens and so on.
And then they go on to do sone nunerical cal cul ati ons.
You don't nean that the whol e package here, | nean,
part of it may be useful, part of it may not.

MR. ARNDT: Yes. The real issue in these

programs -- and | don't want to talk through all the
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progranms because we have presentations for that -- is
to gain a better understandi ng of both the process and
t he product itself, understand howthe systemworks or
doesn't.

CHAI RVAN APOSTOLAKI S:  Ckay. So you have
presentations on each one of these?

MR, ARNDT: Yes.

CHAI RVAN APOSTOLAKI S: (Okay, great. Let's
go on then.

MR. KEMPER: Ckay. As a matter of fact,
the next presentation is by Norbert Carte, and Steve
Arndt also will participate inthis, and also this is
Mng Li fromthe University of Maryl and.

MR. CARTE: Hello. M nane is Norbert
Carte. | amalso in the | & section, Engineering
section of the Engineering Research Applications
Branch. [|'ve been with the NRC since early February,
and prior to that | spent 13-plus years performng

verification and validation of various digital systens

in the nuclear industry. 1'Il be presenting today
with Mng Li, one of the researchers from the
University of Maryland. And I'Il allow himto

i ntroduce hinsel f.
DR LI: My nane is Mng Li. |I'ma

research associate at the Center for Reliability
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Engi neering at the University of Maryland in Coll ege
Park. |'ve been a key researcher for this project
since 1998. | hold a Bachelor's degree in Electrical
Engi neering, and the Master's in Systens Engi neeri ng,
and the Ph.D. in Reliability Engineering. M research
interests include software engineering, reliability
engi neering, software neasurenent, software testing,
and the PRA. Thank you.

CHAI RVAN APOSTOLAKIS: So | take it you
will talk about the netrics?

DR LI: Right.

MR. CARTE: Mng will be tal ki ng about two
nmetrics in detail, and I'lIl be giving an overvi ew of
the program itself. So we'll start off with a
di scussi on of the i ssues facing the NRC, sone of which
you' ve heard previously, as well as the basis of the
current engineering project, and then discuss two
netrics in detail, and follow on wth a brief
di scussi on of future work and concl usi ons.

The basic 1issue facing the NRC is
regarding the increasing size and conplexity of
submttals. And this will result in an increased
wor kl oad, and with the limted staff that could
present sonme problenms. Software is currently being

used in nore systens as well as an increase in the use
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of sel f-checki ng software and ot her techni ques result
in nmore conplex systens. Also, with the use of
commercial off-the-shelf equipnent we have nore
power f ul devel opnent environnents, and t hat neans t hat
software programming is becomng nore conplex, or
abstract, as well as many of the details are becom ng
hi dden. Software engi neeri ng nmet hods are al so
becom ng nore powerful and usable, and therefore can
be used to address these issues.

CHAI RVMAN APOSTOLAKI S:  Now, are these
coments true for existing reactors? | nean, are we
really wusing conplex software? Not for future
reactors. | amtalking about, you know, control and
all that, feedback. | nean, what is the |level of the
sophi stication of the software that are being used in
safety-related functions these days?

MR. CARTE: Well, the question is not
necessarily just what 1is «currently being wused,
al though | believe there are sone 30 systens t hat have
been approved. There are, in general, three SERs,
Triconex, Westinghouse, and Tel eper mTXS whi ch propose
usi ng devel opnment environnents and systens, and the
potential application is for plant-w de
noderni zati ons. And t he obsol escence issue w ||

result, possibly, in many plants wanting to do
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conpl ete plant-wi de nodernizations. And there are
some -- but currently what we see are systentlevel
noder ni zat i ons.

CHAI RVAN APCSTOLAKIS:  Are there any
plants right now that are using digital software in
safety-rel ated functions?

MR. CARTE: Safety-related. | think
Vogt | e has a di esel sequencer that uses a Westi nghouse
ABB Advant system

MR. KEMPER: Sure, the CE System 80 Pl us
design. It's got a conpression calculator. Let's
see. \What is it, the Eagle?

CHAI RMAN APOSTOLAKI S:  What is that
syst enf

MR. KEMPER: Eagl e 21.

MR. WATERVMAN: Eagle 21 is a reactor
protection system

MR. KEMPER Yes. There are nunerous
spotted applications out there, but it's not on a
generi c-w de basis.

CHAI RVAN APOSTOLAKI S:  So the reactor
protection system is basically nonitoring and then
SCRAMM ng?

MR. KEMPER: Right, it's a trip system

Exactly. But like the core protection calculator is
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CHAI RVAN APOSTCLAKI'S:  But aren't these
relatively sinple systens?

MR KEMPER: Well, the basic function of
tripping, you know, <conparing a set point to a
paranmeter and then tripping your relay is, but like
the core protection calculator, it's got a fair anount
of sophistication involved with calculating that
variable trip set point.

MR. WATERMAN:  And t hose have al ways been
digital in several plants.

MR. KEMPER: The point here though | think
that Norbert's trying to make, and excuse nme for
breaking in on you here Norbert, is that increasing
conpl exity and si ze of subnmittals. There's nothing to
prevent |icensees from naking submittals for plant-
wi de upgrades. In fact, when | was at Calvert, that's
one of the last projects that we concluded was a
pl ant - wi de di gi tal upgrade project for, you know, cost
us $60 mllion over the next 10 years. So this is
what's going on out there in the industry, and that's
what we' re being subjected to. Those submttals could
come at any tine.

CHAI RVAN APCSTOLAKI'S:  Is the Cconee

Iicense anmendnment request that was nmentioned this
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norning the first serious step towards using digital

| &C in safety systens?

MR. ARNDT: Well, | don't know if you'd
call it the first serious step, but it is a very |arge
step that will include RPS and SFAS and ot her systens.

MR. KEMPER: | believe that's true though.
That's a good way to quantify it. | nean, others, |

think Callaway approached this once, and then they
withdrew after sone interaction with the staff.

CHAl RVAN  APOSTOLAKI S:  Because the
regul atory stuff nore seenms to feel that this is
really --

MR KEMPER: Yes, | think it is.

MR. CARTE: Well, it also represents a
change. The fact that you're integrating two systens
into one system You're integrating the RPS and the
SFAS. And digital systens allow for that sort of
t hi ng.

CHAI RMAN APOSTOLAKI S: Yes. Yes, | agree.
I"mtrying to get a picture. Anyway, keep going.

MR. CARTE: Ckay. So as has been gone in
alittle nore detail this norning, the current review
process is basically a software devel opnent review
process as well as sone sanple threat audits that are

selected by the reviewer. Standard review plan is a
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generic plan, and it requires an application-specific
reviewplan. The reason | point that out is there are
di fferent programm ng paradi gns, such as structured
programmi ng, for instance something progranmed in C,
obj ect-oriented programm ng in C++, and programmabl e
logic controllers. Each represent a different
paradigm wll have different wvulnerabilities or
weaknesses and di fferent strengths. And therefore it
m ght be better to have specific review criteria for
di fferent paradi gnms, as well as potentially neasures.

The reg guides that currently endorse
generic | EEE standards, in other words they' re not
programm ng paradi gm specific, as well as the current
standard review plan does not address the use of
neasur es.

CHAI RMAN APOSTOLAKI'S: | noticed both in
the previous presentation and this one, you guys are

very careful to point out, you know, this is where we

are, this is where we're going. | didn't get that
i mpression fromthe plan that | reviewed. |s the new
version going to be as explicit? | understand you are

revising it now, right?
MR. KEMPER: Yes, we are. And --
CHAl RMAN APOSTCLAKI S: Because this is

really the way it ought to be. This particular issue,
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this is what's happening now, these are the issues,
and this is howwe're going to help. | sense there is
a di sconnect there.

MR KEMPER: Well, we --

CHAI RVAN APOSTOLAKI' S: But | reviewed the
earlier version | nust say, so | know that you are
revising it now But it would be nice to spend a few
extra hours, Bill, to make sure that it's very clearly
stated in each section where we are and where we're
going. | think that's the nmain idea behind a good
pl an.

MR. KEMPER | think that's absolutely
right. W attenpted to do that in the initial draft.
W provided a background for each one of them which
really addressed the issues, here's the problem
statenent, if you will, and then the task that we
i ntended to acconplish. So certainly it's obvious we
need to enbellish that. W'IlIl do that.

CHAI RVMAN APOSTOLAKI'S:  That's all. Yes.
kay, let's nove on. Boy, you're really slow, aren't
you? You've been here only since February you say?

MR CARTE: Yes.

CHAI RVAN APCSTOLAKI S: Wl |, we joke every
now and t hen.

MR. CARTE: Yes. So the current research
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goals. The objective of this research is to perform
a large-scale validation of neasures identified
previ ously through previ ous researchto quantitatively
assess the quality of software.

CHAI RVAN APOSTOLAKI' S: You know, this now
rai ses the expectations. You say quantitatively. [|'m
| ooki ng for nunbers.

MR CARTE: Yes.

CHAl RMAN APOSTOLAKI'S: Do you want to
del ete that word now, or?

MR. CARTE: No.

CHAI RVAN APOSTOLAKI S:  Shall we keep
| ooki ng for nunbers?

MR CARTE: Well, nunbers in thensel ves
aren't bad.

CHAI RVAN APOCSTOLAKI S:  Wel |, that's what
guantitative means.

MR. CARTE: Yes. The question is how you
use those nunbers.

CHAl RVAN APCSTCLAKI'S:  No, no, no. |
woul d i ke to know whet her you produce themfirst.

MR. CARTE: That is the intent, yes.

CHAI RMAN APOSTOLAKIS:  So this is al
guantitative?

MR, CARTE: Yes.
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CHAI RVAN APCSTOLAKI'S: Al right. Let's

see. (Kkay.

MR. CARTE: That is, we envision the
i ncorporation of measures to produce standardized
guantifiabl e evaluations. Now, the question of what
you do with those nunbers relates to the acceptance
criteria. How do you establish an acceptance criteria
once you have a repeatabl e nunber generation system
And there are different ways of establishing
acceptance criteria. Sonme are theoretical, and others
i nclude benchmarking it, or some conbination of
t heoreti cal and benchmar ki ng.

The purpose of this research is to be
flexible as well, to | ook at neasures that could be
used by the |licensee, the NRC, or both. And also, we
want to address how you conpare or conbine different
assessments. So when you | ook at a software design
description, or a software requirenents
speci fications, and have a quality determ nation, how
do you conpare those? Are you conparing apples and
oranges? O how do you conpare the thoroughness or
conpl eteness of testing to the quality of the software
requi renent specification? One nmethod of performng
such a conparison is a Bayesian nethod, which

basically relies on a probably or confidence, and t hen
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usi ng the Bayesian techniques to conmbine them The
ot her way woul d be to nornalize the quality assessnent
in terns of some conmobn nmeasure or netric, such as
defect density or reliability. The other goals of
this research are to address the issues previously
rai sed

CHAI RVAN APOSTOLAKI'S:  You are not going
to develop any nethods that are wusable by the
licensees and not the NRC? | nean, you better
rephrase that. You say they're licensee, NRC, and/or
bot h.

MR CARTE: Yes.

CHAI RVAN APOSTOLAKI'S:  Well, no. You're
devel oping tools for the NRC, right? You are a nenber
of this agency.

MR CARTE: Yes.

CHAI RVAN APOSTOLAKIS: |If the licensee

wants to use them fine. | can assure you that we'll

MR. KEMPER  That's what we neant to say,
actual ly.

CHAI RVAN APOSTOLAKI S: | know. | know.
So change the words.

MR. CARTE: Ckay. The use of netrics for

guantifying software quality has a |arge basis in
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literature. To give you an exanple, I've listed three
| EEE standards regarding the use of neasures and
nmetrics. In particular I wanted to point out in 1061
one of the statenments which says, "The use of software
netrics does not elimnate the need for human judgnent
in software evaluations.” So it is not the intent to
replace human judgnment, it's to provide nore
resolution, nore information to the individua
perform ng that judgnent.

Fromthat general literature and i ndustry
search, Lawence Livernore Laboratory identified a
pool of 78 neasures. Fromthat pool, the University
of Maryland selected 30 neasures, and categorized
those neasures in ternms of the |ifecycle phase to
whi ch they were applicable, as well as the semantic
category, such as size and conplexity. This was done
in part to ensure all areas were covered, al
lifecycles, and all semantic famlies.

They then elicited expert opinionin order
to rank those neasures and famlies. They also
elicited peer review to evaluate the research
performed. They also performed a prelimnary
eval uati on whi ch was published in the NUREG CRI TERI A
that's identified, as well as wote sonme publications

in peer reviewed journals.
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MEMBER WHI TE: Excuse ne. The peer
reviewed journals, are those journals in which the
sof tware comunity normal |y publishes? So they're not
just our industry journals, is that correct?

DR LI: Yes.

MEMBER WHI TE: Thank you

CHAI RVMAN APCSTOLAKI S: Li ke which one?

DR LlI: [|EEE Transactions on Software
Engi neeri ng.

CHAI RVAN APOSTOLAKI'S:  So you're going to
tell us what it is, right? Soon

MR CARTE: Yes.

CHAI RVAN APCSTOLAKI S: Ckay.

MR. CARTE: So the large-scale validation
proj ect being perforned by the University of Maryl and
selected a sanple of the neasures. It is not
validating all 30 nmeasures. It selected that sanple
fromthe different classes of neasures, sone highly
ranked nmeasures, sonme nedium sone |ow ranked
nmeasures, as well as different semantic -- from
different semantic famlies. One exanple of a
semantic famly is the functional size, such as
feature point, function point, or full function point,
and conplexity, such as cyclomatic conplexity. And

these neasures were applied to all phases of the
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sof tware devel opnent |ifecycle in a nuclear reactor
protection system

So the issues raised previously. 1In the
NUREG i tsel f, the issues raised identified during the
peer review was that it was -- the prelimnary
validation was performed on a relatively software
application. The application was not a nucl ear safety
system which nmeans that they |looked at a |[|ow
reliability system as opposed to an ultra high
reliability system The benchmarking of the data did
not use real operational profile, and it |ooked only
at one phase of the software devel opnment |ifecycle.
And t hese i ssues are addressed in the current research
proj ect .

The ACRS addressed some of these issues,
as well as sonme others. One is the ease of obtaining
the metric. The current research will provide an
eval uation of the ease of use for the netrics that
t hey validated. A conment was software-centric versus
a systemcentric approach. W are nore consci ous or
aware of the need to consider the entire system and
are looking at it fromthat perspective, although we
are primarily | ooking at systematic failures that have
a software origin.

Anot her issue raised was that t he
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uncertainty in the prelimnary research was greater
than the required reliability of the wultra high
reliability systens. That is an issue we're conscious
of , and we're | ooking at the research to address t hat,
but sone things to think about. Wth a |ow
reliability system we had lower reliability nunbers
and higher -- and larger uncertainties than we would
desire for an ultra high reliability system The
other issue is that this is not necessarily a new
issue. |If we have qualitative evaluations, there is
al ways an uncertainty associated with a qualitative
eval uation. The problemis we haven't specified what
reliability is required, or we haven't talked about
the wuncertainty associated with that qualitative
evaluation. So it's not necessarily a new issue,
we're just trying to resolve that issue, and it
becomes nore visible when we start tal ki ng
guantitatively. And | just want to point out that
nmeasures do not elimnate the need for human j udgnent.
The ot her ACRS comment was regarding the
val i dity/ robust ness of the nmeasures. So we are
applying the nmeasures to a different type of system
a different function, so we're looking at an RPS
rather than a door entry system \W're |ooking at

di fferent programm ng | anguages, such as C & Assenbl er
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versus C++. So with that I'll turn the discussion
over to M ng.

DR LI: Qur current technical goal is to
try to quantify software quality through software
engi neeri ng neasuremnent.

CHAI RVAN  APOSTOLAKI S:  You need a
m crophone if you're going to stand up.

DR LI: [I'"ll sit here, sorry.

CHAI RVAN APOSTOLAKI S:  Yes, you keep
talking and we will try to find him Yes, you can use
t he cursor.

DR. Ll: The philosophy behind this
research is sunmarized as the answer to a question
what determ nes software quality. |n general
software quality is determned by the software
product, the characteristics, inparticular the defect
remai ning in the software, and howthe software may be
used. The way software is used is summari zed using
t he concept of operational profile. Software product
characteristics can be further determned by the
product characteristics, for instance, what type of
application is it, how big is the functional sizes.
And the process characteristics, for instance, how
good t he devel oper's skills are, howtight the budget

is, what developnment tools and nethods are used,
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etcetera. All these characteristics can be explicitly
or inplicitly described using software engineering
nmeasurements. Therefore, an obvious inference is
sof t ware engi neering neasurenments determ ne software
quality.

CHAI RVAN APCSTCLAKI'S:  You seemto be
f ocusi ng on nunbers here.

DR LlI: Right, I"'mgoing to talk about
nunbers shortly.

CHAI RVAN APOSTOLAKI'S:  But | don't care
about the nunber of defects. |[If | have one that is
fatal, that really bothers ne. So it's not really the
nunber. | nean, it's inportant to know t he nunber,
but --

DR LI: Right, right --

CHAI RVAN APOSTOLAKI'S: When do you focus

on the significance of the defect?

DR LlI: Rght, I'Il talk about it
shortly.

CHAI RVAN APCSTOLAKI S:  You'll tal k about
it. GCkay.

DR LI: So the follow ng steps are taken
to pursue this technical goal. First, to estinate the

nunber of defects remaining in the software, and

second, to quantify the likelihood that these defects
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result in systemfailures.

"1l tal k about the procedure, the steps,
using two exanples. The first exanple is defect
density. Defect density, defined as a ratio of unique
defects found by inspections to the size of the
product. The defects are classified into different
criticality levels. And the inspections are
requi renent i nspections, design inspections, and code
i nspecti on.

CHAI RVAN APOSTOLAKI S:  How do you measure
the size of the product?

DR LlI: The size can be either the source
code size or the docunent size. The source code size
can be the line of code, or it can be the function
point. And the docunent size can be the nunber of
pages, or it can be the nunber of paragraphs, or
nunber of |ines.

The effect of that, the requirenent
i nspection, design inspection, and code inspection
allow us to predict software quality at an early
stage. Defect density has been wi dely accepted in the
i ndustry and academi a. For instance, |EEE Standard
982.2 includes this nmeasure. And the defect density
is the de facto standard to nmeasure software quality.

A significant anount of research has been done using

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

155

this measure as a quality indicator.

MEMBER WVHI TE: | have a question about the
size of the product. How do you handl e the nunber of
rel ati onships that data have to other data, or that
sone line of software would have to data. |n other
words, | guess that's a conplexity, actually, issue.

DR LI: No, it's size, not conplexity.
They're different.

MEMBER WHI TE: All right. So -- but you
do take that into account then?

DR LI: Right, right.

MEMBER WHI TE: Okay, thank you

CHAI RVAN APOSTOLAKI S: Wl I, | still don't
understand. You say it's a de facto standard neasure
of quality. Wat is? You' re doing a review of
requi renents and the code and all that, you identify
t he defects, and then you take that nunber, you divide
by the size of the product?

DR LI: Right, these are --

CHAl RMAN APOSTOLAKI S:  What does that tell

me now?

DR LI: Wll, that tells, you know, that
-- it's the density. It tells how many defects
potentially --

CHAl RMAN APOSTOLAKI S: | have found.
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That's all it tells ne.

DR LI: Right, that have found. R ght.

CHAI RVAN APOSTOLAKIS:  So why is that a
nmeasure of quality?

DR LI: WlIl, because the nore you have
the lower quality of your product. This measure
historically --

CHAI RVAN APOSTOLAKI'S:  But again, wait a
mnute now. Are you applying this to a product that
sonmebody tells you is ready to be used, or to a
product that is in the process of being produced?

DR LlI: Sorry, | didn't get it
conpl etely.

CHAI RMAN APOSTOLAKIS:  If it's part of the
process, then you do find defects, because that's the
whol e idea. So are you doing it after the fact? 1In
ot her words, now sonebody has produced a product and
says put it in your plant, and you go there, and you
do a review, and you find a few errors.

DR LI: well --

CHAI RVAN APOSTOLAKI'S:  |s that what you
mean?

DR LI: Right. You can do both. In our
institution, in our research right now we are doing,

you know, the latter situation. W have a real
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application from nucl ear power plants. W have the
entire docunent. And we are doing the inspection,
fromrequirenents to the code.

CHAI RVAN APOSTOLAKI'S:  Ckay. So you find
a particul ar nunber.

DR LI: Right.

CHAI RVAN APOSTOLAKIS:  And it certainly
gives you an idea of how good it is, yes, | can't
di sagree with that. Sure.

DR LI: Next we will quantify --

CHAI RVAN APOSTOLAKI S:  You al ready have
guanti fi ed.

DR LI: -- the likelihood of these
defects to the systemfailure.

CHAI RVAN APCSTOLAKI S:  So far you have
found the nunber of defects, and you divided by the
size, and that's a nunber.

DR LI: Right, that's a nunber.

CHAI RVMAN APOCSTOLAKI S:  That's fi ne.

DR LI: This is a standard. |n other
words, this is a neasure found in the industry.

CHAI RVAN APOSTOLAKI S:  Okay, let's go on
and see now what you do with that nunber.

MEMBER GUARRO One question.

DR LI: Yes.
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MEMBER GUARRO  What is your definitional

defect in this context?

DR LI: Well, we adopted |IEEE definition,
which is a deviation fromthe requirenents. So al
the term nology is here.

CHAI RVAN APOSTOLAKIS:  So everything is
conpared to the requirenments. |If the requirenents
t henmsel ves are not self-consistent, what would that
be?

DR LI: Sorry?

CHAI RVAN APCSTCLAKI S:  The requirenents
t henmsel ves are not a self-consistent set. Wuld that
be a defect?

DR LlI: Right.

CHAI RVAN APOSTOLAKIS: O you woul d never
find it?

DR LI: Wll, we have specific nmeasures
to this --

CHAI RVAN APOSTOLAKI S:  But that's not a
deviation from the requirenents. That's faulty
requirenents.

DR LI: |If there are any inconsistencies
inthe requirenments, we have a specific neasure to do
t hat .

CHAl RMAN APCOSTCOLAKI S: But not this one.

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

159
DR. LlI: Not this one.

CHAI RVMAN APOCSTOLAKI S: Ckay. Ckay.

DR LlI: W have certain nmeasures.

MEMBER GUARRO. Ckay, but also in -- just
to pursue for a nonent the issue here. Do you
differentiate requirenents in levels of criticality?

DR LI: Yes.

MEMBER GUARRC. So you will classify
defects al so according to --

DR LI: To the criticality |evel

MEMBER GUARRO. -- the criticality level?

DR LI: Yes.

MEMBER GUARRC  Ckay.

MEMBER KRESS: And then what woul d you do
with that classification? Wuld you put a weighting
factor on the quantifier?

DR LI: W have a specific technique so

we can propagate this different criticality defect to

the --

MEMBER KRESS: To the --

DR LlI: To the probability of failure.
Because we can't reviewthemdifferently. | wll talk

about shortly, you know, that special technique.
So gi ven t he val ue of defect density, then

we can cal cul ate the nunber of defects in the software
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using this sinple --

CHAI RVAN APOSTOLAKI S: Wit a m nute, now.
That's how you started. Wat do you nmean you can
cal cul ate? You found them

DR LI: Right, right. W found the
nunmber of defects.

CHAI RVAN APOSTCOLAKI' S: Yes.

DR LI: This assunes that if you have a
defect density nunber provided by soneone el se, how
you get to the nunber of the defects.

CHAI RVAN APOSTOLAKIS: This is a big step
here. So you're saying | found the DD in a
particul ar program and now sonebody gi ves ne anot her
program'

DR LI: No, no, no. That's --

CHAI RVAN APOSTOLAKI S: | don't understand
t he situation

DR Ll: There's two different situations
here.

CHAI RVAN APOSTCOLAKI' S:  Yes.

DR LI: This relationship I just put here
to highlight the relationship between the nunber of
defects and defect density.

CHAI RVMAN APCSTOLAKIS:  GCh. So that's the

definition of DD.
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DR LI: Right, right.

CHAI RVAN APOCSTOLAKI'S:  Al'l right.

DR LI: So they found the standard, but
the inspection may not find all the defects. The
number of such |atent defects can be estimted
statistically using the capture/recapture techni ques.
Capture/ recapture techniques were first applied in a
study of the fish and wildlife populations. The
si npl est capture/recapture technique is a so-called
two sanple nodel. The first sanple provided to
individuals captured a mark that returned to the
popul ation, and the second sanple provided the
i ndividuals recaptured. Using the nunber of
i ndi viduals captured in both sanples, and if the
nunbers captured is adjusted by one sanple, one can
estimate the nunmber of not captured individuals, and
then the entire population of the wildlife.

Recently, this techni que has been applied
in the software engineering field to estimate the
nunber of defects not found by the inspection. In
these applications, the nunber of defects is the
anal ogy to the ani nal popul ation size.

CHAI RVAN APOSTCOLAKI'S:  Wait a minute. You
are saying that you can estimte the popul ati on size

froma small sanple?
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DR LI: Right.

CHAI RVAN APOSTCOLAKI S: Ww.

DR LI: This technique has been --

CHAI RVAN APOSTOLAKI'S:  Don't you have to
make sone additional assunptions? | nean.

DR LI: Right.

CHAI RMAN APOSTOLAKIS:  So let's say | want
to know how many coyotes there are in a particul ar
pl ace. What do | do? Capture a few and then
extrapol ate, or what?

DR LI: Well, this is an entire
discipline. And this technique has been validated for
over 30 years in biol ogy.

CHAI RVAN APOSTOLAKIS:  Yes -- no. This is
not an argunent you can use here. You have to tell us
why. You're asking ne to believe sonebody el se. |
have difficulty doing that. | don't understand how
you can find five defects, and then you are able to
tell me how many nore there are. There's sonething
m ssi ng there.

MR. CARTE: There's a couple of ways that
this technique can be applied. One way, if you | ook
at the ani mal popul ation, you woul d choose a capture
area that is representative of the total area. So in

a software system you would choose a set of nodul es
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that are representative of all the nodules in the
systemin ternms of size, conplexity, in ternms of the
di fferent progranmers or progranm ng groups. So if
you had a representative sanple of nodules that you
applied this technique to, then you could estinate for
t he whol e popul ati on.

CHAI RVAN APOSTOLAKIS:  So there are
addi ti onal assunptions, then. As you say, you go to
an area that is nore or | ess representative, and then
you assume the density of animals is the sane as in
t he bi gger area.

MR CARTE: Yes, that would be --

CHAI RMAN  APOSTOLAKI S:  Then | can
under st and how you can find that, but the question is
whet her these assunptions are valid.

MR. CARTE: Yes. That's one way that the
neasure can be applied. The other way that this
nmeasure could be applied, and that's why | nentioned
licensee earlier, isif alicensee were to apply such
a neasure, they already have systenms in place in termns
of their QA procedures that conpletely reviewthe
entire system They have nmultiple reviews in place.
So if you used a capture/recapture nodel with renoval,
in other words once the defect is identified it's

removed, and the multiple reviews, you can use these
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techniques to estimate the nunmber of defects
remai ni ng, and the type of defects, because you can
categorize the type of defects found. So it can be
applied in a conplete systemreview by a |licensee.

do not think that the NRC would be interested in
having nmultiple reviewers do a conplete review of the
entire system of docunentation. For that particul ar
application, it is less likely to be done by the NRC,
but reviewing a sanple is nore likely to be done. So
in that sense it can be used.

CHAI RVAN APOSTOLAKI' S: And t hat nunber of
remai ni ng defects can never becone zero, can it?
Because of the way you have structured the method?
Whi ch neans now you have to tell NRR that if that
nunber falls below a certain nunber it's acceptable.

MEMBER KRESS: It seens to nme like this
assumes you know the curve for the capture/recapture
val ue versus the nunber of defects.

MR. CARTE: Well, the capture/recapture
nodel , there's three net hods of using defect density.
There are in general three methods of using defect
density to characterize renmai ni ng populations. One is
capture/recapture, the other woul d be a neural network
approach, and another would be the famly of curve-

fitting nethods that you describe. But basically if
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you have sufficient data, the equations behind
capture/recapture are supposed to characterize the
l'ikelihood of capture of different types of defects
because you have multiple reviewers and nultiple
capture rates. And so you can get estimates.

MEMBER KRESS: | can buy this. You do it
several tinmes and you get the start of a curve and
extrapol ate this curve.

MR. CARTE: Right. You have to have --

MEMBER KRESS: | don't see where a neural
network comes into play.

MR. CARTE: Right. The idea with a neura
network is that maybe these systens are non-linear,
and neural networks do better at matching those.

MEMBER KRESS: See, it's just a way to
correlate the data if it's non-Ilinear.

MR. CARTE: Right.

CHAI RVAN APOSTOLAKI'S:  But are you goi ng
to tell us what to do with that nunber?

DR LI: Yes. Next. Gven the nunber of
defects remaining in software, we utilize the so-
called fault propagation technique to study the
i kelihood of these defects caught to the -- sorry,
that the failure probability caught by this nunber of

defects. And as the software engi neering study has
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shown, a defect will manifest itself as a failure if
and only if the three followi ng conditions are
satisfied. First, this defect needs to be executed.
Second, this defect needs to create a space anonaly.
And the third, this state normally needs to propagate
to the output of the software.

These three conditions are sunmarized in
the PElI nodels proposed by Jeff Voas. And this is
publ i shed in the 1990s in | EEE Transacti ons on
Sof tware Engineering. In these nodels, E represented
the probability that a particular section of program
is executed. | represented the probability that the
execution of the execution of the problenmatic | ocation
affects the data state. And the P, the probability
that an infection of the data state affects system
output. Gven the availability of P, I, and E, the
software quality indicator, or the probability of
failure per demand can be given using this equation.

Next, we utilize finite state nachine
techniques to quantify this nodel. Finite state
machi ne nodel s system behavior. This exanple nodels
PIN entering function for a sanple security gate
system which requires the entrant to enter the PIN
Thi s nodel starts fromthe entry state, and at the end

of the way the exit state. A rectangle represents a
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state. An arc represents a tradition. A link from
entry to exit constitutes a task. The probability of
each transition are enbedded in the finite state
machi nes. So the probability of each task can be
calculated as a product of the probability of each
transition within that task

CHAI RVAN APOSTOLAKI'S: Can you give us an
exanpl e?

DR Ll: Yes. For instance here, you have
the -- fromthe start, you need to enter the PIN. The
PIN, you have two conditions. One is a good PIN, and
the other oneis a bad PIN. So the probability of the
good PIN can be 0.8, and the probability of the bad
PIN can be 0. 2.

CHAI RVAN APOSTOLAKI S: Why?

DR LlI: This data is fromthe user
profile, fromthe log file. W obtain this data from
the field data, fromthis profile fromthe field data.

CHAI RVAN APOSTOLAKI' S: And?

DR LlI: Then we nmap the defects to this
nodel. And this dashed |ine shows the defects | ocated
here. Then we know the task that travels this
transition will lead to a failure. So the integral of
the probability of the task that travels this

transition will provide us the estimation of the
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probability of failure caused by this defect. W
repeat this procedure for all defects. Then we have
the overall probability of failure per denmand.

CHAI RVAN APOSTOLAKI S: And for all defects
you will have this information of 0.8 versus 0.2?

DR LI: Right, right.

CHAI RVAN APOCSTOLAKIS: | can't see how.
| nmean, this was a very concrete exanple. You know,
you can go there and type in their PIN, and they nmake
a mstake. And you know that, and you can find it.
But what if you have something esoteric, somewhere
there buried. | nean | don't know how - -

DR LI: Well, let's talk about the actua

CHAI RVAN  APOSTOLAKI S:  You know t he
probability of each path. Ww That's a pretty
strong statenent, isn't it? Because that assunes that
all these probabilities are external, aren't they?

DR LI: Wll, currently --

CHAI RVAN APOSTOLAKI S: That woul d be which
probability that you showed us earlier, P?

DR Ll: That's P.

CHAI RVMAN APCSTOLAKI S: Ckay.

DR LI: Oh, sorry.

CHAI RVAN APCSTOLAKI S:  That's P?
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DR. LlI: No, that's E. Executi on.

CHAI RVAN APCSTOLAKI S: Ckay.

DR LlI: And with the way we build this
finite state nachine, we can guarantee that E and |
are equal to 1.

CHAI RVAN APOSTCOLAKI'S:  So if | have now a
reactor protection system it's nonitoring a fairly
| ar ge nunber of paraneters, you will be -- wouldn't E
be the probability of any possible conbination of
val ues of these?

DR Ll: That's correct.

CHAI RVAN APOSTOLAKI'S:  And you will know
what the probability of these conbinations is?

DR LI: Yes. Currently --

CHAI RVAN APOCSTOLAKI S: How on earth woul d
you know?

DR LI: Currently we have the data from
t he actual nucl ear power plant.

CHAI RVAN APOSTOLAKI S: How woul d you know?

DR LI: They maintain a conprehensive | og
data, data file.

CHAI RVMAN APOSTOLAKI'S: No, but 1'mtalking
about accidents here. |'mnot talking about nornal
oper at i ons.

DR LlI: Yes, that's what |I'mtalking
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about .

CHAI RVAN APCSTCLAKI S: How many acci dent s
have we had? So that we'll be able to say the
probability of this conbination of variable values is
that. | don't see how we can know that. | mean, you
can have weird situations where you have to SCRAM
And you're saying, no, | wll know the probability
that I will have this weird conbination. Maybe you
do, but | have to be convinced a little nore.

MEMBER GUARRO. Well, this brings back a
point that was, | think in a previous chart there was
as an indicator of quality was nmean tine to failure.
Mean tinme to failure is sonething you can neasure in
a systemthat you operate nornmally. You can observe
and recover from failures. But when you're talking
about severe accidents, nean tinme to failure is
sonmet hing that doesn't mean nuch as an indicator of
per f ormance, because you don't see nean tine to
failure as neasurable, right? So this is an inportant
point to keep in mnd when translating statistics
taken from a routine type of appl i cati on,
extrapolating to a rare accident scenario type of
appl i cation.

CHAI RVAN APOSTOLAKI'S: Yes. And how woul d

this apply to the exanples, who did it this norning,
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| think it was M ke Waterman. The Turkey Point and
Davi s- Besse, real incidents. Wuld you take -- not
right now -- would you take your nodel and go to that
pi ece of operating experience and tell us how you
woul d have predicted that? How would you have
assigned a probability to this problemwth the
sequencers? | think it's awfully hard. | nean, it's
one thing to talk about people typing in personal

i dentification nunbers, and quite another dealing with
a nucl ear reactor.

MR. ARNDT: There's two issues here, both
of which are inportant, but have different aspects.
One is, as rightly pointed out, your operational
profile of how these finite state machi nes work, and
where they go, and things like that, it's difficult to
get a conpl ete characterizati on because, as you get to
| oner and | ower probability events it's harder and
harder to predict those. The other issue is
predi cting by sone kind of analysis nethodology this
one or anything else, interactions that exist,
failures or whatever, that you just haven't thought
about. By characterizing in a nore formalized way the
anal ysis of particular kinds of things. |In this case,
if you wite the detailed state space eval uation of

t he system you then have sonething to hang onto, and
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you can look at themin a formalized way. So wi thout

actually doing the analysis, | would say likely we

woul d have caught things Iike the Turkey Point

anal ysis, because we just didn't look at it, because

we didn't have a formalized, organi zed way to | ook at

it. Both of those are very valid points, but they're
di fferent issues.

CHAI RVMAN APOSTOLAKI'S:  Yes. But this is
not bei ng adverti sed as bei ng a net hodol ogy t hat hel ps
you |ook at the structure of the software. It's
advertised as a nmethodology that produces a
probability. And it would be critiqued as such.
nmean, | fully appreciate that, you know, | nean the
standard -- if you do a full tree analysis, youreally
under st and your systemi ndependently of how good your
nunbers at the end are.

MR ARNDT: Yes. And what Bill and |
tried to point out inthe earlier presentationis that
the progranms under the software quality assurance
program have multiple roles. The primary role is to
better understand the system and secondarily have
nore quantitative assi stant approaches to do that.

CHAI RVAN APOCSTOLAKI S:  And a nunber of
nmet hodol ogies out there deal wth the interna

wor ki ngs of a system
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MR ARNDT: Right.

CHAI RVAN APOSTOLAKI'S: | have no probl em
presenting themas such. | do appreciate that you're
learning a | ot about the systemby attenpting to do
this, and other things. Maybe that should be a
project. But when you start saying that | wll
calcul ate the probability by taking this integral, and
| will need E, P, and whatever else it is, | just
don't know that you can do it, M. Li. | really want

to believe you, but | cannot. So try to convince ne.

I"'mreally on your side. | just can't accept this.
| think it's too optimstic. | have to be frank with
you.

DR LI: | think the best way to convince

is towait for us to finish our real application.

CHAI RVAN APOSTCOLAKI'S:  Then it's no fun if
| wait.

MR. KEMPER: That's what | was going to
suggest. This is Bill Kenper again. Perhaps if you'd
like --

CHAI RVMAN APCSTOLAKI S: Ckay.

MR. KEMPER. -- we can certainly dove into
this when we get close to the endpoint and provide
what ever exposure you need, George, to the process.

CHAI RVAN APOSTOLAKI'S:  No, |'m not saying
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t hat you should stop. |'mjust giving you nmy problens
as you go.

DR Ll: Yes, | understand that.

CHAI RVAN APOSTOLAKI'S:  But you al so have
to understand that giving an exanple w th sonebody
typing in a PIN is not a very convincing argunent.
You're talking to Advisory Conmittee Reactor
Saf eguards. | nean, we don't care what people do when
they type their PINs.

DR. LlI: There's another entire discipline
to study how to obtain --

CHAI RVAN  APOSTOLAKI S:  You have to
imrediately think in terns of safety.

MR. ARNDT: Right.

DR LI: Correct.

MR ARNDT: And that was one of the
critiques that we got on the prelimnary eval uation
was that it needs to be a system designed to be
i npl enented in a nuclear environnent, which is why
we're using a different nuclear system --

CHAI RVAN APCSTOLAKI S: Ckay.

MR.  ARNDT: -- for the secondary
eval uati on. Go ahead.

DR LI: M next exanple is statenment test

coverage. Statenent test coverage, defined as a
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portion of software statenents executed agai nst a set
of test cases. This neasure is also --

CHAI RVAN APOSTOLAKI'S: So excuse nme, now
you are trying to figure out what P is, is that
correct?

MR ARNDT: This is a different neasure.

DR LI: That's another neasure. Sorry.

CHAI RVAN APOCSTOLAKI' S: Oh.

DR LI: It's on Page 14.

CHAI RVMAN APOSTOLAKI'S: | know. But did
you tell us how we woul d get the other probabilities?
Li ke P and 17?

DR LI: Oh. Well, just as | discussed,
Pand | are equal to 1. You know, the way to devel op
this finite state machi ne nodel can guarantee that P
and | are equal to 1. |If Pand | are not equal to 1,
whi ch means there are conditions keep the defect from
bei ng i nfected and propagated. So in the finite state
machi ne nodel, you should be able to deconpose and to
identify, the describe these conditions. Just like
addi ti onal branches. So the advantage of this finite
state machi ne nodel technique is that you reduce the
PIE nodel to the E nodel

My next exanple is test coverage, the

statenent test coverage. The statenment test cover age
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i s defined as the software statenments execut ed agai nst
a set of test cases. This neasure has al so been

wi dely accepted in the industry and acadenmia. The
| EEE standard al so includes this neasure. And this
nmeasure is commonly used in the software industry to
control testing process. In particular, Ml aiya
studied the relationship between the defect density
and the nunmber -- sorry, test coverage and t he nunber
of defects. And this slide summarizes such
guantitative relationship. This is enpirica
relationship. C, is a statenent test coverage. And
G is the internediate result which represented the
portion of the defects found by the testing. And A,
offer O to offer 1 are coefficients. And the N, is
t he nunber of defects found in testing. So Nis the
nunber of defects renaining.

CHAI RVAN APOSTOLAKI S: G is what, defect
cal cul ati on?

DR Ll: Defect coverage, which is the
portion of defects found by testing. N is the nunber
of defects found by testing.

CHAI RMAN APOSTOLAKI' S: No.  Cover age neans
the portion of statenments executed.

DR LI: That's C , It's called test

coverage, statenent coverage. G is defect coverage.
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This is the internediate result.

CHAI RVAN  APOSTOLAKI S:  What is the

justification of this Jlogarithmc exponenti al
equati on?

DR LlI: Well, this work --

CHAI RVAN APOCSTCLAKI'S:  Is it a vehicle or
what ?

DR LI: This is an enpirical -- well, |

will say coefficient relationship. This one published
inthe lnternational Synposi umon Sof t ware Engi neeri ng
Conference. And we validated this relationship using
two applications which are summari zed i n NUREG 6848.
CHAI RVMAN APOSTOLAKI S: Val i dat ed.
DR LlI: And again, we utilize finite

state machi ne techniques to quantify --

CHAI RVAN  APCSTOLAKI S:

You know, our

Why? We have

probl em on

handouts don't have the equation.
bl anks.
MR CARTE: That's an editorial
my part. They're there, they're just printed in the

col or white.
(Laught er)
CHAI RVAN APOSTOLAKI S:
white background.

Pulitzer Prize.
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white stripes and white background.

| also, |I'm unconfortable when you say
it's used widely by the industry. | nmean, our staff
went and talked to the industry in the 90s, and the
nessage was don't go near those nmethods. Not just
t hese, any nethods. So now you're saying they' re used
wi del y? Maybe that's a slight exaggeration on your
part? | nean, does Boeing use things |ike that? Does
Airbus use then? | doubt it. And you know, there was
a paper in a conference, yes sure, as you know there
are many papers in many conferences.

DR Ll: You nean the nmeasure itself --

CHAI RVAN APOSTCOLAKI' S:  Yes.

DR LI: -- it's relationship.

CHAI RVAN APOSTOLAKI S:  Yes. | nean, do
you know of any serious industry that's really using
it and nakes deci sions using that?

MR. ARNDT: Ceorge, part of the issue is
a lot of the netrics are used, but exactly what
they're used for is really the nore appropriate
guestion. Using nmetrics to inprove the devel opnent
process was the original intent, to, all right, are we
getting enough coverage, are we findi ng enough faults,
should we ship a product based on X. Part of the --

t he whole purpose of this research is can you use
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nmetrics that are used in the design process in the
assessnent process.

CHAI RMVAN APOSTOLAKIS: | think you're
going to have a major problemwi th this estimtion of
t he nunber of defects remaining in that you will have
to eventually tell us what's acceptable. And | don't
know how NRR can approve sonet hi ng knowi ng t hat there
is a nunber of defects remaining. On the other hand,
you m ght say we are |licensing reactors, so we know
there's a probability of a major accident. | don't
know, guys. The thing obviously | eaves ne very
unconfortable. But again, I"'mwlling to be
convi nced.

MR. ARNDT: One of the other issues is we
don't have to use this as a strict quantifiable,
go/ no-go decision. |If we, at the end of the research
at the end of the current project we're |ooking at,
which is trying to validate the nethodol ogies for a
| arger system the result may be quantitative go/ no-go
deci sions are not possible. However, the use of the
various famlies of netrics, ones that | ook at
conpl exity versus ones that | ook at other things wll
gi ve us an indication of where in the systemthere nay
be bi gger problens. The system nmay be exhibiting too

much conplexity, it's driving the nunber up relative
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to the other nmetrics, therefore you should spend nore
time looking at conplexity issues. So the point here
is w'retrying to figure out how nmuch of this can we
use in aregulatory environnent. | nean, if the
proj ect succeeds w |l dly beyond our dreans, then we
coul d maybe get to the point of quantification for a
go/ no-go, but that doesn't necessarily nmean that's how
we're going to use it.

CHAI RMAN  APOSTOLAKI S:  The ot her
phi | osophi cal objection | have is that it focuses so
much on the nunber of defects. |If you conme fromthe,
you know, safety perspective, the nunber if probably
relevant, but really it's the quality. It's the kinds
of defects that | have. That scares nme nmuch nore than
just the nunber. And this seens to be focusing
excl usively on nunbers.

And you know, com ng back to Dr. Guarro's
guestion, how do you define the defect? You said the
violation of the requirements. Well, that's pretty
general . But --

MEMBER GUARRO. That coul d be sonet hi ng
when the screen cones the color yellow instead of
bl ue.

CHAI RVAN APOSTCOLAKI'S:  Yes. And | have a

t housand of those. | don't care.

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

181
MEMBER GUARRO It should be blue, and

then you define it.

CHAI RVAN APOSTOLAKI' S:  Li ke you know, the
type of the equation is in white. That's a defect.
But | don't care. W can fix it. 1It's not a safety-
related defect. |I'minterested in the safety-rel ated
defect. And | don't see howthis can find it. Wat
if you say, okay, you have coverage, right? And you
find -- in the previous one, defect density, right?
Tell me, what is a typical nunmber of defects one
finds? Eleven? | don't know. A hundred? Seventy-
t wo?

MR KEMPER: Slide 18, | think, is where.

CHAl RVAN APOSTOLAKI S: 187

MR KEMPER: In the next few slides we'll
gi ve you some nunbers, but the point | wanted to try
to make though is -- yes, Slide 18, we've got sone
nunbers ahead of you. W're going to talk to you
about. But the point | was trying to nake here, these
netrics -- we've already said it before. 1t cannot
repl ace the human bei ng, the hunan el enent.

CHAI RVAN APOSTCOLAKI' S:  Yes.

MR KEMPER: In other words, the idea is
these hopefully will be a pointer for experienced,

seasoned reviewers to help them assess where they
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shoul d focus their detail ed review

CHAI RVAN APOSTOLAKI'S:  But again, | don't
know. It seens we are going out of our way to find
somet hi ng useful here. Because you say, | nmean on
Slide 18 it says 210 were highly ranked neasures, and

soon. Wat if one of these 210 is failure? Failure.

You have core neltdown, and the whole thing. | nean,
| wouldn't put it as 1 out of 210. | would say this
is really the real deal, | have to look at it, and

understand it, and elimnate it. And these nethods
don't do that. They | ook at numnbers.

DR LI: Well, the fact is that we do | ook
at the criticality. W do |ook at the effect of
di fferent defects.

CHAI RMAN APCSTOLAKI S:  And t hen what do
you do with them though? You don't seemto do nuch
about them

DR LI: Just like | nentioned in this
diagram in order to map that defect to this nodel
you have to understand senmantically what does that
def ect nmean. \What the defect --

CHAI RVAN APOSTOLAKI'S: | know that. But
t hen you go on and cal cul ate densities, you cal cul ate
C, G, and so on. The severity enters in a very

crude way in your classification of criticality.
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DR LlI: Right, but defect density does

count the criticality. Test coverage is a different
neasure. That's why we have different measures.

CHAI RVAN APCSTOLAKI S:  Let nme ask you
something else. Are these gentlenen, or |adies,
Pf | eeger, Mal ai ya, are they working on high
consequence industries? O are they working on PCs?
| mean, do they worry about severe consequences in
their software eval uation?

DR LI: | will say they are software
engi neering peopl e.

CHAI RVAN APOSTOLAKI'S:  So they don't get

(Laught er)

DR LI: They work at M crosoft.

CHAI RVAN APOSTOLAKI S: Wl |, | nean, yes.
| f your biggest worry is that Mcrosoft Wrd works
nost of the time, it seens to ne you have a certain
nunber of concerns. And if you don't want to have
radi oactivity release, you have another nunber of
concerns. Very different approaches. Very different
m ndset s.

MR. ARNDT: There's been work in all parts
of the software engineering conmunity. And that's

actually one of the biggest challenges in sone of
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these areas, particularly the ones where the
guantification, or the analysis is based on enpirical
curves, is to determ ne whether or not that particul ar
enpirical curve is sufficiently based in safety-
related applications, or is it just a conpilation of
everything. So that those particular issues are
things that we're trying to attack at the various
poi nt s.

CHAI RVAN APCSTOLAKI S:  Let ne understand
sonmet hing el se now here. This session is supposed to
gountil 2:30. |Is your presentation going to be until
2:30, or there's nore?

MR CARTE: | have two slides when he's
done.

CHAI RVAN APCSTOLAKI S: Ckay, okay. So
we're doing fine. So can you go to 18?

DR LI: 18?

CHAI RVAN APCSTOLAKI S:  Well, or no here,
17.

DR LI: 17. GCkay, this slide summarizes
the current status. And we apply 12 neasures to a
real nuclear application. |It's an |I&C application.
And t he neasurenent in progress and their conpletion
date, summarized in this table. And the further

analysis required. By July 15 we need to build up the
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operational profile. By August 15, we need to build
the finite state machine. And by August 15, we need
to performa reliability testing. And this -- the
final analysis needs to be done by Septenber 30.

CHAI RVAN APOCSTOLAKI S:  I's that when the
contract ends?

MR. ARNDT: No, the contract goes till
Novenber to get the report finished.

CHAI RVAN APOSTOLAKI' S: Now, |ast tine that
you guys were here from Maryl and, you told us about
how you surveyed experts, and they told you, you know,
how, what is the conditional probability that this
nmeasure gives you a good idea as to how good the
programis. AmI| saying it correctly?

DR LlI: Well, basically the expert
opinion elicitation study provide an indicator about
which neasure is better in ternms of predicting
software quality. So that's one --

CHAI RMAN APOSTOLAKI S:  That was in
addition to this.

DR LI: Sorry?

CHAI RVAN APOSTOLAKI S: It was in addition.

DR LI: Right.

MR. ARNDT: It was an input to this

program
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CHAI RVAN APOSTOLAKI'S:  If it's input then

| want to understand how. If -- again, you know, a
great way of answering ny questions is to put yourself
in the shoes of the regulatory staff this norning.
They receive this application fromCconee. How would
you apply your nmethod to hel p them nmake a deci si on?

| f you give thema generic statenent, |ike the defect
density according to the experts is a good indicator
36 percent of the tinme, | just don't know what they
can do with that. Because they are dealing with a
specific system If you can give them nore specific
i nformation, then nore power to you, great. This is
really the test, not that sonebody presented a paper
in 1994, So they have this issue in their hands. How
coul d sonething like this be hel pful to the deci sion-
maker ?

MR. CARTE: There are a couple of ways
that this could be helpful to the decision-naker.
One, if the licensee inpl enents a nmeasuremnment program
then the NRC coul d revi ew t he neasurenent program and
use that to increase their | evel of assurance that the
systemprovided is okay. One of the things that Steve
nmentioned earlier is that this research stens fromthe
desi gn engi neering research. So basically, when you

| ook at the | EEE st andar ds regardi ng neasur enent, they
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all talk about establishing a measurenment program
And in sonme of the literature it tal ks about you have
to wait a few years before you really see the results
of the nmeasurenent program And they are based on a
stabl e process. So given a stabl e design process, you
are able to characterize, or statistically make
characterizations about the product. So one
application is that if a |icensee inplenments a
nmeasur enent program and i nplenents it correctly, that
can give us reassurance, and allow us the possibility
to ook at a snmaller sanple of threat audits.

| nean, if we're doing a sanple of threat
audits, those should be statistically characterizable
of the systemin general. Can we |ook at a snaller

nunber of audits. Can we rely on the neasurenents

that they use. And that's part of -- to understand
how good t hese neasurenents are. |f they give us --
we' ve both done neasurenents, but -- and then we | ook

at those neasurenents, we need to have sone assurance,
or sone confidence that measurenent prograns and the
types of neasurenents are actually useful in
predicting or indicatingreliability or quality. It's
nore difficult to inplenment a neasure on a piece of
software that arrives. Defect density is a neasure

that could be done, in a sense, but what that would
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require is at least two reviewers to revi ew a product.
And t hat sanpl e product woul d be representative. And
then from that you could cal culate how many | atent
defects there are. You could also characterize the
type of defects there are. And you basically get

| at ent defects fromdefects found by one revi ewer and
not the others. So that indicates that these defects
are not as easily encounterable.

And when you tal k about quality, there are
many di mensi ons of sof tware quality, and
mai ntai nability is one of them How cohesive are the
speci fications, how nodular are the specifications
The sanme rules that you apply to source code review
can be applied to docunent review, in terns of
cohesiveness, clarity, nmodularity. So not all the
defects identified are -- will inpact the proper
functioning of the system

MR. ARNDT: The point is we're trying to
understand whether or not nmethods like this are
usable. And if you go out and try and use themin a
test case --

CHAI RVAN APCSTOLAKIS: | amtrying too,
St eve.

MR. ARNDT: Ckay.

CHAI RVAN APOSTOLAKIS: | really amtrying
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myself. But | seemto be a little nore skeptical than
you are.

MR. ARNDT: Fair enough.

CHAI RVMAN APOSTOLAKI'S: Which is fine.

MR. KEMPER. If | could offer one thought
too, just to kind of tag onto what Steven just said.
You know, we're -- this project is a three-phase
project as you're aware, and that we're really trying
to assess the viability of these nmetrics on a conpl ex
systemusi ng nucl ear power plants. Actual depl oynent
of this technology now into inspection criteriais a
yet-to-be-determ ned project. So we'll build onto the
results of this to actually figure out howto actually
implenment this into the regul atory process.

CHAI RVAN APOSTOLAKI'S: I f --

MR. KEMPER: If it's useful, yes, exactly.

CHAI RVAN APCSTOLAKI S: Wl I, fine. You
know, | have no problemw th that.

DR LI: This slide sunmarizes our
prelimnary results so far that we obtained. The
nunber of defects predicted from the conpleted
measur es.

CHAI RVAN APOSTOLAKI S: Whi ch program are
you applying this to now?

DR. LlI: It's a real nucl ear software.
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cannot di scl ose the nane of the software based on t he
agreenent with the vendor.
CHAl RMAN APOSTOLAKI S:  You found 210

hi ghly ranked?

DR LlI: | just tried to highlight that
nunber, 210, fromcyclomatic conplexity. 1It's not the
nunber of defects remaining. It's the nunber of

defects before the testing. So ongoing research is
trying to explore how many defects are renaining.

CHAI RVAN APCSTOLAKI S: Ckay.

DR LlI: And another point is that bugs
per line of code. This nmeasure is obsolete. So the
value fromthat nmeasure is not representative.

CHAI RVAN  APOSTOLAKI S: Which one is
obsol et e?

DR LI: The bugs per line of code. Bugs
per LQOC here.

CHAI RVAN APOCSTOLAKI' S: Oh.

DR LI: And | also want to highlight that
al t hough the nmeasure cause effect graphing ranked by
the experts in |ow category, but the way we neasure,
it significantly pronotes the ranking of this nmeasure.
So that's why we have a very |ow nunber of defects
predicted fromthis

MEMBER VHI TE: Excuse nme. Can you tell ne
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why bugs per |line of <code is irrelevant, or
uni nport ant ?

DR LlI: Well, this neasure was invented
in the 1970s, and based on the data from assenbly
| anguage. So the line of code for the high-Ievel
| anguage like C, and from the |ow |anguage Iike
Assenbl er, are significantly different. So that's why
this nmeasure and this enpirical relation between the
nunber of bugs and the line of code.

MEMBER VHI TE: | understand that argunent,
but the nunber 590 is still pretty |arge.

DR LlI: Right.

MEMBER WHI TE: And so that woul d cause ne,

you know, to -- it would cause me sone anxiety. So
why would we still -- why would we consider that
irrelevant? | understand about |ines of code, but 590

is a big nunber, right?
DR LI: Rght. WlIl, that's why the
experts rank this neasure very |low So which
i ndi cates that everybody shoul d not take this nmeasure.
MEMBER WHI TE:  You'll help me, won't you.
MR. ARNDT: \What you've got to realize is
one of the purposes of doing a validation study is to
try and determ ne which neasures may be useful, and

are predictive of what the reality is. So what the
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ideaisis tolook at some of the | owranked nmeasures,
ones that we have |l ess going in confidence that wll
be useful, to, one, validate that that's true, and,
two, also decide that, yes, we don't hold a |ot of
confidence inthat particul ar neasure even thoughit's

out there in the community. And that if a |icensee at

some point in the future says, well, you guys are
interested in netrics, I'lIl throwthis into ny
application, we can say, well, that's nice, but based

on our research it's pretty useless. So the point is
that we want to look at a variety of neasures to
understand not only how easy are they to use, what

i nformati on do they give you froman under st andi ng of
the system but al so whether or not we would add any
value to themin a licensing review. So the idea is
to look at a nunber of different issues.

VWhat Mng was pointing out is in sone
cases it depends on how the nmetric is defined. 1In
this case, it's not well defined anynore based on --
because we don't programin Assenbler very much
anynore. QO her cases |like cause effect graphing
depends on how wel | the procedure for devel opi ng t hat
netricis defined. As Mng nmentioned earlier, as part
of this research we better defined that procedure, so

we now believe it is probably a higher ranked neasure
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because the consi stency i n devel opi ng that neasure is
hi gher than it was when we first started | ooking at
it, and ranked it as a | ow ranked neasure.

MEMBER WHI TE: Okay. Under medi um ranked
nmeasurenents you have, is that capability maturity
nodel ?

DR LlI: Right.

MEMBER WHI TE:  And the 4.58 is between 4
and 5. But that's a nediumranked nmeasure. And the
cyclomatic conplexity is a high ranked neasure? Wat
does the nunber 210 nean?

DR LI: Wll, just as | nmentioned, this
is not the nunber of defects remaining. This is the
nunber of defects before testing. So after the
testing, the devel opnent process will fix nost of the
defects here. So this is just a prelimnary result.
And we are working on that, try to theoretically
figure out how many defects are remnmining.

MEMBER WHI TE:  Ckay.

MEMBER GUARRO. |'m having sone trouble in
relating the concept of nunber of defects to these
nmeasures, actually. For exanple, in cyclomtic
conpl exity, what 210.37 neans. Some netric? Because
t he | abel says nunber of defects, and |'mnot sure --

CHAI RVAN APCSTCOLAKI S: It says predi ct ed.
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MEMBER GUARRO. Wl l, if | interpret that

correctly, in bugs per Iine of code I'mgoing to have
590 bugs per line of code?

CHAI RVAN APOSTOLAKI'S:  That's crazy.

MEMBER GUARRC That doesn't seemto be
t he neani ng of what you have there.

MR. ARNDT: Well, let nme do the sinple
answer, and M ng can el aborate the nore conpli cated.
VWhat we're trying to do so we can nmake a conpari son on
relative value is we're getting the actual nunber out
of whatever the particular netric is, and then we're
using published Iliterature, or <correlations, or
whatever for each different neasure to try and
normal i ze each of the neasures to a particul ar val ue,
i ke nunber of defects predicted, or some other
normal i zed value. That's what those nunbers are.

MEMBER VWHI TE: Since we have a little
time, and since I'm an old country boy, naybe you
could helpnme alittle bit nmore. If I"'mfromthe NRR
and you tell nme that this safety-rel ated application,
digital system does have a nornmalized val ue of

whatever it is, let's say it's 210. Wat does that

tell me? How do | use that infornmation? Wat do | do

with it? Does that tell ne it's good code, bad code,

| ought to be worried about it, | ought to throwit
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out? I'msorry if I"mdense, | just don't understand
yet.

DR LI: This is not the final result.
The final result we will provide the probability of
failure per demand. By conbining the operational
profile and the nunber of --

CHAI RVAN APOCSTOLAKI' S:  Any demand? \What
do you nean probability of failure per demand? This
is conditional probability. Depends on the demand.

DR LI: The systemwe' re studying is an
RPS system So by "denmand"” we nean it's a per trip.

CHAI RVAN APCSTOLAKI S: Wl |, even so, |
mean any conbination of variables will give nme the
probability of failure? kay, go ahead, then what?
Then you will provide that probability which will be
what? 0.02, sonething like that?

DR LI: Well, we don't know the results
yet.

CHAI RVAN APOSTOLAKIS:  But let's say it's
0.02. The question fromM. Wite is what do you do
with that.

DR LI: WwWll, fromthe software quality
perspective, that value tells us if you run it one
hundred times, you will experience tw failures.

CHAI RVAN APOSTOLAKI S:  Yes.
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DR Ll: That's a statistical indicator.

MR. CARTE: W' re tal king about neasures
and results that they produce, but we have not
establ i shed acceptance criteria. That's the point
where you establish whether the result produced is
accept abl e or not.

CHAI RVAN APOSTOLAKIS: Wl |, the other
guestion is of course whether the probability should
be 0.02, or you should have sone sort of an
uncertainty range associated with that.

DR LI: Wll, that's in our next step.

CHAI RVAN APOSTOLAKIS: | think you're a
brave man to claimthat you will produce a probability
of failure based on these nmeasures. | amvery, very

skeptical. Anyway, let's keep going. 19 is your

future?

MR. CARTE: Yes. So the future work in
the large-scale validation will in part include the
devel opnent of -- first we have to determ ne which

net hods are acceptable. And fromthat we can | ook at
what is the acceptance criteria. And there's a couple
of ways of devel opi ng acceptance criteria. And one is
to apply these neasures -- which is called
benchmarking -- one is to apply the neasure in

parallel with the current evaluation process, and
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based on what we currently deem as acceptabl e, what
are the nmeasures of that software. And that gives us
arelative estimate of the acceptance criteria that we
should look for. So in future when systens cone in

and their neasures are significantly below that, the
currently acceptable |evels, that should cause sone
concern.

The other aspect of acceptance criteria
relates to this calculation of failure per demand,
probability of failure per denand. And one reason to
pursue a nmethod like that is that it gives you a
t heoreti cal way of determ ning an acceptance criteri a.
| f you can characterize, at |east statistically, what
you estinmate the failure probability to be, then you
could apply PRAs and from that get an acceptance
criteria. |If that works, that is |less work than
benchmar ki ng, because how long do you have to
benchmar k a measur e before you have confidence i n that
nmeasure? And so, yes it is a little bit cutting edge
to pursue that, but that's part of the notivation for
pursuing it.

CHAI RVAN APOSTOLAKI S: When you say future
wor k, you nmean after Maryland finishes in Novenber?
O future in the next few nonths?

MR. CARTE: Well, both. The first step,
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because the research isn't done, the research final
report will include an evaluation about the
acceptability of those neasures. And that will be
reviewed by us, and our NUREGs are circulated to NRR
for review And so we'll evaluate that. |[If those
net hods are deened to be acceptable by the NRC, then
we will need to | ook at training and the use of those
nmetrics. |If they're not acceptable, then that work is
in essence done. If we the NRC, and that includes
i nput fromNRR, determine that thisis still prom sing
and we wish to | ook at additional neasures, we can
pursue t hat as subsequent research. And another area
of subsequent research is technol ogy-specific
neasures. For instance, right now there are three
SERs for PLC- based systens, and yet we're not | ooking
at PLC-specific neasures. How does |ines of code
apply to a function bl ock design, for instance?

Basical ly we feel t hat sof tware
engi neering neasures are sufficiently nmature for
assessing software quality in safety-rel ated nucl ear
appl i cati ons.

CHAI RVAN  APCSTOLAKI' S: | thought the
comments fromboth you and Steve so far pointed to the
conclusion that you're really not sure. But now

you're definitive. | thought you were stil
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exploring, and now you're saying no, they're
sufficiently matured.

MR. CARTE: They've matured for performng
assessnment, yes. \Wether we have an absol ute
acceptance criteria, or how we use those nunbers -- a
guantitative assessnment gives you nore granularity in
the performance of your review. Also, if you have
detail ed neasurenent rules it gives you a nore defined
pr ocess.

CHAI RVAN APOSTOLAKIS: | agree with all --
these are generic statenents. |In this particular
approach it seenms to ne you have to real ly scrutinize,
like in any approach, the fundanental assunptions.
And the problemwi th software i s that, as soneone sai d
this nmorning, there's usually specification errors,
design requirenent errors, and so on. And 99.9 if not
100 percent of the matters we have here really do not
apply. W don't deal with those kinds of errors in
standard risk assessnents. So we really have to go
back to the assunptions, every step of the way. You
know, they say this, | can say something about the
remai ning faults. No. For ne, that's a major claim
It requires najor argunents. | don't see them So |
must say at this point | disagree with the first

bullet. That doesn't nean you shouldn't agree with
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it. | mean, in the future sonetinme we have to resolve
this. I'mawfully skeptical about all this. | really
don't think it gives you anything. There you are.

But then again, | may be wong. R ght? W'Il find ny
P and nmy E integrate. So, the last bullet says what
now, Norbert?

MR. CARTE: Measures of software quality
are related to proper system operation. And this
| arge-scal e validation project provides a prom sing
nmet hodol ogy for estimating the inpact of software
gual ity on proper system operation.

CHAI RVAN APOSTOLAKI S:  Ckay. |s your
presentation over? Any questions? Comrents?

MEMBER VH TE: | have a question. This
candidate system that you're evaluating in your
project, what was the requirenent for reliability?
Was it like one failure in 10° or 1 in 10% 10°%?

DR LI: These were not nentioned
explicitly in the requirenents.

MEMBER WHI TE: Ckay. Well, the point is
what you're using in your project is a highly -- is
supposed to be a highly reliable system right? But
you can't characterize exactly what that is right now.
But it's like -- it's better than 1 in 100? One in

1, 0007
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MR. ARNDT: Al t hough, to my understandi ng,

and | could be wong, but to my understanding the
actual line criteria was not specified when it was
originally designed. |If you go back to the standards

that it does reference in its design work, you can
infer based on sone other standards 10 4, 10°
bal | par k

MEMBER WHI TE: Thank you

MEMBER GUARRO  Can you go back to Slide
15 so we can wite in the fornulas?

CHAI RVAN APOSTOLAKI'S:  What? Ch | think
Eric is doing that. Sergio? He's going to do it.
Ckay, any nore comments or questions? There is a
guestion here.

MEMBER BONACA: | was nmissing the first
half an hour. | had a neeting here. But | just, on
reviewing this report here on prelimnary validation
as a NUREG | was intrigued by, again, you had the
Table 1 on Page 7 where you identify 40 or 30-odd
nmeasures. And you pick up two high ranking class, two
medium two low. You work with those. |t draws out
t he concl usi on, and then you seemto be able to apply
t hose conclusions to the whol e set.

MR. CARTE: W get sone indication of the

validity of the ranking. |In other words, for those
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neasures that are |ow ranked, do they perform |ow
ranked for those that are medi um ranks.

MEMBER BONACA: That was a specific
pur pose.

MR CARTE: Yes.

MEMBER BONACA: In fact you had sone
changes in rank that resulted fromthe eval uation.

MR CARTE: Yes.

MEMBER BONACA: Ckay. Okay.

CHAI RVAN APCSTCOLAKI S:  Okay. Anything
el se?

MR WATERMAN: M ke Waternman, Research
Just froman NRR perspective, can't get that out of ny
bl ood, | guess. On Slide 18 where you showed the
prelimnary results, and you' ve got nunber of defects
predi cted. Have you considered building a system
where you actually knew how nmany defects were in the
system so that you could check out and see just how
well these particular netrics, for exanple, were
predi cting defects when you al ready knew t he answer?
| don't see a benchmark -- | don't knowif there were
actually 4.58 defects remaining in the system or if
there are 200 by looking at this chart. Al | seeis
the nunmbers, and you don't have anything to weigh

t hose nunbers agai nst, you know, what is really in the
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system And | think that would be very hel pful, you
know. Because right now none of those nunmbers mean
anything to me other than if |I was using bugs per line
of code, and I was an NRR reviewer, |'d get pretty
excited pretty quick. And I'd know that |I'd have to
extend an audit by several weeks just to chewinto
that. So right nowl'm just fromny experience as a
revi ewer, those nunbers there sort of disturb ne
unless | know how many defects are there really
remai ning. Then | could say, oh yes, cyclomatic
conplexity, how ridiculous. And |Iook, CWM does a
pretty good job. You know, | don't know that by

| ooking at that. So it would seemto nme sonewhere
down Research's road there woul d be a benchmark nodel
where you know all the answers. You apply these
things to that benchmark nodel, and see how well it
does in finding the right answer. | don't know if
that's in the research or not. That's Norbert's
research project.

DR Ll: Rght, this is absolutely
correct. W will do areliability testing later. And
based on that reliability testing, we will know how
many defects are really remaining in the system

MR. WATERVAN:. But it seens to nme you'd

have to find every defect so that you could see how

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

204

wel | you cone out on predicting nunber of defects,
right?

DR LI: Right.

MR WATERVAN:  And then | don't know how
reliability relates to defects if you have a defect
that doesn't affect reliability.

MR. ARNDT: Right. Wll, that's the
difference between a failure and a defect.

MR. WATERMAN:  Yes.

MR. ARNDT: |If you look at the slide
before the one that's right up there, if you go up
17. You |l ook at the analysis and progress. Part of
the effort is to do sone testing to get -- for the
systemunder consideration to get a failure on demand
estimate to validate the predictions that the netrics
will provide you.

MR WATERVAN: Wl |, could we use --

MR. ARNDT: -- a rough eval uation of
whet her or not the predictions are reasonable, and
which netrics are nost closely tied to the test base
predi ction.

MR. WATERVAN:  Wel |, Roman Shaffer from ny
section nmade a suggestion | thought was pretty
i ngenuous, was to take our fault injection tool that

we've got, and apply it to your benchmark nodel, and
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et the fault injection shake the daylights out of it,
if youwill, and see how many bugs fall out, and then
use that as a benchmark against all of these things.

CHAI RVAN APCSTOLAKI' S: Coul d be.

DR LlI: Yes, that's possible.

MR. ARNDT: There's a nunber of different
nmet hodol ogies for trying to get a reasonable
predi ction based on a different nmethodol ogy to support
which netrics are the nost accurate.

MR. WATERVMAN:  And | guess finally, as a
revi ewer of a system having a |l arge nunber of netrics
woul d probably really assist nme because they woul d
point me in directions that | needed to go when |
actually reviewed the product manually, instead of
just relying on just these nunbers. | would hope that
the reviewers who were renmaining in NRR would use
those nunbers to tunnel down in to very certain
aspects of a particular product and see why that
particul ar aspect isn't comng out so great. So you
know, so | look at this research as kind of hel pful in
that way. That's all.

CHAI RVAN APOSTOLAKI S: Thank you very
much, gentl enen.

MR. ARNDT: Thank you.

CHAl RMAN APOSTOLAKIS: And we'll recess
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until 2:45.

(Wher eupon, the foregoing matter went off
the record at 2:18 p.m and went back on the record at
2:45 p.m).

CHAI RVAN APOSTCOLAKI S:  Back in session
M. Arndt?

MR ARNDT: Yes, sir.

CHAI RMVAN APOSTOLAKI S: The fl oor is yours.

MR. ARNDT: Ckay. W're going to talk now
a little bit about the project that is identified
under Section 3.2.2 in the Research Program Pl an.
This is the digital systemdependability. Mself, who
you all know, and M. Shaffer wll give this
presentation. 1'll just do the brief introduction,
and then Roman will do the neat of the presentation.
| will of course be avail able for questions.

As we tal ked about this early afternoon,
this is part of the software quality assurance
program And this part of the overall programis
designed to | ook at different testing aspects to
understand digital system dependability in a nore
detail ed fashion. Next slide, please.

As we talked about this norning, the
current state-of-the-art for these various digita

systens i ncl udes a very prom si ng net hodol ogy referred
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to as fault injection testing that permts the system
to be reviewed at a fairly deep level. Once you
obtain the information, or a better understanding of
how t he systemwor ks, that coul d t hen support nodeling
nmet hodol ogi es in a nunber of different ways. And it
doesn't really matter which nodel i ng met hodol ogy you
use to enbed the information you |earn about the
system The idea here is to characterize the behavi or
of the systemusing this particul ar nethodol ogy. In
this case, although fault injection has been
historically | ooked at in the software area, there's
al so been work in the hardware area, in the total
digital systemarea for integrated hardware/software
interactions. People have done it in the simulation-
based arena as well. So there's a nunber of different
ways you can do this. W're going to look at it in a
particular way to try and develop a better
understanding of the system So the idea here is to
devel op an under st andi ng of t he vari ous aspects of how
the systemcan fail, and information we can gain out
of these kinds of techniques.

Roman is going to give you some nore
details of what the specific goals are for this
project. This project basically is an out-cropping of

informati on we gained under a cooperative agreenent
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with the University of Virginia and other research
progranms. We now want to take that information that
we gai ned and use it to devel op specific applications.

MR SHAFFER  Thanks. Good afternoon. |
am Roman Shaffer, and | thank you for the opportunity

to present our research plans on digital system

dependability. | wll be doing nost of the talking,
but Steven, as he said, will be available to take
guestions. Can you hear ne? |'mgoing to talk about

t he goal s of this research, how we hope to support and
augnent the current process; the notivation for
perform ng the work, what led us to do the digital
system dependability work in this way; some
f undanent al concepts and applicability to the
regul atory assessnment process. Probably the first few
slides will be basic for sone of you, but I'll go
t hrough themanyway t o gi ve you sonme background of why
we're doing this the way we're doing it. An overview
of the selected nethodology, which is a process
involving fault injection experinents, a brief
di scussi on on specific projects that we have pl anned,
and | say here conclusion, but that should be a
sunmary.

The function of the Ofice of Research is

to provide technical assistance to the various user
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of fi ces, such as NRR and NMSS to neet their respective
m ssions, whether |icensing actions, rulenmaking,
etcetera. W can do this in a nunber of ways, one of
which is to supplenent their staff by doing |Iicensing
reviews. Exanples of this, we are perform ng sonme gas
centrifuge license application reviews. Another
exanple is we are reviewi ng the regul ations and
provi di ng them reconmendati ons on certain decisions

t hey need to make. Another way RES supports the user
of fices is through our research products.

For the dependability research in
particular, the overarching goal is to continue to
support acceptability decision-making regarding
digital safety systens. This nmeans the effort wll
suppl emrent and augment the current process by defining

obj ective acceptance criteria fromdigital technol ogy

froma system perspective -- and there'll be nore on
this later -- and appl yi ng nodel i ng tool s and anal ysi s
nmet hods that will be generically applicable to the

systens that we're interested in. And this is
inmportant as we nobve towards a performance-based
regul atory franmework

G ven the conplexity of digital systens,
we need to understand the behavior of these systens

under the i nfluence of internal and external faults so
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that we can anal yze any consequent errors that m ght
produce system failures. So if we |ook at the
sequence that the systemis operating, a fault occurs,
that affects the information flow within the system
and after further processing, if there is an external
adverse inpact on the system that is observable we
call that a failure. So it's failures, errors -- |I'm
sorry, faults, errors, failures. Wen we understand
t heir behavior, we can characterize it and anal yze
digital systens for performance such as timng
requirenents, jitter, confirmthat it does what it's
supposed to do upon demand. For reliability and
avai lability, for their failure nodes, do we account
for all nodes, and subsystem and system safety,
because interconnecting safe subsystens does not
guarantee a safe system

Anot her aspect of this research is to
investigate if the data fromthis research, such as on
failure nodes and |ikelihoods, will be applicable to
the probabilistic risk assessnents. But this is tied
nore to Steven's di scussion tonorrow

Next | wll discuss our notivation for
undertaking this effort, such as why we need to
i mprove our understandi ng of newer technol ogies, and

al so sources of faults. 1'Il also go over sone sinple
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illustrations of these systenms. Previous research by
experts in the software and hardware fields, as well
as exanples of catastrophic digital system failures
indicate that software can have severe defects, even
after V&/. There's some work by Capers Jones who
correlated the nunmber of critical and significant
errors to the nunber of |ines of code. Some other
exanpl es are the Ariane V rocket failure, the Therac-
25 deaths, the woirk by Koopman and Siew orek
i nvestigating various operating systens, and t he nost
recent exanple is the August 14 blackout. | believe
| read something that there was a defect deep in the
code that was involved with that.

There's also a greater reliance on
software to performcritical functions. As you see
what's being proposed to the NRC, this is quite
apparent. These systens are reliant on software in
safety-critical functions. There's also digital
har dwar e conponents, whi ch can have desi gn and random
defects. Sone work by Avizienis and Huh studied a
COTS processor and found approxi mately 70 defects. |
think is a well known exanple, but | call upon it here
because it ties into the work, ties into our
notivation for performng this work.

Because the interaction of hardware and
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software can lead to a new class of defects, we need
t o under st and how of t en such defects are triggered, or
how often these faults occur, and how critical they
are. Do they cause death, danage to the system or
are they just an annoyance? And, given the conplexity
of the systens, and the significant interfacing
external and within the system what practical nethods
are available to determne their risk, in our case to
nucl ear safety? W want nethods that are feasible to
perform and that can be wused in our regulatory
process. W don't want to take upon techniques or

net hods that are not tinmely. We'Ill get nore into this
| ater.

The figure represents a digital system
conposed of hardware and software, and various sorts
of faults at different phases of the systenmis life.
The yellow stripe outer boundary represents those
devel opnent processes, design features, and operating
procedures neant to prevent faults and errors from
occurring. The red stripe boundary on the | ower side
represents those design features to handle faults and
errors when they occur. |In the devel opnent phase,
there are requirenents and specification n stakes,
such as i nconpl ete specifications. Also in this phase

are mstakes in inplenenting the specifications. In
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the operational phase there are operator ni stakes,
i ncluding those related to human-system interfaces,
human- machi ne i nterfaces, external disturbances, such
as from electromagnetic radi ation, hum dity,
tenperature, etcetera, and conmponent defects, random
failures. Internal to the systemare al so hardware
and software faults. Now, this doesn't nmean we're
going to be treating hardware and software as separate
conmponents. This is just an illustration of the
sources of faults.

Thi s figure may of fer a better
illustration of the fault error failure sequence
di scussed in the wearlier slide. Under certain
conditions, any of these m stakes, disturbances,
and/ or component defects could defeat the protection
nmechani sms in the devel opnent and operational phases
of the systems |ife to cause faults. For exanple, in
the hardware/software interactions. This could
potentially affect the information flow within the
system which is called an error. |f after further
operation there i s an observabl e ef fect on the system
then that is a failure. The systemis said to have
fail ed, perhaps due to inproper error handling, or
occurrence of another fault.

An i nportant aspect of assuring safety of
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digital safety systens is deternmining the criticality
and associ ated frequency of occurrence of faults in
t he hardware/software interactions. |In the digital
systemdependabi lity work, we will take a systempoi nt
of view. Because software nust execute on hardware,
it is critical to understand the integrated
har dwar e/ sof tware system and whether or not any
failures in that system |lead to unsafe conditions.
This is not an easy task, however, as we all know.

The system functions for fault detection
and handling can be quite conplex, and perhaps even
the majority of system software could be devoted to
fault and error handling. The methodol ogy we have
selected for the digital systemdependability research
can be used to exercise these functions. W can
t herefore anal yze various classes of faults for the
potential to cause unsafe conditions. The results of
the research, including the data generated, could
potentially be used to augnment and suppl enment the
current regulatory process as far as acceptability
deci si on-maki ng, and that is through the devel opnent
of an objective acceptance criteria.

An overview of this methodology is the
subj ect of later slides in the presentation.

CHAI RVAN APOSTOLAKI S:  Go back pl ease, to
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your slide. Wat do you nean by "such software may
not be exercised sufficiently.” The |ast sentence
t here.

MR. SHAFFER: That means during their
testing they may not test all of the diagnostic
functions. They may concentrate on the safety-
critical functions and not necessarily nake sure that
the fault diagnostics perform

CHAI RVAN APOSTOLAKI'S:  And this is due to
what? The fact that these are conpl ex?

MR SHAFFER: Could be. Could be that
they're conplex. Could be deadlines in the project
scope, any nunber of things.

CHAI RVAN APOSTOLAKI'S:  Yes, but why does
this apply to your last bullet only? That's what |'m
trying to understand. You say you have nmuch of the
software i s designed to handl e fault detection, fault
| ocati on.

MR. SHAFFER. Well, that's only --

CHAI RVAN APCSTCOLAKI S:  That applies to
everything, right?

MR. SHAFFER  Yes, it does. This is just,
we're talking -- we're concentrating on the fault
detection, location, isolation, and recovery functions

because the safety systens that we've approved and
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we'll see in the future will have these functions
built in. So not only will they concentrate on the
normal safety-related functions, we'll be | ooking at

the fault isolation.

CHAI RVAN APOSTOLAKIS:  Also, if you will
go on before this.

MR, SHAFFER:  Sure.

CHAI RVAN APCSTOLAKI S:  You may have
i npl enentation errors that you will never see unti
you have the right external input, right?

MR SHAFFER  That's correct.

CHAI RVAN APCSTOLAKI S:  So these are not
just inputs. | mean, this is just a notional diagram
| guess.

MR SHAFFER  That's correct, | believe |
stated that.

CHAl RMAN APOSTCLAKI'S: You may not - -

MR. SHAFFER. That's right. [It's just
illustrative. 1It's not supposed to get all possible
-- inplenentation m stakes are sources of errors.

CHAI RVAN APCSTOLAKI S:  And now you see
again ny favorite subject, failure rates, and the
rates, and all that. | don't think the stuff on the
| eft has anything to do with rates. The stuff on the

right does. The external disturbances, for exanple,
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you m ght say have a rate of occurrence. And this is
the kind of thing that | keep com ng back to, that
before we use Markov, or whoever, any other Russian
name, you have to ask yourself what does this
guantitator present? Does it nodel all the stuff
that's wuseful? Requirenents and specification

m st akes cannot be nodel ed. External disturbances
probably can. So that's what | mean by going to the
assunptions, rather than taking the nodel -- conponent
defects, | don't know May or may not. | don't know
exactly what you nmean. Operator m stakes coul d be,
coul d be.

So this is really the essence of it,
preci sely because what you have on the left there is
so inportant for software. You see, for hardware, we
don't really pay nmuch attention to it. W have al
sorts of testing and all that. But for software, this
is the heart of the matter.

MR. ARNDT: W'l talk tonmorrow in greater
detai |l about what ki nds of nodeling we've | ooked at as
possi bl e ways of doing this. Although this project,
you need to use sone kind of nodels to work with, but
the primary enphasis of this project is the
under st andi ng of the system not necessarily what you

do with that information in terns of what nodel you
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use.

CHAI RMAN APCSTOLAKI'S:  No, but all I'm
saying is that this is a good picture --

MR. ARNDT: Right.

CHAl RMAN APOSTOLAKIS:  -- to put in
context nmnmy earlier comments about Markov, and the
rates of occurrence, and all that.

MR. ARNDT: Ckay.

CHAI RVAN APCSTCOLAKI S:  You have strong
notivation here, Roman. Several slides. You are a
noti vat ed guy.

(Laught er)

CHAl RMAN APCSTOLAKI S:  That's good,

t hough. That really -- that's nice to see that.

MR. SHAFFER In a previous slide |
mentioned that digital system faults could be
triggered at system interfaces. This figure is a
sinple representation of a digital systemwhere we can
see various interfaces, both internal and external.
W have interfaces at the inputs and outputs fromand
to t he physi cal plant and humans, the hunan operat ors,
whi ch again, these include the operating environnent
and the HM system

CHAI RVAN APCSTOLAKI S:  See, this is now

where ny commrent this norning becomes nore rel evant.
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When | asked what is the | evel of conplexity of
software being used in nuclear facilities, or in
general our digital 1& Do we really have
controllers in the safety systens? And if we don't,
why should | worry about this?

MR. SHAFFER: This is just an illustrative
exanpl e of the systenms we want to test. | could just
as easily have put safety system The safety systens
t ake an acti on.

CHAI RVAN APOSTOLAKIS: MW point is all
this input, output, humans, and so on, the contro
actuators, and all that, if | don't have any systens
like that safety systenms in the nuclear plant right
now, and as given also what was said this norning
that, you know, resources are |limted, why should I
worry about this at all?

MR. SHAFFER: Because we do have systens
l'i ke this.

CHAI RVAN APOSTOLAKI S:  Safety systens?

MR SHAFFER: Sure we do. You have the
mai nt enance techni ci ans, you have the operators at the
control panels who are going to take action based on
what these certain indications are. You're going to
have actions --

CHAI RVAN APOCSTOLAKIS: Digital ?
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MR. SHAFFER: Yes. W have safety systens

i n newer technol ogi es that have gone in under 50.59.
Tel eperm Comon Q and Tricon. [|I'mnot sure Tricon's
is a safety system but they're out there.

MR. WATERMAN. This is M ke Waternman
Yes, several plants have put 1in digital |oad
sequencers as part of their energency | oad sequenci ng.
| know of one plant, | believe it's the Oconee units
have a digital aux feedwater system | think that's
a safety systemalso. And right now the systens are
kind of individual nodular type systens that handle
one function or another, but vyes, those digital
systens are out there, and the progressive |icensees
are gearing up right nowto start retrofitting.

CHAI RMAN APOSTOLAKI'S: | raise this issue
because if you look at the general -- and maybe it
doesn't apply, but if you look at the general
literature out there, those guys, you know, they | ook
at nmpjor pieces of software, like the one that
controlled the Ariane rocket and so on, and they draw
sone conclusions and so on. And | renenber | visited
one of them | was at one of the neetings of the
Nat i onal Academny, the group that was preparing the
Nat i onal Acadeny report. And it was very contenti ous.

And the main theme that one of the participants kept
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com ng back to was But this doesn't apply to nuclear
systens. W have very sinple systenms. W have very
sinple systens. You can't take a | esson | earned from
Ariane and say, well, this applies to the auxiliary
feedwater system' That's what |I'mtrying to do.
nean, are we taking into account the level of
conpl exity of our digital software in our plants right
now? W are not trying to solve, you know, the
EuroSpace problens, or NASA' s problens for that
matter.

MR. KEMPER: But what we're trying to do
is prepare ourselves for what's com ng. ay? You're
right, what's installed in the plant right nowis just
a smattering of what's going to be installed in terns
of digital technology in 10 years. So there's a bow
wave, in ny hunbl e opi nion, there's a bowwave headi ng
towards t he agency of digital upgrades that are bound
to happen because of the obsol escence of anal og
systens. So this research will position us as a
regul ator to do the research that we feel is needed to
estimate the dependability of these systens.

CHAI RVAN APOCSTOLAKI S:  This nmorning the
issue of prioritizing the various itenms you have in
your plan came up. Maybe if you decide to cone up

with some prioritization scheme in the near future,
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this could be one of the considerations. What to do
first, and what to do second. Because right now the
pl an does not prioritize, but I'mpretty sure you will
have to do sonme prioritization at sone point. And a
nunber of criteria, of course.

MR. KEMPER: But there are priorities and
a schedul e timefranme, but as | say, that was devel oped
wi t hout full buy-in  of our cust oners, our
stakehol ders. And this is considered a pretty high
priority project.

CHAI RMAN APCSTOLAKI'S: It is.

MR. KEMPER R ght.

CHAI RVAN APOSTOLAKI S: I nteresting.

MR SHAFFER: There's also interfaces as
the information fl ows through the enbedded control | er
-- in this case it could be a safety system -- which
is represented by the dotted |ine, the outer dashed
line. The process variables acquired by sensors is
condi tioned by anal og hardware, converted to digital
val ues, and then processed by calculation and/or
decision logic, which could be hardware and/or
software. The flow of information continues whereby
the digital values are converted to anal og signals to
actuate a change in the process variable being

controlled. It is interesting to note that the
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sensors and actuators thenselves can and do have
enbedded controllers, such as smart sensors and
digital valve actuators

The functi ons shown i nside the dotted |ine
can take wvarious hardware forns, from single
integrated circuits called systenms on a chip, which
could be field-progranmable gate arrays, and/or
application-specific i nt egrated circuits, to
i ndi vi dual cards containing processors comuni cating
over backlink, to wdely dispersed sensors and
actuators conmuni cating over field buses or through
the air via radi o waves connected by network bridges,
routers, or gateways over an Ethernet connection to a
central controller. In our focus on safety systens,
we don't have any w dely dispersed safety systens.
But again, thisis anillustrative exanple of all the
interfaces within these digital systens.

When we consi der the rol e of software and
its significant interaction with hardware, then the
chal l enge of finding practical nethods of assessing

the safety and potential risk of these systens is

apparent. Fromthe earlier slide on the fault failure

error sequence, it is possible again to get a better
feeling of how fault at various points to of the

systemcoul d potentially affect the information fl ow.
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Again, an error. |If the information flow has an
observabl e effect external to the dashed |line on the
figure outside the enbedded controller, then that is
a failure. That failure then could have adverse
consequences for humans or the physical plant being
control | ed.

Il will now review some concepts and
chal I enges of the digital systemdependability effort.
This figure is used to graphically illustrate the
hi erarchical approach to digital system design
i ncludi ng tol erance systens. |Its purpose here is to
further illustrate the conplexity of these systens,
and the level of effort required to analyze them On
the left side are the various |ayers of design and
protection for the physical systemand its conponents.
As we nove up the layers, our fraction increases.
That neans the Ilower I|ayers represent physical
conmponents, such as electronics, circuits, or PN
junctions, where first principles are applied. The
hi ghest layer is where system architecture 1is
represented, such as nodularity and so on, and is
derived from the system specifications. The right
side is the hierarchy of nodeling nethods and tools.
Accurate nodeling at higher layers could require

iterating with nodels from the next lower level to
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identify and estimate critical paranmeters. These
nodels can be very conplex, frommllions of
transistors at the circuit |l evel to hundreds of states
at the architectural level. The figure on the |left
side identifies possible sources of faults. Physica
faults coul d be introduced at the | owest | ayer, which
coul d then be inherited by subsequently higher |evels
if coverage requirenents are either not net or not
properly specified. Also note that new faults could
be introduced at each layer, which could also be
passed upwards. Those faults that defeat all |ayers
of protection are failures.

One significant challenge is to deterni ne
the | evel of abstraction necessary to adequat el y nodel
t he hardware/ software system Though we have tools
for each | ayer available to us, our intentionis to go
to the lower |layers only as a necessity, because of
the unique and proprietary know edge and | evel of
effort required to analyze at those | ower |evels.

CHAl RVAN  APOSTOLAKIS: How is this
notivation only for 3.2.2? 1Isn't this for everything
we do in this area? This nice picture?

MR. SHAFFER It's just laying the
gr oundwor K.

CHAl RMAN APOSTOLAKI'S:  It's not -- yes,
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but for everything, not just for 3.2. 2.

MR. SHAFFER: Yes, the point is that these
systens are conplex, and this was a process actually
applied earlier in this work. Another illustrative
exanpl e of the difficulty of building safe systens and
analyzing them That's all.

CHAI RVAN APCSTCLAKI S: Anot her poi nt t hat
woul d be of interest here is what does the present
regul atory approach, how does it fit into this?

MR SHAFFER: How does it fit into this?

CHAI RVAN APOSTCOLAKI' S: Yes.

MR. SHAFFER: I n our current approach?

CHAI RVAN APOSTCOLAKI' S:  Yes.

MR. SHAFFER: Well, as you've heard
earlier, we focus nostly on the software devel opnent
lifecycle, but then there's also --

CHAI RMAN APCSTOLAKI'S:  So what is that?
| nmean, we're covering all these architectural |evel,
algorithmc level, functional level. | nmean, we do
t hat ?

MR. SHAFFER:  No.

CHAl RVAN APOSTOLAKI' S: No. Yes? Yes or
no? You said yes? You want to cone to the
m crophone? ldentify yourself, please.

MR. CH RAMAL: |'m Matt Chiranmal from NRR
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and this is -- we |look at every level of this. But
maybe talk to the BT that he's tal king about, but we
ook at all the levels, architecture, algorithmc,
functional, logic, circuit level. These are parts of
t he revi ew.

CHAI RVAN APOSTOLAKIS: On the left, you
nmean? Every level on the left? A though the right is
real |y nodeling.

MR. CHI RAMAL: On the right is when they
start designing it conpletely. At this point, the SER
is on the platforns.

CHAI RVAN APOSTOLAKI S:  kay, thanks.
Let's go on.

MR. SHAFFER: For safe operation, a
digital system nust have the capability to detect a
| arge percentage of faults. Wien a fault is detected,
the systemwi || performappropriate action to prevent
transition to an unsafe state or condition. 1In the
dependability conmunity, the parameter for neasuring
how well a system prevents unsafe conditions after
detecting a fault is fault coverage, or sinply
cover age.

Coverage is defined as a conditional
probability that the systemcorrectly handles a fault,

given that a fault occurs. Note that there are --
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CHAI RMAN APOCSTOLAKI'S:  That's not the same

way M. Li defined it earlier, is it?

MR SHAFFER These are different
proj ects, different nethods, different areas of focus.

CHAI RVAN APCSTOLAKI S:  Different
t er m nol ogi es.

MR. SHAFFER: He's tal king about test
coverage. W' re tal king about coverage fromthe fault
tol erant dependability comunity.

CHAI RMAN APOSTOLAKI S:  But his test
coverage was not a condition of probability, was it?

MR SHAFFER: You'll have to talk to him
about that. |It's not my project.

CHAI RMAN APOSTOLAKI'S:  No, it's not.

MR. ARNDT: The effort he was talking
about was a software testing concept of how nmuch of a
particul ar set of code was covered during a particul ar
kind of testing. This is a different concept which
j ust happens to use the sane -- simlar term nol ogy.

CHAl RVAN APOSTOLAKIS: So C , is the
conditional probability that a fault exists and we
don't detect it?

MR SHAFFER: That's correct. Now, Gis
the probability given that there's a fault that your

fault detection functions detect it. G ven that there
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is a fault, it's the probability that the fault
detection circuit will detect that fault. A failure
woul d be 1-C, and that would be a coverage failure.

Note that there are different types of
coverage. For sinplicity, the term"coverage" will be
used to reference a systenlis coverage requirenents,
Coverage requirenments are application-specific. A
fail safe system would require high fault detection
coverage in order to shut down to a safe state,
whereas a highly reliable systemwould require fault
recovery nechanisnms to restore the systemto a known
good state after detecting a fault. Note recovery
requires fault detection, fault Jlocation, fault
isolation, and fault recovery. Coverage is an
i nportant concept, but it is adifficult paraneter to
esti mat e.

CHAI RVAN APOSTOLAKI S: | don't understand
the probability C. Wy is there a probability that
the fault would be isolated? Can you give nme an
exanpl e?

MR. SHAFFER: Again, it has to do with the
function in the software code or the hardware.

CHAI RVAN APOSTCOLAKI'S:  If | know where the
fault is, and say | knowthe redundancy of the system

shouldn't | know with certainty whether this is
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i solated or not? Wy do | have a probability that it
will be isol ated?

MR. SHAFFER: Because it may not perform
its function all the time. | mean, there's --

CHAI RVAN APOSTOLAKI S: | don't understand
why that woul d be the case.

MR. SHAFFER. Wiy it would be the case?
Because circuits fail, hardware fails. There's just
certain failures in a systemwhere the fault isolation
circuit may not worKk.

MR. ARNDT: Take for exanple if you have
a fault tolerant system either software fault
tol erant or hardware fault tol erant, that conpares t he
out put of a sub-routine, or conpares the output of a
processor. |f for some reason the systemhas a fault
that affects both of those, then you' re not isolating
the fault. There's sonme probability that --

CHAI RMVAN APOSTOLAKIS:  You are really
unl ucky, in other words. Not only is there a fault --

MR. ARNDT: Well, that depends on our
architecture.

CHAI RVAN APOCSTOLAKI S:  -- what you have
built into the systemto protect you against it also
fails.

MR ARNDT: Right.
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CHAI RVAN APOSTOLAKI S:  And then fault

recovery woul d be the conditional probability that al
these terrible things have happened, but still |
recover somehow?

MR. SHAFFER: And your system handl es the
fault correctly, in this case yes. That it recovers
correctly. If any of those fail, then it's considered
a coverage failure, and you end up in an unsafe
condi ti on.

CHAl RMAN APOSTOLAKI S: | guess you're
going to give us sone exanples of this.

MR. SHAFFER: Ckay. Watchdog ti ner
detects a fault, resets the system it's a fault
recovery mechanism For fault recovery you can go to
your checkpoi nts when you detect a fault. To recover
fromthat, you can either go back in tinme to a known
good state, or you could go forward to repair the
systemand find -- starting out in an error state, you
eventually transition to a good state, a nornmal
operations state. Interrupt service routine. That
can be considered a forward recovery nechanismin
sof t war e.

CHAI RVAN APOCSTOLAKI S: Anyway, keep goi ng.

MR. SHAFFER A nunber of researchers have

devel oped net hods to assess the reliability of digital
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systens, Jeff Voas, Jacob Abraham Kang Shin, Rav

| yer, Koopnan and Siew orek, Barry Johnson, and Jay
Lal a anong others. Two current issues for the NRC
regar di ng di gi tal safety-rel ated syst ens are
under st andi ng t he behavi or of digital safety systens,
and understanding the risk of digital safety systens.
This project is focused on the forner, with the hope
to provide relevant data for the latter under a
different project, which Steven wll discuss naybe
during this presentation, if you have questions, or
t onor r ow.

The digital systemdependability research
will wundertake several case studies to attenpt to
estimate the coverage of qualified digital systens.
These systens all have built-in diagnostics. Because
t hese systens were designed to different requirenents,
not only will the research give us nore insight into
the safety of the systens, but also the research will
allowus to apply the nethod to diverse platforns for
different reactor applications. The objective is to
determine if their built-in fault tolerant protection
nmechani sms functi on as expected, or fail under certain
conditions, and if they do fail, what are the
consequences. W want to determine the criticality of

the failures.

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

233

Longer term we want to know if the
sel ected net hodol ogy provides credible results, for
exanpl e, under a peer review. That's an inportant
conmponent of this research. W need to bring in
experts fromdiverse fields and have them revi ew our
work. And is it practicable, that is the nethod has
nmeasur abl e benefits to the current regul atory process
for the level of effort it requires.

The presentation will now turn to an
overvi ew of the sel ected net hodol ogy shown in the
figure. More detailed information is available in
technical reports generated during a cooperative
agreenent with the University of Virginia. There is
a report associated with each of those bl ocks. The
research will build upon the UVA effort by applying
the process to digital safety systenms. These projects
will be discussed in nore detail later. UVA
originally devel oped this nethod for designing safety-
critical systens as they have been invol ved i n about
20 di fferent systemdesign projects. They' ve actually
built fault tolerant systems with this nethodol ogy.
NRC i ntends to apply the process to assessing several
safety-critical systens as case studies. The process
i s based on an effective techni que for characteri zing

syst em behavi or under faulty conditions called fault
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injection. By injecting corrupted signals either onto
har dware pins or into software instruction sequences,

it is possible to determ ne howthe systemw || react.
The fault injection experinents will be used to
estimate critical nodel paranmeters necessary for
solving the derived analytical nodel, which is the
first block there.

The process starts wth determning
reliability and/ or safety requirenents, and confi dence
| evel s, and deriving an analytical nodel, perhaps
usi ng Markov nodel s, Petri nets, or even fault trees.
Because this is a quantitative approach, system
information generated from «certain qualitative
anal yses, such as design reviews, hazards anal yses,
etcetera, will be used when devel opi ng t he anal yti cal
nodel . The statistical nodels for estimating the
critical nodel paraneters, in our case coverage, using
input fromthe fault injection experinents. The
statistical nodel determnes the number of fault
i njection experinents required to nmeet the confidence
intervals. The renainder of the process essentially
determnes the types of faults to inject based on
expected operational profiles in order to neasure
i nternal operating paraneters of the systemfor |ater

anal ysi s.
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There are several issues we need to
address before this technique can be practically
applied to the NRC s process. For exanple, the fault
space of the system could be extrenely |arge, thus
requiring a large nunber of fault injection
experiments toobtainastatistically significant set,
whi ch could be inpractical given the length of tine
required for each test.

CHAI RVAN APOSTOLAKI'S:  It's not just the
faults. It's also the external inputs. You inject
the fault, then you have a whol e space of externa
i nput s.

MR. SHAFFER  That's correct.

CHAI RVAN APCSTOLAKI S:  Two bi g spaces
actually, isn't it?

MR. SHAFFER: Well, the idea, again
coverage is a conditional probability given that a
fault exists. It doesn't care the source of the
fault, whether it's an operator action, whether it's
a random hardware failure. The faults represent
conditions of the systemas a result of a fault. The
fault represents conditions of the system under
certain adverse consequences.

CHAI RVAN APOSTOLAKI S: G ven one fault --

MR. SHAFFER: Wi ch coul d represent
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anyt hi ng.

CHAI RVAN APOSTOLAKI'S:  -- there's a |l ot of
space of inputs.

MR SHAFFER: That's correct. And it
could represent inputs, hardware failures, whatever.

CHAI RVAN APOSTOLAKI S: What is the typical
nunber of faults in these applications people have
produced?

MR. SHAFFER: In this process that UVA has
appl i ed, they have i njected over 100,000 faults in one
case.

CHAI RVAN  APCSTOLAKIS:  There is an
intelligent way for defining those faults?

MR. SHAFFER: Yes, at the | ower bl ocks
there, 4, 5, 6, and 7, that's where the detail ed
knowl edge of the system is required. Further
conmpoundi ng the problemof the large fault set is the
i ssue of no response faults. Assumng a tractable
sanple set of experinments could be found, it is
possible that nany of the faults selected will not
result in any noticeable effect on a system These
are call ed no response faults. These are essentially
|atent errors that have not caused any noticeable
effect for the duration of the experinment. O her

issues related to practicality include actua
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construction of the test harness, how we can actually
perform the fault injection experinents, and test
automation. How do we, as we performa test, and we
get a response that may | ock up the system there has
to be sone way to automatically reset the system
Because if you need an operator there to reset every
time, the total test tine could be intractable, given
t he nunber of experinments that have to be perforned.

The digital systemdependability research
will allow confirmation that the fault injection
process we have selected addresses these issues
sufficiently enough so that it can be applied to
digital systens of interest to the NRC. W want to
effectively determ ne how safety systens behave under
faulted conditions. Such information could
potentially be used to augnment and supplenent the
current process for reviewing |icense applications,
and that direct testing of qualified systens in
approved configurations could lead to realistically
conservative |icensing decisions, based on both
determi nistic and probabilistic criteria.

An illustration of what we plan to do is
inthis figure. W will have the capability to node
both the hardware, the software, and its interfaces.

Because we wi ||l have physical access to the systens,
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we wll have the actual code. However, | do not

di scount the potential need for alternative software
nodel s. These are very conpl ex systens. The hardware
nodel is based on sinple fetch-execute conputer
architecture. Again, we'll have physical access to
the system and we have a generic processor nodel
which is one of the blocks in the figure on process.

MEMBER WHI TE: Excuse ne, Roman.

MR, SHAFFER:  Sure.

MEMBER WHI TE: Are you going to al so
handl e common failures? |In other words, multiple
faul ts?

MR. SHAFFER: W will handle nultiple
faults. Now, whether they're conmon node, we believe
we'll be able to use the results of this to address
that issue. Wiether we will actually be able to
define what a conmon node failure is, particularly a
sof tware comon node failure, | amnot sure we'll be
able to do that because then we woul d need nore than
one channel .

MEMBER WHI TE: Okay, thanks.

CHAI RVAN APOSTOLAKI S: But when you sel ect
the faults, in general you don't have conmobn cause
failures in m nd?

MR. SHAFFER. W' re going to have a huge
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fault space. To really do these common node failures,
we would probably need nore than one channel, and
inject faults.

CHAI RVAN APOSTOLAKI' S:  But you coul d do

MR. SHAFFER: In principle, yes. But the
scope of our work is a single channel.

CHAI RVAN APCSTOLAKI'S:  And the fault can
be a software problemor a hardware problem failure?

MR. SHAFFER: That's correct. W're going
to mess with --

CHAI RMAN APOSTOLAKIS:  And it's al ways
one?

MR SHAFFER: Well, what we've found on
previous work is if we inject a single fault, then
sonmetimes we see nmnultiple corruptions, multiple
corruptions being faults at nultiple locations in the
system In fact, up to five. Those are a very snal
per cent age, but we've seen that.

CHAI RVAN APCSTOLAKI S: Ckay.

MR. SHAFFER: The generic processor nodel,
which we will discuss in a nonent, will enable us to
deternmne the types of faults to inject. However
long-term if we could devel op a process that was not

dependent on having the hardware avail abl e and woul d
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still allow in-depth analysis, that would be ideal
There is potential to develop a sinulation nodel of
the hardware configuration, and wuse that for
simul ati on-based fault injection. And that will be
di scussed later as well.

As | said earlier, we have nodeling tools
that allow us to go to the gate level, so that is
al ways an option. But we're always | ooking for
efficiencies in our processes. |If we can stay at a
relatively high level of abstraction, that sort of
rel eases us from having actual hardware, but then we
becone dependent on the vendors and the engi neers,
t hose who have real know edge of the system

Now we' re goi ng to di scuss each bl ock one
by one. This is just an overview. The anal ytical
safety nodel provides the mathematical framework for
calculatingreliability and/or safety estimtes. It's
sinply a high-level representation of the faulty
behavior of the system under analysis. Several
sui t abl e anal yti cal nodels fromthe literature include
Mar kov  nodel s, Petri net s, fault trees, and
variations, colored Petri nets, dynamc fault trees,
etcetera. Critical fault paraneters may include
failure rates, repair r at es, faul t det ection

| atencies, and fault coverage. This is the nost
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difficult to estimate, but that's the paranmeter we
want to estinmate.

CHAl RMAN APOSTOLAKI'S: It seens to ne you
will have here the problens we discussed earlier,
namel y whenever inreal life, or even in your testing

processes, you find faults, you probably fix them

So.

MR. SHAFFER: Yes, during a design process
you woul d --

CHAI RVAN APOSTCLAKI S:  Even in what ever
process. | can't imagine that you find, you know,

faults and you just |eave them there. Maybe one or
two you say | don't care, but in general you go and
correct the problem So now, you know, the paraneters
you want, again, is the -- are the statistics
coll ected applicable. This is a really tough problem
you know. By the way, this is not unique to you.
NASA had that huge problemw th the shuttle. Every
time they find a problemthey fix it, and sonetinmes
the fix costs half a mllion dollars. And here cones

now the risk analyst saying Oh, there were five

failures' and the guy goes bananas. | spent half a
mllion elimnate this problem and you're telling e
that it's still a failure. So | don't know. | nean,

this estimation of remaining faults fromthings that
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| have found and | have fixed is something that |
don't think we know how to handl e as a community.

MR. SHAFFER: Can | give you a little
background naybe?

CHAI RVAN APOSTOLAKI'S:  Yes, you can give
me background.

MR. SHAFFER: UVA developed this initially
as a way to design fault tolerant systenms. It would
work in parallel between hardware and software, where
you woul d catch the faults early. W happened upon
this at a later tine, and determned that it nay be
useful to an assessnment process. Qur intention is to
obtain certain qualitative analyses where we nay
al ready have certain information avail able to us, and
from there determine what the design safety
requi renents were. And fromthere then we could
establish, you know.

CHAI RVAN APOCSTOLAKI'S: Are you com ng back
to Steve's argunent of earlier today that, you know,
no matter what the nunmbers are, at the end | have
gained a hell of a lot of insights to the system by
doing this. And |I'm 100 percent with you.

MR. SHAFFER: That's right.

CHAI RVAN APOSTOLAKIS: | nean really, if

you inject 100,000 faults and you find what's going
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on, | nean nore power to you. But when you start
cal culating | anbdas |i ke Dr. Johnson did here several

nont hs ago, then | get cold, to the point of freezing

soneti nmes.

MR SHAFFER  Yes, well --

CHAI RVAN APOSTOLAKI'S: | just don't think
you can do that. And I'mwlling to listen. | nean,

|"'mdying to find an argunment that says this is the
right thing to do. | don't see it. | haven't seen
it. And it's not your problem It's not your
problem Don't take it personally.

MR. SHAFFER No, | don't.

CHAI RVAN APOSTOLAKI S: Nobody knows how to
do that, including ne.

MR. SHAFFER | think that --

CHAI RVAN APCSTOLAKI'S:  We're on the sane
boat. Sergio, you're smling. Do you know anybody
who can do it?

MEMBER GUARRO. No. That's surprising,
t hat expression of nodesty, that's all.

(Laught er)

VR. ARNDT: | can say that's
uncharacteristic that he shoul d.

CHAI RVAN APCSTOLAKIS: | nean, do you

di sagree with anything | just said? No. No. And I'm
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telling you, we had that problem in NASA PRA of the
shuttle. And as you know, how political that is now,
right? Re-launching the shuttle after the accident
and so on. It was a real problem Here you have a
guy who says | just spent a quarter of a mllion
dollars fixing this problem and you're telling ne
you're going to consider it a failure and do the
cal cul ations as if nothi ng happened?’” Wat do you say
to that? So they cane up with a net hodol ogy for

di scounting failures. So this was not one failure,
this was 0.65 of a failure, you know, that kind of a
thing. And you appreciate now what kind of issues
cone out of that. But it's a real issue. It is a
real issue. And | think we have that here too.

MR. ARNDT: W do.

CHAI RVAN APCSTOLAKI'S:  There are two
argunments. One is can you really ignore sone failure
t hat happened because you think you fixed it, and
second, by trying to fix it, have you introduced
addi tional problenms. So anyway, as far as the
anal ysis of the structure of the software/hardware |
have no problemwth that. | nean, all this nmethod
clearly gives you good insights. But when we go to
nunerical estimates, now | don't know Ckay. So

let's go on. Unless you disagree with what | said.
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MR. SHAFFER: | think there's --

CHAI RVAN APOSTOLAKI S: Look, I'mtrying to
| earn here. [It's not -- but sonebody has to be the
bad guy here.

MR. SHAFFER. | don't think you' re being
a bad guy at all. 1In the -- for whatever that's
wort h.

MR. KEMPER: Let ne step into this for
just a second. WMaybe |I shouldn't, but certainly the
intent, our desire is to conme up with sonme way of
substantiatingthereliability of this system That's
what we desire the | icensees to be able to denonstrate
to us.

CHAI RVMAN APCSTOLAKIS:  I'mwi th you. What
|"m saying here is that these are big issues. They
are not just your problem And as a conmunity, we
don't know how to attack them and the sooner all of
us agree to that, and then start fromthere, the
better off we'll all be. Because |'ve seen a |ot of
applications where people take existing nodels from
reliability theory and they force themonto software
because, you know, it's the standard thing. You know,
|"ve lost ny keys and |'m | ooking around the |anp
because that's where the light is. So.

MR. KEMPER: Well, there nmay not be an
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obvi ous solution at this point, but we're certainly
going to continue to pursue that.

CHAI RVAN APCSTCLAKI' S:  Your use of the
word "obvious" was very unfortunate.

(Laught er)

MR. KEMPER: Doesn't that nean that a
sol ution cannot be achieved, right? | tell my fol ks
all thetime, the world was flat for along tinme until
we proved that.

CHAI RVAN APCSTCOLAKI S:  These days it's
triangul ar.

MR. KEMPER: That's right.

CHAI RVAN APOCSTOLAKI S: Ckay, Roman. Sorry
for the interruption.

MR. SHAFFER. No probl em

CHAI RVAN APOSTOLAKIS: I'mnot really
sorry.

(Laught er)

MR. SHAFFER. Ckay. The statistical nodel
is used to estimate critical nodel paranmeters in the
anal ytical nodel

CHAI RVAN APOSTOLAKI'S: | woul d skip this.

MR. SHAFFER  \Wy?

CHAI RVAN APOSTCOLAKI S: W' ve di scussed

t hi s enough. Keep goi ng.
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MR. SHAFFER. Well, this is an inportant

conponent .

CHAI RVAN APCSTOLAKI S: | know, and now
you're -- okay.

MR SHAFFER  Well, we use the statistical
nodel to determine how many fault injection

experiments we do. And that's a critical conmponent of
CHAI RVAN APOSTOLAKI S:  What did you say?
MR SHAFFER W use the statistical nodel
to estimate, or to determine the nunber of fault
i njection experinents to perform Okay?
CHAI RMAN APCSTOLAKIS: 1'd like to see
that. There may be sonme value to it. Yes, | agree.
MR. SHAFFER. So we have single --
CHAI RVAN APCSTCOLAKI S:  But you haven't
fixed anything. Yes, good. That's fine.
MR SHAFFER  The statistical nodel is
also used to determine -- |I'm sorry. GCkay. The
statistical nodel is used to determ ne the nunber of

fault injection experinments, but also that in turn

affects which fault injection technique we'll use of
the four. W' |l discuss these |ater.

CHAI RVMAN APOSTOLAKIS:  I'Il tell you what
The statistical nmodel 1'm sure has value, but what
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woul d have nore value as far as |'m concerned is to
see sone intelligent way of selecting the faults based
on the anticipated use of the system

MR. SHAFFER: That's where the novelty of
t hi s approach.

CHAI RMAN APOSTOLAKI S:  That's where |
would really love to see how they do that. You know,
pretty soon before you realize it you have to
understand all the accident conditions you ni ght have
inthe plan, right? Because these are safety systens,
so they have to respond and control, if you will, say
accident situations. And ny God, you're getting into
accident space. | don't know. Dr. Kress, do you
t hi nk we understand all that?

MEMBER KRESS: | think you do have to get
into acci dent space.

CHAI RVAN APCSTOLAKI'S: I n which case it's
a huge space.

MEMBER KRESS: It's a huge space.

CHAI RMAN APCSTOLAKIS: And I'd like to
know whet her there are any intelligent ways, or sem -
intelligent ways of selecting where to put the fault.
Not just the nunber of faults, but also where.

MR. SHAFFER. Well, in this process they

apply those al gorithns.
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CHAI RVAN APCSTOLAKIS: 1'd like to see
that. | mean, |'msure Dr. Johnson, does he have
anyt hi ng? Because he did themfor trains. | don't

know, but maybe you guys could do it.

MR. ARNDT: Yes. One of the outputs of
this particular project will be | ooking at how do you
apply those kind of nethodol ogi es that have been used
in other --

CHAI RVAN APOSTOLAKI S:  Failure and in
nucl ear .

MR. ARNDT: Right.

CHAI RVAN APOSTOLAKI S:  Ckay, great.

MR. SHAFFER: UVA devel oped a behavi or
| evel nodel of a generic processor, a basic fetch-
execute cycle. It was applied to a design project in
Eur ope, and was certified by TUV Germany. The generic
processor fault nodel is used to generate the fault
space for the system where the fault space i s defined
by location, time, and value. Location is where the
fault occurs within the systemunder analysis. Tine
is the tinme of occurrence and duration of pernanent or
one instruction cycle. Value is a defined corruption
of the correct entity called a nmask. Any accessible
registers and nenory |ocations can be corrupted.

Detailed fault nodels have been derived fromthe
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literature for register file and register selection
faul ts, program counter faults, cont rol uni t,
i nstruction decode | ogic faults, data address control
bus faults, and arithnmetic logic units. This generic
nodel was validated by sinmulation, and augmented by
refining the masks. And then it was applied to
several COTS processors, two Motorola and an AMD.  For
digital system dependability research, the generic
nodel will be applied to the processors and the
systens under test, and then an appropriate fault
space generated, which again could be very |arge.
Therefore, certain techni ques to reduce the nunber of
fault injection experinents to atractable nunber will
have to be used.

Before performing the fault injection
experinments, however, the system is placed into
context by determning appropriate operational
profiles. If it's an RPS, we'll have to define a
proper operational profile, if it's |oad sequencer,
etcetera. These should be representative of the
system under various nodes of operation and
configuration, since various configurations may i nvoke
di fferent hardware and software functions. To get a
good understanding of the system s behavior under

faul ted condi ti ons, a suffici ent nunber of
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conbi nati ons shoul d be anal yzed.

The operational profile is divided into
four phases, a startup phase, where the system is
allowed to reach a stable state, no faults are
injected due to the short tinme interval relative to
t he oper at i onal time. |It's statistically
insignificant. The second phase is a systemlight
wor kl oad where there are no faults fromthe sinul ated
external environnent, and thus only a reduced set of
software and hardware functions are running in the
background, such as diagnostics. The third phase is
a system heavy wor kl oad where significant interaction
wi th t he sinul ated external environment to exercise as
much of the system s resources as possible. And the
fourth phase is a short no activity phase so that
outputs can stabilize to determne externally
observabl e effects due to the fault injection. Then
you determine if the system failed. This sequence
wi |l thoroughly exercise the systemand allow us to
observe its behavior under the influence of both
transi ent and pernmanent faults.

After determ ning the appropriate set of
operational profiles, the experinmental setup wll
simul ate the sel ected operational environnent under

fault-free conditions. Data will be collected on the
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system under test, such as instruction sequences of
observabl e state data, system buses, etcetera. Note
that the fault diagnostic functions are also
nonitored, and information is collected. This data
here is the fault-free execution trace. Equi pnent
used includes |ogic analyzers, bus analyzers, in-
circuit emul ators, and software debuggers. So we're
going to get a lot of information.

The set of injected faults and the
analysis of the fault injection experinments are
dependent on the fault-free execution trace. For
exanple, when a fault is injected into the system
data is again collected on the systenlis response and
conpared to the fault-free trace. Therefore, the
fault-free execution traces shoul d have as nuch det ai
as possible to ensure accurate identification of
covered, uncovered, and no response faults.

One significant challenge wth fault
injection is that the fault space can be quite | arge,
making it unfeasible to test the entire fault space.
A reduced set of faults is then randomy sel ected from
the fault space. Recall that this statistical node
determ nes the nunber of fault injection experinents
that nust be perfornmed to satisfy the confidence

intervals. Another challenge, however, is that not
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all faults injected cause an observable effect.
Therefore, the initial statistically significant
subset does not provide enough data to estimate the
critical nodel paranmeter. Further, the no response
faults are the worst case result as far as time of
testing. Fault injection tests that yield no response
faults require the longest anobunt of time as the
system response is conpared to the fault-free
execution trace. So you're waiting for a response

t hat doesn't cone during the duration of the test. So
they're just long tests.

To overcone probl ens posed by no response
faults, a technique to collapse the fault list by
elimnating no response faults is applied. This is
based on work by Benso, Guthoff, Smth, et al, and
lyer, Ravi lyer, et al. However, there still |eaves
the issue of a large set of tests to inject as
determ ned by the statistical nodel. For systens with
hi gh coverage requirenents, the nunmber of required
fault injection experiments may be quite large. The
concept of fault equival ence may be applied to reduce
the number of experinents. This is essentially a
vari ance reduction technique. The algorithm seeks to
identify sets of faults that have an identical effect

on the system even though each fault in the set is
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distinct. These sets of equivalent faults are called
equi val ence classes. Only one fault from each
equi val ence class needs to be injected to determ ne
the effect of all faults in that class.

The earlier algorithm was received with
some criticisms, so they refined it. The assunption
is the faults are uniformy distributed in the fault
space, therefore they have equal probability of
occurrence. They randomy sanple a nunber of faults,
and they determ ne the nunber of equivalent classes
fromthose faults. Since with assunption one there's
no bias in the coverage estimtes since the faults in
t he equi val ence cl asses are al so random

Again, the effectiveness depends on how
much information can be derived fromthe execution
trace. In a real world exanple, UVA applied the
process to an interlocking control system whichis a
fail safe application of 10 years of operation, 150
| ocations throughout the country, 30,000 |ines of
assenbly code, had a tinme requirement of 200
mllisecond response tine, and 80 percent of the code
was devoted to diagnostics. They injected over
100, 000 permanent faults. And using this fault
expansion technique, that approxinmated about 9.5

billion faults. They eval uated about 1,900 transient
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faults. And that was expanded to about 136 mllion
faults. Cearly that offers us sone advant ages.
Again, as | said earlier, the work will undergo a peer
review, so there will be tinme for scrutiny of the
results. And getting back to Steven's point, just
doing the fault injection experinments, having a set of
faults that we know wll get a response, and
determ ning the system s response will give us a l arge
amount of information. | believe that'll be useful to
the safety reviewers as well as the PRA

CHAI RVAN APOSTCOLAKI'S:  So this is now from
the Virginia work, this kind of diagranf

MR. SHAFFER. Yes. It is, actually. In
fact, nost of these slides are.

CHAI RMVAN APCSTOLAKIS:  So you plan to
adapt it to nuclear applications?

MR SHAFFER: We do i ndeed.

CHAI RVAN APOSTOLAKI S:  You did al ready?
O you will?

MR. SHAFFER: W' re undergoing a feedwat er
control systemassessnent now. And we will apply this
to safety-rel ated systens.

CHAI RVAN APCSTOLAKI S:  Because | was
thinking, as | said earlier, maybe you need sonet hi ng

t here addressing the issue of environnents, accident
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environnents. Somewhere in there, you know, you have
to have that.

MR. SHAFFER. Again --

CHAI RVAN APOSTOLAKI S: G ven the fault,
what are the possible inputs to the software. |If
have a small LOCA, a large LOCA, if | have this, if |
have that. Those are different inputs.

MR. SHAFFER: Ri ght, but again, coverage
is a conditional probability that doesn't care about
the source of the faults. Gven a fault, does the
system detect it.

CHAI RVMAN APCSTOLAKI'S: Right. But what if
you mss a whole class of inputs because you never
considered a nmedi um LOCA? Then you can't find the
conditional probability because you m ssed a | ot of
possi ble inputs, given the fault. That's what |I'm
saying. Gven the fault, you may have a whol e space
of possible inputs depending on the accident.

MR KEMPER Roman, | believe back on
Slide 19, is that where you? | assune that you were
addr essi ng that when you said |ight | oads versus heavy
| oads for the operational profiles?

MR. SHAFFER  Yes, that's part of it.
Yes.

MR. KEMPER:  Ckay.
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CHAI RVAN APOCSTOLAKI S: But what |' m sayi ng

is that you need to show it explicitly in those
figures.

MR. SHAFFER: Ckay, well there's a way we
can -- when we determne the fault space, it's

possible for us to trace backwards to what the

external inputs would be, or could be. | mean, given
t hat --

CHAI RVAN APCSTOLAKI'S:  Well, ' m not
saying you can't do it, Roman. Al I'msaying is

that, you know - -

MR ARNDT: Be sure to do it.

CHAI RVAN APOSTOLAKI'S:  Yes. | didn't say
you can't do it.

MEMBER GUARRO. | think you nentioned the
assunption that the faults are uniformy distributed
in the fault space.

MR SHAFFER  That's correct.

MEMBER GUARRO And is that a valid
assunption?

MR. ARNDT: Well, that is not a necessary
assunption. It just happens to be the going in
assunpti on. You can go in and do a paranetric study
to look at what the distribution is, and/or what

effects it may have dependi ng upon your assuned i nput
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st at es.

MEMBER GUARRO  Yes, because |' mthinking
of an analogy. You tell ne if it's out of context.
But I'm thinking of the difference between a pure
Monte Carlo sanpling and a Latin Hypercube sanpli ng,
in whi ch you're worried about , you know,
characterizing details that are rare events. And so
now you go there nore often than you should under a
t heoretical assunption or wuniformty. | think
probably sonething like this, nmy intuition tells ne
that may apply. | nmay be wong.

MR ARNDT: |It's a simlar concept,
al t hough not exactly the sane thing. And the point is
wel |l taken. The Virginia work did do sone work on
statistics of the extrene to ook at this as part of
appl ying this to a nucl ear exanpl e, and George's poi nt
that these are rare events in many cases, and it's
difficult to characterize them You have to go back
and carefully, as Roman was saying earlier, if you
have a particular fault, you can go backwards and | ook
at the input state that's associated with that. So
what you need to do i s you do the experinent, then you
start relaxing assunptions, and |ook at does the
uni formdi stribution as opposed to a different kind of

di stribution have an issue. |Is the fault space you're
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using characteristic of an appropriate operationa
profile and input characterization. Those are parts
of QA ing the process to make sure it is applicable to
a nucl ear exanpl e.

CHAI RVAN APOSTOLAKI S: Roman keeps telling
us that we are |l ooking for a conditional probability
giving the fault. In a nuclear application, it's not
i nconceivable that you wll have a nunber of
conditional probabilities, nanely given this fault,
and given | have a small LOCA, here is the conditional
probability of it. Gven the sane fault, but given
that | have a large LOCA, naybe | have another
conditional probability. So it's a double condition,
in other words. It doesn't sound too far-fetched to
me. | mean, different accidents create different
condi ti ons.

MR.  ARNDT: Right. And you can
characterize those conditions, those accident
conditions if you will, as input paraneters. For a
trip circuit you have | ow pressure.

CHAI RVAN APOCSTOLAKI S: Sure, but | would
like to know these conditional probabilities. And if
you just tell me given this fault the conditional
probability of failure is 10 " nmaybe you' re not

giving me the whole story.
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MR. ARNDT: Yes, that goes back to what is

the operational profile and what's the fault space.

CHAI RVAN APOSTOLAKI S:  Ckay, okay. Let's
go on. |It's getting late in the day, and Steve
threatens us with two presentations here.

MR. ARNDT: Yes. They're both short.

CHAI RVAN APCSTOLAKI S:  Yes | know about
that. Risk assessnment, short.

MR SHAFFER W have several fault
i njection nethods available to us. | won't spend too
much tinme on these. W have hardware-based fault
injection, which is essentially where we augnent the
systemw th additi onal hardware so we can performthe
whol e fault injection experinments. W have software-
based fault injection, and that's where we develop a
-- we nodify, interrupt service routine to inject
changes i n the software operation. A sinulation-based
fault injectionis where we have a conpl ete simul ation
nodel of the system There is conmercial software
avai l able called SIMEX where they provide conplete
nodel s of certain mcroprocessors. W've considered
doing that. And then the final approach is the hybrid
approach, which is sone conbination. |It's possible we
could do a sinulation of the processor interface to he

hardware prototype and performa series of fault
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injections that way. But this will all have to be
determ ned during the project.

Now, t here are advant ages and
di sadvant ages, but | don't need to go through those.
W'l get into the research projects. Over the past
few years, we've done a Digital Feedwater Control
System assessnment, and it's continuing under the
cooperative agreenent with OSU. The second project is
the Digital SystemDependability Performance project,
which will kick off in the end of FYO5. And this is
anulti-year effort. This is the project where we're
going to evaluate a nunber of systens. W believe
there's great benefit to all parties involved here,
but nostly to us because we get a better assurance of
safety of these systens. W'Il know how they fail,
and we'll be able to incorporate that into our
process. Right now we have three platfornms that we've
generically approved. This work doesn't propose to
redo all that. W want to look at these in their --
as close to site-specific inplenmentations as we can.

Fut ure ef fort will expl ore ot her
dependability netrics, such as naintainability,
confidentiality, and integrity. That's under the
security work, which fromny understanding we'll comne

before you again |ater and discuss those, which are
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al so ny projects.

The Digital Syst em Dependabi l ity
Performance project for the highest probability of
success Wi ll require work with vendors and |icensees.
W' Il have access to the systens, but we're al so goi ng
to need access to their systens designers, engineers.
They're the ones with the know edge of the nalicious
faults. Those are the faults they know that if they
occur, an unsafe condition could happen. |'m not
sayi ng that these systens are unsafe in any way, but
there are certain conditions that if they happen, if
the protections are defeated, could |ead to adverse
consequences. During the work, we'll performthe
fault injection testing following the process
descri bed earlier. And we estimte about 12 nonths
per systemevaluation. It's actually platform

CHAI RVAN  APOSTOLAKI S:  How does this
dependability work different from risk assessnent?
Isn't this part of what you have to do to do a risk
assessnent ?

MR. ARNDT: To do a risk assessment you
need to, as you know, understand the ways the system
can fail.

CHAI RVAN APOSTOLAKI'S:  And this hel ps ne

do that.
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MR. ARNDT: This helps us do this. This

is going to be one possible input to the supporting

anal ysis necessary to build failure nodels for a PRA

But the reason we've got it as a separate broken-out

project is, first of all, just the way systens fail is
not in and of itself just areliability issue, it's an
under st andi ng the systembetter, as well as, if you go
back up one slide, you can use these nethods to do
other things, likeintegrity of the system to | ook at

things | i ke the security-type issues as well. You can
| ook at ot her dependability netrics other than failure
rate.

MR SHAFFER | think | should state that
as |'ve been talking there was an inplicit assunption
that these safety systens we've approved have unsafe
failures, unsafe faults. It could very well be that
we don't find anything. W don't know. | don't want
to say ahead of tinme that they do.

CHAI RVAN APOCSTOLAKI'S:  well, if you find
anything it will be a small nunber.

MR SHAFFER  This is true. But the idea
is that we know, and that's where everyone benefits.
It's all about assurance for us. And if it's
assurance for us, the |licensees have assurance.

| do say conclusion, but | nmean to say
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summary. The digital system dependability research
will augnment and supplenent the current regul atory
process by characterizing significant hardware,
software, and interface errors, including system
interface errors that could prevent safety system
action or cause initiating events which coul d undo the
chal I enge-m tigating systens, understandi ng potenti al
new failure nodes and the criteria for detecting these
failure nodes prior to failure of plant safety
functions, identifying or devel opi ng nmet hods and data
that enable the NRC to establish the risk inportance
aspects of digital safety systens, Steven's project,
and nodel ing of digital systens that could be used to
support probabilistic risk assessnents. And that's
all.

CHAl RMVAN  APOSTOLAKI S: Conment s or
guestions fromthe nenbers or the consultants?

MEMBER WHI TE: | have one question on your
generic process fault nodel. You were talking about
time, and you said that would include the fault
injection time, and the duration, and the duration
woul d be either one cycle or permanent, | think. Do
you t hi nk you m ght eventual ly | ook at fault durations
that are intermttent, you know, just for several

cycles, then off? You understand what | nean?
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MR. SHAFFER: Yes. That's a slightly nore

difficult problem but yes. W could reach that
poi nt .

CHAI RVAN APOSTOLAKI S:  Anyt hi ng el se?
Vel |, thank you very nuch. Now, Steve, why don't we
go ahead with your self-test mnethods.

MR. ARNDT: Ckay.

CHAI RMAN APOSTOLAKIS: | think that's
next, right?

MR. ARNDT: Yes. Just for scheduling
points of view, this wll be a relatively short
presentation, and then |'ve got about a half hour, 45-
mnute presentation on the overview of the risk
program

CHAI RVAN APOSTOLAKI S:  Maybe we' Il take a
short break between the two?

MR. ARNDT: Yes. That woul d be good.

MR. SHAFFER: Did you say self-test
nmet hods?

MR, ARNDT: Yes.

CHAI RMAN APOSTOLAKIS:  So let's finish
this because with the next one, we start the whole
i ssue of risk assessnent.

MR. ARNDT: Well, this was originally

intended to be a fairly short presentati on because we
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haven't really done a | ot of background work on this.
This is just sonmething new that we're going to be
starting, and we wanted to give you sone genera
overview. Wen Mke Waterman gave this presentation
t hi s nmorni ng when tal ki ng about the di scussion of the
comments on t he research programhe di scussed a | ot of
this, so sone of this will be redundant, so I'Il go
through this relatively quickly.

As we talked about this norning, this
program is under the Software Quality Assurance
program It need not necessarily be there. It could
have been under the energing technol ogy part of the
program or the systens aspect program The reason we
put it here as opposed to sonme other place was a | ot
of these issues are software issues. Not all self-
testing is software. Sone of it's hardware. But this
just seened like the easiest place to put it.

As we di scussed thi s norning, self-testing
nmet hods can be hardware or software tests that are
done on a continuous basis to inprove the system
avai l able. They're designed into the systemto
inmprove the availability or functionality of the
system This is distinguished froma subject that we
have in another part of the plan that tal ks about

systemdi agnostics. That tal ks about is the system as
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a whole working, or systemissues associated with
eval uation of calibration and things like that. This
is aspects of the systemthat are specifically
designed to i nprove t he hardwar e/ software, the digital
part of the system

One of the issues associated with this
over the years was t he overhead associ ated with t hese.
That's pretty nmuch gone away. Even with real-tine
safety-critical systens, the power of these systens
from a conputational standpoint has significantly
reduced t he overhead i ssues associated with that. The
performance issues are different. The issues
associated with is the systemgoing to have an issue
associated with too nuch crammed into a cycle tine, or
| ocki ng t he di agnostic systemup, or having a fault in
t he di agnosti c systemaffecting the perfornance of the
overall system Those issues still exist. |It's just,
the point of the bullet is the fact that because the
overhead is not such a big deal, these systens are
nore conmonly used.

And t hese can be very, very sinple kinds
of things, |ike checking to nake sure that the system
has executed all of its prograns inthe allotted tine,
various kinds of very sinple self-checks. It can be

i nversion progranm ng kinds of things to determ ne
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whet her or not two different versions of the code cane
up with the same answer, and then going forward.
There's a nunber of different kinds of things that
we' re tal king about.

One of the big issues, as NRRtal ked about
earlier when they presented, as we tal ked about
earlier in several prograns is the conplexity issue.
The idea of these systems is to inprove the
avai lability by making sure the thing doesn't fai
when it doesn't have to. But the problemis you're
addi ng addi tional conplexity in the overall systemas
you add nore and nore sel f-checking type applications.
So the real issue here is we want to understand, one,
is there a tradeoff between how rmuch conplexity you
add and the failure npdes associated with the added
conplexity and the actual systemitself. The other
thing is are there systenms or types of self-checking
that are preferred as opposed to not preferred. An
anal ogy woul d be an effort that we did a few years ago
on safe progranm ng | anguage applications. W did a
study on what was the preferred nethodol ogi es for
coding. The idea behind that project was to give NRR
a potential list of things that are likely to be good
coding practices, and things that mght not be so

good. Wen you see themin a review, you need to
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spend nore tinme | ooking at them

As we tal ked about this norning, there's
a limted amount of tine you can spend in a review
And you have significant time resources associ ated
with that. So the idea of this project, the outcone,
istoprovide additional infornmation to the regul atory
review staff on aspects of self-testing that they
m ght want to look at nore closely. Wat does the
experience tell us? Wat does the theory tell us
associated with what's the best way to do these, and
where might there be sonme probl ens?

|"ve gone through a lot of these in the
overview. The issue is what effects, if any, m ght
this have on system performnce, what adverse effect
may it have, what are the nbst acceptable testing
net hodol ogi es versus the |ease acceptable testing
net hodol ogi es, and what is the theoretically best or
nost acceptabl e anmount of self-testing. So the
project is basically going to focus on those ki nds of
aspects, as well as what operational history has told
us. Mke Waterman this norning gave you two exanpl es
of systens in nucl ear applications that fail ed because
of self-testing issues, not because of the actual
systens that they were designed to -- the functiona

aspects of the system There's been a |lot of cases in
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clearly the software part of it, and there's been
exanples in other areas where because they didn't
think through sone of the ways systems -- the
di agnostics could fail, they put them into
application, and they had faults because the
conplexities associated with the self-test got the
best of them So. How much self-testing is enough?
How rmuch is too nuch? Wat kind is appropriate is
really what we're trying to | ook for, both froma best
practices operational experience, and theoretical
st andpoi nt .

So that's what this project's about. W
haven't kicked it off yet. As Mke nentioned before,
we' || probably have a | ot of interactions -- we intend
to have a lot of interactions with our NRR col | eagues
associated with this. W' ve discussed this with them
once already on what aspects of this they think is
nost appropriate. And we'll go through the process of

CHAI RVAN APOSTOLAKI S:  Have you deci ded
who's going to do this?

MR ARNDT: No. W have not deci ded.

CHAI RVAN APOSTOLAKI S:  Ckay. Thanks
Steve. You say your next presentation is a 45-mnute

presentation?
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MR ARNDT: Half hour, 45 m nutes.
Depends on how nany questions we get.

CHAI RMAN APCSTOLAKI'S:  Ckay. So let's
recess till 4:20.

MEMBER KRESS: Let's go ahead and do it.
W don't need a recess. Let's go ahead and do it.

CHAI RVAN APOSTOLAKI'S:  No, let's break for
awhi | e.

MR ARNDT: Let's break.

CHAI RVAN APOSTOLAKI S:  Ckay, 15 m nutes.

(Wher eupon, the foregoing matter went off
the record at 4:05 p.m and went back on the record at
4:24 p.m).

CHAI RVAN APOSTOLAKI S:  Okay, M. Arndt.
Ri sk assessnent. You're speechl ess.

MR. ARNDT: Absolutely. 1'min awe by
your great ness.

MEMBER KRESS: Bow down.

VR. ARNDT: The purpose of this
presentation, |likethe overviewpresentationthat Bill
and | gave earlier inthe day is to give sone genera
background on t he overal |l risk assessnent program get
some general ideas on why we think we shoul d be doing
it, why we think it's inportant, and the structure of

the overall program Tonorrow we will go into the
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i ndi vidual prograns and sone internediate results
associ ated with them

As we all know, the NRC has a PRA policy
statenent which encourages the use of PRA to the
extent supported by the state-of-the-art and data.
One of the big issues that is central to this is what
is the state-of-the-art. Do we have sufficient
i nformati on and techniques to be able to do this kind
of work? And it really gets to, and I'mgoing to talk
about this a little nore in a couple of slides, the
fact that there's two issues here. The issue that
we' ve been primarily focusing on is is the state-of-
the-art such that we an informthe regul atory process
in approving and evaluating digital systens for
applications based on risk-informed i nformation. The
ot her issue, of course, is that all the rest of the
risk-informed applications are based on a conplete
PRA. And of course, as the |licensees put nore and
nore digital systens into the plant, a general PRA
that doesn't nodel digital systens and their
interactions is |l ess conplete. So we have both those
i ssues as potential outconmes and issues associated
with this.

So the research is oriented toward

i mprovi ng the NRC s know edge and provi di ng consi st ent
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processes for regulating digital systens. So what we
want to do is all the kinds of things you want to do
when you develop risk nodels. W're going to gather
and understand the data, assess the nodeling nethods
that m ght be used, what is adequate, understand the
systens that need to be nodel ed, and what |evel of
detail. This is one of the big issues. Like any

ot her nodeling application, there may be sone nodel s
that can be nodeled fairly sinplistically, and there
may be sone systens that you have to nodel at a much
greater level of detail sinply because of the
conplexity of the system and/or how they interface
with other systens. W have to devel op and test

nmet hods. Now we don't necessarily have to devel op

t hem oursel ves, but we have to understand what the
nodel i ng capabilities are, what the linmtations are,
and whet her or not we can live with those limtations.
And then we have to devel op regul atory acceptance
criteria. This is the point we nade earlier. By
acceptance criteria, what we nean i s those aspects of
digital systemanalysis inreliability space that are
particul ar issues for digital systens. So for
exanpl e, regulatory acceptance criteria mght be a
version of the 1.74 series specific to digital systens

t hat hi ghlights those additional issues that you want
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to look at in digital system analysis.
As we've talked about extensively,

licensees are replacing analog systens with digital

systens. In some cases, these are fairly sporadic
occasional type issues in non-safety systens. In
ot her cases, |ike the Oconee case, they' re | ooki ng at

doing a very conplete digital systemrepl acenent of a
| arge nunber of safety systens, trip systens, SFAS
systens, and things |ike that.

Sone  of the current determnistic
licensing criteria are challenges. The one that has
been nost in the news recently is BTP-19, which is the
staff gui dance on diversity and defense-in-depth. One
of the challenges associated with this is how that
anal ysis has to be done. The industry has expressed
interest in wusing risk-infornmed ideas as an
alternative nethod for neeting sonme of these nore
chal l enging issues, like diversity an defense-in-
depth. And I'll talk about that briefly later. So
there is some interest in using risk information, or
ri sk perspectives in the current |icensing franmework.
So the real issue is what are the limtations of
digital systemreliability nodels, and can they be
used, can the be expanded, can they be used in a

limting kind of a thing, or sonme certain aspects, or
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do we need to do a full nodification of PRAs.

The real issues are not easy ones, as
Pr of essor Apostol akis nentioned. |In addition, even if
we got a risk-informed application, our current
nmethods and data wthin the agency to do an
i ndependent assessnent aren't up to par either. So if
we get an application either in the forns of a topical
report, and we have one for review, or of an actua
appl i cati on based upon a ri sk-informed application, we
currently don't have nethods available to us to do an
i ndependent assessnent.

CHAl RMAN APCSTOLAKI' S: Now, can you --
maybe you covered it, | don't know. Let's go back.
|"mintrigued by the sub-bullet that says that sone of
the current licensing criteria are difficult to neet.
Can you give an exanple or two?

MR. ARNDT: The exanple that is used is
the diversity and defense requirenent. The way the
di versity and def ense requi rement, BTP-19, is witten,
you have to do an anal ysi s of what woul d happen in t he
case of a comon node software failure. The
recommended anal ysi s associated with that, and soneone
correct ne if | don't get this quite right, nakes
certain assunptions that basically says if you have a

software failure, you have to assune a | arge part of
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your systens fail, and then go through all your design
basis accidents and determi ne that even with this
software failure, you can withstand in Part 100 space
t he design basis accidents. Now, sone of that's not
very difficult to do because you have auxiliary backup
systens whi ch are not safety grade. You have operator
actions. You go over and punch out the system and
things like that. But there are sonme accidents that
t hat beconmes a real challenge for. Large-break LOCA
is the one that cones to mind, and that's primarily
because of the timng issues associated with it. So
because that is a determnistic analysis making
certain what nost people would call very conservative
assunptions, you have sone chall enges in neeting that.
Now, the alternative is you put it in a
di verse backup system in addition to your digital
systens. Now, obviously if you believe your digital
systens are of high quality and reliable in the first
pl ace, you don't want to have that added burden
associated with them But when | say sone current
licensing criteria are difficult to neet, it means
there are certain criteria that if you take them at
their base, they're believed by many in the industry
to be overly conservative and force you t o nmake desi gn

tradeoffs they would prefer not to make. Did | get
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that roughly correctly?

MR TOROK: May | comment ?

CHAI RVAN APOSTOLAKI S: I dentify yourself,
pl ease.

MR TOROK: M nane is Ray Torok. |'m
fromEPRI, and I' mthe project manager on the i ndustry
guideline on this subject. And all | was going to add
to what Steve said there was that in a case |like the
| arge-break LOCA, obviously it's a |low probability
ki nd of event, but al so what you fi nd when you | ook at
it in PRA space is that the probability of failure of
the systemis domi nated not by the INCin the system
but by the large rotating machinery, so that even if
you add a diverse backup like Steve's tal king about,
froma risk standpoint it doesn't help in terns of
core danmage frequency and so on. And it does add
conplexity that nmay actually increase the likelihood
of a problem

MR. ARNDT: So, in any case, the point is
there are reasons that the industry is interested in
some form of risk-inform ng some of our regul ations
because of these kinds of issues. How exactly that's
done --

CHAI RVAN APOSTOLAKIS:  So ultimately you

would Iike to be able to use Regulatory Guide 1.1747
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That's really what you would like to do?

MR. ARNDT: The industry has, that's the
approach it would Iike.

CHAI RVMAN APOCSTOLAKI S:  Wel |, you do. |
nmean, the Commi ssion's policy is to be risk-infornmed,
right?

MR, ARNDT: Yes.

CHAI RVAN APOCSTOLAKI' S: Al'l of wus.

MR. ARNDT: And we'll go into that nore.
In the June 2004 ACRS |letter, Professor Apostol akis
also in his added coments reconmended that in this
particul ar area, databases containing software-induced
failures should be reviewed, and their contributions
shoul d be used, the information we gained fromthat.
And he also recommended available nethods for
assessingreliability systens that are software-driven
shoul d be reviewed critically. And this is a bit of
a paraphrase, but | believe that's generally the idea.

MEMBER KRESS: You realize, of course,
that the reason these are added comments is the rest

of the ACRS rejected them

MR ARNDT: | understand. | was there
when - -

CHAI RVAN APOSTOLAKI S:  So the next slide
will not do either of these, right?
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(Laught er)

MEMBER KRESS: Renenber, we attenpt to
accomodat e al | perspectives.

CHAI RMVAN APOSTOLAKI S:  Thank you very

much.

MR. ARNDT: Both of these are very
appropriate conments. In deriving what we're trying
to acconplish, we need to understand -- and they both

go to the issues associated with the PRA policy
statement. Wiat we want to do is understand what the
state-of-the-art is and what the state-of-the-datais,
and what we want to do is build on that in our
Research Program Plan. So the point of highlighting
these here is it goes back to ny first slide. What
we'retryingtodois understand the state-of-the-art,
build on the state-of-the-art, and try and get to
where we need to be, which is both the policy in terns
of how we're going to interface with the |icensees,
and al so our own internal methodol ogi es.

So the research programi s designed to use
the available information in data to understand the
capabilities, as | said on the last slide. The big
i ssues here are to | ook at what's goi ng on and use t he
nost prom sing nethods, or at least try to use the

nost prom sing nethods and investigate them W
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really have two issues here. W need to understand
what is and is not possible, and what are the
l[imtations of the nodeling effort. W need to do
that for two reasons. One, to direct our research in
the right way for internal analysis techniques, but
also to help us support devel opnent of regul atory
gui dance. So when EPRI or one of the |icensees cones
in with an application, we understand what the
l[imtations are so we can ask better questions. So
what we want to do is work on that.

So as part of our program we're going to
| ook at, and devel op, and integrate new net hods. And
"new et hods" is probably too strong of a word. It's
new nmethods to the NRC. W also want to pilot these
things using both traditional nethods and dynamc
nmet hods where appropriate. W want to benchmark the
capabilities of different methodol ogies. One of the
bi ggest issues, of course, in any new net hodol ogy is
you need some benchmarks. How well did these work in
specific applications. So as we talk about what is
exactly in our program one of the things we want to
do is for certain applications, for certain kinds of
systens, we want to benchnmark the different kinds of
net hodol ogi es that have been proposed, and under st and

based on both the theoretic aspects and t he benchmar ks
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what the limtations are. So as part of that, we can
get out guidance for regul atory applications.

And my EPRI coll eagues have chided ne
already on this first bullet. EPRI has proposed a
net hodol ogy. The bi ggest issue associated with that,
which is not a sub-bullet, but please pencil it in, is
the fact that their nethodol ogy relies on the nmeasures
that are designed into the system to enhance its
reliability. Things like fault tol erant behavior, and
things like that. They want to take credit for how
t hese systens are designed. They rely also on the
issue that Ray just brought up, that a lot of the
systens, total systens, not just the digital systens,
have aspects associated with the failures of the big
spinning parts. So their nethodol ogy | ooks at
understanding the system from a total system
perspective, particularly the bounding assunptions
associated with the reliability of the digital system
conpared to the system it is controlling, or it's
actuating.

CHAI RVAN APCSTOLAKI S: Has EPRI subm tted
this report for formal review by the NRC?

MR ARNDT: It's been submitted. It's
under what i s known as accept ance revi ew consi deration

right now As part of review of topical reports, we
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ook at it and say, all right, do we want to revi ew
it. And this has a nunber of different issues
associated with it, associated with resources, and do
we think it's an acceptance nethodol ogy, and do we
want to review it or not. So right this particular
second we're trying to determne if we're going to
reviewit, and what the schedule's going to be. Yes?

MR TOROK: May | offer a couple nore

comment s?

MR, ARNDT:  Sure.

MR. TORCOK: This is Ray Torok from EPRI
again. And yes, | just wanted to offer a couple of

clarifications there. The first bullet says it's a
nmet hod for incorporating digital systems into current
generation PRAs. And | would characterize maybe a
little differently in that what we were trying to do
was apply risk insights to defense-in-depth and
di versity eval uations for digital upgrades. Now, that
does lead you to addressing the issue of nodeling
digital systenms in PRA. They're obviously rel ated.
And what we do is we wuse estimted failure
probabilities for the digital equipnent toget it into
the sanme playing field as the other hardware in the
systemthat the digital |icensee happens to be. So in

that sense it's a qualitative approach, really, where
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you apply engineering judgnent, and in sone cases
standards, like the one that's nentioned, the | EC
standard. But it really cones back to engineering
j udgnment at sone point.

Now, what Steve nentioned about these
def ensi ve neasures things is very inportant for both
determi nation of susceptibility, where you nay be
susceptible to the comon cause failure, and for
estimating failure probability of the digita
equi pnent. W go back to | ooking at these defensive
nmeasures that are built into the digital system And
that's really inportant because it gets you beyond
just | ooking at the process. Because what you really
want to know is what the real system behaviors are,
and nmake your deci sions based on that. Because there
are large uncertainties in the digital equipnment
failure probabilities, we address that now wth
uncertainties, which neans that if the NRC research
work cones up with better ways to determ ne those
probabilities of failure, they' re certainly applicable
within the framework. So | see that as all fitting
together in a nice way. Thanks.

MR. ARNDT: Thank you, Ray. Qur research
is focused a little bit differently. W're focusing

nore on the, if you will, the fundanmentals of the
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reliability nodeling, understanding what kind of
nodel s  m ght be appropriate, devel oping both
traditi onal and dynam ¢ net hods, and seei ng whet her or
not they' re applicable, if they work, where they work,
i nvestigating nodel acceptability, and doing some
benchmarks. So we're going at it froma slightly

di fferent perspective. As Ray nentioned, hopefully

our framework will be sufficiently broad that we can
i nclude what they're doing, and they're hopefully
going to do the sanme thing. So the issue really is

we're at t acki ng it from slightly di fferent
perspectives, but the objective is to have a
nmet hodol ogy where we can include risk insights into
the regul atory process.

This is a historical graph, and I'Il only
spend about a minute onit. This is what | presented
| ast March when we talked about this. | found a
better way of doing it, sol'mjust putting it up here
to remind you. The concept is there are certain
aspects of this that we're investigating. W're
trying to understand PRAs and digital systens in them
as our final product. To do that, you need to
understand the digital systemitself. You have to
understand the hardware, the software, and the

supporting analysis that provides you the failure
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nodes, and things |like that. As we've tried to
develop this programa little bit better, we've come
up with a sonewhat | hope better way of | ooking at al
the different aspects of our program which is on
Slide 9.

VWhat we're really doing from a project
standpoint within the programis trying to acconplish
certain things. |If you look at the |eft-hand side of
your screen, one of the aspects that's very inportant
in both choosing what kind of nodels you do, as well
as supporting the nodels, is understanding what the
failure data is. Another aspect is review ng the
current reliability nodeling nmethodol ogi es, and com ng
up with ideas on what m ght work best, choosing the
candi dates for possible inclusion. Those both tie
into the devel opnent of approaches for nodeling the
syst ens.

That center box there is really what we
were talking about this norning, and early this
afternoon, supporting analysis. You need to
understand how this systemworks in one way or the
other to be able to characterize it in some kind of
nodel, be it a fault tree nodel, be it a dynamc fl ow
graph nodel, be it any kind of nodel. You need to

understand how the system works, and not just the
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vi sual system but howit works with the process that
it's interfacing with. And you can do this in a
nunber of different ways. You can use hazard

anal ysis, you can use failure nodes and effects

anal ysis, you can use software testing, or fault

i njection, or a nunber of other mnethodol ogies to
understand how the system works. Those we don't
include in the digital system reliability program
because those are outside the program but they're
feeding intoit. Those are the things that we need to
understand to develop the reliability nodels.

On the left-hand side is traditional
nmet hod, fault tree/ event tree nodeling net hodol ogi es,
and on the right-hand side is dynam c net hodol ogi es.
One of the big issues, as Professor Apostol akis has
highlighted, and a Ilot of other people have
highlighted, is there's a lot of ways you could
potentially do this. A lot of ways that people do it.
And there's a lot of argunent. WlIl, is this
appropriate. |Is that appropriate. Can you do this.
There is no consensus in the community. W need to,
one, understand what the limtations of the various
nodel s are, and also we need to understand for our
internal needs what is the best way to do this. One

of the biggest issues is when you nodel these things,
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what are the linmtations. And are you willing to live
with the limtations for that particul ar application.
The whol e point of developing a PRA quality standard
is saying, all right, in sone applications you can
live with a less sophisticated nodel. In sone
applications you can't live with a | ess sophisticated
nodel . You need a greater anount of details, or a
better understanding of things. To wite a regulatory
position on that, be it a Reg Guide 1.17x, or be it
into the quality standard, or whatever, you need to
have an appreciation of that.

To do that, what we've done i n our program
is specifically had two different sets of researchers
| ooking at it fromtwo different aspects, and trying
to independently assess whether or not this is
possi ble, and what the limtations are in particul ar
cases. As we devel op nmet hodol ogies to do that, then
we're going to also devel op benchmarks. Ri ght now
we're |ooking at two benchmarks that have certain
aspects associated with them One would be a control
system probably an aux feedwater system It has
| ess, quote unquote "safety significance" but it has
a lot nore process interactions. The other would
probably be a reactor protection systemtrip signal.

It has a lot nore safety significance, but from a
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nodel i ng standpoint it's much sinpler. W want to get
some benchmarks that give us the biggest bang for the
buck, we learn the nost fromdoing the analysis. And
the idea would be to use two or three different

nmet hodol ogi es, both traditional fault tree/event tree
net hodol ogies, and naybe sone of the dynamc
net hodol ogi es, and understand both from a nodeling
perspective and an understandi ng of how hard or easy
it isto actually do these kinds of nbodels. Based on
that, we will then decide how to, or if we should
update NRC tools and data to provide independent
assessnent s.

Now, |'ve spent a fair anmount of tine
tal ki ng about the graph, and the next three or four
slides basically are redundant to what |'ve just said,
but I'Il go through them quickly anyway. But this is
really the concept behind what we're trying to do.
And what we'll talk about tonorrow is particular
pi eces and parts of that.

CHAI RMAN APOSTOLAKI S:  |' m not di sagr eei ng
with anything you said, but nmy -- the thrust of ny
corments in the letter that you cited, but al so other
peopl e's comments, is that in this particular case of
sof tware, we shouldn't just junp i nto Markov nodel s or

what ever. W should really question the basic
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assunptions behind it, precisely because the evidence
is that nost of the problens cone from specification
errors, requirenments, you know, design type errors.
So it's really a different way of thinking about
reliability nodels. And it's very easy to just say,
oh okay, well I'lIl use a Markov in a discrete state,
and nmove from here to there. Wat does this | anbda
223 nean? What are the random events that you're
assum ng are occurring, and you know, at a constant
rate? So this is really the critical review that
was tal king about. And | think it's inportant to do
that, and | assure you we can do it.

MR. ARNDT: Right. And we specifically --
and | agree. And there's two issues associated with
that. One, you have to do as good a job of review ng
possible strengths and limtations in the various
nodel s as you can before you start spending noney to
do devel oprment. And we think we've done a pretty good
job, and you're going to hear some of that tonorrow
The other issue is at sonme point you have to start
doingalittle bit nore detail ed anal ysi s and nodel i ng
to understand the limtations. Can you choose any
parti cul ar met hodol ogy, dynam c fl owgraph et hodol ogy
for exanple? What are the limtations in terns of

practicality? Can you get enough data? Can you get
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the prine inplenents? 1Is there a nmethodol ogy that can
be used so you have both the understanding of the
[imtations as well as understanding the practicality.
CHAI RVAN APOSTOLAKI S:  But the npst
fundanmental thing is the theoretical basis. You know,
you can have a practical nethod that 1is not
theoretically sound, you're in trouble. That doesn't
nmean that you go with the best theoretical nethod.
Practicality comes in, there is no question about it,
but the theoretical basis | think is very inportant.
MR ARNDT: It is.

CHAI RVAN APOSTOLAKIS:  And there is

literature on these issues. | don't know if you guys
have found it. 1In the past people have argued back
and forth.

MR. ARNDT: Yes, we've done a fairly
sophisticated review of a lot of the literature,
i ncl udi ng the paper you referenced i n your additional
comments, anong others. Both the devel opnent of a
theoretical -- or the set of assunptions we're going
to choose to use, | should say. |It's not so nmuch a
t heoretical argunent, but it's a choice of what
argurments we're going to choose to use, as well as an
eval uati on of what seens nobst prom sing i s sonething

that we're specifically working on
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CHAI RVAN APCSTOLAKI S:  All right.

MR. ARNDT: Let ne reiterate a couple of
things as | go through these other slides. Like
said, nost of it |1've already tal ked to you about.
The outcone is to really understand what systens need
to be nodel ed, what |evel of detail they need to be
nodel ed, what ki nd of accuracy are we tal king about,
what uncertainty, if you will, are we tal king about.
Devel oping the capability to independently verify
t hese systens, and devel oping acceptance criteria
What is we want out of the |licensee application. So
as | nentioned before, we're specifically |ooking at
several different nethodologies. W've got two
di fferent research teans specifically so we don't m ss
anything, so we look at it from several different
aspects.

This is the part of the project that's
| ooking at the data. W're going to have sone nore
di scussion on it tonorrowso | won't dwell onit. But
as part of this, we're |ooking at what's out there,
what can be used, what nore informati on do we need.
One of the biggest problens is nost of the digita
failure databases don't have enough information in
themto support reliability calculations directly.

CHAI RVAN APCSTCLAKI'S:  But this is all
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nucl ear you nean? Wen you say failure data, nuclear
failure data? O you're |ooking at other industries?

MR. ARNDT: We're | ooking outside as well.
But 1'Il give you one exanpl e, the LER dat abase, which
is used for a lot of different things. The problens
associated with that are nunerous. It will give you
sonme digital system failures, but in many cases it
doesn't give you a sufficient level of detail to
characterize it in one way or the other.

CHAI RVAN APOSTOLAKI S:  But we al so don't
have extensive experience with these things, do we?

MR. ARNDT: W have | ess than great
experience in many areas. W don't have tinme between
failures, we don't have nunber of systens depl oyed,
and issues like that to get basically the denom nat or
in the equation. So there's a |lot of issues
associated with it, but we want to use as nmuch data as
we can, if nothing else to inform the process, but
also to develop these kinds of databases that are
goi ng to be needed.

The purpose of part of our research is
really to understand what is out there, what are the
advant ages and di sadvantages. And |'ve tal ked about
this fairly significantly. The issues associ at ed,

what the risk-inportant characteristics are, what are
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the things you have to include in the nodel is
something that's very inportant. Basically the
nmet hodol ogi es, which ones are the npbst appropriate.
Can you use one kind of methodol ogy, or another kind
of methodology, and if you use one kind of
net hodol ogy, what limtations do you have to place on
your results?

So in summary, the research is designed to
solve basically the issues that we have. And we've
al so designed it as a broad-based program | ooki ng at
a nunber of different potentially viable options. And
one of the things we really, really, really want is to
have a proactive interactive relationship with the
subcomm ttee on these issues. Because this is a
controversial issue, we're trying to build in peer
revi ew wherever it makes sense. To sonme extent you
can't peer review everything or all you do is spend
ti me maki ng presentations like this. But wherever it
nmakes sense, we want to get interaction with the
technical community, be it papers, and conferences,
and journal articles. W want to get interactions
with the licensee community. W're planning to have
a wor kshop probably sumer, |ate summer, fall, to talk
about some of the aspects of the regulatory issues

that we're looking at. W've had sonme external peer

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

294

reviews on some of our research products. W'd like
to have that same kind of rapport with the commttee.
And what we're really looking for is how can we do
t hi ngs better, where are things that m ght prove nore
prom sing, and issues like that. Things that we may
not have considered, or you think we m ght consider
nore, those kinds of interactions are something we
woul d appreci at e.

Like | say, we're going to go into sonme of
the details nuch nore extensively tonorrow, both in
ternms of planning for each of the blocks that we had
up here, as well as sone of the prelimnary results
we've had in a couple of the areas.

CHAI RMAN APOSTOLAKI'S:  Ckay. That's it?

MR. ARNDT: That's it for ny overview.

MR. KEMPER. That's all we have to present
today. So if you'd like to continue on tonorrow we
could do that | guess. O we could continue on this
afternoon if you prefer.

CHAl RMAN  APOSTOLAKI S: Any comment s,
guestions, from our people around the table? No?
Jim no? Shall we go around the table you think, or
should we do it tonorrow afternoon? Jim and Sergio
will send us a witten report.

MEMBER KRESS: So we can wait till
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t onor r ow.

CHAI RVAN APOSTOLAKI S: Wit until tonorrow
| think. Gkay. Any comments fromthe audi ence?

MR. WATERMAN:.  Prof essor Apostol akis, |
just wanted to add one thing that Jim Wite pointed
out during the break was in all of these projects in
the research plan, you'll notice the last product is
atraining curricula for whatever the product m ght be
such that not only do we have, for exanple, a review
procedure, but we also intend to i ncorporate into our
contract some form of curricula devel opment so that
when we deliver that product to our supported offices
they al so get training on how to use that product in
a consistent manner, which 1is just absolutely
critical. Instead of just dropping sonething on
sonmebody' s desk and saying ~Now, go use' we really
want to enphasize that all of these things need sone
formof curricul a devel oped so that as new staff cone
on down the road they can be sent off to be trained on
how to use those products, and so we can build up our
infrastructure so that people |ike Paul Loeser aren't
just on their own. |It's unfortunate that we have to
use GS-14s and GS-15s to do a lot of the grunt work
that you can take a kid straight out of school to do,

but right now we're kind of stuck with you need an
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expert to review every aspect of the system because
that's all you' ve got. And a training curricula is
designed to help resolve sonme of that by providing
some of that expertise to some of our junior staff
nmenbers to bring themalong. Thank you.

CHAI RVAN APOSTOLAKI S:  Ckay. So, thank
you very much Steve. And this first day is over.
We'll reconvene tonorrow at 8:30. No? Well, this
subject at 1:00. 8:30 we have anot her neeti ng.

Ri ght? Okay. Thank you.
(Whereupon, the foregoing matter was

concluded at 5:02 p.m).
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