Task Order Number:
0005
Task Order Title:
ADIMSS THEATER SUPPORT - PACIFIC

1.0 GENERAL DESCRIPTION AND SCOPE

The objectives of this Task Order are to provide onsite Advanced Defense Switched Network (DSN) Integrated Management Support System (ADIMSS) system administration, Oracle database administration, Microsoft New Technology (NT) administration, ADIMSS Transport System Management/Administration, ADIMSS automatic data processing (ADP) system administration, DSN inventory management, Switch Digital Service and Internet protocol (IP) equipment, and ADIMSS application security at DISA-Pacific (PAC) and remote System Administration of the ADIMSS telemetry network routers and modems.

The ADIMSS is a centrally developed, and configuration maintained and managed Government off-the-shelf (GOTS) software application that is controlled by Task Order entitled “DSN/DRSN NETWORK MANAGEMENT SOFTWARE (ADIMSS/ARDIMSS) AND DSN TELEMETRY SYSTEM SUPPORT”.
The contractor shall be responsible for following all configuration management (CM) procedures defined in the ADIMSS Software Configuration Management Plan (CMP) to ensure that the standard software baseline is maintained.  All recommendations for changes to the ADIMSS hardware and software baselines will be processed in accordance with procedures defined in the CMP.

2.0 SPECIFIC REQUIREMENTS

2.0.1 Under this Task Order, the contractor is expected to provide technical expertise in the following disciplines: database management, daily network management (NM), process monitoring, security audit and management, user training, electronic mail operation, CM, Sun Microsystems and PC hardware and software upgrades, installation, and maintenance, and telecommunications system management.  The contractor is also expected to provide solutions to problems in computer science, Oracle SQL, Microsoft NT, graphical user interfaces (GUIs), telecommunications, Nortel Networks DMS-100, Lucent 5ESS, and SunOS terminology.  These solutions shall be based on engineering analysis.  The contractor shall provide technical expertise with the rapid prototyping of applications of collected data within the ADIMSS database, however, automatic data collection routines that communicate with the DSN switches/elements shall be centrally developed via Task Order entitled “DSN/DRSN NETWORK MANAGEMENT SOFTWARE (ADIMSS/ARDIMSS) AND DSN TELEMETRY SYSTEM SUPPORT”.  Prototyped applications shall be coordinated with Task Order entitled “DSN/DRSN NETWORK MANAGEMENT SOFTWARE (ADIMSS/ARDIMSS) AND DSN TELEMETRY SYSTEM SUPPORT” for potential inclusion to the centrally managed ADIMSS code and must further adhere to ADIMSS certification requirements before being used on the operational ADIMSS network.  

2.0.2 Key Personnel: Under this Task Order, the Government considers the contractor’s Site Manager, the Lead Computer Systems Software Engineer, Microsoft NT System Administrator, and the Lead Oracle Database Administrator as key personnel positions.

2.0.3 The contractor shall deliver a Task Order (TO) Management Plan (CDRL A001) DID: DI-MISC-80347.  The contractor shall include significant items/events during the execution of this Task Order in the Contractor’s Progress, Status and Management report (CDRL A002) DID: DI-MNGT-80227.  Presentation material should be given in a Quarterly Progress Review (QPR) (CDRL A003) DID: DI-ADMIN-81373.

2.1 SYSTEM ADMINISTRATION

2.1.1 Contractor requirements include, but are not limited to:

2.1.1.1 Develop and maintain a disaster recovery plan.  This shall include the detailed procedures for restoring complete operations from backups and new hardware.  This plan shall also provide recommendations on how to recover from natural disasters by reconfiguring the ADIMSS ADP platform and ADIMSS transport system to restore operations. DISA-PAC ADIMSS Disaster Recovery Plan (CDRL A039) DID: DI-MGMT-80004 as required.
2.1.1.2 Provide input to Task Order entitled “DSN/DRSN NETWORK MANAGEMENT SOFTWARE (ADIMSS/ARDIMSS) AND DSN TELEMETRY SYSTEM SUPPORT” personnel, as required, to support the update of ADIMSS documentation that shall include, but not be limited to, the ADIMSS User's Guide, ADIMSS System Description, and ADIMSS System Administrator's Manual. This shall include reviews of draft documents and submission of comments and recommendations. 

2.1.1.3 Collect and archive traffic data.  Using the ADIMSS, the contractor shall collect traffic data continuously every 15 minutes.  Archive at least 6 months worth of data files.

2.1.1.4 On a daily basis, monitor 15-minute and 60-minute traffic data collection performance by generating daily reports covering polling success vs. failure. Make these reports available to authorized personnel, as required, and include them on the internal ADIMSS information Web page.

2.1.1.5 For long-term analysis and general status reporting, generate monthly reports covering 15-minute and 60-minute traffic data polling success vs. failure. Make these reports available to authorized personnel, as required, and include them on the internal ADIMSS information Web page.  Submit these reports and the means of producing them to Task entitled “DSN/DRSN NETWORK MANAGEMENT SOFTWARE (ADIMSS/ARDIMSS) AND DSN TELEMETRY SYSTEM SUPPORT” so they can be incorporated into the centrally developed ADIMSS.

2.1.1.6 Perform daily backups of specified directories and data files on the ADIMSS.  Maintain 1 year of archived backup data and 90 days of on-line data.

2.1.1.7 Maintain all ADIMSS hardware within the DISA-PAC/PC52 facility to include: ADIMSS UNIX-based workstations and servers; the ADIMSS local area network (LAN), router, and hub equipment, and all ADIMSS PC-based workstations and servers connected to the ADIMSS LAN by using the best commercial practices and Government-provided commercial off-the-shelf (COTS) products. When necessary, coordinate maintenance efforts with vendor personnel per the terms of formal system support contracts. 

2.1.1.8 Maintain all ADIMSS telemetry hardware within the DISA-PAC facility to include the routers, modems and UNIX front-end processors and associated interface equipment using the best commercial practices and Government-provided COTS products.

2.1.1.9 Install, configure and establish telemetry circuits and/or ADIMSS-related equipment throughout the Pacific DSN. 

2.1.1.10 Keep track of component failures of the ADIMSS telemetry network and front-end processors (FEPs) during the warranty period of the equipment.  The data will be used to generate a logistics support authorized stockage list/prescribed load list (ASL/PLL).

2.1.1.11 Coordinate software changes and system change activities with the contractor’s central Configuration Manager in accordance with procedures defined in the ADIMSS Software CMP.

2.1.1.12 Provide informal ad hoc training on contractor-developed applications for Government-directed users.

2.1.1.13 Maintain and update Standard Operating Procedures (SOP) and user documentation focused on the Pacific Theater to supplement standard ADIMSS documentation. 

2.1.1.14 Monitor daily call data (Station Message-Detail Recording (SMDR)) collections from theater DSN switches. Maintain electronic transfer of collected data to Government-directed location. Ensure that switch configurations are standardized for proper collection. Provide a daily report covering the performance of SMDR collections. Make this report available to authorized personnel as required.   Submit this report and the means of producing it to Task entitled “DSN/DRSN NETWORK MANAGEMENT SOFTWARE (ADIMSS/ARDIMSS) AND DSN TELEMETRY SYSTEM SUPPORT” so it can be incorporated into the ADIMSS. DSN-PAC Document Updates, (CDRL A040) DID: DI-MISC-80652

2.1.1.15 Provide monthly Trunk Out-of-Service Availability Reports, DSN-PAC Reports (CDRL A041), DID: DI-MISC-80652.  Provide and analyze monthly problems.  Submit this report and the means of producing it to Task entitled “DSN/DRSN NETWORK MANAGEMENT SOFTWARE (ADIMSS/ARDIMSS) AND DSN TELEMETRY SYSTEM SUPPORT” so it can be incorporated into the ADIMSS.

2.1.1.16 Provide support during the engineering and implementation of ADIMSS support equipment per NM branch requirements.  This may include the assembly and installation of cabling to Government-supplied and installed wall jacks, and the installation and movement of equipment within the DISA-PAC PC52 contractor work area.

2.1.1.17 The contractor shall support Centralized Support Activity (CSA) in accordance with the roles and responsibilities delineated in the ADIMSS CSA and DSN Operations Center Responsibilities document.  Specifically, this Task Order will provide support as necessary for the global monitoring of the ADIMSS telemetry system from the CSA facility in Chantilly, VA (do they need people at this location? If so, it needs to be included in the SOW).  Close coordination with the Task Order entitled “DSN/DRSN NETWORK MANAGEMENT SOFTWARE (ADIMSS/ARDIMSS) AND DSN TELEMETRY SYSTEM SUPPORT” will be essential.

2.2 DATABASE ADMINISTRATION

2.2.1 Under these paragraphs, the contractor shall be responsible for Oracle database maintenance and administration. Requirements include, but are not limited to:

2.2.1.1 Make recommendations through the Government to the ADIMSS Configuration Control Board (CCB) on recommended additions, deletions, and/or modifications to the ADIMSS databases that will be needed to integrate new DSN PAC requirements into ADIMSS, to include Integrated Business Network (IBN), 4W, private branch exchange (PBX) sites, and trunking. DSN-PAC Document Updates, (CDRL A042) DID: DI-MISC-80652

2.2.1.2 The Government will review all documentation concerning data elements and database development.  Requested changes shall be coordinated with and approved by the contractor’s central database configuration manager and approved by the ADIMSS PM.

2.2.1.3 Maintain Oracle database and applications tools.

2.2.1.4 Monitor database performance.  Make recommendations to the Government for optimization.

2.2.1.5 Perform backups and recover the databases in accordance with schedules approved by the Government.

2.2.1.6 Coordinate with the Government and local users to identify reporting requirements to Task Order entitled “DSN/DRSN NETWORK MANAGEMENT SOFTWARE (ADIMSS/ARDIMSS) AND DSN TELEMETRY SYSTEM SUPPORT”.  The contractor is required to have a thorough understanding of DOD networks especially on DSN.

2.2.1.7 Perform Oracle upgrades and patches as directed by contractor’s central database configuration manager.

2.2.1.8 Provide and manage the capability to provide source to destination call matrices for Intra-PAC traffic.

2.2.1.9 Modify the Pacific Inter-Switch Trunk (PACIST) database to include financial information received from the Defense Information Technology Contracting Office (DITCO)-Scott regarding the DSN.  Use the database to provide reports that summarize funds expended per the Program Designator code (PDC), country, and between destinations.  DISA-PAC User Software Application, (CDRL A043) DID: DI-IPSC-81441A As required, develop and generate a monthly Reimbursement Action Report DSN-PAC Interswitch Trunk Report, (CDRL A044) DID: DI-MISC-80652to be used by the Government to pursue cost reimbursement from vendors on leased circuits that have experienced significant outages during the month. Completion of this requirement will be contingent on the Government providing detailed cost data on leased circuits that may be incorporated into the PACIST database.     

2.2.1.10 Maintain current ADIMSS database configuration information to support operation of the ADIMSS Integrated Workstation and other on site CM tasks and activities.  This includes operation, maintenance, backup, and recovery of the Oracle Database Management System incorporated into the ADIMSS platform.

2.3 CONFIGURATION MANAGEMENT

2.3.1 The contractor shall:

2.3.1.1 Provide CM and performance management reports as required by the Government. DSN-PAC Reports, (CDRL A045) DID: DI-MISC-80652 

2.3.1.2 Develop a DISA-PAC Annex to the ADIMSS CMP that describes the methodology for configuration managing local system software, software feature packages, software sub-feature packages, application software, ADIMSS-PAC software options, router configurations, packet switch configurations, and modem configurations.  DSN-PAC ADIMSS Configuration Management Annex, (CDRL A046) DID: DI-MISC-80652.  The Oracle Database Administrator is responsible for managing the Oracle Database used by the ADIMSS, database personnel, and DSN controllers. 

2.3.1.3 Provide assistance to DISA/GS23 (DSN Program Office) in maintaining the ADIMSS Supportability Plan’s accountability and accuracy, as defined in the CMP. Ensure equipment configuration changes are updated and kept current and all changes are approved and coordinated in accordance with the CMP.  Supportability Plan drawings shall be maintained using the centrally maintained drawing management program, such as the Drawing and Database Management System (DDMS).  Maintain ADIMSS site and network drawings, to include all IP and X.121 addresses of all hosts, routers, LANs, and packet switches.  Ensure changes are forwarded to the Government in a timely manner to keep current the global ADIMSS Support Plan.  These LAN and telemetry drawings shall be provided as changes occur.  Additionally, LAN and telemetry drawings shall be provided to the Task entitled “DSN/DRSN NETWORK MANAGEMENT SOFTWARE (ADIMSS/ARDIMSS) AND DSN TELEMETRY SYSTEM SUPPORT” TM on April 30th and October 31st using the DDMS.  The delivered drawings and parts lists include the DISA-PAC ADIMSS LAN, the theater telemetry network, and the switch site interconnection drawings. DSN-PAC Network Drawings, (CDRL A047) DID: DI-MISC-80652

2.3.1.4 Develop circuit layout drawings for all circuits in the ADIMSS transport system and the ADIMSS ADP system.  These circuit layout drawing shall be provided as changes occur.  Additionally, drawings shall be provided to Task entitled “DSN/DRSN NETWORK MANAGEMENT SOFTWARE (ADIMSS/ARDIMSS) AND DSN TELEMETRY SYSTEM SUPPORT” TM on May 30th and November 30th using the DDMS. DSN-PAC ADIMSS Circuit Layout Drawings, (CDRL A048) DID: DI-MISC-80652

2.3.1.5 Maintain a DSN documentation library and file system. DSN-PAC ADIMSS Library Catalog, (CDRL A049) DID: DI-MISC-80652

2.3.1.6 Keep current and maintain packet node and router IP address book. DSN-PAC ADIMSS X.25 Node Address Book, (CDRL A050) DID: DI-MISC-80652.

2.3.1.7 Install ADIMSS equipment procured under Task entitled “DSN/DRSN NETWORK MANAGEMENT SOFTWARE (ADIMSS/ARDIMSS) AND DSN TELEMETRY SYSTEM SUPPORT”.  In accordance with the ADIMSS CMP, provide the Government timely notice of hardware and software network configuration changes for inclusion in the ADIMSS/ARDIMSS Support Plan.  Changes will be as kept current as changes occur using the centrally-developed DDMS.

2.4 ADP SUPPORT

2.4.1 The contractor shall:

2.4.1.1 Perform daily system backups of the ADIMSS workstations.  

2.4.1.2 Perform ADIMSS LAN performance monitoring, problem isolation, and problem fix action.  

2.4.1.3 Provide first level end user ADIMSS PC and ADIMSS UNIX technical support to the Government and designated personnel. 

2.4.1.4 Design and maintain an ADIMSS Web page for posting electronic deliverables.

2.5 INVENTORIES

2.5.1 The contractor shall maintain the DISA-PAC government-furnished equipment (GFE) inventory database, and will provide reports as required. DISA-PAC GFE Inventory Booklet, (CDRL A051) DID: DI-MISC-80652

2.6 ADIMSS SECURITY

2.6.1 The contractor shall establish procedures and develop local Standard Operating Procedures (SOP) that implement workstation and access security on the ADIMSS platforms and transport network.  DSN-PAC ADIMSS Security Procedures (CDRL A052) DID: DI-MISC-80392.  Further, the contractor shall closely coordinate with Task Order “DSN/DRSN NETWORK MANAGEMENT SOFTWARE (ADIMSS/ARDIMSS) AND DSN TELEMETRY SYSTEM SUPPORT” regarding ADIMSS security in the following activities:

2.6.1.1 Develop a hierarchical security system to prevent unauthorized access to any ADIMSS workstation from external, unauthorized networks, and the unauthorized access of a DSN switch through any connected ADIMSS workstation or remote.  

2.6.1.2 Maintain ADIMSS OS security current through test bed testing and approval and implementation of all OS patches and published notices.

2.6.1.3 When directed, conduct a Security Risk Assessment Analysis of the ADIMSS.  Provide a white paper documenting system security strengths and weaknesses, and detailing recommendations for correcting any identified vulnerabilities.

2.6.1.4 In cooperation with Government-directed organizations, conduct development, test, and implementation of intrusion detection and prevention capabilities and systems for the DSN-PAC networks and the JITC.

2.6.1.5 Ensure certification and accreditation of the ADIMSS through System Security Authorization Agreement (SSAA) certification support and security testing, and DISA’s Security Readiness Review (SRR) process. (Make sure these documents are referenced in SOW)

2.6.1.6 Provide assessments of ADIMSS equipment in response to Information Assurance Vulnerability Alert (IAVA) and IAVB notifications, as required.  Monitor and track SANS alerts, as required. DSN–PAC ADIMSS Security Risk Assessment, (CDRL A054) DID: DI-MISC-80652

2.6.1.7 Ensure all ADIMSS CORE, global ADIMSS WAN and ADIMSS telemetry system  Front End Processor (FEPs) and routers are configured IAW DISA security guidelines and updated, as required, through the Security Technical Implementation Guides (STIGs) and IAVAs.

2.6.1.8 Operate and maintain the single ADIMSS security enclave perimeter interface point to the NIPRnet.  Configure the firewall for this interface point IAW the ADIMSS security enclave guidelines set forth by the Government.  Develop the ADIMSS Enclave Security Policy in a Security Plan to ensure the enclave is operated IAW with applicable DISA directives.

2.6.1.9 Operate and maintain the Intrusion Detection Systems (IDSs) and firewalls. DSN-PAC ADIMSS Security Plan,  (CDRL A055)DID: DI-MISC-80652

2.7 DELIVERABLE MAINTENANCE

2.7.1 The contractor shall provide Web page or electronic storage of all DISA-PAC deliverables.  The Web designer shall provide initial design and organization of deliverables for ease of accountability.  Organization shall be logical and access control shall be managed by the contractor as directed by the Government. All deliverables shall be placed electronically on this page/location.  Links to other locations shall be incorporated as directed by the Government. DSN-PAC ADIMSS Issue/Concept Papers, Briefings, White Papers, (CDRL A053) DID: DI-MISC-80652

2.8 PLACE OF PERFORMANCE

2.8.1 Contractor personnel shall be located on-site at DISA-PAC, Building  745, Wright Avenue, Wheeler AAF, Hawaii. In the event of a major office move dictated by the Commander of DISA-PAC, the contractor shall be located on-site at a location determined by the Commander of DISA-PAC.

3.0 PERIOD OF PERFORMANCE

3.0.1 The period of performance for this Task Order is 365 calendar days after effective date of Task Order award.

4.0 GOVERNMENT SUPPORT

4.0.1 Access to the DSN switches as required by this Task Order

4.0.2 Access to the ADIMSS hardware 

4.0.3 Access to the TNC

4.0.4 Office space, access to computers, printers, and DSN telephones

4.0.5 DISA-PAC GFE inventory

4.0.6 Storage space for spare equipment.

5.0 TRAVEL REQUIREMENTS

5.0.1 This task may require travel to CONUS or other locations in accordance with the Joint Travel Requirements. The contractor shall produce a trip report in accordance with (CDRL A029).

6.0 SECURITY

Security requirements for this task order are covered in Defense Department Form 254 (DD254) included in the RFP.  These requirements include but are not limited to the following:  the need for security clearances, protection of documents, IT-1 certification, protection of physical assets, access to classified COMSEC, and travel considerations.

7.0 PERSONNEL

7.0.1 Contractor personnel shall possess at least a SECRET level security clearance and IT-1 level certification.

8.0 HARDWARE/SOFTWARE

8.0.1 Contractors shall comply with all local, DISA, and DOD security regulations, instructions, and policies in processing data on automatic data processing equipment (ADPE). Classified data will only be processed on terminals and workstations specifically approved and marked for appropriate security level(s); in general, unless specifically approved, only Unclassified, and Sensitive But Unclassified (SBU) data will be processed on GFE ADPE.  Appropriate Privacy Act safeguards will be taken to protect SBU data.

9.0 REFERENCE DOCUMENTS

9.0.1 See Section 2.0 in the Statement of Work.
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