Task Order Number:
0024
Task Order Title:
WHCA - BLACK/RED SWITCH NETWORK MANAGEMENT SYSTEMS

1.0
GENERAL DESCRIPTION AND SCOPE

1.1 The objective of this Task Order is to provide project management, configuration management, and on-site system maintenance/administration for the operational management of the White House Communications Agency (WHCA) BLACK and RED telephone switches. This effort involves sustaining the present ADIMSS and ARDIMSS systems used by WHCA to monitor all of their WHCA BLACK and RED switches. This task order includes:  providing database and system administration support for the ADIMSS and the ARDIMSS and developing reports.

1.2 The ADIMSS is DISA’s Network Management (NM) tool for the Defense Switch Network (DSN). The ARDIMSS is DISA’s network management (NM) tool for the Defense RED Switch Network (DRSN). The ADIMSS/ARDIMSS are designed, developed, and configuration managed as a centrally developed and configuration maintained commercial off-the-shelf (COTS)-based, Government off-the-shelf (GOTS) product. The COTS products include, but are not limited to, Sun Solaris, Gensym G2, C and/or C++, Hewlett-Packard (HP) OpenView, Oracle Relational Database Management System (RDBMS), and equipment from Sun Microsystems.

2.0
SPECIFIC REQUIREMENTS

2.0.1 The Systems Administrator shall administer the on-site system to provide day-to-day management of the system and training for WHCA personnel. The on-site Systems Administrator will be expected to be on-site for a normal 40-hour workweek.  Task 16 personnel will provide ongoing and O&M support as required. Key Personnel:  Under this Task Order, the Government considers the Systems Administrator position to be the Key Personnel position.  
The contractor shall ensure that sufficient staffing and appropriately skilled personnel are employed in the execution of this Task Order to support the requirements of the Task Order.

2.0.2 The contractor shall deliver a Task Order Management Plan (CDRL A001). The plan will summarize the technical approach and tasks to be performed throughout this project.  The task plan shall include major milestones, review/approval cycles, deliverables, and a time schedule.

2.0.3 The contractor shall include significant items/events during the execution of this Task Order in the contractor’s monthly status report (CDRL A002).   The monthly status report will record the quality assurance, configuration management, progress, issues and cost expenditures for the reporting period.

2.0.4 The contractor shall meet with the DISA Task Monitor and provide a Quarterly Progress Review (QPR) (CDRL A003) on the requirements of this Task Order.  The QPR inputs for this Task Order shall include a description of progress, results (positive or negative), conclusions and recommendations, changes to the contractor’s organization, problem areas, cost curves that reflect actual and projected expenditures, person-hours expended, trips and significant results, commitments, contract schedule status and plans for the next reporting period.
2.1
WHCA ADIMSS/ARDIMSS SYSTEMS

2.1.1 The Contractor shall provide project support such as Configuration Management (CM), etc., as defined below. 

2.1.2 The Contractor shall utilize, and provide all software, hardware and enhance COTS and Contractor-developed software products, such as Contractor-developed automated routines, script files, etc., to monitor, analyze, and report the alarm events (outages, integrity, errors, deviations from standard, etc.) of the WHCA BLACK/RED Switches. The ADIMSS/ARDIMSS will include, but is not limited to, all ADIMSS/ARDIMSS server/workstation hardware, all ADIMSS/ARDIMSS software processes and the ADIMSS/ARDIMSS database.

2.1.3 The Contractor shall install and test added or upgraded hardware and software, as directed by the Government Task Monitor.

2.1.4 The Contractor shall maintain an up-to-date inventory of all hardware and software in the ADIMSS and ARDIMSS systems, and will use that information to keep the WHCA ADIMSS/ARDIMSS Support Plan (CDRL A127) up to date by recommending changes to the Government Task Monitor as they occur. 

2.1.5 The Contractor shall ensure that the ADIMSS/ARDIMSS systems have periodic backups performed. 

2.1.6 The Contractor shall ensure the continued ability for remote viewing of both the ADIMSS and ARDIMSS user interfaces. The remote workstations, which will be provided by WHCA, will be running Microsoft Windows. These remote systems will be connected to the primary ADIMSS and ARDIMSS systems through a WHCA-provided wide area network (WAN) circuit.

2.1.7 The Contractor shall be required to install and develop the ADIMSS/ARDIMSS Oracle database and application tools to support WHCA’s management of the WHCA BLACK/RED Switches. Requirements include, but are not limited to, collecting the BLACK/RED Switch alarms and generating all database inputs to support the WHCA BLACK/RED Switches. Provide reports and graphics, as directed.

2.1.8 All software, programs, queries, forms, reports, etc., centrally developed and/or modified by the Contractor shall be fully documented (CDRL A1XX). The Contractor shall maintain and keep current an inventory of software products(CDRL A188) and tools available for use on the ADIMSS and ARDIMSS describing as a minimum the software name, version, software options/features implemented, purpose, system functions affected, format, data elements, structure, data source, output, instructions for use and procedures for installation, updating, and testing.

2.1.9 As requested, provide informal, ad hoc training, briefings, and demonstrations on subjects such as ADIMSS/ARDIMSS operations, system maintenance and administration; database and/or database application/tools to local WHCA designated personnel.

2.2
TECHNICAL SUPPORT

2.2.1 Installing, maintaining, integrating, and testing GOTS and COTS software products supporting the ADIMSS/ARDIMSS and its associated database. Upon receipt of any software, patches, fixes, etc., advising the Government of products received, purpose, software options/features to be implemented, system functions to be affected, documentation received, instructions provided for installation, testing, and training; man-hours, and any other resources anticipated for implementation, etc.

2.2.2 Utilize HP’s OpenView to monitor, analyze, and report performance on the hardware, software, and integrity of data for the ADIMSS.

3.0
PLACE OF PERFORMANCE
The ADIMSS and ARDIMSS hardware and software will be supported at sites to be selected by the WHCA.  The on-site support for the maintenance of the ADIMSS and ARDIMSS systems will be at the WHCA facility in Anacostia, Washington DC.

3.1
PERIOD OF PERFORMANCE
The period of performance for this Task Order is 365 calendar days after effective date of Task Order award.

4.0
GOVERNMENT SUPPORT
4.1 Provide equipment rack space for the ADIMSS/ARDIMSS server(s) and display. 

4.2 Provide adequate heating and cooling, and maintain low humidity in the area housing the ADIMSS and ARDIMSS equipment. 

4.3 The ADIMSS and ARDIMSS will be Government-furnished equipment (GFE).

4.4 Provide all rack, desktop, power, and cooling necessary for the ADIMSS system. The Contractor shall provide the information details on the requirements for all rack, desktop, power, cooling requirements as part of the site concurrence letter.
5.0
TRAVEL REQUIREMENTS
5.1 Travel is limited to WHCA-requested meetings and ADIMSS/ARDIMSS system maintenance calls.  
5.2 Trip reports (CDRL A029) are due upon completion of travel.  All trip reports shall include the purpose, agenda, location(s) visited, and an outline of pertinent discussions, results, key dates and actions taken.

6.0
SECURITY

Security requirements for this task order are covered in the Defense Department Form (DD254) included in the RFP. These requirements include but are not limited to the following:  the need for security clearances, protection of documents, IT-II certification, protection of physical assets, access to classified COMSEC, and travel considerations.

6.1
PERSONNEL
The Contractor shall not divulge any information about files, data, processing activities or functions, user ID's, passwords, or other knowledge that may be gained, to anyone who is not authorized to have access to such information.  The Contractor/Contract personnel shall abide by all WHCA rules, procedures, and standards of conduct.  All contractor personnel assigned to this task shall be US citizens and possess at least a TOP SECRET security clearance with Sensitive Compartmented Information eligibility, based on a Single Scope Background Investigation that is no older than three years.  All contractor personnel must meet the minimum requirements for assignment to, and be approved for access to Presidential Support Duty Facilities, as established by DoD Instruction 5210.87, Selection of DoD Military and Civilian Personnel and Contractor Employees for Assignment to Presidential Support Duty Activities, 30 Nov 1998. The NMCS Security Classification Guide, CJCS 5222.01, 30 Sep 96, shall provide a basis for all classification reviews.  The CJCS 5222.01 shall be supplemented with any other classifications guides relevant to specific subtasks.  All contractor personnel on this task shall be required to sign a non-disclosure statement prior to starting work.
The Contractor shall comply with all WHCA security procedures as outlined in WHCA Instruction 380-8 Security – Control of Access to WHCA Facilities, and WHCA Instruction 380-5 – Information Security Program, and WHCA Instruction Number 380-10-D, Information Systems Security Program – Media Management. Although the Contractor may be provided access to TOP SECRET information in order to accomplish tasks, documents generated shall not include classified information unless directed by the Government and in accordance to classification guidelines and standards for documentation.  Where, in the Contractor’s opinion, an exception is required for a specific document, the reasons for the exception shall be communicated in writing to the TM with a copy to the Contracting Officer.  No such report shall be published without the written approval of the TM.  The Contractor shall comply with the provisions of DD254 (DOD Contract Security Classification Specification) attendant to this effort and all appropriate security regulations in handling classified material and in publishing reports and other products.  No information, data or collection techniques developed in connection with this contract may be released or published by the Contractor.

6.2
HARDWARE/SOFTWARE
Workstations and software may be classified up to the SECRET level.

7.0
REFERENCE DOCUMENTS

See Section 2.0 in the Statement of Work.

8.0
DELIVERABLE REQUIREMENTS SUMMARY
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	2.0
	A001
	Task Order Management Plan

	2.0
	A002
	Contractor Monthly Status Report

	2.0
	A003
	Quarterly Progress Review (QPR)

	2.1
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	2.1
	A188
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	A1XX
	ADIMSS/ARDIMSS Ad Hoc Reports
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