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ELECTIONS CONTINGENCY PLANS: WHAT
HAVE WE LEARNED AND IS AMERICA PRE-
PARED?

WEDNESDAY, MAY 14, 2008

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON ELECTIONS,
COMMITTEE ON HOUSE ADMINISTRATION,
Washington, D.C.

The subcommittee met, pursuant to call, at 2:10 p.m., in room
1310, Longworth House Office Building, Hon. Zoe Lofgren (chair-
woman of the subcommittee) presiding.
hPresent: Representatives Lofgren, Davis of Alabama and McCar-
t

y.
Staff Present: Thomas Hicks, Senior Election Counsel; Janelle
Hu, Election Counsel; Jennifer Daehn, Election Counsel, Matt
Pinkus, Professional Staff/Parliamentarian; Kyle Anderson, Press
Director; Kristin McCowan, Chief Legislative Clerk; Daniel
Favarulo, Legislative Assistant, Election; Gregory Abbott, Policy
Analyst; Gineen Beach, Minority Election Counsel; Ashley Stow,
Minority Election Counsel; and Bryan T. Dorsey, Minority Profes-
sional Staff.

Ms. LOFGREN. Good afternoon and welcome to the Committee on
House Administration’s Subcommittee on Elections and the hearing
that we are having on Election Contingency Plans: What Have We
Learned and is America Prepared.

In the past several years, natural and manmade disasters have
resulted in more attention being drawn to the need for election con-
tingency planning. September 11, 2001, disrupted the statewide
primary in a New York; Hurricane Katrina caused delays in ad-
ministering a New Orleans local election; and, more recently, the
February tornados which occurred on Super Tuesday posed a chal-
lenge. All of these events have brought to light the necessity of tak-
ing precautions and making preparations to manage emergency sit-
uations affecting the election system.

There are States that have addressed, to some extent, Election
Day emergencies. Generally, these policies deal with communica-
tions at the State level with the development of specific plans to
be determined by counties and cities. While the 16 States that have
taken these steps should be commended, it’s not enough. What role
the Federal Government should play in assisting States and local-
ities in planning for emergencies and recovering from these emer-
gencies needs to be defined.
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In an attempt to help clarify the role of the Federal Government
in assisting States and localities, the Federal Emergency Manage-
ment Agency was invited to testify today, but they declined, stating
that it, “does not have any statutory role in preparing for and car-
rying out elections.” I disagree. FEMA does have a role under Sec-
tion 406 of the Stafford Act to assist State and local governments
for the replacement or repair of equipment and structures damaged
by a major disaster. 406 also includes wages and eligible work
which FEMA defines as work necessary as a result of a disaster
within the disaster area and the legal responsibility of the appli-
cant. This definition clearly would include election costs. In fact,
FEMA has already acted in this capacity. FEMA approved $7.9
million to assist the New York Board of Elections to cover expenses
associated with canceling and rescheduling the statewide primary
elections of September 11, 2001. It also provided reimbursement for
election expenses in Florida incurred as a result of Hurricane An-
drew in 1992.

Former Louisiana Secretary of State Ater was invited to testify
about his experiences with elections as a result of Hurricanes
Katrina and Rita and attempts made by Louisiana and Mississippi
for reimbursement for election expenses and other issues but, un-
fortunately, had to cancel his appearance due to a scheduling con-
flict. His testimony will be submitted for the record.

For these hurricanes, FEMA took the position that it was not re-
quired under 406 to provide reimbursement for election expenses
related operating costs provided the minimal assistance for dam-
aged equipment was the issue. This has been a complete change of
FEMA'’s past position regarding requests for election assistance, so
I plan on pursuing this matter further with FEMA to make sure
that Federal Emergency Management Agency does what it needs
to do to assist States and localities just as it has done in the past.

I thank all the witnesses who have accepted the invitation to tes-
tify before the Subcommittee today. I look forward to their testi-
mony as we explore what State and local governments have done
to prepare for an emergency on Election Day and what role the
Federal Government should play in preparing and responding to
such an emergency.

[The statement of Ms. Lofgren follows. Additionally, a declination
letter from FEMA follows.]
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Committee on House Administration
Subcommittee on Elections
May 14, 2008
Hearing on
“Election Contingency Plans: What Have We Learned and Is America Prepared?”

Chairwoman Lofgren Opening Statement

Welcome to the Committee on House Administration Subcommittee on Elections Hearing on
“Election Contingency Plans: What Have We Learned and Is America Prepared?”

In the past several years, natural and manmade disasters have resulted in more attention being
drawn to the need for election contingency planning. September 11, 2001 disrupted that
statewide primary in New York; Hurricane Katrina caused delays in administering New Orleans’
local elections; and more recently the February tornados which occurred on Super Tuesday. All
of these events have brought to light the necessity of taking precautions and making preparations
to manage emergency situations affecting the election system.

There are states that have addressed, to some extent, Election Day emergencies. Generally, these
policies deal with communication at the state level with the development of specific plans to be
determined by counties and municipalities. While the 16 states that have taken these steps
should be commended, it is not enough. What role the federal government should play in
assisting states and localities in planning for emergencies and recovering from these emergencies
needs to be defined.

In an attempt to help clarify the role of the federal government in assisting states and localities,
the Federal Emergency Management Agency (FEMA) was invited to testify and declined stating
that it “does not have any statutory role in preparing for and carrying out elections.” 1 disagree.
FEMA does have a role under § 406 of the Stafford Act to assist state and local governments for
the replacement or repair of equipment and structures damaged by a major disaster. § 406 also
includes wages and ‘eligible work” FEMA defines as ‘eligible work’ as work necessary as a
result of a disaster, within the disaster area and the legal responsibility of the applicant. This
definition clearly would include election costs. In fact, FEMA has already acted in this capacity.
FEMA approved $7.9 million to assist the New York Board of Elections cover expenses
associated with canceling and rescheduling the statewide primary elections on September 11,
2001. It also provided reimbursement for all election expenses in Florida incurred as a result of
Hurricane Andrew in 1992.

Former Louisiana Secretary of State Ater was invited to testify about his experiences with
elections as a result of Hurricanes Katrina and Rita and attempts made by Louisiana and
Mississippi for reimbursement from election expenses and other issues but had to cancel due to a
conflict in his schedule. He will be submitting his testimony for the record. For these hurricanes,
FEMA took the position that it was not required under the § 406 to provide reimbursement for
election expenses related operating costs provided minimal assistance for damaged equipment.
A complete change of FEMA’s past position regarding requests for election assistance.
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I plan on having another hearing and inviting FEMA to testify again to answer the initial
questions this Committee had and any others that may arise as a result of the testimony presented
today.

I thank all the witnesses who have accepted the invitation to testify before this Committee and
look forward to their testimony as we explore what state and local governments have done to
prepare for an emergency on Election Day and what role the federal government should play in
preparing and responding to such an emergency.



U.§. Department of Homeland Securify

$00 C Smreet, SW
Washingrer, DC 20472

The Honorable Zoe Lofgren
Chairwoman

Subcommittee on Elections
Commiitee on House Administration
U.S. House of Representatives
Washington, DC 20515

Dear Chairwoman Lofgren:

‘Thank you for your invitation to the Federal Emergency Management Agency (FEMA) to
participate in your upcoming hearing on preparation and coordination of elections.

Specifically, FEMA was asked 10 provide testimony on our plans to collect informatior.
about displaced citizens that election officials may need, in order to contact voters about
registration and absentee voting. We were also requested 10 address lessons leamed from
the September 11" terrorist anacks and Hurricanes Andrew and Katrina on ways 10 better
coordinate and communicate with State and local election officials, and to provide
information on assistance available 1o reimburse State and local governments for
equipment, systems, and supplies related to elections that may be damaged in a
Presidentially declared disaster.

As you well know, planning for and carrying out election activities are the responsibility
of State and jocal governments. Since FEMA does not have any statutory role in
preparing for, or carrying out, elections nor do we manage any programs that provide any
assistance specitically for elections, we respecifully decline your invitation, and wil! not
be in attendance at the May 14, 2008 hearing. We are aware that a number of’
associations and organizations have exemined this issue, and we would suggest you
contact them for additional information on this topic. Specifically, you may consider the
National Association of Secretaries of State (NASS), the National Governors Assoctation
(NGA) or the Governors Homeland Security Advisors Council (a division of the NGA).

Should you have any additional questions, please contact FEMA's Office of Legisiative
Affairs a1 (202) 646-4500.

Sincerel

¢

AN

Dan Shulman
Director
Office of 1.egisiative Aftairs

wwn.fema.gov
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Ms. LOFGREN. Since we will be having another series of votes in
about an hour, in the interest of time I will ask other members to
submit opening statements for the record; and we will go directly
to our witnesses.

I would like to introduce Mr. Thomas Wilkey. He is the Former
Executive Director of the New York Board of Elections and since
2005 has served as the Executive Director of the Elections Assist-
ance Commission. Prior to his work with the EAC, Mr. Wilkey was
also a founder and former president of the National Association of
State Election Directors and a member of the Election Centers
Board of Directors.

Next, we have Ms. Laurel Beatty. Ms. Beatty is the Director of
Legislative Affairs for the Office of the Ohio Secretary of State. In
this capacity, Ms. Beatty serves as liaison to Ohio’s legislative proc-
ess and represents the Secretary of State with the Ohio General
Assembly and 88 County Boards of Election. Prior to her work with
the Secretary of State’s Office, Ms. Beatty worked as a litigation
lawyer at Frost, Brown and Todd, as well as Kegler, Brown, Hill
and Ritter. Ms. Beatty received her BS from Spellman College and
her JD at Vanderbilt University; and we are pleased to have her
here because her Secretary of State is receiving the Profiles in
Courage Award today, which is really quite an achievement.

Finally, we have Ms. Dawn Roberts, who currently serves as the
Assistant Secretary of State of the Florida Department of State.
Ms. Roberts has been with the Department of State for 5 years,
where she also served as the Director of the Division of Elections
as well as general counsel. Prior to her work with the Department
of State, Ms. Roberts was also staff director of the Florida House
of Representatives Committee on Election Reform, as well as Flor-
ida’s Senate Judiciary Committee. Ms. Roberts received her BA
from Converse College and her JD from Florida State University.

We welcome all of you, and thank you for your participation
today.

Without objection, your full statements will be made part of the
record; and we would ask that you provide your oral testimony in
about 5 minutes. When there is 1 minute to go, if the machine is
working, there will be a yellow light telling you that you need to
start wrapping up.

STATEMENTS OF THOMAS WILKEY, FORMER EXECUTIVE DI-
RECTOR, NEW YORK BOARD OF ELECTIONS; LAUREL
BEATTY, DIRECTOR OF LEGISLATIVE AFFAIRS, OFFICE OF
THE OHIO SECRETARY OF STATE; AND DAWN K. ROBERTS,
ASSISTANT SECRETARY OF STATE, FLORIDA DEPARTMENT
OF STATE

Ms. LOFGREN. So if we could start with you, Mr. Wilkey. Thank
you so much for being here.

STATEMENT OF THOMAS WILKEY

Mr. WILKEY. Good afternoon, Chairwoman Lofgren, Ranking
Member McCarthy, Congressman Davis. Thank you for the oppor-
tunity to testify before the Subcommittee today.

In my 40 years administering elections, I never would have con-
ceived of facing an Election Day disaster as horrific as the one on
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September 11, 2001. Early that primary day morning, before the
polls opened at 6:00 a.m., I made my customary rounds of polling
sites in midtown Manhattan. As Executive Director of the New
York State Board of Elections, I knew the importance of being pre-
pared for anything on Election Day. But this experience taught me
even more about being prepared for the worst and how Federal,
State and local government can act together to prepare and, if need
be, respond to an emergency, whether it be a terrorist act or a nat-
ural disaster on Election Day.

Even though September 11th was a primary day in New York,
I am proud to say that everyone worked together to hold the elec-
tions just 2 weeks later. This was a magnificent feat, given the dev-
astation that we had witnessed throughout the city.

We were able to do this because of emergency planning, commu-
nication and coordination among Federal, State and local officials.
We were able to communicate with polling places quickly in New
York City because, as is customary, a police officer is on duty in
every polling place throughout the city. Through the officers, we
were able to communicate directly all the needs of the Governor’s
executive order and the administrative judge’s—11th Judicial Dis-
trict Judge’s oral order that the election be suspended or cancelled
and that poll workers should pack up all supplies and vacate the
premises immediately.

Our poll list printing facility was destroyed in that attack. Fortu-
nately, our management information systems department had a
backup copy stored at a secure remote facility. We were quickly
able to reduce all the poll books, some 5,000 of them, and have
them ready for the primary that took place, the rerun primary, less
than two weeks later.

The State government also acted quickly. Within two weeks of
the attack—within two days of the attack, the legislature passed
and the Governor signed the Emergency Primary Rescheduling Act
of 2001 which provided legal authority to reschedule the primary
less than two weeks later.

The Board personnel in New York City moved 7,700 voting ma-
chines to their warehouses for reprogramming in time for the next
election, working with local officials of the School Board and Police
Department to have access to cordoned-off areas of the city. Lower
Manhattan was virtually closed in frozen zone below 14th Street,
where the Board’s general offices was located, for at least two
weeks.

The Board placed public notices announcing the rescheduled pri-
mary date, times and polling place locations to make sure voters
knew where to go. On Election Day—on election night, rather, we
tallied the votes the old-fashioned way. They were delivered to the
local police precincts and then hand-delivered to the central tally
center at police headquarters.

Lots of things can go wrong on Election Day and often do. This
is why it’s so important to anticipate every possible scenario so vot-
ers can participate. Of course, I don’t think anyone could have pre-
pared for September 11th, but the contingency planning we already
had in place was the reason we were able to reschedule the pri-
mary so quickly.
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And since I have an extra minute I will add it was the 300 em-
ployees in the City Board of Elections and employees throughout
the whole State of New York that really went to work and rolled
up their sleeves. I am so proud to be associated with those people.
They worked hard and got the job done in a very short period of
time.

We know turnout will be huge in November. We know Mother
Nature could disrupt the process. The EAC, I am pleased to report,
has issued tools that provide a framework for developing and im-
plementing contingency plans; and if we continue to work together,
Federal, State and local, we can be ready for anything this Novem-
ber.

Thank you, Madam Chair.

Ms. LOFGREN. Thank you very much, Mr. Wilkey.

[The statement of Mr. Wilkey follows:]



1225 New York Ave., N Suite 1100
Washington, DC 20005
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Madam Chair, Members of the Committee:

My name is Tom Wilkey. [ am currently the Executive Director of the U. S. Election
Assistance Commission.

From 1979 — 2003, 1 was on the staff of the New York State Board of Elections, the last
11 years as its Executive Director, From 1969-79, 1 was on the staff of the Erie (Buffalo)} County
Board of Elections.

September 11, 2001 -- a statewide primary day in New York -- was a day t will never
forget, both from a personal and professional point of view. As background, New York has two
different polling hours. Polls in New York City and its surrounding counties of Nassau, Suffolk,
Orange, Westchester, Rockland and Ulster are open from 6 am to 9 p.m. In the remaining parts
of the State, the polls are open from noon to 9 p.m.

In New York City, there are five borough offices and a general office where the Board"s
central administrative staff and departments such as computer services, and financial and poll
worker departments are located. There is a Chief ;md Deputy Chief Clerk at each borough who
manages the borough’s operations. The board of Elections in the City of New York is overseen
by ten Commissioners representing each borough. The Cit)} Board operation is headed by an
Executive Director, Deputy Director and various senior managers.

In New York City alone, 25,000 poll workers were assigned to 1,148 poll sites where
7,780 voting machines were utilized on primary day.

Tt was not ugusual for me to be present in New York City on Primary Day as [ had spent

a considerable amount of time at the City Board during my years as Operations Director and
This information is property of the U. 8. Election Assisfance Commission,
1225 New York Aveniee, NW, Suite 1100, Washington, DC 20005
£202) 566-3100 (p), (202) 566-3127 (f), w oy
Page 2
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Executive Director for the State Board. Over those many years, [ had worked closely with the
Board’s senior and borough staff on a number of initiatives.

In addition, for many several years the State Board maintained an office on the 33" floor
of Two World Trade Center, an office that afforded an awesome view of lady liberty in the New
York harbor.

The night before the primary, [ arrived in New York accompanied by our‘ Counsel for
Enforcement1 and Director of Training.

As was my custom, I decided to spend the first several hours before the polls opened
visiting polling sites in mid-town Manhattan. Counsel was assigned to the General Offices-of the
Board located at 42 Broadway only a few blocks from what would becore "Ground Zere.” Our
training Director was to meet me at 8:30 a.m. at my hotel for the trip down to the General Office.
On a spur of the moment decision, he decided to take the subway and get off at the Chambers
Street Station rather than wait for the Board’s staft to pick me up for the ride downtown.

About that time my office called on'my cell to let me know a plane had hit one of the
Trade Center Towers, so I went up to my room to call the Board’s offices and check the local
NEWS.

Both the world and 1 were in total shbt:k at what we were seeing. Asl opened the drapes
of my hotel window which looked directly down Broadway, I was completely frozen for several
minutes.

Over the next several hours, I was in constant communication with both our offices in
upstate New York and the Board’s Genefal Office on lower Broadway. Counsel researched the

This information is property of the .S, Efection Assistance Commission,
1223 New York Avenue, NW. Seive 1100, Washington, DC 20005
{202) 366-3100 {p}, (202). 366-3137 (1}, wy e
Page 3
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matter and we determined that no provision existed in the State Flection Law for postponing an
election. Fortunately, two things were in play in New York City which proved most helpful,
The Administrative Judge for the Eleventh Judicial District had already been assigned by the
State’s Chief Administrative Judge to handle any problems that came up on Primary Day. After
consultation with the Judge and a request by the Board’s Counsel, the Judge orally gave an order
to suspend the election in New York City.

As has been customary for many years, each polling place in New York City is staffed by
a New York City Police Officer who is available for any problems that may arise.. Once the
Judge’s order was given, Central Police Command immediately contacted all the officers on duty
and notified them to have poll workers pack up all materials and lock them in the back of the
voting machines.

Simultaneously, New York Governor George Pataki suspended the Primary in those
suburban counties which had opened at 6 a.m. and postponed the Primary for those counties that
were scheduled to open at noon. The Governor postponed the Primary by issuing an Executive
Order since there was no provision in state-election laws to postpone or suspend an election.

Counties across the State scrambled using various resources to notify polling sites which
had opened and those which had not. This involved the use of county police officers, state
police, town and city clerks, as well as extensive use of the media.

After the collapse of both Towers, the General Office of the City Board was in total
darkness and had lost all power. A few staff remained until approximately 1:30 p.m. when the
Policy Department ordered them to vacate the offices due to a suspected gas main leak and a

This information is property of the U 8. Election Assistance Comimission,
1225 New York Averee, NW. Suite 1100, Washington, D( Z’)(}OW
(202) 586-3700 {ph, (202} 366-3127 (13, ¥
Page 4
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potential explosion. Staff and thousands of others in lower Manhattan made their way by foot
across the Brooklyn Bridge or by tugboat and ferry to the outer boroughs. My counsel walked
nearly 25 blocks to our hotel, and our training director made it out of the last subway to pull out
under the Chambers Street Station near Ground Zero and ran the entire distance back to the
hotel.

Needless to say, the remainder of the day was shocking, and I spent a lot of time
contacting friends and relatives who were calling my office to find out if I was okay and fielding
calls from all across the country while staying glued to the TV. That evening we walked through
the nearly deserted city to St. Patrick’s Cathedral to offer prayers for the many who had lost their
lives that day and for those who had survived. The eerie figures of police and fire personnel in
ash-soaked uniforms making their way up the Cathedral aisle will live in my mind forever. Later
that evening we joined hundreds of tourists who were stranded from their homes all around the
world, and congrepated in the Jobby, all eyes glued to the TV set. No one had much to say.

Early the next morning we awoke to the realization that the City was still in shock and
amidst much chaos. Traffic in and out of Manhattan was virtually impossible and subways were
barely running. The area below 14™ Street was completely closed except to police and fire
authorities.

After several hours, I made my way to the Bronx Borough offices by subway where 1 met
the Board’s Executive Director and Administrative Manager. Other senior managers were
instructed to report to the borough offices where they lived as the Board’s General Office was
essentially inaccessible. Throughout the day we assessed the situation.

This information is property of the U.S, Efection Assistance Commission,
1225 New York Avenue, NW, Suite 1100, Washingion, DC 20003
(202} 566-3100 (p), (202) 566-3137 (f v
Page 5
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The City Board’s two Manhattan offices were inaccessible. The Staten Island Office,
located within a Police Department facility, was intermittently locked down. The Brooklyn
warehouse was in a no-vehicle zone under the Brooklyn and Manhattan Bridges. The Manhattan
warehouse was next door to the Javits Center, the conumand post for the State Police and Rescue
Supply Efforts. The computer files were inaccessible and the poll list printers” facilities located
in the World Trade Center was destroyed. The producers of the supply envelopes were located
across the street from the Trade Center. Fortunately, the printer for the ballots and supplies were
located in upstate New York.

By Thursday morning, the initial shock began to subside and we were faced with many
tasks in moving forward. Only a handful of us were aware that the City Board’s Executive
Director was scheduled for by-pass surgery on Friday and had held off telling the Commissioners
and staff until that Thursday. After some discussion, my Commissioners directed mc t0 remain
in New York City for the foreseeable futiire to assist the Board in whatever help they needed.

In the meantime, the leadership of the State Legislature and their staffs bepan discussions
on setting a new Primary date. The run-off election in New York City had originally been
scheduled (if needed) for September 25™; the proposed legistative plan set September 25™ as the
rescheduled Primary Election date for the entire state and the run-off (again, if needed) for
October 11" in New York City. While we had little time fo consider and evaluate the
implications of the proposed dates, we had great concerns about meeting the ambitious timetable.
However, on that day the Legislature passed, and the Governor signed, “The Emergency Primary
Rescheduling Act of 2001.”

This information is property of the U.S. Efecfiors Assistance Commission,
225 New York Avenue, NW, Suite 1100, Washingion, IMC 20005
2021 566-3100 (pj, (202} 566-3127 (), vy
Page 6
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ation

Late that afternoon and evening, we made the long journey by car to the Board’s
Brooklyn office where the Commissioners of the City Board and senior staff began reviewing all
of the statutory mandates of the new Primary timetable. Senior staff was given specific
assignments on the many issues including the return of 7,700 voting machines to their respective
warehouses to be re-programmed. Given the near impossibility of travel in many parts of
Manhattan alone, this was a huge undertaking.

The Board’s General Office staff was instructed to go to the closest or most accessible
Board facility. They notified our trucking conitractors to start their pick-up of voting machines
from the poll sites to be returned to the warehouses. Senior staff worked with the Board of
Education and the Police Department to obtain access to school buildings and get the moving
vans through the various security checkpoints and {frozen zones. They also worked on making
sure that after being checked and reset, the voting machines could be shipped back to ‘the poll
sites to meet the new deadlines.

The Management Information Systems Dcpartment secured the back-up copy of the poll
list books from the secure out-of-city facility, and Xerox Business Systems, the poll book printer
got a temporary printing facility up and running to produce the poll books. In accordance with
the newly enacted statute, the Board wrote and placed the Public Notices announcing the
rescheduled primary date, the new day and time for machine inspections by candidates, and the
special absentee voting procedures for residents of Lower Manhattan. Notices were also posted
about the poll site relocations, necessitated by the closing of part of Lower Manhattan along with
school relocations and resulting overcrowding.

This information is propsry of the U.S: Efection Assistance Commission,
1223 New York dvene, NW, Suite 1108, Washington, DC 20005
(202} 566-3106 (p), (202} 366-3127 {1}, 53
Page 7
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For over a week, the Board’s General Office in Lower Manhattan was without electricity
and had only limited telecommunications capabilities. Specifically, the high-speed data lines
between the Board’s General Office, the City’s Central Computer Facility and the Borough
Offices all had run through Verizon’s West Street Facility. That is the building next to the Trade
Center which had steel girders blown into it along with thousands of gallons of water:

"The Board’s Management Information Department, senior staff, and consultants did an
incredible job in getting the system up and running. As | was leaving that week-end to go home
for a day and repack, I received a call at Penn Station from the Board’s ballot printer that new
batlots and supplies were already being printed and shipped for the new Primary.

The rescheduled Primary Day, Tuesday, September 25" was a cold, wet day in New
York City. As I made my way in the early hours with Board employees transported up through a
high security zone and past the still smoldering ruins of a once dynamic and awesome twin
towers, I could not help but think of the thousands of people of New York and across the country
who were directly affected by this tragic event.— A few minor problems occurred on Election
Day, particularly in Lower Manhattan in the areas near Ground Zero. Some confusion occurred
regarding relocated poll sites, including one set up in a tent off Hudson Street. A few poll sites
did not get enough supplies or paper ballots, but on the whole, as a result of our extensive
planning and actions, the Rescheduled Primary ~ held only 14 days after the worst attack in
American history — was held, thanks to some of the most dedicated individuals I have met in tmy

nearly 40 years in this business.

This information is property of the U.S. Election Assistance Comiiission,
1225 New York Avenue, NW, Siite 1700, Washington, DC 20005
{202} 566-3100 (ph, (202} 566-3127 (3, » i)
Page 8
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That evening, we actually left the office by 10:00 p.m. because the police computer
system was not up and running to report Preliminary Election results. So we did it the old
fashioned way. Tally sheets completed by the inspectors were brought back from the poll sites
to the neighbdrhood police stationhouse. From each of the City’s 75 police precincts, the tally
sheets were separated and hand-delivered to: (a) The Board’s Borough Offices; (b) Police
headquarters, and (c) a central tally center set up by the Associates Press (AP). There, AP
tabulated the numbers to generate preliminary results.

There is no question that the events of September 1 1" point to the need for
comprehensive, sound and detailed contingency planning. While we pray by the Grace of our
Almighty that we never witness another tragedy of this proportion, the fact remains that the
possibility of many types of emergencies will occur remain. And these emergencies could
happen anywhere in the nation. We already know that unanticipated situations can and do occur
on Election Day. We've seen hurricanes, tornadoes, fires, electrical shut-downs and threats to
schools and public places.

While we were lucky in New York City to have the immediate assistance of fhe New
York Police Department, there still was a need for a more detailed plan of what to do in the event
a polling site must close or an entire operation rélocated.

We were also fortunate enough that we had the foresight to arrange for a second back-up
tape of the City’s registered voters, located outside the City it allowed for poll books to be
reprinted in time for the election. Every election office in our nation needs to take a hard look at
its internal and external procedures and determine how they could ‘continuc operations prior to

This information is property of the U.S. Efection Assistance Commission,
7225 New York Avere, NW, Suite 1100, Washingtan, DC 20005
(202) 366-3108 (p), {202} 566-3127 (1), 5
Page @
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and on Flection Day if they were faced with an emergency. These questions need to be
addressed:

» . Do we have contact information for all poll workers?

» Do we have a procedure for how to contact them?

» Do our polling sites have cell phones or other means of communication?

» - Are we prepared for relocating our polling sites to a new location?

¥ Are we capable of relocating an entire election operation to a new facility if necessary?

Do we have a back-up tape of all information, registered voters, poll worker information,

polling sites, contact numbers in an off-site location and in a secondary location as well?

v

Have we provided for immediate security and storage of voting equipment, ballots and
other official documents?
» Do we have available police, fire and other emergency services to assist in transportation

and a variety of services?
These and other details need to be addressed and readily available before, during and after for
even the smallest emergency that may occur.

{ am grateful that during my time here at the EAC we have addressed these issues in the
Quick Start Guide on Contingency Planning as well as issues that are addressed as part of our
ongoing seties of Election Management Guidelines. It is another outstanding example of the
EAC getting valuable information into the hands of the nation’s state and local election offices.

Finally, I must acknowledge again the outstanding efforts éxhibited by the
Commissioners, Senior Staff and nearly 300 employees of the New York City Board of Elections

This information is property of the ['S: Election Assistance Commission,
1225 New York Avenuee, NW, Snite 1100, Washington, DC 20063
) 566-3100 (), (202) 566-3127 (7). gy
Page 10
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for their hard work, determination and spirit of “making it work” that was demonstrated in the
aftermiath of that horrible day. I also commend the many election officers thronghout the nation
that called to offer whatever assistance they could.

They and hundreds of election officials all across New York are to be cominended for all
their outstanding efforts following America’s greatest tragedy. They are and continue to be a fine

example of the professionalism and dedication of election officials all across this great nation,

Note: this writer gratefully acknowledges the assistance of Steven H. Richman, General Counsel
of the board of Elections in the City of New York. His written remarks as well as the writer’s

personal account contributed to the information contained in this document.

This information is property of the U.S. Flection Assistancée Commjssion,
1225 New York dvensie, NW, Suite § 100, Washington, DC 20065
(202) S66-3100 (p}, (202} 566-3127 (1), » y
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Ms. LOFGREN. We would be pleased to hear from you, Ms. Beatty.

STATEMENT OF LAUREL BEATTY

Ms. BEATTY. Good afternoon, Chair Lofgren and distinguished
members of the House Subcommittee on Elections. Thank you for
t}lle opportunity to offer testimony on Election Day contingency
plans.

I am Laurel Beatty, Director of Legislative Affairs and counsel
to the Voting Rights Institute for Ohio Secretary of State Jennifer
Brunner.

The advent of electronic voting machines and the passage and
the implementation of the Help America Vote Act drastically
changed the landscape of election administration. How election ad-
ministrators plan for emergency situations also changed with the
adjustment to these innovations. Ohio currently uses optical scan
and direct electronic recording voting machine technology and has
found that careful planning and quick adjustments have enabled
our election administrators using the equipment to protect against
potential disasters.

The March, 2008, primary election in Ohio is an example of pru-
dent planning and quick on-the-spot thinking which helped our
State carry out the election process. Leading up to that election,
Secretary Brunner began making preparations by removing some
of the impediments that plagued Ohio in previous elections.

In September of 2007, Secretary Brunner commissioned a risk
assessment study of the three voting machine systems used in Ohio
known as Project Everest. The purpose of the study was to provide
a comprehensive, independent, balanced and objective assessment
of the risk to election integrity associated with Ohio’s voting sys-
tems. This also encompassed election-related equipment, testing
standards and associated internal controls, including the extent to
which integrity violations are possible, preventable, detectable and
correctable. The results were crucial to evaluate the integrity of
Ohio’s election systems before the March, 2008, primary election
and for future elections.

The Everest study contained scientific and industrial findings
that Ohio’s voting system had significant problems. With these dis-
turbing findings in hand before the March primary, Secretary
Brunner embarked on a campaign to implement several initiatives
that would give boards of elections the tools necessary to deal with
an emergency situation should they arise and should funding not
be available to replace voting machines.

Secretary Brunner required Ohio county boards of elections to
provide our office with security plans that detailed chain of custody
procedures for electronic voting machines. County boards of elec-
tions used this mandate as an opportunity to assess the integrity
of their processes in handling voting equipment.

Secretary Brunner also required all county boards of elections
that utilized touch screen voting machines as their primary voting
systems to print back-up paper ballots in the amount of at least 10
percent of the number of voters who voted in a similar, previous
election. Secretary Brunner’s directive effectively accomplished its
intended purpose. When machines were not working properly in
several counties, voters were able to cast their votes on paper bal-
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lots. Voters also used the paper ballots to vote during power out-
ages in an ice storm in several Ohio counties.

Secretary Brunner also increased the legal staff, which paid off,
as the office was able to field calls from county boards of elections
continuously throughout the day and address legal concerns in
real-time. All counties were instructed by directives to notify their
assigned attorney in the office of machine failures or ballot short-
ages. Communications between county boards of elections and the
Secretary of State’s Office were optimal. We worked with boards of
elections developing contingency plans to use ballot-on-demand ma-
chines. We also established a well-devised partnership with the At-
torney General’s Office, where several attorneys from that office
were stationed in the field and were able to seamlessly obtain court
orders when and where they were needed.

The 16 regional liaisons in the office were also on site throughout
the State at boards of elections; and, in one case, a regional liaison
assisted in delivering provisional ballots to individual precincts
when those ballots ran low.

Secretary Brunner also alerted law enforcement throughout the
State of its legal responsibilities in assisting election officials on
Election Day, and county sheriffs in several counties provided great
aid to the local boards of elections in assisting the transportation
of ballots during a Level 3 weather emergency.

The November, 2008, general election is approaching. With the
Everest study in mind, Secretary Brunner will do everything with-
in her power to ensure that Ohio is ready for the election in No-
vember.

Thank you very much.

Ms. LOFGREN. Thank you very much.

[The statement of Ms. Beatty follows:]
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Ohio Secretary of State Jennifer Brunner

Laurel Beatty
Director of Legisiative Affairs & General Counselto the Voting Rights Institute
On Behalf of Ohio Secretary of State Jennifer Brunner

Testimony before the United States House of Representatives Subcommittee on Elections
Of the Committee on House Administration

Good afternoon Chair Lofgren, Ranking Member McCarthy, and distinguished members of the House
Subcommittee on Elections. Thank you for the opportunity to offer testimony on Election Day
contingency plans. | am Laurel Beatty, Director of Legislative Affairs and General Counsel to the Voting
Rights institute for Ohio Secretary of State Jennifer Brunner.

The advent of electronic voting machines and the passage and implementation of the Help America Vote
Act of 2002 {HAVA) drastically changed the fandscape of election administration. How election
administrators plan for emergency situations also changed with the adjustment to these innovations.
Ohio currently uses optical scan and direct efectronic recording {DRE} voting machine technology, and
has found that carefut pfanning and quick adjustments have enabled our election administrators using
this equipment to protect against potentiat disasters.

The March 2008 primary efection in Ohio is an exampie of prudent ptanning and quick on-the-spot
thinking which helped our state carry out the election process. Leading up to that election, Secretary
Brunner began making preparations by removing some of the impediments that plagued Ohio in
previous elections. To reduce long lines, she streamtined the process by which voters are required to
vote provisionally; our office worked with Jocal boards of elections to educate voters about residual
votes; and Secretary Brunner hired severai election law attorneys to assist the boards of elections
before and on Election Day.

in September of 2007, Secretary Brunner commissioned a risk assessment study of the three voting
machine systems used in Ohio {Premiere, formerly Diebold, ES&S, and Hart intercivic). The purpose of
the study was to provide a comprehensive, independent, balanced, and objective assessment of the
risks to election integrity associated with Ohio’s voting systems {which also are used across the country).
This also encompassed election-related equipment, testing, standards, and associated internai controls,
including the extent to which integrity violations are possible, preventable, detectable, and correctable.
We compieted the EVEREST study in December 2007. The results were crucial to evaiuate the integrity
of Ohio’s election systems before the March 2008 primary election and future elections.

The EVEREST study contained scientific and industriai findings that Ohio’s voting systems, specificaily
DRE voting systems, tack basic security safeguards required throughout the computer industry. They are
prone to deterioration in performance and software operation and need reengineering and improved
procedures for operation. With these disturbing findings in hand before the March 2008 primary
election, Secretary Brunner embarked on a campaign to implement severat initiatives that would give
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boards of eiections the tools necessary to deal with emergency situations should they arise — and should
funding not be available to repiace the eiectronic voting machines. it is important to note that the
Election Assistance Commission {EAC} recently signaled its intent to undertake a similar study, which
would require a review and utilization of our work as approporiate.

Secretary Brunner required Chio county boards of elections to provide our office with security pians
that detail chain of custody procedures for electronic voting machines. County boards of elections used
this mandate as an opportunity to assess the integrity of their processes in handling voting equipment.

Secretary Brunner also required all county boards of elections that utilize DRE voting machines as their
primary voting system to print backup paper ballots in the amount of at feast 10% of the number of
voters who voted in a similar, previous election. Secretary Brunner's directive effectively accomplished
its intended purpose. When machines were not working properly in Lucas County, voters cast their
votes on paper ballots. Voters also used paper ballots during power outages in Darke and Knox County.

increasing the fegal staff also paid off, as the office was able to field calls from county boards of
elections continuously throughout the day and address legal concerns in real-time. Ali counties were
instructed by directive to notify their assigned attorney in the Secretary of State’s office of machine
failure or baliot shortage. Communications between county boards of elections and the Secretary of
State’s office were optimal. We worked with boards, developing contingency plans to use baiiot on
demand machines, and as a {ast result, county board of efections were instructed to hand count
photocopies of batlots to deal with shortages. We aiso established a well-devised partnership with the
Attorney General’s office, where several attorneys from that office were stationed in the field and were
able to seamiessly obtain court orders when and where they were needed.

The 16 full-time regional {iaisons from our office were onsite throughout the state at boards of elections
responding to questions and dealing with concerns. In one case, the regional liaison from Frank!lin
County assisted in delivering provisional ballots to individual precincts when those bailots ran low.

Further, the Secretary alerted law enforcement throughout the state of its legal responsibiiities in
assisting election officiais on Election Day. County sheriffs assisted in Cuyahoga, Frankiin, Darke and
other counties as needed to ensure the safe delivery of voted baliots to the boards of eiections. in Darke
County, the State Highway Patrol assisted local law enforcement, providing great aid to the local sheriff's
deputies that were assisting the county board of elections during a Level 3 weather emergency.

The Voting Rights institute within the Secretary of State’s Office also played a significant role. The
institute fielded hundreds of phone calis throughout the day in response to 4 million cards that were
distributed at polfing places as a means for voters to caif with questions and concerns. These phone
cails aliowed the secretary of state’s office to be proactive in mitigating several situations.

Following up on some the concerns about poilworkers, Secretary Brunner obtained a grant from PEW
Charitable Trusts to develop an online poliworker training program {avaifable at
www.ohigelectiontraining.com}. This site serves as a supplemental resource for current poliworkers,
providing flowcharts and other tools that can be printed out and used on Election Day.

The Secretary’s office, county boards of elections, and voters dealt with significant and unforeseen
chaltenges. Election officials performed extremely well given unpreventable circumstances, including
machine maifunction, power outages due to ice storms, bomb threats and ballots shortages. The
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secretary of state’s office supported the boards administratively in dealing with these issues and
obtained court orders to allow voters in the affected areas to vote provisionally at their county board of
elections.

The November 2008 general election is approaching. With the EVEREST study in mind, and Ohio’s
inability to replace electronic voting machines due to lack of funding, Secretary Brunner is pursuing
every available option to ensure a smooth election. First, Secretary Brunner will require all county
boards of elections to provide backup paper baliots to all voters who request one. Accordingly,
Secretary supports the passage of Chair Lofgren’s bill, HR 5803. Second, Secretary Brunner wifl continue
to require county boards of efections to follow their established chain of custody pians for voting
equipment. Finally, Secretary Brunner convened a security work group consisting of staff from our
office and a diverse group of election officiais from around the state to form guidelines for best
practices and procedures for securing the voting systems used in Ohio. Some changes have already
occurred as a resuit of these meetings, such as requiring more stringent security checks for personnei
with access to the voting machines.

Although Ohio cannot plan for every emergency situation, Secretary Brunner understands the
importance of contingency pianning and being prepared. She is working diligently to this end.

Thank you again for the opportunity to offer my testimony before this committee. { am happy to
answer any questions at this time.
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Introduction

Project EVEREST (Evaluation and Validation of Election Related Equipment, Standards
and Testing) is a risk assessment of Ohio’s current voting system, examining the
integrity, handling, and securing of voting machines and systems before, during and
after an election. The Ohio secretary of state has conducted this assessment in an effort
to provide to the citizens of Ohio a comprehensive, independent, balanced and objective
assessment of the accuracy, reliability and security associated with Ohio’s voting
systems.

The following is a summary of the Executive Report’s sections:

Objectives - The Objectives Section describes the overall objectives of the risk
assessment study.

History — The History Section summarizes the history of electronic voting in
Ohio, and the impetus for and history of Project EVEREST.

Structure of Study — The Structure of Study section describes the parallel
testing design used in the study, which allows different parties to test the voting
systems using multiple methods. This section summarizes the four tasks used to
evaluate each system: security assessment, configuration management,
performance testing, and operational controls.

Methods/Findings — The Methods/Findings Section summarizes the methods
used by each assessment team, and includes evaluation of the testing reports by a
bi-partisan group of election officials, along with the findings reached using each
method of assessment. This section is organized by the four tasks used to
evaluate each system: security assessment, configuration management,
performance testing, and operational controls.

Recommendations — The Recommendations Section contains Secretary of
State Jennifer Brunner’s recommendations for how Ohio should best proceed in
response to the declared findings, including long-term goals, short-term fixes,
desired legislation and necessary secretary of state directives.

Appendices — The Appendices Section includes the original Request for
Proposals (RFP), State Controlling Board request, information regarding the
boards of elections participants, all final testing reports, and a glossary of
relevant technical terms.
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Objectives

The ultimate objective of Project EVEREST is to improve the integrity of Ohio elections
for federal office, and state and local offices and issues, and provide the citizenry with
increased confidence and trust in our elections system.

Project EVEREST has sought to accomplish these goals by attempting to provide a
comprehensive, independent, balanced and objective assessment of the risks to election
integrity associated with Ohio’s voting systems, which will in turn be used to make
improvements in laws and instructions governing Ohio elections with a focus on the use,
handling, and securing of voting machines before, during and after elections.

In order to achieve these objectives, the following questions will be specifically
addressed:

1. What are the significant risks of inaccuracy of election results, if any, due to error
or fraud, including vulnerability to an “attack™?

2. What are the significant risks of accidental or intentional catastrophic machine
failure or unrecoverable error, if any?

3. Do risks exist that cannot be sufficiently mitigated, indicating inherent system
inadequacies?

* An “attack” is a common term used when evaluating the security of a system and generally means an
outside influence that may affect the operational integrity of the system.
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History

Ohio’s Purchase of Electronic Voting Machines

In 2002, the United States Congress adopted the Help America Vote Act of 2002
(HAVA), which aimed to improve the administration of elections in the United States.
With the enactment of HAVA, new voting system requirements were established, and a
national program was implemented to provide states with the funds necessary to replace
punch card and lever voting systems with new, qualifying systems.

HAVA also created the U.S. Election Assistance Commission (EAC) and transferred the
responsibility of developing voting system standards from the Federal Election
Commission (FEC) to the EAC. Through HAVA, the EAC was also tasked with
establishing the federal government’s first voting system certification program.

Before the implementation of HAVA, the vast majority of counties in Ohio used punch
card voting systems. With the advent of HAVA, voting machine manufacturers whose
new systems met the applicable federal standards and whose equipment was approved
for use in Ohio by the state’s Board of Voting Machine Examiners?, submitted bids for
consideration to the Ohio secretary of state. The secretary of state, in turn, worked with
each county’s board of elections (BOE) to purchase an approved system — either a direct
recording electronic (DRE) or an optical scan system manufactured by Diebold (now
Premier Elections Solutions), Hart InterCivic, or Election Systems and Software (ES&S)
~ that best-suited each particular county.

In May 2004, the General Assembly enacted Substitute House Bill 262, which required
all DRE voting machines to provide a voter verified paper audit trail (VVPAT). The
approved systems, with VVPAT, were subjected to an Independent Verification and
Validation (IV&V) test and a security assessment performed by CompuWare. (The 2004
CompuWare study report may be found in Appendix A.)

Approximately half of Ohio’s 88 counties used their new voting systems in the November
2005 general election; the other half used their new systems for the first time in the May
2006 primary election.

Public Confidence in Electronic Voting

The response to the new voting systems has been varied, but overall, public confidence in
the new machines and trust in Ohio’s elections system have suffered. Individuals,
election officials, non-partisan voting rights advocacy groups, and expert researchers
both in Ohio and throughout the United States have expressed concerns regarding
election integrity, security, accuracy, vote verification, and recounts using the various
voting system technologies. Numerous documented malfunctions with elections systems
and software, both statewide and nationally, have fueled public concern and contributed
to the overall uncertainty of voters.

2 See, R.C. 3506.05 et.seq. consisting of three persons appointed by the secretary of state, one of whom is a
competent and experienced election official and the other two of whom are knowledgeable about the
operation of voting equipment.



33

Other factors have contributed to the atmosphere of public uncertainty. Potential
conflicts of interest in voting system certification, by which vendors select and pay
testing labs to certify that their voting systems meet the system standards, have drawn
much public scrutiny, as have questions surrounding the adequacy and timeliness of the
federal certification and testing process. Another occurrence that has contributed to
public unease is the failure of Ciber, Inc. to achieve accreditation by the U.S. Election
Assistance Commission, long after Ciber’s labs contributed to the certification of more
than half of all nationally qualified voting systems. The EAC first temporarily barred
Ciber from testing new machines in the summer of 2006 for failure to follow appropriate
quality-control procedures and an inability to document that it was conducting all
required tests.? More recently, the EAC voted to reject altogether Ciber’s application to
be a security test laboratory for electronic voting machines.4

Additionally, voting systems have recently been tested in several other states including
California, Florida, New Jersey and Connecticut, all exposing serious flaws in the
security of voting systems used in these jurisdictions, several of which are used in Ohio.
California’s testing resulted in the de-certification on a conditional basis of several
components of its various voting systems. For these and other reasons, there is at least
some doubt about the integrity of the state’s election process and voting systems, and
hence Project EVEREST was conceived, developed and implemented.

All public doubt and concern aside, technology is constantly evolving. Even if a voting
system was certified under the most rigorous of certification standards, it is reasonable
for the public to expect continued testing measures to ensure that voting systems safely,
securely and accurately count their votes. Additionally, according to R.C. 3506.05(E),
the secretary of state is statutorily required to “periodically examine, test, and inspect
certified equipment to determine continued compliance.”

Project EVEREST

Project EVEREST was initiated by the secretary of state of Ohio to provide a
comprehensive, independent, balanced, and objective assessment of the risks to election
integrity associated with Ohio’s voting systems, election-related equipment, testing,
standards, and associated internal controls, including the extent to which integrity
violations are possible, preventable, detectable, and correctable. The analysis was
designed to assess the adequacy of institutional mechanisms of control and
accountability as well as the ability to identify sources of error or potential fraud. PrOJect
EVEREST is designed as a risk assessment study of Ohio’s voting systems’ vulnerabilities
and potential to mitigate them, providing a comprehensive analysis of the state’s voting
system as a whole.

Project EVEREST builds on other states’ testing, by not only performing a wider range of
testing in a secure laboratory environment, but by attempting to incorporate operational
procedures used by election officials that could potentially mitigate security threats.

3 Christopher Drew, “U.S. Bars Lab From Testing Electronic Voting,” The New York Times,
January 4, 2007.

4 U.S. Election Assistance Commission, “Rejected Applications,” Election Assistance Commission,
http://www.eac.gov/voting%20systems/test-lab-accreditation/interim-accreditation/pending-
applications/?searchterm=ciber
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Project EVEREST's concept is unique in that it integrates the involvement of a bi-
partisan group of election officials from a diverse selection of Ohio counties and voting
machine environments to review the security assessments’ applications to “real world”
Election Day experiences.

After several months of research and planning, on June 18, 2007, the Ohio secretary of
state issued a Request for Proposals (RFP) for consulting and testing services to perform
the Risk Assessment Study of Ohio Voting Systems. The RFP outlines tasks to be
performed and permitted proposers to submit proposals to perform one, some or all
tasks. (The RFP may be found in Appendix B.) This allowed the secretary of state to
select a combination of proposals to ensure all necessary tasks were performed to an
optimal level and to facilitate a model of “parallel independent testing” of the state’s
voting equipment. Several entities representing corporate, professional and academic
backgrounds were selected to execute the various tasks for accomplishing the project’s
objectives, and to provide unbiased, expert work from a diversity of corporate and
academic environments.

On September 24, 2007, the State of Ohio Controlling Board approved the Ohio
secretary of state’s request to waive competitive selection, permitting these contracts to
be awarded to SysTest Labs and MicroSolved, Inc. (The Controlling Board materials may
be found in Appendix C.)

SysTest Labs, of Denver, Colorado, was selected to assess configuration management,
operational controls and performance testing on each of the three certified voting
systems in Ohio. SysTest is an approved test lab by the National Institute of Standards
and Testing (NIST), and is an EAC federally approved Voting System Testing Lab
(VSTL), offering Independent Verification and Validation (IV&V), Software Test
Engineering, Quality Assurance (QA), and Compliance Testing services.

MicroSolved, Inc., of Columbus, Ohio, was selected to complete a security assessment of
each voting system, evaluating vulnerabilities of each system by performing penetration
testing. MicroSolved has performed past vulnerability assessments on sensitive
networks found in the private sector and in state and federal government.

The project’s academic teams were subcontracted through SysTest, to perform a variety
of assessments in addition to and independently parallel to those mentioned above. The
academics retained many individual researchers who are considered national and
international experts in electronic security, with experience in evaluating security at the
state and federal levels, as well as for the private sector, including highly sensitive federal
and private sector projects. In addition to performing penetration testing, the project’s
academic teams performed a source code review of all three voting systems.

The Pennsylvania State University team was selected to perform penetration testing and
source code analysis for the Hart InterCivic and Premier Election Solutions systems. In
addition, the Penn State team was permitted by Premier to review unredacted reports of

the state of California’s “top-to-bottom” review of the Premier system to assist in its
testing and analysis activities for the study.

The University of Pennsylvania team was selected to focus on the source code evaluation
of the ES&S systems, with the potential to include penetration exercises or other security
evaluation methods as deemed appropriate. In contrast, the University of California-
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Santa Barbara WebWise team was chosen to focus on the penetration evaluation of the
ES&S systems, with the potential to include source code analysis or other security
evaluation methods as deemed appropriate.

Additionally, a project manager was engaged from Battelle Memorial Institute to provide
project management services to the secretary of state’s office for scientific oversight of
the study schedule, contractor status, issue reporting and general project management.

All three voting machine manufacturers were actively involved in the voting system
review. High-level executives from each manufacturer met with secretary of state staff at
the beginning of the review to understand the project’s operations and goals. All
manufacturers pledged their support and cooperation at the outset of the project.

Each manufacturer sent at least one key staff person to conduct orientation on their
respective systems. This orientation educated testers on machine operations, set-up, and
breakdown.

The testing took place from October 5, 2007 through December 7, 2007. SysTest and
MicroSolved’s testing was performed under secure conditions at the State of Ohio
Computer Center (SOCC) facility, and the three academic teams’ testing was performed
under secure conditionss at their respective universities.

To enable a real-world testing environment of voting equipment actually used in
elections, several county boards of elections provided standardized and configured
voting system equipment and software to the voting system review. Each voting machine
manufacturer provided equipment to those respective county boards of elections to
replace the equipment being tested. Additionally, each manufacturer supplied
equipment that was unavailable from the county boards of elections. The manufacturers
shipped the equipment free of charge.

The voting machine manufacturers also provided essential information to the voting
system review. Computers were purchased for analysis of the “back office” for the voting
system review to configure and tabulate ballots. The manufacturers configured and
installed the necessary software on those computers and sent them to the SOCC to
complete the test environments. They also provided the source codes necessary to
analyze the voting system and critical confidential and proprietary documentation.

Additionally, the manufacturers provided ongoing support throughout the project. They
answered technical questions and supplied documentation, equipment, and supplies
such as VVPAT paper, ballots, and ballot stock. Throughout the project, manufacturers
provided access to their high-level executives to answer questions and provide responses
to testers’ needs.

Upon the completion of the testing, SysTest, MicroSolved and the three academic teams
provided to the Ohio secretary of state on or before December 7, 2007, their findings in
various written reports. On December 9, 2007, the secretary, representatives from her
administration, and the bi-partisan group of election officials convened to review and
evaluate the various reports and used those findings to reach conclusions for the
recommendations contained in this report.

5 These secure conditions are based on industry standards according to uniform guidelines.
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This Executive Report documents the cumulative results of the EVEREST assessment,
and accordingly provides recommendations to the Ohio General Assembly and Governor
Ted Strickland for improvements in laws and instructions governing Ohio elections with
a focus on the use, handling, and securing of voting machines before, during and after

elections. Both legislative and fiscal needs are detailed for the recommendations
included in this report.
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Structure of Stud

The Ohio Risk Assessment was designed to evaluate Ohio’s voting systems along a
multidimensional, layered approach so that independent perspectives could be
compared for consistency. All voting systems approved for use in Ohio were evaluated
under the four “tasks” of the project: (1) a security assessment; (2) a configuration
management review; (3) performance testing; and (4) an analysis of the internal controls
and operations associated with the voting systems. Upon conclusion of the review, all
testing entities were required to submit both summary and detailed reports of their
findings to the secretary of state. The secretary of state requested and received the
assistance of a bipartisan group of county boards of elections officials who reviewed
these reports and vetted and analyzed the recommendations made as a result of this
study.

The Four Tasks of the Risk Assessment

MicroSolved and the academic research teams were selected to conduct security
assessments of each of Ohio’s certified voting systems. Although the two testing entities
utilized different methods, the goal of the parallel testing was to examine the security of
the electronic voting systems in use in Ohio and identify procedures that may eliminate
or mitigate discovered issues.

SysTest was selected to conduct the configuration management review, performance
testing, and the analysis of operations and internal controls. Under the configuration
management review, the goal was to evaluate the secretary of state’s ability to
independently verify whether the configuration of each voting system as approved for
use by county boards of elections was consistent with, and unchanged from, the
configuration certified by the state of Ohio, including, whether the certified configuration
remained unchanged during all parts of the election process, including tabulation,
during which results potentially could be affected. The purpose of the performance
testing was to further determine if there were risks to the integrity of the election and
accuracy of vote counts during simple use of each of the certified voting systems. Finally,
the purpose of the elections operations and internal control assessment was to determine
whether existing or proposed policies, procedures, and internal controls established in
manufacturer documentation and administratively by and for county boards of elections
are sufficient to ensure secure and accurate elections that may be affected by software,
hardware, and operational susceptibilities.

Boards of Elections Officials’ Review

Along with the work of the testing entities, the Ohio Risk Assessment had the benefit of
the efforts of an advisory group of Ohio boards of elections officials from twelve counties
representing both major political parties in equal numbers. (A list of the boards of
elections participants may be found at Appendix D.) During the testing of Ohio’s voting
systems, this group toured the secure testing facility and examined the machines tested
and conferred during a weekly conference call with secretary of state team members to
monitor project status. Upon conclusion of the testing, the group of election officials met
for four days — from December 9, 2007 through December 12, 2007 —~ at the State of
Ohio Computing Center in Columbus to review final reports and discuss with the
secretary recommendations to be made as a result of the study.
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While in Columbus, the boards of elections officials were first divided into five study
groups, with each group tasked to review reports specific to a stated task of the study: (1)
security assessment {(MicroSolved); (2) security assessment (Academic research teams);
(3) configuration management (SysTest); (4) performance testing (SysTest); and (5)
internal controls and operations (SysTest). Each study group included at least two
boards of elections officials (evenly distributed by party affiliation, except when there
were three board officials to a team, and one team had one Republican and two
Democrats, while the other had two Republicans and one Democrat) with each team
staffed by three secretary of state employees — a “facilitator” to lead the group’s
discussion, a “scribe” to document the group’s observations and conclusions, and an
attorney for legal issues.

Each review team completed a questionnaire rating the testing entities’ reports in the
following areas:

The clarity of the problem and solution statements;

The use of data to substantiate problems and solution statements;

The logic and justifications used to argue from data to problems and solutions;
The organization and readability of materials; and

The overall quality of the work on a five-point scale of failing to excellent.

Reviewers were also encouraged to record relevant observations to support their ratings.
Upon conclusion of the group’s review, the “scribe” created a “Capsule Summary
Statement” of the group’s observations. This report contains those Capsule Summaries
and a table of standardized findings according the criteria outlined above.
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Security Assessment

MicroSolved

MicroSolved performed “red team” penetration tests of the Premier, ES&S and Hart
InterCivic voting systems. MicroSolved attempted to “attack” the systems under a range
of conditions — from that of a casual voter at a polling location to the skilled attacker
with more direct access to the voting system. Unlike the Academic teams, MicroSolved
was not given access to the voting machine manufacturers’ source code.

On all three voting systems, MicroSolved discovered “serious vulnerabilities in the
systems and many of their components.” (Project Executive Summary Report at 2.)
MicroSolved concluded: “[a]ll three vendor systems reviewed have serious gaps in
compliance with even the most basic set of information security guidelines used by
systems in industries such as finance, insurance, medical care, manufacturing, logistics
and other global commerce. Given the extremely valuable data that these systems
process and the fact that our very democracy and nation depend on the security of that
data, much work remains to be done by all three vendors.” (Project Executive Summary
Report at 12.)

MicroSolved created three reports for each voting system: (1) an Executive Summary
Report; (2) a Technical Manager’s Report; and (3) a Technical Details Report.
MicroSolved also created a Project Executive Summary Report. This Secretary’s Report
briefly explains MicroSolved’s methods and findings. (The complete MicroSolved
reports are attached at Appendix E.)

Method

MicroSolved’s methodology followed a “traditional application assessment process,”
which consisted of the following testing “phases”™

* Attack surface mapping: In the first phase, MicroSolved created a
graphical representation of each voting system to determine the areas that were
most likely available for assault by an “attacker.”

» Threat modeling: In the second phase, MicroSolved developed a model
group of potential “attackers” - ranging from the casual external attacker to the
focused/resourced internal attacker — and attempted to measure the extent to
which these attackers could affect the confidentiality, integrity, and availability of
any election or to simply introduce enough issues into the election process that
the general public would fail to have confidence in an election.

« Poor trust/cascading failure analysis: In the third phase, MicroSolved
examined the surface map of each voting system to identify areas where
exploitation of vulnerabilities in the attack surfaces of components could lead to
the introduction of malicious programming (malware) into the system — that is,
where a security compromise could be spread from one component to another or
from an external component to the core system.
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¢ Vulnerability assessment: After identifying the potential attack surfaces
in the previous phases, MicroSolved performed systemic testing of the voting
systems to identify the presence of any security vuinerabilities. The vulnerability
assessment emulated the “attackers” by performing testing appropriate for each
group of “attackers” based on the various levels of access and capability.

¢ Penetration testing and reporting: The penetration phase — the most
important of MicroSolved’s phases — explored the damage of exploiting the
vulnerabilities identified in the vulnerability assessment. The penetration phase
tested three types of access to each of the voting systems:

o Physical Access: MicroSolved tested the system components for
vulnerabilities through physical access, including probing the lock-
mechanisms, the accessible ports of the devices, and the input/output
subsystems. :

o Network and Communications Access: MicroSolved tested the
system components for networking and communications vulnerabilities,
using network scanners, serial port probes, sniffing tools and exploit
codes.

o File System Aceess: MicroSolved tested the system components for
vulnerabilities in the processing of elections data — that is, the way that
the underlying operating system or applications interact with the file
system.

+ Baseline comparison: In order to compare the three voting systems
against each other, the final phase of MicroSolved’s testing established a twelve-
step framework of industry standard security best practices to “baseline” each
system. MicroSolved assigned a “pass” or “fail” grade for each of the twelve
requirements in the framework. “Passing” a category means that the voting
system meets the best practices requirements for that area, and “failing” a
category means that the system does not meet industry standard best practices.

Findings
Summary

MicroSolved’s review of the Premier, ES&S, and Hart voting systems identified three key
weaknesses in each system.

» First, MicroSolved stated that the voting machine companies have “failed to
adopt, implement and follow industry standard best practices in the development
of the system.” Although basic best security practices have emerged over the
previous ten years to assist organizations with the development, configuration,
deployment, and management of IT infrastructures in a secure fashion, the three
voting systems have failed to comply with these standards. (Project Executive
Summary Report at 11.)

+ Second, MicroSolved concluded there was a “lack of integrity controls” that
have been applied to the voting systems. MicroSolved was able to identify
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vulnerabilities in all three voting systems that could allow attackers to introduce
an infection or malicious programming (malware) into the voting system. (Id.)

e Third, MicroSolved concluded that Ohio election officials have failed to
establish or implement clear and effective security policies and processes, and
because many county hoards of elections face staff and budget shortfalls, the
boards are prevented from having the resources to seek out security solutions on
their own. (Id.)

Penetration Testing: Specific Results
Premier

MicroSolved concluded that the Premier voting system performed “poorly” in the
physical access and file system access penetration tests. However, the Premier system
performed “well” in the network and communications access penetration test.
{Technical Manager’s Report, Premier, at 10-11.)

Description of the Premier System

Premier voting systems are used in 48 Ohio counties — 47 counties utilize the Premier
DRE as the primary voting machine, while one county uses Premier’s precinct count
optical scanner as the primary voting system. To better understand the findings
included in this report, the relevant components of the Premier system are described
below.®

Components at County Boards of Elections Offices

The following components reside at county boards of elections offices. The photographs
are courtesy of the Academic research teams.

¢ Global Election Management System (GEMS): The GEMS server is
responsible for running all election processes. Election officials use the GEMS
server to create ballot definitions, program memory cards, and tally all votes after
an election.

6 Please refer to EVEREST: Evaluation and Validation of Election-Related Equipment, Standards and
Testing, Final Report (hereinafter “Academic Final Report”) at Chapter 11, attached at Appendix F, for more
detailed descriptions.
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Memory cards: The Premier system relies on mermory cards as the major
avenue of communication between the GEMS server and the polling places. In
counties using either DREs or optical scan machines, memory cards are encoded
with ballot types at a board of elections office and sent to each polling place in the
county for poll workers to configure the machines at the polling place. In some
less populated counties, the DREs are delivered to the polling place with memaory
cards installed and with tamper-evident tape placed over each memory card to
prevent its removal until the DRE is returned to the board or until the closing of
the polling place. After polling places are closed, the ballots cast on either the
DRE or optical scan voting machine are stored on the memory card, which is
returned to the board of elections office and from which the GEMS server tallies
the votes.
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s  FEleetion Media Processor (EMP): The EMP is hardware and software used
to communicate with GEMS and to interface with memory cards. Premier offers
the EMP to efficiently encode and read memory cards. This device can read
multiple memory cards in parallel.

¢  Verdasys Digital Guardian: Digital Guardian is additional third party
software intended to enhance the security of the GEMS server. Because of
previous security studies on the Premier voting system, the State of Ohio requires
Premier to include the Digital Guardian software.

Components at Polling Places
The following components are used at polling locations on Election Day.

s AccuVote-TSX: The TSX is a touchscreen DRE, which includes a VVPAT
printer unit to create a verifiable paper record of the voter’s selections.
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PCMCIA Memory Cards: See previous description of memory cards above.

PCMCIA Memory

Voter Access Cards and Supervisor Cards: In counties using the TSX
DRE machines, when a voter appears at a polling location to vote, the voter
receives a Voter Access Card, which allows the voter to cast a single ballot. Upon
reaching the TSX, the voter inserts the card into the machine and follows the on-
screen instructions to cast a ballot. After the ballot has been cast and stored on
the TSX and memory card, the TSX re-programs the Voter Access Card so that it
cannot be used until re-encoded. Supervisor cards are given to the poll workers
and are used to open and close the voting machines on Election Day.

Voter

AccuVote O8: The AV-0OS Precinct Count is Premier’s precinet optical scanner
for use in each polling place or at a board of elections office. When a voter arrives
at a polling place o vote, he or she marks an optical scan ballot with a marking
device, such as a pen or pencil. When finished, the voter inserts the ballot into
the AV-0S optical scan machine. The voter is given the chance to reject and
retrieve the ballot (such as in the case of an overvote) or to accept the ballot as
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voted. The ballots move from the scanner to a locked box in the base of the
scanner. After the polling place closes, poll workers print an election summary
off of the AV-0S. Poll workers transfer the AV-0OS memory card, defined below,

to the board of elections office for vote tabulating using EMPs and/or the GEMS
server.

s AccuVeotle OS Memory Card: On Election Day, AV-0S machines are
configured by inserting memory cards that were encoded at the board of elections
office. The AV-OS memory card stores the ballot images of the optical scan
ballots scanned by the AV-OS on Election Day. After the polling place closes, poll

workers transfer the AV-OS memory eard to the board of elections office for vote
tabulation.

PCMCIA Memary r Voting System

Physical Access Testing

Premier performed “poorly” in the physical access testing hecause MicroSolved was able
to introduce malware into the system by various methods. MicroSolved concluded: “for
devices whose intended deployments are to be public-facing and whose purpose is to
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serve a critical function such as government elections, the systems seemed woefully
inadequate from physical attacks.” (Technical Manager’s Report, Premier, at 12.)

MicroSolved described the following security vulnerabilities resulting from its physical
access penetration testing:

s At the precinct level, locks on the optical scanners and ballot storage/sorting
bins were “easily circumvented” using common lock picking tools. (Id. at12.)

+ The keys to the physical locks of several devices, including keys to DREs, are
not unique and easily obtainable, which could expose many systems to
tampering, (Id.)

s Physical attacks on the DRE unit were identified that would cause the unit to
hoot into administrative mode, in which an unauthorized individual could gain
access to reconfigure the DRE device, change election settings, and delete
electronic ballot results previously cast on the voting machine under the
individual’s eontrol. Additionally, security protections on the power button and
primary memory slof could be “easily circumvented.” (Id.)

s The tamper seals on the DRE unit could be manipulated to make it appear as
if tampering has occurred, even if tampering has not occurred. Threat agents
working in teams could therefore create general chaos in the election process and
disrupt public confidence in an election. (Id.)

¢ The GEMS server and connected EMP workstations that were operated at the
board of elections’ offices were discovered to be “poorly configured” and “poorly
protected against physical aceess attacks,” which could allow unauthorized
individuals to deploy malware or other malicious code if given access o the
system, even for a short period of time. (Id. at 13.) For example, the EMP
workstations tested did not have anti-virus software installed, and the anti-virus
software installed on the GEMS server had not been updated in approximately
two years.

» The protections offered by the Digital Guardian security tool, a security
program developed specifically for the GEMS server in Ohio and which is
installed to overcome already known weaknesses publicly identified in other
tests, are “easily circumvented.” (Jd. at 13.) The Digital Guardian application is
not configured to enforce many of the rules for which itis programmed. For
example, instead of actually blocking user actions recognized as malicious, Digital
Guardian simply alerts the user that the actions have been detected but allows the
actions to oceur.

s Password policies on the EMP workstations and GEMS server are not in
compliance with industry standards and are vulnerable to simple attacks by
deciphering the password. (Id. at 13-14.)

s Because the Premier system does not serialize optical scan ballots, the ballots
are not unique, and optical scan ballots could be re-processed through the optical
scanner a second time without notice. (Id. at 14.)
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Network and Communications Access Testing

The Premier system performed “well” in the network and commuuication access testing.
Manipulation of the communications streams and network traffic failed to discover any
significant vulnerabilities. (Technical Manager's Report, Premier, at 11.) However,
MicroSolved did discover weaknesses in the protection mechanisms installed on the
GEMS server. For example, MicroSolved identified a vulnerability in the firewall
software used to protect the GEMS that allows unauthorized individuals to exploit the
GEMS server. As in the physical access testing, MicroSolved also identified poor
password policies. These weaknesses expose the GEMS server to network compromise
from the EMP workstation or other network devices by an unauthorized individual or
malware. (Id. at 11, 14-15.)

File Systems Access Testing

The Premier system performed “poorly” in the file systems testing. Several components
were found to be vulnerable to input manipulation attacks that could introduce arbitrary
code into the system. (Technical Manager’s Report, Premier, at 11, 15.) For example,
MicroSolved was able to boot a DRE voting machine into administrative mode based on
the data on a memory card inserted into the machine. MicroSelved also identified a
“plethora” of buffer overflow exploits. (Id. at 15.) Buffer overflow occurs by writing
outside the bounds of a block of allocated memory and can corrupt data, crash the
program, or cause the execution of malicious code. (Id. at 21.) Finally, MicroSolved
found ways that unauthorized individuals could manipulate files processed by the EMP
workstations connected to the GEMS server at a board of elections to cause the server
tabulating votes to report precincts having been counted but the votes from the precinct
were not actually added to the tally of the results. (Jd. at 16.)

Baseline Comparison

Premier scored a “zero” on its twelve-step baseline comparison framework — that is, the
Premier voting system failed to meet any of the twelve basie best practices requirements.
(Technical Manager’s Report, Premier, at 17-19.)

ES&S

MicroSolved concluded that the ES&S voting system performed “poorly” in the physical
access and file system access testing. However, ES&S performed “medium” in the
network and communications access testing. (Technical Manager’s Report, ES&S, at 9-
10.)

Description of the ES&S Voting System

ES&S voting systems are used in 39 Ohio counties — 11 counties utilize the ES&S DRE as
the primary voting machine, while 28 counties use ES&S’s precinet count optical scanner
as the primary voting machine. To better understand the findings included in this
report, the relevant components of the ES&S system are described below.” The
photographs are courtesy of the Academic research teams.

7 Please refer to the Academic Final Report at Chapter 5, attached at Appendix F, for more detailed
deseriptions.
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Components at the Boards of Elections Offices
The following components reside at county boards of elections offices.

e Unity: Unity is the election management software for the ES&S system and is
responsible for running all elections processes. Unity is a suite of software that
creates ballot definitions, programs memory cards, and tallies votes after an
election.

s  Model 650: The M650 is a centralized high-speed optical ballot scanner and
counter intended for use at boards of elections offices.

Componenis at Polling Places
The following components are used at polling locations on Election Day.

s iVotronice: The iVotronic is the DRE touchscreen voting machine. All iVotronic
machines used in Ohio include a VVPAT printer unit, which creates a physical
copy of a cast ballot on thermal paper. The VVPAT records individual touches on
the screen, including changes in a vote but does not create a summary of a voter’s
ballot at the end of the voting process like the Premier TSX DRE does. Voter
verification must oceur as the voter votes on each selection.
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Personalized Electronic Ballot (PEB): The PEB is a palm-sized hardware
token that also stores ballot definitions for and records election results from an
iVotronic DRE voting machine. In counties using the iVotronic DRE as the
primary voting machine, boards of elections load each PEB with ballot types.
One FEB for each precinet is chosen as the master PEB, and the others are
referred to as supervisor PEBs. On Election Day, the master PEB opens and
closes each iVotronic DRE. When a voter arrives at a polling location to vote, a
poll worker inserts his or her supervisor PEB containing the ballot images into
the iVotronic. The poll worker then removes the supervisor PEB, and the voter
votes, The vote is recorded internally in the iVotronic and in a compact flash
memory card contained in each machine. When the polling place closes, a poll
worker inserts the master PEB into each of the iVotronic DREs in the precinet so
that the single master PEB can collect and store the votes for all DREs in the
precinet. The flash cards from each machine and the master PEB from each
preeinct are then returned to the board of elections office for tabulating the votes.

ES&S Personalized Electronic Baliot (PEB) for the iVotronic DRE Voting Machine
{compared to the size of a quarter coin)
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Flash Memory Cards: The flash memory cards are used for various iVotronic
DRE election functions, including updating its software and recording votes.
Before each election, a flash card is programmed and inserted into each
iVotronic. After an election, the memory cards provide an additional way to tally
votes.

Flash Memory Card for iVolronic DRE Voting Machine
{compared to the size of a quarter coin)

Model 100: The M100 is the ES&S precinct-based optical ballot scanner.
Before an election, the Mioo is programmed by a prepared PCMCIA memory
card to allow the machine to read the polling location’s ballots. When a voter
arrives at the polling location io vote, the voter is given an optical scan ballot.
After marking his or her selections on the optical scan ballot, the voter inserts the
ballot into the M1oo optical scanner. The voter is given the chance to reject and
retrieve the ballot (such as in the case of an overvote) or accept the ballof as
voted. The M100 keeps a running tally of votes internally and on a PCMCIA
memory card. After the polling place closes, the PCMCIA card is removed and
the locked ballot box contained in the base of the scanner is removed. The
PCMCIA cards and the ballot boxes are transported to the board of elections
office for tabulating the vote.

PCMCIA memory cards: The M10o optical scan voting machines use
PCMCIA flash storage memory cards encoded with ballet types from the Unity
software operated at the board of elections office. Before an election,
appropriately-encoded PCMCIA cards are inserted into an Mioco to be used at a
polling location. The M100 reads proper election definitions from the prepared
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PCMCIA card when the ballot is scanned into the machine. After an election, the
PCMCIA card is removed from the Mioo at the precinet and transported to the
board of elections office for tabulating the votes.

PCMCIA Memory Card for M100 Optical Seanner (compared o the size of a quarter)

*  AutoMARK: The AutoMARK is a combination scanner/printer used by a voler
— typically a voter with disabilities. The AutoMark allows touchscreen voting but
uses a pre-printed ballot that contains a bar code. When an unvoted ballot is
inserted into an AutoMARK machine, the machine reads the ballot’s bar code and
identifies the ballot type, allowing the voter to vote by touching the sereen and
marking the voter’s selections onto the blank ballot. When a voter finishes
voting, the ballot is ejected as marked for the voter to place the ballot into a ballot
box or to insert the voted ballot into an optical scan machine.

Physical Access Testing

The ES&S system performed “poorly” in the physical access testing because physical
access to many of the system components could be used to “cause availability issues,”
making voting machines inoperable to “attack the integrity of the elections data and
process and introduce chaos in the elections process.” (Technical Manager's Report,
ES&S, atg.)

MicroSolved described the following security vulnerabilities resulting from its physical
access penetration testing:

» At the precinct level, the Automark — an ES&S electronic ballot printing
device that does not tabulate votes, but rather prints voter’s decisions on a pre-
printed optical scan ballot — could be easily compromised to allow an
unauthorized individual to introduce malware into the system and affect how
ballots are marked. The effects of this attack, however, may be minimal, as a
voter is able to visually detect any errors on the ballot prior to inserting the ballot
in the optical scanner or submitting it for counting. Nonetheless, an attacker
could introduce malware into the Automark that is transferred to a memory card
that at some point is reloaded into the Unity server operated at the board of
elections. (Id, at 10-11.)
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s ES&S precinet optical scanner, the M100, is susceptible to attacks at the
polling location that could affect election integrity. First, a simple physical
manipulation of the machine could result in it performing its poll closing
function. As a result, an unauthorized individual could delete records of votes by
zeroing out the vote totals. Second, an unauthorized individual with physical
access to memory cards could prevent some or all scanned ballots from being
recorded to the memory card for an M100 optical scan machine. MicroSolved
determined it “likely” that unless there is close serutiny or a recount of the
precinct using the paper tapes and the actual ballots for a machine, the attack
would go undetected. (Jd. at11.)

s Physical battering of a DRE by a voter at the precinet could easily cause the
voting machine to have to be rebooted, causing delays and confusion during the
voting process. {(Id. at 11.)

® At the board of elections level, there are “critical weaknesses” in the security
configurations of the computers running the Unity software, (Id. at 11.)
MicroSolved concluded: “the computers hosting the software failed to be secured
from physical attack in even the basic ways,” and unauthorized individuals could
leverage these security weaknesses to introduce malware or compromise
elections data. (Jd. at 11.)

e The server and workstation lacked proper password policies, anti-virus
software, and basic mechanisms for managing the integrity and security of the
system. (Id. at 11-12.)

Network and Communications Access Testing

ES&S performed “slightly better” in the network and communications access phase of
the penetration testing by scoring a “medium.” (Jd. at 10, 12.) However, problems
remained in the equipment used in the precincts and at boards of elections. MicroSolved
identified the following security vulnerabilities in its network and communications
access phase:

¢ The DRE units showed a valnerability in the printer conneetion where
unauthorized individuals could easily connect their own device to the VVPAT
printer and print their own results or rewind the paper tape to print over the
existing voter records. (Id. at12.)

» At the board of elections office, network attacks against the Unity server’s
Windows 2003 storage server and the Windows XP workstation proved possible,
which would allow an unauthorized individual access to the server’s network to
compromise election data. Lack of firewalls on the PC devices, poor password
and configuration policies, and the availability of unneeded services contribute to
the identified risk. MicroSolved concluded: “Tt would be easy for an attacker
who gains network access to compromise one or both of the computers and
introduce malware to the system to alter voting data over time or outright destroy
the software,” {Id. at12.)
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File Systems Access Testing

The ES&S system performed “poorly” under the file systems testing. Several
vulnerabilities on system components used at precinets and boards of elections could be
used to introduce malware 1o the compenents. {Technical Manager’s Report, ES&S, at
10, 12.) MicroSolved identified the following security weaknesses in the file system
testing:

e At the precinet level, the interaction of the DRE units with their memory
cards proved to be “extremely vulnerable.” (Id. at 12-13) MicroSolved was able
to cause a DRE to crash by tampering with a memory card, which could cause an
unauthorized individual to introduce malware into the DRE component or its
memory card and transfer illicit code to the Unity server. While aceess to
memory cards is protected with tamper seals, MicroSolved found the seals were
“easily circumvented.” (Id. at 13.}

s At the hoard of elections level, more “critical vulnerabilities” were identified.
(Id.) For example, “fuzzing” — a software testing technique that consists of
finding implementation bugs using malformed data injection in an automated
fashion — of a certain file of ES&S's central count optical scan machine, the
més50, caused errors in the tabulation mechanism, which could be used to
manipulate the vote count in the tabulation process. The Unity software also
showed several areas of exposure to file fuzzing and input formatting attacks.
According to MieroSolved, “[bly leveraging these vulnerabilities through either
direct access or through malware, an attacker is likely to be able to damage the
software or influence its proper operation and handling of vote data.” (Id.)

¢ By using simple network applications, MicroSolved was able to reveal
sensitive data hard coded in the software. Unauthorized individuals could use
this information to design malware or compromise the software. (Id.)

» A mechanism exists in the Unity software for a user to arbitrarily edit vote
totals. (Id.)

Baseline Comparison
ES&S scorved a “one” on the twelve-step baseline comparison framework - that is, the
ES&S voting system failed to meet eleven of the twelve basic best practices requirements.
(Id. at 15-16.)
Hayrt InterCivie
The Hart InterCivic voting systern performed “poorly” in the physical access testing and
the file system access testing. The system performed “intermediate” in the network and
communications access testing. (Technical Manager’s Report, Hart, at 9-10.)

Description of the Hart InterCivie Voting System

The Hart voting system used in Ohio is a combination of DRE and optical scan
components and is used in 2 Ohio counties. To better understand the findings included
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in this report, the relevant components of the Hart system are described below.8 The
photographs are courtesy of the Academic research teams.

Components at County Boards of Elections Offices

The fellowing components reside at county board of elections offices.

BOSS: The Rallot Origination Software Systems is the Hart software used to set
up an election, inctuding defining the ballot for each precinet. BOSS exports
election data to MBBs, described below, which transport the ballot definitions to
each polling location.

Tally: Tally is the Hart software that tabulates the votes in an election. After
polling places close, MBBs from each precinet are delivered to the board office
and loaded into the server for Tally to tabulate and generate reports of the
election results.

Components at Polling Places

The following components are used at polling locations on Election Day.

MEBB: A Mobile Ballot Box is a PCMCIA card that stores ballot definitions and
vote results. MBBs are the primary means of transmitting election data between
a polling place and the board of elections. Before an election, ballot definitions
are transmitted from BOSS to an MBR. MBBs are then installed into the JBC,
described below, and also into eScan devices, described below, and tamper-sealed
into these machines. The MBBs may also be transported to the polling locations
for installation onsite at each precinct. After polling places close, MBBs from the
JBC and eScan units are transported back to the board of elections for tabulating
votes.

8Please refer to the Academic Final Report at Chapter 17, attached at Appendix F, for more detailed
descriptions,
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JBC: The Judge’s Booth Controller is a console that controls access to all the
Hart DREs (eSlates, described below) at a polling location. The JBC can be
connected to up to twelve Hart DRE voting machines. The JBC generates voter
access codes, distributes ballot configuration to the eSlates, records votes, and
stores eSlate ballots to internal memory. MBBs are also inserted into a JBC to
store ballots. On Election Day, poll workers start the JBC by entering a
password. After an election, the MBBs from the JBC are transported to the board
of elections for tabulating votes.

Judges Booth Controtier for DRE eSlate Voting Machines

eSlate: The eSlate is a DRE voting unit used in a Hart-run precinct — typically
for voters with disabilities, When a voter arrives at a polling loeation to vote on
the eSlate, the voter proceeds to the poll worker staffing the JBC. Each voter
receives a 4-digit access code. The voter proceeds to the eSlate where he or she
enters the code and votes according to the instruetions. At the close of the
election, poll workers enter a password into the JBC to close the polls and the
eSlate machines. The MBB from each JBC is transported to the board of
elections for vote tabulation.
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Hart eSiate DRE Voting Machine

¢ eScan: The eSecan is Hart's precinet-based optical ballot scanner. The eSean
scans and tabulates optical scan ballots and contains an MBB used to store
tabulated vote results. Before an election, ballot definitions are transmitted to
the eScan through an MBB. On Election Day, poll workers activate the eScan by
entering a password. During an election, voters complete an optical sean ballot
and insert it into the eScan machine. The voter is given the chance to reject and
retrieve the ballot (such as in the case of an overvote) or accept the ballot as
voted. After the polling places close, poll workers enter a password into the
eScan to close the machines and prevent further voting. The MBB from the unit
is transported to the board of elections for vote tabulation.

art eScan
Physical Access Testing

The Hart system performed “poorly” in the physical access testing because physical
access to the optical scanner device and the two computer systems hosting the Hart
software was “tantamount to complete cormpromise of the system.” {Technical
Manager’s Report, Hart, at 9.) MicroSolved identified the following security issues in the
physical access testing:

» At the precinct level, the DRE voting units and Judges Booth Controller unit
at the precinct level are “quite resistant to physical attack. . . . The team could not
identify a way to circumvent the operating modes of these units or achieve access
to their underlying operating systems.” {Id. at 11.)

» Physical attacks against the Judges Booth Controller led to the discovery of a
potential problem with the generation of voter access cards, which could allow an
unauthorized individual to vote multiple times using the DRE device. (Id.)

e Compromise of the precinct optical scanner can be “easily gained.” An
unauthorized individual with sufficient knowledge could “easily overcome the
tamper seals and either modify or replace the operating system files or memory
card.” (Jd.) Highly resourced individuals could then introduce malware that
could affect the integrity of the election.
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» The ballot box on the optical scanner was easily unlocked using common lock
picking techniques, which would allow unauthorized individuals to access voted
ballots. (Id. at 12.)

s The security of the PCMCIA memory cards used to carry the elections data
hetween the precinets and the board of elections is “inadequate.” (Id. at12.)
Unauthorized individuals who gain access to the memory cards can easily tamper
with the data and affect election integrity.

= At the board of elections level, both computers used with the Hart voting
system were “easily compromised.” (Id.) Unauthorized individuals could “easily
circumvent” any existing protections. (Jd.)

Network and Communications Access Testing

The Hart system performed “intermediate” during these tests because exploitation of the
optical scanner was not proven possible. (Id. at 10.} However, MiecroSolved identified
the optical scanner as running insecure services. In addition, the network connection
used to transfer elections data between software components was found to be improperly
transferring data in text without encryption, and the computers hosting the software
were found to be “easily compromised” through deciphering passwords. (Id.)

File Systems Access Testing

The Hart system performed “poorly” in the file systems access testing because
unauthorized individuals could gain access to the memory cards and “easily tamper” core
voting data. (Id. at 10.) MicroSolved identified two critical risks:

» The database storing election data is unencrypted. Unauthorized individuals
could therefore gain access to election data. Unless auditing is performed against
the paper tapes, this would likely go undetected. (Jd. at13.)

e  System software allows editing of election results. While editing is logged, the
logs could be missed or deleted by an unauthorized individual. (Id.}

Baseline Comparison
Hart scored a “zero” on the twelve-step baseline comparison framework — that is, the
Hart InterCivie voting system failed to meet any of the twelve basic best practices
requirements. (Id. at 14-16.)
Suggested Improvements: All Voting Sysiems

MicroSolved reported three suggestions for improvement:

o First, all parties, including voting machine manufacturers, must “embrace
industry standard best practices” and election officials must “enforce them
through technology, policy and process and education.” (Project Executive
Summary Report at 11.)
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° Second, the voting manufacturers must proceed to “deploy proper integrity
controls such as anti-virus software, firewalls, encryption and deeper techniques
such as proper bounds cheeking on inputs and other security programming
standards.” (Id.) Additionally, the secretary of state must implement use of the
Digital Guardian security tool on all voting systems and ensure that the tool is
correctly configured.

»  Third, the voting machine manufacturers must “undertake a systemic
approach to mitigating the identified vulnerabilities in the system.” (Id.)
MicroSolved concluded: “Each issue mitigated by the vendor greatly reduces the
amount of risk management that must be transferred to the counties by policy
and process controls. Given the lack of resources many of the counties face, this
is likely to have significant impact on the entire election process.” (Technical
Manager’s Report, Premier, at 17.) The specific security vulnerabilities identified
by MicroSolved are listed in its Technical Details Report for each system, which is
attached at Appendix E.

Summary of Boards of Elections Officials’ Review of MicroSolved’s Findings
on the Security Assessment of the State’s Voting Svstems

Two Republicans and one Democrat boards of elections officials reviewed MicroSolved’s
findings on the security of Ohio’s three voting systems. All three of these officials utilize
the Premier DRE voting system in their respective counties. In addition to the elections
officials, the review group consisted of three secretary of state employees — a facilitator,
an attorney, and a “seribe.” A “Capsule Summary Statement” of the elections officials’
review is provided below, basically as prepared by the “scribe,” along with a table
summarizing this boards of elections review team’s standardized evaluation of
MicroSolved's findings.

Capsule Summary Statement by Boards of Elections Teams Reviewing

MicroSolved’s Findings

Executive Summary (All Systems): Group Summary Statement

¢ The report is useful, but the summary table is vague. The report is useful in that
it can start the conversation, but one does not know if the poll worker or any
other unauthorized individual could emulate one of the security attacks. As
election officials, we can now go back and re-evaluate what is being done in our
office. However, we can see where some of these security attacks could happen —
for instance, we can see where the use of generic log accounts allow unidentified
users to access the Premier GEMS server.,

Premier Report: Summary Statement

o The overriding theme in all of the MicroSolved reports is that Ohio needs to have
statewide written procedures for security. Basic updates to Windows, such as
patches certified from Windows, must be allowed without having to go through
the Board of Voting Machine Examiners. The voting machine manufacturers
must update the software or hardware for the voting systems.
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While written procedures are needed in all 88 counties, the state needs to take
into consideration that every board of elections is different. Statewide
procedures should take into aceount that in one county there may be two
employees, and only one may work on voting equipment or the server. In other
eounties, however, there may be many employees, and neither the Director or
Deputy Director operates the voting equipment or server.

While gaining access to change vote totals is necessary and provided for in Ohio
election law, there should be an audit log demonstrating when and if this oceurs.
Server software should not allow its databases to be opened through a Windows

program without having the server software open.

The reports were very thorough, and brought up new topies to start the
conversation.

ES&S Reports: Group Summary Statement

s The boards of elections officials could relate to this report more than the Hart
report. MicroSelved found more problems with the ES&S machines but clarified
their statements and gave good explanations. The findings in the reports are
“scary,” but the report is “very good.”

Hart Reports: Group Summary Statement

= The group felt that the report gave good, quality answers, but the group did not
feel that every hypothetical security attack was possible. However, the report
presented a problem and a corresponding solution, which is what the boards of
election officials were seeking.

Summary Table of Standardized Evaluations

Average Commercial Security Report Quality Ratings by Election Officials

Executive
Quality Seale Summary ES&S Hart  Premier
Data 1-3 2.3 2.7 2.3 3.0
Claims 1-3 2.3 2.7 2.3 2.3
Warrants 1-4 3.0 3.0 3.0 3.7
Coherence 1~4 3.7 4.0 3.7 4.0
Overall 1-5 4.3 4.7 4.3 4.3

Note. This table represents the average ratings of three election officials.

Report Quality Rating Scales

Scale Dimension Measured
Data Conclusions were based on and supported by data.
Claims  Claims were clear, consistent, feasible, and related to solutions
Warrants  Arguments were reliable, trustworthy, and logical
Coherence Material was integrated and contained sufficient context
Overall  Overall report gquality from failing to excellent
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University Research Teams

The Academic researchers performed source code analysis and “red-team” testing of the
Premier, ES&S, and Hart voting systems. Because the ES&S voting system has not yet
been the subject of a detailed security review, a team of faculty and graduate students at
the University of Penmsylvania focused on a source code analysis of the ES&S voting
system, and a collection of security consultants at Webwise Security, Inc., supported by
two experts from the University of California at Santa Barbara, focused on the red-
teaming exercises on the ES&S voting equipment. A team of faculty, graduate students,
and one consultant at the Pennsylvania State University focused on the source code
analysis and red team testing of the Hart and Premier voting systems. The Hart and
Premier voting systems have been the subjects of previous security reviews conducted
outside of the State of Chio.

Parallel to MicroSolved’s review, the Academic research teams attempted to assess the
security of the voting systems used in Ohio and identify procedures that may eliminate
or mitigate discovered issues. The Academic teams concluded: “All of the studied
systems possess critical security failures that render their technical controls insufficient
o guarantee a trustworthy election.” (EVEREST: Evaluation and Validation of Election-
Related Equipment, Standards and Testing, Final Report {hereinafter “Academic Final
Report”) at 3.} Further, the researchers found that “such flaws mandate fundamental
and broad reengineering before the technical protections can approach the goal of
guaranteeing trustworthy elections.” (Id. at 4.)

The Academic teams created one Academic Final Report — consisting of 316 pages —
outlining the methods and results of their review. The Academic Final Report is divided
inte five parts. Part I provides an executive overview of findings, a broad deseription of
the evaluation structure — including a “threat model” used to structure the evaluation of
voting machine security for all three systems ~ activities, and limitations, and it
identifies the security features of the three voting systems. Parts 2 through 4 detail each
voting systems’ evaluation. Part 5 contains reference appendices providing supporting
technical and testing procedure information. Much of Part 5 is redacted in the Appendix
to protect voting systems currently in use from being abused or penetrated. This
Secretary’s Report briefly explains the Academic teams’ methods and findings. The
complete Academic Report is attached at Appendix F.

Method

The first step in the Academic security analysis was to define the “threat model.” Similar
to that used by MicroSelved, the research teams’ threat model describes (1) the goals an
“attacker” might have, (2) the types of attackers that might attempt to attack the system,
and (3) the capabilities available to each type of attacker. {Jd. at11.)

s Attacker Goals: The researchers first identified the possible “attacker” goals:
o Producing incorrect vote counts

o Blocking some or all voters from voting
o Casting doubt on the legitimacy of the election results
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Delaying the results of the election from becoming known, or
Violating the secrecy of the ballot.

s Potential Attackers: The researchers’ model then considered the following
broad classes of attackers:

o]

s}

Qutsiders: Outsiders have no special access to any voting equipment,
other than attacks based on equipment connected to the internet or
breaking into storage facilities to tamper with voting equipment.

Voters: Voters have limited and partially supervised access to voling
systems during the process of casting their votes.

Poll workers: Poll workers have extensive access to polling place
equipment, including management of the voting equipment, before,
during, and after voting.

Election officials: Election officials have extensive access to the
election management systems and the voting equipment. If election
officials have unsupervised access to the systems, the integrity of those
systems is provided purely by the integrity and honesty of the election
officials.

Vendor employees: Vendor employees have access to the hardware
and souree code of the system during development and also assist election
officials. Some vendors use third-party maintenance and Election Day
support whose employees are not tightly regulated.

» Types of Attacks: The researchers categorized the severity of attacks along the
following dimensions:

O

Detectable vs. Undetectable: Some attacks are undetectable, while
others are detected in principle but unlikely to be detected unless certain
election processes or procedures are routinely followed. An undetectable
threat is especially severe and high priority, as the public could never be
certain that the election results were not corrupted by undetected
tampering.

Recoverable vs, Unrecoverable: If an attack is detected, there is
often a way to recover, In contrast, some attacks can be detected, but
there may be no good recovery strategy. Attacks that are detectable but
not recoverable are serious, although not as serious as undetectable
attacks. The researchers presumed that most elections will not be subject
to attack, and the ability to verify that any particular election was not
attacked is valuable.

Prevention vs. Detection: The researchers presumed that voting
systems are designed as a tradeoff between prevention and detection of
security attacks. Designing a voting system to prevent attack entirely may
not be possible so an attractive alternative is to design mechanisms to
detect attacks and recover from them.
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o Wholesale vs. Retail: The researchers attempted to distinguish attacks
that attempt to tamper with many votes {a “wholesale” attack) from
attacks that attempt to tamper with only a few votes (a “vetail” attack),

o Casual vs. Sophisticated: The researchers presumed that some
attacks require little technical knowledge or sophistication, and, in
contrast, other attacks require deep technical knowledge, specialized skill,
or advance planning. The researchers studied both sophisticated attacks
and casual, low-tech attacks.

Judgments about the probability of an attack or the impact on the election were specified
in the report as outside the scope of the researchers’ review.

After creating the threat model, the Academic researchers reviewed Ohio’s election
procedures. Election procedures are best practices, typically mandated by a county
hoard of elections or the secretary of state to ensure that an election is carried out
securely and correctly. Procedures are often as important as the technical security
features of the election system. However, the researchers also presumed that given the
human involvement in procedures, any procedure, no matter how well-crafted should be
viewed as an “imperfect mitigation.” (Id. at 23.) Therefore, those setting procedures
should carefully consider what happens when procedures are not followed.

Findings
Summary

The Academic researchers identified four “eritical failures in design and
implementation” of all three voting systems. (Id. at 3.)

* Insufficient Security: The voling systems uniformly “failed to adequately
address important threats against election data and processes,” including a
“failure to adequately defend an election from insiders, to prevent virally infected
software . . . and o ensure cast votes are appropriately protected and accurately
counted.” (Id.)

»  Security Technology: The voting systems allow the “pervasive mis-application
of security techmnology,” including failure to follow “standard and well-known
practices for the use of cryptography, key and password management, and
security hardware.” (Id.)

o Auditing: The voting systems exhibit “a visible lack of trustworthy auditing
capability,” resulting in difficulty discovering when a security attack occurs or
how to isolate or recover from an attack when detected. (Id.)

s Software Maintenance: The voling systems’ software maintenance practices
are “deeply flawed,” leading to “fragile software in which exploitable crashes,
lockups, and failures are common in normal use.” (Id.)

The Academic teams were able to provide a number of procedures that may mitigate or
completely address identified security issues. However, in many cases, the teams could



63
38

not identify any practical procedures that will adequately address the security
limitations. {Jd.)

Specific Results: Source Code Analysis and Red Team (Penetration) Testing

ES&S

The Academic researchers concluded that the central server and software and the
precinct-based components, both DRE and optical scan voting machines (i.e., the ES&S
Unity Election Management System {EMS), iVotronic DRE and M1oo optieal scan
systems) “lack the fundamental technical controls necessary to guarantee a trustworthy
election under operational conditions.” (Id. at 29.) The researchers discovered
“exploitable vulnerabilities” that allowed even persons with limited access — such as
voters or poll workers — to compromise voting machines and election results, or to inject
and spread software viruses into the central election management system. (Id.)
Academic researchers concluded that these vulnerabilities arise from the following
“pervasive, critical failures™

« Failure to protect election data and software

s Failure to effectively control access to election operations

e Faijlure to correctlv implement security mechanisms

» Failure to follow standard software and security engineering practices

Id.)

Given that this was the first in-depth security analysis of the ES&S system, the Academic
researchers concluded:

We believe the issues reported in this study represent
practical threats to ES&S-based elections as they are
conducted in Ohio. It may in some cases be passible to
construet procedural safeguards that partially mitigate
some of the individual vulnerabilities reported here.
However, taken as a whole, the security failures in the
ES&S system are of a magnitude and depth that, absent a
substantial re-engineering of the software itself, renders
procedural changes alone unlikely to meaningfully improve
security.

(Id. at 30.)

Because the security failures of the ES&S system are “severe and pervasive,” the
Academic research teams listed a voting system that uses only a centrally-counted optical
scan hardware as an alternative system that may eliminate many of the precinct-based
security attacks. (Id.)

Failure to Protect Election Data and Software
The researchers concluded that the firmware and configuration of the ES&S precinet

hardware can be “easily tampered with” at the polling place. (Fd. at 29.) Virtually every
piece of precinet hardware could be compromised without knowledge of passwords and
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without the use of any specialized proprietary hardware. (Id.) Some of the identified
vulnerabilities included:

s Poll workers or voters can re-calibrate the screen of an iVotronic to prevent
voting for certain candidates or to cause voter input for one candidate to be
recorded for another. The procedure for re-calibrating required about one
minute and is “largely indistinguishable from normal voter behavior.” (Id. at 50.)

»  Access to certain PEBs could allow unauthorized individuals to alter poll-closing
functions, such as the precinet’s reported vote tallies, and inject malicious code
that could be transferred from memory cards to other DREs and memory cards to
the board of elections’ central system or server. (Id. at 51.)

» The basic physical security features that protect precinct hardware ~ such as
locks and seals — are “ineffective” or “easily defeated.” (Id. at 52.) For example,
a primary mechanism for logging events on the iVotronic terminal is the RTAL
printer. However, the cable connecting the printer is readily accessible to a voter
and can be easily removed without tools or suspicious activity. (Id.)

¢ The Unity tallying system and the iVotronic terminal have “buffer overflow
software bugs” that allow unauthorized individuals who can provide input on a
removable storage media device, such as a PEB or memory card, to effectively
take control over the system. A buffer overflow in input processing is a common
type of programming error (that is, placing too much code in a memory-limited
space) that has been responsible for many security failures in modern computing.
(Id. at 53.) For example, the researchers experimentally proved that malicious
code could be injected at the precinet level to change the votes of both inattentive
voters and attentive voters monitoring the VVPAT. The researchers crafted a
malicious PEB that overflowed the memory buffer and introduced it into the
voting system. (Id. at 93-94.)

e Other identified vulnerabilities can be found in Chapters 7 and 9 of Appendix F.
Failure to Effectively Control Access to Election Operations

The researchers concluded that access to administrative and voter functions are
protected with “ineffective security mechanisms.” (Id. at 29.) Some of the identified
vulnerabilities include:

¢ The iVotronic's security mechanisms — such as passwords or firmware update
functions — are “ineffective,” as the researchers found several practical ways to
bypass each security mechanism and successfully replace or alter the iVotronic
firmware, without knowledge of passwords or breaking any seals, such as when
the polls are open. Any attack that compromises firmware is extremely serious,
as the firmware controls every aspect of the ballot presented to the voters, the
recorded votes, and the tally system. (Id. at 55.) For example, a firewall
alteration was experimentally proved to fake a voter into believing that his or her
vote was cast, although it was not. Seconds after the voter left the voting
machine, the machine returned to the confirmation page, which resulted in a
“fleeing voter” scenario, and the vote did not count. (Id. at 95-96.)
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s The Unity software runs on an off-the-shelf operating system and therefore is
“heavily dependent” on the local computing environment for its security. (Id. at
56.)

s Any person can load firmware into the M100 precinct optical scan with access to
a PCMCIA card slot. Tamper seals may protect the slot, but researchers found
that the seal may be bypassed. (Id. at 56.)

» The software or firmware of almost every major component can be altered or
replaced by input from the other components with which it communicates. (Id.
at 56.)

Failure to Correctly Implement Security Mechanisms

The researchers concluded that many of the most serious vulnerabilities in the ES&S
system arise from the incorrect use of security technologies such as cryptography. This
effectively neutralizes several basic security features, exposing the system and its data to
misuse or manipulation. (Id. at 29.) Some of the identified vulnerabilities include:

» The data on the Mioo PCMCIA cards — the removable storage devices used to
lIoad ballot definitions and firmware into the M100 and to report vote tallies back
to the Unity system at the board of elections office — are not cryptographically
protected. Therefore, an unauthorized individual can “easily” forge or modify
election results. (Id. at 57.)

e The iVotronic DRE uses cryptography to protect data on its removable storage
devices — the PEB and the CF card. However, errors in its implementation
render the protection “completely ineffective.,” (Id.}

Failure to Follow Standard Software and Security Engineering Practices

The researchers concluded that a root cause of the security and reliability issues present
in the system is the “visible lack of sound software and security engineering practices.”
(Id. at 29.) Examples include poor or unsafe coding practices, unclear or undefined
security goals, technology misuse, and poor maintenance. This general lack of quality
leads to a “buggy, unstable, and exploitable system.” (Id.)

The Academic review concluded that the Premier system “lacks the technical protections
necessary to guarantee a trustworthy election under operational conditions.” (Id. at
103.) Flaws in the system’s design, development, and processes lead a “broad spectrum
of issues that undermine the voting system’s security and reliability.” (Id.) These
vulnerabilities result in the following failures of Premier’s voting system:

s Failure to effectively protect vote integrity and privacy

Failure to protect eleetion from malicious insiders

Failure to validate and protect software

Failure to provide trustworthy auditing

Failure to follow standard software and security engineering practices.

e ® »
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The researchers’ findings were consistent with previous studies identifving
vulnerabilities with the Premier system, which were conducted as early as 2001. After
numerous reviews and new software and hardware upgrades, the researchers not only
discovered the same problems as reported earlier but uncovered new serious issues as
well. The researchers concluded: “[t]he review teams feel strongly that the continued
issues of security and quality are the result of deep systemic flaws. Thus, we agree with
previous analysis and observe that the safest avenue to trustworthy elections is to re-
engineer the Premier system to be secure by design.” (Jd. at 104.)

Failure To Effectively Protect Vote Integrity and Privacy/Failure to Protect
Elections From Malicious Insiders

The researchers identified numerous vulnerabilities that could allow an unauthorized
individual to “modify or replace ballot definitions, to change, miscount, or discard
completed votes, or to corrupt the tally processes.” (Id. at 103.) Furthermore, the
Premier system does not provide adequate protections to prevent that election officials
or vendor representatives do not manipulate the system or its data. (Id.) Some of the
identified vulnerabilities include;

e The methods used to protect the integrity and privacy of important election data
are circimventable. For example, the security protections on the memory cards
— which are the central device for storing and communicating election data — are
“ineffective” at preventing an unauthorized individual from viewing or modifying
the data held on the card. (Id. at 114.) The memory cards for the precinct optical
scan machine are completely “unprotected,” and the memory cards for the DRE,
the AV-TSX, while superficially protected by a “Data Key,” are not “adequately
protected.” (Id.) The result is that an unauthorized individual who gains access
to a memory card may modify elections results. The researchers experimentally
proved that, because the memory cards for the DRE machines are encrypted
using the same data key, a single compromised voting machine renders
vulnerable the results on all other memory cards in the county. (Id. at 160.)

s The precinct-based optical scan and DRE machines “failed” to meet the goal of
voter privacy, as the systems could be used in conjunction with poll books to
determine voter choices. (Id. at 114.)

¢ The databases on the Premier GEMS server are “largely unprotected and can be
freely accessed.” (Id.) For example, access to GEMS functionality is governed by
passwords that can be cracked using “standard password cracker tools.” (Id.)
Additionally, the audit logs, which provide an evidentiary trail of server usage,
are not authenticated and are prone to forgery or alteration. (Id. at 162-63.)

¢ The use of many standard security technologies are “deeply flawed.” (Id. at 113.)
For example, the creation, storage, and use of the cryptographic keys used in the
DRE and the GEMS server and connected EMP work stations to preserve the
secrecy and integrity of election data are “insufficient to ensure an attacker
cannot view or modify election data.” (Jd. at 115.) The Voter Card Encoders,
used to allow voters to cast individual ballots, are not protected by a PIN or other
security enhancement. Onee a Voter Card Encoder is enabled, no additional
security layer prevents unauthorized use to cast multiple ballots. (Id. at 171.)
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« The Digital Guardian software, installed on the GEMS server to address already
known security issues, is “circumventable” to render Digital Guardian inoperable
and remove its protections. (Id. at120.)

e  Other identified vulnerabilities can be found in Chapters 13, 14, and 15 of
Appendix F.

Failure to Validate and Protect Software / Failure to Follow Standard
Software and Security Engineering Practices

The researchers concluded that the Premier system makes only “limited and ineffective
attempts to validate the software running within the system.” (Id. at 103.) As a result,
an unauthorized individual may “exploit software and replace it with their own with little
fear of detection.” (Id.) For example, because the components of the Premier system
trust one another, a malicious GEMS server or DRE could crash an EMP. (Id. at 166.)

Additionally, errors in coding and design are concluded to be “widespread” in the
Premier system. (Id. at 117.) These issues could lead to “serious vulnerabilities” that can
affect the processes and accuracy of an election. (Id.) The researchers concluded that
errors in the coding of the Premier system can be attributed to: complexity of the system
components; lack of basic mechanisms to ensure integrity of the software; lack of
security practices appropriate for its system; and over-reliance on commercial off-the-
shelf software. (Id.)

Failure to Provide Trustworthy Auditing

The researchers concluded that the auditing capabilities of the Premier system are
“hmited,” {(Id, at 103.) The current auditing features are “vulnerable to a broad range of
attacks that can corrupt or erase logs of election activities,” resulting in a severe
limitation of election officials’ ability to detect and diagnose attacks. Moreover, because
the auditing features are generally unreliable, recovery from attack may in practice be
“enormously difficult or impossible.” (Id.)

Hart

The Academic researchers concluded that the Hart system “lacks the technical
protections necessary to guarantee a trustworthy election under operational conditions.”
(Id. at 197.) The vulnerabilities and features of the system work in concert to provide
“numerous opportunities to manipulate election outcomes or cast doubt on legitimate
election activities.” (Id.) These vulnerabilities result in the following failures of Hart's
voting system:

Failure to effectively protect election data integrity
Failure to eliminate or document unsafe functionality
Failure to protect election from malicious insiders
Failure to provide trustworthy auditing.

e ® @ @

The researchers concluded that their findings are consistent with those of previous
studies of the Hart voting system:
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The lack of protections leaves the system vulnerable. Thus,
the security of an election is almost entirely reliant on the
physical practices. The technical imitations of its design
further show that when those practices are not uniformly
followed, it will be difficult to determine if attacks
happened and what they were. Even when such attacks are
identified, it is unlikely that the resulting damage can be
contained and the public’s confidence in the accuracy and
fairness of the election restored.

(Id. at 198.)
Failure To Effectively Protect Election Data Integrity

The researchers concluded that virtually every ballot, vote, election result, and audit log
is “forgeable or otherwise manipulatable by an attacker with even brief access to the
voting systems.” {Id. at 197.) The reason is that the mechanisms that Hart uses to
protect data and software is frequently based on absent or flawed security models, The
researchers concluded that “in most cases these issues cannot be addressed via software
upgrades, but call for rethinking of both technical design and procedural practices.” (Id.
at 208.) Some of the identified vulnerabilities include:

¢ Much of the data security in the Hart system flows from the single 32-byte key.
The design of the Hart voting system therefore violates a basic isolation tenet of
security engineering: compromise of a single precinet provides materials to
compromise any precinct and election headquarters. If such compromise oceurs,
it will be impossible to identify which precinct is responsible for the attack. (Id.
at 208.)

¢ Hart's back-end or board office devices are networked to each other; however,
Hart provides no device-to-device commmunication security, exposing eritical data
to an unauthorized individual who could generate voter codes, upload firmware,
or erase voting or audit data. (Id. at 208-209.)

s The Hart software and firmware internal validity checks, where present, are
“ineffective” at detecting compromises. (Id. at 209.) For example, in the case of
the eScan (the precinct-based optical scanner), an unauthorized individual can
replace the entire firmware with unobserved access to the eScan for 60 seconds,
which would allow an unauthorized individual to completely alter election results
on the Mobile Ballot Box (MBB) and the PCMCIA card. (Jd.)

e Every authentication mechanism in the Hart system is “circumventable,”
including the hardware tokens, passwords, PIN numbers, and voter codes. (Id.)

#  (Other identified vulnerabilities can be found in Chapters 19, 20, and 21 of
Appendix F.
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Failure To Eliminate Or Document Unsafe Functionality

The researchers identified a number of largely undocumented features in the Hart
system that are “highly dangerous” in an election system. {Id. at 197.) The Hart system
consists of thousands of lines of code distributed over a large number of applications and
developed over a decade by various developers. A byproduct of this process is a “large
number of old, unused, and otherwise ‘orphaned’ features built into the software.” (Id.
at 210.) The researchers concluded that these features present a source of security
issues.

Failure Te Protect Election From *Malicious Insiders”

The researchers concluded that the protections in the Hart system that are intended to
prevent election officials and vendor representatives from using dangerous features or
medifying election data are “circumventable.” (Id. at 197.) Individuals with access to the
voting system can quickly recover critical systemn passwords, extract cryptographic keys,
and reproduce security hardware, which can ultimately “forge election data and
compromise nearly all of the Hart election equipment.” (Id.)

Failure To Provide Trustworthy Auditing

The researchers concluded the auditing capabilities of the Hart system are “limited.” (Id.
at 197.) The auditing features provided are “vulnerable to a broad range of attacks that
can corrupt or erase logs of election activities.” (Id.) This severely limits the ability of
election officials to detect and diagnose attacks.

Summary of Boards of Elections Officials’ Review of the Academic Research
Teams’ Findings on the Security Assessment of the State’s Voting Svstems

Two Democrats and one Republican boards of elections officials reviewed the Academic
research teams’ findings on the security of Ohio’s three voting systems. Two of these
officials utilize the Premier DRE voting system in their counties, while the third utilizes
the ES&S DRE voting system in his or her county. In addition to the elections officials,
the review group consisted of three secretary of state employees — a facilitator, an
attorney, and a “scribe.” A “Capsule Summary Statement” of the elections officials’
review is provided below, basically as prepared by the “scribe,” along with a table
summarizing this bodards of elections review team’s standardized evaluation of the
Academic teams’ findings.

the Academic Teams’ Findings

Part 1 of the Academic Report: Group Sununary Statement

Part 1 was well written and organized with a clear focus that generates an opinion. The
report is created within a logical framework. At this introductory stage, the BOE officials
posited that the report is generally based on pure supposition and bias. The BOE
officials stated that the information in the Executive Summary, Overview and Threat
Model was based on a variety of data intertwined with personal experience, finding that a
large amount of information was unsubstantiated and biased and that the report
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supported the biases of the authors in order to substantiate their claims. The BOE
officials agreed that the claims are presented in a specific manner with a consistent point
of view. Nonetheless, after reviewing Part 1, the BOE officials did not initially agree with
the report or the conclusions contained within the report.

There was concern about the following statement contained in the report: “Doubt is
often difficult to dispel. Lingering concerns often have a chilling effect on voters, and
tend to color unrelated legitimate activities as well. Such concerns may continue for
future elections.” (Academic Final Report at 16.) The BOE officials are concerned that
the authors of the study could be placed in the position to be an “attacker” of voting
systems. Therefore, they could have the ability to cast doubt on the election process,
which would have a devastating effect on the election process. One BOE official
expressed concern that the Academic reviewers appeared not to trust that election
officials would make every effort to conduct a fair and honest election.

Part 2 of the Academic Report on ES&S: Group Summary Statement

The BOE officials next reviewed the chapters of the Final Academic Report devoted to
ES&S. The BOE officials agreed that this information was extensive and well developed
but highly technical. The report contained numerous examples of security issues with
the ES&S system and their impact on the system and the election process. However, the
BOE officials believed they would have been able to gain a more accurate assessment if
the report included a peer review. The BOE officials discovered some diserepancies in
the use of footnotes. Additionally, the BOE officials’ most notable concern about the
report was that solutions to these security issues were not presented.

The BOE officials described the language in the report as “over-hyped.” For example, the
BOE officials highlighted the follow sentence: “additionally, the key blanks for a scanner
and ballot box key are easily duplicated, so a compromise of either key could affect
machines nation-wide.” {Academic Final Report at 73.) The BOE reviewers believed this
language illustrated a biased view of the authors. The BOE officials concluded that a
probability scale with a rating system of likely, unlikely and highly unlikely would have
been a useful tool for those reviewing the report. Overall, the BOE officials agreed the
report on ES&S rated between good and excellent, but the information was volumincus
in nature and difficult for a layperson to comprehend. After a review of the ES&S
section, the BOE officials did not agree with the information as presented in the report.

Part 3 of the Academic Report on Premier: Group Summary Statement

The BOE officials next reviewed and evaluated the sections of the Academic Final Report
devoted to the Premier voting system. The BOE officials concluded that these sections
lacked sufficient evidence relating to real-life situations in which an attacker could
circumvent the security of the voting system. Because the testing was completed in a
controlled-academic setting, the BOE officials gave some areas of the report less weight
and validity. The lack of performing these tests in real-life settings provided enough
skepticism to cause the BOE officials to question the outcomes as fact-based realities.
There was also a concern that the review team had a slightly higher bias toward Premier
than other systems. The BOE officials were unclear whether the prior reports on
Premier could be attributed to be the cause of this bias, or whether the review team
simply replicated experiments within the prior study with a few minor adjustments. For
example, the Academic researchers tested voter privacy by stacking ten hallots in the
ballot box. The BOE officials agreed that a proper sample for real-life application would
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be a test of 350 ballots.

The BOE officials believed the report had a clear and consistent point of view. However,
there were several inconsistencies within the report, as well as mechanieal errors. For
example, there were incorrect statements about the supervisor smart card. The BOE
officials agreed that the terminology created a mistrust of election officials by using the
term "malicious election officials.” The BOE officials felt this reference "planted seeds”
in the mind of the public to mistrust those who oversee elections. The report also
minimizes mitigation, allowing the problems with the voting systems to seem larger and
more complex. The lack of procedural mitigations offered was a disappointment for the
group. The BOE officials found the report gave more credibility to the problems than the
solution. Generally speaking, the BOE officials found that the report supports a certain
political spectrum that believes that all electronic voting equipment is unsafe and evil.

The amount of mechanical errors contained within the report caused the BOE officials to
question the validity of certain assertions, but it was not sufficient to compromise the
credibility of the report. The study is based on clinical testing with a limited view.

Part 4 of the Academic Report on Hart: Group Summary Statement

The BOE officials next reviewed and evaluated the sections of the Academic Final Report
devoted to the Hart voting system. The BOE officials concluded that the report was
written in a coherent fashion with scenarios that could be understood. The report
presented various problems that could affect any election with any voting system. The
problems stated throughout the report were not unique to the Hart system. The BOE
officials believe there were several test assessments that could have been performed with
punch cards and lever machines. There were some claims that BOE officials believed to
be outside the scope of real-world applications, and there were instances where the BOE
officials found that the data contradicted the researchers’ claims. The BOE officials
suggested that some logical conclusions were not presented as solutions. The flaws in
logic found by these BOE officials led them to concluded that these flaws created a
lingering doubt over the previously reviewed sections of the report relating to ES&S and
Premier.

However, the sections devoted to the Hart voting system suggested more evidence of
mitigation. In general, the BOE officials found this section of the report did offer
solutions that were feasible and reasonable. The BOE officials believed that the review
team could confirm their findings, because the source code was detectable. It was the
general consensus that the material presented could have harsh ramifications in an
elections context. The group suggested that many of the problems in the report could
also happen with a simple desktop computer system. Further, the BOE officials found
that some of the conclusions required leaps in logic that could not be related to real-
world situations. There were questions of practicality and poor reasoning within the
report. Specifically, the BOE officials found that the report itself could be viewed as an
attack on the election system. The BOE officials found that the context of the situations
needs further clarification in order to be clearly stated and supported.
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Reviewing the Academic Teams’ Findings

Average Academic Security Report Quality Ratings by Election Officials

Executive
Quality Scale Summary ES&S Hart  Premier
Data 1-3 2.3 3.0 2.7 2.7
Claims 1-3 3.0 3.0 3.0 2.7
Warrants 1-4 2.5 3.0 2.7 3.0
Coherence 14 3.7 4.0 4.0 2.3
Overall 1-5 4.3 4.7 4.3 4.3

Note. This table represents the average ratings of three election officials.

Report Quality Rating Scales

Seale Dimension Measured

Data Conclusions were based on and supported by data.
Claims  Claims were clear, consistent, feasible, and related to solutions
Warrants  Arguments were reliable, trustworthy, and logical
Coherence Material was integrated and contained sufficient context
Overall  Overall report quality from failing to excellent
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Configuration Management Assessment

SYSTEST

The SysTest Risk Assessment Team performed a configuration management assessment
of Premier, ES&S, and Hart InterCivic voting systems. The purpose of SysTest’s
assessment was to evaluate the secretary of state’s ability to independently verify that the
configuration of each voting system as approved for use by respective jurisdictions was
consistent with, and unchanged from, the eonfiguration certified by the State of Ohio,
and that the certified configuration remained unchanged during all parts of the election
process, including tabulation, during which results potentially could be affected. As part
of its assessment, SysTest examined the processes and procedures used by the State of
Ohio to manage the equipment configuration in the field, with particular interest given
to how upgrades are managed and controlled. SysTest also examined whether the logic
and accuracy (L&A) procedures in use by counties include steps for the verification of the
hardware, firmware, and software versions in use.

SysTest created two reports: (1) an Executive Summary report and (2) a Final Technical
Report. This Secretary’s Report briefly explains SysTest's methods and findings. The
complete SysTest reports are attached at Appendix G.

Method

o Physical Configuration Audit: Initially, SysTest verified and recorded the
revision levels (essentially the extent to which something is revised through
updates, upgrades, etc.) of the hardware, firmware, and software of each voting
system. SysTest then compared this information against documented revision
levels of state-certified voting systems to verify if the systems in use by the
sample of counties were versions certified by the State of Ohio.

+ Processes and Procedures: SysTest assessed the processes and procedures
used by the State of Ohio to manage the configuration of equipment in the field.
This assessment was intended to determine if the successful operation of the
equipment in an election is at risk due to incompatible hardware or inadequate
processes designed to control and manage the configuration of the equipment.

s Logic and Accuraey: Additionally, SysTest conducted a review of L&A testing
procedures used by a set of 11 counties specifically chosen by the secretary of
state to ensure diverse representation. The purpose was to examine the level of
consistency across Ohio’s certified and deployed voting equipment, and whether
the L&A procedures in place included appropriate steps for the verification of
hardware, firmware, and software.
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Findings
Summary

The physical configuration audit and assessment of configuration management
procedures identified risks to be addressed. Summaries of the risks from a configuration
management perspective are as follows:

1. The use of materials (specific memory storage devices, printer paper, ete.) that
have not been certified by the manufacturers, but that are readily available on the
open market, could “create significant risks.” (Final Technical Report at 58.)

2. To verify that the firmware/software installed on voting machines in use in the
various counties is actually the certified version, any such possible procedure
used before or after an election would be “impractical for current ES&S and
Premier systems.” These systems require “disassembly of the unit, physical
extraction of the memory device, and utilization of specialized equipment to read
the data.” {Id. at 58, 59.)

3. Dissemination of technical specifications, standards and information to the
counties, including those for L&A testing procedures to ensure a voting machine
will accurately count votes, is not standardized, and therefore, L&A procedures
throughout the state are inconsistent. (Id. at 55.)

4. Revisions to voting system software of all systems from county-to-county are
unknown and not documented or tracked. (Id. at 56.)

Configuration Management Assessment:
Specific Results and Suggested Improvements

Hart InterCivic

SysTest concluded that “the installed and as-built configuration (defined by hardware,
firmware, and software revision levels) of the Hart InterCivic voting system equipment
in Chio counties is unknown.” (Id. at 59.) To address this, SysTest suggests providing “a
means for creating and maintaining a centralized database of the field inventory by
county containing manufacturer, model, serial number, and revision level information.
The database shall be readily accessible by county BOE personnel for verifying the
revision levels of their equipment.” (Id.)

Further, SysTest determined that the Hart InterCivic SERVO software system provided
to SysTest for analysis “was missing a file necessary for verifying the hash codes of the
operating software,” thus indicating that the software installed in the counties’ voting
system equipment “may not be equivalent to the certified version.” (Id. at 60.) Asa
possible mitigating factor, SysTest suggests that the secretary of state’s office “produce
and distribute media containing a complete binary image of the certified version of
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software to be installed on a voting machine,” and subsequently use the Hart InterCivic
utility to verify that the loaded software is authentic, reloading the image from the
supplied media should the software be found not to be the equivalent of the certified
version. {Id. at 60.)

Additionally, SysTest determined “there is no evidence to indicate that the county BOE
personnel utilize the Hart InterCivic code verification procedure for ensuring that the
firmware and/or software installed in the voting system equipment has not been
compromised before or after an election.” (Id. at 60.) SysTest recommends verifying
that the procedure provided by Hart is “disseminated to all counties that have Hart
InterCivic equipment,” and that BOE personnel are properly educated on the use of the
procedure. SysTest also recommends this procedure should be utilized every time the
equipment is prepared for use, documenting the results of the verification. (Id. at 60.)

SysTest concluded that L&A procedures are not consistent throughout the counties using
the Hart InterCivic voting system or have not been provided to the county boards of
elections by the secretary of state’s office by directive. (Id. at 59.) SysTest recommends
the secretary of state “provide a centralized source” for disseminating such information.
(Id. at 59.)

Finally, Hart InterCivic has certified specific consumables and storage devices for use
with its voting system, but uncertified forms of these materials are readily available on
the open market. SysTest concluded that the use of uncertified consumables and storage
devices present the most severe risk, in terms of configuration management, to the Hart
InterCivic voting system, and could result in “significant failures during an election.” (Id.
at 50.) This risk appears magnified by the fact that safeguards cannot be built into the
system to ensure storage cards, thermal printer paper, ballot paper, and ballot fonts are
the types certified for use. (Id. at 59.) SysTest recommends that the secretary of state
“provide a centralized source of information accessible by county BOE personnel that
clearly specifies any consumables or storage devices that are to be used with the system,”
and “clearly communicate to the BOE personnel that using something other than the
specified materials may result in failures during an election.” (Id. at 59.)

ES&s

Because SysTest “encountered an ES&S iVotronic unit that had down level software
installed,” SysTest concluded that “the installed and as-built configuration (defined by
hardware, firmware, and software revision levels) of the ES&S voting system equipment
in Ohio counties is unknown.” (Id. at 61.) To address this, SysTest suggests providing “a
means for creating and maintaining a centralized database of the field inventory by
county containing manufacturer, model, serial number, and revision level information.
The database shall be readily accessible by county BOE personnel for verifying the
revision levels of their equipment.” (Id. at 61.)

Further, SysTest determined that the ES&S election management software system
provided to SysTest for analysis “was missing files,” thus indicating that the software
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installed in other voting system equipment in the counties “may not be equivalent to the
certified version.” (Id. at 61, 62.) As a possible mitigating factor, SysTest suggests that
the secretary of state’s office “produce and distribute media containing a complete binary
image of the certified version of software to be installed on a voting machine,” verify that
the loaded software is authentic, and reload the image from the supplied media should
the software be found not to be the equivalent of the certified version. (Jd.)

Additionally, SysTest analyzed the ES&S system for the purpose of recommending a
procedure that could be used to verify that the software and firmware loaded in a unit
was equivalent to the certified version before and after an election. SysTest concluded
that “the procedure would be impractical to perform on all units in the field,” because it
“requires disassembly of the unit, physical extraction of the non-volatile memory device
and use of special equipment to read the binary data for comparison.” (Id. at 62.)
SysTest further states that this process is “possible” but “cumbersome,” and “can only be
performed by qualified personnel.” (Id.) SysTest further asserted that not practically
being able to perform such a procedure on each machine presents severe risks to election
integrity, as the firmware in the iVotronic voting machine could be “compromised and
modified without detection,” coneeivably occurring “before, during or after an election.”
(Id.) SysTest suggests that the State of Ohio, as a mitigating factor, “require all
manufacturers to implement an automated software routine,” for comparing the
configuration of each machine in use with the certified configuration, and further
suggests that the secretary of state should include such a process in state certification
requirements. (Jd.)

SysTest concluded that L&A procedures are not consistent throughout the counties using
the ES&S voting system or have not been provided to the coumty boards of elections by
the secretary of state’s office by directive. (Id. at 61.) SysTest recommends the secretary
of state “provide a centralized source” for disseminating such information. (Id.)

Finally, ES&S has certified specific consumables and storage devices for use with its
voting system, but uncertified forms of these materials are readily available on the open
market. SysTest concluded that the use of uncertified consumables and storage devices
present a severe risk to the ES&S voting system, and could result in “significant failures
during an election.” (Jd.) This risk appears magnified by the fact that safeguards cannot
be built into the system to ensure storage cards, thermal printer paper, ballot paper, and
ballot fonts are the types certified for use. (Id.) SysTest recommends that the secretary
of state “provide a centralized source of information accessible by county BOE personnel
that clearly specifies any consumables or storage devices that are fo be used with the
system,” and “clearly communicate to the BOE personnel that using something other
than the specified materials may result in failures during an election.” (Id.)

Premier

SysTest concluded that “the installed and as-built configuration (defined by hardware,
firmware, and software revision levels) of the Premier voting system equipment in Chio
counties is unknown.” (Id. at 62, 63.) To address this, SysTest suggests providing “a
means for creating and maintaining a centralized database of the field inventory by
county containing manufacturer, model, serial number, and revision level information.



77

The database shall be readily accessible by county BOE personnel for verifying the
revision levels of their equipment.” (Jd)

Additionally, SysTest analyzed the Premier system for the purpose of recommending a
procedure that could be used to verify that the software and firmware loaded in a unit
was equivalent to the certified version before and after an election. SysTest concluded
that “the procedure would be impractical to perform on all units in the field,” because it
“requires disassembly of the unit, physical extraction of the non-volatile memory device
and use of special equipment to read the binary data for comparison.” (Id. at 63.)
SysTest further states that this process is “possible” but “cumbersome,” and “can only be
performed by qualified personnel.” (fd.) SysTest suggests that the State of Ohio, as a
mitigating factor, “require all manufacturers to implement an automated software
routine,” for comparing the configuration of each machine in use with the certified
configuration, and further suggests that the secretary of state should include such a
process in state certification requirements. (Id.)

SysTest concluded that L&A procedures are not consistent throughout the counties using
the Premier voting system or have not been provided to the county boards of elections by
the secretary of state’s office by directive. (Id. at 61.) SysTest recommends the secretary
of state “provide a centralized source” for disseminating such information. (Id. at 63.)

Finally, Premier has certified specific thermal printer paper and certain storage devices
for use with its voting system. SysTest concluded that the use of materials other than
those specified could result in “significant problems.” (Id. at 58.) This risk appears
magnified by the fact that safeguards cannot be built into the system to ensure only
certified consumables and storage cards are used in a Premier voting system. {(Id. at 63.)
SysTest recommends that the secretary of state “provide a centralized source of
information accessible by county BOE personnel that clearly specifies any consumables
or storage devices that are to be used with the system,” and “clearly communicate to the
BOF personnel that using something other than the specified materials may result in
failures during an election.” (Id.)

> sTest’s Findings on
Configuration } Wanagemem af thL State’s Voting Svstems

One Republican and one Democrat boards of elections official each reviewed SysTest’s
findings on the configuration management of Ohio’s three voting systems. Both of these
officials utilize the ES&S Optical Scan voting system in their respective counties. In
addition to the elections officials, the review group consisted of three secretary of state
employees — a facilitator, an attorney, and a “scribe.,” A “Capsule Summary Statement”
of the elections officials’ review is provided below, basically as prepared by the “scribe,”
along with a table summarizing this boards of elections review team’s standardized
evaluation of SysTest’s findings.
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Although the purpose of the project and testing undertaken were clear and the findings
credible, board of elections reviewers had to make assumptions as to how the testers
arrived at their conclusions. Board officials found that the contractor did a good job of
identifying the inadequacies of vendor products; however, there was not enough detail in
the method, logic, or failure modes reported in the test results.

The board officials found that SysTest’s recommendations to advertise the need for
vendor-required supplies and the need for a common reference database of certified
software and hardware versions of county equipment are good ones. However, this
report needs to be revised to address:

= Inaceuracies in detail of some findings related to the use of the required thermal
paper, ballot stock and fonts;

s The readability and annotations of tabular findings, the addition of footnotes,
and consistent labels; and

» Animportant clarification regarding the specifics of the 2006 secretary of state
directive regarding logic and accuracy testing; specifically, the availability of a
procedure for logic and accuracy testing. [No such directive has been located in
the secretary of state’s office since the new administration took over in 2007.]

Summary Table of Standardized Evaluations by Board of Elections Team

Average Configuration Management Report Quality Ratings by Election
Officials

Executive
Quality Scale Summary ES&S Hart  Premier
Data 1-3 2.0 2.0 2.0 2.0
Claims 1-3 2.0 2.0 2.0 2.0
Warrants 1-4 2.0 2.0 2.0 2.0
Coherence 1-4 2.5 2.5 2.5 2.5
Overall 1-5 3.0 3.5 3.5 3.5

Note. This table represents the average ratings of two election officials.

Report Quality Rating Scales

Scale Dimension Measured
Data Conclusions were based on and supported by data.

Claims  Claims were clear, consistent, feasible, and related to solutions
Warrants  Arguments were reliable, trustworthy, and logical
Coherence Material was integrated and contained sufficient context
Overall  Overall report quality from failing to excellent
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Performance Testing

SysTest executed “performance testing” to assess if there wevre risks to the integrity of the
election and aceuracy of the vote counts during simple use of each of the certified voting
systems. SysTest created test cases to observe the result of any possible deficiencies in
an election process. SysTest’s performance testing emphasized preparing for an election,
the accuracy and integrity of the voting process, and the aceuracy of audit logs.

SysTest created two reports: (1) an Executive Summary report and (2) a Final Technical
Report. This Secretary’s Report briefly explains SysTest’s methods and findings. The
complete SysTest reports are attached at Appendix G.

Method

SysTest developed a performance test plan and associated test cases that defined its
approach in executing performance testing on the ES&S Unity server software, Premier
GEMS server software, and Hart InterCivic Ballot Origination, Tally, Rally, and SERVO
election management software components. The purpose of this plan was to provide a
clear and precise outline of the test elements required to ensure effective performance
testing, The test plan:

s Identified items that needed to be tested;

¢ Defined the test approach;

e Identified required hardware, support software, and tools to be used for testing;
and

e ldentified the types of tests to be performed.

The following is a sumnmary of each test case:

s Election Creation — The object of this test case is to observe the difficulty or
ease of creating an election,

*  Set-up and Closure of Polling Place — The object of this test case is to
ohserve the difficulty or ease of setting up the election system at board of
elections office and polling locations, loading the election, and opening and
closing the polls.

¢« Configuration Management — The object of this test case is to verify the
versions of software and hardware used in the election system.

»  DRE Functionality — The object of this test case is to verify the functionality of
the DRE in performing administrative duties.

¢ Election Vote Consolidation (Primary and General) — The object of this
test case is to verify that the vote totals obtained from each type of supported
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voting device (optical scan or DRE) can be accurately consclidated into a central
count vote total and that all required reports and audit records can be viewed
and/or produced.

»  Voter Verified Paper Audit Trail (VVPAT) Accuracy ~ The object of this
test case is to test and verify both the functionality and accuracy of a VVPAT
printer device associated with a DRE polling location, confirming whether all
votes are accurately captured on the paper trail, that they are readable, that they
can be cancelled and changed by the voter, and that the VVPAT accurately
reflects the correct changes.

¢ Load Test Early Voting — The object of this test case is to verify that votes are
not lost due to memory leak while casting ballots on a DRE in Early Voting Mode
when its memory capacity is exceeded, to verify that in such cases a warning
message is given to a user, and to verify the accuracy and integrity of the tally,

¢ Load Test DRE — The object of this test case is to verify that votes are not lost
due to insufficient memory capacity while casting ballots on a DRE in Election
Day Mode.

= Load Test Optical Scan — The object of this test case s to verify that votes are
not lost due to insufficient memory capacity while casting ballots on an Optical
Scan device in Election Day Mode.

¢ Load Test Storage Components — The object of this test case is to verify a
warning message is given to the user when the user attempts to load an election
definition that exceeds the memory capacity of the external memory device.

»  Security ~ The obiect of this test case is to verify the election system will log any
unknown external devices that were inserted in any open port of the election
system.

*  PCMCIA Card Batch Testing — The object of this test case is to verify all
PCMCIA cards {memory cards or devices) provided for testing will function
according to system specifications.

» Audit Tape — The object of this test case is to verity the election system will log
all activities on each coniponent (server, DRE, scanner, ete.) of the system.

(Final Technical Report, at 14, 15.)

Findings
Summary

SysTest’s risk assessment process “uses a combination of the probability of occurrence
and the impact of the occurrence, should it occur.” (Final Technical Report at 16.)
SysTest’s performance testing of the Premier, ES&S, and Hart InterCivic voting systems
identified numerous risks to election integrity, ranging from minor to severe, Most
significantly, SysTest found one severe risk with each the Premier and ES&S system.
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(Executive Summary Final Report at 16.) This report focuses on summarizing the
moderate and severe risks identified by SysTest for all systems, categorized in their table
of results as “yellow” and “red.” (Final Technical Report at 68-73)

Performance Assessment:
Specific Results and Suggested Improvements

Premier

SysTest identified several moderate risks, and one severe risk to election integrity when
testing the Premier GEMS voting system, TSX DRE voting machines (used at the
precinet level), and the AccuVote optical scanners (used at both the precinct level and at
the board of elections for central count), as sumiarized below.

Several of the moderate risks identified were in relation to proper documentation
provided to boards of elections staff for installing the voting system. Specifically, SysTest
found that Premier’s user manuals or guides lacked sufficient information for
configuring the AccuVote central count operating system, which could result in delays or
improper set-up of equipment. (Id. at 65, 66, 68, 69.)

SysTest also identified documentation issues relating to the use of the VVPAT for the
TSX DRE printer. VVPAT thermal paper can easily be installed backwards, which would
cause no votes to be recorded on the thermal paper used for the VVPAT. Premier’s
documentation does not address these issues, and its Poll Workers Guide states that in
the event that a VVPAT does not write, it should be taken out of service, which maybe a
needless measure {and decrease the number of available machines in times of heavy
voter turnout). {Id. at 65, 66, 69, 70.) SysTest additionally indicated that the TSX did
not initially recognize the memory card that contained the election to be loaded unless
the memory eard was removed and reinserted. This could potentially lead a poll worker
o believe the memory card is defective. (Id. at 71.)

As a mitigating factor relating to the above documentation issues, SysTest recommends
supplemental documentation and/or training be provided to election administrators.
(Id. at 69, 71.)

Additionally, SysTest identified that Premier’s GEMS Server Configuration Guide may
mislead an election administrator to disable a particular service, which in turn, could
result in insufficient performance or procedural delays on Election Day. (Id. at 66, 69.)
To mitigate these risks, SysTest recommends that the server administrator perform a full
configuration check before the election, (Jd. at 6g.)

When SysTest performed further testing on the Premier TSX DRE, the VVPAT did not
list the entire final ballot for the voter’s verification, which could lead to “voter
discontent.” (Id. at 70.) Additionally, if a candidate has an unusually long name, the
VVPAT will cut off the name at 20 characters, potentially leading to voter confusion. (Id.
at 66, 67, 70.) SysTest suggests conducting logic and accuracy (L&A) testing on the
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VVPAT prior to opening the polls, and if problems occur, vecalibrating the VVPAT. (Id. at
70.)

SysTest identified that changing the ballot stvle of paper ballots in the Premier GEMS
system at the “last minute,” caused “AccuVote OS [optical scan] (1.96.6) to ignore one
race.” (Id. at71.) SysTest suggests “a complete L&A needs to be conducted on absentee
ballots with every single race being voted.” (Jd. at 71.)

Finally, the most severe risk identified in performance testing of the Premier voting
system was during a load test on the TSX DRE. SysTest discovered that the TSX DRE
erases vote data on the memory card during the voting process when memory capacity is
exceeded on the memory card. (Jd. at 6¢.) If failure occurs, the official ballot count
would have to be conduected by hand using the VVPAT records, which would be tedious
and laborious. (Id. at 69.) To mitigate this risk, SysTest suggests limiting the number of
voters that can vote on a TSX, which can be calculated by establishing the amount of free
space that exists on the card and how much space is consumed by each ballot cast.

ES&S

SysTest identified numerous moderate risks and two severe risks to election integrity
when testing the ES&S Unity voting system, which includes the iVotronic DRE (used at
the precinet level), Moo optical scanner {used at the precinct level), and M650 optical
scanner {used at the board of elections for central count). The various risks are
summarized below.

SysTest identified that the Unity voting system does not mandate the need to change
usernames and passwords (used to access voting equipment during an election) from the
default passwords supplied from ES&S documentation. The iVotronic machines tested
were accessed by default common and identical usernames and passwords, (Id. at 82, 84,
89.) SysTest indicates that this could result in unauthorized personnel changing settings
on voting equipment and suggests that the state “mandate that all passwords be changed
and only revealed to necessary personnel,” and that “election officials should change the
passwords occasionally for security purposes.” (Id. at 82, 84, 8g.)

SysTest identified that the physical stability of the iVotronic DRE is “fragile,” and the use
of these machines over several election cyeles makes them susceptible to tipping over
and becoming damaged. If damage to a machine occurred on Election Day, a polling
location could experience a shortage of DREs. (Id. at 88, 89.)

The iVotronic DRE exists in 12~inch and 15-inch versions. SysTest identified that on the
12-inch iVotronic DRE, write-in instruetions are not fully displayed on the write-in
sereen, which could create an obstacle in casting a write-in vote and cause “voter
discontent.” (Id. at 84, 89.)

SysTest identified that the power supply of iVotronic's Real Time Audit Log (RTAL),
which is ES&S’s version of a VVPAT, is concealed and not readily apparent to poll
workers. {Id. at 89.) SysTest discovered that if the power supply is not switched to “on”
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before the iVotronic sereen is locked into position, the RTAL does not work, even though
the iVotronic machine itself will operate on battery power and display a message
deseribing the “lack of its RTAL printer.” (Id. at 83.) These issues could lead to a poll
worker believing that the entire unit is defective, taking it out of service and thereby a
shortage of available machines. (Id. at 89.) As a mitigating factor to the above risks,
SysTest suggests that poll workers fully inspect each DRE as part of their pre-election
procedures. (Id. at 89.)

Additionally, SysTest identified connectivity issues with the iVotronic RTAL printer,
which is located inside the voting machine but connected externally, and the Seiko report
printer, which is a separate unit that must be connected via the same external serial port
as the RTAL printer. SysTest states, “the connector between the iVotronic and the RTAL
printer does not screw into place and may be removed by any voter and left in a position
that its removal may not be obvious.” (Id. at 83.) If such a disconnection occurs, the
iVotronic will not accept any additional votes until the RTAL printer connector is
properly reattached. (Id. at 83.) If a poll worker wishes to print specific reports, he or
she must disconnect the RTAL printer, and connect the separate Seiko report printer. Tf
the poll worker attempts to print specific reports on the iVotronic but fails to physically
change the printer, the reports will be temporarily lost. (Jd. at 89.} Additionally, the
iVotronic does not deteet when the report printer is disconnected or turned off during
printing, so the user must be aware of what he or she expects to be printed and be
“cognizant of the printer’s status.” (Id. at 84.)

SysTest also states that a routine change from the RTAL printer to the report printer may
vesult in a bent serial connector pin. In the case of a damaged pin, the serial cable and
subsequently the RTAL and voting machine may become unusable. SysTest suggests
updating training materials to emphasize the risks associated with changing the printer
and keeping extra serial cables on hand to mitigate these risks. (Id. at 83, 89.)

SysTest identified moderate risks associated with the AutoMARK Voter Assist Terminal
(VAT), an ADA-compliant ballot marking and reading device' not manufactured by
ES&S, but made compatible with the ES&S Unity voting system. Specifically, SysTest
found that the AutoMARK does not always recognize the inserted ballot, and when this
oceurs, the user must eject and reinsert the ballot as many as three times. (Id. at 82, 83,
90.) SysTest states, “This will cause voter discontent, confusion, and loss of confidence.”
(Id. at 90.) SysTest suggests supplemental instructions be provided at the polling
location, and increased awareness to this issue in poll worker education. (Id. at go.)

Additionally, SysTest identified the character sets available for use for write-in votes on
the AutoMARK differ from those available on the iVotronic DRE, specifically that the
iVotronic DRE’s write-in display includes comma (,) and pediod (.) characters. SysTest
states, “The difference in the available character sets may result in vote consolidation
errors,” (Id. at 83.) and “This will delay reporting results.” (Id. at 9o.)

SysTest further discovered that when the brail caption button was used, the AutoMARK's
display scrolling sometimes becomes “erratic,” which at times makes it “impossible to
completely see the contents of a race’s display box.” (Jd. at 82, 9o.) SysTest states this

t This device reads a barcode on a pre-printed optical scan ballot that is inserted into the device, which is
designed to recognize the ballot style. The device allows the voter to utilize its touch screen to mark the
ballot but not abulate it. Once marked, the ballot is ejected by the device to be read by an optical scanner.
This device is frequently used by voters with disabilities.



84
59

will result in a “loss of voter confidence” and voter “confusion” and “discontent.” (Id. at
90.) As a mitigating factor, SysTest suggests supplemental instruetions be provided at
polling locations and increasing voter education. (Id. at 9o.)

SysTest’s performance testing on the ES&S M100 and M650 optical scanners (used at
both the precinet level and at boards of elections for central count) identified the
following concerns. The M10oo optical scanner has an attached metal ballot box, which
should contain a diverter for the purpose of separating write-in ballots from normal
ballots. Of the three Mico ballot boxes tested, only one contained the required write-in
diverter. Without such a diverter, finding and tallying write-in votes “could be a difficult
task,” and could result in a “delay tallying the write-ins.” (Id. at 87, 89.) SysTest suggests
boards of elections conduct a full inspection as part of their pre-election process. {Id. at
89.)

SysTest identified that the Mioo (precinet-based optical scanner) “does not scan
incomplete marks reliably or consistently.” (Id. at 86.) SysTest found that incomplete
marks are inconsistently recognized — sometimes recognized as votes, sometimes
generating an “unreadable marks” message, and sometimes described as undervotes.
SysTest states, “It is possible that clearly indicated votes may not be recognized by the
scanner, and if the election is not configured to warn of undervotes, those votes will be
lost. It's also possible that overvotes may not be recognized as such and warned about if
made with marks that the scanner does not recognize.” (Id. at 86.) SysTest suggests
several mitigating factors in relation to the M100’s inconsistency relating to incomplete
marks, including first ensuring that the M100 is properly configured to reject
“unreadable marks,” so the voter receives warnings that his or her marks are unreadable
by the scanner. Additionally, SysTest suggests that it is important to educate voters on
how to properly fill in ballot ovals, and also suggests that instructions be posted at
polling sites for voters to completely darken intended ballot ovals. (Id. at 86, 87, 89.)

Additionally, SysTest identified that while printing reports, the M1oo does not detect
when printer paper runs out, rather it continues printing to nothing and the “print
output is lost.” (Jd. at 86, 90.} SysTest recommends that poll worker training be updated
to note this, to verify there is adequate paper prior to printing, and for poll workers to
increase their awareness of what is being printed to determine whether something is lost
due to insufficient paper. (Id. at 86, g0.)

In testing the Mé650 (high-speed optical scanner), SysTest discovered that the scanner
only reads ballot ovals in the either right or left column, depending on how the election
administrator configures the ballot definition of the machine. SysTest states, “Thereis a
risk that ballots with ovals on the wrong side could be printed and therefore be
unreadable by an M&50.” (Id. at 85, 90.} Therefore, it is imperative that boards of
elections employvees create ballots in the correct template, or else votes may not be read
correctly. (Id. at 85, go0.)

The most severe risk SysTest identified with the M650 is that in order for vote data to be
written to its internal hard drive, the user is required to manually save it from the
internal RAM to the hard drive. If a power failure occurs, the scanned ballots in the
RAM are lost and it becomes necessary to re-scan all ballots processed since the last
prior save. “If such ballots are not reprocessed, then those votes will not be counted.”
(Id. at 88.) SysTest concludes, “It is critical that batches be processed in their entireties,
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with very methodical saves performed, or there is a real danger of duplicate scanning of
ballots, or of omitting some ballots from the scan process entirely.” (Jd. at 85, go.)

SysTest also identified a severe risk inherent in both the M1oeo and M650 optical
scanners. The Mico and Mé50 scanners do not mark ballots as having been processed.
Because of this, “paper ballots can be scanned more than once,” and “a person with
malicious intent can skew the election results.” (Id. at 89, go.) SysTest suggests that all
batches should be processed in their entirety, and the handling procedures in place must
inchude a political balance of staff handling them. (Id. at 89.}

Additionally, SysTest identified a risk inherent to the Election Reporting Manager
application, specifically regarding the handling and importing of vote results from the
Mioo and M650 memory devices to the reporting application. SysTest states, “There are
no safeguards inherent in the system to prevent a user from importing vote results from
the same memory devices multiple times. System operators should store processed
memory devices in a secure location physically segregated from unprocessed media
devices immediately after processing them.” (Id. at 88.)

Hart InterCivic

SysTest identified two moderate risks to election integrity when testing the Hart
{nterCivic voting system, which includes the Ballot Origination, Tally, Rally, and SERVO
election management software components, the eSlate DRE, and the eScan optical
scanner {used at the precinct level).

Initially, SysTest identified through their performance testing that the Hart InterCivic
system is “not as feature rich a voting solution as the ES&S and Premier,” and does not
offer “the flexibility in election definition and ballot design capabilities.” (Jd. at ¢1.)
Because of this, the Hart system is “far less complex,” and has “fewer potentials for
risks.” (Jd. at g1.) The two moderate risks identified by SysTest are summarized below.

Both moderate risks with the Hart InterCivic system, as identified by SysTest, involve a
console called the Judge’s Booth Controller (JBC). The JBC is a single console that
attaches to and can control as many as 12 eSlate DREs for the purpose of generating
voter access codes and delivering ballot configurations to the DREs, recording records of
votes cast, storing ballots to its internal memory, and is capable of accumulating and
reporting vote results.

SysTest identified that “one JBC cannot be used for early voting and Election Day
processing,” which would force small counties to purchase two units. (Id. at 93.)
Additionally, when an audit log was created, the log failed to record when the JBC was
powered down and powered up. Because of this, an audit log would not be able to
determine how long a JBC unit was powered down. “This could bamper any inquiries if
a re-creation of Election Day events needs to be created.” (Id. at 93, 94.) As a mitigating
factor, SysTest suggests requiring constant monitoring of JBC units. (Id. at 94.)
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Summary of Board of Elections Officials’ Review of SvsTest’s Findings on

One Republican and one Democrat boards of elections officials reviewed SysTest’s
findings on the performance testing of Ohio’s three voting systems. One of these officials
utilizes the Premier DRE voting system and the other utilizes the ES&S optical scan
voting system in their respective counties. In addition to the elections officials, the
review group consisted of three secretary of state emplovees — a facilitator, an attorney,
and a “scribe.” A “Capsule Summary Statement” of the elections officials’ review is
provided below, basically as prepared by the “scribe,” along with a table summarizing
this boards of elections review team’s standardized evaluation of SysTest’s findings.

Capsule Summary Statement by Boards of Elections Team Reviewing
SysTest’s Findings on Performance Testing

Board of elections officials found the SysTest performance testing report to be complete
and thorough. The problems SysTest identified did not come as a surprise to any of the
election officials, as the election officials have already encountered such problems.

The suggestions offered by SysTest for risk mitigation were found to be realistic and
sufficient; however, the officials believed that beards of elections have already taken
many of the suggested steps.

The election officials believe that the biggest threat to elections is the complexity of the
voting systems in concert with human error, and SysTest's report successfully reflects
that. The election officials did not identify glaring deficiencies regarding the subjects the
report covered and solutions the report offered.

Overall, the election officials felt the SysTest report was very good, identifying as the
report’s only shortfall the lack of information and data on the Hart InterCivie system.
The election officials agreed that the report could not be accused of being inflammatory
or alarmist, especially because mitigating factors were offered for the equipment
performance risks SysTest identified.

The election officials believe voting machine manufacturers can take the information in
this report and use it as a good working tool to fix some of the faulty elements present in
voling systems. The election officials also believe the secretary of state can issue
advisories and directives to help alleviate some of the issues documented in this report.

The main point the election officials took from this report is that the systems perform,
but they can perform more efficiently and securely if some of the suggestions offered in
the report are implemented.



87

62

Reviewing SvsTest’s Findings on Performance Testing

Average Performance Report Quality Ratings by Election Officials

Guality Scale ES&S Hart  Premier

Data 1-3 3.0 2.0 3.0
Claims 1-3 3.0 15 2.0
Warrants 1-4 4.0 2.5 4.0
Coherence 1-4 4.0 3.0 4.0
Overall 1-5 4.0 3.0 4.5

Note. This table represents the average ratings of two election officials

Report Quality Rating Scales

Scale Dimension Measured

Data Conclusions were based on and supported by data.
Claims Claims were clear, consistent, feasible, and related to solutions
Warrants  Arguments were reliable, trustworthy, and logical
Coherence Material was integrated and contained sufficient context
Overall  Overall report quality from failing to excellent
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Elections Operations and Internal Control Assessment

SysTest
The SysTest Risk Assessment Team performed an elections operations and internal
control assessment of existing or proposed policies, procedures, and internal contrels
established in manufacturer documentation and county hoards of elections (“BOE™).

The purpose of SysTest’s assessment was to determine whether these policies,
procedures and internal controls are sufficient to ensure secure and accurate elections
based upon software, hardware, and operational susceptibilities. This Secretary’s Report
briefly explains SysTest’s methods and findings. The complete SysTest reports are
attached at Appendix G.

Method

» Representative Sample of Ohio Counties: The SysTest team reviewed
specific procedures in eleven counties (one-eighth of Ohio’s 88 counties) (Allen,
Belmont, Cuyahoga, Fairfield, Frankiin, Hamilton, Jackson, Licking, Lorain,
Montgomery and Warren) as a representative sample of Ohio jurisdictions.
These counties were chosen based on size, demographies, and voting systems.

= Surveys: Each participating county received written surveys, instructions, and
an introductory letter from the secretary of state via hand delivery. Every
participating county returned the surveys, and their responses were incorporated
into SysTest’s analysis.

s On-site Interviews and Assessmenis: The SysTest team wvisited each
participating county. They assessed each participating county’s facilities, access
controls and physical security. They also reviewed election setup, and
programming and testing methods for paper and electronic voting systems. The
SysTest team discussed Election Day procedures for detecting and resolving
machine security and operational issues and the corresponding poll worker
training and procedures in each county.

¢ Review Vendor Documentation: The SysTest team also reviewed each
participating county’s documentation from its voting system manufacturer. This
helped SysTest to assess the level of thoroughness and usability of the
documents, particularly as they pertain to security and election aceuracy. SysTest
also evaluated whether each county’s policies, procedures, and processes
implement the vendor’s recommendations.

Summary

SysTest concluded that solutions to election administration issues lay not only in
technology, but alsc in management practices, training, and documentation. Summaries
of the risks from an elections operations and internal controls perspective are as follows:
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1. BOE facilities are not equipped to provide adequate security, storage and access
contrels for ballots, voting machines, and election systems. This is particularly
true after business hours.

5

Oftentimes BOEs do not have written policies and procedures that outline how
elections are conducted, voting systems used, and sensitive items secured.

3. Statutes, regulations, and directives do not provide sufficient guidance or they
mandate unreasonable or unnecessary timelines. Some of the statutes and
regulations are based on outdated voting technology and methods.

4. The bi-partisan system at boards of elections creates inefficient staffing,
organizational, and management configurations.

Elections Operations and Internal Controls Assessment:
Specific Results and Suggested Improvements

SysTest found common problems among all three manufacturers’ documentation. First,
SysTest concluded that the level of detail provided in manufacturer documentation was
often on a very high level that assumed higher than average technical expertise than BOE
employees may have (Final Technical Report at 18.) Second, SysTest found that some of
the information provided in the documentation was too complex and did not provide
step-by-step procedures. (Id.) Therefore, a straightforward task may unnecessarily be
turned into a very complex one. As discussed later in this summary, documents should
be created for BOE use that contain step-by-step instructions and can be used as a
resource guide.

ES&S Documentation

SysTest found that the ES&S documentation was difficult for boards of elections to use.
(Id. at 19.) Among the most important findings in the ES&S review was that the
documentation could not be used as a quick reference guide. (Id.) Specifically, ES&S’s
Poll Worker Election Day Procedures document is very thorough but includes extraneous
and unnecessary information that adds to the level of complexity and confusion. (Id.)
The ES&S documentation is more oriented toward initial installation and setup rather
than ongoeing operations. (Id. at 20) The emphasis on installation and setup adds to the
complexity of the documentation. (Id.)

Premier Documentation

SysTest determined that the Premier docuwmentation is much more structured. (Id.)
However, the Premier documents also assume a high level of technical knowledge and
are organized around technical abilities rather than election functions. (Id.) No single
document exists for the Premier system that can be used to quickly, efficiently and
effectively construct policies, procedures, and processes. (Id.) Thus, local election
policies, procedures, and processes are pieced from multiple documentation sources.
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Hart InterCivic Documentation

The Hart InterCivic documentation was the most structured according to the SysTest
study. (Id.) It is broken into various system components and accommodates the nature
of election cycles. (Zd.) It also provides a variety of useful check sheets. (Jd.)
Nonetheless, it is very voluminous and difficult to use quickly. (Id.) The documents are
not meant to be county-specific. Customizing these documents presupposes a level of
technical knowledge that may not be available. (Id.)

Threat Analysis

SysTest used a threat model to assess the effectiveness of operational procedures and
controls for voting systems in a potentially high-risk environment. (Id. at 21.) SysTest
also analyzed the types of human threats and their potential actions (Id. at 22.) ranging
from a nuisance level (level 1) to an inadvertent level (level 2) to a malicious level (Jevel
3). (Id. at 20.) SysTest used the concepts of threat deterrence, delay, detection, and
denial as its basis for identifying and recommending mitigating measures for the
vulnerabilities it identified. (Id.) Of those coneepts, detection is the most powerful,
because it enables state and local election officials to identify, isolate and recover,

Nuisance/level 1 threats ave characterized by threats emanating from situations of
limited time, access and knowledge. These threats pose a minimal risk and are easily
deterred, detected, and isolated. If they occur, they are usually isolated to a single
machine or precinct, Mitigation factors are easy, inexpensive and not difficult to
implement by local election officials and voting system manufacturers. (Id.) Nuisance
threats include those initiated by foreign governments, activists, political campaigns,
political action committees and organizations, and voters. (id.)

Inadvertent/level 2 threats are the most frequent and likely to occur, They are
characterized by lack of training, human error, inadequate quality controls, poor
management, and operational, budget, and staffing constraints along with outdated,
incomplete or contradictory regulation. (Jd.) Mitigation strategies for this threat level
are typically not technical in nature but require complex action from state and loeal
legislative bodies, elected officials, election officials, and voting system manufacturers.
(Id.) Inadvertent threats include those from voting system manufacturers, boards of
elections staff, poll workers, election-related vendors, and legislation, regulations, and
directives, along with election administration and management practices. (Jd.)

Malicious/level g threats are potentially the most disturbing, most intricate to find, and
difficult from which to recover. These threats are characterized by authorized access and
a high level of technical knowledge. (Id. at 30.) Malicious level threats include threats by
rogue voting system programrmers. Mitigation factors are pointed, expensive, and
difficult to implement because the threats are difficult to detect and “global in scale.”
(Id.) Nonetheless, a parallel testing program of randomly selected voting machines by
local election officials and voting system manufacturers could address this situation.

(Id.)
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SvsTest notes that it is unrealistic to attempt mitigation strategies that would completely
eliminate any and all possible risks without requiring very costly and severe limitations
on the right to vote, (Jd.)

SysTest identified eight potential times during the election cycle where threats and threat
sources exist in the voting system. (fd. at 31.) These times encompass the entire election
cyele from pre-election storage, Election Day, and election results and post election
storage. (Id.) SysTest found that significant internal controls, security measures and
operational procedures are in place in the representative counties sampled. (fd.)
Hawever, the risk potential manifests itself in the absence of formal documentation.

SysTest notes that there are many differences among Ohio counties regarding
capabilities, approaches, and resources that disallow uniformity in and among Ohio
counties. (Id. at 32.)

SysTest identified several potential risk areas in more than one single county
independent of voting system, county size and political philosophy. These include:

County Documentation

SysTest observed that more than one county lacked written documentation of election
procedures and security plans. (Id. at 34.) Instead of written procedures or staff
training, those counties relied upon a single person’s knowledge. (Fd.) This reliance
could result in overlooking important practices, inconsistent procedures, and lack of
continuity during re-organization or staff turnover. In the event of an election contest
court action, this could also raise questions about the staff’s personal judgment and
decisions. This risk could be mitigated by a comprehensive document developed at the
state level covering all elections procedures. (Id. at 48.) Counties could then develop
county-specific documents.

Physical Security

SysTest discovered that existing facilities do not provide adequate ballot and voting
system protection against unauthorized access. (Id. at 34.) SysTest recommends that a
physical security and crime prevention assessment be conducted. (Id. at 49.) Italso
recommends that the state develop standard practices for equipment and supplies
during transport and storage when equipment is not in control of boards of elections
staff members. (Id, at 54.) Finally, SysTest opines that contractors that deliver or store
equipment should be required to be bonded and insured. (Id.)

The SysTest report states that while many boards of elections are adequately secured
during business hours, most of them are not protected against unauthorized access after
business hours because of inadequate key controls, glass paned doors, and ground level
windows that are not reinforced. (Id. at 35.) However, in some cases, the board of
elections has no control over some county facilities where maintenance crews enter at
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will. Installing an electronic lock system, a visitor and employee badge system, a video
surveillance system or an intrusion detection system could mitigate this risk according to
the SysTest report. (Id. at 35, 49, 50.)

Secure storage areas are inhibited by the facility in which the board of elections is
located. Items requiring segregation, secure storage, and inventory controls are co-
mingled with less sensitive items. SysTest recommends that a physical security and
crime prevention assessment be condueted. (Id. at 49.) SysTest also points out that
installing an intrusion detection system or video surveillance system could help with this
problem. (Id. at 49, 50.)

Two Kev/Password Systems

SysTest concluded that the two-key and split password approach regarding access to
sensitive areas “provides a false sense of security and may even undermine security for
several key reasons.” (Id. at 35.) The two key system does not allow anyone to detect
someone who accesses the facilities without authorization. (Id.) The two key system's
effectiveness is also compromised by the ability to duplicate keys, lack of control of the
keys, and the ability to leave one of the locks unlocked. The split password system’s
effectiveness is compromised by the ability and/or inclination to share the password with
others for convenience. SysTest suggests that installing an electronic lock system could
remedy this issue. (Jd. at 49.)

SysTest concluded that partisanship requirements in the Chio election system imply a
mistrust of the opposite party and the expectation that the opposite party is pursuing an
advantage for its party. (Id. at 36.)

The focus on partisanship requirements may impact whether qualified people are hired
that meet the boards’ operational and administrative needs. (Id.) These requirements
also impact the ability to hire and fire, thereby inhibiting management’s ability to
effectively administer elections and set performance standards. (Id.) SysTest further
found that political parties control the entire hiring process in some cases. (Id.} This
could be remedied by a comprehensive document covering all elections procedures
developed at the state level (Id. at 48) as well as standardized job descriptions that
outline minimum job qualifications such as Secretary of State Directive 2007-01, setting
gualifications for the hiring of directors and deputy directors of BOEs, and merit based
hiring and firing practices (Id. at 50.)

Participating counties reported that, due to partisan requirements, they were unable to
perform any type of screening, reference checks, or criminal background checks. (Id. at
37.) This subjects boards to the possibility of corrupt insiders or similar accusations.
SysTest praposes background checks for permanent employees and temporary
emplovees that handle sensitive information. (Id.) Note, the secretary of state obtains
criminal background checks and performs a search of any campaign finance law
violations before appointing members of boards of elections.
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Systems Integration

Participating counties using the Premier system do not connect their voter registration
and election management systems. Such a connection is not available for ES&S or Hart
users. Consequently, boards of elections maintain multiple databases requiring double
data entry and proofing and synchronization of parallel databases. Election systems not
“talking” to each other increases the risk of error. (Id.) According to SysTest,
manufacturers should “create and/or automate data interfaces that support election
management systems and require counties to use them.” (Id. at 51.)

Election Management Sofiware (EMS) and Firmware Version Control
Updates

Participating counties change election management software and voting system
firmware using very different methods. Larger counties tend to receive updates and
improvements directly from their respective vendors. (Id.) Smaller counties, on the
other hand, receive updates and improvements through the secretary of state’s field staff
personnel. (Id.) The SysTest report advises that “standardized and centralized software
and firmware” should be installed and a “version protocol” created. (Id.) In addition,
there should be standardized recordkeeping of current software and firmware versions.
(Id)

Software Chain of Custody and Recordkeeping

The SysTest team did not find any consistent statewide processes regarding how boards
of elections should handle introducing, delivering, installing, verifying, testing,
controlling and documenting software or firmware changes. (Id. at 38.) This is a concern
since many opportunities to compromise voting involve unauthorized software and/or
firmware. Because there is no local record keeping regarding authorized changes or
post-change installation testing, board of elections personnel rely completely on their
vendors to validate any changes or updates, (Id.) SysTest recommends that the State
take over that responsibility. (Id.)

Certification of the Ballot

Many time-sensitive tasks are dependent upon ballot finalization and certification. The
Ohio Revised Code requires the secretary of state to certify ballots 60 days before
Election Day. SysTest recommends that the secretary of state strictly adhere to this
timeline to prevent down-stream implications as well as review and seek or implement
changes to statutes, regulations, and directives so that they conform to new technology,
time constraints, and timelines. (Id.)

Marking of Test Ballots

Logic and accuracy testing (“L&A” testing) is designed to ensure that all ballot layouts
can be accurately read, that all ballot positions can be accurately and reliably voted, and
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that the ballots will be read correctly. However, the approach toward L&A testing is
apparently still based on out-of-date punch card testing and is not designed to catch
mistakes unique to optical scan or electronie voting. (Id. at 39.) SysTest proposes
conducting L&A testing using hand marked ballots and counting a representative sample
of test ballots. (Id.) Moreover, standardized L&A testing should be conducted at the
state level to “include a complete end to end battery of tests of individual machines, and
central count systems.” (Id.)

Testing Scenarios

Boards of election have relied upon oral history regarding testing practices rather than
developing system-specific documents that outline proofing/testing timelines, criteria,
and methodology. (Jd.) Such documents would avoid chaos when staff turns over and
increase the counties’ ability to detect and correct errors.

Recent changes to Chio law provide for no-excuse absentee voting, an option that is
becoming increasingly popular with each election. SysTest found that the procedures for
issuing, handling, tabulating, and reconciling absentee ballots are not in line with legal
and voting technology changes. (Id. at 40.) SysTest makes several recommendations
regarding how to bring these practices up to date, including creating consistent absentee
ballot stub number policies, and processing absentee ballots before Election Day to
accominodate volume and clear directions regarding the process. (Jd.) SysTest further
recommends prioritizing absentee ballot post election reconciliation and creating
consistent procedures regarding exceptions to the handling, ballot duplication, and
enhancement processes. (Id.) Each exception should be documented. (Id.) BOEs should
further create procedures for elections personnel and volunteers to vote absentee. (Id.)
SysTest also encourages that the state review and revise absentee ballot statutes,
regulations and directives to make them conform to current technology and voting
practices. (Id. at 53.)

SysTest survey results and onsite visits showed that counties do not have verified serial
number inventories or a method to account for or mark memory cards on an ongoing
basis. (Id.) Memory cards contain ballots that must be retained according to federal or
state record retention schedules. SysTest recommends that the state establish standard
inventory controls. (Id. at 54.)

Security seals

Boards of elections’ security seal practices generally provided the requisite security.
However, SysTest recommends implementing uniform procedures instructing poll
workers o check for the presence of the seals and verify the serial number before
machine operation. (Id. at 41, 42.)

Poll Worker Training

Dure to recent changes in election law and lawsuits related to these changes, there is a
wide-variety of election law interpretations among Ohio’s county boards of elections.
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Adding to this challenge is the large amount of poll worker turnover. The SysTest report
emphasized the need for uniform policies, procedures, and processes for poll workers
that take into account each type of voting system. (Id. at 42.) SysTest further
recommmends that Ohio conduet vigorous poll worker training and test whether each poll
worker understands the material and can execute it. (Id. at 42, 54.) SysTest states that
making all poll workers experts in every area of elections is not practical. (Id. at 42.)
Instead, SysTest suggests that poll workers be trained on prioritized topies and that class
time be reduced. (Id. at 42, 54.)

Second Chance Voting

Optical scan systems notify voters if they have under- or overvoted and give them a
second chance to correct the under- or avervote. A voter can use an over-ride function to
ignore these warnings. Some counties place these ballots in a bin for processing by poll
workers after the voters leave. (Id. at 42.) SysTest suggests that the over-ride function be
left to each voter. (Id. at 42-43.) SysTest also recommends that the state review and
revise absentee ballot statutes, regulations and directives to make them conform to
current technology and voting practices. (Id. at 53.) Standard criteria should be
developed for handling second chance voting on precinet count optical scan equipment
also. (Id. at 42.)

Multi-Precinet Polling Locations

The majority of counties allocate several precinets to common polling locations for
accessibility and efficiency. Usually, each machine in the polling location is programmed
with ballots for all precinets assigned to that polling location rather than a voting
machine’s ballots being precinct specific. This way, voters can use any machine in the
polling place. SysTest recommends that statutes and directives should recognize and
develop standards for this process. (Id. at 55.)

Issuing Provisional Ballots

Provisional voting sometimes creates long lines, making it difficult to manage lines and
the flow of voters. Few boards of elections have processes in place 1o deal with this issue.
(Id. at 43.) This issue can be lessened by developing procedures that identify provisional
voters early and that take them aside to allow them to vote. (Id. at 43-44.)
Two-Person Rule

On election night the presiding judge returns voted ballots to the board of elections or to
a designated drop station. Once the board of elections staffs receives the ballot, the two-
person rule dictating that a Republican and Democrat handle ballots at the same time is
employed. SysTest notes that there is a greater risk of tampering when the ballots are in
the presiding judge’s custody alone. (Jd. at 44.)

SysTest observed counties using punch card, paper ballot and single voting system
assumptions for canvassing election returns. (Id.) These processes do not always
sufficiently audit electronic voting for multi-precinct polling locations. Absentee ballots
are not audited as robustly as poll ballots and at times are not reconciled at all. (Id) A
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lack of understanding of auditing and canvassing principles and the absence of written
documentation leads to partial and inadequate post election checks and balances.
SysTest recommends establishing standards for canvassing, auditing, and reconciling
election returns that consider all voting systems, technologies, and ballot types. (Id. at
55.) They further suggest that voted paper ballot security and transportation rules be
clarified. (Id.)

Qualification of Provisional Ballots

Provisional ballots are generally processed just after Election Day. However, SysTest
notes that checks for double voting were weak, did not exist, or were done manually. (7d.
at 44-45.) Absentee hallot checks, in contrast, were more thorough and automated. (Id.)
Additionally, some counties tally and report provisional ballots in such a way that could
compromise voter confidentiality. (Id. at 44.) SysTest recommends standardizing
requirements and procedures for processing provisional ballots. (Id. at 56.)

Canvass Discrepancies

None of the counties had formalized written procedures to track, document or report
discrepancies discovered during the canvass process. (Id. at 45.) This could be resolved
with written documentation regarding the canvass process. (Id. at 45, 56.) This
document, SysTest counsels, should address discrepancies found in the canvass, research
conducted to find the root of the discrepancy, corrective actions taken, the impact of
unresolved discrepancies, and preventive actions taken. (Id. at 45.) This document
should be a public record presented to each board member. (Id.)

Voling Systems

One Republican and one Democrat boards of elections official each reviewed SysTest’s
findings on the election operations and internal controls of Ohio’s three voting systems.
Both of these officials utilize the Premier DRE voting system in their respective counties.
In addition to the elections officials, the review group consisted of three secretary of state
employees — a facilitator, an attorney, and a “scribe.” A “Capsule Summary Statement”
of the elections officials’ review is provided below, basically as prepared by the “seribe,”
along with a table summarizing this boards of elections review team’s standardized
evaluation of SysTest’s findings.

Capsule Summary Statement by Boards of Elections Team Reviewing
SysTest’s Findings on Elections Cperations and Internal Controls

The election officials found the SysTest assessment of elections operations and internal
controls credible. The election officials felt the strongest component of the report’s
credibility stemmed from its reliance on actual information from 11 of Ohio's boards of
elections. The four main areas covered in this report called for stronger training and
education, written policies and procedures, documentation, and standardization or
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centralization.

While the election officials review team found this report credible, there were
disagreements with some the report’s conclusions. For example, the review team
strongly disagrees with the conclusion that Ohio's bipartisan elections system should be
eliminated. The review team also expressed some concerns with the levels of threat or
risk indicated without having more quantifiable examples of their incidence.

The election officials agreed with the report that there exists a need for more
standardization from the office of the secretary of state. The election officials believe
that, regardless of which voting system is used and how reliable it may be, without
standard procedures and policies greater risk will continue to exist.

Summary Table of Standardized Evaluations by Board of Elections Team

Average Operational Contrels Report Quality Ratings by Election Officials

Quality Scale Overall
Data 1-3 2.0
Claims 1-3 2.0
Warrants 1~4 2.5
Coherence 1-4 3.0
Overall 1-5 4.0

Note. This table represents the average ratings of two election officials

Report Quality Rating Scales

Seale Dimension Measured

Data Conclusions were based on and supported by data,
Claims Claims were clear, consistent, feasible, and related to solutions
Warrants  Arguments were reliable, trustworthy, and logical
Coherence Material was integrated and contained sufficient context
Overall  Overall report quality from failing to excellent
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Secretary of Siate Recommendations

General Conclusions and Background

The findings of the various scientists engaged by Project EVEREST are
disturbing. These findings do not lend themselves to sustained or increased confidence
in Ohio’s voting systems. The findings appearing in the reports necessitate that Ohio’s
voting process be modified to eliminate as many known risks to voting integrity as
possible while keeping voting accessible to Ohio’s voters. These changes must be
thoughtfully planned with the assistance of the Ghio General Assembly, Governor
Strickland and Ohio’s election officials. As they are implemented, these changes must be
made widely known to the public to facilitate orderly and cost efficient implementation.

As Ohio’s voting system is restructured, all equipment and any related software,
along with software updates, must be documented in a central registry to ensure that all
equipment and software in use has been certified by the state’s Board of Voting Machine
Examiners. Preparation, use and storage of equipment before, during and after an
Election Day must be supported by uniform guidelines, procedures and training supplied
by a combination of legislation and secretary of state directives,

It has been said that elections belong to the people. Excessive dependence on any
voting machine company to operate the state’s elections, when that company’s voting
svstem is subject to trade secret or propriety information claims, results in a loss of
transparency that should exist to assure election officials and the public that a fair and
accurate process has been implemented for democratic self-governance. The
information utilized by the scientists in this study included reviews of all three systems’
software source codes and related documentation, a thorough orientation to the
operation and use of the machines, other system documentation and a review of previous
reports of risk assessment of similar voting systems performed by other states and
institutions. The information available to the scientists who performed the assessments
of this study is some of the most comprehensive information available to date for any
such study. This was not accomplished without the assistance and cooperation of the
voting machine companies whose equipment and software were studied.

It should be noted that, in cooperative discussions with the voting machine
companies, it is already recognized by one or more of them that problems exist with
systems now in operation in Chio and elsewhere in the U.S. Upgraded software and
hardware is being tested for federal certification, which could replace equipment and
software now in use in Ohio. Originally, two of the voting machine companies—Premier
Election Solutions and ES&S—had requested that the secretary of state assess as part of
Project EVEREST their “next generation” systems. Unfortunately, testing for federal
certification of these proposed system solutions was not completed in time for it to be
assessed as a part of this study. Tt is not known whether the “next generation” systems
will diminish the risks found by the scientists in this study. Additional, similar testing is
warranted, especially as it relates to server software for ballot design and vote tabulation.

All systems studied in Project EVEREST utilize for each county a central server
and software for ballot definition and vote tabulation, and in some instances computer
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workstations connected to the central server to extend the number of users of the server
in preparing for or tabulating an election. Memory cards are the prime method used to
transmit ballot definitions from the server or workstations to precinet-based machines
and from the precinct-based machines to the server for vote tabulation. The precinet-
based machines are either electronic machines that allow for marking ballot selections by
either a touch screen or a dial and ballot optical scanners for scanning hand- or machine-
marked votes on paper ballots, such as provisional and absentee ballots and some ballots
marked by voters with disabilities. This system of voting is, in simple terms, computer-
based voting.

Computers are widely used in our society for communication, financial
transactions, complex problem solving and other functions requiring timeliness,
accuracy and efficiency. Standards exist in the computer industry for requisite levels of
security to protect privacy, integrity of methodology, and accuracy of data. Tt would
follow that computers can be used to enhance the voting experience and should be
subject to industry security standards as are other computer-based applications.

Unfortunately, the findings in this study indicate that the computer-based voting
systems in use in Chio do not meet computer industry security standards and are
susceptible to breaches of security that may jeopardize the integrity of the voting process.
Such safeguards were neither required by federal regulatory authorities, nor voluntarily
applied to their systems by voting machine companies, as these products were certified
for use in federal and state elections.

With Ohio’s historical role in presidential elections and the 2008 presidential
election fast approaching, the integrity of the state’s voting process is of paramount
fmportance. Ohio’s voting system must be reliable and accurate to ensure fair results
and voter confidence. It is discouraging that public funds have been spent not just in
Ohio, but also nationally, for computer-based voting software that is antiquated,
underdeveloped from a security standpoint, and in many cases, unstable. Much of
today’s current situation has evolved from a combination of 1) the unrealistic
expectations of the tide of change following the 2000 presidential election seeking quick
solutions for better, more reliable voting systems when the underbelly of the punch card
election system was exposed in a close presidential popular vote, 2) the opportunities
presented by this tide of change for voting machine companies to sell mass quantities of
voting machines to state governments all over the nation, resulting in less than optimum
research and design of the security of computer software and system configurations, 3)
the failure of Congress and/or its newly established regulatory agency, the Election
Assistance Commission, to recognize that computer-based voting, heavily marketed as a
panacea, should be subject to stringent security testing to ensure it meets computer
security industry standards, and 4} the failure of Congress to fully fund the Help America
Vote Act by approximately $800 million dollars to provide for adequate funding of the
Election Assistance Commission and for training and other implementation solutions for
the states.

While the advisory group of the state’s election officials generally found that
many of the scenarios described by corporate and academic security scientists may not
be regularly anticipated in a “real-life” setting, the fact that no safeguards have been built
into the state’s voting systems to ensure that they do not cecur is disconcerting and
serves to undermine voter confidence. When HAVA was implemented in Ohio, the state
provided little or no step-by-step guidance to county boards of elections. This left them
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in a “thrown to the wolves” position to work with voting machine companies and their
service technicians in implementing the new, computer-based systems or to develop
their own procedures for implementing these systems in compliance with federal and
state law, the latter of which contains gaps and provisions no longer consistent with the
new voting machine technology. Election officials, being resourceful, persistent and
adaptable, implemented this new generation of voting equipment and software under
these less than optimum conditions and, in many cases, without guidance from the state,
Complicating this is the state’s structure for funding elections, with directives coming
from state and federal sources, but funding coming from the local board of county
commissioners. All of this has resulted in a garden variety of procedures from county-
to-county in Ohio, not all of which provide to each Ohioan the same level of ease or
protection of the voting franchise.

Conscientious elections officials, who work many hours to prepare for an election
and take seriously their role in ensuring a fair and efficient process, were placed in
precarious positions, resulting in many of them “throwing in the towel” after many years
of service and retiring or leaving the field of election administration. Staff turnover, and
often with it, the loss of years of experience and knowledge, coupled with a lack of
documentation or decumentation no longer applicable to new veting procedures, has
contributed to confusion and turmoil in the administration of elections.

The term “elections professional” has emerged, with training conferences and
organizations often funded in part by voting machine companies resulting in an
inevitable blurring of the distinctions between being an expert at ensuring a competent
and responsive election process and being an expert at handling computer-based voting
machines. This may aceount, in part, for the reluctance of some proficient election
officials to scrutinize the security or integrity of computer-based voting systems. It has
fed the accusations by voting protection activists that elections officials and voting
machine companies share a common purpose. Such grassroots voting protection
activism developed after a voting machine company chief executive from Ohio expressed
in writing his intention to deliver the state for a particular presidential candidate in
2004—an incident that has been described as a “nuclear moment.”

In this environment Project EVEREST was conceived and undertaken in Ohio, a
state at the root of election controversy, by a new secretary of state administration, to
keep a promise to conduct a top-to-bottom review of its voting systems. The study’s
purpose is and has been to gain information about the integrity of Ohio’s voting process
and, more specifically, to assess risks associated with the state’s voting svstems to
ultimately strengthen voter confidence in Ohio and the confidence of the nation in Ohio’s
voting process. While the initial reaction may be that the study’s findings do not instill
confidence, the recommendations contained in this report will allow Ohio to move
forward toward meeting Ohio voter expectations for elections that are safe, reliable and
trustworthy and that merit the nation’s confidence in its outcomes.

The results of the study point to the need for great change not just in Ohio, but
also in voting systems and procedures used in federal elections in general. The
recommendations of this repart were developed in consultation with an advisory group
of twelve (12) elections officials from throughout Ohio with geographic and voting
machine diversity, and whose numbers totaled six (6} Democrats and (6) Republicans,
all of whom are directors or deputy directors of boards of elections with collective
decades of experience. While not all elections officials have fully embraced all aspects of
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these recommendations, all have expressed their willingness to assist in their
implementation if Governor Strickland and the Ohio General Assembly agree that they
should be implemented in whole or in part. For this, the secretary of state expresses
gratefulness and respect.

Recommendations

Introduction

In reviewing the findings of the various scientists of the study, the secretary of
state finds that no system used in Ohio is without significant and serious risks to voting
integrity. This appears to be a problem inherent with the products in use throughout the
country as supplied by the industry. The Ohio secretary of state is constrained by the
existence of available resources and necessarily makes some recommendations that
security experts may consider less than optimum but that pose fewer risks than
confinuing to use the svstem as currently configured and implemented.

At present, Ohioans vote on Election Day at localized polling locations and,
before the election, at boards of elections. Ballots are organized according to precinets
comprised of no more than 1400 electors. Voting occurs on Election Day from 6:30 a.m.
to 7:30 p.mi., while early voting (as an in-person form of absentee voting) takes place
during regular hours of hoards of elections from thirty-five (35) days before the election
through the day before Election Day.

Absentee voting by mail takes place beginning thirty-five (35) days before
Election Day, and all ballots must be received no later than Election Day, except for
military and overseas absentee ballots, which must be postmarked no later than Election
Day and received no later than ten (10) days after the election. Provisional voting
generally takes place on Election Day by voters who do not supply the preferred methods
of identification (photo 1D issued by the state or federal government, utility bill, bank
statement, paycheck or government check or other government document) and by voters
appearing at a polling location whose address does not match the address recorded in
the poll book at that polling location or whose name does not appear in the poll book.
Regardless of type of voting system used in a county, provisional ballots are paper ballots
by virtue of a recent directive issued by the secretary of state (as a result of limitations of
the VVPAT, “voter verified paper audit trail” in identifying provisional ballots ultimately
as belonging to a particular voter) to ease the process of recounts and protect ballot
secrecy for each voter.

Recommendations

Recommendation #1 - Eliminate poinis of eniry creating unnecessary
voting system risk by moving to Cendral Counting of Ballots

The computer-based voting systems (all three of them) used in Ohio transmit
ballot definition and votes for tabulation on memory cards (and in some cases on
peripheral coding devices). These cards and devices are insecure and operated in
environments where there are many levels of access to these devices (voters, poll
workers, election officials, contractors and vendor representatives). These devices are
used in multiple ports of entry to the system and shared between various components of
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the system, whose shared data travels to the ultimate destination of the server software
used for present and future elections. Accordingly, the prudent course of action is to
remove insecure ports of entry to the system from less secure environments such as
polling locations.

Voting Machines that tabulate votes at polling locations

Simply put, the elimination from polling locations of vote recording and
tabulation machines such as DREs and precinct-based optical scan machines (except to
use optical scan machines for determining overvotes and undervotes to satisfy HAVA
“second chance” requirements) and instead migrating to central counting of ballots,
ensures greater stability to the computer-based voting systems, because it eliminates
multiple points of entry to a system not adequately secured.

The only computer-based system operated at the precinct level that does not
tabulate votes is the AutoMark voting machine. This machine “reads” the bar code on a
blank ballot using preprogrammed firmware and acts solely as a ballot marking device,
allowing voters, especially these with disabilities, to mark their ballots with little or no
assistance, preserving the secrecy of their ballot selections. The marked ballot is ejected
once voted, and the voter places the voted ballot into a ballot box or scanner along with
all other optical scan ballots. AutoMark voting machines should be used at all polling
locations for voters who need assistance marking their ballots and for voters wishing to
cast their ballots via a touch screen method.

Recommendation #4 — Require all ballots be Optical Scan Ballots for
central tabulation and effective veoter verification

As noted above, optical scan ballots provide greater opportunities for voter
verification and are the only type of paper ballot able to be centrally counted with current
technology. They are compatible with the non-tabulating AutoMark voting machine,
effective for voters needing assistance. Optical scan voting is currently used in polling
locations in approximately twenty-nine (29) counties. Optical scan ballots are consistent
with provisional and absentee ballots already in use. Counties currently using DRE
technology must still use optical scan ballots for absentee and provisional voting. With a
movement to optical scan voting, ballots in a county would be of the same type and
eounted by high speed optical scanners (or by formerly precinct-based optical scanners
centrally located as an interim measure.) Legislation would be needed to allow printing
of ballots by printers from outside the State of Ohio to accommodate the increased
volume of ballots to be printed.

Recommendation #5 — Maintain *no foult” absentee voting while
establishing Early (15 days prior to the election) and Election Day
Vote Centers (of the size of 5 to 10 precincts), eliminating voting at
individual precincts or polling places of less than § precinets

“No fault” absentee voting (voting absentee without a stated reason), adopted in
2005, should be maintained to encourage participation while thinning Election Day
voting. “Early voting” currently occurs as an “in-person” form of absentee voting,
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requiring the voter to complete an absentee ballot application onsite when he or she
appears at a board of elections to vote during the absentee balloting period. Voting at
boards of elections by in-person absentee ballot would begin at the inception of the 35-
day absentee voting period prior to an election, but at the 15-day point, additional voter
centers would open for continuous voting seven (7) days per week through Election Day.
On Election Day, vote centers would be open during traditional voting hours—6:30 a.m.
through 7:30 p.m. On the days during the 15-day early voting period, vote centers
(including boeards of elections) would be open from 7:00 a.m. through 7:00 p.m. Monday
through Saturday and from 12:00 noon through 7:00 p.m. on Sundays, staffed by two
shifts of seven (7) hours each with an hour overlap during the period of 12:30 p.am. to
1:30 p.m. on Mondays through Saturdays. Voters would be assigned to a particular vote
center as their polling location. Examples of vote centers would include libraries,
community centers, senior centers, shopping centers or other accessible public buildings
with adequate parking. Precincts would be maintained in the board’s records, but vote
centers would be ereated for 5 to 10 precincts, with extra staffing and materials planned
for Election Day, especially in the first few years.

Ballots would be pre-printed optical scan ballots, and each polling place would
maintain a separate ballot box for each election precinet. Voted ballots would be placed
in the appropriate precinet box and returned in the box unopened or sealed for secrecy at
the end of each day to the board of elections. Procedures would be prescribed by
directive and/or statute for daily ballot reconciliations and with daily poll lists and poll
books transported to the voter center each day. On Election Day, a mid-day pickup of
ballots by board personnel would need to be authorized by legislation to permit scanning
{not tabulation) before 7:30 p.m. on Election Day. Vote centers would also be equipped
with two AutoMark ballot marking devices for voters with disabilities or needing
assistance or who wished to use touchscreen and with two precinet-based optical scan
machines for voters who wish to check their ballots for overvotes or undervotes by
scanning them (with no tabulation occurring, but some firmware needed to read ballots
to detect overvotes or undervotes). Voters would be able to drop off absentee ballots at
vote centers for return to boards of elections. Early voting at vote centers may reduce the
mumber of provisional ballots and provide more time to verify information for
provisional ballots. Adequate signage and voter education would also need to be
conducted to inform voters of 1) the availability of early voting in multiple locations, 2)
the change to vote centers on Election Day, and 3) the need to carefully check ballots to
ensure they have been correctly voted, avoiding overvotes or undervotes.

Other equipment needed for polling places would include privacy booths with
surfaces for voting optical scan ballots, marking devices such as pens or pencils,
extension cords for AutoMark machines, and optional storage for election related
equipment and supplies. Any ballots stored at vote centers would need to meet
standardized security requirements set by directive or statute, Otherwise, ballots would
be delivered to vote centers daily. All ballots would be serialized for reconciliation
purposes and all voted ballots would be returned to the board of elections at the end of
each voting day.

After piloting the vote center/early voting concept in 2 or 3 counties at the March
2008 primary election (see Recommendation #7 below), vote centers and centralized
optical scan voting would be implemented in the November 2008 election, as long as
funding is available by mid-April 2008. Funding would be for the 2008 general election
only and would include the following:



¥

104

79

Funding for vote center workers exceeding what is already budgeted for paying
poll workers in the November 2008 election (per county). Suggested minimum
rate of pay is the state minimum wage of $6.85 per hour, allowing counties to
adjust upward for differing wage rates around the state;

Funding for printing optical scan ballots above what is already budgeted for
November 2008 election (per county). Note some counties already have
budgeted the printing of optical scan ballots for the entire county, since they are
already using optical scan ballots;

Funding for high-speed optical scan machines (at present only one voting
machine company has a certified high-speed optical scan machine, but several
other vendors are awaiting certification of high speed optical scan machines,
which would likely be available for certification by the Board of Voting Machine
Examiners and for sale in Ohio by April 2008). Some counties already have high-
speed optical scan machines, and the secretary of state has an inventory record of
what is already on hand;

Funding for voting booths for use with voting optical scan ballots. Some counties
retained their voting booths for punch card voting, and some of these may be
converted for optical scan voting for a cost less than purchasing new cnes. Other
counties currently using optical sean that moved from precinct based voting to
vote center voting would have extra voting booths. Those purchased with federal
HAVA dollars could be redistributed, and those purchased with county funds
could be purchased at resale cost;

Funding for purchase of ballot boxes for daily transport of voted ballots from vote
centers to the board of elections;

Funding for leases of space for vote centers in excess of what is already budgeted
for leases for polling places for November 2008;

AutoMark precinct-based ballot marking devices purchased with federal HAVA
dollars could be redistributed among vote centers from counties using them in
each precinet or polling location, with funding necessary to pay only for machines
or accessories purchased with county funds, but at resale cost;

Already existing precinct-based optical scan machines purchased with federal
HAVA dollars could be redistributed among vote centers (to satisfy second-
chance voting requirements) from counties using them in each precinet or polling
location, with funding necessary to pay only for machines or accessories
purchased with county funds, but at resale cost;

Funding for software and/or servers compatible with high speed scanners
purchased for central tabulation of optical scan ballots; and
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10. Funding for public education about the changes to vote centers and second
chance voting where precinet-based optical scanners may not be in use to scan
for overvotes and undervotes.

Recommendation #6 ~ reguire all Special Elections (issues only) held in
August 2008 to be voted by mail (no in-person voting, except at the board
af elections, for issue-only elections held in August 2008)

Adopt either Sen. Cates’ bill (8.B. 182) or similar legislation to require all-
absentee voting for special elections (issues-only} as an interim step to all-mail special
elections (issues-only). Eventually eliminate the required step of applying for an
absentee ballot and simply mail ballots to all electors eligible to vote on the issue(s)
submitted to the electorate.

Recommmendation #7 - implement Pilot Programs for vote centers af the
Mareh 2008 election in 2 to 3 counties already using optical scan voting

Allow 2 to 3 counties already utilizing optical scan voting to voluntarily
implement Pilot Programs for Vote Centers in the March 2008 presidential primary
election and evaluate specific features and practices for improved future
implementation, however, being poised to implement them statewide for the November
2008 election.

Recommendation #8 — adopt legislation te allow a county to vote on
whether it desires to vote by mail for a temporary or permanent period of
time (see, R.C. 3506.02 for amendment).

Such an election could take place on a pilot basis at the August 2608 special
election. Voters in a county could specify if they wanted mail-in voting and whether it
would be solely by absentee vote or by regular ballots mailed to all registered electors in
the county. The mail-in voting eould be for a specific trial period or indefinitely,
depending on legislative preference.

Recommendation #9 — for the March 2008 primary election permit county
boards of elections using precinct-based optical scan machines to move the
machines to a central location to implement centralized counting of optical
sean ballots

Counties exercising this option could opt to move to high speed optical scanners
for the November 2008 election with available funding.

Recommendation #10 — for the March 2008 primary election require
counties utilizing DREs to offer paper ballots to voters who do not want to
vote on DREs

At the date of this report, it would be extremely difficult for all Chio counties
currently using DREs (a total of 58 counties) to move to a central count optical scan
system before the March 2008 primary election. For counties that find themselves in a
position of needing to conduct the March 2008 primary election utilizing DREs for
voting, electors should be provided the option to vote a paper optical scan ballot at their
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polling places. This may be accomplished by legislation. The secretary of state should
provide by directive {as opposed to legislation) a temporary determination {specific to
the March 2008 election) of the number of optical scan ballots eounties should print for
distribution upeon request in voting precincts where DREs ave still in use. The secretary
of state is willing to confer with legislative leaders, the Ohio Association of Election
Officials and the Ohio Association of County Commissioners on appropriate levels of
these substitute paper ballots for the March 2008 primary election. Ballot boxes and
secrecy envelopes wounld alse need to be purchased, in addition to voting booths for
marking optical scan ballots. These could be used in the fall election for vote centers.

Other Options

The advisory group of 12 election officials discussed earlier assisted in the
development of the recommendations listed above. Not all were enthusiastic about
eliminating DREs but all expressed willingness to assist at every stage of planning and
tmplementation of any or all of these recommendations.

Other options explored but deemed to be more costly include the following:

Central Count Optical Scan Voting at Regular Precinct/Polling Locations
using AutoMark for Voters with Disabilities

1. Continue with precinet or polling place based voting using central count
optical scan machines, with second chance provided by advertising as
permitted by HAVA and utilizing AutoMark ballot marking devices for voters
with disabilities. Potential problems with this option include the perennial
challenge of recruiting enough poll workers, although training is simpler
without DREs or precinct based optical scan machines. In addition, more
AutoMark machines would need to be purchased at a per-unit price of
approximately $5400, and this adds significantly to the cost.

Vote by Mail

2. Eliminate in-person voting, except in case of voters with disabilities using
AutoMark machines. All registered electors would receive a regular ballot by
mail. Potential problems with this option include ensuring the integrity of
county voter databases that should aveid (but do not always avoid)
duplications. Voter ID requirements would more likely ensure honesty in
voted ballots (i.e, actually voted by the named voter). This is a more
expensive option, especially if the ballot is several pages. It is anticipated that
return postage would need to be paid, but “drop off boxes” at specific
locations could be utilized to aveid return postage. The State of Oregon
successfully utilizes this method, along with nearly all counties in the State of

Jashington. Voter participation is shown to be higher with this method.
This could be piloted at the November 2008 election at a county’s option (see
Recommendation #8 and R.C. 3506.02 and potential to amend this section).

Move back the 2008 Primary Election Date to Implement More
Recommendations Sooner
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This option may allow for the implementation of more recommendations
sooner; for more pilot experiments before the November 2008 general
election; and for some counties to discontinue DRE use and move to optical
scan for the primary. However, delays in funding past, for instance, a first
Tuesday after the first Monday in May date could make November
implementation difficult if only pilot programs are attempted in May or if
funding for changes in November is not determined until after a May
primary. Moreover, political and primary election logistical problems could
arise in moving back the primary election date, because candidate planning,
petition cireulation and even filing may already have begun. This would
appear to be an option of lesser attraction for all of these reasons.

Cuyahoga County Primary Election Remedy

4.

Software problems associated with Cuyahoga County’s GEMS server for its
DRE-based voting system oceurred at the November 2007 election. Because
that election involved a turnout of approximately 15%, and turnout is
expected to be substantially higher in March 2008, great concern exists for
continued use of this voting system in Cuyahoga County in the March 2008
primary. With the state’s funding assistance, Cuyahoga County could move to
a central-count optical scan system for the March 2008 primary election by
utilizing leased DREs for precinct based voting hy persons with disabilities
and purchasing high speed optical scanners (with compatible server and
software and voting booths) for optical scan voting. This option has been
estimated to cost between $2 million and $2.5 million dollars. All purchased
equipment could transfer to a vote center voting system for use in November
2008, and extra voting booths not needed for vote centers could be
redistributed to other counties migrating from DRE to optical scan central
count vote centers. The county would be responsible for printing a sufficient
number of ballots for the March primary election. If this option is approved,
purchases would need to be made immediately, with reimbursement applied
for by the secretary of state to the Ohio General Assembly to reimburse the
Cuyahoga County Commissioners for equipment purchases.

Other Legislation and/or Directives or Rules to be Implemented as a Result
of Findings

Following is a list of other legislation and/or directives or rules not specifically
mentioned in the Recommendations above but that are recommended to be
implemented as a result of the study’s findings. This list is not exhaustive, especially as
to directives that will be needed to implement some or all of the above
Recommendations:

1.

Clarify the law to ensure that vendors and beards of elections notify the secretary
of state when “enhancements” and “significant adjustments” are made to the
hardware and software. Also, include “firmware” as part of the identified items.
(LEGISLATIONY;

Adequately and more frequently train poll workers and presiding judges.
(Requires changes to R.C. 3501.27) (LEGISLATION);
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13.

14.
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Require a standard quality of paper and method of handling for the Voter
Verified Paper Audit Trail (VVPAT) as a temporary measure for the 2008
primary election. (DIRECTIVE);

Reduce the amount of necessary information required on the official ballot to
decrease the number of pages of a ballot, including exploring using a “key-tvpe
ballot” for voting on issues, with a less expensively printed explanation of the
issues. (Requires changes to R.C. 3513.052 & 3513.30) (LEGISLATION);

Establish set procedures for the distribution of electronic voting machines. This
proposal would allow the secretary of state to define, using specified variables,
how many machines should be allocated for each precinet for the March 2008
primary election. (R.C. 3501.11 (I)) (LEGISLATION OR DIRECTIVE);

Expand the “Youth at the Booth” program to allow up to 2 high school seniors to

serve as poll workers (for early voting at vote centers and) on Election Day and to
allow college students to serve in the county where they attend school. (Requires

change to R.C. 3501.22(C)) See also, H.B. 350. (LEGISLATION);

Change or remove sections of the Ohio Revised Code that ave out-dated and/or
inconsistent with technology and related procedures. {Ohio Association of
Election Officials has been compiling a list.) {(LEGISLATION);

Permit absentee ballots that are postmarked on or before Election Day to be
counted if received by the board of elections within 10 days of Election Day (see
Rep. Dyer’s bill, H.B. 336). (LEGISLATION);

Permit absentee ballots to be counted if the identification envelope is missing
information that was supplied on the absentee ballot application that does not
prevent the board of elections from identifying the voter. (LEGISLATION);

. Permit boards of elections to accept faxed absentee ballot applications. (R.C.

35609.03) (LEGISLATION);

Permit permanent absentee status for stated situations, e.g. permanently
disabled, no longer have a driver’s license or of a certain age. {(LEGISLATIONY;

. Make absentee ballot return envelopes significantly distinguishable from regular

mail so as to make it easily identifizble by United States Postal Service workers.
(DIRECTIVE OR RULE);

Permit and require the certification of electronic poll books. (R.C. 3505.05)
{LEGISLATION);

Establish security protocols for election servers and software. {DIRECTIVE OR
RULE);
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15. Specify standards for Logic and Accuracy (L&A) testing of tabulating machines.
(DIRECTIVE OR RULE, POSSIBLY LEGISLATION); and

16. Establish standardized security procedures based on specified levels of risk for
components of voting systems. (DIRECTIVE OR RULE).

Conclusion

The implications of this report are serious. Swift and specific changes are needed
to improve the quality of Ohio elections so that Ohio is prepared to successfully execute
next vear’s presidential election. Ohio election officials have shown an eagerness to
participate in the planning and implementation of these needed changes, and the
secretary of state looks forward to working with them and the Ohio legislature in
achieving these needed improvements.

The secretary of state is grateful for the stated intentions of Governor Strickland
and leaders of the Ohio General Assembly to work in a bipartisan fashion to resolve
issues affecting election integrity and to make Ohio a model for other states in
implementing election reform.

Sincerely,
ol /- O—
P

Jennifer Brunner
Ohio Secretary of State
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Ms. LOFGREN. We turn now to our witness, Ms. Roberts. Wel-
come.

STATEMENT OF DAWN K. ROBERTS

Ms. ROBERTS. Thank you, Madam Chairwoman, distinguished
members of the Subcommittee on Elections.

My name is Dawn Roberts. I am the Assistant Secretary of State
for Florida and the Chief of Staff to Secretary Kurt Browning.

I have been asked to describe the contingency plans that were in
place for the 2004 Presidential election prior to the landfall of Hur-
ricane Charlie and what lessons we learned in Florida. I have also
been asked to describe contingency plans that we have in place for
our upcoming fall elections.

We have had an Elections Emergency Act on the books in Florida
since 1992. This Act authorizes the Governor to suspend, delay or
reschedule an election. The goals of this Act are to maximize par-
ticipation in the electoral process but at the same time to ensure
the safety and welfare of our voters and our poll workers. It is to
protect the integrity of the election and to provide for a safe and
orderly procedure should an election have to be rescheduled.

In response to the passage of that Act, the Division of Elections
promulgated by rule in 1994 a comprehensive emergency suspen-
sion plan. This plan covers six broad areas with respect to election
administration: notification procedures through PSAs; conduct of a
rescheduled election with a focus on assessing polling places; tem-
porary polling sites; consolidation of precincts; absentee voting, al-
lowing for temporary absentee voting sites to be established; voting
and tabulating equipment, ensuring that the supervisors of elec-
tions have the flexibility to borrow and lease equipment should
there have been damage during the event; and also, safety of the
existing polling places. Should equipment have already been de-
ployed or ballot materials, there needs to be procedures in place to
secure those sites to protect the integrity of the election. And, last-
ly, what do you do with the release and certification of results, es-
pecially if you've got races that have crossed jurisdictional bound-
aries?

In 2004, Florida experienced four storms in 6 weeks. The first
storm, Hurricane Charlie, hit Florida just 2 weeks before our pri-
mary. It could not have been without the extraordinary efforts at
both the State and local level that we were able to actually keep
to our elections schedule and hold an August 31st primary.

What we learned is really what we summarize as the three P’s:
poll workers, polling places and power restoration. Through our
emergency operation center in Tallahassee, we were able to get to-
gether with those supervisors who were impacted by Hurricane
Charlie and develop a contingency plan to go forward with the elec-
tion as scheduled.

Some of the lessons we learned: you have to think outside the
box. Your first reaction may be to reschedule an election, but until
you have done an assessment of your polling places, your poll work-
ers, worked with your supervisors of elections, you don’t know for
certain whether or not a rescheduling is absolutely necessary.

We learned quickly that you have to have communication with
the Department of Justice, especially if you are a pre-clearance
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State, as we are in Florida. We have five counties subject to pre-
clearance. So whenever you change polling sites, consolidate pre-
cincts, change any of the rules of the game, that has to be pre-
cleared through the Department of Justice; and they were very co-
operative with us.

Try not to duplicate your efforts, and what works in one emer-
gency may not work the same in another. For example, in Hurri-
cane Charlie, what worked did not work with Hurricane Ivan that
hit the Panhandle. With Hurricane Ivan, they had more time to
prepare and so they were actually able to handle a lot of their
issues from the local level. But we—in our zeal to help them,
stepped over some lines with respect to who was doing what with
assessing the polling places.

Having up-to-date phone trees cannot be understated. And if you
don’t have a continuity of operations plan at the local level and you
take it off the shelf once in a while and look at it and update it,
there is nothing the State is going to really be able to do for you.

Since then, we have established a regional response plan with
our supervisors of elections to approach election contingency from
a regional perspective. We also developed, for the Division of Elec-
tions particularly, their own continuity of operations plans. The su-
pervisors of elections have entered into memorandums of under-
standing amongst themselves to actually put down on paper that
they will assist one another in the event of an emergency.

And, lastly, we have actually started looking at what we would
do if there was a pandemic influenza situation with an election.

I will be happy to answer any questions.

Ms. LOFGREN. Thank you very much.

[The statement of Ms. Roberts follows:]
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Madame Chairwoman Lofgren and distinguished Members of the Subcommittee, thank you for
your invitation to testify on election contingency plans. My name is Dawn Roberts and | submit
this written testimony as Florida’s Assistant Secretary of State and Chief of Staff for the Florida
Department of State. Prior to serving in my present capacity, | was the Director for the Division of
Elections in Florida during the 2004 and 2006 election cycles. In Florida, the Division of Elections

is a program area within the Department of State.

Under Florida law, the Secretary of State is the chief election officer of the state and, as such, has
various responsibilities under the Florida Election Code (Chapters 97 — 106, Fiorida Statutes).
One of the primary responsibilities of the Secretary is to obtain and maintain uniformity in the
interpretation and implementation of the elections laws. The Florida Legislature has granted the
Secretary of State with broad rule-making authority in order to provide “uniform standards for the
proper and equitable interpretation and implementation of the requirements of chapters 97-102
and chapter 105 of the Election Code.” (section 97.012, Florida Statutes). The Division of
Elections (the Division) works on a daily basis to provide assistance and direction to the 67
supervisors of elections in the state. Sixty-six of these supervisors are elected constitutional
officers and one is an appointed official. By providing consistent guidance to the supervisors of
elections, the Department of State (the Department) strives to ensure uniformity in the application
of the election laws throughout the state.

| have been asked to describe the contingency plans that were in piace for the 2004 Presidential
Election prior to the landfall of Hurricane Charley and what lessons were learned. | have also
been asked to describe the contingency plans in place for the 2008 Presidential Election. In
order to put things in perspective, it is important to go back further than 2004.

On August 24, 1992, approximately 10 weeks before the General Election, Hurricane Andrew
made landfall in South Fiorida causing extraordinary devastation. In the chaos brought about by
Hurricane Andrew, Miami-Dade County filed a lawsuit against the State in an effort to postpone
the statewide primary election. The county took the position that the primary election shouid be
postponed statewide and questions arose at to whether the Governor had the authority to
suspend the primary. On August 31, 1992, the Florida Supreme Court affirmed the final order of
the Circuit Court in Dade County. et. al. v. State of Florida, et. al., and cases consolidated
therewith, delaying until September 8, 1992, the first primary election scheduled in Miami-Dade
County for September 1, 1992.
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Interestingly enough, the 1992 Florida Legislature had passed legislation creating the Florida
Elections Emergency Act (sections 101.731 — 101.74, Florida Statutes), but the law was not in
effect for the 1992 fali elections. The law was contingent upon the passage of a proposed
amendment to the State Constitution by the electors at the general election to be held in
November 1992 expanding the authority of the Governor to suspend or delay elections in
emergency situations. The amendment passed. (Article Vi, Sec. 5, Florida Constitution).

The 2004 Elections and Hurricanes Charley, Frances, lvan and Jeanne
2004 Primary — Tuesday, August 31, 2004 2004 General — Tuesday, November 2, 2004

The 2004 Hurricane Season was challenging, to say the least. Florida was hit by four hurricanes
in approximately a six-week period. Hurricane Charley made landfalf just north of Captiva island
on Friday, August 13, 2004, just two weeks before the Florida 2004 Primary to be held on
Tuesday, August 31, 2004, Hunicane Frances made landfall at Hutchinson Island, south of Port
St. Lucie, on Sunday, September 5, 2004. Hurricane lvan made landfall at Guif Shores, Alabama,
on Thursday, September 16, 2004, ravaging Pensacola, Florida and other areas in the Florida
Panhandle. The fourth hurricane, Hurricane Jeanne, made landfall near Stuart on Saturday,
September 25, 2004.

By all accounts, Florida was certainly more prepared in 2004 than it was in 1992 from an
emergency management perspective, but were we reaily prepared for the 2004 hurricane season
from an elections contingency perspective? The Florida Elections Emergency Act had been on
the books for twelve years. The Division of Elections adopted rules setting forth an election
emergency contingency plan in 1994. (Chapter 1S-9 Elections Ernergency Contingency Plan,
Florida Administrative Code). The Department had a Continuity of Operations Plan (COOP) on
file with and approved by the Florida Division of Emergency Management. From an elections
contingency perspective, the simple answer was that we weren't as prepared as we thought.

The Florida Elections Emergency Act and the Elections Emergency Contingency Plan set forth
the procedures to follow when the Governor issues an executive order declaring a state of
emergency or impending emergency, and the determiniation has been made to suspend or defay
an election. As we approached the 2004 elections, the Department did not have a plan in piace if
the determination was made not to suspend or delay the election after a declaration of a state of

emergency.



116

Southwest Florida, and particularly Charlotte, Desoto, and Hardee counties received the worst
devastation of the season. In the aftermath of Hurricane Charley, the Department in coordination
with the State EOC developed the Elections Emergency Contingency Plan for Counties Affected
by Hurncane Charley, and the missions in support of the plan were entered into the State EOC
database. A planning committee was convened with members from the Governor's staff, Division
of Elections, Division of Emergency Management, Division of Forestry and Fiorida Department of
Law Enforcement. It should be noted that all of the State agencies were committed to ensuring
an uninterrupted elections process and to working cooperatively within the framework of a unified
effort of all state and local partner agencies. The planning committee developed an Incident
Action Plan and that plan was presented to the supervisors in the affected counties.

The Governor directed the Secretary to activate the Elections Emergency Contingency Plan for
those counties affected by Hurricane Charley to provide for flexibility of early voting, modified
existing filing deadlines for candidates and campaigns as well as poll watchers, and to aliow
members of the Florida National Guard deployed to the affected counties to submit their absentee
ballots by fax. The Department worked closely with the State Emergency Operations Center
(EOC) to marshal considerable resources through the Federal Emergency Management Agency
(FEMA) by concentrating our efforts on assessing needs and determining where resources could
be put to best use. Despite the tremendous challenges, the determination was made at both the
State and local level that if at all possible, every effort was to be made to go forward with the
August 31% primary as scheduled.

Department personnel were aésigned to the State EOC to act as liaisons for staff members
deployed to the affected counties. We were in constant contact with the supervisors to ascertain
election readiness. As Director for the Division of Elections, | toured the affected counties with
the Secretary to gain first hand knowledge of what their unique needs and challenges were, and
what technical assistance to provide. The counties most impacted by Hurricane Charley were
Charlotte, DeSoto, Hardee and Polk Counties. The three major issues identified as most critical
with respect to election readiness were what we began referring to as the three “P’s™ (1)
Precinct/Polling Place Availability; (2) Power Restoration: and (3) Poll Worker Availability. With
our staff assisting, all four supervisors modified their Election Day plans to meet their specific
need including combining polling places where necessary to ensure access to voters.

Some of the technical assistance provided by the Department and the Division of Elections
included, but was not limited to the following:
« Assisted the county supervisors of elections in identifying which precinct building facilities

and/or locations in the affected counties could not be utilized for the primary election.
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In coordination with the county supervisors of elections identified precincts to be included
in a super precinct and the locations, whether a permanent building or a temporary
facility.

Developed a plan for notifying voters of the continuation of the primary election process
and changes to polling place locations.

Coordinated with state and local emergency officials and other state agencies to provide
power generators and tents where needed.

Produced Public Service Announcements distributed in the affected areas and
neighboring counties to recruit polf workers.

Provided an aerial service that flew an informational banner over the impacted regions
that read, Vote, Aug. 31 INFO 1-866-308-6739.

Distributed handouts in the impacted counties that included voter hotline information.
Provided technical equipment and staff support in Charlotte, DeSoto, Hardee and Polk
counties.

In Charlotte County, a base of operations was established in rented Recreational Vehicle
Campers from the supervisor of elections office. A team of three Department employees,
a retired supervisor of elections, and a former supervisor of elections were based in the
county to provide assistance.

In Hardee County, the supervisor of elections passed away shortly after the storm and
the supervisor's office was nearly destroyed. The Depariment arranged for a former
supervisor of elections to assist the newly appointed supervisor in conducting the
election. The supervisor of elections for Citrus County offered assistance with poll worker
training.

Contracted vendor support.

Southeast Florida suffered two hurricanes, Frances and Jeanne, 19 days apart. Palm Beach,

Martin, St. Lucie and Indian River counties were the worst hit. There was longer time to prepare
for the November 2, 2004 General Election than when Hurricane Charley hit Southwest Florida

and the damage was not as concentrated. In addition, these larger counties had more

infrastructures in place for disaster recovery. The Department assisted the counties with

assessing precinct/polling place availability and with power restoration.

Northwest Florida probably received the second worst devastation of the season. Hurricane lvan

caused catastrophic damage to the coastal areas. With 47 days prior to the General Election,

most of their election contingency needs were able to be handled through the local EOC's. The

Department assisted Escambia and Santa Rosa counties with precinct/polling place assessment

and power restoration.
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Lessons Learned

The first disaster is the emergency itself, whether natural or caused by human beings. The
second disaster can occur if you don't have a plan to deal with the first disaster. The first disaster
may not be preventable but the second disaster is. Florida was successful in conducting the
2004 Primary and General elections as scheduled. It took a tremendous amount of effort and we
were fortunate to have such a skilled emergency management team within the Division of
Emergency Management and a state of the art State Emergency Operations Center.

Cooperative partnership with the county supervisors of elections is critical to the successful
implementation of an elections contingency plan. After the 2004 hurricane season, the
Department scrutinized the administration of the elections from an emergency management
perspective. We began an active dialogue with the county supervisors of elections and their
association, the Florida State Association of Supervisors of Elections (FSASE), on best practices
for an elections contingency pian. The importance of regular communication between the
Department and the supervisors of elections in the preparation for a statewide election cannot be
overstated.

Elections are conducted at the local level and the supervisors of elections are the experts.
Therefore, a successful elections contingency plan must begin at the local level. Our job at the
Department is to increase awareness and share what we learned from the 2004 humicane
season; to provide technical assistance; to have a continuity of operations plan with clearly

defined mission essential functions; and to regularly assess election preparedness.

Are We Ready for the 2008 Elections?

As a result of the lessons leamed during the 2004 hurricane season, election preparedness has

become a top priority of the Division of Emergency Management. Elections literally have a “seat
at the table” at the State Emergency Operations Center. In every drill conducted, the question is
asked — is there a scheduled election anywhere in the state that could be impacted by the mock

emergency and if so, what issues need to be addressed should the Governor issue an Executive
Order declaring an emergency.

The Department has an overall caontinuity of operations plan and each Division, including the
Division of Elections, has a continuity of operations plan. in addition, the Division of Eilections has
developed and implemented a Regional Response Plan for elections. The mission of the Division
of Elections Regional Response Pian (DOERRP) is to support and assist the 67 county
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supervisors of elections through coordination with the State and local emergency management
organizations, the United States Department of Justice and other critical stakeholders to ensure
that the supervisors of elections have the resources and instruction necessary from the State to
open polling facilities; verify voter status; and conduct elections without delay in the event of a
disaster.

The purpose of the DOERRP is to provide guidelines, establish protocols, develop operational
concepts, identify tasks, list responsibilities, and provide logistical supportin an efficient and
effective manner necessary for a coordinated regional response in support of an emergency
incident occurring prior to, during or immediately following a general election. The DOERRP
applies to the 67 counties supervisors of elections that have signed the plan and it is intended to
provide a framework for the state in its effort to respond and recover from a catastrophic incident.
Finally, the supervisors of elections have entered into memorandums of understanding to provide

election assistance to one another in the event of an emergency.

As previously stated, communication between state and local election officials is critically
important in preparing for a statewide election. Prior to every General Election, regularly
scheduted conference calls are conducted between the Department and the supervisors of
elections to discuss election preparedness and election-related issues. For this election cycle,
the Department has already held numerous conference calis with all 67 supervisors of elections
and will continue to do so as we approach the fall elections. In addition, Florida Secretary of
State Kurt S. Browning and Division of Elections’ staff have been conducting site visits and
meeting with county supervisors of elections and touring their facilities, with particular focus on
those counties converting from touch screen voting systems to optical scan voting systems. As
always, the Department stands ready to assist our local election officials in anyway necessary to
ensure a successful 2008 Primary and General election.

In conciusion, Madam Chairwoman, | would like to take this opportunity to thank this committee
for conducting this hearing today on such an important topic. Election preparedness and election
contingency planning should be on the minds of every election official in this country. Itis a top
priority of Govemor Crist, Secretary Browning and our 67 supervisors of elections. Florida is weli-
prepared for the 2008 Primary-and General Elections.

Thank you for allowing me to testify, and | look forward to answering any questions you might

have.
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Ms. LOFGREN. I think we will have a few questions. I would turn
first to Mr. Davis for whatever questions he may have.

Mr. Davis of Alabama. Thank you, Madam Chairwoman.

Let me thank you all for being here.

One of the things that the panel—or that the committee, rather,
is obviously trying to assess is the feasibility or the advisability of
any Federal law regarding Election Day disasters. I want to get
some sense from all of you, first of all, under the statutory provi-
sions in Florida and New York, I take it Ohio, Ms. Beatty, does not
have a provision for suspending an election, is that right?

Ms. BEATTY. No, it does not.

Mr. Davis of Alabama. Florida and New York apparently do.

So, Mr. Wilkey—well, let me just ask you with respect to New
York City. Obviously, the election was postponed in New York City.
Wl;o made the decision to do that and how did that happen on 9/
117

Mr. WIiLKEY. Well, for clarification, in the primary election in
New York we have two different polling hours. In the city of New
York, the counties in Long Island and the immediate counties adja-
cent to New York—Westchester, Rockland, Orange, Ulster—the
polls are open from 6:00 a.m. to 9:00 p.m., and in Erie County up-
state in the Buffalo area. In the remainder of the State, the polls
do not open until noon. They are open from noon to nine. This has
been the way it has been since I have been in election, which is
nearly 40 years.

There was no provision for canceling an election in our law.
There is provisions in the law for rerunning a primary or an elec-
tion, or a primary particularly after the fact, depending on what
happened that day.

So two things really happened. In the city of New York, a judge
had already been assigned by the administrative judge of the court
system in New York to oversee any problems that came up on Elec-
tion Day. There is a judge in every borough office who handles
Election Day complaints, and the administrative judge of the 11th
District was assigned on that day to handle problems.

And so we immediately scrambled. I was on my way down to the
general office, which was only three blocks from Ground Zero. It
was virtually unaccessible. And so by phone we, the Board staff
and their counsel, got an oral order from the judge canceling that
election; and that order went out immediately.

Mr. DAvis of Alabama. So one judge has authority to cancel an
election of an entire city?

Mr. WILKEY. The order was taken under consideration; and I
think within a couple of minutes, knowing what was going on then,
he immediately suspended that election.

Mr. DAvis of Alabama. Ms. Roberts, let me ask you, who has the
statutory authority in Florida to make the actual decision?

Ms. ROBERTS. The Governor. The Secretary of State can request
an extension or rescheduling, a supervisor of elections or a city
clerk that is in charge of a municipal election. All of those entities,
those individuals, can request that there be a delay, but only the
Governor can make that decision.

Mr. DAvis of Alabama. And is the Governor somehow recused or
precluded, if the Governor happens to be on the ballot?
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Ms. ROBERTS. No, sir.

Mr. DAvIs of Alabama. Is that a problem?

Ms. ROBERTS. To be honest, I had not thought about that before.
Potentially.

Mr. DAviS of Alabama. Let me just try to get some input from
you with respect to what we might do as far as Federal law goes.

There was some conversation a few years ago about Congress
creating the authority to suspend an election; and, of course, all the
obvious practical problems were raised. No one or at least a lot of
people were not comfortable with the idea of the President of the
United States having that authority. It is not necessarily feasible
for Congress to have it, because there is the obvious conflict issue
if Members of Congress are themselves on the ballot. Second of all,
Congress might not be in session; and if Congress is not in session
you wouldn’t have time to assemble people to make a decision in
real-time.

Can the three of you just—first of all, let me just ask you, do any
of the three of you think that there should be a Federal law that
in any way entails a suspension of a Federal election for President
or Congress? Do any of you think that would be advisable?

Mr. WILKEY. I can only tell you, based upon my past experience,
that, as I indicated, in my State there was not a provision for any-
body to cancel an election, including the Governor. The Governor
Hsed his executive power that day to basically do what had to be

one.

We still do not have a law on the books to do it, because the leg-
islature and the Governor cannot agree on who would do it. Should
the Governor do it? Should the State Board of elections do it?
Should the courts intervene? And to this day we still don’t have a
provision in law to do it.

While I understand some of the statements that were made by
the former chairman of my commission, I think it needs to be
looked at very carefully. Because if an attack or problem happens
on Election Day, as many people have noted elections are going to
continue to go on. And really, you know, there is a long-held provi-
sion in our Constitution that the administration of elections is re-
served to the State level. And so I think that the debate would
have to be very carefully made in Congress to do that.

But I know that, based on my own experience in New York, it
needs to be addressed. It needs to be looked at. How it is done, I
can’t make a suggestion. But I think that it does need to be ad-
dressed. But I do agree.

I think one of the best statements I have read on that issue was
by your Senator, Madam Chair, Senator Feinstein, who made the
comment, you know, we are having elections all over the country.
If we have a situation, it is likely to be only in one area of the
country and why suspend voting for the rest of the country. And
I think that is a very good observation.

But that doesn’t mean that we shouldn’t have some discussion
about it, and that is why today I continue to be saddened that we
still don’t have that provision in our State law. I think it needs to
be done, and somebody needs to be responsible for it.

Ms. LorGREN. If I may, one possibility—I mean, I am not nec-
essarily proposing this, but where States have adopted a statutory
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scheme, they are ahead of the game. Florida has. Some other
States have. California I don’t think has. I remember the Loma
Prieta earthquake. There was an election in San Francisco, and it
was not really possible to have the election.

So it seems to me that one opportunity would be to have some
statutory scheme, but that if a State has adopted its own that you
would not preempt that scheme. So at least there is some statutory
authority not for the whole county but for Federal elections where
it is impossible to actually hold the election because buildings have
fallen down or whatever. So that if there is an earthquake in
southern California it shouldn’t disrupt the election in Alabama.
But there needs to be some ability to respond to the fact that peo-
ple can’t drive down the road because the freeways have collapsed,
for example.

That is just a thought that occurred to me.

The gentleman’s time has expired.

I have my 5 minutes, so I will be very—I don’t know if I will use
the entire 5 minutes.

But one of the questions I had—and I understand, Mr. Wilkey,
that you had back-up voter registration information in a different
location; and it seems to me that that is a very smart thing to do,
number one, and something that I don’t know whether—I honestly
don’t know whether my county has done that or whether my State
has done it. I wonder if Florida and Ohio have back-ups at remote
locations, and if so where and how do you do that.

Ms. ROBERTS. I can speak for Florida. With the advent of the
Help America Vote Act, a requirement to have a single, statewide,
computerized voter registration database—we call ours the Florida
Voter Registration System. We actually have a hot site that is our
back-up from the State perspective. But we have also allowed when
we designed our system that our 67 counties still were able to
maintain their own voter registration system, and it interfaces with
the State system, so we do have multiple back-ups.

Ms. BEATTY. Ohio also has multiple back-ups. The counties keep
the voter registration information on a county level and transfer it
to the Secretary of State’s Office, and the Secretary of State also
backs that up through the State of Ohio computer center.

Ms. LOFGREN. The final question I wanted to ask—well, actually,
two. As we saw with Hurricane Katrina and in some cases these
terrible hurricanes and tornados that have occurred, disasters can
result in displacement for residents that last for a long time. How
do you approach displaced residents that still have an intent to re-
side—they are still registered to vote. How do you maintain your
contact with your citizens who have been displaced but intend to
rebuild their lives after a disaster as voters?

Ms. ROBERTS. In Florida, in 2004, when Hurricane Charlie hit,
it was a concentrated impact. It didn’t have large displacement of
our citizens, and we were able to maintain contact and provide
them with information with public service announcements. We ac-
tually chartered a plane and flew a banner across that region with
the 1-800 phone number. We passed out palm cards in areas where
they were passing out ice and water and so forth, giving the voters
information.
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But certainly, I mean, you are very correct, that if you have a
large displacement of your population, as with Hurricane Katrina,
then that’s going to require a whole different assessment and set
of circumstances.

Ms. BeATTY. Congresswoman, I would echo Ms. Roberts’ senti-
ments. The weather emergencies that took place in Ohio did not
displace anyone. However, it did spur a lot of interest in the possi-
bility of a vote-by-mail system in Ohio.

Ms. LOFGREN. Interesting.

Let me ask just a final question. Because, as you might have no-
ticed from my opening statement, I am a little bit miffed at FEMA
who no longer thinks that they have a role in emergency manage-
ment or reimbursing States and localities. Have you successfully
obtained reimbursement for your emergency expenses related to
elections efforts you have engaged in because of emergencies?

Ms. ROBERTS. I can speak for 2004 that indeed we had a great
deal of cooperation with FEMA. And every time we had to put
something in the tracking system we had an accounting after-
wards, and our accounting office worked very closely with FEMA
to get reimbursement.

Ms. LOFGREN. That is good.

Ms. BEATTY. Thankfully, that was not applicable in Ohio.

Ms. LOFGREN. And I know in New York you did get reimbursed.

Mr. WILKEY. Yes, we did get reimbursed; and they were very,
very helpful to us. I mean, we needed to be able to get in our office
building, which was virtually inaccessible in lower Manhattan; and
we were able to get on the list to get the power that we needed
and get up and running. And so we were very—they were very co-
operative in that area, and they did reimburse us for a large num-
ber of the expenses.

Ms. LOFGREN. That is good news, and that is what we want to
get them back to.

So, with that, I am going to thank all of you for your testimony.
We will keep the record open for 5 legislative days. If there are ad-
ditional questions, we will forward them to you. And if that hap-
pens we ask that you respond as quickly as possible so answers
could be made part of the written record. And we do thank you
very much.

And we will ask our next panel to come forward.

As the next panel is coming forward, I will introduce them, since
I believe we will have votes in about 10 minutes.

Commissioner Rosemary Rodriguez currently serves as Chair of
the Election Assistance Commission. She was appointed in 2007
and served as Vice Chair of the Commission during her first term.
Prior to work with the EAC, Ms. Rodriguez was President of the
Denver City Council, Director of Boards and Commissions for the
Mayor’s Office and a Clerk and Recorder of Denver for 5 years.

And we also have Mr. Kevin Kennedy. He is the Director of the
Wisconsin Government Accountability Board, which administers
and enforces State laws relating to elections, campaign finance,
ethics and lobbying. Mr. Kennedy has worked in election adminis-
tration for over 25 years, serving as counsel and executive director
of the Wisconsin State Board of Elections. He is a former president
of the National Association of State Election Directors and a mem-
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ber of the EAC Standards Board. Mr. Kennedy received his BA and
JD from the University of Wisconsin at Madison.

We welcome you both; and, as you know, your full statements
will be made part of the official record. We ask that you summarize
them in about 5 minutes.

STATEMENTS OF THE HONORABLE ROSEMARY RODRIGUEZ,
CHAIRWOMAN, U.S. ELECTION ASSISTANCE COMMISSION;
AND KEVIN J. KENNEDY, DIRECTOR, WISCONSIN GOVERN-
MENT ACCOUNTABILITY BOARD

Mr. LOFGREN. We will begin with you, Chair Rodriguez.

STATEMENT OF ROSEMARY RODRIGUEZ

Ms. RODRIGUEZ. Thank you, Madam Chairman and Honorable
Davis. Thank you for the opportunity for the Election Assistance
Commission to be here today.

What have we learned in elections in the United States? That
anyt(}iling can happen on Election Day and that we have to be pre-
pared.

You also asked, is America prepared? And we at the Election As-
sistance Commission are hopeful that they are prepared, and we
have issued guidance, and I will discuss that a little bit in my testi-
mony.

But what we know already is that contingency planning in 2008
is more important than ever. We have seen record registration and
interest in this election and turnout in the primaries. In most
cases, election officials were ready. When tornados hit Tennessee
and heavy rain came through Ohio, election officials pivoted quick-
ly. Polls were relocated. Hours were extended. But these solutions
were the result of careful planning on the part of election officials.
Iham very glad to hear Ms. Beatty had an opportunity to discuss
that.

In addition to nature’s fury, we have to be ready for power out-
ages, phone system failures and, most likely in November, an in-
sufficient number of ballots. Another troublesome scenario is when
poll workers fail to show up.

The point is we've already seen each and every one of these
occur, so we know what to expect, and we should plan accordingly.
The EAC has provided election management materials. We have
copies at the door. We advise election officials to obtain a copy of
their State’s emergency operations plan. Who is authorized to act
during an emergency situation? Which Representative Davis got
right to. Who is in charge? Who can extend poll hours? Who can
reschedule an election?

Election officials should implement contingency plans for emer-
gencies. Involve your county’s information technology staff to assist
with developing procedures to create a computer action plan.

Some of the questions election officials should consider include
are records backed up regularly and stored in secure off-site loca-
tions, which sounds like they are. How do we educate and inform
poll workers of changes? How do we inform the public when there
is an emergency? And how do displaced voters participate? Hope-
fully, many have the opportunity to do absentee ballots, but some
States are stricter about that. They must implement a continuity



125

of operations plan that reflects their contingency plan, establish a
line of succession for election staff. Who is in charge of the office
if something happens? Coordinate with law enforcement and chief
State election officials and document procedures for Election Day
in case of problems. And develop a complete list of polling place lo-
cations and give them to fire department and police departments
in your jurisdiction.

We have focused on ensuring that States and local jurisdictions
have contingency plans in place. Most disasters, per Senator Fein-
stein’s observation, are localized. However, we cannot afford the re-
ality of a disaster that has national implications. As uncomfortable
as this idea makes us, I believe it deserves our attention. We
should begin a dialogue among voters, Federal and State legisla-
tors, election officials and plan together.

EAC appreciates the opportunity to provide testimony today; and
we are ready to work with you, State and local election officials and
voters. Voters should know that nothing will stop them from mak-
ing their voices heard loud and clear on Election Day.

Thank you.

Ms. LOFGREN. Thank you very much.

[The statement of Ms. Rodriguez follows:]
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Good afternoon Chairwoman Lofgren, Ranking Member McCarthy, and Members of the
Subcommittee. | am pleased to be here this afternoon representing the U.S. Election Assistance
Comumission (EAC) to discuss emergency planning in election administration, the contingencies
that can impact our election process, and the role that EAC plays in supporting State and local
governments in helping them develop contingency plans for our Federal elections.

INTRODUCTION

EAC 1s a bipartisan commission consisting of four members: § mary g
C ne Hunter, Vice Chair; Donetta Davidson, and Gracia Hillan. EAC is an independent
deral agency that guides and assists States in the effective administration of Federal elections.
In doing so, EAC has focused on fulfilling its obligations under the Help America Vote Act of
2002 (HAVA) and the National Voter Registration Act of 1993 (NVRA). EAC works to identify
potential election administration issues and to provide States with tools that they can use to avoid
problems and serve their citizens by holding accurate and reliable elections.

Our country is in the midst of choosing our next President. The primary season has been marked
by some emergencies that have posed challenges to election administrators including tornadoes,
flooding, icing, and record voter turn out, The ability of states to handle these types of situations
depends largely upon their prior experience as well as having contingency plans in place.

EAC assists States with the administration of election for Federal office, including providing
states with guidance on planning for emergencies that could impact elections and the distribution
of HAVA funds that can be used to develop contingency plans. Following hurricanes Katrina
and Rita, EAC hosted a meeting for election officials from the impacted states along with
Congressional representatives, representatives of other Federal government agencies, as well as
election officials that had previously experienced disasters surrounding their election systems.
During the meeting, the participants shared information about their experiences and how they
rebuilt their election infrastructures after devastating weather events. Based upon the information
gathered at this meeting and working group sessions with other election officials, EAC issued an
election management quick start guide on contingency and disaster planning.

Planning is essential to conducting elections in times of uncertainty and confusion. It is
incumbent upon states and local governments to put in place comprehensive plans that anticipate
how elections can and will be run in the event of an emergency that occurs before, during or after
an election. Similarly, Congress and the Federal government can contribute to the discussion
and consider difficult questions about how to handle an emergency situation during a
Presidential election. EAC hopes that this hearing will shed light on the need for planning, the
importance of comprehensive plans, and what issues election administrators should consider in
developing their contingency plans.

This information is properly of the U, S. Election Assistance Commission,
1225 New York Avenue, NW, Suife 1100, Washington, DC 20005
(202) 5686-3100 {p}, (202) 566-3127 (H, www.eac.gov
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DISASTERS AND CONTINGENCIES

Disasters and contingencies that impact elections come in many different shapes and sizes.
Some are caused by natural events, such as hurricanes, tornadoes and flooding. In the current
election cycle, Tennessee, Maryland, and Ohio have experienced weather-related events that
impacted their primary elections. In Tennessee, tornadoes damaged polling places several days
in advance of the primary. However, the state was able to relocate the polling places and
conduct the election. In Maryland and Ohio, icing and flooding, respectively, created traveling
complications, and courts in those states ordered polling places to remain open beyond their
normal hours of operation.

Other emergencies arise because of infrastructure or planning problems, such as power outages,
Web site or phone system failures, shortages of poll workers, or insufficient ballots due to high
voter turn out. Last, contingencies can arise due to the negligence or intentional actions of
persons outside of the election community. For example, traffic accidents or construction can
block access to or create a dangerous situation at polling places. Similarly, a national security
event could impact the confidence of voters throughout the country. Disasters can occur before,
during or after an election and negatively impact the election administrators” work to conduct the
election and report certified election results.

Some disasters impact elections even though they do not occur in close proximity to Election
Day. For example, when hurricanes Katrina and Rita devastated the gulf coast states, the
election systems of those states suffered damage as well. Voting systems were destroyed in both
Louisiana and Mississippi. In addition, original voter registration records and other identifying
records such as birth and death records were damaged and/or destroyed. Even though Louisiana
and Florida both had election emergency procedures in place, those laws alone could not have
protected them against the damage to their election equipment and processes.

Contingency plans developed by states must account for or be sufficiently flexible to cover any
of these possibilities, protect the lives of people involved in the process (voters and election
workers), and ensure that a fair and accurate election result is obtained,

STATE AND LOCAL CONTINGENCY PLANS

Some states have laws, regulations and/or procedures in place to handle emergency situations
that impact the administration of their elections. Rescarch conducted in 2004 by AEI/Brookings
suggests that less than half of the states had procedures in place to manage an Election Day
disaster. Those that did have some procedure in place primarily focused on postponing the
election, moving polling places and managing the reporting of results. Some states, like
Kentucky, have promulgated regulations governing the conduct of elections during emergency
situations.

This information is property of the U.S. Election Assistance Commission,
1225 New York Avenue, NW, Suite 1100, Washington, DC 20005
(202) 566-3100 {p), (202} 566-3127 (), www.eac.gov
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EAC is not aware of a body of empirical data regarding the existence and quality of emergency
plans specifically related to election administration. While HAVA funds can be used by states to
develop contingency plans, the reporting data that we have received does not suggest that states
are using HAVA funds in this way, Without additional research, it would be impossible to
quantify the states’ readiness for emergency situations.

In October 2007, EAC issued an election management quick start guide devoted to the topic of
contingency and disaster planning. The document serves as a checklist of issues and items to
consider when developing a policy or procedure for emergency management of elections.

The guide suggests that election
administrators contact the office of
emergency preparedness In the state to obtain
a copy of the existing emergency operations
plan for the state. In addition, election
officials should determine if the state law
authorizes a particular person (Governor or
Chief State Election Official) to act in
emergency situations.

CONTINGENCY The guide recommends having a continuity
AND DISASTER of operations pian for the elections office as
\ g well as a contingency plan for emergency

PLANNING events. The guide recommends the

following in developing the contingency

plan:

e Conduct a brainstorming session with
staft to develop a listing of various
“Election Day” worst case scenarios.

e Develop an action plan for each scenario
... [including] who is responsible for
each task, what resources are required,
what agency(ies) will be called upon to
assist, and where the designated area for
media will be located. Some examples of
WOrSt Case scenarios are:

o Shortage of poll workers

o Phone system crashes

o Relocating polling places

o Inclement weather

o Shortage of supplies or ballots
o Bomb threat

o Power outage

This information is property of the U.S. Election Assistance Commission,
1225 New York Avenue, NW, Suife 1700, Washington, DC 26005
(202) 566-310G (p), (202) 566-3127 (1), www,8ac.gov

Page 4
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In addition to the suggestions contained in the election management quick start guide, EAC
offers the following questions as food for thought in developing emergency management
procedures:

» How will we get in touch with our staff and poll workers if phone lines and cell towers
are disabled?

» Are emergency evacuations plans and policies available to election staff and poll workers
if an emergency occurs on Election Day that would require sheltering or evacuation?

> How do we secure the polling place, voting equipment, and ballots if an emergency
requires evacuation?

» Whom do we contact with the state office of emergency preparedness if we need
information about the emergency situation?

» Whom do we contact with the local police, sherift, and fire department?

» How do we contact state officials (Governor and/or Chief Election Official) in the event

of a disaster or emergency that may require postponing the election or extending polling

hours?

Do we have extra ballots and supplies on hand? How will we get them to the polling

places in the event of a shortage?

Do we have a list of persons who can serve as poll workers in the event that poll workers

do not show up on Election Day?

Are records backed up regularly and stored in a secure, off-site location?

How do we protect voting equipment from damage?

What is the role of the poll worker in assisting persons (with or without special needs)

who are in the polling place during an emergency?

How do we educate poll workers and inform the public about the contingency plan?

How do displaced voters participate in an election?

W

W

v

v

v v

NATIONAL CONTINGENCY PLANNING

To date, we have focused our efforts on ensuring that states have plans in place to manage
emergency situations. Most disasters, emergencies and contingencies are, in fact, tocalized and
will not affect multiple states. However, we cannot avoid the reality that even a localized
disaster could have national implications if the event occurred on a presidential election day.
There is currently no national law, regulation or even a procedure to guide the administration of
a presidential election in the midst of an emergency.

For example, presume that southern California suffers an earth quake or that the east coast states
are hit by a hurricane on November 4. How will the votes of the people of those states be cast
and counted? What if they cannot be cast or counted on November 47 Will they be able to vote
1n the election at a later time? Or, will the election be decided without their votes? How will the
results of the election in other states be reported? And, will that prejudice the voters who were
not able to get to the polls due to an emergency?

This informatian is property of the .S, Election Assistance Cominission,
1225 New York Avenue, NV¥, Suife 1100, Washington, DT 20008
(202) 566-3100 (b), (202) 566-3127 (f), www.eac.gov
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All of these are tough ~ but valid — questions. EAC does not have the legal authority to address
them. However, we do believe that these questions deserve the consideration, thought and
debate of election stakehelders, including this legislative body. It is imprudent to hope for the
best without planning for the worst. History instructs us that entire cities can be decimated and
populations displaced in a matter of hours, While this has not happened on an election day, it
could and we should be prepared.

CONCLUSION

Conducting accurate and reliable elections is key to ensuring public confidence in our electorat
system. Emergencies, disasters and other contingencies can compromise our election systems if
proper plans for such eventualities are not in place. EAC is here to help States by providing
research, tools, and solutions that Siate and local government can use in developing contingency
plans.

BAC appreciates the opportunity to provide this testimony regarding emergency planning. If vou
have any questions, 1 will be happy to address them.

This informalion is property of the U. 8. Election Assisfance Commission,
1225 New York Avenue, NW, Suite 1100, Washington, DC 20005
{202) 566-3100 {p), (202} 566-3127 (T}, www.eac.gov
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Ms. LOFGREN. Mr. Kennedy, we would be pleased to hear from
you.

STATEMENT OF KEVIN J. KENNEDY

Mr. KENNEDY. Thank you very much Madam Chair, Congress-
man Davis. It is truly an honor to be here, and I appreciate that.
It has also been an honor and a privilege to be Wisconsin’s chief
election official for 25 years.

I would like to just make a few points, rather than go through
the testimony that’s been submitted for the record; and I think this
is a great forum to do this, because it serves a purpose for the pub-
lic as well as for you.

Preparedness is not new in election administration. It has been
something that dedicated election officials have been approaching
for years. It has always been more of what are we going to do
under this circumstance. Now I think what’s happened as a result
of the 2000 election, the 2001 9/11, the issues that we’ve heard, as
a community we are talking. And we take—I think it is now a
point of emphasis. It is more than just what are we going to do.

You know, we had those hot button things that got our attention,
but now I think election officials are taking a very systemic ap-
proach. And you saw that reflected in the testimony of the individ-
uals before that, you saw that in the commitment from the U.S.
Election Assistance Commission in terms of the guidance that
they’ve prepared that I referenced in my testimony. And I think
that is important.

I was asked to talk about Wisconsin, and that is why I said pre-
paredness just isn’t a new thing in Wisconsin or other places. But
we’ve really incorporated into all aspects of our election administra-
tion and, quite frankly, in our administration of a State govern-
ment. In our training, we have detailed information.

We have to certify the chief election inspectors in the State of
Wisconsin. My agency does that, and right away we put the pres-
sure on them. Do you have—make sure you review the plan, ask
for it, which puts the pressure on our clerks. And in Wisconsin we
are unique in the sense we don’t run our elections at the county
level. We run it at the municipal level. There are about 8,000 local
election officials, and 2,000 of them are in the State of Wisconsin.
I have 1,851 town cities and villages that are on the ground, people
running the elections. And my 72 county clerks are involved, but
voter registration and absentee voting and polling places and poll
workers are in the hands of those dedicated people, many of whom
are part time. But we incorporate that into the training. We try to
put some responsibility on everyone.

Now, I don’t have a copy of a plan from 1,851 municipalities in
72 counties, but they have been hearing about this for a long time
from us. As I said, we’ve moved from the what are you going to do,
to let us see a plan, let us have that. And that is incorporated in
the training. That is incorporated in our election preparation. I find
it ironic that it has become part of our culture for an election ad-
ministration, and as we move into 2008 Wisconsin has been a bat-
tleground State for the last two Presidential elections, and we don’t
expect that to change in 2008.
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And so the day that I got a call from the staff here I was actually
speaking to the State bar and had been asked to speak on election
disaster. Avoiding Your Worst Nightmare was the title of the talk
that they gave to me. So even the attorneys that advise my local
election officials are there wanting to be prepared.

And so it is—you know, I think that is the benefit, and I think
this is where this hearing adds to this. Because the fact that we
have made a part of our culture in election administration the fact
that our attorneys are saying we need to know this as we go into
2008 means that we can then convey to the public that we are tak-
ing this seriously.

The other thing that I want to mention, there was one good ex-
ample that we used, and that is in the 2006 election, which is our
statewide election for Governor and Attorney General as well as
our legislative elections and congressional elections, we had a bomb
threat at a polling place at a high school in the city of Madison;
and the handling of that bomb threat was exactly—showed how
well the preparedness had paid off. All the preaching that we had
done and sample plans we had set out, the city of Madison was
well prepared. They called our office and they said what do we do—
or this is what we are doing, is that okay, do you have any sugges-
tions, was really the approach that they took. The city attorney
was saying, do you have a model form for going into court to extend
voting hours, was it okay for us to set up across from the building
so that voting could continue.

And it all worked together well. We got a court extension for an
extra hour, but we really never really disrupted the voting other
than moving the equipment out of the polling place. And we had
people in there. And because it was well communicated to the pub-
lic, that is why we went to court.

It wasn’t because we broke the chain of voting, but the fact that
the media was covering this and knew about it, the public said,
gee, there is a disruption. What’s going to happen? We got that ex-
tension so that there was time for them to be comfortable with the
change.

Let me just finish with one comment about Federal roles in this,
and that is I think Wisconsin has a well-developed emergency plan-
ning program. I think the Feds have really stepped in to beef that
up through Homeland Security, and I think that creates a real syn-
ergy where we can use that information. Clearly, our infrastructure
is stronger now than it was eight years ago; and I think that is a
result and I think that is a role that the Federal Government plays
very well on that.

And what we really need to do is, as I think the Chair men-
tioned, get election management as a component. If it is on the
radar screen, then they know. That is part of what we do to keep
our country running.

Thank you very much.

Ms. LOFGREN. Thank you very much.

[The statement of Mr. Kennedy follows:]
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Testimony of Kevin J. Kennedy
Director and General Counsel
Wisconsin Government Accountability Board

Subcommittee on Elections
Committee on House Administration
May 14, 2008

Election Contingency Plans: What have we learned, and is America prepared?

Chairwoman Lofgren and Subcommittee Members:

Thank you for the opportunity to provide information to the Subcommittee on election
contingency planning, It is an honor to be here. This is a subject the state and local
election officials in Wisconsin take very seriously. Please allow me to provide a brief
background on the organizational structure of elections in Wisconsin along with a
description of our approach to election contingency planning. I will also provide some

general recommendations based on our experience in Wisconsin.
Introduction

I have served as Wisconsin’s non-partisan chief election official for almost 25 years. [
am currently appointed by and report to a non-partisan, citizen board comprised of six
former circuit court and appellate judges. The Government Accountability Board was
created in February 2007 by 2007 Wisconsin Act 1. After the appointment and
confirmation of the initial members and hiring of its Director and General Counéel, the
Board replaced the bipartisan State Elections Board and non-partisan State Ethics Board
on January 10, 2008.

The Board has general supervisory authority over the conduct of elections in the State of
Wisconsin. I have compliance review authority over Wisconsin’s 1,923 local election
officials and their staffs. This means any complaint alleging an election official has acted

contrary to law or abused the discretion vested in that official must be filed with the



135

Government Accountability Board before it may proceed in court. I have the authority to

order local election officials to conform their conduct to law.

The Board establishes training programs for local election officials. The Board is also
required to certify the chief election inspector, the individual in charge of each of the
state’s 2,822 polling places. Election contingency planning is an integral component in

our training for local election officials and poll workers.

Wisconsin’s elections are administered at the municipal level in our 1,851 towns, villages
and cities. The municipal clerk, an elected or appointed non-partisan public official, is
responsible for the recruitment and training of poll workers, selecting and equipping
polling places, voter registration, absentee voting, acquisition of voting equipment and
the conduct of elections. More than 20,000 poll workers, along with special voter
registration deputies for Election Day registration, poll managers, runners and greeters,

will staff the polling places this fall.

Wisconsin uses a paper ballot-based voting system. Before the 2000 Presidential
election, more than 80% of the votes in Wisconsin were cast using optical scan ballots.
Currently the state has a mixture of optical scan voting devices (an estimated 90% of the
votes cast), direct record electronic (DRE) touch screen voting devices with a voter
verified paper trail (an estimated 5% of votes cast) and hand-counted paper ballots (an

estimated 5% of votes cast.) All polling places have a supply of paper ballots.

After the polls close, the results are counted at the polling place. The ballots, voting
results and other supplies for state and federal contests are transported to the county clerk
the next day. Wisconsin’s 72 county clerks conduct a canvass of the votes within two

days of the election and certify the results to our office.

In the city of Milwaukee, a bipartisan Board of Election Commissioners oversees the
work of Commission staff administering the same duties as the clerk in other

municipalities. Similarly, in Milwaukee County, a bipartisan Board of Election
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Commissioners oversees the work of Commission staff canvassing and certifying the

election results.

In the past two Presidential elections, Wisconsin was the focus of a spirited campaign
between the candidates. The margin of victory was extremely narrow. In 2000, less than
6,000 votes separated the two major party candidates out of more than 2.6 million votes
cast, a 69% voter turnout. In 2004, less than 12,000 votes separated the two major party
candidates out of more than 3 million votes cast, a 73% voter turnout. This year we

expect a similar focus and voter turnout.
Election Contingency Planning in Wisconsin

Election contingency planning has been part of the dialogue among national, state and
local election officials for a long time. In Wisconsin, two factors have made election
preparedness an integral element of our election administration practices. First, exposure
to the experiences of our colleagues in other parts of the country has raised our
consciousness about the impact of disruptive forces to the electoral process. Second, our
own experience with a wide range of weather conditions has placed disaster planning at

the forefront of our operations.

Following the attacks of September 11, 2001, key members of our staff had the
opportunity to talk with officials in New York City about the impact of the attack on
agency operations. We learned from their experience the value of preparing for unknown
disruptions to day-to-day opefations. The New York City Campaign Finance Board
shared a vivid account of the impact of events of September 11™ and how its preparations
enabled them to continue to function despite being located within blocks of the “Twin

Towers.”

As an active member of the National Association of State Election Directors (NASED), I
had the opportunity to learn what my fellow directors were developing with respect to

election emergency contingency planning. At least one NASED conference had a session
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focused on election preparedness planning, and this was one of the many issues we

discussed in the past several years.

Our own experience has exposed state and local election officials to the need for election
preparedness planning. Our elections are held in the spring (third Tuesday in February
and first Tuesday in April) and the fall (second Tuesday in September and the Tuesday
following the first Monday in November) when weather is the most unpredictable.

Weather is always a factor in our preparations.

Wisconsin is blessed with a dynamic weather pattern. We regularly experience snow
storms, flooding and the threat of tornadoes. This not only is a factor in our planning, it
often has a direct impact on Election Day preparations and Election Day activities. It is
not unusual to schedule back up training events at the state and local level because of

postponements.

There has only been one known Wisconsin case of an election postponed because of the
weather. This involved a special bonding referendum in a school district, which could be

readily rescheduled.

Beginning in 2002 at our regular meetings with county and municipal clerks, our staff
discussed the need for a comprehensive emergency preparedness plan that addressed
issues like first aid training for poll workers, identification of alternate voting locations,
and evacuation procedures that included securing ballots, voting equipment and other
election materials. This was reinforced with a series of written communications as we
approached the fall elections. We stressed the need to have a written plan and to share it
with poll workers, the chief municipal or county executive, the governing body and most

importantly, law enforcement.

Wisconsin has a well-developed emergency government operation organized at the state
level with regional, county and local counterparts acting together. What is key is to

remind local election officials to communicate with law enforcement and emergency
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government personnel so they are aware that there is an election. (This should not be
taken for granted. Government officials often have tunnel vision with respect to their

area of operations.)

Our office regularly consults with the Office of Wisconsin Emergency Management
before a large election event. We also provide training to state prosecutors on Election
Day issues before each general election. Our office has a list of key contacts in the
Governor’s office and the office of the state Attorney General to facilitate Election Day

communication.

In 2004, the State Elections Board began a comprehensive training program for chief
election inspectors. One of the initial points made in our face-to-face training is to study
the municipality’s election-related emergency contingency plan. We stress if the
municipal clerk does not share the plan, ask for it. This reinforces the need for the plan
and increases its usefulness. See the Wisconsin Election Day Manual at page 2.

http://elections.state. wi.us/docview.asp?docid=12848&locid=47

In 2007, we augmented our training of county and municipal clerks and other election
officials, including poll workers, by establishing a set of training requirements and
instituting an ongoing training program. GAB Chapters 12, 13, Wis. Admin. Code. At
the core of our training program is our Wisconsin Election Administration Manual, which
contains a section on emergency preparedness at pages 87-89. See the section at:

http://elections.state.wi.us/docview.asp?docid=11821&locid=47

The Wisconsin Legislative Council established a Special Committee on Election Law
Review immediately before the November 2004 election. The Committee, on which I
served, also included five legislators, five local election officials and two election
attorneys in private practice. The Committee provided an excellent forum for continuing

to discuss the importance of emergency planning.
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One of the recommendations of the Committee was to direct the State Elections Board to
prepare a report and recommendations with regard to state, regional and local election-
related contingency planning efforts and preparedness regarding both large-scale and
limited-scope natural disasters or technological threats that may occur at or near election
time. This recommendation was included in legislation enacted based on the
Committee’s deliberations. 2005 Wisconsin Act 451, Section 180 (1). The Report on
Election-Related Contingency Planning can be found at:

http://elections.state.wi.us/docview.asp?docid=10553&locid=47

In our report, we provided sample county and municipal emergency contingency plans.
We also set out a series of recommendations to further improve election-related

emergency preparedness in Wisconsin.

As a result of the leadership of state election officials, which has been embraced by local
election officials, we have incorporated emergency preparedness planning into the culture
of administering elections in Wisconsin. This is reflected in the other protections and
innovations that are at the core of Wisconsin election administration. This includes our
paper ballot-based voting system, with a voter-verified paper record, and our ballot and

voting equipment security procedures. GAB Chapter 5, Wis. Admin. Code.

Wisconsin also has Election Day voter registration which enables citizens to register at
the polling place and vote even if there is a disruption in the preparation of the official
voter lists. We have incorporated disaster mitigation practices in the design of our

Statewide Voter Registration System (SVRS).

Wisconsin also has a series of statutes to manage Election Day contingencies.
Emergency paper ballots may be used when voting equipment malfunctions or there is a
shortage of ballots. §7.15 (6), Wis. Stats. A court may order the extension of poll hours.
§6.96, Wis. Stats. Wisconsin law also gives broad emergency management powers to the

Governor. §166.03(1)(a), (b), Wis. Stats.
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Ironically, on the day I was invited to testify before this subcommittee, I was making a
presentation at the State Bar of Wisconsin’s annual convention entitled Avoiding Disaster
at the Polls: Averting Your Worst Election Day Nightmares. 1 did not choose the title,
but the talk will be repeated at the Municipal Attorneys Institute next month.

The best example of how election preparedness is an integral element of election
planning in Wisconsin was exhibited in the November 2006 general election. The East
High School polling place in the City of Madison received a bomb threat which impeded
voting for approximately one hour. After consultation with our office and the city
attorney, the Madison city clerk petitioned a circuit court for a one-hour extension, which
was granted, to extend voting until 9:00 pm. During the evacuation, voting continued
under the direction of the poll workers just outside the building. If the City had not been
able to resume voting at the high school, it had an alternate location where it could

relocate the voting just a short distance away.
Recommendations for Consideration by Other Election Jurisdictions

There are several sources for gathering information on election-related emergency
contingency planning. The U.S. Election Assistance Commission has developed a Quick
Start guide that provides a nice overview on contingency and disaster planning. It can be
found on the Commission website at:

http://www .eac.gov/election/quick-start-management-guides/docs/gsmg-contingency-
and-disaster-planning.pdf/attachment_download/file

The Election Center, a nonprofit organization that focuses on providing support and
training for election officials, has a comprehensive Professional Education Program
(PEP) for election officials. It has a post certification renewal class on crisis
management. PEP Class #14. Information on the Election Center can be obtained at:

http://www.electioncenter.org

In our report on election-related contingency planning, we proposed a number of

recommendations to improve Wisconsin'’s election preparedness. A modified version of
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those recommendations for consideration by other jurisdictions includes the following

elements:

Statewide Election-Related Contingency Communication Plan

A communication chain for election-related emergencies should be developed, published
and distributed to local election officials. This plan should include an integration of
emergency contacts established by state emergency government officials with chain of
command contacts for state and county levels of election administration. This network
should be reviewed semi-annually with updates provided by state emergency government
officials. Local chain of command and contacts for emergency management on Election
Day should be coordinated by the county emergency management and local election
officials.

Statewide Intelligence Center Contact

Contact should be established between the chief state election official and the statewide
intelligence center that coordinates with the Department of Homeland Security to provide
briefings on election or voter-related intelligence issues.

Threat to Voting Equipment Assessment

Assessments specific to voting equipment used in the state should be done under the
direction of the chief state election official to assess vulnerabilities including security,
software, storage, and human factors such as poll worker training and voter use.

County Election-Related Contingency Plans

Each county should incorporate election-related contingency plans into the framework of
the county emergency procedures and pre-election planning. The plans should be
reviewed annually or more frequently as needed. The plans should be shared with staff
and poll workers. A copy should be sent to the chief state election official. These plans
should, at a minimum, provide for the following:

1. Normal Operating Procedures: The plan should include a briefing on the normal
election-related processes, especially for procedures that are specific to the
county.

2. Communication Network: A county-wide communication network in the event of

an emergency that establishes contact points for Election Day workers and
contacts for county clerks. Additionally, county and regional emergency
management should provide local emergency contacts with updates as required.
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3. Public Notification Plan: A system should be in place for notifying voters of a
change in the normal election process. This could include contact of major media
sources such as print, television, and Internet postings.

4. Troubleshooting For Common Emergency Scenarios: The plan should provide
appropriate responses to the most common emergency scenarios and emergency
contact information. Plans should include evacuation and emergency shelter
locations specific to each polling place. Contact numbers for local emergency
response such as police and fire, in addition to the polling locations’ building
maintenance personnel (if applicable) and the local election official, should be
provided.

5. Handling of Election Materials: Plans should detail the proper handling
procedure for securing unmarked ballots, election equipment, ballot boxes, and
polling lists in an emergency situation. Responsibility for materials should be
assigned before Election Day.

6. Alternate Polling Locations: Armrangements for alternate polling locations should
be established before Election Day in the event of a permanent evacuation.
Reasonable efforts should be made to ensure accessibility and proximity to the
original polling location.

7. Alternate Tabulation Site: Establishment of an alternative site for the county
canvass and an evacuation plan for the primary site that includes appropriate
security measures for transporting ballots and equipment.

Alternate Poll Workers

Efforts should be made to have back-up poll workers, who are knowledgeable about
Election Day procedures, on call in the event of an illness or other unforeseen incident.

Training

Proper election training for the poll workers is a crucial starting point for ensuring a
smooth and competent handling of both normal and extraordinary Election Day events.

Careful documentation of training to ensure compliance with training requirements is
very important. Clerks should be documenting the names, dates, and number of hours for
each of their poll workers.

Sufficient training should be conducted so poll workers are able to properly operate
voting equipment, including accessible voting machines. Poll workers should be able to
troubleshoot problems with equipment such as paper jams, calibration problems, etc., as
well as have a contact for handling more complex issues that may arise.
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Contingency plans should be reviewed with poll workers as part of the clerk’s pre-
election training for election inspectors. Clerks should ensure that poll workers visit the
polling location before Election Day so they are familiar with the building evacuation and
shelter procedures.

Conclusion

Elections are the cornerstone of our democracy. A citizen’s right to vote is one of our
enduring principles. There are many scenarios both natural and man-made that warrant
taking precautions and making preparations to prevent, mitigate, and recover from an

emergency situation that may disrupt an election.

Election-related emergency contingency planning is something to take seriously and
worthy of a significant dedication of governmental resources and effort. If the federal
government provides these resources, it is essential that state and local government have
the flexibility to use those resources in the manner the state perceives is most effective to

ensure the security, continuity and integrity of our elections.

The most effective response to any threat aimed at our electoral process is to honor the
democratic principles of freedom on which this country is founded by preparing for the
conduct of a transparent and fair election. This preparation begins at the local level with
effective training for poll workers and clerks, and pre-election planning to deal with a
variety of situations that may arise including voting equipment troubles, personnel

emergencies, and polling place disasters such as fire, power outages or a bomb threat.

At the regional level, these local efforts are reinforced with established communication
networks incorporating county and state emergency management contacts and
contingency plans accounting for notifying the electorate of changes in Election Day

procedures.

10



144

Finally, at the state level, clear lines of authority and communication between state
election officials and county and municipal counterparts serves as the final piece in

disaster mitigation.

Ultimately, a 'wide spectrum of election-related contingency planning will culminate in
providing our citizens with the opportunity to fully participate in an open and fair
election. This honorable endeavor cannot be accomplished without the dedicated efforts
of state, county and municipal election officials and thousands of hardworking poll

workers throughout the country.

Thank you for the opportunity to share my thoughts with you. I would be happy to

answer any questions Committee members may have.
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Ms. LOFGREN. Thanks to both of you.

I will turn now to Mr. Davis for his questions.

We welcome Mr. McCarthy to the hearing.

Mr. DAVIS of Alabama. Thank you, Madam Chairwoman.

Let me begin, Ms. Rodriguez, with your testimony. I agree with
you at the outset that this is not an implausible Tom Clancy kind
of scenario. One of the things that we believe regarding 9/11 is that
al Qaeda mistakenly thought that hitting the Pentagon, hitting the
Capitol and hitting the World Trade Center would have a decapi-
tating effect on our government. That was a misunderstanding of
something as basic as the fact that Members of Congress aren’t all
sitting around the floor in the morning on Tuesday, and as funda-
mental is the fact that our economic and military command struc-
tures are much more dispersed, and I think they appreciate it.

But the fact that they got it wrong doesn’t mean that the intent
was not there. So it is plausible, it is conceivable that some election
in the future, al Qaeda or some version of al Qaeda around the
world could try to do, for example, a series of multiple attacks. And
while it takes Senator Feinstein’s observation about an attack by
definition being in a limited physical location, you could have a run
of suicide bombings, for example, which would have the effect of
pilralyzing those communities and causing widespread fear in other
places.

So I don’t view this as a Tom Clancy scenario. But what I strug-
gle with is the question of decision-making power. Obviously, the
one thing the Federal Government lacks is an election board. We
don’t have the equivalent, Mr. Kennedy, of your organization at the
Federal level. And, obviously, the EAC is certainly not the Federal
version of a Board of Registrars that can make or implement these
decisions.

Vesting the power to suspend an election on the President of the
United States jars us for all kinds of reasons. There have been two
instances in our history when presidents acted to suspend the con-
stitutional rights: Mr. Lincoln’s suspension of the writ of habeas
corpus, Mr. Roosevelt’s actions regarding Japanese detainees. We
don’t look approvingly at Mr. Lincoln’s actions in retrospect; and,
frankly, Mr. Roosevelt’s actions we’re appalled by. So giving the
power to the executive worries us.

Giving the power to the Congress is implausible. Congress is not
in session on Election Day in November. You can’t exactly do a
phone-in on something like this. So that would certainly strain our
system. So is there any conceivable statutory authority that you
could suggest, Ms. Rodriguez, or any conceivable decision-making
process that would work?

Ms. RODRIGUEZ. Well, perhaps you could consider some sort of
check and balance system that involved the executive, congres-
sional leadership perhaps, and the Supreme Court. I mean, maybe
there is some combination of those three. There would have to be
a lot of what-ifs built in.

Mr. DAvis of Alabama. Or some of us didn’t like it the last time
the Supreme Court went near an election in this country.

Ms. RODRIGUEZ. But with the check of Congress and the execu-
tive, maybe there is something that can be done. It seems to me
that we ought to have a contingency plan at the national level.
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Mr. DAvIS of Alabama. Mr. Kennedy, would you like to comment
on that?

Mr. KENNEDY. I will comment based on the Wisconsin situation,
because we don’t have a statute but we do have—that clearly says
it, but our emergency management authority for our Governor is
very strong, and there is a clear requirement for our agency to
work with him. And our position has been that the Governor does
have the authority to act in this. And I think what could be done
at the Federal level is something similar to the Wisconsin level,
recognizing the role of the three branches of government.

I think that Congress can authorize the President to act under
certain circumstances with a very immediate review by the Su-
preme Court that Congress is allowed to set the parameters on
this. And I think the comments that people have made about it is
generally very dispersed. I mean, I think about this in Wisconsin
about snowstorms. If we close a polling place in Green Bay, how
does that affect the southwest corner of the State?

Mr. DAvis of Alabama. What if the President were on the ballot?

Mr. KENNEDY. I think, you know, we elect governors and presi-
dents to be our leaders; and they are going to be held accountable.
They may be on the ballot, they make that decision, but ultimately
we have courts to keep them in check. I think that is something
to recognize; and that is why when Congress, if it goes this route,
sets the parameters. But I think our three branch government al-
lows us to set those kind of standards. And it is a risk, but I would
say the same thing we would be asking of the Governor on the bal-
lot.

Ms. LOFGREN. Thank you, Mr. Davis.

Mr. McCarthy.

Mr. McCARTHY. Thank you very much.

I apologize for coming late. I had a couple committees.

But just kind of along that same line, I know Mr. Davis men-
tioned about people get concerned when it goes to the courts. But,
first, a little truth in advertising. It was Al Gore who requested to
go to the Supreme Court.

But the checks and balances that we do have set up, much as
this body here, two of us worked on a—if you have a contested race
in Congress, it goes before Congress. And I think Chairwoman Zoe
Lofgren, when we went through ours, showed a very good example
of how to do it right. So there is a way of getting there, but you
do need the checks and balances, and you do need to be able to look
at it both ways.

Before I progress, I do want to ask unanimous consent to enter
these two documents into the record: the written testimony for
Keith Cunningham, Allen County Ohio Elections Director, and the
Milwaukee Police Report.

Ms. LoFGREN. Without objection, they will be made a part of the
record.

[The information follows:]
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EMERGENCY PLANNING AND BUSINESS RESUMPTION

Prepared for the House C ittee on Administration
by Keith A. Cunningham, Director
Allen County Ohio Board of Elections

The first planning element we are concerned with is the human element. More specifically, how
do we manage human safety? What with poll workers, rovers, technicians and staff, even a
modest sized Board of Elections can have as many as 500-600 people deployed in the field on
Election Day. Large jurisdictions can literally have thousands of people in the field. In this
initial phase of planning we must determine the minimum number of “essential” people needed to
accomplish the goals of the plan. Each poll location in Allen County has persons appointed as
“emergency coordinators.” Each coordinator is provided with an ID card to identify them to law
enforcement or other emergency response agencies if necessary.

We began our planning by contacting the county emergency management coordinator aka
homeland security director. This saves a tremendous amount of time. Not only is he trained in
emergency response he already has established contact with all other emergency service providers
within our jurisdiction. More importantly, due to the support of the Federal Government over the
past few years, he has the necessary resources to manage emergency events. During the March 4,
2008 Primary, Allen County had a poll location lose power. Of course the battery backup feature
immediately sustained operation but the life expectancy of such backup is only a few hours. With
one call to the Homeland Security Administrator a power generator was on site within 20
minutes. Then, after assessing the situation it was decided a generator large enough to run the
entire building (a Township House) was more desirable. The Emergency Management Director
recruited a Fire Truck with on-board generator and business was continued until the Power
Company returned things to normal. This all occurred without a disruption in voting.

Through advance planning with our EMS director Allen County Chio has arranged for the use of
their Mobil Command Center as a backup poll in emergencies. In the event of a poll location
faiture this trailer is prepared prior to Election Day and stands ready for deployment on a
moment’s notice. Without delay this unit can be delivered to the site of a poll, which has been
rendered unusable and voting can resume in the trailer. Additionally, alternative poll locations
are identified in advance of Election Day in the event of multiple failures. Knowing, in advance
exactly where you are going to move a poll or what polls are going to be combined when the loss
of a facility occurs is a critical to any plan.

The precinct officials and emergency coordinators are taught in what priority materials should be
saved in the event of an unexpected evacuation. If time permits, the entire poll may be salvaged,
including equipment. If time is of the essence items such as voted ballots, unvoted ballots and
polibooks should be recovered if possible so voting may continue in an alternate location. If
there is a complete cessation of voting, materials are to be collected and dropped of at pre
determined, secure location such as a Fire Department or Police Station.

Communication and multiple methods of communication are very important part of emergency
planning. Allen County maintains lists of land line and fax numbers and e mail addresses of poll
facilities, cell phone numbers of multiple persons at each poll. All polls are provided with
multiple contacts for the Board of Elections including land line and cell phone numbers. Contact
information for all local law enforcement, fire and EMS are also maintained. These lists are
routinely updated, particularly prior to each election cycle.

As there is no provision for a local BOE to cancel or otherwise call off an election, most of our
planning efforts in Allen County are designed to keep the election running with minimal
interruption to the voting process. In the event of a large scale natural disaster our efforts would
yield to those community agencies responsible for the management of such events. In this
environment our emphasis becomes human safety and to the extent possible, the preservation of
ballots and other materials being utilized in the election up to the point of the emergency.
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EXERPT FROM EMERGENCY MANUAL

ALLEN COUNTY BOARD OF ELECTIONS

EMERGENCY

Business Recovery Plan

COMPLETE CESSATION OF VOTING

In the case of a complete cessation of voting you will be notified by the Allen County Board of Elections.
No one else has the authority to issue this notification including Law Enforcement Authorities unless they
are operating on behalf of the Board of Elections.

The EMERGENCY COORDINATORS in each poll will immediately assume control of all voted and
un-voted ballots, pol! books, clerk’s books and any other supplies which can be secured. Note:
Tabulators may be left in place although voted ballots will need to be removed from the ballot box.

Emergency Coordinators shall strive as much as possible to keep the individual PRECINCT
MATERIALS separated from each other by returning them to the appropriate BLACK TRANSFER
CASE from each precinct.

All VOTED BALLOTS located in the ballot box are to be placed in the RED CANVAS BALLOT
TRANSFER BAG and secured with a plastic lock for transport.

All UN-VOTED BALLOTS are to be placed in the BLACK TRANSFER CASE with other material for
transport.

Once all materials have been transferred to the custody of the Emergency Coordinators all other precinct
officials are released from duty and should follow the directions issued by local emergency authorities.

ALL MATERIALS ARE TO BE TRANSPORTED BY THE TEAM OF EMERGENCY
COORDINATORS TO THE EMERGENCY DROP OFF LOCATION indicated on the attached list
and the emergency coordinators likewise should then follow the directions issued by local emergency
authorities.

IMPORTANT- Emergency coordinators should wear the 1D badges provided to them by this office and
the Allen County Department of Homeland Security at all times during this procedure so that you may be
properly identified.

SINGLE POLL EVENT

In the event a single poll is rendered unusable contact the Board of Elections immediately. Emergency
Coordinators should work with the Precinct Judges and Assistant Judges to assume control of all voted
and un-voted ballots, poll books, clerk’s books and any other supplies which can be secured. To
achieve this task the tabulator may simply be unplugged and rolled out of the facility.

The Allen County Department of Homeland Security will dispatch their Mobile Command Unit for use as a
temporary poll.

Upon arrival of the Mobile Command Unit the Emergency Coordinators should work with Homeland
Security personnel to get the poll up and running in the Mobile Command Unit as quickly as possible and
continue voting from that location. The Board of Elections should be contacted when voting resumes.
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EXERPT FROM EMERGENCY MANUAL

ALLEN COUNTY BOARD OF ELECTIONS

EMERGENCY

Business Recovery Plan

EMERGENCY DROP OFF LOCATIONS

DELPHOS POLICE DEPARTMENT
125 E. 2™ St. Delphos
Delphos United Methodist Church
Delphos Fireman’s Club
Marion Township House

ALLEN COUNTY BOARD OF ELECTIONS
204 N. Main St. Lima
St. Gearads School
North Middle School
St. Rose Hall
Appleseed Ridge Girl Scout Office
Zion Lutheran Church
Freedom Elementary School
Forest Park Church
Emerson School
Pilgrim Place
West Middle School
West Elm United Church of Christ
Bradfield Center
Lima Towers
Sherwood Park Community Club
Heritage Elementary School
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SHAWNEE TOWNSHIP POLICE DEPARTMENT
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LC.C.
Amanda Township House
Apolio JVS
Ft. Shawnee Administration Building
Shawnee Road Department
Shawnee United Presbyterian Church
Maplewood School
Shawnee High School
St. Matthews Lutheran Church
Spencerville High School
Sugarcreek Township House
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DISCLAIMERS

When the task force was formed, the United States Attorney’s Office and Federal Bureau of
Investigation limited their participation to the investigation of potential criminal violations.

These agencies indicated that they would not be involved in any general evaluation of election
procedures. As such, the recommendations and findings in this report are those of the Special
Investigations Unit of the Milwaukee Police Department and do not reflect the views of the
United States Department of Justice, the United States Attorney's Office, the Federal Bureau of
Investigation, or any other member of the task force.

In 2004 the Milwaukee County District Attorney’s Office, at the direction of District Attorney E.
Michael McCann, participated with federal authorities and the Milwaukee Police Force in a Joint
Task Force investigating possible voter fraud. Today’s Report is issued by the Milwaukee Police
Department’s Special Investigations Unit, and contains that unit’s investigative findings,
opinions and recommendations, especially relating to the management of elections within the
City of Milwaukee. The findings, opinions and recommendations expressed in this Report will
be closely considered by District Attorney John Chisholm as relevant to the investigation of
future allegations of election related misconduct, but this office did not participate in the
preparation of the report and is not endorsing the findings, opinions or recommendations of the
report at this time.

20f67
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Special Investigations Unit

Investigation of the November 2, 2004 General Election in

the City of Milwaukee
INTRODUCTION

The state of Wisconsin cast its 10 Electoral Votes for
Senator John Kerry, who won the state of Wisconsin
by over 11,000 votes, double the difference of the
2000 General Election. Approximately 2.9 million
persons voted statewide with over 277,000 ballots
cast in the city of Milwaukee. The results were
certified at each level, county and state, and the
outcome of every individual race was reported.

In the city of Milwaukee, voters not only were able
to cast votes for President, but also for the United
States Senate and Congress. At the State and local
ievel, voters cast ballots for State Senate and
Assembly, as well as in several local races such as
District Attorney and County Clerk.

At the conclusion of the Election, various media
outlets began reviewing the recorded results and
reported that they had discovered a number of
discrepancies in the records maintained by the City
of Milwaukee Election Commission. These
discrepancies became the subject of a number of
media reports identifying errors in the process of
verifying legal voters in the city of Milwaukee.

In response to these reports and other allegations of
voter fraud, Mayor Tom Barrett formed a Task Force
to review the procedures followed by the Election
Commission. This Task Force released their
findings into the internal actions of the Election
Commission with recommendations to help alleviate
any problems that may be encountered in future
elections’,

During that same time period, the United States
Attorney for the Eastern District of Wisconsin Steven
Biskupic and Milwaukee County District Attorney E.
Michael McCann initisted their own joint

! The “City of Milwaukee Election Task Force” released its
report June 27, 2005,

investigation into the allegations of fraud in the 2004
General Election. Their efforts to investigate this
election lead to the formation of a criminal Voter
Fraud Task Force. The criminal Task Force
included the Federal Bureau of Investigation, the
United States Postal Inspectors, and members of the
Milwaukee  Police Department’s Special
Investigations Unit.

Initially, the investigators’ were given the task to
respond to the reported violations of the State of
Wisconsin Election Laws by any entities or persons
involved in the 2004 General Election. However, as
the investigation began, numerous inconsistencies in
the official records of the City of Milwaukee Election
Commission became evident. The reports of more
ballots cast than voters recorded were found to be
true. The Election Commission conducted three
separate counts of voters, which resulted in three
different findings, none of which matched the final
official ballot count reported to the Wisconsin State
Elections Board.

As a result of the Election Commission’s failure to
adequately account for the results of the 2004
General Election, the investigators of the criminal
Task Force initiated two separate inquiries into the
Presidential Election cycle.  One investigation
centered on the record management of the Election
Commission in an attempt to answer questions
surrounding the shortage of voters to ballots cast,
variations of individual Ward results with recorded
voters, double entries of individuals, etc. This
investigation concentrated its efforts on the reports of
1300 “un-enterable” On-Site Voter Registration
cards, 2400 “undeliverable” verification cards, and

2 Throughout this report, unless otherwise indicated, the
terms “investigators” and/or “Task Force investigators”
refer to the Special Investigations Unit of the Mitwaukee
Police Department.
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Absentee ballots sent into the Milwaukee Election
Commission. These inquiries led to the discovery of
additional discrepancies and therefore, led to
additional investigations. The findings of these
additional inquiries are documented in this report.

The Milwaukee County District Attorney’s office
began a separate investigation into fraudulent pre-
election voter registrations. Investigators employed
by the District Atftorney’s office conducted this
investigation. Although investigators in the Task
Force assisted in their investigation, the Milwaukee
County District Attorney’s office was the lead
agency into this portion of the review.

The Task Force investigators reviewed the records
provided by the Election Commission to identify
persons who had violated Wisconsin Election Laws.
Individuals and groups were referred to the United
States Attorney’s Office and the District Attorney’s
Office for criminal prosecution.

It should be noted that although there were two
separate investigations being conducted, both the
internal review of Election Commission records and
the criminal inquiry were interconnected.  As
fraudulent voters were identified, shortcomings in the
procedures and records maintained by the Election
Commission came to light. The same was true with
the internal review of the Election Commission’s
record management. As this review progressed,
additional fraudulent voters were discovered and new
criminal inquiries were conducted.

“The reports of more
ballots cast than
voters recorded were
Jfound to be true.”

6of 67
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On-Site Registration Cards
Double Voter Entries

During the investigation, a number of double voter
entries were discovered in the Milwankee Election
Commission’s Electors database. The majority of
these double entries were not double votes, but
instead appeared to be data entry errors by the
Election Commission.

One of the areas of the erroncously entered double
voters is found in the On-Site Registration cards.
Those entries are made to the Electors database after
the On-Site Registration cards are received by the
Election Commission and occur afier the completion
of an election. The investigators were informed by
the full-time employees of the Election Commission
that their personnel, both full-time and temporary,
make those entries to the database by accessing the
On-Site Registration cards and the Election Day
Registered Voters list. The Election Day Registered
Voters list is to be compiled on the day of the
election by election inspectors after the voter
registering is certified eligible to vote. However, the
investigators  were informed that the election
inspectors completed some of these Election Day
Registered Voters lists after the conclusion of the
election.  Additionally, some of the Election Day
Registered Voters lists were not completed at the poll
sites at all; instead these lists were compiled at the
Election Commission while the On-Site Reglstration
cards were being reviewed. Lastly, the Election
Commission amended some of the Election Day
Registered Voter lists by merging voters that had
been allowed to vote in the wrong Ward, despite
listing their legal addresses outside of that Ward.

The investigators were informed by the Election
Commission that if a voter is listed on a particular
Ward’s Election Day Registered Voters Hst, but a
matching On-Site Registration card cannot be
focated, a Temporary On-Site Registration card is
filled out by an employee of the Election
Commission. This card only contains the
information fisted on the Election Day Registered
Voters list, that being name, address, and Voter
number, This information is then entered into the
Electors database. As soon as the completed On-Site
Registration card is located for this particular voter,
the information is then up-dated in the Elector’s
database and the Temporary card removed.

The Task Force investigators discovered that there
were 785 On-Site Registered voters entered into the

November 2004 General Election database listing the
Voter’s name and address, but without a Date of
Birth. These 785 entries were reviewed for the
possibility of mistaken double entry or the possibitity
of a viclation of Election Laws,

The Task Force determined that 132 of the entries
that are missing a date of birth had been entered into
the Electors database twice. Of those 132, three were
forwarded for prosecution (resulis are detailed in
another section of this report) and it was determined
that the remaining 129 were either erroncously
entered twice or that there lacked sufficient evidence
$o prove criminal conduct

The majority of these 129 double eniries appear to be
mistakes by Election Commission employees who
failed to remove or update the Temporary entries
when the original On-Site Registration was entered.
An example is shown below. The two cards,
Temporary and original, were found in the On-Site
Registration card files. A check of the Ward’s
Election Day Registered Voters lst showed that this
particular person voted only once. However, the

voter is listed twice on the Electors database. One of
the entries contains his full information and the other
one is missing his date of birth. Nonetheless, the
Voter number on both cards is the same.
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The Task Force found that some of the erroneous
double entries were more perplexing. For example, a
voter with the first name of Willlam is entered as
“William” and “Wm.,” with the same last name and
address. This voter is listed in the Ward’s Election
Day Registered Voters list under both variations.

Different poll inspectors made the entries, as
evidenced by the two different types of handwriting.
However, both entries have the same Voter number
and “Wm.” is the common reduction for Witliam

Most of the erroneous double entries were listed as
the same name and address with the dete of birth
missing.  However, investigators discovered that
there were a large number of these double entries in
which some of the available information had been
changed when the second emtry was made. In some
cases, the name was spelled differently or the address
was different. For example, a woman residing in the
4900 block of N, 18 with no recorded date of birth
listed is also recorded in the 4900 black of N. 108"
with a date of birth. This voter did reside at the N,
108™ address at the time of the November General
Election. She is now registered to vote and, more
important, recorded as voting in two different Wards
in the City of Milwaukee.

The Task Force investigators found that a person
living in the 3400 block of N. 80" is also shown in
the Flectors database as voting under her previous
name. Under the previous name listing, the address
is the same and no date of birth is shown. There is no
evidence that this woman voted twice using both
names. The woman did file a change of name On-
Site Registration card with both names written in the
correct spaces. [t appears that she was enfersd jnto
the Electors database by the Election Commission
under both names for one On-Site Registration card.
This woman is now registered to vote under both
names and recorded under both names as voting in
Ward 89.

§afe7

The possibility exists that there are more than the 129
erroneous double entries from these 782 On-Site
Registrations without a date of birth listed. The
eniries listed in the Electors database with the same
name and address information are listed together and
easily discernable. The entries made with slightly
different information are much more difficult ©
discover. (i.e. Reilly/Riley)

The Task Force investigators stop short of any
allegations of wrongdoing by the Election
Commission employees regarding the entries with the
altered name or address information. Although there
was pressure on the Election Commission to explain
and diminish the voter-to-votes gap in the November
2004 General Election, the investigators have no
evidence that this led o any purposefid attempt to
double enter voters.

In conclusion, the Task Force investigators having
found 129 erroneously entered double votes, led to a
decrease of wvoters in the Milwaukee Election
Commission Electors database for the November
2004 General Election. The “gap” between the

reported ballots cast in the City of Milwaukee in the
November General Election of 277,535 and the
Electors database of 272,235 is now increased by the
129 erroneously entered double voters.
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1305 On-Site Cards reportedly not entered

Introduction

Wisconsin Election law provides the opportunity for
a person to register and vote on the day of an election
{Appendix One). The green On-Site  Voter
Registration card is the means by which these same
day registering voters are documentsd. A new voter,
a previously unregistered voter, or a voler new to a
Ward may come o the polls on the day of an election
and fill out an On-Site Voter Registration card, Upon
verification by an Election Inspector of the card, i.e.,
completeness, proper identification, and eligibility to
vote at a particular location, the person is given a
ballot and allowed to vote, After the election, these
On-Site Voter Registration cards are entered into a
database of Electors, registering the voter for future
clections.

After the November 2004 General Election, the City
of Milwaukee Election Commission reported to the
public and media that of the more than 73,000 On-
Site Voter registrations received on the day of the
Election, there were 1305 registration cards that
tacked sufficient information to be entered info the
database of voters.  The Election Commission
reported that these 1305 cards represented voters that
had cast ballots, but were not totaled in the final
Electors database for the November 2004 General
Election and therefore were not vegistered voters in
the City of Milwaukee. At the conclusion of the
verification of the On-Site Voter Registration cards
by the Election Commission these 1305 cards were
determined to be faulty in some way and were
considered to be “un-enterable” into the registered
voter database.  The Milwaukee City Attorney’s
Office was notified of these faulty cards and
subsequently took possession of them. The cards
were placed in the custody of Lisa Ames, who is 2
Paralegal in the City Attorney’s Office. Ms. Ames
informed the Task Force that she secured the cards in
a locked cabinet in her office, located on the seventh
floor of City Hall. In an e-mail dated January 31,
2003, former Milwaukee Election Services Manager
Victoria Roberison informed the City Attornay’s
Office election liaison of the 1305 faulty On-Site
cards and the reasons that these cards could not be
entered into the Electors database. The following is
the breakdown of the 1305 cards as detailed in the
January 31, 2005 e-mail:

into  possible
fraudulent activities during the November election
was initiated, the Election Commission reported that
between 4600 and 5300 more ballots were cast than

When the criminal investigation

yoters who can be accounted for. The Election
Commission cited the 1305 un-enterable On-Site
Registration cards as one of the possible reasons for
this “voter gap”. The criminal Voter Fraud Task
Force (Task Force) identifisd these un-enterable On-
Site cards as potential criminal violations and tock
possession of the 1305 cards on April 11, 2005 to
conduct an investigation into the voters that had cast
ballots in this manner.

Upon taking custody of the 1305 On-Site Voter
Registration Cards, the Task Force began cross
referencing the names, whea listed, on the cards with
the Electors database for the November 2004 General
Election” provided by the Election Commission. It
became apparent that a large number of these cards
had, in fact, been entered into the Electors database.
When the comparison of the 1303 “un-entersbie”
cards and the Electors database was complete, 541, or
aver 41%, of these cards were found to be entered
into the Electors database for the November 2004
General Election. In an interview on May 2, 2005,
Ms. Ames informed the Task Force that the 1303 On-
Site Registration Cards had been returned to the
Election Commission in order to enter voters to the
Electors database. Ms. Ames stated that on March
17, 2005, her supervisor, Assistant City Aftorney
Melonie Swank, told her to return the 1305 cards to
the Election Commission. Ms, Ames stated that she
was told that the Election Commission was planning
to enter the names of voters on the cards where
sufficient information existed to identify the voter,
Ms, Ames recalled that she gave the cards to Kathy
Thomton, an employee of the Election Commission,
Ms, Ames did not remember when the 1305 cards
were retuned to her custody. A subsequent
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interview of Denise Walton of the Election
Commission confirmed the eniry of an unknown
number of the 1305 previously “un-enterable” On-
Site cards to the November 2004 Electors database.
Ms. Walton stated that sometime in mid- to late
March of 2005 the 1305 On-Site Registration cards
were returned to the Election Commission from
safekeeping at the City Attomey’s Office. Ms.
Walton stated that the Election Commission had
received permission from Kevin Kennedy, Executive
Director of the State of Wisconsin Elections Board,
to enter certain types of these cards. Mr. Kennedy
had given permission to the Milwaukee office to
enter the names of voters from those cards that were
missing‘ dates of birth, signatures, and/or voter
numbers.  These voters were to be entered if the
addresses on the On-Site Registration cards were in
the City of Milwaukee. This address confirmation
was to be accomplished by checking the cards
themselves or records of past voter history kept by
the Election Commission. A Task Force investigator
interviewed Kathy Thomton who confirmed the
decision to enter into the Blectors database some of
the voters from the 1305 “un-enterable” On-Site
Vater Registration cards.

1t must be noted here that no one from the Election
Commission, the City Attorney’s office, or Mayor
Tom Barmrett’s Election Task Force informed the
criminal Voter Fraud Task Force of the entry of these
341 voters to the Electors database from the so-called
1305 “un-enterable” On-Site Registration cards.
Further, the Task Force could not detenmine from any
interview what criteria were used to determine that a
card was not ‘enterable’. The Task Force in its
review of cards that were entered into the database
discovered many cards with similar flaws that had
made other cards ‘un-enterable’. The Task Force
only confirmed the entry of some cards in May of
2005 after the discovery of these wvoters in the
Electors  database. The Election Commission
perpetuated the belief that the “voter gap” described
earlier in this report was reduced by the reported
1305 “un-enterable” voters instead of the actual 764
voters represented by the final “un-entered” On-Site
card count. The ultimate result is that the vote-to-
voter gap remains substantial,

When the comparison of
the 1305 “un-enterable”
cards and the Electors
database was complete,
541, or over 41%, of
these cards were found to
be entered into the
Electors database

10 of 87
SPECIAL INVESTIGATIONS UNIT



160

SPECIAL INVESTIGATIONS UNIT

Entered Cards

Wisconsin State Statute 6.33 Registration forms;
manner of completing (Appendix One) defines what
information shall be listed on a regisiration card,
Despite these guidelines, the Election Commission,
with the approval of the State Elections Board, made
a decision to enter the voter information from 541
On-Site  Voter Registration cards, which had
previously been considered “un-enterable” due to
missing or incomplete information, into the Election
Commission’s Electors database. An entry into the
Electors database of a person voting as an On-Site
registrant will enable the person to vote in all future
elections as a registered voter. As a registered voter,
the person is no longer required to present
identification to verify their identity prior to voting,

As the Task Force conducted the inftial review of the
1305 “un-enterable” cards, the inadequacies of the
On-Site Voter Registration data entry system became
apparent. Besides the On-Site cards that listed
addresses that were nom-existent or outside of the
City of Milwaukee, and those cards that were lacking
the name of the voter, the Task Force found
numerous “un-enterable” cards that contained the
same information deficiencies as hundreds of
“eptered” On-Site cards, There appears to be no
uniformity in the criteria used to determine if these
On-Site cards should be entered or not. The data
entry of these cards takes place weeks after the
election is not only held but also certified. The data
entry of the information taken from the On-Site Voter
Registration cards into the Electors database,
registering the voter for all future elections, takes
place at the Election Commission. Both permanent
and temporary employees of the Election
Commission do the data entry, It became apparent ta
the Task Force that the persous entering the On-Site
information have the freedom to make data entry
decisions individually, with no apparent guidelines or
oversight. This allows wide differences in the entry
of On-Site Voter Registration cards.

Wisconsin State Statute 6.79 Recording electors (2)
(2) (Appendix One) states in part ...4 separate list
shall be maintained for electors voting under s
6.15, 6.29 or 6.55 (2} ...Each elector shall have his
or full name, address and serial (voter) number
likewise entered and shall be given a slip bearing
such number. Of the 541 “entered” On-Site Voter
Registration cards, 147 did not have a voter number
{isted on the card (Figure One). Both the Milwaikee
Election Commission and Mr, Kennedy believed that
the lack of a voter number on an On-Site card should
not keep a voter from becoming a registered voter in

the city of Milwaukee’s Electors database. The belief
was that no one would stand in line to fill out an On-
Site Registration card and then leave without voting,
The Task Force agrees that is it unlikely that a person
would not vote after waiting in line for a prolonged
period to register, howsver, proper verification of that
person’s eligibility to vote should precede their entry
into the Electors database, The Task Force
conducted interviews with 27 of these persons. All
27 persons acknowledged that they did in fact vote in
the November 2004 General Election.

Figure
One
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Wisconsin State Statute 6.33 (1) (Appendix One) also
provides for the voter providing their age. The City
of Milwaukee On-Site Registration card provides this
information via the inclusion of the registrant’s date
of birth. The Task Force review revealed that the
largest number of the “entered™ 541 On-Site Voter
Registration cards, a total of 163, did not contain a
date of birth for the lsted voter (Figure Two). The
Task Force conducted a background check of these
persons and determined that all of the entered voters
were age-eligible to vote on November 2, 2004,
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Figure
Two

Figure

A smaller number of the remaining cards that were
entered lacked the signature of either the voter or the
Election Inspector verifying the information provided
by the voter, also required by Wisconsin Statute s
6.33 (1) (Figure Three). Again, a background check
of these voters confirmed that they were eligible to
vote in the City of Milwaukee, The Election
Commission was unable to provide an explanation as
to why these cards were missing the required
signatures.

Figure
Three

Of those cards entered, the most troubling were the
39 On-Site Voter Registration cards where no form
of identification was entered for the person voting

(Figure Tour). Wisconsin Statute 5.6.33 (1) states
that On-Site voter registration requires that the person
registering provide acceptable identification as
outlined in 5.6.55 (7) (Appendix One) Although the
Task Foree investigators were able to verify the
existence of the majority of the named voters on
these cards, the lack of identification precludes any
positive certification that the person listed on the card
was in fact the person who voted.

12 of 67

In some of these cases of “entered” voters lacking a
statutorily defined form of identification, the Eiection
Commission entered the required information as the
On-Site voter’s information was being entered into
the Electors database. The information added by the
Election Commission subsequent to the Election is
written on the card in red ink by one of their
employees (Figure Five). It appears from the review
of these cards that this information was obialned by
the Election Comumission from the past voter history
of the individual. There are several incidents of
social security and/or driver license numbers that
appear to have been enfered onto the On-Site cards
after Election Day.

This varied in

combination of required items.
combinations of tweo or more of a lack of address,

date  of birth, signature, voter number, or
identification. The Election Commission deemed all
of these On-Site Voter Registration cards “enterable™
(Figure Six). The Task Force used the provided
information contained on the cards to verify these
voters as bestl as could be accomplished within the
Hmitations of the infonmation available on the On-
Site Voter Registration cards.
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Figure
Six

The Task Force discovered that over 100 of the
“entered” cards contained no discernable error nor
were the cards missing any information that would
preciude their verification, The investigators believe
that these voters should have been entered into the
Flectors database after the November 2004 General
Election (Figure Seven).

Figure

Seven

aspects of the November 2004 General Election, the
original 73,000+ On-Sie Voter Registration cards
were reviewed. A number of these On-Site cards
were missing one or more of the required items, yet
still were certified and entered into the Electors
database by the Election Commission. The missing
information included dates of birth, identifications,
signatures and voter numbers. As a result of the
differing criteria  used by individual Election
Commission employees to judge the legality of On~
Site cards, there i3 the high probability that legal,
eligible voters were excluded from becoming
registered voters in the City of Milwaukee, The
opposite therefore, also is true. Ineligible persons
and ineligible addresses are now part of the City of
Milwaukee Ward books.  The opportunity for
fraudulent voting has increased with every erroneous
or ineligible entry.

13 of67

Figure

gned by Election Inspector, no date on card,

Figure

Not signed by Election Inspector
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Figure
Ten

answered,

Figure

Journal Sentinel used as proof of residenc
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Un-Entered Cards

The Task Force made a decision to focus on the 764
“un-enterable” voters in the review of the original
1305 On-Site Voter Registration cards. The 541
“entered” cards have been reviewed during the course
of this investigation for possible fraud as the voters
are listed in the Electors database from the November
2004 General Election.

The Task Force began the review of the “un-
enterable” On-Site Voter Registration cards by
conducting a comprehensive. check of information
databases that were available, These databases
included but were not limited to the Lexis/Nexis
system, State of Wisconsin Department of
Transportation database, and City of Milwaukee
Property Assessment records and others. By cross-
referencing the 764 On-Site cards with these
databases the investigators were able to confirm the
identity and legal City of Milwaukee addresses of
540 individuals. These 540 persons appear to have
been eligible voters at the time of the November 2004
General Election,

The Task Force determined that the remaining 224
“un-enterable” On-Site Voter Registration cards
required additional investigation to determine the
eligibility of the voter filling out the card. The Task
Force conducted more than 100 interviews in the
investigation into these 224 cards. These interviews
consisted of attempting to locate the voter or a family
member, speaking to landiords and neighbors, This
portion of the investigation has lead to the “clearing”
of the majority of the 224 questionable cards, The
investigators were able to locate the voter themselves
or another person to verify the identity and eligibility
of the voter at the time of the November 2004
General Election. However, there remained a
number of questionable and ineligible voters from the
764 “un-enterable” On-Site Voter Registration cards.

During the investigation into the 224 questionable
“un-enterable” On-Site Voter Registration cards, the
Task Force discovered examples of data entry error
and fraud. Although the examples are mainly from
cards that had not been entered, the examples
highlight the shortcomings of the On-Site
Registration system employed by the State of
Wisconsin.

The first example is that of an individual who voted
as an On-Site Registrant using an address in the 2100
block of West Pierce Street. This person in reality
lives in Chicago, Illinois. The individual was located
and interviewed by phone by a Task Force
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investigator and confirmed that his legal address is in
the 3000 block North Laramie Avenue in Chicago,
Iilinois. The illegal voter stated that he works as a DJ
and spends some time in the Milwaukee area due to
his employment. He was in Milwaukee on
November 2, 2004 staying at a friend’s apartment on
West Pierce Street. He said that he voted in
Milwaukee using his friend’s address. He denies
voting in Illinois. Initially he was not entered into the
Electors database. His card was one of the original
1305 “un-enterable” On-Site cards. His information
was entered into the Electors database at a later time.
He is now a registered voter in the City of
Milwaukee.

Another example of the inadequacies of the Election
Commission data entry criteria is that of a family
who resides in the 11000 block of West Appleton
Ave. One member of the family voted as an On-Site
Registrant with a change of address. Initially, this
person was not entered into the Electors database.
The other three members of this family were also not
entered into the Electors database. All three had also
voted as On-Site Registrants. The four On-Site cards
filed and received by the Election Inspectors on
November 2, 2004 listed the Appleton Ave. address.
An unknown Election Commission employee that
was to enter the voter information into the Electors
database, ensuring that these persons would now be
registered voters in Milwaukee for future elections,
made the erroneous determination that the Appleton
Avenue address was not in the City of Milwaukee. In
fact this address is a residence in the City of
Milwaukee and the City of Milwaukee Assessors
Office database lists the address as being owned by
two members of the family.

The Task Force found that the first described family
member was entered into the Electors database at a
later time. However, this person was entered usin

her past address in the 5800 block of North 113*

Street, even though she clearly noted on her On-Site
Voter Registration card that she was filing an address
change. This voter is now registered to vote at her
old address. She and the three other members of her
family are not registered to vote at their present
address on West Appleton Ave.

During the course of reviewing the 1305 “un-
enterable” On-Site Voter Registration cards, the Task
Force found that the Election Commission had
entered persons such as a voter from the 2600 block
of South Fulton erroneously. This person voted by
filing a name change On-Site card. However, she is
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listed in the Electors database under her previous
name, not her requested mew name. A person
residing in the 1700 block of W. Wells Street voted
as an On-Site Registrant using an Ilinois
identification card. The Task Force found that
another voter living in the 4900 block of W. Tesch is
entered into the Electors database under her maiden
name. She is also listed as voting twice in the
November 2004 General Election under the maiden
name. There is no evidence that she voted twice.
The investigators found four other persons from the
1305 “un-enterable” cards listed in the Electors
database twice with no evidence that these persons
are double voters.

The Wisconsin On-Site Voter Registration system
confirms the identity, address, and eligibility of the
voter after an election is completed. Therefore,
fraudulent voters such as the Chicago resident have
their votes counted even though they are ineligible to
vote in Wisconsin. The Chicago voter is a prime
example of an out of state individual using a friend’s
address and voting in Wisconsin. This ineligible
voter filled out his On-Site card and voted in the
November 2004 General Election. He is now a
registered Wisconsin voter for future elections. He
can now enter the poll site and just by providing his
name to the poll inspectors, vote in any Wisconsin
election. He could also request and receive an
Absentee ballot from his Chicago address.
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Not in the City of Milwaukee

The original 1305 “un-enterable” On-Site Voter
Registration cards tummed over to the Task Force
contained 141 cards that the Election Commission
determined to be addresses not in the City of
Milwaukee (Not in City). The Task Force reviewed
these cards and discovered, as evidenced by the On-
Site Registration cards of the Appleton Avenue
family, that misinformed Election Commission
employees erroneously held some of these cards
back. The voters and addresses were legal
Milwaukee addresses. .

The Task Force discovered that another area of the
‘Not in City’ On-Site cards were students who
mistakenly wrote in their home addresses which were
not in the City of Milwaukee. However, these
students attended one of the local universities and
lved in Milwaukee at the time of the November 2004
General Election. These voters are also eligible to
vote in Milwaukee.

Lastly, the Task Force found that a number of
individuals failed to provide their new Milwaukee
addresses on the On-Site cards when they filed a
change of address notification. The only address
listed on the On-Site card was the voter’s past, *Not
in City’ residence. The Task Force was able to
determine that these voters were in fact Milwaukee
residents on November 2, 2004 and were eligible to
vote in Milwaukee.

After determining the voters that were actually
eligible to vote in the City of Milwaukee on
November 2, 2004, the Task Force found that 55
individuals in the 1305 “un-enterable” On-Site
Registration cards appeared to live outside of the City
of Milwaukee on November 2, 2004. The majority of
these ‘Not in City® voters are Milwaukee County
residents. The Task Force located and interviewed
most of these people and determined that there did
not appear to be any fraudulent intent by these voters.

There were some possible ‘Not in City voters’ that
the Task Force was unable to locate and interview.
The Task Force was also unable to determine if there
was a legal City of Milwaukee address for these
persons on November 2, 2004. Although the Task
Force makes no allegations of fraud at this time,
these individuals remained in the total count of ‘Not
in City’ voters.

The lack of criminal intent on behalf of these voters
does not alleviate the violations of Wisconsin state
Election Laws by the Milwaukee Election
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Commission, A number of these cards bore the name
of the city in which the voter resided. There were
instances where voters wrote in “Wauwatosa” or
“Greenfield”, etc., in the space for legal voting
address on the On-Site Voter Registration card.
These voters were allowed by poll inspectors to vote
in the city of Milwaukee.

The fact that the State of Wisconsin allows same day
voting places the onus on poll inspectors to be that
much more diligent when allowing persons to vote at
a particular Ward. This diligence extends to the
Election Commission itself when certifying the
eligibility of newly registered voters. The newly
registered voter’s information is certified after the
voter casts a ballot in an election. If there is a
violation of Wisconsin state election law, the
Election Commission is mandated by state law to
forward this information to the local district attorney
for investigation.

An example would be a voter residing in the 3900
block of S. 43" Street. This address is located in the
city of Greenfield. This person not only voted in
Milwaukee in the November 2004 General Election,
but also voted at the same Ward in Milwaukee in the
September 2004 Primary election.  After the
September election, his On-Site Voter Registration
card was presumably “un-enterable” because of the
Greenfield address. However, no effort was made to
educate this person or the poll inspectors of that
particular Ward to the fact that this person was voting
not only in the wrong Ward, but the wrong city as
well.

The voter was located at his Greenfield residence and
interviewed by a Task Force investigator. He stated
that he was never told that he was in the wrong
voting location and has always voted at this location.
The Task Force does not believe that this individual
intentionally violated state election law and does not
advocate for the prosecution of well-intentioned
citizens making honest mistakes. However, efforts
should have been made by the Election Commission
to address the voting irregularities of this particular
voter.

The Task Force can not stress enough that the
Milwaukee Election Commission employees allowed
obviously ineligible voters to cast ballots in races that
were contested. Although the small amount of “Not
in City’ voters would, in all likelihood, have no
impact on a statewide contest, a closely contested
Aldermanic or Assembly race could be affected by
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this disregard of Wisconsin election law by the
Milwaukee Election Commission.

As an example, the 4" Congressional District, which
includes the entire city of Milwaukee, was re-
districted after the 2000 Census. The District no
longer includes all of Milwaukee County. Unlike in
past elections, the majority of the suburbs in
Milwaukee County are no longer part of the 4%
Congressional District. The District now contains
Cudahy, St. Francis, South Milwaukee, West
Milwaukee, and parts of West Allis, along with all of
the city of Milwaukee. Portions of the ‘Not in City’
voters were from ereas that are not in the new 4%
District. The election for the Congressional seat in
the 4% District was an historical event in Wisconsin,
with the Democratic candidate being Gwendolyn
Moore, an African-American woman. Although the
final outcome of the election was a landslide victory
for Ms. Moore, there were questions if the District
would elect her. The Task Force, through interviews
with the persons that voted in Milwaukee from
outside of the 4™ District, found no evidence that
these individuals crossed Districts lines to vote for or
against either candidate in this contest. However,
these individuals did cast ballots in this election and
possibly in local contests (Wisconsin state Assembly
and Senate) in which they were ineligible to vote.

The Task Force made no effort to determine the
number of votes cast hy ineligible voters in Assembly
races that were contested in the City of Milwaukee.
Both of the prosecuting units of the Voter Fraud Task
Force (United States Attorney-Eastern District of
Wisconsin and Milwaukee County District Attorney)
made the decision not to prosecute anyone voting in
the wrong municipality or Ward if this person only
voted once in the November 2004 General Election.
The Task Force did contact the home district of the
“Not in City* voter and when a determination was
made that the ineligible voter did not vote twice
(home district and Milwaukee) the criminal
investigation of the ineligible vote came to an end.

The Task Force did note that the vast majority of
these “Not in City” voters were in suburban areas that
have a common horder with the city of Milwaukee.
For example, a number of the Wauwatosa voters
lived in an area adjacent to a nearby polling location
in the City of Milwaukee. During interviews with
these individuals it became apparent that these voters
were uninformed of their legal voting locations and
proceeded to the closest polling site that they were
aware of. This, of course does not alleviate the
responsibility of the individual poll inspectors in
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these affected areas to have a complete knowledge of
the boundaries of their Wards.

The investigators did recommend that the Election
Commission install “greeters” at the entrance to each
poll site. These greeters would act as a filter to
arriving voters. The poll greeter would be able to
easily reduce the confusion at the poll sites for
persons not familiar with their legal poll location.

The greeters would ascertain if the voter was at the
proper poll location for their legal residence. Next,
the greeter would then direct the eligible voters to the
correct location, Registered Voter versus New Voter
within the poll site. This simple addition to the poll
inspector ranks would reduce the instances of
ineligible Ward level voters. These poll inspectors
would also alleviate any extended in-line wait for
eligible persons to be informed that they are
attempting to cast a ballot in the wrong Ward
location.

The Task Force found instances of “Not in City’
voters where Election Inspectors obviously did not
follow Wisconsin Election Laws regarding the
mandated presentation and review of identification to
vote as an On-Site Voter Registrant. On numerous
On-Site cards of the “Not in City” voters, a State of
Wisconsin Driver’s License number is provided as
evidence of the form of identification. Investigators
believe that if the poll inspectors had actually
reviewed these Driver’s Licenses the municipality of
residence of the voter in question would have been
apparent.

The investigators did discover an additional nine
individuals that possibly had a home residence
outside of Milwaukee County on November 2, 2004,

Their potential home district voting records were
reviewed to determine if these persons were “double
voters” and no second vote was found. The
possibility exists that these persons were City of
Milwaukee residents at the time of the November
2004 General Election and no record of such
residency can be located through the available
databases.

Under the current system, a motivated group, i.e.
abortion, gun control, school choice could flood a
local race and determine the outcome because it is
apparent that the Milwaukee Election Commission
allows anyone who shows up at a polling location,
even when listing an address outside of the Ward or
city, to vote.
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Felons

During the review of 764 “un-enterable” On-Site
Voter Registration cards three individuals were found
to be under supervision by the Wisconsin Department
of Corrections for felony convictions. These three
persons were under supervision at the time of the
November 2004 General Election. They were
therefore ineligible to vote in Wisconsin. The three
ineligible voters are in the list of the 220 persons that
voted in the November 2004 General Election while
under felony supervision.

The Election Commission, for reasons outside of the
felony supervision status, did not enter these three
On-Site Voter Registration cards to the Electors
database. All three On-Site Registration cards were
missing some information, e.g. an address. The
missing information did not preclude the
investigators from finding a correlation between the
three listed names and persons with the same
individual identifiers as persons under felony
supervision.

The discovery of the three potential ineligible felon
voters came about by checking all 1305 “un-
enterable” On-Site Voter Registration cards, where
identification could be made, using the Wisconsin
Circuit Court Access Program (CCAP). When a
possible match occurred, the name was checked
against the database provided by the Department of
Corrections containing the names of persons under
felony supervision on November 2, 2004. In the
instances when identification could not be
determined from the On-Site card, no check for
felony supervision status could be made.

At the time of the 2004 General Election, the On-Site
Voter Registration process employed in the State of
Wisconsin precluded any prescreening for ineligible,
felon voters. The three potential “un-entered” felon
voters would not have been discovered if the Voter
Fraud Task Force had not been established.

The mandated information that was missing from
these three cards also kept the voter information from
being entered into the Electors database. In the event
that the Election Commission had attempted to check
voter eligibility, no match of these persons could
have been made.

The investigators came to the conclusion that within
the On-Site Voter Registration system in place in the
State of Wisconsin, ineligible felons could and did
vote. Discovery at the poll level on the day of an
election is highly unlikely. Identifying a felon voter

at a later time is also limited by the system and is of
limited usefulness as it relates to excluding these
persons at the time of any given election. Any
chance of determining that a felon voted relies on the
felon providing true and correct information on the
On-Site card. If the On-Site card is found to be
missing any state mandated information, that voter
will not be entered into the Electors database.
Therefore, for the sake of any investigation that felon
will not be listed as voting, although the vote itself
would have been counted.

Wisconsin’s Statewide Voter Registration System
(SVRS) now (2006) in effect to prevent felon voters
from casting ballots has a glaring weakness. Poll
inspectors in each Ward are provided a list of
ineligible voters residing in their respective Wards.
On Election Day, the On-Site Registrant’s personnel
information is compared to this ineligible voter list
prior to the prospective voter being certified and
provided a ballot.

The ineligible felon voters’ addresses are supplied by
the Department of Corrections (DOC). If an
ineligible felon voter attempts to On-Site vote in any
other Ward outside of the Ward based upon their last
known DOC address, he/she will not be on the
ineligible voters list. This would obviously occur in
instances of an ineligible felon voting as an On-Site
registrant with an address change in a new Ward.
Therefore, this person would not be advised that they
were ineligible to vote.

The Task Force investigators did a complete review
and report of the felon voting in the November 2004
General Election. The findings and conclusions of
that investigation are contained in the section filed.
However, the investigation into these 1305 “un-
enterable” On-Site Voter Registration cards
highlighted the difficulties that future elections will
bring in regards to felon voting.
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Wisconsin law provides for information to be
included on a registration card.  Statute 6.33
Registration forms; manner of completing (1)
states in part that the card shall include; ... "whether
the applicant has lost his or her right to vote” At
the time of the 2004 General Election, the City of
Milwaukee’s registration card did not include this
state mandated language. Although this too relies on
the truthfulness of the person registering, the
inclusion of the question regarding eligibility may
have dissuaded some of those felons who did register
and vote. The inclusion of this warning would also
have aided in the prosecution of felons who did vote
as the most common defense for their actions was; “1
didn’t know”, “I forgot” or “I wasn’t asked.”

¢ It should be noted that as a result of the
indictments obtained by the Task Force in
regard to felons who voted, the City of
Milwaukee Election Commission now includes
language specific to felons on their registration
card,
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Homeless Shelters

The Task Force investigators have found that the
most obvious of the questionable voters are those that
voted as On-Site Registrants using the addresses such
as 1335 West Vliet Street. A number of On-Site
Registration cards were found in the 1305 “un-
enterable” cards listing this address. 1335 West Vliet
is not a legal voting address. It is a storefront owned
by a homeless support organization, Repairers of the
Breach. Repairers of the Breach is a self described
“day shelter” for the homeless. There were no
overnight facilities at 1335 West Vliet Street on
November 2, 2004.

There were 22 persons that voted using this address.
Of greater importance, the Task Force found that 128
persons were registered to vote at this address during
the time period before the 2004 General Election.
Deputy Registrars working for various “Get out the
Vote” organizations registered these individuals.
Prior to November 2, 2004 there were no persons
listed as registered voters with the address of 1335
W. Vliet Street. These 128 persons could now he
registered voters in the city of Milwaukee, eligible to
vote in future elections.

The Task Force investigators found another example
of these illegal-voting addresses one block east of
Repairers of the Breach. 1220 West Vliet Street is
the legal address for the Marcia Coggs Human
Services Center.  The building is owned by
Milwaukee County and is an office building with no
residential facilities. The Task Force found that
seven persons voted using this address. ~ The poll
book of registered voters for 1220 W. Vliet, District
15, Ward 314 Hsted 29 registered voters for
November 2, 2004. A further check of area shelters
revealed that the Milwaukee Rescue Mission, 1820
W Wells 8t, had 162 registered voters with 51
persons voting from that address; the Guest House,
1216 N 13" 8t, had 136 registered voters with 18
persons voting on November 2, 2004.

The Task Force is aware of the other inquiries into
the area of homeless individuals and their voting
rights. The current prevailing legal opinion is to err
on the side of the homeless voter and aliow the votes
to count no matter where the person voted. However,
in the cases of these two Vliet Street ineligible
addresses, the investigators believe that these voters
are ineligible. The investigators make this statement
not because the majority of the now registered voters
may be classified as homeless, but because the
addresses are not legal residences and verification of
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city residency of the persons registered are not
possible.

The Task Force believes that the registered voting
status of the homeless individuals provides an
opportunity for fraud. As witnessed by the Racine
aldermanic election held on April 5, 2005 in which
the election was decided by three votes, 15 homeless
individuals voted from a homeless shelter and
possibly decided the winner of that election. The
loser of the election, Jeff Coe, contested the
residency of the homeless voters under Wisconsin
State Election Laws. The Racine Emergency Shelter
Task Force program rotates the over night shelters
among different churches which are located in
different Wards and districts in Racine. Racine
Circuit Court Judge Emily Mueller ruled that the
votes of the homeless would count.

The Task Force believes that the Milwaukee
homeless vote has the potential to affect the outcome
of a local election. The number of homeless voters
now registered in various shelters throughout the city
is in the hundreds. There are apparent homeless
voters registered in multiple locations. Because of
the City of Milwaukee Aldermanic District
boundaries, these homeless voters are able to vote in
different districts and, by sheer number, could have
an impact on a closely contested local race. (This has
also become an issue in the City of Milwaukee
university student vote, but that will be addressed in
the student vote section.) As these homeless persons
are now considered registered voters, they are
allowed under Wisconsin State Election Laws to vote
Absentee and do not have to show identification to
vote in future elections.

While the Task Force investigators make no
recommendations regarding the homeless voters,
deferring to the court system for remedy, the
investigators must report the potential for voter fraud.
From the Racine Aldermanic dispute to the 2000
election “Smokes for Votes” inquiry, the homeless
have been identified as a potential difference maker
in an election. The obvious nature of being homeless
allows this unfortunate group of people the unique
status of vote portability.

In Milwaukee, the Election Commission allows the
homeless to vote, without question, in any
Aldermanic District that they choose. This vote
portability and the abject poverty that defines
homelessness, make these unfortunate individuals
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vulnerable to become the tools of voter fraud by
those that would exploit the homeless.
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Students

The Task Force found that sixty-two (62) of the 1305
“un-enterable” On-Site Registration cards originated
from Wards that included local universities. The
majority of those cards coming from Wards in the
area of Marquette University. However, there were a
small number of cards from the University of
Wisconsin-Milwaukes, Wisconsin Lutheran College,
and Alverno College.

Investigators encountered the same errors with these
sixty-two (62) cards as have been documented in
previous sections of this report. For example,
Election Inspectors were accepting and certifying
On-Site cards and allowing ballots to be cast without
properly reviewing the cards. Some of the cards
accepted by Election Inspectors in these Wards bore
no addresses, addresses from outside the State of
Wisconsin or cards from voters who listed the name
of a dorm rather than a valid City of Milwaukes
address. Nonetheless, these people were allowed to
vote.

Dormitory Name listed as

Student ID ac

Address Not in the City of
Milwaukee

(62) un-enterable cards atiributed to students came
from Wards in and around Marquette University, the
names on those On-Site cards were forwarded fo
Marquette University with a request to confirm the
enroliment of these persons at the time of the

November 2004 General Election” Of the forty-
seven (47) names submitted, forty-two (42) were
enrclled at Marquette at the time of election, but no
connection  fo  Marquette could be  established
regarding the remaining five {5).

It is apparent that the Election Inspectors of these
particular Wards did not properly review many of the
On-Site Registration cards prior to their certification,
making it possible for an ineligible individual to
receive 2 ballot and cast a vote.

The discoveries by the investigators of the apparent
laxity of the poll inspectors at Wards with a high
student population lead the Task Foree to conduct a
second inquiry into university campus voting,

* The officials at Marquette provided investigators
infermation related only to enrollment.
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Sandburg Hall (UWM)

The University of Wisconsin-Milwaukee is located
within the boundaries of the City of Milwaukee. The
university is a true community college as the majority
of the students do not live on campus. However, the
university does provide student housing for a small
percentage of the attending students. Sandburg Hall
is the on-campus dormitory. This residence is
focated at 3400 North Maryland Avenue.

Polling Ward 39 is located in the building housing
the students, Sandburg Hall. This Ward is almost
entirely made up of the residents of Sandburg Hall.
The Ward’s boundaries consist of the university
campus and a sinall residential area to the west of the
campus. This residential area is defined as the area
between East Edgewood Avenue and East Newport
Avenue io the north and south respectively; and
North Maryland Avenue and North Frederick Avenue
to the east and west,

The City of Milwaukee Election Commission
reported that 1887 persons voted in the November
2004 General Election from Ward 39. Persons listing
Sandburg Hall, 3400 N. Maryland Avenue as their
residence, cast the vast majority of these ballots.
However, the Election Commission reported that the
OP-TECH voting machine used at Sandburg Hali
recorded 2101 ballots cast from Ward 39 compared
to the 1887 individuals recorded as voting, a
difference of 214 votes to voters, The Public
Records Office of the university informed
investigators that over 2600 students and university
employees were on record as residing in Sandburg
Hall in November 2004,

Unfortunately, because of the inadequate procedures
employed by the Election Commission in regard to
the November 2004 General Election, the
investigators were unable to answer the questions
raised regarding the ratio of voters to ballots in any
definitive manner. Election Inspectors in this and
many other Wards throughout the City of Milwaukee
allowed persons to register on-site and vote in Wards
where the individuals did not reside. The Election
Commission’s practice of “moving” those vote
records to the proper Wards during the post-election
data-entry process made it nearly impossible to
reconcile the votes-to-voters discrepancy.

Investigators compared the Electors database of
voters residing at Sandburg Hall, 3400 N. Maryland

Avenue, compiled by the Election Commission, to
the resident list of students and employees of the
university during the 2004 General Election, ~ After
reviewing the two lists, the investigators sent a list of
persons that were on the Electors database as voting
but not on the Sandburg Hall resident roster to the
university to determine if these persons were actually
students or had been mistakenly left off the Sandburg
Hali resident list.

After the second review was completed by the
university, 31 persons were found to be on the
Eiection Commission's records as voting from 3400
N. Maryland Avenue who were not residents of
Sandburg Hall. What is important to note is that
these 31 individuals were found in the Electors
database of the 1887 recorded voters from Ward 39,
meaning that these 31 persons were not “moved”
from Ward 39 to another Ward after the Election.
The discovery that these 31 people did not live in
Sandburg Hall did not reduce the 214 vote to voter
discrepancy. This would indicate that over 10
percent of the ballots cast in Ward 39 during the 2004
General Election were not properly certified by the
Election Inspectors or were ineligible to be cast in
this Ward.

The investigators were informed that fifieen
individuals of the 31 non-Sandburg residents were in
fact registered students at the university on
November 2, 2004. The university informed the
investigators that their records showed that seven of
these fifteen persons listed home addresses outside of
the city of Milwaukee. The remaining eight persons,
according to university records, were residents of
Milwaukee, but not living in Sandburg Hall. The
university held no records in regard to the remaining
16 people not listed as residents.

The investigators then accessed available databases
regarding the sixteen apparent non-student voters and
determined that the majority of these persons did
exist.

» One of these voters appears to be a resident of
the non-campus residential portion of this Ward
and would have been eligible to cast a ballot.
The information regarding this person’s
residence as 3400 North Maryland Avenue may
have been erroneously entered into the Electors
database by the Election Commission. :
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» A second person, who, according to university
records, graduated in 2002, that voted using
Sandburg Hall as his residence has the same
name and date of birth as an individual residing
in Michigan. This person voted by Absentee
ballot according to Election Commission
records. .

» Investigators were unable to locate any
information through the available databases to
confirm the existence of six of these persons.

Lastly, it should be noted that the Voter Registration
List for District 3, Ward 39 (Poll Book) contains the
names of 5342 Regular Voters. 5217 of these
Registered Voters list 3400 North Maryland Avenue
or a variation of this address as their residence. The
unijversity reported that during the Fall Semester of
2004 just over 2600 persons resided in Sandburg
Hall, meaning that over 2600 additional persons who
do not live in Sandburg Hall are registered and able
to vote from an address where they do not reside.

The investigators did recommend to the Election
Commission that prior to any election, current
resident information for all university dorms be
obtained and supplied to the Wards where these
students would be voting.

Additionally, these residences have a natural turnover
on a yearly basis. The investigators recommended
that the Election Commission conduct frequent
purges of the registered voters for all university-
owned student housing. These purges should not be
limited to the two aforementioned universities, but to
all such institutions within the City of Milwaukee.
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...2600 additional
persons who do not
live in Sandburg Hall
are registered and
able to vote from an
address where they do

not reside.
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Recommendations

It is the opinion of the Task Force investigators that
more than any other recommendation we could make,
our investigation has concluded that the one thing
that could eliminate a large percentage of fraud or the
appearance of fraudulent voting in any given Election
is the elimination of the On-Site or Same Day voter
registration system. It is the opinion of the Task
Force investigators that given the inability of Election
Inspectors to check the eligibility of voters (e.g.
felons) or in other cases the reluctance of Election
Inspectors to check the eligibility of a voter (e.g.
verification of information on cards), on the day of
any election, there is no other way to ensure that only
eligible voters are voting on Election Day. It is our
opinion that as it relates to not only the irregularities
encountered with the 1305 ‘un-entered’ cards, but
with the 2004 Election overall, a time period for the
verification of registering voters prior to any Election
must be included to ensure that the person registering
is an eligible voter. If a verification period would be
provided to the Election Commission before any
Election, the majority of the problems detailed in this
report would not have existed.

As it relates to felons, a verification period would
have allowed Election Commission employees to
check those potential voters registering with an up to
date list that could be provided by the State of
Wisconsin Department of Corrections. If this would
have been done and those persons who.are in the
Ward book would only be permitted to vote, felons
who are ineligible would not have been included.

Where the “Not in City” voters are concerned, the
same verification period would have allowed to the
Election Commission to do the same thing that the
Task Force was able to do: confirm or deny that the
registering voter was or was not a City of Milwaukee
resident. This system would have registered eligible
voters mistakenly omitted by the Election
Commission, such as the Appleton Avenue family.
All members of this family will have to re-register
before voting again. This verification period also
would have informed those voters who were simply
mistakenly voting in Milwaukee that they are not
voting in the proper Ward. But, most important, a
verification period could have stopped someone such
as the ineligible Chicago resident from voting in the
City of Milwaukee and now will be eligible to cast
future, unchallenged, votes.

As an alternative, if On-Site registration is to
continue in its present form, then the presentation of
a government issued identification card that includes
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the voter’s name, address (including city) and date of
birth should be presented before that person is
allowed to register and vote. The inclusion of
identification alternatives such as a credit card bill,
library card, lease, etc., where no photo is provided,
does not ensure that the person presenting these types
of documents is in fact the person they are asserting
to be.

In the absence of any substantive change, it is
recommended that the Election Inspectors be
provided with adequate training and resources to
ensure that they are not allowing persons who live
outside of the City of Milwaukee to vote.

The investigators further recommended that after
every election, the City of Milwaukee Election
Commission fulfill its mandated responsibility to
report those occurrences where persons may have
violated Wisconsin State Statutes to the Milwaukee
County District Attorney.
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FELONS

The Election Fraud Task Force conducted an
investigation regarding the involvement of non-
eligible voters in the November 2, 2004 General
Election.  The primary focus of the initial
investigation was the voting of felons in this election.
Wisconsin State Statute 6.03(1) (b) prohibits
convicted felons, while under supervision, from
voting.*

The Wisconsin Department of Corrections (DOC)
provided the Task Force with a database listing
11,599 felons who were under supervision in
Milwaukee County on November 2, 2004. However,
the database did not break down the population of
felons within individual cities or villages in
Milwaukee County.

The Task Force cross-referenced the two databases,
DOC and EC, to obtain a list of exact matches
contained within the two lists. The Task Force
considered only matches of first and last names and
dates of birth. Investigators then compared addresses
and other identifying information.  Upon the
conclusion of this selective comparison, it was
determined that 220 ineligible felons voted in the
November 2004 General Election.

The Task Force reports only the exact matches based
upon the criteria previously described in this report.
There is a strong probability that the number of
felons illegally voting in November 2004 is higher.

However, with the limitations of the database .

provided by the Election Commission and the
shortage of voters to votes recorded, some ineligible
felons may not have been discovered. Further, if an
ineligible felon voter made any effort to disguise
their identity, the Task Force would only have
discovered this person by chance.

Therefore our findings, as it relates to the 220 felons
that voted in the City of Milwaukee, is a number
limited by the reliability of Election Commission
records and the “honesty” of the felons themselves as
they registered to vote. Nonetheless the Task Force
had also identified at least four felons that possibly
voted in municipalities other than the City of
Milwaukee, but within Milwaukee County. These
potential ineligible voters inquiries were forwarded to

* Wisconsin State Statute 6.03(1)(b), Disqualification of electors,
states that “Any person convicted of treason, felony or bribery,
unless the person’s right is restored through pardon or under s.
304.078(3).
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their home jurisdictions and are not part of the 220
cases under review.

The United States Aftorney’s Office and the
Milwaukee County District Attorney’s Office
reviewed the findings of the investigation and
determined what charges would be issued relative to
the felons. The United States Attorney’s Office
indicted eight (8); the Milwaukee District Attorney
charging two (2).

% It should be noted here that it was the
intention of the Task Force to seek
charges on many more of the felons that
voted, however, both prosecuting units
found that the poor quality of the records
maintained by the Milwaukee Election
Commission provided enough reasonable
doubt to make it nearly impossible to
obtain convictions, and further federal
indictments or state charges were not
pursued.
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Election Inspectors

During the course of the investigation into felon
voters, investigators discovered a troubling set of
circumstances within the Election Commission’s
hiring of Election Inspectors. It was determined that
the Commission had employed five persons that were
convicted felons and were under Department of
Corrections supervision at the time of the November
2, 2004 General Election. The Election
Commission’s voter database details that three of
these felon Election Inspectors not only worked the
polls the day of the November General Election, but
also cast votes in this election.

The Task Force’s review of Election Inspectors
began during the investigation of a felon voter,
Kimberly Prude, where it was determined that she
was employed by the Commission in November of
2004 and she had registered On-Site voters on
November 2, 2004 at the Rose Park Senior Center,
3045 N. Martin Luther King Drive. In her
Mirandized statement, Ms. Prude stated that while
she was in line to vote as an Absentee voter at the
Milwaukee Election Commission following a “Get
out the Vote” rally, an employee of the Commission
recruited her to work at the polls on Election Day.
Ms. Prude and another felon Election Inspector were
indicted by the U.S. Attorney’s office for voting in
the November 2, 2004 General Election

Upon the discovery of Ms. Prude as an Election
Inspector, the Task Force conducted criminal
background checks on the Election Inspector list
provided by the Election Commission. As a resuit of
this inquiry it was determined that there were four
other convicted felons employed as Election
Inspectors. This background review also revealed
that two persons who had entered guilty pleas to
misdemeanor charges of Election Fraud within one
year of the November General Election also were
employed as Election Inspectors for the Election
Commission. on November 2, 2004.°  These
individuals, Barbara Burton and Darcell Grafton, had
been charged by the Milwaukee County District
Attorney’s Office with election fraud in 2003. Both

*Wisconsin State Statute 12.60(3), the penalty section of the
Chapter 12 “Prohibited Election Practices”, states that “any
Election official who is convicted of any violation of this chapter
shall, in addition to the punishment otherwise provided, be
disquatified to act as an election official for a term of five years

from the time of conviction.”
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Ms. Burton and Ms. Grafton had been charged as part
of the ACE® investigation of Election Fraud. Ms.
Burton entered a plea of guilty to a single
misdemeanor count of Election Fraud on December
12, 2003. Ms. Grafton also entered a plea of guilty to
one count of Misdemeanor Election Fraud on March
23,2004,

Deputy Registrars

The Commission provided a database of those
persons who had been sworn in as Deputy Registrars
in this and previous elections.  Assistant City
Attorney Melanie Swank, who was a member of
Mayor Barrett’s Election Review Task Force,
informed the Task Force that 2597 persons were
registered and sworn in as Deputy Registrars during
2004. These reviews lead the Task Force to find that
18 persons were sworn in as Deputy Registrars in
2004 that were convicted felons and under
Department of Correction supervision, Of the 15
felons that listed a sponsoring organization, eight
named ACORN’ as their sponsoring agency.

Wisconsin was a contested battleground state in 2004
and the Milwaukee area was flooded with “Get out
the Vote” organizations that, by Wisconsin Law in
2004, were allowed to register new voters until ten
days prior to the election. These organizations, for
the most part, hired local individuals for the
registration drives and, in some cases, paid the
registrars by the number of persons registered. The
2597 Deputy Registrars sworn in by the Election
Commission during 2004 is approximately five times
the number of Deputy Registrars sworn in during
2002 election cycles.

§ African-American Coalition for Empowerment
7 Association of Community Organizations for Reform Now
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Conclusion

The Milwaukee Journal Sentinel had reported that
361 felons voted in the 2000 November General
Election.? The Task Force chooses to take this
number on its face, with no further investigation, for
comparison purposes. The election cycle of 2004
was the most contentious and hard fought in recent
memory. However, there was a decrease of felons
voting from 2000 to 2004 of almost 40 percent.
Some of this decrease may be attributable to media
reports of illegal felon voting after the 2000 election.
The Task Force, during the criminal investigation of
felon voting in 2004, did find several factors
regarding felons under supervision that are much
more likely to explain this decrease.

The most important change the Task Force
discovered between 2000 and 2004 was that the
Department of Corrections (DOC) amended its rules
for Community Supervision to include a rule that
specifically warns a felon under supervision that they
cannot vote until released from supervision.” This
rule states, “You shall not, as a convicted felon, and
until you have successfully completed the terms and
conditions of your sentence, vote in any federal,
state or local election as outlined in Wisconsin
Statutes s. 6.03(1)(b).” The earliest example the Task
Force found of the listing of this rule is in the Rules
for Community Supervision, 2002 version.  The
DOC Offender Handbook also contains a section
regarding felons and the fact that they may not vote.

The Task Force interviewed a number of
Probation/Parole Agents during the course of our
criminal investigation. The Agents explained the
procedures for providing the Rules for Community
Supervision to their clients. The Task Force
discovered that in some instances, the rules are given
to offenders on more than one occasion. If, for
example, an offender is sanctioned and incarcerated
during their supervision, Agents reissue the
supervision rules upon the offenders release back into
the community. When an offender is transferred
between Agents, the new Agent again issues the rules
to the offender. The investigation of felon voting
conducted by the Task Force investigators found that
the efforts made by the Department of Corrections
with the addition of Rule 13 to the Rules for
Community Supervision and notification by

# Milwaukee Journal Sentinel, January 21, 2001 written by Dave
Umhoefer and Jessica McBride

s Department of Corrections, Division of Community Corrections,
Form DOC-10 Rule 13 (Rev 01/02).
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individual agents of the loss of the right to vote to the
felony offender is apparently decreasing the voting
violations. The Task Force investigators would
request additional warnings prior to any election
cycle,

The Task Force further found that the State of
Wisconsin Guilty Plea Questionnaire/Waiver of
Rights form has been amended to contain a section
explaining the loss of the right to vote upon being
found guilty of a fefony'. It should be noted that
during the time frame of this investigation, many
Courts were still using the earlier versions of the
Questionnaire that did not include the admonishment
not to vote until the person’s civil rights are restored.

The Task Force investigators requested that the
Courts accept only the new version of the Guilty
Plea Questionnaire/Waiver of Rights form, which
contains the notification of loss of the right to vote
for felony convictions.

Lastly, judicial notice of the loss of the right to vote
in any local, state, and federal election must be made
at the finding of guilt in al! felony convictions.

The Task Force did find that prior to
the 2004 General Election there were
a small number of Milwaukee
County Circuit Court Judges who
advised convicted felons that they
could not vote until their civil rights
were restored,

The Task Force investigators believe that the State of
Wisconsin’s open election process precludes the
Election Commission and individual Election
Inspectors from being the responsible agency for
determining felony supervision status for voters.
Wisconsin Election Law allows Same Day On-Site
registration and voting at the polls.

Any prohibited person with the proper identification
can enter a different poll site other than their DOC
provided Ward, register, and vote on Election Day.
The Task Force investigators believe that prior to all
elections an effort must be made to thwart the

1 Form CR-227, 05/04 Plea Questionnaire/Waiver of Rights
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ineligible person’s appearance at the polls and
subsequent illegal voting.

Every day any number of felons under court ordered
supervision complete their sentences and regain their
civil rights and become eligible to vote. At the same
time a similar number of persons are adjudicated
guilty as felons and therefore become ineligible to
vote. The Ward level ineligible voter lists provided
to the Poll Inspectors prior to an election are not
current.

A check of the Statewide Registered Voter System
against the Department of Corrections database now
determines if any ineligible felon voted in the
election. A criminal investigation is then conducted
for any violation of Wisconsin state Election Laws.

However, this evaluation occurs after the ineligible
voter’s ballot is cast and certified. The investigators
believe that only repeated admonishments, coupled
with certain criminal punishment and a pre-election
verification petiod can curtail these ineligible votes.

The investigators are charged with enforcing the laws
of the State of Wisconsin. At the time of the filing of
this repori, convicted felons under supervision are not
allowed to vote in elections in the state of Wisconsin.

The Task Force investigators must emphasize that the
Same Day Voter Registration system, as employed
by the State of Wisconsin, allows for easy access to
the election process by ineligible, felon voters, This
access is true whether the ineligible voter is making a
conscious act to circumvent the law or is mistaken in
their interpretation of their individual legal voting
status.

The investigators strongly endorse a new practice
allowing for an adequate time period for all Election
Commissions/Boards to verify the eligibility of
voters within their jurisdictions as it relates to the
felon voter.
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REPUBLICAN PARTY OF WISCONSIN

Complaint One — Registration

Jrom fraudulent addresses

On Wednesday, October 27, 2004 the Republican
Party of Wisconsin (RPW) filed a complaint with the
City of Milwaukee Election Commission questioning
the validity of 5619 addresses on the voter rolls of
Milwaukee, the RPW claimed that these addresses
did not exist. The RPW chalienged these voters after
comparing the registered voter list for the City of
Milwaukee using the sofiware program utilized by
the United States Postal Service to confirm addresses.

The Election Commission held an emergency hearing
regarding the RPW complaint and then rejected the
attempt to have the questioned voters and addresses
removed from the registered voter list for the
November 2004 General Election. The Election
Commission did, however, order that Election
Inspectors check the identification of any person
attempting to vote from the suspect addresses.

After the formation of the criminal Voter Fraud Task
Force, the RPW made a formal complaint making the
same claim that the 5619 addresses were fraudulent
and requested a review of the addresses by the Task
Force. United States Postal Inspectors were adjunct
members of the Task Force and in that capacity,
reviewed the findings of the RPW regarding the 5619
addresses. The Postal Inspector’s Office determined
that only 554 of the original 5619 addresses were
actually not valid. The Postal Inspector’s Office
determined that the database used by the RPW to
make their comparison contained an error in the
address field, causing valid addresses to be
unrecognized.  The Postal Inspector’s Office
determined that the vast majority of the 5619
questioned addresses were in fact legal, valid
addresses in the city of Milwaukee.

In early March 2005, Task Force investigators
personally viewed each of the questioned 554
addresses. This physical check determined that on
November 2, 2004 370 of these addresses did not
constitute a legal residence in the City of Milwaukee,
The remaining 184 addresses did physically exist at
the time of the election in the city.

After visual verification was attempted, the addresses
and the associated names were processed through
available databases. These databases included Lexis-
Nexis online searches, Google and Yahoo people
searches, the City of Milwaukee Assessor’s office,
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Wisconsin Circuit Court Access Program, the City of
Milwaukee Municipal-Traffic-Parking enforcement
searches, the National Crime Information Computer,
the Wisconsin Department of Transportation and the
Greater Metropolitan Milwaukee SBC white pages.

As a result, the Task Force determined that there
were a number of these voters who appeared to be
actual persons. However, the addresses provided did
not exist in the city of Milwaukee, finding

specifically that;
1. 309 of the suspect addresses contained
typographical errors made by Election

Commission employees that, when corrected, led
to a legitimate address
66 persons had voted under one of the following
conditions:
From an address where the person did not
live in November of 2004
The address used did not exist
Voted in Milwaukee but were found to live
outside of the City of Milwaukee, or;
Appeared to have voted multiple times in
the Election, according to the records
maintained by  Milwaukee  Election
Commission.
In the case of one person, it apFears that the
person died prior to the election'’. A person
with the exact first, middle, and last names; as
well as the same date of birth is listed on the
records of the Election Commission and this
death record reference.

Date of Death: 07-28-2001

Voting address: 2800 block of N. 26™ Street
One person, who is also recorded by the Election
Commission as having cast a vote in this
election, could not be located and voted from a
non-existent address. Within the limitations of
the databases accessed by the Task Force
investigators, no record could be located to
confirm that this person existed at the time of the
election in the city of Milwaukee.

Voting address: 2400 block of W. Highland

Y hipy//ssdi rootsweb.com/
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Upon concluding the review of the suspect addresses,
the Task Force discovered two Absentee votes that
had been cast listing a non-existent address in
Milwaukee.  Internet references found by the
investigators revealed that persons with the same
names as the Absentee voters resided in Canada at
the time of the 2004 General Election. These
individuals have the same last names and reference is
made regarding these individuals and an association
to a University in British Columbia, Canada. The
investigators, with the same limitations of available
databases, were unable to find a Wisconsin
connection to these individuals.  All Internet
references to individuals with the same names were
from locations in Canada.

The investigators must note that the names cited in
this section are somewhat singular in nature. The last
name of the two voters is the same, with different
first names and dates of birth. The recorded voting
address for both persons is in the 2400 block of N.
Maryland Avenue.

This portion of the investigation revealed that several
persons, according to records provided by the
Milwaukee Election Commission, appear to have
voted multiple times. However, the only evidence
that supports this allegation is the existence of more
than one entry in the Election Commission database.
Investigators  could find no  supporting
documentation, ie. multiple registration cards,
muitiple entries in poll books, to corroborate this
information. Therefore, it is the belief of the Task
Force investigators that these entries likely represent
more data erors in the Election Commission
database.

At the conclusion of the investigation into this
complaint the Task Force investigators released the
list of the voters and the suspect non-existent
addresses to the City of Milwaukee Election
Commission. The Task Force investigators believe
that the Commission conducted their own review of
these persons and addresses. The Task Force
investigators expect that any false addresses have
since been removed from the Commission’s records.

The investigators must be on record that not all of the
Election Commission’s Election Inspectors followed
through with the Election Board decision to require
proper identification from persons voting from the
addresses that were the subject of the Republican
Party of Wisconsin’s complaint regarding the suspect
5619 addresses. This conclusion is based on the
more than 550 persons recorded as casting ballots
from this questioned list.
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Complaint Two — Double Voters
On Tuesday, August 9, 2005 the Republican Party of
Wisconsin made a complaint alleging that nine
persons had voted more than once in the November
General Election. Task Force investigators reviewed
this complaint. Of the nine allegations of double
voting, six were immediately eliminated, as there was
no evidence that two votes had been cast. The three
remaining  allegations  required  additional
investigation in order to come to a conclusion
regarding any criminal violations of Federal or State
of Wisconsin Voting Statutes.

The complaint named four persons as having voted in
Chicago, three voting in Madison, and two as voting
in Minneapolis with a second vote being cast by the

same voter in Milwaukee.  The Task Force
investigated these alleged double voters and
determined the following:

CHICAGO

1. Recorded as having cast a ballot from the 1600

block of N. Astor St., Milwaukee and the 6100
block of N. Kenmore, Chicago. It was
determined that this person did not vote in
Milwaukee. The Election Inspectors at Ward 54
erred in the entry of a voter number in the Ward
Registered Voter book. The error was
discovered and amended by Election
Commission employees. Another person with
the same last name residing at the Astor address
was assigned the voter number, #20. The
suspect voter had no voter number listed.
However, the Election Commission entered both
persons in the Electors database as having voted
in the November Election.

Recorded as having cast & ballot from the 3500
block of S. Howell, Milwaukee and 6000 W.
Surf, Chicago. It was determined that this
person did not vote in Milwaukee. The Ward
Registered Voter book for Ward 216 lists this
person, but there is no voter number assigned to
him. There is also no On-Site Registration card.
This person is listed on the Milwaukee Election
Electors database as having voted in the
November 2004 General Election. This appears
to be a mistaken entry by the Election
Commission employees.
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3. Recorded as having cast a ballot from the 2500
block of S. 30" St, Milwaukee and the 3000
block of 8. Loomis, Chicago. It was determined
that this person did not vote in Milwaukee. The
Ward Registered voter book for Ward 138 does
list this individual at the 30® Street address,
however, there is no voter number assigned to
her. There is also no On-Site Registration Card.
This person is listed on the Milwaukee Election
Commission Electors database as having voted
in the November 2004 General Election. This
appears to be a mistaken entry by the Election
Commission employees.

Recorded as having cast a ballot from the 2300
block of S. Austin St., Milwaukee and the 5000
block of Long, Chicago. It was determined that
the Milwaukee voter had a date of birth in 1980
and did vote in Milwaukee as an On-Site
Registrant. The Chicago voter with the same
name lists his date of birth in 1950. It appears
that these voters are a father and son.
MADISON

1. Recorded as having cast a ballot from the 1700
block of N. Cambridge, Milwaukee and an
address on S, Strathfield Circle, in Madison.
The Ward Registered voter book does list this
person as having voted with a voter number of
779. However, this voter number is used twice
in the Ward book. Another voter with the same
address on N. Cambridge is also assigned voter
number 779. Both persons are listed in the
Electors database as having voted in the
November 2004 General Election. The second
voter was located at the Cambridge address and
informed the investigator that he had voted in the
November 2004 General Election. The suspect
voter no longer resided at the Cambridge
address. It appears that there was an error by a
Poll Inspector on Election Day.

Recorded as having cast a ballot from the 3300
block of N. Newhall, Milwaukee and the 200
block of State St, Madison. The Ward
Registered voter book does list this person as
having voted with a voter number of 1579.
However, the same number, 1579, is written in
the Ward book for the person listed directly this
voter, That person also resides in the 3300 block
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of N. Newhall. Both voters are listed in Electors
database as having voted in the November 2004
General Election. The second voter was
contacted at her residence and informed the
investigator that she had voted in the November
2004 General Election. The suspect voter does
not reside at the Newhall address. Again, this
appears to be an error at the poll site.

Recorded as having cast a ballot from the 9000
block of W. Helena Court, Milwaukee and the
800 block of Williamson in Madison. It was
determined that person did vote in Milwaukee as
a preregistered voter and the Election
Commission lists his date of birth in 1951. The
person that voted in Madison has a date of birth
in 1977. These are not the same person. It
appears that they are father and son.

MINNEAPOLIS

Recorded as having cast a ballot from the 800
block of N. Milwaukee, Milwaukee and the 4200
block of Vincent N, Minneapolis. The Ward
Registered Voter book for Ward 59 lists this
person with the Milwaukee address but shows no
voter number. There is an On-Site Registration
card for an individual with the same name as this
suspect voter with a date of birth in 1983. There
is no date on the card. However, this person is
listed on the ‘Election Day Registered Vofers’
report as having been assigned a voter number,
indicating that he did vote in the November 2004
General Election. The Election Commission of
Minneapolis was contacted and the individual
that voted in Minneapolis has a different middle
initial and a date of birth in 1946. These are not
the same person and it appears that the two
maybe father and son.

Recorded as having cast a ballot from the 1000
E. Pleasant St. and the 3200 block of Diamond
Eight Terrace, Minneapolis. The Ward
Registered Voter book for Ward 54 lists this
voter with an Absentee voter number of A1558.
This same number is also used for another
Absentee voter. After a review of Absentee
envelopes for Ward 54 it was discovered that
there was an Absentee envelope for the second
voter, but no such envelope existed for the
suspect voter. Both voters are listed in the
Electors database. This appears to be another
mistaken entry at the poll site.

The Election Task Force has determined that none of
the nine alleged double voters cast ballots in two
different cities in the November 2004 General
Election. The Milwaukee Election Commission
erroneously entered six of the alleged double voters
into the Electors database causing the “double votes.”
The remaining three persons have closely matching
names but are not the same person.
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Complaint Three — Double Voters
On Thursday, August 4, 2005, the Republican Party
of Wisconsin (RPW) filed a complaint alleging that
60 individuals within the City of Milwaukee may
have cast two votes in the November 2004 General
Election. This complaint was based on the RPW’s
review of the Electors database provided by the
Milwaukee Election Commission for the November
2004 General Election. The RPW also compared the
National Change of Address through the United
States Postal System to the possible double voters. If
the investigators of the Voter Fraud Task Force
understand the criteria used by the RPW, a “match”
was defined when a voter’s name was located on the
National Change of Address system with their
present and former addresses mirroring the addresses
of the two voting addresses of the individual.

Prior to the receipt of this complaint, the investigators
had initiated an investigation into the multiple doubie
voter possibilities discovered in the Electors
database. Media outlets had identified these potential
double voters shortly after the Open Records release
of the Electors Database. The Milwaukee Election
Commission had responded to these media reports by
releasing a statement that there was a “glitch” within
the program used by the Commission to make
‘change of address’ entries for voters requesting such
a change.

The Task Force conducted an investigation into the
possibility that there were persons that had double
voted. The investigators also interviewed the outside
contractor that services the election Commission
regarding the alleged “glitch”, The contractor stated
that after his review of the system and double enfries,
he found no such “glitch” existed. The contractor
stated that the employees of the Election Commission
that were entering the change of address information
to the database failed to update the original voter
information. The employees instead made the
mistake of entering the voter and new address as an
entirely new voter.

Twelve of the possible double voters provided by the
RPW were part of an inquiry previously initiated by
the investigators. It had already been determined that
those twelve people had not voted multiple times.
The summary of the findings of the investigation of
the double entries is contained in a separate section of
this report,

The investigators examined the remaining double
entries provided by the RPW. There were no double
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voters found. The double entries fell into one of
three classifications,

1. The two entries represent two different persons
with the same or nearly the same name.

2. The two entries are representative of one person;
however there is no record that the person listed
cast more than one vote.

3. The database, because of the “glitch”, or the

procedural error described above, erroneously
listed the same individual twice.

Therefore, the investigators found that because of
data entry errors by employees of the Milwaukee
Election Commission, 21 individuals are listed twice
in the Electors database.  No evidence exists that
these persons voted more than once in the November
2004 Genera! Election.

“The unreliability of the
Milwaukee election records
and the lack of confidence
that both prosecutors and
juries had in those records,
prohibited the Task Force
from proceeding with any
further criminal inquiries
into these seven alleged
double voters.”
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Complaint Four — Double Voters — Chicago/Milwaukee

On Thursday, August 11, 2005 the Republican Party
of Wisconsin (RPW) made a complaint alleging that
persons had cast votes in both Milwaukee and Cook
County, Illinois.

In the review of the complaint, the investigators were
informed that the RPW filed an Open Records
request with the Cook County Election Commission
for the roster of voters casting ballots in the 2004
General Election. Upon receiving this roster, the
RPW cross-referenced the Cook County list of voters
with the City of Milwaukee Electors database.
Finally, after obtaining any match by full name and
date of birth, the RPW checked past voter history to
verify the information. As a result of this comparison,
the RPW forwarded the names of nine individuals
that they believe cast ballots in Cook County and the
City of Milwaukee.

The initial review conducted by the investigators
eliminated two of the alleged double voters.

¢ One of the persons is recorded in the Milwaukee
Electors database as having cast a ballot in the
city. However, there is no documented evidence
that this person actually cast a baliot. Although
the person was found listed in the Ward Poll
Book, there was no voter number recorded next
to the individual’s name. Further, no record of
an Oun-Site Registration could be located. It
appears that this person was recorded by the
Milwaukee Election Commission in error..

¢ The second alleged double voter that was
eliminated did cast a ballot in Milwaukee.
However, the recorded date of birth for the
Milwaukee voter differs by approximately 25
years as compared to the information supplied to
the investigators by the RPW for the second
voter.

This initial review of the complaint did result in the
possibility that the remaining seven individuals were
double voters. The records of the Milwaukee
Election Commission showed that three of the
individuals cast ballots as On-Site registrants while
the remaining four are recorded as having voted as
registered voters as noted in their respective Poll
Books.

The registration and voting records of the seven
individuals from Cook County were obtained by the
investigators. The Cook County Election

Commission officially recorded all seven persons as
having cast ballots in the November 2004 General
Election. The full name, including middle initial and
date of birth of these individuals did match. The
investigators should also note that the names were
not those that would be considered exceptionaily
commeonplace, e.g.; Smith, Jones, etc.

This report documents the numerous examples of the
inconsistencies in the Milwaukee Election
Commission’s records pertaining to the persons that
possibly voted in 2004 General Election. The
investigators have no direct knowledge of the record
keeping ability of the Cook County Election
Commission and therefore cannot make an informed
Jjudgment of the validity of the supplied records. The
unreliability of the Milwaukee election records and
the lack of confidence that both prosecutors and two
juries had in those records, prohibited the Task Force
from proceeding with any further criminal inquiries
into these seven alleged double voters.

The existence of the possibility that persons crossed
state lines to cast two ballots in a single election is
real as evidenced by the highly publicized account of
a Jocal candidate who cast ballots in Wisconsin and
Tllinois in the November 2000 General Election. The
ability of an individual to register to vote in
Wisconsin on Election Day, even providing
identification, allows access to the voting booth by a
motivated person who may have cast a ballot in
another jurisdiction. This could occur through the
practice of “vouching” by one voter for another or
through the means of supplying the poll inspector
with dated Wisconsin identification.

Lastly, in Wisconsin once a person is registered to
vote, no identification is required at the poll site.
Therefore, an individual that had recently voted in
Wisconsin and subsequently moved was likely to be
listed in a Poll Book. That person’s voting identity
could have been stolen by anyone with the
knowledge that the registered voter had left
Wisconsin. In essence, the lack of a purge of non-
active voters could allow the motivated and properly
informed person the means to cast multiple votes in
any election.
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WARD COUNTS
Hand Count of Selected Wards

During the review of the November 2004 General
Election, meetings were held to advise the heads of
the participating agencies of the progress of the
investigation, During one of these briefings, then
Milwaukee District Attorney E. Michael McCann
requested that the investigators, in their efforis to
discern the reason for the discrepancy between the
reported ballots cast in the questioned election and
the recorded Electors database, conduct a hand count
of a sampling of Wards in the City of Milwaukee,

The Task Force had assumed that the number of
baliots recorded by the Optech machines used by the
City of Milwaukee Election Commission had
accurately recorded the actual number of paper
batlots cast in this election in individual Wards. Mr.
MecCann requested that a sample hand count of the
batlots be conducted to verify this assumption.

On October 27 and 28, 2005 members of the Task
Force, joined by investigators from the Milwaukee
County District Attorney’s office, and two intems
from the District Aftorney’s Office met af the
Milwaukee County Election Commission, 901 North
9% Street Room G-3. The Administrator for the
Office, Janice Dunn, oversaw the hand count of the
selected Wards.

The investigators were advised by Ms. Dunn that the
official ballots cast in the November 2004 General
Election were stored at a warchouse operated by the
Coakley Brothers Co., who was contracted by
Milwaukee Cournty to store the ballots. Ms. Dunn
was required to make a formal request to the Coakley
Brothers Co. for the delivery of ballots o the offices
of the Milwaukee County Election Commission.

Ms, Dunn explained to the investigators that she was
required by Wisconsin State Statute to witness and
record any opening, and subsequent closing, of the
seals of the bags that contained the ballots. The seals
of those bags containing the ballots to be counted
were removed for investigators by Ms. Dumn, who
then resealed the bags at the conclusion of the count.
Roth of these actions were recorded by Ms. Dunn and
witnessed by members of the Task Force.

Each of the Wards was initially counted by one
person and the number of ballots recorded. A second
person then counted the same Ward and that number
was then recorded. At the conclusion of the second

count the two individual counts were compared. As
was the case in this review, if the two rnumbers
differed from the official count, a third count,
conducted by both recorders and witnessed by a third
person was completed.

The Task Force attempted to match the recorded
number of ballots cast, as documented by the Optech
machine tape totals, with the actual number of ballots
sealed in the storage bags from each individual
machine. The documented number of ballots cast,

along with the candidates chosen on the individual
ballots, becomes the official mumber of votes
reported to the State of Wisconsin for Milwaukee
County. The results of the hand count are as follows:
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The hand count of the six Wards revealed a total of
20 more ballots in the Optech voting machine than
hallots recorded by these same machines. The ballots
that are rejected for any reason are not accepted into
the Optech machine and not counted as a vote. These
rejected ballots are returped to the voter and a
notation is made on the Optech tape listing the reason
that the hallot was rejected.

The results of the hand count were reported to Mr.
McCann, who requested that additional Wards be
obtained from the Coakley Brothers Co, to be hand
counted. The Task Force made a request through Ms.
Dunn for Wards 216 and 298, which are single Ward
poll locations, for a hand count.

On June 8§, 2006, under the same restrictions as the
first hand count, Wards 216 and 298 were counted.
These counts confirmed the number of ballots

2 These six Wards represent three poll locations, sach set
of consecutive numbers representing a polling location.
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recorded by the Optech machines on November 2,
2004. Ward 216 recorded 858 ballots cast, and Ward
298 recorded 815 ballots cast, both matching the
hand count of ballots in the sealed bags.

The notable difference between the two hand counts
was the multiple Ward sites verses the single Wards.

The investigators believe that the sampling of eight
Wards for these hand counts preclude any definitive
conclusion.
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On-Site Voter Count of Selected Wards

During this investigation, the Task Force discovered
that a number of On-Site voters had cast their ballots
outside of their legally defined Wards. As the Green
On-Site registration cards were reviewed, the Task
Force discovered corrections on the cards in the
section reserved for notations by the employees of
the Election Commission. These corrections were
made as it related to the District and Ward of the
voter.

The Election Commission explained that as the cards
are certified by Election Inspectors at a particular
poll, the District and Ward where the ballot is cast is
noted on the Green card in the upper right comer.
The Task Force discovered that a number of the cards
contained changes in one or both of these two
sections, discernable by the red ink reserved for use
by employees at the Election Commission offices
after a given Election. Investigators were informed
that as the new voter is entered into the Database of
Registered Voters, the program automatically places
the voter into the proper District and Ward based on
the address provided by the registering voter. If the
new voter cast a ballot in the wrong Ward, the
Election Commission employee entering the voter
information changes the information on the card to
reflect the proper District/Ward. This change is made
with red ink.

Therefore, the information of the voter, who actually
cast a ballot in the wrong DistrictWard, would be
“moved” within the database to the proper
District/Ward and become a Registered Voter in the
proper District/Ward. However, the actual
ballot/votes cast by this person would remain on the
record of the Ward where the person physically
voted, which would result in a discrepancy between
the Optech printer tape and the Electors database.
Due to the enormity of the task, the investigators
were unable to review each On-Site Registered Voter
to ensure the proper Ward affiliation.

These findings would have no impact on the outcome
of any statewide election as long as the individual
was a legal, qualified voter in the state as defined by
Statute. However, it must be noted that the outcome
of local races could be affected by persons who,
whether it be accidental or intentional, cast ballots in
District/Wards outside of their defined represented
areas. In the 2004 General Election, the ballot in the
City of Milwaukee contained races for State Senate
(3 with 1 contested), State Assembly (17 with 5
contested). The City of Milwaukee is divided into
314 Wards as defined by Wisconsin Statute 5.15

Division of municipalities into Wards (Appendix
One). One of the purposes, as stated in the statute, of
this is ..."to emhance the participation of members
of a racial or language minority group in the
political process and their ability to elect
representatives of their choice.”™”

The Task Force investigators are making no
contention that the outcome of any of these races
would be altered as every contested race was decided
by a decisive margin. However, the official records
filed in regard to the 2004 General Election by the
City of Milwaukee Election Commission stated that
more than 73,000 persons cast a ballot as an On-Site
Registered Voter. The investigators fear that in a
future local election, e.g., Aldermanic, these votes
cast outside of the proper Ward could impact a local
election where the margin of victory/defeat is much
smaller. The possibility of a tainted election outcome
could occur because of the apparent inability or
unwillingness of City of Milwaukee Election
Inspectors to comectly determine the eligibility of
individual voters in their respective Districts/Wards.
Secondly, the reporting of this marked disregard for
procedure and Wisconsin law where it relates to the
enforcement of Ward resident verification could lead
to a concerted effort by any motivated person or
organization to attempt to change the outcome of just
such a race.

Due to the large number of On-Site Registered
Voters, the Task Force was unable to determine the
effect of these “cross-over” votes on local contested
elections in the 2004 General Election. The
investigators did however review a small number of
Wards for discrepancies in the official On-Site
Registered Voter count as recorded by the Election
Commission and documented on the Election Day
Registered Voter List.

As this review was being conducted, the investigators
found that the Election Commission did begin to edit
the Election Day Registered Voter Lists.
Investigators located several of the lists that
contained notations, sometimes in red ink, and
apparent additions of voters, also in red ink. It could
not be discerned if these edits occurred at the Ward
level on Election Day or at a later date at the Election
Commission. Therefore, in those Wards reviewed,
the investigators totaled all of the names on each

1 Wisconsin Statute 5.15 Division of municipalities into
Wards
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Election Day Registered Voter List that were
provided to the Task Force by the Election
Commission.

B The first number for eack Ward represents the
count of names memorialized on November 2,
2004 as On-Site Registered Voters.  These
names were certified in each Ward and
documented by Election Inspectors.

¥ The second number is the official pumber of On-
Site Registered Voters, for a particular Ward,
compiled by the Milwaukee Election
Commission at the conclusion of the data entry
stage. This number should be the final number
of voters in each Ward, including those voters
who had been “moved” into their proper Ward
based on their address.

P The third number is the number of voters that
were determined to be ineligible to vote in a
particular Ward based on their recorded address.

B Lastly, investigators found that in each Ward
On-Site Registered Voter cards were accepted
and certified without the voter giving an address.
The Blection Inspector was therefore unable to
enter an address on the Election Day Registered
Voter List,

The Task Force investigators make no assertion that
these few Wards represent the outcome of any total
review of all Wards in this election. Nor do the
investigators make any claim that these results reflect
an average error rate o be used as a basis for
estimating the “movement” of On-Site Registered
Voters in this election record. Each Ward number
provided below is the result of the individual poll
inspector’s willingness or unwillingness to follow the
Wisconsin Election law.

In conclusion, the investigators believe that the
Milwaukee Election Commission must emphasize to
each Election Inspector the importance of their Ward
boundaries. On November 2, 2004 many Wards
were overwhelmed by the number of people
registering on-site, but this does not release the
Election Inspectors from their state mandated
responsibilities.  Unfortunately, some voters will
have to be informed that they are in the wrong Ward.
It cannot be stated strongly enough that by allowing
persons to cast ballots in Wards in which they do not
reside, local, tightly contested elections could be
compromised.
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ABSENTEES14

The November 2004 General Election saw an
unprecedented effort by every political party to get
voters to the polls to support their candidates.

Arising from this effort was the push by all parties to-

encourage “Early Voting”. In Wisconsin, “Early
Voting” was essentially the casting of an Absentee
ballot. This effort in Wisconsin led to the abuse of
the Absentee Voting process. The Absentee Voting
process in Wisconsin is very broad in its statutorily
defined criteria for legal eligibility to cast an
Absentee ballot. It should be noted that the
Milwaukee Election Commission and various elected
and appointed officials at the City and State level
endorsed this method of “Early Voting” to reduce the
anticipated wait for individual voters at the polls on
Election Day.

The City of Milwaukee Election Commission
reported that approximately 20,000 Absentee ballots
were cast in the November 2004 General Election.
Because of this large number of Absentee ballots, the
Task Force investigators were able to conduct only a
sampling of these ballots. The investigators reviewed
approximately 2,000  Absentee  Certification
Envelopes, however even this sampling revealed the
many deficiencies in the Absentee Voting process
employed by the Milwaukee Election Commission.

Wisconsin State Statutes mandate the steps to be
followed by individual voters to apply for and cast an
Absentee ballot. The statutes also define the criteria
to be followed by the Election Commissions to
certify the eligibility of these voters to legally cast an
Absentee ballot in the State of Wisconsin. The
investigators discovered during their sampling of the
Absentee ballots that the manner in which the
Milwaukee Election Commission conducted the
certification process of eligible voters was fraught
with error, allowing voters that were not eligible to
vote in Wisconsin to cast ballots in the City of
Milwaukee. These illegal ballots were recorded in
the final totals submitted by the Election Commission
to the state of Wisconsin Election Board. Further, it
appears that the inability, or unwillingness, of some
Election Inspectors to properly follow statutorily
mandated guidelines for the certification of Absentee
ballots at the polls lead to legal, eligible votes not
being counted. The investigators found that not only
did a number of Absentee voters not have their votes
counted; the actual candidate choices on their ballots
could not be positively guaranteed as having been

' Refer to Appendix Two — Absentee Ballots
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properly recorded. Investigators found that the
Absentee Voting process in the city of Milwaukee
was not able to handle the number of ballots cast, in
part leading to the many errors, which are detailed in
this section.

The Task Force discovered that the Election
Commission certified Absentee Ballots that were
submitted by voters using addresses that were not
legal residences. Investigators found that Absentee
Ballots were accepted from work places or offices
that were within the City of Milwaukee, but the voter
using those locations did not reside in Milwaukee.

P District 12/Ward 201 ~ 100 Block of South 2™
Street (Warehouse/Office)

» District 14/Ward 57 — 400 Block of East Stewart
Street (Warehouse/Office)

The Task Force also found that Absentee Ballots
were cast in the City of Milwaukee by voters who
have not resided in their recorded residences for a
period of time. Although the statutory definition for
eligibility to vote by Absentee Ballot in Wisconsin
are broad in their application, the fact that Wisconsin
was a “Battleground State” led to the possibility that
persons voted in this election from outside the United
States and the State of Wisconsin.

» District 3/Ward 44 ~ 2900 Block of North Newhall
Street — The elector, who now lives in Californi:
and moved there prior to the 2004 General
Election, stated to an investigator that he voted in

~ Milwaukee because his vote “would count” in
Wisconsin.

» District3/Ward 39 — 3400 Block of N. Maryland
Ave. - The elector, graduated from the University
of Wisconsin-Milwaukee in 2002 and now lives in
Michigan.

» District 3/Ward 40 — 3400 Block of N. Murray
Ave, — The elector, who is a New Jersey resident
and is a registered voter there, voted in Wisconsin.
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Errors at the Election Commission

The sampling of Absentee ballots cast in the
November 2004 Genera! Election led to the findings
of what appeared to be fraudulent voting activities.
But, most alarming was the apparent inability of the
Election Commission to adequately handle and
properly record the large number of Absentee ballots
received in this election,

The Election Commission reported that they had
mistakenly excluded nearly 250 Absentee ballots.
Investigators found through this sampling that even
though the Election Commission requested special
dispensation from the state board to certify and add
over 190 ballots, a number of ballots were missed
and not recorded in the final totals.

Although a relatively small number of Absentee
ballots were reviewed in relation to the total amount
cast, the serious and irreparable errors found in this
review are reflected in a flawed ballot count. All of
these errors are the result of shortcomings in the
system that is in place at the Election Commission
and in their failure to comply with State of Wisconsin
Election Laws, This sampling uncovered numerous
procedural errors and apparent record documentation
errors by the Election Commission. It appears that
there was no guarantee that a person who cast an
Absentee ballot had their vote counted in this
election. The sampling of the Absentee ballots is not
meant to provide a defined percentage of error/fraud;
it is merely a means to document the assorted and
numerous errors in this system.

First, and foremost, the investigators found that it
was impossible to reconcile the records of the
Election Commission. The certified record of
Absentee voters on the Electors database, Ward
Registered voter lists, and actual Absentee envelopes
do not correspond with each other.

» Individual voters were recorded as having cast
Absentee ballots according to the electronic
database, however supporting docurnentation
could not be found.

Voters that had cast Absentee ballots as recorded
in the Ward Registered Voter List (Ward Book)
were not scanned into the final voter list
provided to the State Election Board.

Absentee Envelopes that had been opened were
found and were minus their baliots, but the
individual voter was not recorded either in the
Registered Voter list or the database.
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It should be noted following the certification of the
November 2004 General Election, questions were
raised regarding the shortage of approximately 5000
voters to votes cast in the City of Milwaukee. Local
and State election officials cited the Absentee Voter
system as the probable cause for this discrepancy.
The investigators believe, as evidenced by this
sampling, that recording errors did exist during the
Absentee Voter process and could have accounted for
a portion of this discrepancy, however a 25 percent
error rate in the recording of Absentee voters is
highly unlikely.

Sworn Registered Voter Cards

A number of Absentee Certification Envelopes were
conveyed to voting Wards on Election Day with a
Swomn Registered Voter card attached. These cards
were lime green in color and provide the electors’
name, address, district, and Ward number. The cards
are used to inform the Election Inspectors that these
individuals are eligible, registered voters whose
names and addresses may not have been included in
the printing of the Voter Registration Lists. The
Sworm Registered Voter Cards also mandate that the
names of these persons be recorded on the “Absentee
Ballots ~ Swomn Registered Voters List” by the
Election Inspector. These Absentee Certification
Envelopes are to be reviewed, certified and processed
accordingly. The Sworn Registered Voter Cards are
then removed from the Absentee certification
envelope and placed in the On-Site Registrations
envelope. This envelope should also contain On-Site
Registration sheets, completed On-Site Registration
cards, and the Absentee Ballots — Sworn Registered
Voters List for that Ward. At the conclusion of the
Election this envelope is returned to the Milwaukee
Election Commission.

The investigators found that the handling of these
types of Absentee Certification Envelopes at the
Ward level resuited in many voters not having their
Absentee ballots certified. Therefore, their ballots
were not counted in this election. A number of
Absentee Certification Envelopes, which displayed
the “Swormn Registered Voter” lime green cards were
focated in both accepted and rejected envelopes from
Districts and Wards throughout the City. The
envelopes were found to be:

» Unopened
» Containgd what is presumed to be a ballot,
but a vote was recorded
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»  QOpened

Contained no ballot, but had no vote

recorded, or

Contained a ballot, but a vote was recorded

Examples:

» District 9/Ward 258 — An envelope of an
Absentee ballot submitted by an eligible voter
from the 6900 block of W. Glenbrook Rd, was in
the rejected Absentee envelope with the Swom
Registered Voter card still attached and no vote
recorded for this elector.

District 3/Ward 40 — An envelope of an
Absentee ballot submitted by an eligible voter
from the 3200 block of N. Cramer St., was in the
accepted Absentee envelope, open, with the
Swormn Registered Voter card attached, contained
no ballot, yet no vote had been recorded for this
elector.

District 3/Ward 52 ~ An envelope of an
Absentee ballot submitted by an eligible voter
from the 1500 block of E. Royall Place, was in
the rejected Absentee envelope, sealed,
contained a ballot and had the Sworn Registered
Voter card attached. This voter was recorded as
voting. The voter number for this elector
appears on the sworn registered voter card.

It should be noted that
investigators could not
find even one “Sworn
Registered Voter” list
from any District or
Ward in Milwaukee for
this election.

SEALED ENVELOPES CONTAINING
BALLOTS

The investigators discovered 71 sealed Absentee
Certification Envelopes from District § Ward 135.
The majority contained what appear to be ballots and
were cast from two addresses in the 1500 block of S.
Layton Blvd. No obvious reason could be discerned
as to why these particular ballots were not processed.
When interviewed, the Chief Election Inspector for
Ward 135 stated that the ballots went uncounted due
to an error by one of her Election Inspectors. The
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Chief explained that during the close out process on
election night, none of her Election Inspectors
informed her that there were unprocessed Absentee
ballots and the voting machine was totaled out,
prohibiting any further processing of ballots. The
Chief stated that when she discovered this error, she
immediately telephoned the Election Commission for
guidance and was told that the Election Commission
woutd process the ballots at a later date and that she
should continue with her close out procedures. The
Chief stated that the ballots were placed,
unprocessed, in the accepted ballots envelope (Form
EB103) with the understanding that someone at the
Election Commission would see to it that they were
counted.

Investigators found that of the 71 unprocessed
Absentee Certification Envelopes; one voter was
recorded by the Election Commission as having cast
a ballot, four voters were not listed in the Electors
database at all, and the remaining 65 voters were not
recorded as casting a ballot in the November 2004
General Election. These 71 voters, through no fault
of their own, had their ballots set aside and their
votes went uncounted in this election. The Election
Commission was made aware of these uncounted
ballots and was unable or unwilling to take the
necessary steps to ensure that these 71 electors had
their votes count.

1t is still unclear why one of the voters is recorded as
having voted. This may have occurred if this person
cast a ballot in person on Election Day or it is another
example of an error committed by a Commission
employee.

UNSEALED ENVELOPES CONTAIN
BALLOTS ~ VOTE RECORDED

<
Investigators found Absentee Certification envelopes
that were opened and contained ballots, but the voter
was recorded in the Election Commission database as
having voted. A check of the Voter Registration
Lists from the Wards where the individuals were
registered revealed that some of these persons had
voter numbers next to their names, indicating that a
ballot had been cast, while others did not. Unless the
individual voter decided to cast a ballot in person on
Election Day, their votes, submitted by Absentee
ballot, were not counted because the paper ballot
remained in the envelope. More importantly, the
recording of a vote number assigned to one of these
voters indicates that either the Election Inspector
erred and the elector’s votes were disregarded or
some unknown person voted in the person’s place.
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The investigators conducted interviews of several of
these persons, all of whom indicated that they had
cast Absentee ballots in this election and had not
gone to their polling place. These individuals further
stated that their Absentee ballots had been submitted
in a timely fashion and were recorded as reflecting
their individual electoral wishes.

Examples:

P District 3/Ward 105 ~ An eligible elector
submitted an Absentee ballot from the 2400
block of N. Pierce St. The envelope was
found open, containing a ballot. In an
interview of this elector, the elector stated
that they did not vote in person and that the
ballot appears to be the same ballot that was
submitted. The elector further stated that the
ballot is marked in the manner in which it
was submitted.

District 3/Ward 42 — An eligible elector
submitted an Absentee ballot from the 2400
block of E. Bradford Ave. The envelope
was found open, containing a ballot. In an
interview of this elector, the elector stated
that they did not vote in person and that the
ballot appears to be the same ballot that was
submitted. The elector further stated that the
ballot is marked in the manner the elector
recalls. The elector added that the ballot
was given to an Election Commission
representative who came to the elector’s
assisted living center.

District 14/Ward 238 — An eligible elector
submitted an Absentee ballot from the 2700
block of S. Wentworth Ave. The envelope
was found open, containing a ballot. In an
interview of this elector, the elector stated
that they did not vote in person and that the
envelope is the same envelope that was
submitted to the Election Commission.

SEALED ENVELOPES ~ CONTAIN
BALLOTS - VOTE RECORDED

The investigators highlight these sealed envelopes
because the listed voters are recorded as having cast
ballots as reflected on the Milwaukee Election
Commission database.

Examples:

» District 4/Ward 56 (1) — An eligible elector
submitted an Absentee ballot from the 1600
block of N. Prospect Ave. The envelope
was with the accepted Absentees for this
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‘Ward; however the envelope was unopened
and appeared to comtain a ballot. The
elector is not on the Voter Registration List
for Ward 56, but is recorded as having voted
on the Election Commission’s database.

District4/Ward 56 (2) — An eligible elector
submitted an Absentee ballot from the 1600
block of N. Prospect Ave. The envelope
was with the accepted Absentees for this
Ward with the Sworn Registered Voter card
attached; however the envelope was
unopened and appeared to contain a ballot.
This elector is on the Voter Registration List
for Ward 56, but there is no accompanying
voter number, yet the Election Commission
database records a vote.

These recorded voter numbers were either
erroneousty entered by Poll Inspectors and these
Absentee ballots were not counted; or some unknown
persons were able to circumvent the Electoral process
by utilizing the names of these eligible voters prior to
the certification of the Absentee envelopes. In any
event, the individual votes cast by these eligible
voters were not counted in this election.

UNSEALED ENVELOPES WHICH
CONTAINED NO BALLOTS -NO
VOTE RECORDED

Absentee Certification Envelopes, submitted by
eligible electors were found to have been opened and
contained no ballot. However, the elector is not
recorded as having voted on the Election
Commission’s database. Some of these electors are
in their respective Voter Registration Lists, with and
without voter numbers, while others are not listed.

USEALED ENVELOPES — CONTAIN
BALLOTS - NO YOTE RECORDED

Investigators found Absentee Certification envelopes
that had been opened and still contained the ballots.
These persons were not in the Voter Registration List
(Poll Book) and no Swom Registered Voter Cards
were attached to these envelopes. Therefore these
Absentees should have been rejected. In follow-up
interviews, these electors stated that they had
registered to vote early enough to be placed on the
Voter Registration Lists and were, in fact, found in
the Election Commission database. Although these
Elector’s Absentee Certification Envelopes were
recovered from the “accepted envelope” of their
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District and Ward, no vote was recorded by the
Milwaukee Election Commission for these electors
on the Milwaukee Election Commission’s database.

Examples:

»  District 9/Ward 258 (1) ~ An eligible elector
submitted an Absentee ballot from the 9100
block of N. 70% St. The elector stated that they
had registered to vote on October 9, 2004 and
did not vote in person. The elector identified the
envelope as the one submitted and identified the
ballot as being consistent with their choices in
this election. The Election Commission database
does not list this elector.

District 9/Ward 258 (2) ~ An eligible elector
submitted an Absentee baliot from the 9000
block of N. 75" St. The elector stated that they
vote often and should be registered. Election
Commission records show that this elector has
been registered since November 2000. The
elector identified the envelope as the same one
submitted and the ballot as being consistent with
their choices in this election.

SEALED ENVELOPES CONTAINING
BALLOTS - YOTE RECORDED

Eight Absentee Certification Envelopes, which were
bundled together from District 13 Ward 247, were
sealed, appeared to contain ballots, and had a note
attached to them from an unknown poll worker. The
notation reads, “These Absentee baliots were not
processed in machine. Their number was recorded in
the black book.” Investigators found that all of these
Absentee Certification Envelopes appear to have
been filled out properly. Two of the envelopes are
from the same elector. A check with the Election
Commission database shows six of these seven
electors are recorded as having cast a ballot. The
seventh person was not listed on the Commission’s
database at all, but was listed in the poll book with a
voter number, indicating he had voted. The
individuals gave the following addresses:

3400 block of S. 16" St.

3400 block of §. 17* St. (two persons)

3400 block of S. 19™ St (this is the elector with 2
Absentee envelopes

3300 block of S. 20% St.

3400 block of §. 20™ St.

1800 block of W. Morgan Ave

>
>
|
|
>
|

All of these unopened envelopes were marked with
voter numbers and two of the electors had Absentee
voter numbers recorded next to their names in the
Voter Registration List. The other electors
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represented by these envelopes were not listed in the
Voter Registration List for District 13 Ward 247.

Investigators found another Absentee Certification
Envelope from District 13/Ward 247 submitted by
the wife of one of the seven previously noted
electors. Her envelope is sealed and appears to still
contain a ballot. This Absentee envelope was not
bundled with the noted segregated group, although
both of these Absentee Envelopes are time stamped
as received on the same date and at the same time by
the Election Commission. This elector submitted her
vote from the 1800 block of W. Morgan Ave.
Investigators interviewed the elector’s husband who
stated he and his wife went to the Milwaukee
Election Commission and submitted their Absentee
ballots on the same date and at the same time. The
Absentee Certification Envelope for the wife appears
to have been filled out fully and correctly. The
envelope has no notation on it as to why it was
rejected. The Election Commission database shows
her as having voted on November 2, 2004. A check
of the Voter Registration List for District 13 Ward
247 shows she is not recorded on the list.

In District 3/Ward 42 an eligible clector submitted an
Absentee ballot from an assisted living facility in the
2300 block of N. Prospect Ave. The envelope was
marked ‘rejected, already voted’ When interviewed,
the elector stated that the ballot was submitted to
Election Commission employees who had come to
the voter’s place of residence. The elector identified
the envelope as the same one submitted. The elector
stated that they did not vote in person on Election
Day. The Ward’s Voter Registration List reflects that
this elector voted.

Numerous Absentee Certification Envelopes were
recovered from the “rejected” envelopes from polling
places throughout the City of Milwaukee. These
envelopes are all sealed; contain ballots, yet the
Election Commission database shows all of these
persons as having voted in the November 2, 2004
elections.

UNSEALED ENVELOPES
CONTAINING BALLOTS - VOTE
RECORDED

Investigators recovered unsealed envelopes which
contained ballots from the so-called “rejected”
envelopes from Wards in all areas of the City of
Milwaukee. However, upon checking the Election
Commission’s database of votes cast in the election,
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many of these “rejected Absentees had votes
recorded.

Examples

» District 3/Ward 42 ~ An eligible elector
submitted an Absentee ballot from an address in
the 2400 block of N. Lake Dr. The envelope was
marked ‘rejected, over voted’. An examination
of that ballot confirms that the elector did over-
vote.  However, the Election Commission
database records the elector as having voted.
Investigators found no record for this elector on
the Ward’s Voter Registration List.

District 4/Ward 61 - An eligible elector
submitted an Absentee ballot from an address in
the 900 block of N.. 14" St. The ballot was still in
the envelope and a vote is recorded on the
Election Commission’s database. Investigators
interviewed this elector and were informed that
representatives from the Election Commission
came to the location and made Absentee ballots
available to the residents. The elector filled out a
ballot and envelope and gave it to the
representative for submission. When shown the
envelope and ballot, the elector identified both as
the same filled out prior to the election. The
elector stated that they only voted Absentee in
this election. Investigators found that the Voter
Registration List for Ward 61 records a vote
number for this elector, with no ‘Absentee’
notation.

District 4/Ward 61 — An eligible elector
submitted an Absentee ballot from an address in
the 1100 block of W. Welis St. The envelope,
unsealed, contained a ballot and was with the
Ward’s other “rejected” Abseniee envelopes.
Investigators examined the ballot and could not
determine the reason why it was rejected.
Investigators interviewed this elector, who
identified the envelope as the one submitted for
the election. However, the elector stated that the
ballot in the envelope was not the ballot that this
elector submitted. The elector explained that the
straight party vote checked on the ballot was not
the party that was checked when the ballot was
submitted. This elector was adamant that no
mistake had been made on their part and that the
ballot contained in the envelope was not the
ballot they submitted. A voter number is
recorded on this envelope and in the Ward’s
Voter Registration List.
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UNSEALED ENVELOPES
CONTAINING BALLOTS - NO VOTE
RECORDED

Investigators found Absentee Certification Envelopes
that appeared to be properly completed, but rejected
by Election Inspectors because the ballots contained
in the envelopes were from another Ward. In these
specific instances, the Election Commission
apparently supplied these electors with the wrong
ballots, ultimately denying those electors the
opportunity to vote.

In District 14/Ward 249 an eligible elector submitted
an Absentee ballot from an address in the 3400 block
of 5. Howell Avenue. The envelope appeared to
have been properly completed, but was found open
and contained a ballot. On its face, there is no reason
that investigators could determine for this ballot not
being processed. A check of the Election
Commission database confirmed that no vote was
recorded for this elector.

NON-WISCONSIN RESIDENTS
ALLOWED TO REGISTER AND VOTE

During this investigation, investigators found
Absentee certification envelopes from electors that
have not lived in Milwaukee or Wisconsin for many
years or have never lived in Milwaukee or
Wisconsin.

» Investigators found that persons came to the City
of Milwaukee to work/volunteer for various
political campaigns. Investigators discovered
that once in Wisconsin these workers/volunteers
arranged for or were provided temporary
housing. It was determined that these
workers/volunteers were not residents of
Wisconsin and never intended to become
permanent residents of Wisconsin. However,
investigators found that a number of these
workers/volunteers registered and voted illegally
in the City of Milwaukee, returning to their
home states shortly after the election.
Investigators found one Absentee from an elector
that had graduated from the University of
Wisconsin-Milwaukee in 2002. He lived and
worked at a university in California after
graduation and in September of 2004 was hired
by a univessity in Michigan, where it appears
that elector is still employed. This elector is
fisted in the Election Commission database as a
qualified elector and may vote in future
elections.

SPECGIAL INVESTIGATIONS UNIT



196

SPECIAL INVESTIGATIONS UNIT

P An elector that lives in the State of New Jersey,
and is employed as a schoolteacher there, voted
Absentee as a City of Milwaukee resident, but
apparently has not lived in Milwaukee for years.

» Investigators also found that an attorney, who
lives in New York City; a man who has been the
director of a school in Hamburg Germany since
1974; and a man who has lived in Canada since
at least 1971, all voted Absentee from addresses
in the City of Milwaukee.
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Conclusion

This portion of the investigation revealed that the
Election Commission and the Election Inspectors
employed to carry out the Commission’s policies
were not prepared to manage the sheer number of
Absentee ballots cast in this Election. As a result, a
number of individual voters were denied the right to
have their votes counted. The investigation also
showed that having a vote recorded for any
individual Absentee voter did not guarantee that their
ballot was actually processed and that their individual
votes became part of the final vote total.

The discovery of numerous Absentee envelopes,
sealed and unsealed, containing ballots is of
particular concern. Many of these electors are
recorded as having voted, but their ballots were never
processed. Due to the many inadequacies of the
Election Commission and the abysmal quality of the
records kept, the investigators are unable to prove
criminal wrongdoing. However the finding of
unprocessed Absentee ballots where the Election
Commission records the elector as voting, could add
weight to the allegations that fraudulent activities
occurred during the election process in the City of
Milwaukee.

The investigators also note Absentee votes cast by
persons that do not appear to be eligible to cast
ballots in the State of Wisconsin. Whether the
individual was misinformed or motivated to vote
illegally in Wisconsin is no longer the issue of this
review. What is most troubling is that each ineligible
ballot accepted in effect cancels a legal vote cast by a
Wisconsin state resident.

The investigators request that the State Election
Board mandate the training of an adequate number of
Election Inspectors to process Absentee Certification
Envelopes. The Milwaukee Election Commission,
and its employees, must comply with existing
Wisconsin State Statutes relative to the processing of
these Absentee envelopes. The investigators believe
that as further emphasis is placed on “Early Voting”
the percentage of Absentee ballots in future statewide
elections will increase. The processing of these
baliots must be conducted in the proscribed manner
to insure that every legal, eligible vote is counted.

Further, we recommend an earlier deadline for the
submitting of Absentee bajlots to allow Election
Commissions additional time to verify the eligibility
of individuals to vote in Wisconsin and to ensure that
those ballots submitted are delivered to the proper
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Ward in a timely manner to guarantee proper
certification and processing.

...the finding of
unprocessed Absentee
ballots where the
Election Commission
records the elector as
voting, could add
weight to the allegations
that fraudulent
activities occurred
during the election
process in the City of
Milwaukee.
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CAMPAIGN WORKERS

Beginning in May 2005 investigators for the Task
Force began a review of a number of the Absentee
Certification Envelopes submitted from select Wards
throughout the City of Milwaukee from the
November 2, 2004 General Election. The purpose of
this review was to ensure that proper procedures had
been followed as it related to Absentee voting and to
ensure that the persons submitting the ballots were
qualified electors. During that review, investigators
conducted a Lexis/Nexis search of those voters to
ascertain whether or not each person was a City of
Milwaukee resident. If the voter was listed on
Lexis/Nexis with a City of Milwaukee address, no
farther follow-up was conducted. However, if there
was no listing of a City of Milwaukee address several
other databases including but not limited to the City
of Milwaukee Eiection Commission database,
Assessor’s Office, Municipal Court and Citation, the
SBC White Pages, Google, NCIC, State of Wisconsin
Circuit Court Access and Department of Motor
Vehicles were checked. In 'some cases a physical
check of the residence was conducted. In many
instances, these additional inquiries established in
some way that the person being reviewed was in the
City of Milwaukee or had ties to the city that would
make them eligible to vote.

It was during this review that the investigators
discovered individuals that had come to Wisconsin as
campaign staffers for one of the two major political
parties or a national 527 group had cast Absentee
ballots in this election. The investigators then found
additional persons from these groups that had cast
batlots as On-Site Registrants or as registered voters.
The persons cited in this subsection, in addition to
several others where investigation is not sufficient to
include them, were in no way connected to the City
of Milwaukee other then their work for the major
political party or the 527.

Major Political Party

In the 2004 Presidential Election, the State of
Wisconsin became what was referred to in the media
as a “Battleground State”, considered by both the
Democratic and Republican carnpaigns to be a “must
win” state. As a result, resources and personne! were
sent to Wisconsin at levels not seen before in any
previous Presidential Election. According to media
reports, resources such as money for advertisements
and personnel were being shifted from states that a
respective campaign was conceding to “Battleground
States” such as Wisconsin as early as July 2004
(Boston Glabe, July 27, 2004).
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This particular campaign coordinated its efforts from
several offices in the City of Milwaukee and other
locations throughout the State of Wisconsin. Paid,
professional campaign workers came to Wisconsin
from different parts of the country in an effort to
secure victories in not only the Presidential race but
in other Federal contests as well. The investigators
highlight the following staffers of this presidential
campaign effort.

1. ‘This staffer listed a home address in Chicago, IL..
It was determined that #I had purchased a home
in Chicago in late October 2003 and still resided
at that address. However, he registered and
voted in the City of Milwaukee on November 1,
2004 using a Milwaukee address.

This individual began work for the Wisconsin
campaign in July 2004. Although #2 finalized
the purchase of a HUD financed home in the
Washington DC area while she was working in
the City of Milwaukee, she registered and voted
as a City of Milwaukee resident.

This person worked for an unsuccessful 2004
Presidential primary candidate before joining this
campaign. She reported her home as being in
California, specifically Santa Monica. However,
#3 registered and voted in the City of Milwaukee
using a Milwaukee address as her home. .
This staffer is an attorney. #4 lived in
Washington, DC and the investigation
determined that #4 has lived there since at least
1999. #4 registered and voted using a City of
Milwaukee address as his home.

Prior to coming to Milwaukee for this campaign,
#5 had no known campaign experience. After
leaving Milwaukee #5 worked on a campaign in
the State of California and at the time of this
report resided in Los Angeles. He registered and
voted in the City of Milwaukee using the same
Milwaukee address as #1I and #4.

Also an attorney, this individual has worked in
various capacities in Europe, particularly in the
England, where he resided before the Election.
In the past, #6 worked for a major political
party’s ‘Get out the Vote® (GOTV) campaign.
#6 has a last know United States address in New
York. #6 registered and voted in the City of
Mitwaukee. The owner of that address was
interviewed after the election and stated that #6°s
sole purpose in coming to the State of Wisconsin
was to work on the Presidential campaign for
this particular major party and that #6 had
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returned to England immediately following the
Election.

This individual was a party official in another
state before coming to Wisconsin where she
worked for the “New Voter’s Project” in
Mitwaukee and in a second Wisconsin city.
After leaving Milwaukee, #7 worked for another
campaign in a different state. At the time of this
report her current whereabouts are unknown. #7
held a valid Texas driver’s license at the time of
the election. She registered and voted in the City
of Milwaukee.

This person did not have any known previous
campaign experience. #8 is originally from
Wisconsin, but not from the Milwaukee area. He
held a valid Wisconsin driver’s license listing
Stevens Point as his home. With the exception
of Stevens Point, no other Wisconsin address
could be associated with him. #8 registered and
voted in the City of Milwaukee, using a
Milwaukee address. In an interview with the
owner of the Milwaukee address, investigators
teamed that #8 and #3 had come to Wisconsin
with the sole purpose of working on the
presidential campaign. At the time of this report
#8 resided in the State of Arizona.

This staffer also worked for the “New Voter’s
Project” in Wisconsin, #9 is originally from the
State of Massachusetts and holds a valid driver’s
license from that state. #9 registered and voted
in the City of Milwaukee using a Milwaukee
address as her home.

. This person had no known previous campaign
experience.  #I0 is a Wisconsin resident;
however she has never resided in the City of
Milwaukee and in registering to vote, she used
the address of the Milwaukee headquarters office
of this particular campaign as her home address.
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National 527 Group

According to the George Washington University
Web Site, the State of Wisconsin was one of five
states where this 527 concentrated its efforts in the
2004 Presidential Election. In an October 2004 press
release the 527 reported having 33 staff and 1000
volunteers.  Citing this arti¢le, “[The 527] has
knocked om over 250,000 doors in key swing
precincts in  Milwaukee, Dane, Waukesha,
Sheboygan and Racine Counties.”

The 527, like the major party campaign, sent
professional campaign staffers to further their efforts
in Wisconsin. Among those found by the
investigators were the following:

11. This individual is from Maryland and held a
valid Maryland driver’s license. #1.I who has no
known ties to the City of Milwaukee, registered
as an On-Site registrant and voted in the City of
Milwaukee.

12. This person is a resident of the State of Iilinois
and held a valid [llinois driver's license. #12
has no known ties to the City of Milwaukee, but
she registered and voted using an address on the
east side of the city.

13. This person’s most recent address listed by the
Ohio Department of Transportation is in
Columbus. #I3, like the other 527 personnel,
had no known ties to the City of Milwaukee but
registered and voted in the city using the same
address as #12.

14. .This staffer is originally from Wisconsin and
came to Milwaukee from either Massachusetts or
Virginia for the election. Having no known ties
to the City of Milwaukee, only the old central
Wisconsin address, he registered and voted in the
City of Milwaukee using the address of the 527’s
Milwaukee headquarters® office.

15. This individual held a valid Texas driver’s
license at the time of this review. He registered
and voted in the City of Milwaukee using an
address which was a temporary housing facility
for this 527.

16. In 2002 #I6 was an official in another state in
this major party’s 2002 Coordinated Campaign.
This person then worked for a Senator’s
campaign in yet another state. #16 has also been
an official with the same political party before
joining a failed 2004 Presidential primary
campaign. #I6 worked in this campaign in two
different states before taking a position with the
527 and coming to Wisconsin, where he
registered and voted as a resident.
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Both the major political party staffers and the
527 staff came to the City of Milwaukee and
obtained temporary housing while they worked
in the city. Both organizations’ staffers
registered to vote in Milwaukee using those
temporary addresses. Where proof could not be
provided to Election officials that these staff
members could vote in Milwaukee, other staff
members who were registered voters vouched for
them by corroborating their residency.

More alarmingly, other staff members who were
deputy registrars for this election simply

registered these individuals as Milwaukee
residents, bypassing Election officials altogether.

The actions of the
listed campaign and
527 staff members

appear to be violations
of State of Wisconsin
Law as it relates to the
registering of voters
and the casting of
ballots in an election.
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Conclusion

It is difficult for the investigators to believe that paid
professional campaign staff members, who were
tasked with assisting in the registration of new voters
and the facilitation of those voters to, among other
things, vote by Absentee ballot, the chosen method of
voting for most of the individuals listed, would not
have had a working knowledge of the voter eligibility
requirements in the State of Wisconsin. Further, as it
relates to both staffs, that of the major political party
campaign and the 527, where the proof of residency
could not be established by the use of a temporary
housing address, other staff members from these
organizations either registered the ineligible staff
members themselves or corroborated a temporary
address to establish eligibility.

All of the persons referred to in this portion of the
report appear to have never been residents of the City
of Milwaukee and as such would have no expectation
that they would be able to vote as a Milwaukee
resident. After the completion of the Presidential
Election, all of the listed individuals left the City of
Milwaukee and/or the State of Wisconsin. This
further established that not only legally, but in their
own minds, their presence in Milwaukee was for a
temporary purpose (the November 2004 General
Election).

There appeared to be no intention to make
Milwaukee their place of residence henceforth,
However, when interviewed, many of the persons
described related that they contacted the Election
Commission regarding their voting eligibility by
phone or checked the Election Commission’s Web
site and were provided no information that would
prohibit them from voting. Investigators checked the
Election Commission Website; specifically the
section captioned “Voting Information™® The first
question and answer listed on the page was;

** Who May Vote in Wisconsin?

Voting in Wisconsin is limited to people who are
United States citizens, at least 18 years old on
Election Day, residents - for 10 days or more -
of the election district or ward where an election
is being held, and those persons not currently
serving a sentence including probation or parole
for a felony conviction.

5 hitp://www.ci mil.wius/display/router.asp?docid=854
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Nowhere did the official
web site of the City of
Milwaukee Election

Commission state that a

qualified voter must be a-

resident of the State of
Wisconsin and/or the City
of Milwaukee

The investigators must emphasize that these
individuals were staff members for a major party
presidential campaign or a nationally active 527.
Their efforts in Wisconsin focused on getting out the
vote. It therefore stands to reason that these persons
had to have some working knowledge of the voter
registration and voting laws in the State of
Wisconsin.

The belief of the investigators is that each of these
persons had to commit multiple criminal acts in an
effort to reach their uitimate goal of voting, showing
that the act was a conscious, intentional effort to
commit a crime. Each person described above
committed at least two criminal acts associated with
their effort to commit voter fraud. In the case of
several of these individuals, additional criminal acts
were committed by other persons in the completion
of a criminal act. Registering a person to vote that
was known to be ineligible, registering to vote when
ineligible and the actual process of then voting are all
crimes under Wisconsin State Statutes.

The investigators of this Task Force believe that all
16 people detailed in this section committed felony
crimes in the State of Wisconsin. However, neither
of the prosecutorial entities involved in the
investigation chose to prosecute. Although the
investigators do not agree with this decision, it is
certainly understandable given the lack of confidence
that all involved in this investigation have with the
accuracy and reliability of Election Commission
records.

The investigators have been advised by the
prosecuting units of this Task Force that “residency”,
as it relates to eligible voting in Wisconsin, is a status
difficult to define under Wisconsin State Statutes.
The Milwaukee County District Attorney’s Office
focuses on the language as it relates to the 10-day
residency prior to an election. The investigators
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highlight the language under Wisconsin 6.10(1);
“,..without any present intent to move...”

Wisconsin Statutes
6.10 Elector Residence.

Residence as a qualification for voting shall be
governed by the following standards:

(1) The residence of a person is the place where
the person’s habitation is fixed, without any
present intent to ynove, and to which, when absent,
the person intends to return.

(8) No person gains a residence in any Ward or
election district of this state while there for
temporary purposes only.

The investigators believe that, not withstanding the
special status provided for students, military
personnel, and temporarily out-of-state Wisconsin
residents, etc.; residency for voting privileges is a
simple principle. An individual lived in 2 Ward and
District where their ballot was cast at the time of the
election for the proscribed time period prior to the
election and intended to continue to live at the
residence of their registration after the election.

As witnessed by the November 2004 General
Election, many paid or otherwise motivated
individuals came to Milwaukee during the election
cycle and took up temporary housing for a 10 day
period prior to the election. This should not enable
these persons to cast votes in our state elections.

In Wisconsin we have been told, ad nauseam, that
“every vote counts”. As witnessed by the closeness
of the 2000 and 2004 Wisconsin Presidential
contests, this is entirely true. The outcome of
Wisconsin’s presidential popular vote is not only
important to those of us that five in this state; it is
vital to those political parties that want and need
Wisconsin’s 10 Electoral College delegates to win
the presidency.

The individuals cited in this section were initially
discovered by chance. The connections that were
made to the two political organizations were
confirmed by Internet references to their respective
affiliations. The investigators found, through media
and Internet sources, that the two organizations, in
their own words, placed thousands of staffers and
volunteers in Wisconsin during the course of this
election cycle.
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The investigators make no claim that thousands of
fraudulent ballots were cast in Wisconsin by the
staffers of these two organizations during this
election. However, the persons described in this
section represent multiple levels of both of the
organizations; from the upper management to the
street level canvassers.

The investigators were unable to obtain any complete
roster of the staff and/or volunteers for either of the
two groups. There does remain a strong possibility
that the discovery of these random staffers voting
illegally is the proverbial “tip of the iceberg” as it
relates to an illegal organized attempt to influence the
outcome of an election in the state of Wisconsin.

The investigators fear that the lack of enforcement in
regards to the residency statutes will result in a new
class of Wisconsin voter, the “10-Day Resident”.
Any political party or 527 could rotate staff and
volunteers into Wisconsin for a 10-day period,
thereby establishing “residency™ and then cast baliots
as a registered voter or as an Absentee.

+

The investigators fear that
the lack of enforcement in
regard to the residency
statutes will result in a new
class of Wisconsin voter,
the “10-Day Resident”.

Additionally, the final wave of staff or volunteers
arriving in Wisconsin just prior to an election, in light
of Wisconsin’s liberal On-Site registration laws,
would be allowed to vote on Election Day with
their

g
temporary Wisconsin address.

The status of being a “battleground state” in a
national election should not be the welcome mat for
those motivated persons from a decidedly Blue or
Red state to travel to Wisconsin to vote because they
want their vote to count. More to the point, the
possibility that statewide and local elections have and
will continue to be tainted by non-residents exists.

The aforementioned out-of-state campaign workers
know that they have been discovered. And they also
know that nothing has happened to them. With this
knowledge, there is nothing that would stop either of
the major parties from rotating volunteers and/or paid
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staff through Wisconsin in the weeks leading up to
November 2008 for a 10-day period to gain
“residency” and then cast ballots, Absentee,
registered, or as same day registrants.
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DOUBLE ENTRIES/DOUBLE VOTES

From the inception of this investigation, a priority
was placed on examining the reports that there were
persons that had voted multiple times. The City of
Miiwaukee Election Commission and various media
outlets had reviewed the Electors database generated

The Milwaukee Election
Commission, through their
ineptitude, raised enough
reasonable doubt to prevent any
further criminal prosecution.

from this election and discovered that hundreds of
individuals appeared to have cast more than one vote.
These allegations of “double voting” were based
solely on the records compiled and maintained by the
Milwaukee Election Commission.

As investigators began to review these allegations, it
became apparent that the official records of this
election were seriously flawed. When the
deficiencies of the database were discovered, the
investigators  concentrated  their efforts on
determining the cause of the erroneously entered
information and clearing the mistakenly listed double
votes. :

However, the errors committed by the Election
Commission did not clear all of the instances of
double voting and as a result; the United States
Attorney for the Eastern District of Wisconsin
indicted four persons. Two of these persons were
tried in Federal Court, resulting in one finding of
‘Not Guilty” and one ‘hung’ jury, where no verdict
could be reached. In both instances, jurors responded
after the trials that although there appeared to be
evidence that these individuals had voted more than
once, the mismanagement of the voting records by
the Election Commission presented them with
questions about the record system and they could not
find guilt “beyond a reasonable doubt” Of the
remaining two indictments, one person was found to
be mentally incompetent to stand trial and the
indictment was dismissed and the last person’s
indictment was deferred.

The investigators and the two prosecuting entities
concluded that the record mismanagement by the
Election Commission during and following the
Election, in effect, precluded any further criminal
prosecution of potential violators. The Milwaukee
Election Commission, through their ineptitude, raised
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enough reasonable doubt to prevent any further
criminal prosecution. It was impossible to ask a jury
to believe that records were accurate as they related
to those persons being prosecuted, while admitting
that there were numerous errors committed
throughout the election process. No further criminal
referrals were forwarded to prosecutors.

While it became clear that no further prosecutions
would occur, the Task Force continued to investigate
specific allegations made by organizations that
individuals had been able to vote multiple times due
to the laxity of voter verification in the state of
Wisconsin. This sampling identified three areas of
potential fraudulent voting.

1. Voting more than once in the City of
Milwaukee (e.g. two different Wards)

2. Voting in the City of Milwaukee and
another City in Milwaukee County, and
3. Voting in the City of Miiwaukee and

another State (based on a specific complaint)

...jurors responded after the
trials that although there
appeared to be evidence that
these individuals had voted more
than once...mismanagement of
the voting records by the
Election Commission presented
them with questions about the
record system and they could not

find guilt “beyond a reasonable
doubt”
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Double Entries

To conduct this review, investigators searched the
Electors database for exact matches based on both
name and date of birth. This search resulted in the
discovery of 314 potential double voters, whose
names were listed twice in the electronic database as
having cast ballots more than once. This list included
voters with the same name or nearly the same names
with the same address and dates of birth, similarly
spelled names with the same dates of birth and voters
with the same names and dates of birth but different
addresses.

For example:

¢ Two entries listing the same address and
date of birth; one with the first name of Jan,
the second with the first name of Janine.

¢ Another set of names from the same address,
listing the same date of birth; with the first
names of Gloria and Floria.

A review of that list revealed that there were 13 sets
of twins included in the list. Face to face interviews
were conducted with at least one of the twins from
each of the 13 sets. During these interviews it was
confirmed that the person was in fact a twin and that
they and their twin sibling both voted in the
November 2004 election. This would account for 26
individually cast ballots, not double votes.

Upon examining this list, it was determined that there
were 67 voters listed as voting twice and one voter
was listed as voting three times. However, upon
checking the hard copy of the city- and county~
supplied voter Ward books it was discovered that
only one vote was cast for each voter. This
conclusion is determined by the fact each of these
voters had only one voter number to their name and
this number is assigned at the polling station at the
time a ballot is given to the voter. Interviews were
conducted with a number of these 67 voters, each
stating that they had voted only once. The city
registrar listing these voters twice is most probably a
clerical error.

Further inspection of the Election Commission’s
voting list showed there were nine addresses of
voters that were entered incorrectly by Election
Commnmission employees. Investigators determined
that the numbers in the address were inverted.

Example:

3150 W. Sample St.
3105 W. Sample St.

Investigators visually checked the addresses and
discovered that many of the incorrectly listed
addresses did not even exist. Investigators were able
to locate many of these voters who stated that they
only voted one time and only from their proper
address. The Ward book records for each location
also only show only one voter number issued for the
proper address and in no instance was a non-existing
address ever listed in the Ward books.

There were an additional four voters who were listed
as voting twice, The list showed that these persons
had the exact name, address, and date of birth. Upon
interviewing each of these voters it was discovered
that these voters were parent and child, Junior/Senior,
with one being a father and daughter relationship. It
is clear that the Election Commission database was in
error when assigning each of these voters the same
date of birth.

The discovery of these erroneous double entries
further increased the gap between the number of
ballots cast and the recorded voters.
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Voting in the City of Milwaukee

and another city in Milwaukee
County

A comparison was made between the voting records
of the City of Milwaukee and electronic voting
records from  municipalities within Milwaukee
County'®, Although there were instances where
investigators found possible matches, most of the
records provided by the sixteen municipalities did not
contain the dates of birth of their voters. Therefore,
most matches could be based solely on first and last
name. Once a name match was discovered, available
databases were checked to either confirm or reject the
match. The vast majority of these matches were
immediately rejected as not being the same person.
However, there were a small number where
confirmation with a particular municipality was
needed.  Investigators obtained the registration
information of those persons, nonetheless, due to the
unreliability of Milwaukee’s records, no further
investigation was conducted. But there exist persons
that are recorded as having cast ballots in two
different electoral jurisdictions without any reliable
way of determining if they did in fact vote twice.

Voting in the City of Milwaukee

and another State

The Republican Party of Wisconsin (RPW) filed a
complaint alleging, “double voting” by individuals in
the City of Milwaukee and Cook County Illinois.
The City of Milwaukee voting records were
compared and they do indicate that individuals with
the same identifiers are recorded as having cast votes
in both locations. However, due to the inadequacies
of the Milwaukee Election Commission records and
the lack of any sort of voter identity verification, it is
impossible to definitively conclude that the same
person voted in both Milwaukee and Chicago. It is
also impossible for investigators to state with any
certainty that the same person did not vote twice.
This complaint is detailed in another section of this
report.

Conclusion
The investigators discovered that within the official
records of the Election Commission individuals are

1 Bayside, Brown Deer, Cudahy, Fox Point, Franklin,
Greendale, Greenfield, Glendale, Hales Comers, Oak
Creek, River Hills, Shorewood, St Francis, Wauwatosa,
West Allis and West Milwaukee.
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recorded as having cast muitiple ballots during the
2004 General Election. The possibility of “double
votes” existed at the local level; between adjacent
communities; and with a bordering state. We also
note that by relying on the Milwaukee Election
Commission records to arrive at this conclusion,
“reasonable doubt” is an unfortunate factor.
However, because of the flawed registration system
in Wisconsin, “double voting” remains a strong
possibility.

Due to On-Site Regisiration, there is no real time
filter employed to determine if an individual has cast
more than one ballot in any particular election. The
violation, if discovered, would only occur after the
ballots have been cast. The damage would have
ajready been done.

During this Election, the investigators discovered that
a person in the City of Milwaukee could register and
vote under variations of their given name. For
example, registrars dutifully granted official
registration to individuals using wvariations of
common proper names, e.g. “Mike” in place of
“Michael”; “Tom” instead of “Thomas”; etc. This is
not to say that the voter registering under a nickname
committed fraud but this practice revealed a potential
area of fraud in the registration system used in the
State of Wisconsin.

The investigators found that a review conducted of
persons that had cast ballots during any election was
limited by the accuracy of the records kept by the
municipality that the voter was recorded. Therefore,
any erroneous or intentional variation in any of the
voter’s identifiers would possibly preclude the
finding of a multiple voter. A simple change of
spelling in any portion of the individual’s name, a
variation of the person’s given name, or any change
of a digit in the date of birth could conceal a number
of multiple votes and/or registrations.
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The new Statewide Voter Registration system has
these same shortcomings. On-Site Registration and
voting with no voter identity verification provides no
deterrent to “Double Voting”. Michael A. Smith can
become Mike Smith; M.A. Smith, or Mickey Smith,
depending on the person reviewing the Same Day
Registration card, and unless a specific allegation is
made against one of these name variants, the new
name would just be added to the overall database, in
effect allowing all three variants to vote in
subsequent elections.

Even if the new system were capable of discerning
the differences in the recorded names, the finding
would not be discovered until after any multiple
ballots had been cast and recorded.

During a random sample of District 13, Ward 225,
investigators discovered that three voters, who filed
‘change of name’ registration cards in 2004, are all
recorded as voting twice. The Election Inspectors in
this particular Ward, for some unknown reason,
recorded the voter number for these individuals on
the On-Site Registration card and in the Ward Book
after their previous name. These persons are
recorded as having cast ballots in this election twice,
under their previous last name and with their new
one. The investigators easily discerned that these
persons did not vote twice.

No attempt was made to cross reference every name
change card filed with the respective Ward Poll
Book. The investigators make no assertion that the
finding of these three errors in this Ward reflects any
citywide pattern of erroneous voter entries. This
finding did however highlight the possibility that
persons previously registered under one name could
cast multiple ballots in an election. The possibility
also exits that another person, who had information
that the legal voter had a recent name change, could
also cast a ballot under the past registration.

Finally, investigators found that the throughout the
Election the ease in which a person gcould cast
multiple ballots and not be discovered, was evident.
No effort known to this Task Force was made by the
State Elections Board to cross reference any
registration records locally, across municipal
boundaries, or state lines. If this localized review of
the election had not been authorized, no irregularities
would have been discovered and reported. The
results of this election have been certified and the
possible “double votes™ have had no apparent impact
in any of the contested races. However, these
problems may cause questions in the results of future
closely contested races. The open registration
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process, coupled with the poor record management of
the voting records in the City of Milwaukee, undercut
the public belief of fair and impartial elections in
Wisconsin, That same poor record management
preciuded any prosecution as a deterrent factor, The
Same Day Registration system, with no real time
filter, could allow individuals to cast multiple or
ineligible ballots that “count” in an election. There is
no opportunity to remove these iliegal votes after the
fact.
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ADDRESS VERIFICATION POSTCARDS

At the conclusion of the Same Day Registered Voter
process, verification postcards are mailed via US
Postal Service to certify the addresses provided by
the voters.

These verification postcards are generated by a
subcontractor to the Election Commission. Once the
postcards are printed, they are delivered to the Postal
Service for delivery. Individual mail carriers
determine if the address listed is a proper residence
address within the City of Milwaukee. If the address
is a residence, the postcard is delivered. If the
address does not exist or is not a residence per the
mail carrier, the postcard is returned to the
Commission.

The investigators found that some of the postcards
are returned to the Commission by residents of
addresses where the postcard was delivered, but the
person listed as using the address to vote did not live
there.

Wisconsin Election law dictates that the Commission
is to forward all returned postcard information to the
local District Attorney’s Office for review of possible
fraud.

At the conclusion of this verification process, persons
that cast baliots as Same Day Registered Voters are
placed into the Electors database as Registered
Voters. These persons will now appear in the Poll
Books in their respective Wards for any future
elections. )

The verification process has obvious shortcomings on
its face. Although the investigators do not question
the individual mail camriers’ professionalism, the
pivotal point in this process is the determination that
an address is a legal residence, not that the listed
person could reside there. As explained to the
investigators by Postal employees, the postcard is to
be delivered if the address is a residence.

Therefore, any mail carrier familiar with his/her route
may have personal knowledge that there are long-
term residents at a particular address, but apparently
the postcard must be delivered. The onus then falls
to the resident of the address to return the postcard if
the listed person does not reside there.

As stated above, some individual residents did indeed
return postcards. However, the postcards themselves
could easily be mistaken for junk mail and thrown
out or the true resident of the dwelling listed may not
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understand the importance of the verification
postcard and again dispose of the card.

The Process

The verification postcards are prepared by a
subcontractor hired by the Election Commission.
The subcontractor is Marks Information Docurments,
W156N8278 Pilgrim Road, Menomonee Falls, who
subcontracts with a company called DXC, 9041 N.
Deerwood Drive, Milwaukee.

A Task Force investigator  interviewed
representatives from both firms regarding the process
involved in creating the verification postcards for the
November 2004 General Election. The owner of
Marks Information Documents, Kenneth L.
PUTZIER, stated that he has been the subcontractor
for the Election Commission for approximately 10
years. The verification process begins with a phone
call from the Milwaukee Election Commission
notifying the company that a floppy disk or compact
disc (depending on the amount of data) has been
prepared by the Commission. Putzier states that he
then retrieved the disk from the Election Commission
at the conclusion of the 2004- General Election. This
CD was then delivered to DXC for processing.

DXC runs the provided information through a US
Postal Service database which adds a ZIP Plus 4 to
the addresses. A postage statement is generated and
the postage cost is forwarded to the Commission.
When the Commission deposits monies to cover the
postage costs, DXC prints the postcards. DXC prints
the name, address, Ward number, and adds a bar code
to the postcards from the information provided by the
Commission. The completed postcards are then
forwarded to the Postal Service for delivery. The
original CD is then returned to Marks for retention.

Putzier stated that 72,349 verification postcards were
generated for the November 2004 General Election.
These cards were delivered to the US Postal Service
on January 4, 2005.

Putzier informed the investigator that the
Commission does notify his company if the requested
postcard run is for verification or if it is a purge. The
run for the November 2004 Election was for
verification. Putzier stated that his company had not
run a purge request since April of 2001,

The information supplied by the representatives of
the two firms was confirmed by the Election
Commission

SPECIAL INVESTIGATIONS UNIT



209

SPECIAL INVESTIGATIONS UNIT

Review

The Election Commission turned over to the Task
Force 23787 verification postcards that had been
returned as being undeliverable by the US Postal
Service. In doing so, Election Commission
employees explained that the cards represent the
names and addresses of persons that they recorded as
having registered and voted on the day of the
Election,

The initia] review of the cards determined that 1130
were obvious clerical errors. To determine this, the
investigators compared the information printed on the
returned postcards to the corresponding On-Site
registration cards, when the card could be located. In
most cases the address on the postcard contained
simple numerical errors that were easily discernable
to the investigators. The 1180 postcards represented
as cleared by this review were simply judged as
Commission employee error.

It should be noted here that this portion of the
investigation was conducted near the end of the
overall review and as such the Task Force had
already become acutely aware of the incompetence
displayed by the Election Commission throughout
this process. Therefore, no further evaluation of
these postcards was conducted,

The remaining names on the postcards were checked
through available databases for any Milwaukee
connection they may have had, believing that there
was a high likelihood that any address discrepancy
was due to Commission error, not voter fraud. By
employing this liberal criterion, 1055 additional
postcards were cleared from the original 2378.
However, it did not go unnoticed by investigators that
a number of the addresses differed substantially from
the addresses found on the returned postcards, but
due to the plethora of errors made by the Election
Commission, investigators gave the benefit of the
doubt to the voter. 138 returned postcards remained.

As it relates to those 138 postcards, the Task Force
was unable to find any documentation that could
verify the existence of 64 of the names. In addition,
57 persons did not appear to have any recorded
evidence of residency in Milwaukee in 2004 with a
portion of those people voting from non-existent
addresses, We acknowledge that a high probability
exists that erroneous information had been entered in

17 Five of the returned postcards were damaged to such an
extent that they were not readable, making the actual
pumber of reviewed cards 2373,
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regard to the listed addresses on the postcards. These
same shortcomings are quite likely reflected in the
listed names of a number of the purported voters
recotded on the postcards. Therefore, no conclusions
can be drawn by the lack of some corroboration for a
portion of the individuals named on the postcards.

Finally, the investigators did discover a number of
questionable occurrences in the 2378 retumed
postcards;

Eight persons had two separate postcards,
although no record of double voting could be
found for seven of these individuals'®.

Seven persons listed were deceased. There is
one additional person, with a very common
name, that may also be deceased.  The
investigators also discovered that the seven
deceased persons are not recorded by the
Commission as having cast a ballot in this
election.  However, the investigators were
informed by the Commission that the verification
postcard list was made up of persons that had
voted as On-Site Registered voters in this
election.

124 persons with verification postcards have no
record as voting in this election.

The investigators did interview one individual that
denied voting in this election, although there is a
record of a ballot being cast in their name using their
mailing address. Whoever cast a ballot in this
person’s stead did, however, use a different date of
birth.

The Commission was unable to explain the non-
voting status of the persons listed on the questioned
returned verification postcards.

Finally, the investigators must again emphasize that
any error or, more importantly, any fraudulent voter
activity, would not be discovered until after the
questioned ballot had been cast. The time frame
employed in regards to the verification postcards
permits the vote total to be certified prior to the
postcards being generated. Any erroneous or
fraudulent vote would be counted in the final tally.

1 Two of the cards belonged to a person who was
eventually indicted for double-voting.
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INCOMPLETE TASKS

Undocumented Immigrants

Throughout the course of this investigation, the issue
of undocumented immigrants casting ballots in local
and national elections has been at the forefront of the
political dialogue. Inquiries have been made of the
Task Force to ascertain if this suspected abuse of the
electoral process occurred in the city of Milwaukee
during this election cycle.

Although the investigators had highlighted non-
resident voters as a priority at the outset of this
review, the effort to identify this category of
ineligible voters proved to be beyond the reach of this
inquiry. There exists no record of undocumented
immigrants to cross reference against the provided
Electors database.

The investigators did compare media reports of
undocumented individuals to the Electors database
during this review. This very small sampling
uncovered no apparent violations in the voting
process. This finding is not meant to discount the
possibility that undocumented individuals cast ballots
in this election. In the rare instances that a person
was identified, and noted by investigators, as an
undocumented immigrant in media reports no record
was found that this individual voted in this election in
the city of Milwaukee.

Deceased Persons

A second area of inquiry that the investigators had
prioritized were the persistent allegations that the
names of deceased persons were included among
those persons who were recorded as casting ballots in
this and past elections. The investigators made
numerous requests for access to any available
databases containing the names of persons that had
died in time periods ranging from two to five years
prior to the November 2004 General Election. These
requests were never satisfied during the course of this
investigation.

The investigators believe, not with standing the
flawed records of the Milwaukee Election
Commission, that this portion of the review would
have determined the validity or lack of evidence
concerning these allegations.

Therefore the investigators are only able to report
accidental and random findings of apparent recorded
deceased persons “voting” in this election. All of the
found deceased voters were verified through the
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records of the Social Security Death Index and the
Nexis/Lexis database.

The investigators found a registered voter, who had
been deceased for several years prior to November
2004, recorded as having cast a ballot on November
2, 2004 in person. This person’s death was
confirmed through their spouse.  Three other
deceased persons were discovered within the Electors
database provided by the Election Commission as
voting in this election. However, no documentation
was located to verify the casting of a ballot.

Lastly, as described in the subsection of this report
detailing the 2300+ returned verification postcards,
deceased persons were mailed address verification
postcards. These cards were generated from On-Site
voter registration data entered into the Electors
database by the employees of the Election
Commission after the conclusion of the November
2004 election cycle.

These examples of “dead voters” were discovered
during the course of other segments of this
investigation. The sheer number of recorded voters,
over 270,000, precluded any in-depth canvass for the
single purpose of verifying or disproving the
allegations of this type of fraud.

Incapacitated Persons

Approximately six months after the Task Force began
the review of the November 2004 General Election as
conducted in the City of Milwaukee, irregularities
were found in the Absentee voting system in another
jurisdiction outside of the state of Wisconsin. These
irregularities were centered on the Absentee ballots
cast by residents of care facilities with the assistance
of outside persons.

The investigators were informed that Election
Commission employees, and other organizations,
provide a service to residents of nursing homes by
personally conveying Absentee ballots to these types
of facilities prior to the election. The investigators
make no allegations of fraud with this practice of
providing an easily accessible forum for the elderly
or disabled to be involved in the electoral process.

However, questions were raised after the published
reports of possible fraud in this process. The primary
problem was the possibility that persons found to
have been declared legally incapacitated were
allowed to cast ballots.  Also, such defined
individuals may have been improperly guided by
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motivated persons during the filing of the Absentee
ballot.

The investigators were not able to follow through
with any inquiry into the possibility that mentaily
incapacitated persons were allowed to vote in this
election. The federal law providing protection of
individual medical information (HIPPA) proved to be
an insurmountable wall to any in-depth investigation.

The published investigation of Absentee ballot
irregularities ~ was  conducted by  media
representatives.

In the context of law enforcement involvement, the
investigators believed that the potential for criminal
violations would warrant the application for a judicial
order to obtain these types of records. Obviously the
large number of Absentee voters from these facilities
precluded any attempt to obtain such an intrusive
order.

The investigators were further informed that
Wisconsin Election Law provides that a person
holding power of attorney for another can cast an
Absentee ballot in that individual’s name. Therefore,
if the investigators had discovered that an ineligible
person had cast a ballot, a second step would have to
be initiated to determine if the ballot was indeed
legally cast.

One has to question a law that essentially grants a
person with power of attorney the ability to cast
muitiple votes as a Wisconsin resident, in any
election.

No Prosecution

Finally, the Task Force investigators feel it is
necessary to once again make a statement as to why
prosecution was not successful and why more
prosecutions were not attempted.

During the course of this investigation, the members
of this Task Force had to rely on the records that
were provided to us by the City of Milwaukee
Election Commission. In case after case where it
appeared that a violation of the law had been
committed, investigators could find no documentary
proof of the violation or the documentation
contradicted the digital record.

Despite the numerous discrepancies, investigators
moved forward with several prosecutions of election
fraud, referring both double-voters and felon-voters
to federal and state court. As has been documented
previously in this report, those prosecutions were met
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with mixed results, with the overriding factor in the
failures being the unreliability of the records
provided by the Election Commission.

After nearly 18 months of investigation the Task
Force believes that there was fraud committed in the
2004 Election, but as one investigator stated, “I know
I voted in the Election, but I can’t be certain it
counted.” .
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APPENDIX ONE — STATE STATUTES (circa 2004)

5.15 Division of municipalities into Wards.
(1) (2) 1. Every city, village, and town in this state shall by its common council or village or town board,
respectively, be divided into wards as provided in this section, except as authorized in sub. (2). The boundaries
of the wards established under this section, and the number assigned to each ward, are intended to be as
permanent as possible, and to this end each ward shall when created contain a population increase or decrease
within that part of the municipality in which the ward is located.

2. Once established, the boundaries of each ward shall remain unchanged until a further decennial federal
census of population indicates that the population of a ward is then above or below the applicable population
range or until the ward boundaries are required to be changed to permit creation of supervisory or aldermanic
districts of substantially equal population or to enhance the participation of members of a racial or language
minority group in the political process and their ability to elect representatives of their choice

6.10 Elector Residence.

Residence as a qualification for voting shall be governed hy the following standards:

(1) The residence of a person is the place where the person’s habitation is fixed, without any present intent to
move, and to which, when absent, the person intends to return.

(8) No person gains a residence in any ward or election district of this state while there for temporary purposes
only.

6.33 Registration forms; manner of completing.

(1) The municipal clerk shall supply sufficient registration form as prescribed by the board printed on loose-leaf
sheets or cards to obtain from each applicant information as to name, date, residence location, citizenship, age,
whether the applicant has resided within the ward or election district for at [east 10 days, whether the applicant
has lost his or her right to vote, and whether the applicant is currently registered to vote at any other location,
and shall provide a space for the applicant’s signature. The forms shall also include a space where the clerk
may record an indication of whether the form is received by mail and a space for the identification serial
number of any elector who is issued such a number under s. 6.47(3). Each register of deeds shall obtain
sufficient registration forms at the expense of the unit of government by which he or she is employed for
completion by any elector who desires to register to vote.

6.55 Polling place registration; voting by certification.
(2) (2) 1. Except where the procedure under par. (c) or (¢m) is employed, any person who qualifies as an elector
in the Ward or election district where he or she desires to vote, but has not previously filed a registration form,
or was registered at another location, may request permission to vote at the polling place for that ward or
election district, or at an alternate polling place assigned under s.5.25 (5)(b). When a proper request is made,
the inspector shall require the person to execute a registration form prescribed by the board.

(7) () For purposes of this section, an identifying document constitutes acceptable proof of residence if it
includes:

1. A current and complete name, including both the given and family name; and
2. A current and complete residential address, including a numbered street address, if any, and the name of a
municipality.
(b) If an elector’s address has changed since an identifying document was issued, the new information may
be typed or printed on the document by hand, in ink.
(c) Identifying documents which constitute acceptable proof of residence under this section, when they
contain the information specified in par. (a), include the following:
1. Anoperator’s license issued under ch. 343.
2. An identification card issued under s. 343.50
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Any other official identification card or license issued by a Wisconsin governmental body or unit
or by an employer in the normal course of business, but not including a business card,
A credit card or plate.
A library card.
A check — cashing or courtesy card issued by a merchant in the normal course of business.
A real estate tax bill or receipt for the current year or the year preceding the date of the election:
A residential lease which is effective for a period that includes election day.
9. A university, college or technical institute fee card.
10. A university, college or technical institute identification card.
11. An airplane pilot’s license.
12. A gas, electric or telephone service statement for the period commencing not earlier than 90 days
before election day.
(d) Identifying documents specified in par. (c) which are valid for use during a specified period shall be
valid on the day of an election in order to constitute acceptable proof of residence at that election.

6.79 Recording Electors

(2) MUNICIPALITIES WITH REGISTRATION (a) Except as provided in sub. (6), where there is registration,
each person, before receiving a voting number, shall state his or her full name and address. Upon the prepared
registration list, after the name of each elector, the officials shall enter the serial number or the vote as it is
polled, beginning with number one. Each elector shall receive a slip bearing the same serial number. A
separate list shall be maintained for electors who are voting under s. 6.15, 6.29 or 6.55 (2) or (3) and electors
who are reassigned from another polling place under s. 5.25 (5) (b). Each such elector shall have his or her full
name; address and serial number likewise entered and shall be given a slip bearing such number.

PN R
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APPENDIX TWO — ABSENTEE BALLOTS (circa 2004)"

6.88 Wisconsin Statutes

1. On Election Day, the municipal clerk has “absentee runners” deliver the
absentee baflots to the polling place in a carrier envelope throughout the day.

2. Election inspectors open the carrier envelope, before the “runners” [eave, to
verify the ward numbers on all ballots they have delivered. Sign the Absentee
Ballot Receipt form and related cards for each ward.

3. Election inspectors announce the absent elector's name to provide the
opportunity for challenge, and for the election inspectors to determine that the
person is a qualified voter and has not already voted in the election.

4. If an absentee baliot is challenged, follow the procedures for handling
challenged absentee ballots, as set out on page 17 of the “Election Day Manual
for Wisconsin Election Officials.” Election inspectors must use their best
judgement when dealing with challenges.

5. The election inspectors carefully review the certificate envelope.

An absentee certificate envelope is reviewed and acceptedif:

1. The envelope is not open; or,

2. The envelope has not been opened and then resealed;

3. The signature of the elector appears on the certificate;

4, The envelope contains any certificate that was sent to the elector via
facsimile transmission or electronic mail; '

5. The address of the voter is on the certificate and the address is within
the ward or wards served by the polling place, If there is a label on the
envelope but the Elector’s name is not found on the Poll List. Accept the
ballot and add the Elector’s name to the YAbsentee Ballots - Sworn
Registered Voters List”(lime green sheet in Poll List Book; see page 33).

6 The certificate contains the signature of one witness. (A notary is not
required.)

6. If the election inspectors have reliable proof that an elector has died before
Election Day, the absentee baliot should be rejected.

7. When the inspectors find that the Absentee Certificate has been properly

' From the City of Milwaukee “Election Inspector’s Handbook” (Rev. 2/2004)
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executed, that the applicant is a qualified elector of the ward or election
district, and the applicant has not voted in the election, proceed as follows:

1. Enter “A” next o the elector’s name on the poll list.

2. Open the absentee certificate envelope.

3. Take out ballot without unfolding and examining it.

4, Unfold and deposit the ballot in the OPTECH III-P Eagle Machine.

5. The certificate envelope is placed in the envelope titled Used Certificate
Envelopes of Absentee Flectors (EB-103).

6. Verify that the ballots contain the initials of the issuing derk. If not,
these ballots are not rejected; but an indication must be made on the
Inspectors’ Statement (EB-104). This indicates an administrative
omission and will serve as a reminder to the issuing clerk.

8. If the ballot is accepted, record the voter number on the poll list and
absentee certificate envelope, Discard the pink slip. Place the absentee
certificate envelope in the Used Certificate Affidavit Fnvelopes of Absentee
Elettors (EB-103).

9, If the baliot is not accepted and cannot be reconstructed, mark on the
back of the ballot the reason for "REIECTION” and complete the third page of
Inspector’s Statement of Defective and Challenged Baffots. Da not give the
absent elector a number if their ballot is rejected. Place the ballot back in its
original absentee certificate envelope then put in the envelope titled Cerfificate
of Rejected Absentee Baflots (EB-102).

10. If the absentee certificate envelope is found to be insufficient and
is rejected:

1. The envelope is not opened, but is marked “rejected” and the reason for
rejection is written on the envelope;

2. The elector’s name is not entered on the poll/registration list;

3. The unopened certificate envelape, with the ballot enclosed, is placed in
the envelope titled Certificate of Rejected Absenifee Balfots (EB-102);

4, A notation is made on the Inspectors’ Statement (EB-104) of the number
of absentee certificate envelopes rejected along with a statement of the
reasons for rejection.
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Rejected Absentee Ballots

If the machine rejects an absentee ballot, the ballot can be
reconstructed if the voter’s intentions are clear.

If the absentee ballot is reconstructed, the Election Inspector does not
initial the reconstructed ballot.

Mark the original ballot and reconstruct the ballot with the same number,
commencing with the number “1”,

Place the original ballot in the envelope marked "Reconstructed Ballots
(Originals)”, This envelope is to be sealed in the ballot bag with the

voted balflots at the end of the night.

Handling Rejected Ballots

If a baliot is rejected, the machine will return the ballot. The reason for
rejection will be printed on the OPTECHIII-P Eagle Machine tape. The
inspectors should look at the tape for the message.

DO NOT HANDLE THE VOTER'S BALLOTS UNLESS SPECIFICALLY
REQUESTED TO DO SO BY THE VOTER.

The ballot could be rejected for the following reasons: Blank Ballot, Over-voted,
Cross- Voted and Misread-Re-enter, '

The law provides for a voter to receive a total of three (3) attempts to cast
their ballot.
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Mr. McCARTHY. I have a couple different questions, one for Mr.
Kennedy. Knowing and hearing the end of your testimony and
reading some of it there, I know you have the back-ups to paper
prepared for it. How often have you used that in Wisconsin?

Mr. KENNEDY. Wisconsin has been a paper ballot State for years.
In fact, we had 900 polling places that had hand-counted paper bal-
lots before HAVA where we either added optical scan or a touch-
screen voting system to that.

Occasionally, with our optical scan we have had to hand count
ballots, because we either ran out of ballots and we had a provision
for substitute ballots since they aren’t going to be read by the ma-
chine. It has been part of our culture. It doesn’t happen a signifi-
cant number of times. But I would say in any general election we
will have a number of hand-counted ballots where it is primarily
an optical scan.

The year 2006 was the first time we had—we have 20 munici-
palities that have just touch screen plus paper for their absentee
voting or for the back-up. So we haven’t had an experience there,
and they are all relatively small municipalities.

Mr. McCARTHY. So you are already prepared. You did that on
your own, your own driven ability.

Is one of the reasons at times you may have to go to back-up,
is it ever caused by same-day registration, where you have people
coming in that you have never been able to gauge that this was
going to happen because they weren't registered prior?

Mr. KENNEDY. No. Election Day registration, a lot of it is address
changes. We've peaked at about 18 percent in 2006, and that is be-
cause our small municipalities didn’t have voter registration.

Mr. McCARTHY. Clarify 18 percent for me. You have 18 percent
new people who come in who voted who weren’t registered before?

Mr. KENNEDY. In 2006, of the 2.2 million people who voted in our
gubernatorial election, 18 percent registered at the polling place.
And part of that was because, as part of HAVA, we put a statewide
voter registration system in place. We had 1,500 municipalities
that were like North Dakota, no voter registration.

Mr. McCARTHY. So almost one-fifth of everyone who voted you
had no idea was coming.

Mr. KENNEDY. Well, actually, if you are doing—an election offi-
cial who is doing their job has a very good job they are coming, be-
cause they can gauge the voter turnout. We, quite frankly, nailed
the turnout for 2006 when we did our predictions right almost to
the number in terms of how many people were going to vote. So
if it happens, it is because the election official hasn’t done their
work. Because they—we have had Election Day registration since
1976, and we have a good sense of how many people register. We
know most of them are really address changes in the municipality
because they reflect people’s convenience for this.

Mr. McCARTHY. How much of the 18 percent is address change?

Mr. KENNEDY. Well, that one we are just starting to get a handle
on now. I couldn’t give you an answer now, but I would say easily
half of that.

Mr. McCARrTHY. What safeguard do you have? Because in the re-
port I was reading, this Milwaukee Police Department, they were
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citing some double voting and some others because of same-day
registration. How do you protect from that?

Mr. KENNEDY. Well, with any double voting you protect with it
after the election.

Mr. McCARTHY. You protect after the election?

Mr. KENNEDY. You always enforce after the election when you
are dealing with double voting, because people are going to double
vote in remote locations.

Mr. McCARTHY. Are those ballots already counted, though?

Mr. KENNEDY. That is a possibility that they may be counted.

Mr. McCARTHY. But if I voted twice, if I walked in and I reg-
istered to vote, so I did it fraudulently, because one out of every
five people are totally new, so I am registering putting it in. I vote
and then my ballot goes into that box correct or gets counted.

Mr. KENNEDY. That’s correct.

Mr. McCARTHY. So how do you know which ballot is which if you
are having almost 20 percent of the people registering that day and
they are double voting.

Mr. KENNEDY. Well, when people register to vote on Election
Day, they are required to provide identifying information so we
know who the people are who have registered. Anytime you have
a ballot box stuffing situation—and I can tell you that in Wisconsin
the number of people who have double voted is very small, and we
have prosecuted two or three people because we have been able to
identify them through the statewide voter registration system.
They always vote in different locations, because their name is going
to be on the poll as somewhere else. They bring their identification
to vote in a new location. We have had successful prosecutions.
That’s how we stopped that process.

The Milwaukee Police Report is very speculative. It is actually a
political document that has more to do with the internal politics of
the Milwaukee Police Department than it does with the conduct of
the election in 2004.

Mr. McCARTHY. So you disagree with the special investigation
unit, you think it is political?

Mr. KENNEDY. I think that the generation of that report is polit-
ical. The Milwaukee police chief did not even see it before it was
released.

Mr. McCARTHY. So the persons doing this just for political rea-
sons is 1 of 67 pages, I guess. If I just follow one thought. I ask
if it is possible, would you agree that it would be more helpful to
election officials maybe if you cut off registration two weeks prior,
that way you still have the election going on, the excitement, peo-
ple can register, but you would know how many people are there.
You wouldn’t have one out of every five persons coming in. And
from your words, you are dealing with it after the election. Then
you would make sure they couldn’t double-vote and have that ballot
inside the box already counted.

Mr. KENNEDY. I would not agree with that. I think that Wis-
consin and Minnesota have demonstrated very minimal electoral
fraud, and it is probably less than you see in places that closes 30
days before the election. The Election Day registration is generally
not the source of the problems. Milwaukee’s problems in 2004 were



219

generally poll worker-related problems for failing to balance the
voters against the ballots. They didn’t really

Mr. McCARTHY. How much fraud is acceptable?

Mr. KENNEDY. I don’t think any fraud is acceptable. Realistically,
you recognize there are always people who will try to game the sys-
tem. That is why we have prosecutors and that is why we build
tools into the system to catch those people and publicly prosecute
them, so that that’s the best deterrent.

Ms. LOFGREN. The gentleman’s time has expired. I will just ask
a couple of questions because I know we are going to be called
away to votes in a few minutes. Chairwoman Rodriguez, it is my
understanding that the former Chairman Suarez sent a letter in,
I think 2004, to the Department of Homeland Security, expressing
his concern about the lack of plans to deal with disruption of elec-
tions due either to a catastrophe of whatever nature, and that he
never got an answer to this letter.

I guess it is good to know that I am not the only one who never
gets an answer from Department of Homeland Security.

The question is, have they, even though they never answered the
letter, have they provided input to the Commission? Have they
given support for the planning efforts that the Commission has un-
dertaken?

Ms. RODRIGUEZ. To my knowledge, they have not nor have we
followed up that letter.

Ms. LOFGREN. Okay. I just want to follow up a little bit more on
the whole issue of in the case of a disaster that disrupts voting,
how we deal with that, which is really the purpose of this hearing.
I think I agree with Senator Feinstein that if there is a disruption
in one place, you don’t cancel the election. We are America, we hold
elections, we choose our leaders ourselves. That should be our plan.

Having said that, having been through the Loma Prieta Earth-
quake and some other disasters, there are some things where you
just can’t proceed at the moment in a particular area. Mr. Davis
is right, it is difficult to decide who makes that decision in a way
that is apolitical that is not biased towards any party or candidate.
And it strikes me that if we were to set some standards, or at least
for Federal elections put a statute in place that would only be via-
ble if the State didn’t have a system in place and the States that
do would be fine. That involved really the Judiciary, which is the
least political of the three branches of government, that that might
be at least a useful thing to do. Do you have a reaction, either one
of you, to that concept?

Ms. RODRIGUEZ. I like the concept because it would go to the
State first, does the State have something in place? But when in
an event that the State didn’t, certainly in my opinion, somebody
has to take some action. And it would make sense that Congress
with some input, some check, would be the person or be the entity.

Mr. KENNEDY. I think I responded to Congressman Davis, Con-
gress is in a good position to set some parameters on how authori-
ties exercise, and that is one way of approaching it. I think any
time you have an election that involved Federal candidates, even
under Wisconsin’s situation, we would be consulting with our U.S.
attorneys, for example.

Ms. LOFGREN. Right.
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Mr. KENNEDY. Our congressional delegation would be in touch if
we had that kind of situation. Even though it would be our gov-
ernor making the decision, recognizing it was a congressional, you
would end up having ultimate authority on judging the outcome of
that election after, if it was postponed or forcing it to be changed.

Ms. LOFGREN. Chairwoman Rodriguez, it is my understanding
that only 16 States have a statute or developed plans to deal with
Election Day emergencies. What should Congress or the Commis-
sion do between now and October to help or encourage States who
have not prepared themselves as Wisconsin and Florida and others
have, to do so, because I think the likelihood is natural disasters
can happen anywhere.

And HAVA funds can be used for contingency planning, but it
doesn’t look to me from the reporting data that any of the States
have used HAVA funding to put contingency planning in place.
What is your suggestion for us to get States who have not prepared
in a preparation mode?

Ms. RODRIGUEZ. Well, I noticed Leslie from the National Associa-
tion of Secretaries of State in the audience.

Ms. LOFGREN. Welcome.

Ms. RODRIGUEZ. And I have no doubt that she will report on this
hearing. Mr. Kennedy, thank you for putting visibility on this
issue. I will chime in because this level of interest in what the
States are doing, I think, will prompt legislatures to address the
issue.

Ms. LorGREN. Okay. With that, I am going to thank each of you
for your testimony. Note as I said earlier that we will keep the leg-
islative record open for 5 legislative days. If there are additional
questions that the members have, we will forward them to you and
ask that you respond as promptly as possible.

We thank the witnesses, all of you. A lot of people don’t realize
that the witnesses are volunteers here to help our country do the
best job possible. So we appreciate the expert advice we have got-
ten today. Thank you very much and this hearing is adjourned.

[Whereupon, at 3:22 p.m., the subcommittee was adjourned.]



