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295 F - Types of Information System Controls
.01 As discussed in FAM 270.04, the auditor should obtain an understanding of the design of information systems (IS) controls and whether they have been implemented. An IS controls specialist should test the IS controls identified by the auditor as described in FAM 300 using an appropriate methodology. IS controls can be classified into three types:
· general controls, 

· application controls, and

· user controls.

General Controls
.02 General controls are the policies and procedures that apply to all or a large segment of an entity’s information systems. General controls help ensure the proper operation of information systems by creating the environment for proper operation of application controls. Ineffective general controls may prevent application controls from operating properly and allow misstatements to occur and not be detected. Without effective general controls, application controls can generally be rendered ineffective by circumvention or modification. General controls include
· security management that provides a framework and continuing cycle of activity for managing risk, developing security policies, assigning responsibilities, and monitoring the adequacy of the entity’s computer-related controls;

· logical and physical access controls that limit or detect access to computer resources (data, programs, equipment, and facilities), thereby protecting these resources against unauthorized modification, loss, and disclosure. Logical access controls require users to authenticate themselves (through the use of passwords or other identifiers) and limit the files and other resources that authenticated users can access and the actions that they can execute. Physical access controls involve restricting physical access to computer resources and protecting them from intentional or unintentional loss or impairment;

· configuration management that prevents unauthorized changes to information system resources (for example, software programs and hardware configurations) and provides reasonable assurance that systems are configured and operating securely and as intended;

· segregation of duties that includes having policies, procedures, and an organizational structure to manage who can control key aspects of computer-related operations and thereby conduct unauthorized actions or gain unauthorized access to assets or records; and 

· contingency planning so that when unexpected events occur, critical operations continue without interruption or are promptly resumed and critical and sensitive data are protected.

FISCAM has detailed guidance on evaluating and testing general controls. See FAM 240 and FAM 270 for additional discussion of general controls. 
.03 The entity may establish general controls at entitywide, system, and application levels. 

· In evaluating general controls at the entitywide or system level, the auditor and the IS controls specialist may evaluate access control on an overall basis. For instance, the IS controls specialist may evaluate the entity’s use of security access software, including its proper implementation.

· When evaluating general controls at the application level, the auditor and the IS controls specialist may evaluate access controls that limit access to particular applications and related computer files, such as restricting access to payroll applications and related files (such as the employee master file and payroll transaction files) to authorized users.

· Finally, the auditor and the IS controls specialist may evaluate the security built into the application itself to further restrict access. This security is usually accomplished by means of menus and other restrictions programmed into the application software. Thus, a payroll clerk may have access to payroll applications but may be restricted from access to a specific function, such as reviewing or updating payroll data on payroll department employees.

.04 The effectiveness of general controls is a significant factor in determining the effectiveness of application controls and certain user controls. Without effective general controls, application controls may be rendered ineffective by circumvention or modification. For example, the production and review of an exception report of unmatched items can be an effective application control. However, this control would be ineffective if the general controls permitted unauthorized program modifications such that certain items would be inappropriately excluded from the report. 
Application Controls
.05 Application controls are controls that are incorporated directly into computer applications to help ensure the validity, completeness, accuracy, and confidentiality of transactions and data during application processing. Application controls, sometimes referred to as business process controls, include controls over  
· input,

· processing,

· output,

· master data,

· application interfaces, and 

· data management system interfaces.

The effectiveness of application level controls depends on the effectiveness of entitywide and system level general controls. Weaknesses in entitywide and system level general controls can permit unauthorized changes to business process applications and data that can circumvent or impair the effectiveness of application level controls

.06 FISCAM uses control categories that complement the methodology used in the FAM. Most of the following categories relate to the financial statement assertions.
· Validity controls. This category relates to the assertion of existence or occurrence. Validity controls provide reasonable assurance (1) that all recorded transactions actually occurred (are real), relate to the organization, and were properly approved in accordance with management’s authorization; and (2) that output contains only valid data. A transaction is valid when it has been authorized (for example, buying from a particular supplier) and when the master data relating to that transaction is reliable (for example, the name, bank account and other details on that supplier). Validity includes the concept of authenticity, including prevention or detection of duplicate transactions. Examples of validity controls are one-for-one checking and matching.
· Completeness controls. This category relates to the assertion of completeness and deals with whether all valid transactions are recorded. Completeness controls provide reasonable assurance that all transactions that occurred are input into the system, accepted for processing, processed once and only once by the system, and properly included in output. Completeness controls include the following key elements:

· transactions are completely input,

· valid transactions are accepted by the system,

· rejected transactions are identified, corrected and reprocessed; and 

· all transactions accepted by the system are processed completely. 

The most common completeness controls in applications are batch totals, sequence checking, matching, duplicate checking, reconciliations, control totals and exception reporting. Reconciliations not only help detect misstatements relating to transaction completeness, but also identify the cutoff and summarization misstatements associated with both the existence or occurrence and completeness assertions.

· Accuracy controls. This category relates to the assertion of valuation or allocation, which deals with whether transactions are recorded at correct amounts. This control category, however, is not limited to valuation, and also includes controls designed to properly classify transactions. Accuracy controls should provide reasonable assurance that  transactions are properly recorded, with the correct amount/data, and on a timely basis (in the proper period); key data elements input for transactions are accurate; and data elements are processed accurately by applications that produce reliable results; and output is accurate.
Accuracy control techniques include programmed edit checks (e.g., validations, reasonableness checks, dependency checks, existence checks, format checks, mathematical accuracy, range checks, etc.), batch totals and check digit verification.
· Confidentiality controls. These controls should provide reasonable assurance that application data and reports and other output are protected against unauthorized access. Examples of confidentiality controls include restricted physical and logical access to sensitive business process applications, data files, transactions, and output, and adequate segregation of duties. Confidentiality controls also include restricted access to data reporting/extraction tools as well as copies or extractions of data files.
User Controls 
.07 User controls are controls that are performed by people interacting with IS controls. The effectiveness of user controls typically depends on the accuracy of the information produced by the information system, such as exception reports or other reports. If this IS dependency exists, the user controls are information system controls. If the auditor has an expectation of the effectiveness of a user control to reduce the risk of material misstatement, the auditor should understand the design of and test any related controls that affect the accuracy of the information in the reports used as part of the user control. 
For example, if the IS control (a user control) is the review of an exception report, the auditor should understand the design of and test the application controls directly related to the production of the exception report, as well as the general and other application controls upon which the reliability of the information in the exception report depends. This testing would include controls over the proper functioning of the business process application that generated the exception report and the reliability of the data used to generate the exception report. In addition, the auditor should test the effectiveness of the user control (i.e., management review and followup on the items in the exception report). 
.08 In certain circumstances, user controls may be manual controls used to monitor the effective functioning of information systems and IS controls.  For example, a user control may be to manually check the accuracy and completeness of IS computed transactions against manually prepared records. Also, the effectiveness of the user control to monitor the information system and related controls is affected by the effectiveness of manual controls over the accuracy of the manually prepared data.
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