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270 - Determine Likelihood of Effective IS Controls
.01 Information system (IS) controls consist of those internal controls that are dependent on information systems processing and include general controls (entitywide, system, and business process application levels), business process application controls (input, processing, output, master file, interface, and data management system controls), and user controls (controls performed by people interacting with information systems). General and business process application controls are always IS controls.  A user control is an IS control if its effectiveness depends on information systems processing or the reliability (accuracy, completeness, and validity) of information processed by information systems. Conversely, a user control is not an IS control if its effectiveness does not depend on information systems processing or the reliability of information processed by information systems. 
In the planning phase, the auditor, with the assistance of an IS controls specialist, should use an appropriate methodology to understand the design of IS controls and whether they have been implemented and to determine whether IS controls are likely to be effective and should therefore be considered further in the audit. The auditor may coordinate work done to meet the provisions of FISMA (44 U.S.C. 3541- 3549) with work done as part of the financial statement audit. See FAM 295 J for a flowchart of steps in assessing IS controls in a financial statement audit. 
The procedures performed to determine the likelihood of effective IS controls build on those procedures performed while understanding the entity’s operations, including the design of its internal controls, and assessing the effects of IS systems on inherent risk and the control environment, risk assessment, communication, and monitoring. As discussed in AU 314.40, the auditor should obtain an understanding of each of the five components of internal control—control environment, risk assessment, information and communication, monitoring, and control activities—sufficient to assess the risks of material misstatement of the financial statements whether due to error or fraud, and to design the nature, extent, and timing of further audit procedures. This understanding should include relevant information system aspects.

.02 Computerized financial management systems are used extensively in the federal government. Many of these systems share programs, data files, and hardware with one another, and are networked into major subsystems. In addition to producing financial and accounting information, these systems typically generate other information and reports used in management decision making.

.03 As discussed in FAM 260.06, the auditor evaluates and tests the following types of controls in a financial statement audit

· financial reporting controls;
· applicable compliance controls; and

· certain operations controls (to the extent described in FAM 275).

.04 For each of the specific controls to be evaluated and tested, as documented in the SCE form or equivalent document, the auditor should distinguish which are IS controls. FAM 295 F provides more detail on the three types of IS controls. The auditor and IS controls specialist should identify other IS controls (general or application, such as interface or data management system controls) upon which the effectiveness of the controls identified in the SCE depends. As discussed in 295 F, the effectiveness of user controls typically depends on the accuracy of the information produced by the information system. Testing of technical IS controls should be performed by an IS controls specialist as described in FAM 360. The audit team may work with the IS controls specialist by testing user controls and application controls involving manual follow-up. 
.05 The auditor and the IS controls specialist should understand the design of each of the three types of IS controls (general, application, and user controls) to the extent necessary to tentatively conclude whether these controls are likely to be effective. If they are likely to be effective, the auditor should consider specific IS controls in determining whether control objectives are achieved in the internal control phase. As discussed in AU 314.54, evaluating the design of a control involves considering whether the control, individually or in combination with other controls, is capable of effectively preventing, detecting, and correcting material misstatements.
.06 If IS controls are not likely to be effective, the auditor, with the assistance of the IS controls specialist, should obtain a sufficient understanding of control risks arising from information systems to
· identify types of potential misstatements; 
· consider factors that affect the risks of material misstatement; 
· design tests of controls and substantive procedures; and 
· develop appropriate findings. 
.07 Also, in the internal control phase, the auditor generally should understand the design of the effectiveness of manual controls in achieving control objectives, including manual controls that may mitigate weaknesses in IS controls. If IS controls are not likely to be effective due to poor general controls and if manual controls do not achieve the control objectives, the auditor should understand the design of any application-level IS controls that are intended to achieve the control objectives to develop recommendations for improving internal controls.

.08 As discussed in AU 314.117-.120, in some circumstances, such as where a significant amount of information is electronically initiated, recorded, processed, and reported, it may not be practical or possible to reduce detection risk at the relevant assertion level to an acceptably low level with audit evidence obtained only from substantive procedures. In such circumstances, the auditor should test IS controls to obtain evidential matter about the effectiveness of both the design and operation of controls to reduce the assessed level of the risks of material misstatement.
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