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295 I - Examples of Auditor Responses to Fraud Risks

.01 As discussed in FAM 260, the auditor’s response to assessed fraud risks should (1) have an overall effect on the conduct of the audit, (2) address fraud risks that relate to management override of controls, and (3)—for any fraud risks that relate to specific financial statement account balances or classes of transactions and related assertions—involve the nature, extent, or timing of audit procedures. This section provides examples of auditor responses in this third category—changing the nature, extent, or timing of audit procedures.

Examples of Auditor Responses (to Fraud Risks) Involving the Nature, Extent, or Timing of Audit Procedures
.02 Examples of auditor responses to fraud risks involving the nature, extent, or timing of audit procedures include:
· Inquiring of management and other personnel involved in areas having fraud risks, such as risks related to any improper payments, to obtain their insights about those risks and whether and how controls mitigate those risks.
· Inquiring of those charged with governance to obtain their insights about those risks and whether and how controls mitigate those risks.
· Inquiring of additional members of management, such as program directors or center directors, or other nonaccounting personnel to assist in identifying issues and corroborating other evidential matter.
· Using data-mining or other computer-assisted audit techniques, such as Interactive Data Extraction and Analysis (IDEA), to gather more extensive evidence about data contained in significant accounts. Such techniques can be used to select audit sample items from electronic files, locate items with specific characteristics (to perform substantive analytical procedures or make a nonrepresentative selection), or test an entire population.

· Inspecting or observing physical counts of tangible assets, such as property, plant, and equipment and certain inventories, for which other procedures may otherwise have been sufficient.

· Conducting surprise or unannounced procedures, such as inventory observations or cash counts on unexpected dates or at unexpected locations.

· Making inquiries of major suppliers or customers in addition to obtaining written confirmations, requesting confirmations of a specific individual within an organization, or requesting confirmation of additional or different information.

· Where a specialist’s (see FAM 650 and AU 336) work is particularly significant, performing additional procedures related to some or all of the specialist’s methods, assumptions, or findings to evaluate whether the findings are unreasonable, or engage another specialist to do that.

· Performing additional or more focused tests of budget to actual variances and their underlying causes.

· Performing targeted tests of the timing of cost/expense recognition.

· Requesting that physical inventory counts be made on or closer to year-end.
· If fraud risks relate to an interim period, performing audit tests that are focused on transactions that occurred in that interim period (or throughout the reporting period).

· Testing a larger sample of disbursement transactions for validity.

· Performing substantive analytical procedures that are more detailed by location, program, month, or other category (for example, analyzing specific credit lines in an allowance for loan losses, rather than the portfolio as a whole), or that use more precise techniques (for example, regression analysis).
· Discussing with other auditors who are auditing the financial statements of one or more entity components the extent of work necessary to address fraud risks resulting from intragovernmental transactions and activity among those components.

Additional Examples of Auditor Responses to Fraud Risks Related to Misstatements Arising from Fraudulent Financial Reporting
.03 The following paragraphs provide additional examples of auditor responses to fraud risks related to misstatements arising from fraudulent financial reporting in the areas of (1) management’s estimates, (2) revenue recognition, and (3) inventory quantities. These example responses involve the nature, extent, and timing of audit procedures.

Management’s Estimates
.04 Fraud risks may relate to management’s development of accounting estimates. These risks may affect various accounts and assertions, such as valuation and completeness of liabilities related to insurance and credit programs, pensions, postretirement benefits, and environmental cleanup.  These risks may also relate to significant changes in assumptions for recurring estimates. Further, because estimates are based on both subjective and objective factors, bias may exist in the subjective factors.

.05 Examples of procedures that the auditor may perform in response to fraud risks related to management estimates include:
· Gathering additional information about the entity and its environment to assist in evaluating more extensively the reasonableness of management’s estimates and underlying judgments and assumptions, focusing on more sensitive or subjective aspects.

· Performing a more extensive retrospective review of management judgments and assumptions applied in estimates made for prior periods. This could encompass analyzing each significant judgment and assumption in light of the events that occurred subsequently. The auditor may then identify (with management’s assistance) reasons for any differences and whether these reasons apply to current period estimates.

· Using the work of a specialist to evaluate management’s estimate, or developing an independent estimate to compare to management’s estimate.

Revenue Recognition

.06 Revenue recognition is affected by the particular facts and circumstances and sometimes—for example, for certain government corporations—by accounting principles that vary by type of operations. Hence, where revenue is (or is expected to be) material, the auditor should understand the criteria for revenue recognition the entity uses and should design audit procedures based on the entity’s operations and its environment, including the composition of revenue, specific attributes of the revenue transactions, and any other specific entity considerations.

.07 Examples of procedures that the auditor may perform in response to fraud risks related to improper revenue recognition include:
· Performing substantive analytical procedures related to revenue that are based on more precisely developed expectations, such as comparing revenue between the current year and expectations by location, program, and month, or that establish the limit (see FAM 475.04-.05) at a lower percentage of tolerable misstatement. Audit techniques such as regression analysis may be helpful in performing these procedures.

· Inquiring of entity personnel, including its general counsel, about any revenue-related transactions near the end of the reporting period and their knowledge of any unusual terms or conditions that may be related to those transactions.

· Confirming with customers and other appropriate parties the relevant contract terms and the absence of side agreements that may influence the appropriate accounting.

· Physically observing goods being shipped or readied for shipment (or returns awaiting processing) at one or more locations at the end of the reporting period and performing appropriate sales and inventory cutoff procedures.

· Expanding tests of general and application controls related to revenue transactions that are electronically initiated, processed, and recorded.

Inventory Quantities

.08 Examples of procedures that the auditor may perform in response to fraud risks related to inventory quantities include:
· Reviewing entity’s inventory records to identify locations, items, or issues that warrant attention during or after the physical inventory count. As a result, the auditor may decide to observe inventory counts at some locations on an unannounced basis or to request that physical inventory counts be made at all locations on the same date and on a date that is on, or closer to, year-end.
· Performing additional inventory observation procedures, such as more rigorously examining the contents of boxed items, the manner in which the inventory is stacked (to identify hollow squares or other issues) or labeled, and—using the work of a specialist, if needed—the purity, grade, and concentration of inventory substances, such as specialty chemicals.

· Performing additional tests of physical inventory count sheets or tags, and retaining copies of these documents to minimize the risk of subsequent alteration or inappropriate extension and summarization of the inventory.

· Performing additional procedures focused on the quantities included in the priced inventory to further test the count quantities—such as comparing quantities for the current period with those for prior periods by inventory category, location, or other criteria, or comparing count quantities with perpetual records.

· Using computer-assisted audit techniques (such as IDEA) to test the extension and summarization of the physical inventory counts—such as sorting by tag number to test tag controls or by item number to test for item omission or duplication—and to test for unusual quantities and cost amounts.

· Establishing the limit (see FAM 475.04-.05) at a lower percentage of tolerable misstatement when performing substantive analytical procedures related to inventories.
Additional Examples of Auditor Responses to Fraud Risks Related to Misstatements Arising from Misappropriation of Assets
.09 Additional examples of auditor responses to fraud risks related to misstatements arising from misappropriation of assets involving the nature, extent, and timing of audit procedures include:
· Using information on any improper payments, including information resulting from entity review of programs and activities under the Improper Payments Information Act of 2002, to develop and perform audit procedures that are focused on specific vulnerable areas.

· Expanding the extent of participant eligibility testing for benefit programs to encompass unannounced visits to intake centers or work sites to test the existence and identity of participants; to observe benefit payment distribution to identify “ghost” or deceased participants; or to use confirmation requests to test the existence of program participants. The auditor may also use data mining to search for duplicate payments, ineligible, ghost, or deceased participants, and other issues.

· Obtaining a more comprehensive understanding of internal controls for assets that are highly susceptible to misappropriation, in order to identify relevant controls to prevent and detect a misappropriation; expanding the tests of those controls; and physically inspecting those assets at or near the end of the reporting period.

· Assigning higher inherent risk to locations that have higher fraud risks (such as when large quantities of assets that are particularly susceptible to such risks are present), and modifying substantive procedures at those locations.

· Establishing the limit (see FAM 475.04-.05) at a lower percentage of tolerable misstatement when performing substantive analytical procedures related to assets that are particularly susceptible to misappropriation.
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