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FOREWARD

INTRODUCTION. This Records Management Handbook provides guidance and procedures
for the handling of Department of Energy (DOE) records and related materials. Whilethis
guidance isintended to be media neutra, DOE M ###-###, “DOE Electronic Records
Management Manud,” (to be issued) should be consulted for requirements and in-depth
information on electronic records.

Records Management is the planning, contralling, directing, organizing, training, promoting, and
other managerid activities related to the crestion, maintenance and use, and digposition of
records to achieve adequate and proper documentation of Federal policies and transactions and
effective and economica management of agency operations.

There are rules governing the use and destruction of all Federd records. It isthe responghility
of every Federd and contractor employee to protect Federa recordsin ther custody, and there
are legd implications for destroying records without the proper authority. Following good
records management practices can benefit the Department in many ways such as. improving
access to information and saving time, space, and money.

RECORDS MANAGEMENT OBJECTIVES. The Department’ s records management
program has two major objectives:

a Economy and Efficiency. Through the application of records management system and
techniques, promote economy and efficiency in the organization, maintenance, use, and
disposition of records.

(1)  Asureuniformity and Smplicity in assgning the office of record and in
maintaining and using records,

2 Provide adequate controls over the creetion of and prevent accumulation of
unnecessary files,

3 Facilitate the coding, filing, retrieva, charging out, and refiling of records;

(4  Assurethe preservation of those records having sufficient continuing vaue to
warrant their permanent retention; and

(5) Provide for the systematic cutoff and periodic destruction or retirement of files
in accordance with approved records disposition schedules.
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b. Presarvation of Historical Records. Ensure that records are carefully preserved when
they have vaue for future study by scholars and historians.

(@D} Preventing the Loss of Historica Records on Paper. Properly managed files
will prevent the loss of historica records and make filing easier, Smpler, more
logicd, and more efficient.

2 Preventing the Loss of Historical Records on Nonpaper Mediums. The agency
responsible for preserving the historical documents of the Nation, the Nationa
Archives and Records Adminigration (NARA), has a new mgor concern
today: That historical records in mediums other than paper, especidly in
electronic media, will belogt forever. Although there are many benefitsin
maintaining records in other than paper storage mediums, the recordkeeper’s
responshilities may be complicated by such mediums and their associated
equipment. For example, if such records are not under the recordkeeper’s
control and those who use and maintain the records are not knowledgeable
about recordkeeping respongbilities, the recordkeeper should educate the
maintainers of the systems and records that such records need to be controlled
and managed.

LIFECYCLE OF RECORDS. Records are managed by using the theory that records pass
through three stages.  Crestiion/Rece pt, Maintenance/lUse, and Dispogition. Each of these
stages is discussed in more detall in the following chapters.

LAWS GOVERNING FEDERAL RECORDS MANAGEMENT. According to the U.S,
Code of Federal Regulations (CFR), Title 44, United States Code 3301 (44 U.S.C. 3301),
Federa records are defined as, “ All books, paper, maps, photographs, machine readable
materids, or other documentary materias, regardiess of physical formor characteristics, made
or received by an agency of the U. S. Government under Federd law or in connection with the
transaction of public business and preserved or appropriate for preservation by that agency or
its legitimate successor as evidence of the organization, functions, policies, decisions,
procedures, operations, or other activities of the Government, or because of the informationa
vaue of datain them.”

There are the three key pointsin the legd definition:
Regardless of physicad form.
Made or received.

Preserved or appropriate for preservation.



Federal Records Management is mandated by the following laws.

44 U.S.C. 2901 through 2909 governs records management by NARA and the
Generd Services Adminidration (GSA).

44 U.S.C. 3101 through 3107 governs records management by Federd Agencies.

18 U.S.C. 2071 describes pendties for willfully and unlawfully destroying, damaging, or
removing Federa records.

36 CFR, Chapter XII provides regulations implementing the U.S.C.
5. BENEFITS OF EFFECTIVE RECORDS MANAGEMENT TO THE DEPARTMENT. In

addition to being mandated by law, effective records management provides significant benefits to
the Department, including:

Efficient retrievd of information capatiilities to help employees do their jobs.
Legd protection of the rights of citizens and the Government.

Proper accountability and responsiveness to other Government organizations and the
public.

Inditutiona memory.
Presarvation of the historica record.

6. PENALTIES FOR UNAUTHORIZED DESTRUCTION OF RECORDS. Records created
or acquired by an officid or employee of the Department in the course of conducting
Government Business are the property of the Department. The maximum pendty for the willful
and unlawful remova, mutilation, obliteration, destruction, or private use of any Federal record
isafine, three yearsin prison, or both (see 18 U.S.C. 2071). All employees are responsible for
reporting any actud or threatened unlawful loss or remova of officid recordsto the
Departmenta Records Officer, Office of the Chief Information Officer.




CHAPTER |. RECORDS CREATION/RECEIPT

1. OBJECTIVES. The objectives of thefirg stage in the lifecycle of arecord are to:

a

Create complete and accurate records that provide adequate documentation to document
the organization, functions, policies, decisions, procedures, and essentid transactions of
the agency and that is designed to furnish the information necessary to protect the legd
and financid rights of the Government and of persons directly affected by the
Department’ s activities.

Distinguish between record and nonrecord materia by the appropriate gpplication of the
definition of records (See Attachment 4, Definitions) to documentary materid.

2. IDENTIFYING FEDERAL RECORDS.

a

Record Status. Documentary materiads are records when they meet both of the following
conditions.

@ They are made or received by the Department or in connection with the
transaction of agency business, and

2 They are preserved or are appropriate for preservation as evidence of agency
organization and activities or because of the vaue of the information they contain.

Working Files and Smilar Materids. Working files, such as preliminary drafts and rough
notes, and other amilar materias are to be maintained for purposes of adequate and
proper documentation if:

@ They are circulated or made available to employees, other than the cregtor, for
officid purposes such as approval, comment, action, recommendation, follow-up,
or to communicate with agency saff about agency business; and

2 They contain unique informetion, such as substantive annotations or comments
included therein, that adds to a proper understanding of the agency’ s formulation
and execution of basic policies, decision, actions, or responsihilities.

Record Status of Copies. The determination as to whether a particular document isa
record does not depend upon whether it contains unique information. Multiple copies of
the same document and documents containing duplicative informeation, including messages
created or received on eectronic mail systems, may each have record status depending
on how they are used to transact agency business.

Nonrecord Maerids. Nonrecord materias are Government-owned documentary
materiasthat do not meet the conditions of record status, or are specificdly excluded,




such as
@ Extra copies of documents kept only for convenience of reference.
2 Library and museum materid intended solely for reference or exhibition.

3 Stocks of publications and of processed documents.

3. IDENTIFYING PERSONAL PAPERS.

a

Persondl papers are documentary materias that do not relate to, or have an effect upon,
the conduct of Department business. Personal papers are excluded from the definition of
Federa records and are not owned by the Government. Examples of persond papers
include:

@ Materids accumulated by an officid before joining Government service that are
not used subsequently in the transaction of Government business,

2 Materids rdaing solely to an individud’ s private affairs, such as outsde busness
pursuits, professiond effiliations, or private politica associations that do not relate
to agency business, and

3 Diaries, journds, persond correspondence, or other persona notes that are not
prepared to be used for, or circulated or communicated in the course of,
transacting Government business.

Persond papers should be clearly designated as such and maintained separately from the
office' srecords.

If information about private matters and agency business gppears in the same documernt,
the document should be copied at the time of receipt, with the persona information
deleted, and treated as a Federal record.

Materids|abded “persond,” “confidentia,” or “private,” or smilarly designated, and used
in the transaction of public business, are Federa records subject to the requirements for
Federd records. The use of alabd such as“persond” is not sufficient to determine the
datus of documentary materiasin a Federd office.

4, RECORDS CAPTURE. Information thet is received by Department personnel from sources

externd to the Department, and meets the definition of arecord, must be captured as a record.
Frequently, this capture is through an e-mall sysem. For more information on e-mall, refer to
Chapter 1V, Specid Categories of Records. E-mall isaso covered in DOE M ###-## (when

issued).



CHAPTER II. RECORDS MAINTENANCE AND USE

1. OBJECTIVES. The objectivesin the second stage of arecord’s lifecyde are to:

a Preserve the integrity of arecord by ensuring the record has not been dtered after
completion.

b. Maintain usability of the record by those with a need for the information
C. Fecilitate identification and retention of permanent records.

d. Maintain permanent and temporary records in a segregable manner.

2. FILE PLAN. File plans specify how records are to be organized once they have been created
or recelved, provide a“roadmap” to the records created and maintained by an organization, and
facilitate dispogitioning the records. Thefile plan provides a standardized records classfication
scheme that improves filing, enhances access and retrieva, and supports the use of records
disposition schedules.

Although there are many gpproaches to developing file plans, they are typicdly organized
hierarchically according to the functions of the organization. Each function isassgned aplan item
number and subcategories are identified by extensons of the main number. The following
represents a basic, two-levd file plan outline

100 — Adminidrative Management

100.1 — Adminigtrative Support Databases

100.2 — Office Adminidrative Files

100.3 — Cdendars, Schedules and Logs of Daily Activities
200 — Personnel Management

200.1 — Performance Evauations

200.2 — Disciplinary Actions

200.3 — Awards

In the file plan example above, the functiond categories (e.g., 100, 200) represent afolder (in an
eectronic filing system) or afiling guide (in a paper system). The subcategories then become a
subfolder (in an eectronic filing system), or a paper folder (in apaper system). Itisat this
subcategory leve that records are dispositioned.
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Officefile plans are essentid to proper information management because they organize records
according to Departmentd, rather than individua requirements. Many eectronic records are
maintained by individudsin their e mail folders or in folders on loca hard drives or share drives.
Each individud has a different method of naming the folders and they are not ble to others
with aneed to review or use the documents.

A comprehensve office file plan provides a“location” for every record in an eectronic or paper
filing system. Understanding the file plan helps users know where to file their records and helps
others know where to find the records they need to complete their tasks. Linking thefile plan
categories and subcategories to the appropriate record disposition schedules enables users to
implement the proper retention and disposal of the records.

Whilefile plans asagt in filing, accessing, and digpositioning records, file manuas may be needed
for largefiling areas to provide a greater level of detail on how each category or subcategory of
record ismanaged. Information provided in afile manud often includes the following information
about arecord category:

a. Location — Where the dectronic files or hard copies are physcadly mantained.

b. Custodian — The person respongble for filing the record copy of the dectronic file or
hard-copy document.

c. Content — A description of the documents that should be filed in order to ensure a
complete, accurate record of the activity.

d. Arrangement — How documents are organized within the folders.
e. Labds— Indructions on how to identify the eectronic or hard-copy folders.

f. Dispostion— Cut-off or transfer information from the records disposition schedule

11



FILE PLAN Page of
Office (name and symbol) For FY
Prepared by (files custodian) Phone No. Room No. Date

Reviewed by (supervisor)

Approved by (records manager)

PLAN
ITEM
NO.

TITLE OR DESCRIPTION OF SERIES OR SYSTEM

DISPOSITION CITATION
(Records Schedule Item
Number)

Figure 1. Sample File Plan

After the records have been inventoried, you can use DOE Form 1324.10, “ Records Inventory
and Digposition Schedule (RIDS),” to document the results. Although this extra step is not
required, it is an excellent way to record the results of an inventory and document the disposition
schedules that apply to therecords. A sample DOE Form 1324.10 isin Figure 2 and can be
obtained from the Headquarters Records Management website
(http://webdev.cio.doe.gov/RBM anagement/Records/recstore.htm). Use DOE Form 1324.9 for

continuation pages. The RIDS form documents the results of an organization’ sinventory of
records and nonrecord material and provides appropriate retention and disposition schedules and

ingtructions.
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3. PLANNING AND ARRANGING FILES

a Offidd File Sations/Network Share Drives. Officid file gations or network share drives
are specificaly designated organizationd units where officid file copies of documents are
maintained. For dectronic records, officid file stations may be established on a network
drive, provided the requirementsin the DOE M XX X.XX, “DOE Electronic Records
Management Manud,” (to beissued) are met. File stations may be established at any
organizationd level as necessary to provide a network of recordkeeping locations within
an office or divison to:

Q) Provide technica control and supervision of officid files,
2 Facilitate coordination between and among file Sations, and
3 Assure uniformity in filing and reference procedures.

b. Centrdization and Decentraization of File Stations/Network Share Drives

@ Centralized Files. In centraized files, the files of aunit are maintained in one
location. Consgder locating filesto a centraized file when:

- More than one work unit has need for the samefiles.
- Units are sufficiently near the centrd file for prompt service.

2 Decentrdized Files. Congder locating filesin a decentralized file when:

- Hles are of interest to only one work unit.
- Centrdized filing istoo distant for efficient service.
- Information must be immediately available to the creetor.

- Congtant reference is made to the files by a particular organization
unit.

4, FILING TECHNIQUES. Filing techniques are discussed in Attachment 2 of this handbook.
Regardless of the method used to file records, records must be easily retrievable and segregable
by record status (i.e., record versus nonrecord), and by retention period (i.e., temporary versus
permanent).

5. RECORDS STORAGE MEDIA. Records storage media refers to the medium used for the
storage of the records. Paper is one of the various storage mediums. In generd, the paper

13



medium has no specid requirements imposed upon it. An exception isthe thermd paper used in
facamile transmisson. Records Management Numbered Memorandum 94-50 addresses this
issue. Records in mediums other than paper, however, often have some prescribed environmental
conditions and/or product specifications to prevent information |oss.

a

Audiovisud Records. Audiovisud records are managed and stored in accordance with
36 CFR 1232. Cooler temperatures and lower relative humidity are recommended for
the storage of film to prolong the useful life of the film base and image. Generdly, the
temperature should not exceed 70 degrees Fahrenheit and relative humidity should be
maintained between 30-40% and not exceed 50%.

Micrographic Records. Micrographic records are managed and stored in accordance
with 36 CFR 1230 and include the formats of roll film, computer output microfilm (COM)
and microfiche. Permanent and unscheduled microform records are stored under the
extended storage conditions specified in SO 18911:2000 and ANSI/PIMA 1T9.22-
1998, except that the rdative humidity of the storage area must be a constant 35 percent
RH, plus or minus 5 percent. Temporary records are stored under conditions that will
ensure their preservetion for their full retention period. Additiondly, permanent and
unscheduled records in microform are to be ingpected initidly in accordance with
ANSI/AIIM M$45-1990, and every two years therefore.

Magnetic Computer Tapes. Magnetic computer tapes are to be maintained at a constant
temperature of 62-68 degrees Fahrenheit and a congant relaive humidity of 35-45
degree Fahrenheit. 1n addition, magnetic computer tape containing permanent and
unscheduled records are to be statisticaly sampled annudly to discover and correct
causes of dataloss.

Direct Access Storage Media. Direct access storage media (e.g., compact disks, floppy
disks, network drives) are to be stored in accordance with industry recommendations and
information technology standards.

14
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CHAPTER I11. RECORDS DISPOSITION

1 OBJECTIVES. Threeimportant objectives of records disposition are to:

a Preserve records of continuing value such as those reflecting the Department’ s activities of
higtorical interest and the records that reflect the areas of health and the environment.

b. Destroy records of temporary vaue as soon as they have served the purpose for which
they were created.

C. Move noncurrent (inactive) records from office space and filing equipment to less
expengve sorage fadilities, thereby improving use of files and reducing maintenance costs.

2. TERMSUSED IN THE RECORDS DISPOSITION STAGE.

a Current Records. These are records that are used on adaily basis and are necessary to
conduct the business of an office and, therefore, are generaly maintained in office space.

b. Disposition  Digposition means the actions taken regarding records no longer needed for
current business.

(@D} Retirement. Records are sometimes referred to as being “retired” when they are
sent to low-cost storage for servicing and ultimate destruction or retention.

2 Trander/Access. Records are “transferred” when they are moved from one
location to another. Thisincludes sending them to low-cost storage. Records
may be transferred to another office as aresult of the dignment of functionsor a
reorganization without prior approval. For transfers of records other than these
two types, the Departmental Records Officer should provide approval.

C. Destruction The destruction of records includes the physical destruction of the record
materid itsdlf or the deletion of the informationa content. Unclassified records authorized
for destruction by NARA-approved DOE records schedules may be:

@ Placed in wastebaskets or recycled (sold as waste paper).
2 Destroyed by any method considered appropriate to ensure destruction, should
this action be required to avoid disclosing information having imposed disclosure

restrictions.

3 Erased and reused, if appropriate, when the record consists of magnetic tape or
comparable media.

17



Noncurrent Records. Noncurrent records are no longer required to conduct Department
business and are ready for digpogtion as identified in the Records Disposition Schedules.

If the records have not met the required retention period, these records are usudly
transferred to alow-cost storage area.

Records Schedules. A records schedule is a document that provides mandatory
ingtructions for what to do with records when they are no longer needed for current
business. Alsp, it authorizes the final digposition of recurring or nonrecurring records. It is
often referred to by other terms: arecords disposition schedule, arecords retention
schedule, arecords retention and disposition schedule, a schedule, a records schedule, or
anitemif the“schedule” is subsumed under a broad topic thet is identified as arecords
schedule, i.e., a Records Schedule numbered 6 may have 10 items under its heading. An
item dsoisreferred to as a “schedule” becauseit is a schedule for making diposition for
aspecified records series. The terms “authority or authorization” is sometimes used to
mean “records disposition schedule” NARA approved DOE records schedules are
available on the RM website: (http://cio.doe.gov/RBM anagement/Records/dissched.htm)

Records Digposition Authority. Only after gpprova by NARA do records disposition
schedules become legd dispostion authority. Schedules provide for the selective
retention of records of continuing value and the destruction of records of temporary value
after the expiration of a specified period of time or upon the occurrence of a pecific
event.

Records Series. A records series conssts of file units or documents arranged according
to afiling system or kept together because they relate to a particular subject or function,
result from the same activity, document a specific kind of transaction, take a particuar
physical form, or have some other relationship arising out of their creation, receipt, or use,
such asredtrictions on access and use. A records series is generally handled as a unit for
disposition purposes. In arecords series the records will be of the same type; such as
procurement files for transactions in excess of $25,000 and files for transactions of
$25,000 or less are the same type of files. These congtitute arecords series but possess
different retention periods. Therefore, they would be listed separately under the same
records series.

Semicurrent Records. Semicurrent records are seldom required to conduct business and
can be moved to a holding area or directly to arecords center.

Types of Records Disposition Schedules. The three types of records disposition
schedules are these:

1) Genera Records Schedules. These are approved schedules for records common
to Federa agencies.

18
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2 DOE Adminigrative Records Schedules. These schedules provide a customized
liging of records contained in the NARA General Records Schedule as
customized to the needs of the Department and its contractors except for Power
Marketing Adminigrations.

3 Program- Specific Records Schedules. These schedules cover the site-specific
and unique program records held by any Departmental or contractor office.

Unscheduled Records. Records which cannot be matched to an approved records
schedule and whichfind disposition has not been approved by NARA.

3. RECORDS DISPOSITION PROCESS. (36 Code of Federd Regulations 1228.22,

“Deveoping Records Schedules,” provides additiond guidance.) Records digposition is achieved
through the records series scheduling process:

a

Review. Review misson responghilities and recordkeeping requirements. Obtain thelist
or ligs of essentia records for the offices whose records are being scheduled. If no list of
essentid records has been gpproved, examine pertinent documents, such as laws,
regulations, organization charts, and functiond statements to determine records that should
be maintained to meet recordkeeping requirements. Consult with program managers, data
processing managers, and records personnel to obtain their requirements, interpretation of
imposed requirements, and recommendations.

Inventory. Inventory records series, including both record and nonrecord materids.
Include a description of the records medium, location, volume, inclusive dates,
informational content, and use. Information that must be collected during the inventory
processis described in Attachment 1, Conducting a Records Inventory.

Apply Schedule. Match the records series inventoried with the record schedules found
on the DOE Records Management website. |f a series cannot be “matched” with a
schedule, anew schedule will be needed and the steps in the following paragraphs taken.

Prepare Draft Schedule. Proposed ingtructions for handling the unscheduled records are
prepared. They are entered on a Standard Form 115, Request for Records Disposition
Authority. Thisform isused to obtain disposition authority for the unscheduled records.
(See Figure 3.) Other correspondence or completed forms may be substituted for the
SF-115 and submitted to the Departmenta Records Officer provided that they contain
the required information suitable for atachment to an SF-115. Recommendations for
new or revised records schedules should contain the following information:

(@D} Unit. Organizationd unit(s) accumulating the records;
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3

(4)

Description. A clear and meaningful description of the records, including the
purpose for which the records were crested, their relationship to the program
activities of the unit cresting them, and their relationship with other records,
including any duplication of the information elsewhere;

Retention Period. A proposed period of retention no longer than necessary to
satisfy normd adminigtrative, higtoricdl, legd, and fisca requirements. Include
judtification for the retention period. If the retention period proposed is longer
than that for which the records are in active use, the recommendation should
provide for their transfer to low-cost storage; and

Samples. Representative samples of the records. These sampleswill not be
returned unless requested.

Review and Approva of Draft Schedule

@

2

3

(4)

Concurrence. Obtaining concurrences is recommended. The Departmenta
Records Officer will assume that the loca program office and the locdl legd
counsel have each concurred whenever new or revised schedules are submitted
for the additional gpprovas of the Department and NARA.

Departmental Clearance. Assemble the draft records schedule and submit it to
the Departmental Records Officer through established channds, induding your
records officer.

Review. The Departmental Records Officer will review the draft schedule and
evauate the information furnished for conformity with established policies and
regulations. If additional Departmental coordination is deemed appropriate, the
schedule will be referred to offices having a program interest. If the decisonis
made to add or change a disposition schedule, the Departmental Records Officer
will take the necessary action to obtain gpprova of the disposition authority.
Unless the record is unique to one office, requests for changes or additionsto a
disposition schedule will be written to cover identical records Department-wide.
Additions or changes to schedules will be published for insertion as changesto the
appropriate records schedules. Records recommended for disposal shall not be
destroyed until specific authority has been issued.

Approva. NARA must approve the records schedules. Otherwise, they are
draft schedulesonly. Likewise, for certain records, the GAO will dso be
requested to approve those records schedules determined by the Departmental
Records Officer to require that office' s gpproval.
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Implement. Approved schedules have little value unlessimplemented. Implementation is
accomplished by having the office' s inventory reflect dl of the office s records series

maintained and the corresponding authorized disposition. Then the disposition authority is
applied to each records series.
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REQUEST FOR RECORDS DISPOSITION
AUTHORITY

(Saa Inslru-:._ti-:nns o revarsa)

LEAVE BLAMK (NARA) use onlyl

JCOB MUMEER

TO: MATIOMAL ARCHIVES and RECORDSE ADMIMNISTRATION (NIR)
WASHINGTON, DC 20402

DATE RECEIVED

FROM {Agency or establishment)
Department of Enargy

MAJDR SUBDIVISICN
Enargy Information Administration

MINOR SUBDIVISION
Mational Energy Information Center

NOTIFICATION TO AGEMNCY

In aczord ance with the previous provisions of 44
L.5.C. 32303a the disposition request, including
amendments, is approved except for items that
may be marked "disposition not approved” or

"withdrawn® in column 10.

MAME OF PERSCN WITH WHOM TO CONFER 5. TELEFHONE

AGEMNCY CERTIFICATION

ARCHIVIST OF THE UNMITED

STATES

| heraby certify that | am authorized to act for this agency in matters pertaining to the disposition of its records and that the records
proposed for disposal on the attached page(s) are not now needed for the business of this agency or will not be needed after
the retention pericds specified; and that written concurrence from the General Accounting Office, under the provisions of Title 8 of

the GAD Manual for Guidance of Federal Agencies,

1 1
is not required; is attached; or has been requested.
SIGMATLURE COF AGENCY REPRESEMTATIVE TITLE
Leader, Records Management Team
7. 9. GRS OR 10, ACTION
ITEM 8. DESCRIFTICON OF ITEM AND PROPOSED DISP OSITION SUPERSECED TAKEM (MARA
M, JOB CITATION USE OMLY)
Fleass see attachad.
115-108 MEM T540-000-634-4 064 STAMDARD FORM 115 (REW. 3-91)

PREWICUS EDITION NOT LISABLE

Fgure3
Standard Form 115
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REVIEW OF RECORDS SCHEDULES. Each officeis responsble for complying with the

provisons of records digposition schedules and ascertaining that dl of the office s records are
covered by gppropriate disposd ingtructions. Files should be checked at least annudly by
comparing them with the inventory to determine that it is still accurate and that the gpplicable
records disposition schedules are adequate and are being followed.

a

Recommendations. Changes to records schedules should be recommended only when
the need is clearly indicated and judtified. Recommend adding, deleting, or changing
records disposition schedules when annua reviews disclose:

@ Record series not covered by the schedules.

2 Items that should be deleted from the schedul es because the records involved are
no longer being created or maintained.

3 Retention periods that need to be changed.

Submisson Channds. Submit proposed records disposition schedule revisionsto the
Departmental Records Officer through established channdl's including your Program
Records Officid (PRO). Recommendations for revison should contain the information
specified under paragraph 3d, above.

RECORDS RETIREMENT. Retain in the office as current records the minimum volume of

records congstent with efficient operations. Retire to low-cost storage inactive records on hand
and not scheduled for early destruction. The disposition schedules for Departmenta gpplication
are on the ClO Records Management Website. The schedules include retirement ingtructions for
many file series. Generd criteriaregarding retirement are asfollows:

a

Reference Rate. Transfer filesto low-cost storage if they are not referred to more than
once a month per file drawer, provided that the cost of shipping them to storage does not
exceed the savings to be achieved by reducing the current, more expensive, storage space
used. Filesthat meet this criterion should be transferred regardless of how urgent the
need for reference, how important the records, their classification, or how extensive the
restrictions on their useis.

Retention Less than Three Years. Ordinarily, files should not be retired to an FRC if they
will be destroyed within one year of the transfer. Occasiondly, files with lessthan one
year retention may be retired to an FRC if the files are bulky, continued retention in office
gpaceis codtly, and the local FRC agrees to the transfer.

Vdume. Small amounts of records (less than one cubic foot) should not be retired asa
sole transfer action. Wait until at least one or two boxes are ready for transfer. Records

23



should be retired a annud interva's except when the volume involved warrants more
frequent trandfers.

RETIREMENT/TRANSFER OF RECORDS TO A FEDERAL RECORDS CENTER (FRC).
The FRCs are operated by NARA for the storage, processing, and servicing of Government
records. Regional FRCs are located throughout the United States. In addition, there are two
Nationa Records Centers. The Washington Nationa Records Center (WNRC), Suitland,
Maryland, is available for the use of Federa agenciesin the Washington, D. C., area. The
Nationa Personngl Records Center (NPRC), St. Louis, Missouri, houses the personnd and pay
records of al Federad employees. Normdly offices will retire digible records to the nearest
center. Sometimes exceptions are gpproved based upon ajudtification. Included below are
indructions for the retirement of filesto low-cost storage. More detailed information is available
from the GSA Records Management Handbook, “Disposition of Federa Records’ (NSN 7610-
01-055-8704). http://www.archives.gov/records- mgmt/publications/disposition-of-federal-
records/index.html.

a Initiating Retirement. When records become dligible for transfer, the custodian of the
records should estimate the volume involved and prepare a DOE F 4250.2 “Requisition
For Supplies, Equipment, Or Service’ to request record boxes. The Program Office
sends the requigtion to the Self Service Stores for processing. Recordkeepers need to
coordinate with their PRO and Records Liaison Officer (RLO) and inform them of the
nature and quantity of the records proposed for retirement and any additiona information
that may be required.

b. Review Prior to Transfer. Before files are boxed for transfer, they should be screened
(review and removdl) to eiminate norrecord material and materia authorized for
immediate destruction. Screening should be limited to complete folders or subject coding
file categories.

C. Packing the Records. Pack the recordsin the standard corrugated boxes that should be
obtained through norma supply channels. Each container measures approximately 15 X
12 X 10 inches and holds one cubic foot of files. Pack the recordsin an upright podtion
in the cartons. Pack them in the same arrangement used in the origind file. Do not place
records with widely different retention periodsin the same carton. Avoid packing files so
tightly in the box that referencing the records becomes difficult; i.e., leave a smdl amount
of loose working space in the box. If the cartons are to be shipped to an FRC by freight,
express, or parcel pogt, reinforce them by taping the closed carton. (See Figure 4.)

d. Numbering the Boxes. After the boxes arefilled, prominently enter in the upper right
corner of the front of each box with a pencil the number of the box and the number of
boxesin thetransfer, i.e,, 1 of 12. If the gppropriate control number (Accession
Number) has been obtained from the Records Holding Area (RHA) staff, mark it in the
upper |eft corner of the front of each box. (See Figure4.)
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FRC.

@ Approvd. If an FRC approves your records for transfer, the photocopy of the
SF 135 will be returned to you within ten working days. The accesson number
(items 6a through 6¢) will be completdy filled out. The SF 135 will be stamped
“Place this copy in box 1 of the shipment.” A copy should be made and retained

in your suspensefile.

2 Shipment Notice. Some centers attach a Shipment Notice to the SF 135 they
return. An entry block on it may indicate the latest date your shipment of records
can arrive at the center without being rgjected. The Shipment Notice also
provides generd information concerning shipping records.

3 Late Shipments. If your records do not arrive within 90 days after the tranamittd
date of the annotated SF 135, or the same date entered on the Shipment Notice,
your accession number will be cancdlled. (Shipments originating outsde the
continental United States are given 120 daysto arrive or be rgjected.) A
cancelled accesson number will require that another SF 135 be submitted and
approved before the records may be shipped.

Oversized and Undersized Records. Contact your RLO for indructionsif odd-sized
records are to be shipped.

7. PREPARING TRANSMITTAL FORMS.

a

SF 135, “Records Transmittal and Receipt.” The retirement of recordsto an FRC
requires the preparation of an SF 135, “Records Tranamittal and Receipt,” (see Figure 5)
HQ F 1324.8, “Records Transfer,” (see Figure 6.)an  Complete the forms by following
the ingtructions on the reverse sde of the SF 135 and HQ F 1324.8 or refer to our
website http://www.directives.doe.gov/pdfs/formshgf13248.pdf. Submit the completed
SF 135 and HQ F 1324.8 to the Records Holding Area staff for approva. The Records
Holding Area Staff will review the forms for completeness to determine the
appropriateness of the trandfer. If the transfer is approved, RHA staff will return a copy
of the SF-135 and HQ F 1324.8 to the submitting office indicating that the records may
be transferred. This copy is placed in the first carton of the shipment when the records are
shipped to the FRC. The Records Management website contains up-to-date guidance on
preparing these forms at http://cio.doe.gov/RBM anagement/Records/recstore.htm and
should be the first point of reference for records management ingtructions and policy
information.

Filling Out the Form  Follow the instructions on the reverse side of the SF 135 that
explain how to complete the form. For item 6h, “Digposa Authority,” insert the reference
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to the specific number of the appropriate DOE records disposition schedule. If thereis
no disposition schedule that applies, contact the RLO for ingtructions.

SHIPPING THE RECORDS.

Use the most economica means available to ship filesto an FRC. The DOE movers
trangport records from the Program Officesto the FRC. The FRC aso has trucks
available to pick up records.

Boxes will be stacked on palets and shrink wrapped for trangporting to FRC. All boxes
that are transferred from DOE must have a DOE address label (avallable from the RHA
g&ff) placed on the back of the box. Properly packed boxes weigh approximately 25 to
30 pounds each.

COMPLETED TRANSFER. After the boxes are shelved, the FRC completes the remaining

items on the SF 135:

8.
a
b.
9.
a
b.
C.

Item 6] (Location). If thisitem was not completed prior to shipping the records, it will be
completed after the records have been shelved. It indicates the records center location
for the boxes.

Items 6k to 6m. These are for entering codes used by the FRC for their internal use.

Item 4 (Records Center Receipt). The Chief of the Appraisd and Disposition Branch
sgns here after the transfer process has been verified.

10. RETURN OF THE STANDARD FORM 135. Upon completion of the transfer and entry of the

above information, the completed SF 135 is returned to the RHA staff for processing.

11. ACCESS/REFERRALSTO STORED RECORDS. Even though records are physicaly

stored in FRCs, they are readily accessible to the offices that retired them. Program offices

should send an e-mail to RHA gtaff requesting reference services. The RHA gaff will - request
records using the Optiona Form 11, “Reference Request Federa Records Center.”  (Exception: SF
127, “Request for Officid Personnel Folder,” will be used for the retrieva

of or reference to personnel records from NPRC.) Persons requesting reference service

should specify:

a The name and location of the person for whom the request is being made.

b. The accession number of the transfer in which the records were included, as shown on the
copy of the SF 135, “Records Tranamittal and Receipt.”

C. A description of the information and records desired.
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d.

The FRC number of the carton in which the records should be found.

12.  TRANSFERSTO THE NPRC. Officid Personne Folders and related payroll records shdl be

retired to the NPRC (Civilian) at St. Louis, Missouri, as prescribed in the records disposition
schedules and as further explained in this paragraph. This Center does not acknowledge receipt
of records.

a

Officid Personnd Folders of Federa employees who are separated from the Department
are placed in an inactive file upon their separation. Thereefter, these inactive folders are
transferred to the NPRC. (See 36 CFR 1228.154.) Loose papersto beincludedin
officid personnel folders previoudy sent to the records center shal be forwarded to the
center with an accompanying cover letter. Only those documents required for long-term
retention may be forwarded for interfiling. Use SF 127, “Request for Officia Personnd
Folder (Separated Employee),” to request the personnd file of a separated employee (see
36 CFR 1228.154(€e). A separate copy of SF 127 isrequired for each individua
personne folder.

Payroll Records. Because of their value as auxiliary personnel records, certain payroll
records (such asindividua earnings and service cards, find leave records, and in some
gtuations, memorandum copies of payrolls) are transferred to the NPRC. Where
practical, these records will be transferred in the standard boxes used by the FRC.
Forward SFs 135 and 135ain duplicate to the NPRC.

NOTE: Contractor Employees. Officia Personnd Folders of contractor employees who
are separated are subject to the DOE records schedules. Officia Personnd Folders of
contractor employees are not sent to NPRC.

13. DESTRUCTION OF RECORDS IN FRCs

a

Tracking. The centerstrack the destruction authority for dl the records they store. When
the approved destruction date approaches, the center sends the appropriate Records
Officer aligt of those records that the authorized destruction date will occur on or before
the center’ s next month in which records are destroyed, i.e., January, April, duly, and
October. The RHA gaff will forward a disposd memo to the Program Records Officid
requesting approval for destruction of records. Once approval is authorized by the PRO,
the RHA gaff will coordinate with the History and Heritage Group for find agpprova of
destruction. The RHA gaff will submit a destruction memo to the FRC indicating the
appropriate accessions approved for digposal.

NPRC. Records at the NPRC will be destroyed in accordance with applicable
regulations without clearance with the Department.
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FRCs Records stored at other FRCswill normaly be destroyed in accordance with the
gpplicable DOE records schedules. However, if Item 6g of SF 135 indicates that further
clearanceis required, the FRC will request written concurrence from the Department
prior to destroying the records. If unusua circumstances require thet certain records be
kept longer than their scheduled retention, submit evidence of the need to retain the
records and request that NARA approve the suspension of destruction until the
requirement is ended, as provided by 44 United States Code 2909, Retention of
Records. If it isdetermined that certain records should not be destroyed as indicated on
the origina form used when the records were trandferred to the center, the center will
honor ajustification provided to request that the records not be destroyed as origindly
authorized.

. Response Required. [If the notice of pending destruction of records by the center is not
responded to, the specified records are destroyed.
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Shipment must arrive at FRC by:

Please follow the steps below carefully to avoid rejection of your shipment.
1

g ownN

o

Accession number A » |34/96

Narrow unstapled end >y,

Nylon filament type N |_|_|
<

Records Shipment Instructions

Agency box number

\

—~—d

1/51\ Total number

v [ of boxes

In accession

91/2

v

12"

Print the accession number in the upper left corner of the narrow unstapled end of the box asillustrated abg
Use black felt marker, making numbers 1Y%’ to 2" in size.
Print box numbersin upper right corner of the narrow unstapled end of the box asillustrated above.
Secure boxes by crisscrossing the flaps on top of each box.
FRC' s accept only boxes with the following Federal Supply Service Stock Number 8115-00-177-8249.
All shipments over 50 boxes must bein anumerical order such that the first box to be unloaded will be thel
box of the accession.
If your shipment is over 250 boxes, instruct freight linesto contact (Local Name) of the Federal Records Cen
at (Local Tel. No.) at lest 24 hours prior to delivery.
Ship all accessionsto: Federal Records Center
(Local Address)
Noncompliance with the above steps could result in the rejection of your shipment. Any additional freight
charges will be the responsibility of the shipping agency.

Figure4

pst

ter
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Figure 5
Sample Standard Form 135

Records Transmitta and Receipt
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Figure 6
Sample Headquarters Form 1324.8

Records Transfer
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CHAPTER IV. SPECIAL CATEGORIES OF RECORDS

1 GENERAL. Some records require specia handling because of their informationa content. These
records are categorized and handled as follows.

2. CLASSIFIED RECORDS. Approved records disposition schedules are required for dl
classfied documents. Classified documents are also records. Classification requirements must be
followed regarding any aspect of the creetion, maintenance, or digposition of classified records for
aslong asthey remain classfied. For the security requirements and procedures affecting classified
records, see DOE M 470.4-4, Information Security Manual, dated 08-26-2005. Clearly
identifying dassfied records on the recordsinventory may asss in complying with the Manud.

3. SENSITIVE UNCLASSIFIED RECORDS. In the absence of specific requirements, such as
thosein DOE O 471.1A, Identification and Protection of Unclassified Controlled Nuclear
Information, dated 6-30-00, unclassified sengtive records should be protected by the following:

a Ensuring that only authorized personnd have access to the records.

b. Providing for protection againgt information loss. (Back up eectronic records, for

example))
C. Ensuring that personnd are trained to protect sendtive records.
d. Providing for eectronic records security in computer systems.

4. EPIDEMIOLOGICAL AND OTHER HEALTH STUDY RECORDS

a Radiation or Toxic Exposure. Currently, records reflecting radiation or toxic exposure
may not be destroyed. Further, this should be understood to include that documentary
evidence of nonexposure, aso, may not be destroyed. This latter aspect (nonexposure
documentation) only gpplies to employment where the potentia for exposure exists.

b. Re-evduation of Retention Periods. The Department is currently reevauating the
retention periods for the various records specified as epidemiological records.
Appropriate retention periods will be determined for the various categories. The
information and datain the records is required for epidemiologica or other health Sudies.

An epidemiologica study aims a discovering relationships amnong the various factors
determining the frequency and distribution of diseases, if any, related to employment or
occupationd, environmental hazards. The occupations targeted are in contractor
organizations and Federa activities having the possibility of exposing employeesto
radiation or other toxic substances. In addition, some epidemiologicd information may be
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needed to establish basdline information about "normal controls.”  Such information may
be useful to compare with information developed concerning diseases, harmful effects, or
other injuries.

Responsble Office. The Office of Hedth (EH-5) has respongbility for directing an
epidemiologica hedth sudy. Questions concerning epidemiologica records should be
directed to this office.

Site Records Invertories. Memoranda signed by the Secretary of Energy require
completion of Site records inventories of the types of records indicated as condituting
epidemiological records. The memoranda have indicated the office named above as
having overd| responsibility for the studly.

Types of Recordsto be Inventoried. Attachments provided with the memoranda
requiring completion of Ste records inventories identify the categories of records to be
considered "epidemiologicad” records. In broad terms the types of records to be
inventoried as epidemiological records reflect the hedlth of, or work experience of,
employees or othersinvolved in, or affected by, work activities having the potentia for the
occurrence of harmful exposure to hazardous substances or emissons. Useful information
will reflect both safe and unsafe work performance of activities at work sites having an
inherent hazard potentid.

@ Organizational Records thet indicate officid assgnments and responsibilities are
useful for determining employeesin positions of respongbility should it be
necessary to contact them to obtain additiona information not reflected in officid
records of activities. Employees possessing additiond useful information include
those monitoring environmenta conditions, assgning work, and ensuring safe
operations.

2 Individual Records.

@ Collective Information  Collective information about individuas such as
rogters of workers at afacility is useful for comparison purposes.

(b) Individud's Information  Information about individuals of use to the study
includes demographic information, work history, medical data, mortdity
data, exposure to external radiation, exposure to internd radiation,
exposure to hazardous chemicals, and exposure to hazardous physica
agents.

3 Facilities Monitoring Data. Data pertaining to facilities monitoring relates to
monitoring the facility hazards, monitoring of personnd, types of equipment used
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for monitoring, the calibration of the equipment used in monitoring, and the
procedures established for monitoring.

GOVERNMENT-OWNED RECORDS. Information that condtitutes " Government-Owned"
recordsisthis "All information received, created, or compiled by the officers and employees of
the Department and M& O contractors for the use of the Government or the contractor in
performance under the contract.” Asofficid information, it congtitutes officia recordsand is,
therefore, the property of the United States. No Federd or contractor officias or employees
have, by virtue of their pogtions, any persond or property right to official records even though
they may have helped develop or compile them. The unlawful destruction, removad from files, and
use of officid recordsis prohibited by the

U. S. Crimind Code, Title 18 United States Code (U.S.C.) Section 2071, Concea ment,
Removd, or Mutilation Generdly.

HISTORICAL RECORDS REQUIREMENTS. The primary purpose for keeping Departmenta
recordsis to meet the needs of the Department. This may require retention for either ashort or a
long period of time, but after the Department's needs are met, a second purpose may be served
by Departmentd records: Any that are of sufficient value for use by scholars and researchers
should be preserved as historically valuable records. After the Department no longer needsiits
higoricaly vauable records for Departmental use, such records are offered to the Nationa
Archivesfor preservation. Since technology has provided new mediafor recordkeeping, records
maintained in mediums such as eectronic or micrographic need to be scheduled so that any having
higtorica value are preserved. Neglecting higtoricdly vauable records may cause them to
become lost or unusable. The Nationd Archives makes the officid Federal Government
determination that records are historicaly vauable by determining them to be of "permanent”
vaue.

PERSONAL PAPERS. Persona papers are the papers of officidsthat in the files that they
organize and maintain for their own persond use as distinguished from officid files.

PERSONAL PAPERS DONATED TO PRESIDENTIAL LIBRARIES. Persona papers may
be donated to presidentia libraries. Preservation of the papers of the President of the United
States and the persond papers of his/her associates and contemporaries is authorized by 44
U.S.C. 2112, Presidential Archiva Depostory. Persona papers of Government officids are the
filesthey have organized and maintained for their own persona use as digtinguished from officia
files Persona paperswill ordinarily include correspondence of officids that does not directly
concern the work of their office and that is not intended to be a part of the officid files of the
office. The correspondence may be with friends, family members, professond or business
asociates, or other adminigtration officids. Department officids who are asked to donate their
persond papersto aPresidentia Library shal ensure that the papers are, in fact, persona papers
and not officid Departmenta records. Department officias may, however, make extra copies of
officia agency records for donation to a Presidentia Library provided:
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a Such papers are digible for dispostion under Federd law as extra copies, 44 U.S.C.
3301, Definition of Records, and

b. Such copies do not consst of classfied materids e.g., under Executive Order 12356,
Nationa Security Information, of 4-2-82, or those defined as "Redtricted Datd' under the
Atomic Energy Act of 1954, Chapter 2, Section 11, paragraph y".

9. QUALITY ASSURANCE (QA) RECORDS.

a Requirements. A regulation and a directive require the designation and maintenance of
"QA Records' series as they apply to:

Q) Records for work licensed by the U.S. Nuclear Regulatory Commission (NRC)
or an NRC Agreement State and subject to the QA requirements of that agency.
10 Code of Federal Regulations Part 50 provides the applicable regulations.

2 Title 10 Code of Federa Regulations Part 830.120, QUALITY ASSURANCE,
is gpplicable to records of the Department and its M& O contractors unless
specificaly exempted asfollows Work licensed by NRC or an NRC Agreement
State and subject to the QA requirements of that agency, Defense Program work
associated with nuclear weapons, Energy Information Adminigtration records,
Nava Nuclear Propulsion Program records, and Research and Devel opment
work that must undergo peer review for publication.

b. Specified Records. The above regulation and directive require the designation and
maintenance of "QA Records' seriesfor the records specified. For operating and review
purposes, maintain the appropriate citation requiring the maintenance and designation so
that correlation of the requirement with its performance is clearly demonstrable;

@ Desgnation and Maintenance. Unless specificaly exempted, the organizations
affected by either of the two QA directives must designate QA recordsin
accordance with the applicable directive's requirements. Upon their designation
as QA records, establish and apply to the records the additiona requirements for
control, maintenance, storage, and retention.

2 Citation. Either the regulation or the directive will require the maintenance of the
records series as QA records. Cite the gpplicable one in the records schedule for
each QA records series. Subsequent changes, if any, in requirements can be
promptly implemented. In the event of an audit, the auditors may be concerned
with reviewing implementation of the gpplicable requirements.

C. Optica Disc Storage. NRC Generic Letter 88-18 provides for gppropriate quaity
controlsfor QA records stored on optica discs.
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@ The technology does not dlow deetion or modification of record images.
2 The image of each record is written onto two discs.

3 The legibility of each record image is verified to ensure that theimageis legibleon
both discs. If theimageisilleghble, the hard copy record is mantained asthe
record copy.

4 Onedisc is sored in the document imaging system for on line retrieva.

) The backup disc is stored in a records storage facility meeting the requirement of
ANSI N45.2.9-1974 for Sngle copy storage or in a separate remote location.

(6) To ensure permanent retention of records, the records stored on an optical disc
are acceptably copied onto a new disc before the manufacturer's certified useful
life of the origina discisexceeded. Thisindudes verification of the records so
copied.

@) Periodic random ingpections of images stored on disks are performed to verify
that there has been no degradation of image qudity.

(8 If the disk document imaging system in use isto be replaced by anincompatible
new system, the records stored on the old system's discs are acceptably
converted into the new system before the old system is taken out of service. This
includes verification of the records so copied.

Traning. Competent designation of QA records requires spedid training. Traningisaso
necessary to maintain QA records correctly.

Authorized Disposition  Although the completion of the maintenance and retention
requirements specified in the above regulaion and directive must be met, fina digposition
must be provided for, authorized in, and obtained from records schedules approved for
Departmenta application.

Records Schedules. QA records require approved records disposition schedules.
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10.

PERMANENT RECORDS.

a

Policy. Itisthe policy of DOE to trandfer in their origind form those records deemed to
be permanent by NARA. NARA will assume records ownership at the time of trandfer.
It isaso policy that permanent records that have been retained by the Department for 30
or more years shdl be transferred to the Nationa Archives upon issuance of this
document, unless judtification can be provided for continued retention of the records by
DOE. Specific Record Series that contain permanent records are identified as such in the
approved DOE Records Disposition Schedules.

If records are to be transferred to NARA for permanent storage, note that:

@ Only permanent records are transferred to NARA in accordance with schedule
indructions.

2 Permanent records transferred to NARA become the property of NARA.

Procedures for Transferring Records for Permanent Storage at NARA. Form SF 258,
“Agreement to Transfer Records to the Nationa Archives of the United States” isused
to transfer records to NARA for permanent storage. (See Figure 7.) Thisform may be
initiated by the trandferring organization or NARA.

@ When Initiated by NARA. NARA completes blocks 1 and 4 through 14 and
sends the origind to the Records Management Division. The Records
Management Division completes block 2, completes or corrects blocks 4 through
14. Block 2 will be signed and dated by the Departmental Records Officer. The
Records Management Division sends the origind to the gppropriate address 60
days before the records are to be transferred to the National Archives.

2 When Initiated at DOE. Prepare a separate SF-258 for each seriesor SF-115
item being trandferred. The program office completes blocks 2 and 4 through 14
on the SF-258 using the ingructions below and forwards the origina to the
Departmental Records Officer for review and signature in block 2.

3 Instructions for Completing SF-258, “ Agreement to Transfer Recordsto the
Nationa Archives of the United States.

@ Interim Control Number. Leave blank. NARA will fill in (box 1).
(b) Agency Approva. The Departmenta Records Officer will sgn and date

the form here (box 2A) and provide hisher name, title and mailing
address (box 2B).
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NARA Approval. Leave blank. When a proposa to transfer records to
the Nationa Archives of the United Statesiis gpproved, the appropriate
NARA officid completes boxes 3A and 3B.

Records Series Title/Date Span of Series (boxes 4a/4b). Theinformation
provided should include a records seriestitle, a statement of how the
records are arranged, dates of coverage, and sufficient detail to describe
the body of records being transferred. 1f accessto the recordsis gained
or facilitated through an index, box ligt, or other finding ad, include it with
the records being transferred. Indicate the appropriate disposition
authority number if the index is scheduled separately. If recordsarein an
FRC, attach each applicable SF 135, Records Transmittal and Receipt.
For eectronic records, describe any related documentation.

Fully identify the unit (5D) that created or organized the records. Place
the creating unit within its organizationd hierarchy (5A-5C). For
example, the responsble unit is a branch (5D), within adivison (minor
subdivision) (5C), within an office (mgor subdivison) (5B), and within the
agency or mgor component of a department (5A). Block 5A should be
the officid or legd name of the agency or bureau as published in the U.S,
Government Manud. In block 5E include the name and telephone
number (including the area code) of a person who should be contacted if
NARA has any questions about the records. If the originating
organization no longer exigts, provide the name of the contact person at
the successor organization.

Disposition Authority (box 6). This citation must beincluded. It can be
ether the item number assgned to the records within a records disposition
schedule (SF 115) approved by NARA or the item number assigned to
the records based on a NARA-approve DOE record schedule.

Is Security Classfied Information Present? (box 7) If the records contain
security classfied information, check "Yes' and indicate the highest leve
of classfication present. Indicate any additiona applicable nationa
Security specia access redtrictions (e.g., Sensitive Compartmented
Information - SCI or North Atlantic Treaty Organization - NATO).
Restricted Data and Formerly Restricted Data- RD/FRD - refersto
information subject to the Atomic Energy Act of 1954. Check
"Segregated” to indicate that security classfied records have been
segregated from unclassified records or information subject to specid
access redtrictions has been segregated from other classified information.
Check "Declassfied" to indicate whether any records have been

38



)

0]

1)

(k)
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(m)

declassified, and provide both the authority for declassfication and a
description of the declassified records.

Current Location of Records. Check the appropriate box for the current
location of the records.

1 8A.. For records located in the transferring agency or other
location, provide a complete address.

2 8B. For records located in an FRC, name the center, provide the
FRC accession number and container number(s), and the FRC
location.

Physcd Form(S) (box 9). Check al the boxes that apply to the records
included in the transfer.

Volume (box 10). Include both the cubic feet of the records and the
number and type of containers holding the records. For example: Cu. ft.
15; Number 15; Type FRC boxes. Provide separate volume figures for
each physical type of records, continuing on a separate sheet as
necessary.

Date Records Eligible for Transfer to Archives (box 11). Indicate the
date the records are digible for deposit in the National Archives. This
date is determined by the digposition ingructions for each item in the
approved SF 115.

Are The Records Fully Available For Public Use? (box 12) If the
records are exempt from release pursuant to the FOIA, 5 U.S.C.
552(b)(1)-(9) and (c)(1)-(3), thismust befully judified. Lig dl
exemptionsthat apply. 1f exemption (b)(1) is cited, complete block 7
accordingly. If (b)(3) is cited, include the full citation for the relevant
datute. If the records are subject to copyright, identify affected items and
the copyright holder.

Are These Records Subject To The Privacy Act? (box 13) The Nationd
Archivesisrequired to notify the public, through the Federa Regidter,
when it takes custody of records subject to the provisions of the Privacy
Act, 5U.S.C. 552a. Usethisblock to indicate whether the records
covered by this SF 258 are part of a Privacy Act "system of records' and
indude a citation to and a copy of the Privacy Act notice published for the
sysems. NARA will use the transferring agency’ s notice to inform the
public, through the Federal Regigter, that the records have been
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(4)

Q)

(6)

()

(8)

©)

(10)

transferred to the Nationa Archives and that no further modification of
them ispossible.

(n) Attachments (box 14). Check the appropriate box(es) and indicate the
atachment(s) being submitted with thisform.

(o) Shipping Ingructions to Agencies’'Remarks Regarding Disposition.
NARA uses this space to provide shipping instructions relaing to
transfers (box 15)

(p) Records Accepted into the Nationa Archives of the United States. The
appropriate NARA representative signs block 16 after the records have
been recelved a a NARA facility and NARA has confirmed that the
records received are the records described in block 4. Transfersto
NARA are not find until NARA has sgned block 16. NARA sends the
agency acopy of the completed form.

(o)} Nationd Archives Accession No (box 17). NARA assgnsthisunique,
permanert control number to each transfer of records.

The Departmenta Records Officer forwards the SF-258 for review and
processing to a management analyst on saff. The andyst will make required
revisons or create anew SF-258 and coordinate approvas for transfer by the
History and Records Group and with NARA.

The management andys will make acopy of the SF-258 and hold it in apending
file

The Departmental Records Officer gpproves the origind SF-258 by sgning the
form.

The management andys will update the electronic database and will mall it to the
Nationa Archives.

NARA assgns the SF-258 a control number, approves the form (or proposes
changes), and sends a copy of the form back to the Departmental Records
Officer.

The management analyst updates the SF-258 in the el ectronic database with the
NARA control number.

The andyst verifies that the boxes are located in the Program Office or stored a
the WNRC.
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(11)

(12)

(13)

(14)

(15)

(16)

(17)

(18)

The analyst prepares and forwards awork order to Assets Management and
Support Services Group requesting the boxes identified for transfer be staked on
askid (copy of the work order is held until work is complete and then destroyed).

The Assets Management and Support Services Group process the request,
schedules the job, and provides the Records Management Divisonwith a
proposed date of service.

The andyst coordinates the records transfer and date of delivery with the Archival
Projects Branch of the Nationd Archives and the program officeif they hold the
records.

Assets Management and Support Services Group movers stack the boxeson a
skid and take them to the loading dock for pick up by Nationa Archives
personnel.

The andy4d pulls the SF258 from the pending file and escorts the boxes to the
loading dock.

The Nationa Archives person picking up the records signs the SF-258
acknowledging receipt of the boxes and gives the form to the andyst before
departing DOE.

The andyst xeroxes one copy of the SF-258 and forwards it to the program
officefor thear files.

The date the records were transferred to NARA isinputted into the SF-258

database and the records database by the anadys. The andy4 filesthe SF-258in
the file cabinet.
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AGREEMENT TO TRANSFER RECORDS 10
THE NATIONAL ARCHIVES OF THE UNITED STATES

T TITETIEA CoRTTHOL MU, Teares Use ol

The records described below and on the attached
in the Mational Archives of the United States o1 eccordance with 44
WSS, 2107. The transferring agency certifies that any restrictions on
!L'I-'HS.EME%-'.‘ZM“ racords are in conformance with the reguiremants of &

In accordance with 44 .5,C. 2108, custody of these records bacomes
tha responsibility of the Archivist of the United States at the time of
transfer of the records. It is agreed that these racords will be
asdrmireetiered in acoordance with igtons of LL5.C. Chaptar
21, 36 CFR XN, 36 CFR Part 1256 and such other nules and regulations
as may be prescrbed by the Archivist of the United States (tha
Archivist], rless spocified and justified balow, no restrictions of the

TERMSOF AGREEMENT i
pages are depos-  wie of these records  will  be

impoeed other than the general and
5 ific restrictions on the use of records in the Natonal Archives of
the United Stiates that have been published in 36 CFR Part 1256 or in
the Guidle ro the Mations! Arcivees of the Lindted Srates. The Archivist
m dostroy, donata, or otherwise dispose of any containers
dupfcate copies, uwwsed forms, bBlank  stationery, nonarchiva
printed or cessed material, or other nonrecord material o any
manner suthorized by law or reFulntlm. Without further consent, the
Archivist may destroy deteriorating or damaged documents aftar thay
have been copies in a form that retaing all of the information in the
original  docurnent. The Archivist will use the General Records
Scﬁadl.le and amy apphicable records disposition schedule (5F 115) of
tha transferring agency to dispose of nonarchival materials contamed
in thia deposit.

1A, AECORDE SEFQES TITLE

[E. DATE SPAN OF SERIES

|28, AGENCY APPROVAL A4, NARA APPROVAL
Signature Date Signature Date
ZH. NAME, TITLE. MAILING ADDAESS 3B, NAME, TITLE, MAILING ADOAESS -
LECORLS NEDRNATION

{Astack any additional descrystion.)

|55 RCENCY OR ESTABLISHMENT

(58, AGENCY MAJOR SUBDIVISION

C. AGEMCY MINOR SUBDIVIZION

9, PHYSICAL FORME
FPaper Documants
Paper Publicaticns
D MicrolilmMicratiche
Blectronic Racands

Posiorss
Maps and Charts

I:I Arch | Eng Drawings
Miotion ¢ scund / Video

Phatographs Other fgpecifl: =
O LIMIT THAT CREATED AECORD 10, VOLURE: = COM TAMERS: ,
.
Cia, Mitr, Ft. ) Musrinar Type

EE, AGENCY PERSDN WITH WHOS TO CORFER ABOUT THE RECORLS
Name

Telephone Mumber | ]

11, DATE RECORDS ELIGIBLE FOR TRAMSFER TO THE ARCHNES

&, DISPOSITION AUTHORITY:

12, ARE RECORCS FULLY AVAILABLE FOR PUBLEC USE?

D YES D NO (i o, attach dimits on use sod justification. )

7. 15 SECUAIT ¥ CLASSIFIED IMFORMATION PRESENT 7 I_I [Ts]

LevEL: [ | Contidantiol [ | Secnet ] Tap secrm
SPECIAL MARKINGS: | | RDFRD || 500 I [ Jnaro

Orthar
INFORMATION STATUS: Sagrmgaoed | 1o a

[ ves

|6 CURRENT LOCATION OF RECORDS
agency {Complete BA only)
Federal Reconds Cantar (Complate BB onky|

14, ACHMENTS

|E5. ADORESS

13, ARE RECORDS SUBJECT TO THE PAIVACY ACTT

¥ e, cife Agency systam Number snd
Foadeval Register velume and page number of
ranst recent notice and alfach & copy of this
notice. )

[Ives [wa

Agersy Marnusl Excerpt
Additional Description
Privacy Act Motica
Qihar fspecifvl;

Listing «f Awcords Trarslered
A tarm 14087 or Equivalent
Mecrofoem Inspection Report
SFisl 135

COMTAINER NUMBERIS)

FB\. FRC ACCESSION NUMBER

FRC LDCATIOMN

Signaturae Date

16, RECORDS ACCEPTED INTD THE NATIOMNAL ARCHIVES OF THE UMITED STATES

17, NATIONAL ARCHIVES ACCESHON ND.

NATIONAL ARCHIVES AND RECORDS ADMINISTRATION

Freseribed by MARA

Figure7
SF 258, “Agreement to Transfer Records to the National Archives of the United States
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11.

12.

UNSCHEDULED RECORDS.

a

Permanent Retention. Unscheduled records have the potentid to be permanently
vauable, historical records. Until such time as the Nationa Archives determines the
records to be of either permanent or temporary vaue, they are required to be treated asiif
they were permanent. Thiswill prevent those that redly are permanent from being
mistreated or lost during the period of time they remain in the category "unscheduled.”

Records Series. All records in arecords series must be scheduled. Various categories of
records may comprise asingle records series. Architectural, Audiovisua, Cartographic,
Electronic (Includes but is not limited to Optica Disk, Punched Cards, and Magnetic
Tape), Emergency Operating, Micrographic, Paper, Quality Assurance, and Rights and
Interests. There are other factors too, such as legd, state requirements, and fiscd that
may affect retention requirements dso.  Retention requirements known to be applicable
to any of the records comprising the series should be factored into the schedule so that the
schedule reflects them in their totdity.

RECORDS OF SENIOR OFFICIALS AND STAFF. The creation of adequate documentation

and the preservation of Federa records are required by law and regulation (contained in 36 CFR
Chapter X11). Federal records may not be destroyed or removed from Government custody
without the approvd of the Archivig of the United States, and crimind pendties may be gpplied
to the unlawful removal or destruction of Federa records. Departing senior officids must not
remove Federd records. Only the Archivigt of the United States has the authority to approve the
removal of Federd records from Government custody.

a

Definition of Senior Officids. Senior Officids are defined as secretarid officers, heads of
program offices, heads of offices, their deputies and assistants;, the heads of staff offices,
directors of offices, or equivadent; principd fidld officids, and saff assstantsto dl these
aforementioned officias, such as specid assstants, confidentia assistants, and
adminidrative assstants, and career Federd employees, palitical appointees, and officers
of the Armed Forces serving in equivaent or comparable positions; also includes
corresponding staff at DOE contractor operated facilities.

Work-related, nonrecord senior officia materids. Though excduded from the definition of
“record,” work-related, nonrecord senior officid materids belong to and are controlled
by the Department and must not be removed unless approved by the Departmenta
Records Officer, the PRO, or Records Management Field Officer (RMFO). Nonrecord
materials containing sengtive, classified, or other restricted information must remain under
the control of the Department.

Removd of Senstive, Classfied, or Other Redtricted Information Senior officias must
not remove from DOE custody copies of any documentary materials that contain
sensitive, classfied, or other redtricted information restricted by law.
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Removd of Personal Materids. Senior officias may remove documertary materias that
are of apurely persona nature when they leave the Department. Persond materiads
include family and persond correspondence and materials documenting outside
professond activities and outsde business or palitical pursuits. The PRO, RLO, or
RMFO must review and approve the remova of personal materidsto ensure that dl
Departmenta policies are properly followed.

Remova of Nonrecord Materids. Senior officid nonrecord materids are disposable
without reference to the requirements of 44 U.S.C. Chapter 33. Although these materids
cannot be considered as personal papers, a DOE senior officid may accumulate for
convenience of reference extra copies of papers and other materias that he or she has
drafted, reviewed, or otherwise acted upon. DOE senior officids may retain these extra
copies, provided the retention will not:

@ Diminish the officid records of the Department;

2 Violae confidentiaity required by nationd security, privacy, or other interests
protected by law; or

3 Exceed norma adminigtrative economies, such as the administrative costs of
storage and maintenance.

Donation. In accordance with 36 CFR 1228.60, when the public interest will be served,
a Departmenta organization may propose the transfer or donation of senior officid
records igible for digposal to an appropriate person, organization, inditution,
corporation, or government (including aforeign government) that has made written
gpplication for them. Records must not be transferred without prior written gpprova of
the Secretary or his designeg(s) and NARA.

Temporary Records. Inaccordance with 36 CFR 1228.58, temporary paper records of
senior officials to be disposed of normally must be sold as wastepaper.

@ Restricted Records. If the records are restricted because they are nationa
security classified or exempted from disclosure by statute, including the Privacy
Act, or regulation, the wastepaper contractor must be required to pulp, macerate,
ghred, or otherwise definitively destroy the information contained in the records,
and their destruction must be witnessed either by a DOE employee or, if
authorized, by a contractor employee. The contract for sdle must prohibit the
resale of al other paper records for use as records or documents.

2 Records Other Than Paper Records. Records of senior officias other than paper
records (audio, visua, and data tapes, disks, and diskettes) must be salvaged and
sold in the same manner and under the same conditions as paper records. All



3

sdes must be in accordance with established procedures for the sale of surplus
persond property.

The cognizant DOE RMFO or PRO and the Departmenta Records Officer must
be consulted prior to the remova from DOE custody of senior officid record
materids igible for disposd, but which are not to be salvaged and sold as
wastepaper.

Maintenance of Records. Senior officid records must be maintained in Departmentd files

or eectronic recordkeeping systems.

@

@)

3

(4)

Records of senior officids must be incorporated into files or eectronic
recordkeeping systems, especialy records that were generated eectronically on
persona computers.

Senior officids must only maintain records needed for current operations at hisher
desk. When the record is finalized, when a casefileis closed, or at another
appropriate time, the record must be incorporated into an appropriate
recordkeeping system.

Policy and decison making accomplished by senior officids ordly over the
telephone or in meetings must be adequately and properly documented by
preparing a dated and sgned memorandum or form identifying the participants
and summarizing the conversation or meeting. All personnd should ensure that
records of policy and decision making made or received through eectronic mail
and facamile are retained in gppropriate recordkeeping systems.

Supporting documents such as drafts and working files for reports, specid
studies, memorandums, and correspondence that contain high-level policies and
decisons, policy formulation, and execution must be incorporated into officefiles.
These support documents are needed to fully understand the dternatives and
options congdered for high-leve program initiatives and the basis for deciding on
acourse of action.

Responshilities. PROs, RLOs, and RMFOs must ensure thet senior officids are fully
informed of the requirements of Federa law concerning records held by ther
organizations, induding:

@

The lega requirements governing the disposition of DOE and DOE-contractor
records. Removad or destruction of DOE and DOE- contractor records may
occur only when authorized by NARA in a DOE records schedule or inthe
NARA-published General Records Schedules, or as approved on a Standard
Form 115, “Request for Records Digpostion Authority,” Sgned by the Archivist
of the United States.
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13.

2 The crimind pendties for the unlawful removal or destruction of Federa records
(18 U.S.C. 2071 and 36 CFR 1228.102) and the unlawful disclosure of natiord
security information (18 U.S.C. 793, 794, and 798).

3 The hendling of records containing other information exempt from disclosure
under the Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5
U.S.C. 552a) or other information restricted by law.

4 Thelegd responghility of an employee to inform their PRO of any actud,
impending, or threatened unlawful removal, dteration, or destruction of records.
The PRO recalving the information must ensure that the Departmental Records
Officer isimmediately informed in accordance with accepted reporting
procedures.

VITAL RECORDS PROGRAM. The vita records program is conducted to identify and protect

those records that specify how the Department will operate in case of emergency or disaster,
those records vitd to the continued operations of the Department during and after an emergency
or disaster, and those records needed to protect the legd and financid rights of the Government
and of the persons affected by its actions. See DOE O 243.2, Vital Records, for additiona
requirements related to vitd records.

a

Vita Records. Essentid records that are needed to meet operational responsbilities
under nationa security emergencies or other emergency or disaster conditions (emergency
operating records) or to protect the legd and financid rights of the Government and those
affected by Government activities (legd and financia rights records).

Emergency Operating Records. Emergency operating records are that type of vita
records essentia to the continued functioning or recondtitution of an organization during
and after an emergency. Included are emergency plans and directives, orders of
succession, delegations of authority, Saffing assgnments, selected program records
needed to continue the most critical Departmenta operations, as well asrelated policy or
procedura records that assst staff in conducting operations under emergency conditions
and for resuming norma operations after an emergency. Other records included are those
necessary for the military effort; the mobilization and protection of materia and manpower
resources, of services, and systems; the maintenance of public hedth, safety, and order;
and the conduct of essentid civil defense activities. These records must be available as
needed at or in the vicinity of Emergency Operations Centers (EOC's). Additiond
records included are: Generd Management Records, Lists of Key Personnel, Emergency
Mission Records, and Industria Records.

@ Requiring Regulation The regulation establishing the requirements for the
Departmenta emergency operating records protection program is DOE O 151.1,
Emergency Management System, dated 9-25-95. (See aso 36 CFR 1236.)
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2 Approva. Asdo al records, emergency operating records in arecords series
require disposition gpproval.

3 Action Required. Identify EOCs. Also, identify and maintain emergency
operating records at EOCs. Ensure that mechanisms are in place to ensure
access to records during emergency Situations.

Legd and Financid Rights Records Protection Program. Legd and financid rights
records are that type of vital records essentia to protect the legal and finandd rights of
the Government and of the individuas directly affected by its activities. These records
include accounts receivable records and socia security records. Other records include
payroll, leave, retirement, and insurance; records of significant amounts of money owed to
the Department or to contractors and, if needed, supporting records such as periodic
summaries of financia status, and valuable research records.

@ Requiring Regulation  The regulation establishing the requirements for the
Departmentd legd and financiad rights records protection programisissued in 36
CFR 1236, MANAGEMENT OF VITAL RECORDS.

2 Approva. Asdo dl records, legd and financid rights records in arecords series
require disposition approval.

3 Action Required. Lega and financid rights records require protection, but
gtorage locations do not have to be a or in the vicinity of EOCs. When they
conggt of asmall quantity of records, they are usualy packaged, identified (clearly
marked), and numbered for easy identification; and when replaced, the
package(s) of records is(are) often destroyed.

4 Storage Locations. Federal Archives and Records Centers or other suitable
sorage facilities are used for the storage of legd and financid rights records.

14. ELECTRONIC MAIL (E-MAIL) RECORDS.

a

Background. The courts have ruled that e-mail records must be preserved, not smply
printed out on paper and then erased. E-mail systems omit receipt times and recipient
names information from the hardcopies and, therefore, the hardcopies are not identical
copies of the e-mail records. E-mail records must be "scheduled” for disposition and may
not be destroyed without such authorization.

Records created or received on eectronic mail systems must be managed in accordance
with the provisons and following the standards outlined in 36 C.F.R., part 1234, and as it
pertains to the adequacy of documentation, recordkeeping requirements, agency records
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management responsibilities, and records disposition (36 CFR parts 1220, 1222, and
1228). All DOE employees and contractors are required by law to make and preserve
records containing adequate and proper documentation of the organization, functions,
policies, decisons, procedures, and essentid transactions of the agency.

NARA issued a“Fina Rule on the Digposd of Trangtory Email Records’ providing
agencies with guidance on defining and maintaining short-term eectronic mail records. As
part of NARA'’s Records Management Initiatives to redesign Federal Records
Management, this rule authorizes agencies to dispose of short-term eectronic mail (e-
mail) records without cresting a separate paper or electronic recordkeeping copy as was
required under NARA’s old regulation.

Electronic e-mail records are documents created or received on an eectronic mail system
including brief notes, more formd or subgtantive narrative documents, and any
attachments, such as word processing and other éectronic documents, which may be
transmitted by message.

Electronic e-mail systems do not identify records or ensure their proper retention;
therefore, Federal employees and contractors are assigned the respongbility to
manage, maintain, and dispose of e-mail using their agency’s records schedule.

Maintaining and Preserving Electronic Mall. Electronic Mail that is a Federal Record
fdls into three categories; permanent records, temporary records, and transitory
records.

@ Permanent electronic mail: Messages that have sufficient vaue to warrant
continued preservation by the Federa Government as part of the National
Archives of the United States. Electronic malil is scheduled as permanent by a
NARA-approved Request for Records Digpostion (SF 115) if the records have
continuing documentary or evidentia vaue of an agency’s organization and
functions, or historica information on persons, things, problems, and conditions.
Permanent electronic mail can be scheduled as part of alarger series or as mail of
adesgnated agency officid.

2 Temporary electronic mail: Messages that NARA approves for either
immediate digposal or for digposa after a specified period of time or an event in
accordance with aNARA approved Request for Records Disposition or the
Genera Records Schedules. Temporary records provide documentation of
agency business processes or legd rights of the government or public, government
accountability, or hold information of adminigtration or fisca vaue. Depending on
the type of record, the retention period varies.

3 Transitory electronic mail records. Messages of short-term (180 days or less)
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interest, which haslittle or no documentary or evidentia value. These records
indude:

@ Regular requests for information, publications or copies of replies that do
not require administrative action, policy decision, specia compilation or
research;

(b) Copies of |etters of trangmittd that do not include additiona information to
that contained in the origina materid and the receipt copy of this materid;

(© Quasi-officid notices like memoranda and records that do not serve as
the basis of officid actions including holiday notices or charity gopedls,
bond campaigns, and similar records;

(d) Those records documenting routine activities and containing no
subgtantive information or vaue, such as meeting notifications or vigt
schedules;

(e And task-ligt or “to-do” notifications that serves as areminder of a
required action.

C. Retaining Electronic Mall:

@

@)

3

Electronic mail must be preserved for its retention period, however transitory,
aong with dl essentid transmission and receipt data. Digposition of dl dectronic
mail recordswill be made in accordance with authorized digpostion schedules.

Permanent and temporary electronic mail are maintained and made available
for office use by:

@ Printing the e-mail message and filing in a recordkegping system.

(b) Hling the emall eectronicaly when an dectronic recordkegping sysem is
used. Note that organizations that choose to manage electronic
recordkesping sysems must: be able to perform dl the requirements of
preservation and disposition through the application system itself, or copy
electronic mall recordsinto an electronic recordkegping system able to
perform dl the functiona requirements of the federd regulations.

Transitory electronic mail may beretained in the“live’ e-mail sysem. NARA
issued a“Find Rule on the Disposd of Trandtory Email Records’ providing
agencies with guidance on defining and maintaining short-term eectronic mail
records. Under thisrule, agencies are dlowed to maintain and delete trangitory e
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mail records from their live e-mail systems without copy and transfer of these
records into a recordkeeping system, providing users withhold deleting records
before the expiration of the NARA-gpproved retention period and the e-mall
system’ s automatic deletion rule ensures the preservation of records during this
retention period.

@

(b)

If the “auto-delete” is set for 180 days, this may be gpplied to records
with a shorter retention period as well; however, agencies are not alowed
to use “auto-delete’ for records with aretention period exceeding 180

days.

This new regulation provides agencies with an dternative process for
managing trangtory e-mail; agencies may continue to creste and file
separate copies of al e-mail records including trangtory recordsin a
recordkeeping system.

d. Retention and Digposition of Electronic Mal Records

@

)

3

(4)

Q)

After dectronic mail is determined to be a Federal record, the retention
period is governed by NARA-approved DOE records schedules.
Temporary records are held for defined periods of time awaiting
destruction and permanent records are transferred to the Nationa
Archivesfor permanent preservetion.

Government employees and contractors who are uncertain about the
disposition of eectronic mail messages should contact their PRO.

If electronic mail items are Federd records, it is the respongbility of the
DOE employee to ensure a copy is preserved for agency files, unlessitis
atrangtory e-mall.

Besidesthe text of dectronic mail messages, eectronic mail sysems may
provide record transmission and receipt data. Transmission data should
be preserved with al dectronic mail items classfied as Federd records.
Similar to a paper record, thisinformation is necessary for a complete
record.

Electronic mail users should request receipt datawhen it is necessary for
adequate and proper documentation of agency activities and in such
instances when receipt data is associated with the record copy
documenting these activities, the dectronic maill message must be
preserved.
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(6) When using a paper recordkeeping system, the printed eectronic malil
with atachments must be annotated to document that it isthe officid file
copy before being placed in the file system.

e Electronic Mall Received From Externd Sources. The procedures outlined above apply
to dl eectronic mail received from nonagency and other outside sources.
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CHAPTERV. RECORDSMANAGEMENT ASSESSMENT PROCESS

1.

GENERAL.

Periodic assessments/evaduations are a key factor in maintaining an effective, efficient records
management program. Once policies and procedures are established, it isimportant to monitor
effectiveness, adherence, and performance. In addition, such assessments provide opportunities
for refining and improving the records management program through establishment of best
practices and identification of new cost efficiencies.

To achieve the gods of acomprehensve records management program, the assessment process
isdivided into three phases. sdlf-assessments, program assessments, and departmental
evauations.

SELF-ASSESSMENTS.

Sdf-assessments are conducted every three years by Headquarters Offices, fidd offices, and
contractor Sites.

a Purpose

Q) Determine whether the basic requirements of the records management program
are being met at the local Federd levd.

2 Highlight outstanding work, deficiencies, and locd issues that need to be
addressed.

3 Prepare for a program assessment by identifying areas that require attention.

b. Findings and Recommendations for corrective action should be summarized at the
Headquarters, field, and contractor-ste levels and provided to the designated PRO for
evauation and action as necessary. Summaries and completed forms shall be mantained
until the next assessment period.

C. Checkligs. Sdf-assessment checklists are available in Attachment 3 and on the OCIO
Records Management website
(http://cio.doe.gov/RBM anagement/Records/DOC/Assessment-A-Self3..doc). These
checklists can be used as provided or customized to be more specific to your
organization’s loca or programmatic issues. The form sdected, however, should be
usable by dl Federa and contractor offices within your Departmental program to ensure a
standardized assessment that presents a clear comparison of the records programs and
practicesin use.
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PROGRAM ASSESSMENTS.

Program assessments are conducted by the PRO within an initid year and every three years
thereefter.

a

Purposes
@ Ensure that records management requirements are implemented properly at all

levels within each departmenta program
2 | dentify and address any exigting organization-wide issues
3 Egtablish consastency and best practices
4 Identify manpower and cogt efficiencies wherever possible

Improvement Plan. An improvement plan outlining the deficiencies identified by the
program assessment and the best practices and improvements to the program that will
be implemented to address those deficiencies shdl be developed within 90 days of the
completion of the program assessment. For information purposes, the summarized
findings and a copy of the improvement plan shal be provided to the Departmental
Records Officer, Office of the Chief Information Officer (OCIO). A record of the
program assessment and results shdl be maintained until the next assessment period.

Contractor Programs. Program assessments shall be performed on contractor
programs by the appropriate RMFO. Program assessments shal be scheduled by
mutua agreement with the contractor and conducted initidly at least every three years
and one year prior to completion of a contract term. A summary of findings and
recommendations and, if warranted, copies of the assessment forms and feedback
provided to the contractor(s) shall be forwarded to the PRO and the Departmental
Records Officer.

Program Assessment Criteria. Thefollowing criteriahave been developed to assst youin
performing program assessments criteria and may be atered as needed to include
information specific to your program office' s records.

Q) Program M anagement

@ Number of FTEs devoted to records management:
(b) Full-time (Federd and contractor)

(© Part-time - Federal and contractor percent of time spent on records
management duties

(2) Percentage of time each records management employee is assigned to:

(& Program Management
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3

(4)

Q)

(6)

()

(8)

©)

(b) Operations - Training/assstance, schedule application, records
holding/storage area activities, Energy Employees Occupationd 1liness
Compensation Program Act (EEOICPA) claims (monthly daim volume),
other (pecify)

(c) Contractor Oversight

Manpower/Support Costs:
@ Series and grade levelsfor Federd FTEs
(b) Contractor costs

Records Management Expertise:

@ Federal and Contractor - Records-related training received within the
last three years, years of experience

Records Management Budget:
(& Traning, Trave, Electronic Systems (Federd and contractor)

Internal Policies/Procedures have been established and distributed and best
practices identified:

(@  Federa and Contractor - Retiring and retrieving records, exit
procedures, other

Sdf- Assessments have been completed within the past year (Federd and
contractor)

Federal and Contractors Records are managed/tracked:
@ Manudly - Estimated volume

(b) Electronicdly - Edimated volume, type of system(s) and yearsin use,
edtimated cost of system and maintenance

Edimated VVolume of records thet are:

(© Active - Percentage in paper, percentage electronic



(d) Inective - Percentage in paper, percentage dectronic

(e Classfied - Percentage in paper, percentage eectronic

(10) Deate of last complete inventory

(11) Number of gte-specific schedulesin use

DEPARTMENTAL EVALUATIONS.

Depatmental Evduations shdl be conducted at least every three years. Andyssfromthe
Records Management Divison, Office of the Chief Information Officer, shdl conduct the
evauations, and if required, assstance will be provided by the Nationa Archives and Records

Adminigration (NARA).
a Purpose
@ Ensure that programs have been put into place that meet Federa regulations for
the management of records,
2 Ensure records are created, maintained and dispositioned according to NARA
regulations and guidance;
3 Ensure permanent records are preserved and sent to the National Archivesina
timdy manner;
4 Ensure assessments of the records program are conducted with visible results;
and
) Ensure policy and guidance provides sufficient support to the program.

b. Scheduling the Evauaions. Departmenta evauations shal be scheduled with the PRO

and evauations will include avist to at least one Fdd sSte, if the program has oversight of
Field entities. A lig of the Site(s) to be visited and the areas to be examined will be
provided to the PRO at least Sixty days prior to the evaluation. Prdiminary findings and
recommendations shdl be provided to the PRO and afina report sent to the Head of the
Program Office by the Chief Information Officer or adesignee. The PRO shdl respond in
writing outlining corrective actions to be taken and anticipated completion dates within
ninety days of receiving the find report. Copies of evauations and findings shal be
maintained by the Departmental Records Officer. The protocol to be used for evauations
isincluded as Attachment 4.

55



CHAPTER VI. RECORDSMANAGEMENT EXIT POLICY AND PROCEDURES

1. RECORDS MANAGEMENT EXIT POLICY. The Department-wide Records Management
Program Order, DOE O 243.1, provides the Department’ s find exit policy for records. By
law, Federa records may not be removed from Government custody nor may they be
destroyed without a records disposition schedule that has been approved by the Archivig of the
United States. Accordingly, every employee has an obligation to preserve and protect Federa
records. Occurrences of unauthorized records destruction or removal of records from
Departmenta custody without appropriate approva must be reported immediately to the
Departmental Records Officer.

2. RECORDS INVENTORY. Prior to departure, Federal and contractor employees sl
identify Federa records for which they have custody.

a Records, regardless of media, shdl be inventoried and those on file servers, hard drives,
and in emall sysems shdl be copied and removed or reassigned.

@ Inactive records shdl be transferred to a records management custodian and
active records shdl be reassigned to another employee.

2 Depending on the status of the contract, the departing contractor employee's
records shdl be reassigned to another contractor or Federa employee or
incorporated into the Department’ s officid files.

3 All file searches for which the employee has been tasked must be completed or
reassgned, such asthose for FOIA, Congressiond or litigation-related
document requests.

3. VAULT AND RESTRICTED AREA COMBINATIONS, PASSWORDS, AND FILE
CABINET KEYS. Vaullt and restricted area combinations, computer and system passwords,
and filing cabinet keys shdl be turned over to the departing Federal employee’ s supervisor or
the contractor employee’ s supervisor or Contracting Officid’ s Technical Representetive
(COTR) (assuming appropriate security clearance).

4, DEPARTING SENIOR OFFICIALS. Although Federal records may not be removed,
departing senior officias are alowed to create alimited number of duplicate copies of
unclassified documents for persond use when warranted by the leve of the position, sgnificance
of thework or research, or the prestige of the researcher. Such copies are consdered
nonrecord material and must be reviewed and approved by the PRO, RMFO, or the
Departmental Records Officer before they may be removed. An accounting must be made of
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al nonrecord and persona papers that are removed. Classified and Privacy Act documents
may not be duplicated or removed from Federa custody.

CERTIFICATION. A certification must be made by the departing employee that al Federa
documents, records, and files, regardless of media, have been identified and transferred to a
records management custodian or Contract Officer’s Technical Representative (COTR), or
have been reassigned to another employee. The appropriate records official (Headquarters—
PRO; Field — RMFO) or contractor’'s COTR must initid the certification.

PENALTIES. Pendtiesmay be enforced for the unlawful remova or destruction of records.
The maximum pendty for the willful and unlawful destruction, damage, or dienation of Federa
records is a $250,000 fine, three yearsin prison, or both (18 USC 2071).

RECORDS MANAGEMENT EXIT PROCEDURE.

a. Departing employees and departure dates should be identified as soon as possible and the
departing employees should be made aware of their records responsibilities.

b. The departing employee shal meet with their Federd supervisor or COTR and the RL or
RMFO to:

@ Identify the location and content of dl record/nonrecord materid in the
employee' s custody, regardless of media (paper, computer hard drive, compact
disks, servers, cam systems, €tc.)

2 Identify for reassignment al active records needed for work in progress

3 Identify for reessgnment dl quality assurance, classified, and vital records

4 |dentify employee personal papers and nonrecord copies for removal

) Return any records taken from file stations or records repositories

(6) Turn in filing cabinet keys, vault/restricted access combinations (gppropriate
clearance assumed), and computer/system passwords needed for access

c. RLOsor RMFOs shdl ensure that:
Q) All record/nonrecord documents and files of departing employees are

inventoried. (Note: Such inventories shal be maintained for one year after
employee departure or when no longer needed.)
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)

3
(4)

Q)

(6)

All records are scheduled and sent to a records management custodian unless
reassigned to another employee by the Federd supervisor or COTR.

An SF-115 Worksheet is prepared to schedule any unscheduled records.

Permanent records that are no longer needed by the Department are sent to the
Nationa Archives.

Employeefiles resding on servers, hard drives, and in e-mail sysems are;

@ Reviewed for record materia

(b) Reassigned to another employee, and/or dispositioned in accordance
with gpproved schedules

Records are not destroyed:

@ Without an agpproved records digposition schedule

(b) Until they have satisfied retention requirements
(© If they come under an epidemiology, litigation, or other moratorium

RLOs and RMFOs may arrange an ord history recording to document the employee's
experiences in the Department’ s service if the employee’ s position, expertise, awards,
or length of service warrant documentation. Ord history recordings should be
coordinated with Program Office Knowledge Management Officids.

The Federd employee’ s supervisor or contractor's COTR shdl ensure that:

@

@)
3
(4)

Active records needed for work-in-progress and classified, quality assurance,
and vita records are reassigned to another employee (with gppropriate
clearance).

Inactive records are transferred to a records management custodian.

Controlled operating manuas and handbooks are collected.

Remova of materid by the employee is documented and limited to persond
papers and a pre-gpproved amount of nonrecord copies.

Federd supervisors, COTRs, and records staff shal document and report the
unauthorized destruction or loss of records to the Departmental Records Officer.
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The employee shdl certify that al Federd documents, records, and files created or
received have been transferred to a records management custodian or a COTR or have
been reassigned to another employee.

The Federd employee srecords officid (Headquarters— PRO; Fiedld — RMFO) or the
contractor employee s COTR shdl initid the certification.
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ATTACHMENT 1-CONDUCTING A RECORDSINVENTORY

1 GENERAL. A recordsinventory is compiling adescriptive list of each record series or system,
including the location of the records and any other pertinent data. A records inventory isnot alist
of each document or each folder.

2. DEFINE THE RECORDS INVENTORY GOAL(S). Thegodsof arecords inventory should
be to:

a Gather information for scheduling purposes,

b. Prepare for converson to other media or to identify the volume of classified and/or
permanent records in your organization’s custody; and

C. | dentify any existing shortcomings, deficiencies, or problems with the recordkeeping.
3. DEFINE THE SCOPE OF THE RECORDS INVENTORY. Theinventory scope may include

records from your entire organization or a specific subset of your records. In planning your
inventory scope, keep in mind that:

a Records are commonly inventoried at the record series level.
b. Both record and nonrecord materia should be addressed.
C. Management’ s concurrence with and support for the inventory is required.

d. Management and staff should be informed, as gppropriate, regarding every stage of the
inventory.

4. PLAN THE INVENTORY.

a Decide what information isto be collected (i.e., the data e ements to be included in the
inventory). See paragraph 3, RECORDS INVENTORY ESSENTIAL
INFORMATION.

b. Schedule the offices to be inventoried.

C. Decide who will conduct the inventory.

d. Train the inventory team as needed.
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Notify the gaff of the purpose and plan for the inventory.
Learn where files are located, both physcaly and organizationdly.

Initiate a series inventory form using the appropriate form the NARA’ s * Disposition of
Federal Records. A Records Management Handbook™ http:/iwww.archives.gov/records-
mgmt/publications/disposition-of-federa- recordsindex.html.  In this handbook, there are
forms and ingtructions for the Series Inventory Form (used for al media except
Audiovisud and Electronic Information Systems); Audiovisua Records Series Inventory;,
and Information System Description Form (which is used for Electronic Information
Systems). Each of these formsis discussed below. 'Y ou may design your own inventory
forms, provided they contain, a aminimum, the information contained in the NARA
forms.

CONDUCT THE INVENTORY.

a

€.

f.

Interview staff to identify the records series created and maintained by each office or
program.

Estimate the value of the records to be inventoried.

@ Adminigrative, legd, and fiscd vaue to agency.

2 Higtorica vaue to future researchers.

3 Temporary and permanent status.

Inspect dl filesand record dl information by series (See paragraphs 7-9).
Include recordsin al media.

Include dl records created by contractors.

Complete the inventory form.

VERIFY AND ANALYZE THE RESULTS. Consolidate similar records into a single record

series where the descriptions and necessary retention period are the same.

a  Match and Apply Records Retention Schedule. Match the records series inventoried with the

records schedules. If a series of records cannot be “matched” with an existing schedule,
complete an SF 115, “Request for Records Disposition Authority,” to obtain a new schedule
and submit it to the Departmenta Records Officer through the organization’s PRO.
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b. Evauate the Unscheduled Records. Evauate the unscheduled records series by determining
the use made of the records and then anayze the vaues inherent in the records. Vaues are
determined by considering the usefulness of records in documenting fiscal, legd,
adminidrative, emergency operating, and rights and interests uses. The result of the evaluation
process is to recommend the records as either permanent (historical) or temporary (kept for
some period of time); and whether the records are needed for emergency operating activities,
or for legd and financid rights protection.

c. Identify Nonrecord Material. Appropriate “nonrecord series’ or categories are created for
nonrecord materids maintained in an office so that the responsible officid can designate the
retention period for which the nonrecord materias will be held in the office before they are
destroyed. For nonrecord materid, only the head of the office needs to approve the
dispogition with no additiond authorization needed. An gpprova on the organization’s
inventory will permit the recordkeeper to destroy the nonrecord materia after keeping it for its
gpproved retention period. No additional authorization will be needed.

d. Information Disclosure. A records series affected by ether the Freedom of Information Act
(FOIA) or the Privacy Act should have that fact reflected in the descriptive information about
the series s0 that compliance with these Acts will be facilitated.

@ FOIA Applicability. The FOIA addresses records that have an affect on a
member of the public. These are the types of records that may contain this type
of materid: Departmenta Orders, opinions, Satements of policy, interpretations,
manuas, or ingructions. See Title 5, United States Code, Section 552, “Public
Information; Agency Rules, Opinions, Orders, Records, and Proceedings.”

2 Privacy Act Applicability. The Privacy Act imposes requirements on the
Department regarding the collection and dissemination of information about
individuals when the information is retrievable by name or other persond identifier,
such asasocia security, license, badge, or other number or identifier assgned to
particular individuas. See Title 5, United States Code, Section 5523, “Records
Maintained on Individuals.” See dso, “INFORMATION REQUIRED FOR
SYSTEM OF RECORDS.”

SERIES INVENTORY FORM. A record seriesisagroup of related documents that support a
common activity and usualy have a common name such as genera correspondence, budget
reports, purchase orders, and human resourcesfiles. For each record series, the following
information is commonly collected:

a Date Prepared. The date the inventory was prepared.
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Office Responsible for Maintaining the Records. The name and symbol of the office that
maintains the records. If this office received this series from another office, indicate the
name and symbol of that office aswell and desgnate it asthe “creating office.”

Person Conducting the Inventory. The name, office, and telephone number of the person
who is conducting the inventory.

Series Location. The precise location of the series (e.g., Room 8F-084, Building FORS).
If the seriesis located in more than one office, conduct only one inventory and indicate
multiple locations.

SaiesTitle. Thetitle given to each seriesfor reference purposes. Such titles can come
from severd sources:

@ A Government agency may use a generdly accepted title in its normal day-to-day
procedures (e.g., employee locator file, project progress report).

2 The person who conducts the inventory can supply a descriptivetitle (e.g.,
property control records, meeting transcriptsfile, loan andysisfile).

3 Thetitle of asngle form or type of document may be used if it gppliesto the
entire series (eg., bills of lading, natifications of personne action, narrative
quarterly reports).

Inclusve Dates. The earliest and latest dates of the records in each series. This
information supplements or is a part of the description and is needed to schedule records
proposed for permanent retention. 1t is aso needed to determine when to cut off
(“break”) records and transfer them to FRCs or other Government agency storage
fecilities. In addition, it can provide a clue to the growth rate of a series.

Q) For case files or correspondence files, express the earliest date asthe year only.

(2 For seriesthat are created a the time of the inventory, indicate the latest date by
the designation “to date’ or “to present.”

Series Description. A description of the information included in the records series. A
clear description of the seriesis basic to the success of the inventory and the schedule. It
is aso necessary for NARA's later gppraisal of the records.

Medium. The form of the records (e.g., paper, microform, electronic, audiovisua, or a
combination).
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Arrangement. The arrangement or filing system used, e.g., subject classfication systems
and arrangements that are ordered a phabeticaly by subject, name, or claimant;
geographicaly by state; numericaly by contract number; or chronologicaly by date or
report. 1f the series has no apparent arrangement, mark it “unarranged.” If thereisan
arrangement within the series, list it aswell. NARA requires agenciesto indicate the
arrangement of records proposed for permanent retention, but not for those proposed for

disposa.

Vdume. The amount of space occupied by the recordsis expressed in cubic feet rather
than in linear feet or any other measurement. Volumeis measured in cubic feet because
this figure represents height, width, and depth, and thus redistically indicates the amount of
space actually required to store the records. Also include the volume of older records,
which may be wrapped in bundles or packages, and of overszed materids, which are too
large to be stored in conventiond filing equipment.

Edtimate the volume of recordsin cubic feet using the conversion information below.
Although volume information is important, the figure for each series need not be measured
with extreme accuracy. Precise accuracy is not needed in gauging the volume of any
seriesthat isobvioudy large. Smply sample the file drawersto seeif they arerdatively
full, and then multiply the number of full file drawers by the pertinent conversion ratio. For
those records not stored in filing equipment, estimate the number of file drawersthe
records would occupy, and then apply the gppropriate conversion rétio.

Cubic Footage Conversion Table

@ One letter-gzefile drawer holds 1.5 cubic feet of records.

2 One legd-szefile drawer holds 2 cubic feet of records.

3 Seven reds of standard digital computer tape (2,400 feet long. ¥2-inch wide)
equd 1 cubic foot.

4) One standard records center carton holds 1 cubic foot.

) Fifty 100-foot 35 mm microfilm redsequd 1 cubic foot.

(6) One hundred 100-foot 16 mm microfilm redsequd 1 cubic foot.

(7 One letter-gze Nationd Archives box holds 0.35 cubic feet of records.
(8 One legd-sze Nationd Archives box holds 0.43 cubic feet of records.

Document Conversion Table
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@ One cubic foot contains 2,000 sheets of paper.
2 One compact disk contains about 2,000 sheets of paper.
3 Onegigabyte is equivdent to about &

- Pick-up truck filled with paper

- Symphony in high-fiddity sound

- Movie a televison qudity

Annud Accumulation The annud rate of records accumulation specific to each series.
Thisfigure is esimated based on information obtained from the file adminigtrator of each
seriesif the records are current and continuing. NARA requires agencies to furnish the
rate of accumulation of those records that are proposed for permanent retention, but not
those which are proposed for disposdl. If the records are no longer accumulating,
indicate “none.”

Cutoff. Indicates how often the records are “ cut off” and when the last “ cutoff” occurred.
Cutoff is defined as bresking or ending files at regular intervals, usualy at the close of a
fiscd or calendar year, to permit their disposa or transfer in complete blocks and, for
correspondence files, to permit the establishment of new files. Casefiles are generdly cut
off a the end of the year in which the caseisclosed. Cutoff is sometimes abbreviated as
COFF and is adso cdlled file cutoff or file bresk.

If the records are not cut off, explain on the form how inactive records are separated from
active records.

Reference Activity. A rating of the reference activity of a paper record series after the
regular cutoff using one of the three following categories.

@ Current or active (used more than once a month per file drawer).

2 Semicurrent or semiactive (used lessthan once amonth but more than onceayear
per file drawer).

3 Noncurrent or inactive (not used for current operations).

Vital Records Status. The current status of records considered vita to the continued
functioning or recongtitution of an organization during and after an emergency, aswell as
those records consdered essentid to protect the rights and interests of an organization
and those individuas directly affected by its activities. Vitd records may adso be cdled
“essentid records’ and include both emergency operating records and rights-and-
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interest records. Vita records considerations are part of an agency’s disaster
prevention and recovery program.

Duplication Indicates duplication in form or content in one of the following ways.

@ Carbon or other copies may exist within the same organizationd unit or
elsawherein the agency. The copies may contain significant differences or
notations.

2 Similar dates or other information may be available e sewhere in the agency in
ather physcdly duplicated or summarized form.

Arrangement. Indicates the filing arrangement of the records series; eg., subject,
aphabetical.

Redtrictions on Access and Use. Redtrictions on access to and use of a particular
series. Such restrictions may result from statutes, executive orders, or agency
directives. The two most common types of redtrictions are:

@ Persond privacy. These files are restricted because they contain information
about individuas whaose privacy would be violated if the information were made
know to others. Examples are tax returns, medica records, and some
personnd investigative files.

2 Nationa security. Thesefiles bear classification markings such as “top secret,”
“secret,” or “confidentia” because ther release or the release of some
information contained within them to unauthorized persons might harm nationd
security.

Condition of Permanent Records. The physica condition of records being inventoried
that are actudly or potentidly permanent, especialy those sored offdte. As
appropriate, identify threats to their preservation and security and take appropriate
corrective action. Threats may include overhead water pipes, eectrica equipment,
excessve heat and/or humidity, vermin, and inadequate security.

Digpostion Authority. Lega approva obtained from NARA (and from the Generd
Accounting Office (GAO) for certain records proposed as temporary) that empowers
an agency to transfer permanent records to NARA or to dispose of temporary records.

If the series has an gpproved disposition authority, list the schedule and item number
and the retention period. If the series has no such authority,

@ Ligt the files as “ unscheduled”;
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2 Make sure they are preserved; and

3 Ask the program office to recommend a suitable retention period.

AUDIOVISUAL RECORDS SERIES INVENTORY FORM.

a

Person Performing the Inventory. Identify the person by name, organization and phone
number.

Saries Location and Creating Office.

Series Description. In the description include the following

@ Format (4x5, 16 mm, and ¥2-inch) and generation
2 Subject matter covered in the series
3 Purpose served by the series

4 Finding aids such as data sheets, shot lists, continuities, review sheets, catalogs,
indices, and caption lists. Location of aids.

) Related documentation.
Dates. Indicate the date space of the series.

Arrangement.  What is the arrangement of the series (e.g., dphabetica by subject
chronologicd, numerica)?

Vodume. Use these conversionsto equa 1 cubic foot:

(@) Stll Fictures
@ Negatives 1,200 35 mm 6-exposure strips
8,640 2x2-inch mounted dids
2,184 4x5-inch file shedts
5,960 21/4x31/4-inch file sheets
(b) Prints 2,350 8x10-inch glosses
9,400 4x5-inch glossies

2 Motion Pictures
@ Six 35mm redls (1,000 feet)
(b) Eleven 16mm redls (1,200 feet)
(© Fifteen 16 mm redls (800 feet)
(d) Thirty-two16 mm reels (400 feet)

3 Video Recordings
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@ Ten ¥+inch cassettes
(b) Two 2-inch reds

(© Nine 1-inch reds

(d) Forty-two ¥2-inch reds

4 Sound Recordings
€) Seventy-sx 16-inch disc recordings
(b) One hundred and forty-four 12-inch disc recordings
(© Forty-eight 7-inch audiotape reds
(d) Sixteen 10-inch audiotape redls

ELECTRONIC INFORMATION SYSTEM INVENTORY FORM. An Electronic
Information System is defined as the organized collection, processing, transmisson, and
dissemination of information in accordance with defined procedures. An eectronic sysem
includes the inputs and outputs that are generated, as well as the information on eectronic
media. This system may contain budgetary, fiscd, socid, economic, scientific-technica or
program-related data and information.

NARA Form 14028 (available at http://www.archives.gov/records-
mgmt/publications/disposition-of-federal- records/figure- 3- 3a.html) lists the information needed
to inventory eectronic records. The example in Figure 8 fallowing shows NARA Form 14028
with explanations for the information requested. The explanaions are dso available online a
http://Aww.archives.gov/records- mgmt/publications/disposition of-federal- records/figure- 3-
3b.html.
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1. SYSTEM TITLE 2. SYSTEM CONTROL NUMBER

[The commonly used name and acronym of the system (e.g., [The number assigned for reference,

Budget System, Grain Monitoring System)] control, or cataloging purposes (e.g.,
Information System Inventory Number, ADP

Plan control number)]

3. AGENCY PROGRAM SUPPORTED BY SYSTEM 4. PROGRAM AUTHORITY

[Agency programs or missions supported by the system] [Laws, directives, etc., authorizing the
programs supported by the system]

1. SYSTEM DESCRIPTION

[Includes the following sections:

a. Purpose/Function: The reasons for and the requirements met by the system.

b. Sources of Data: The primary sources or providers of data to the system (e.g., broadcast license holders,
corporations doing business in the U.S.). Does this system receive information from other systems, either
from within or outside your agency?

c. Information content: The principal subject matter, data coverage, time span, geographic coverage, update
cycle, whether the system saves superseded information, major characteristics of the system, and whether
the system contains microdata or summary data.

d. Outputs: The principal products of the system (e.g., reports, tables, charts, graphic displays, catalogs,
correspondence) and an indication of the frequency of preparation. Is information from this system
transferred to other systems?]

5A. PURPOSE/FUNCTION OF SYSTEM

[Self-explanatory]

5B. SOURCE(S) OF DATA (Include inputs from other systems) [Self-explanatory]

5C. INFORMATION CONTENT
(Citations of previous NARA disposition jobs approving disposition of components (e.g., input forms, printouts,
COM, output reports) of the system]

5D. SYSTEM OUTPUTS (Include outputs from other systems)
[Self-explanatory]

6. NAME AND ADDRESS OF PRINCIPAL PROGRAM OFFICE SUPPORTED BY THE SYSTEM (Include
room numbers)

2. AGENCY CONTACTS
(Names, addresses, and phone numbers of system and program personnel who can provide additional
information about the system and the program it supports.)

3. PREVIOUS DISPOSITION JOBS
[Citations of previous NARA disposition jobs approving disposition of components (e.g., input forms, printouts,
COM, output reports) of the system]

9A. PREPARER’S NAME 9B. OFFICE NAME AND ADDRESS

9C. PHONE NUMBER

SIGNATURE DATE

Figure 8
NARA Form 14028, Information System Description
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ATTACHMENT 2-FILING RECORDS

1. BASIC TYPES (GROUPS) OF FILES. Thefiles collection will normaly consst of more than

one basc type of file. A file group congsts of a collection of papers that have smilar
characterigtics and that should be kept gpart from other groups of filesin the office. This
separation of filesinto readily discernible groups makes it easier to file and find papers and asssts
in the disposdl of fileswith different retention periods. The file groups described in the paragraphs
below, should generdly be maintained separately.

a

Genera Correspondence (Subject) Files. Often known asthe “generd file’ or the
“subject correspondencefile,” thisfile congsts of originds or copies of |etters,
memorandums, tlegrams, and reports. Each officid file station normally will have a
separate correspondencefile. Because thisfile invariably involves awide variety of
subjects, it can best be identified and used when arranged by subject. Use a stlandard
subject coding system for establishing the arrangement of correspondence files.

Transitory Correspondence Files. Thesefiles consst of correspondence and other
papers of short-term interest that should not be filed in subject correspondence files.
These files involve routine transactions or do not contain information of continuing
reference value. They consst of tranamittd letters or forms; requests for routine
information or publications; communications correcting reports or records; or other
documents not requiring action by the receiving office. The recognition and separate
maintenance of trangtory materid isimportant. Trandtory materid that has served its
purpose should be destroyed immediately. Trandtory correspondence that is temporarily
needed for reference is normaly filed by date so that the papers may be easily destroyed
after ashort retention period, usualy no more than 90 days.

Case or Project Files. Case files contain materid relating to a specific action, event,
person, organization, location, product, or thing. The papers may cover one or many
subjects concerning a case or project but will dways befiled by a name or number. This
practice adsin distinguishing them from genera correspondence, which isfiled by subject.
A case file documents a transaction or relaionship from beginning to end. For example,
agrant gpplication may begin a case folder and afind grantee fisca report may closeit.
A project file is a case file on a specific project or study that is more voluminous than the
norma casefile. Thisfilewill contain documents and materia relating to various phases of
the project such as proposdls, authorizations, financing, and reports. A list or inventory of
standard contents may be prepared for case-related papers. Files commonly case filed
include: purchase orders, contracts, investigations, audits, loans, grants, research
projects, and personnel transactions.

Case Working Papers. These are short-lived correspondence and working papers
accumulated in connection with specific case and project files. They include background
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and working materias such as reference materids and data obtained for the case or
project, data analyses, and summaries. Working papers include routine correspondence
concerning the adminigtration of a case or project and extra copies of documents and
reference materid. If case working papers are segregated from the important case
documents, the subsequent disposa of the working papersiseasy. Segregating them dso
avoidsintermixing them with important papers. They may befiled in the same folder but
kept separate by fastening on the opposite sde from the essentid papers or by filingin
separate folders placed one behind the other in the file drawer.

Technicd Reference Files. Sometimes cdled “reference materid” or “reference
publications,” thisfile group congsts of printed or processed materid that is of nonrecord
vaue, but that has a direct relationship to the work of the office and is needed for future
reference. It includes such materids as technical reports, periodicals, cataogues,
equipment manuas, pamphlets, internd ingructional manuas, and informationa manuas.
Unlessthe volumeis very smdl, technicd reference materids should dways be maintained
separady from correspondence files. Mixing correspondence files and technical
reference papers hampers disposition of both types of materids and overloads the
correspondencefiles.

Convenience Files. These consist of extra nonrecord copies of correspondence, forms,
and other papers kept soldly to satisfy a particular need. Extra copy files should be
edablished only when fully judtified. Improperly used, they waste filing equipment,
supplies, office gpace, reproduction costs, and vauable employeetime. Examples of
conveniencefilesare:

@ Reading Files. Contain extra copies of outgoing materid arranged in date
sequence and maintained or circulated for informationd purposes.

2 Suspense Files. Also known astickler, pending, or follow-up files. Congst of
copies of correspondence or other papers that require action or atention on
subsequent dates. Papers are arranged by date and serve as areminder to
prepare needed reports and replies.

3 Policy Reference Files. These are extra copies of salected documents reflecting
policies, precedents, procedures, and ingtructions governing the performance of
the mission and operations of the office. They are used as aready referencein
conducting dally business and as a means of indoctrinating new personnel. The
fileiskept current by replacing superseded documents, removing obsolete
documents, and adding new documents.

4) Alphabeticd Name Index File. Congsts of extra copies of correspondence or
name cross reference sheets arranged dphabetically by the names of the
individuas or organizations to which correspondence is addressed or to whom it
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concerns. It provides an additional source of reference to the subject files. This
fileis useful when papers are requested by the names of individuas or
organizations. The aphabeticd name index isnot practica unless the subject file
islarge, perhaps more than onefile cabinet ayear.

) Duplicate Working Files. Contains identical extra copies of papersfound in the
officdd files

BENEFTS OF SEPARATING FILE SERIESINTO BASIC TYPES. The benefits derived
from separating files into the basic types are numerous and discount most arguments against
separate maintenance. Bresking afile collection down into separate groups facilitates:

a Finding Fles by reducing the area of search. Recordkeepers need not look through a
meass of unrelated materid to find the desired document. They will not be confused by a
vaiety of different filing arrangements often encountered when the basic types are
combined in onefile.

b. Filing Documents because materias can be broken down into smdl, smilar groups which
can then be sorted into one particular filing sequence.

C. Disposing of Files by keeping folders with different retention periods separated. Essential
documents are segregated from those of only temporary vaue, and officid files are not
intermingled with nonrecord material. Separation of files into the basic groups permits the
retirement or destruction of filesin blocks since dl papers within any one group have the
same retention period.

BASIC FILING ARRANGEMENTS. Oncethe basc file groups have been identified and
separated within afiles collection, the best method of arranging each type of file must be
determined. The arrangement should permit ease of filing and finding and make the use of specid
indexing systems unnecessary. Frequently, filing procedures for arecords series, e.g., personnd
folder files, are provided in the prescribing directive. This handbook recommends the
arrangement of officia generd correspondence files and aso suggests using a name or number
arrangement for case file series. When other types of files are maintained, or when filesare
accumulated for which specific filing ingtructions are not prescribed, one of the arrangements
described in this paragraph should be selected. Within the basic arrangement selected for the
group, one or more additional arrangements can be used for further breakdown or subdivision of
thefiles. For example, files geographicaly arranged may be further arranged by organization; files
arranged by subject can be further arranged chronologicaly. Following are six basic filing
arrangements.

a Numericd Arrangement. This system is used to arrange files identified and referred to by
number, such as contracts, grants, and purchase orders. Numberswill not be assigned to
documents for the sole purpose of arrangement for filing because this practice requires the
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establishment of additiond indexes to locate the documents.

Chronologicd Arrangement. Files are arranged in date sequence when the date is the
primary means of reference. It isthe most useful method for keeping documentsin small,
manageable groups, usudly by year, month, and day. Chronologicd arrangement is
frequently used in conjunction with other arrangements. Trangtory, reading, and suspense
filesare usudly arranged chronologicaly.

Geographicd Arrangement. Papers can be arranged by geographica location such as
region, state, and county. When location is the primary means of reference, a
geographica arrangement is the gppropriate oneto use. Files are arranged in dphabetical
sequence fird by the name of the main geographica divison, such as a Sate, then by the
next most important subdivison required for reference such as counties, cities, or units of
loca government.

Organizationd Arrangement. When the grouping of documents by the name of the
pertinent organization is the primary means of reference, the organizationa arrangement is
most gppropriate. Organizationd arrangement is fundamentally an aphabetical
arrangement by organization.

Alphabetical Arrangement. This arrangement is used to file documents in aphabetical
sequence by name of persons, companies, and organizations. It is very important to
follow standard rules to achieve uniformity. The number of dphabeticd subdivisons used
in afile depends upon the number of names in the file and whether the materids to be filed
are papers, index cards, or casefiles. Asagenerd rule, an dphabetica subdivison guide
for each 10 to 20 name folders, or for each 25 to 50 name cards, should be provided.

Subject Arrangement. This arrangement will be used when the grouping of documents by
subject is the primary means of reference.

73



8 Mall Coutrel Fls : =
PROGRAM CORRESPONDENCE
7 Program Correspondwncs Files E FILES (SUBJECT FILES)
6 Roading Fles Y= OFFICE REFERENCE FILES ———
4 Ofice Administrative Fles =
GENERAL =
3 Transitory Files FILES =

2 Records Refirement Lists

1 Records Maintenance and
Disposition Instructions

il

SAMPLE
FILE
DRAWER

Figure 9
Sample File Drawer or Folder Structure for Electronic Records
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MAINTAINING PAPER FILES

a Avoid Unnecessary Filing. Filing unnecessary papers resultsin awaste of time and

equipment. Following are some ways of avoiding unnecessary filing:

(@D} Subdtitution  Subdtitute amemo or routing dip for aforma |etter for routine
maiters. Alternatively, reply on the incoming communication and return it to the

sender.

2 Limit Copies. Limit the number of copies prepared to those which are specificaly
required or requested or which serve avaid purpose.

3 Eliminate Copies. Eliminate the copies of routine communications which require

no record, such as:

@

(b)

(©
(d)

(€

(M

Routine requests for publications. (Return the requesting letter with the
materid sent. An dternative isto reply by form letter. In neither caseisa
file copy needed.)

Outgoing form letters. (A notation on the incoming letter showing the
form letter identification number will suffice)

Routine tranamittals.

Copies of letters furnished solely for information, unlessit is known they
will be subsequently referred to.

Limit “Extra Copy” Files. Limit “extracopy” filesto those offices having
judtification for their maintenance.

Limit Technica Reference Documents. Redtrict the quantity of technica
reference documents received to the minimum necessary, and file only
those that will be of sgnificant reference vaue.

b. Arranging Folders, Guides, and Labels. The orderly appearance and efficiency of any file

depends upon the careful preparation, use, and arrangement of folders and guidesin the
file drawer. Folders are necessary to keep the papers together and in order.
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Guides serve as “sgn posts’ to help speed up thefiling and finding operations. The
incorrect use of ether folders or guides will retard these operations.

@

@)

3

(4)

Generd Correspondence Files. Ingtructions for arrangement of guide cards,
folders, and labels for genera correspondence files are contained in paragraph
13e, “Arranging The Subject Files”

Case Files and Other File Series. Guide cards and folders are important for case
files and other types of records, especidly if thefile collectionislarge. Guide
cards reduce the area of the search and help the folders stand erect. A guide
card for every two or three folders is wasteful and defegts the purpose of the
guides. Four to six guide cardsin each drawer or one guide to every ten folders
aretwo rulesto follow. Asagenerd rule, place afirst pogtion (left) guide card in
front of each record seriesto identify and isolate it from other seriesin the same
drawer. Square-cut folders are recommended for all files Carefully and
uniformly prepared folder |abels are important to any file series. Labels should be
easy to read, precise, and complete.

Label Preparation. The casefilelabd will normdly show the identifying file
designation such as a name or number reflecting the arrangement pattern of the
series. The year or inclusive dates, as gppropriate, isincluded. The disposition
schedule number and item number will aso be shown. Thelabd is placed on the
folder in one pogtion only, the middle position.

Label Color Codes. Recordkeepers should consider the use of color coded
folder labelsto facilitate filing and finding, prevent misfiles, and aid digposition.
Color codes can be used to distinguish one series from another, one year from
another, or case working papers from case history files.

5. PREPARING FILE COPIES. Thefollowing preliminary steps should be taken in preparing

documents for filing:

a Remove rubber bands, paper clips, and other temporary fasteners.

b. Determine that the file is complete and al necessary enclosures or attachments are
accounted for.

C. Ingpect dl documents to ensure they have been authorized for filing. Incoming letters that

did not require areply should have the word “File,” the date, and the initids of the person
forwarding the communication for filing in the upper right margin. This notaion isthefile
authority and shows that the proper officid has seen the document and “ certified” the
need for filing it. Copies of outgoing letters should be initided by the originator to indicate
authority tofile.
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Ensure that parts of another file are not accidentaly attached.
Mend, reinforce with transparent tape, all torn or frayed papers.
Destroy duplicate copies of documents to be placed in the same record series.

Pace the file copy of an outgoing reply on top of the related incoming letter and any
pertinent attachments and staple them together.

CODING PAPERS FOR FILING. After the papers have been prepared and assembled for

filing, the next Step isto code them. Coding segregates the papersinto logical categories for ease
of filing and finding.

a

Coding Subject File Papers. Coding subject correspondence materia is more complex
and digtinctly different from coding other types of papers. Paragraph 13.f, “Coding File
Papers By Subject,” of this Handbook explains the coding of papers for subject files.

Coding Case Papers. Casefiling isthe easest and fastest type of filing if the case
identification is prominently placed on the face of al papersto befiled. The recordkeeper
can expect difficulties and filing errors if papers have to be read with greet care just to
determine whether they belong in a casefile series or another type of file. Thetime
required for reading and marking files can be grestly reduced if the case file name or
number appears on the papers.

Preparation of Case File Correspondence. Employees who prepare correspondence
should place the case identification inthe “TO ATTN OF,” “File Reference,” or amilar
caption printed on the letter, or in the subject line of the letter. Underline or circle the
case identification if it gppearsin the body of the letter. If these practices are not dways
possible or acceptable, enter the case identification in the lower right corner of file copies.

Filing of Case Papers. Use the identifying name or number for coding casefile
documents. In most instances, this identification is somewhere on the paper and need
only be underlined or circled. If the case identification is not shown on the paper,
determine the proper code and write it in the upper right corner.

|dentifying Temporary Papers. Some recordkeepers may use an abbreviated symbol
suchas“T” for trandtory and “S’ for suspense to identify these papers. Reading or
chronologicd file copies are often of a didtinctive color, which gives them abuilt in or sdif-
identifying fegture.

CROSS REFERENCES. A cross reference is ameans of referring to a document by afile

identification other than that under which it isfiled. 1f adocument being coded by subject matter
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involves more than one subject and there is a posshility it might be asked for by ether subject, a
cross reference should be prepared as afinding aid. Sometimes a case file transaction sets anew
precedent and it will be requested by subject matter in the future. Accordingly, if an unusud case
file document might be requested by its subject matter, a cross reference by subject should be
prepared as afinding ad. Avoid making and filing unnecessary cross reference forms, as they
take up valuable space and time.

a Preparation.

@ Extra copies may be used as a cross reference. Sdlect the file designation for an
additiona subject and writeit directly below thefile desgnation for the main
subject or case. Mark an“X” by thisfile desgnation to show that a cross
referenceis required.

2 A Cross Reference Form, Optional Form 21, isaso used for preparing cross
references of records maintained in all types of files.

3 Cross Referencing Relocated Material. A crossreferenceis aso used to indicate
that a record has been moved from one place in the file to another, such as
bringing forward a piece of correspondence from a cutoff or closed file for
attaching to aletter in the current file. While the cross reference form may be
used for this purpose, a specidized form, Optiona Form 22, Continuity
Reference, isaso avallable.

PLACING MATERIAL IN THE FILES. Match the file desgnation of each file unit with the
folder labe before placing it in the folder. This Smple practice can greetly reduce misfiles. The
materid should befiled in the appropriate folder with the top of the sheet toward the left of thefile
drawer asthe reader facesit. Inthismanner, al filed documents can beread eadly. Inaloose
file, staple together directly related papers concerning the same transaction.

a In afastened file, arrange units of filesin chronologica order with most recent date on top.
Following are guiddines for fastening papers or filing loose:

@ Fasten Papers For:

Large case files that receive extensive use and have along life; or

Any other file for which the entire folder is charged out and that contains
vauable information.

2 Avoid File Fasteners For:
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10.

11.

Subject and other fileswhen individua papers rather than entire folders are
charged out;

Smdll, routine casefiles; or
Larger casefileswith low reference or short life.

b. Filing Classfied Records. For classified records, DOE M 470.4-4, Information
Security Manual, dated 08-26-2005, provides the gpplicable requirements.

FINDING PAPERS IN THE FILE. Thefollowing stepsillustrate how to find papers.

a Obtain, if possble, sufficient information to identify thefile; thet is, the file desgnation such
as name, file number or subject, and the date.

b. If given the name, title, or number of a casefile, go directly to that casefile.

C. If given the subject of thefile, go directly to that subject. If uncertain of the exact subject,
consult the program office' s unique coding system for the proper subject designation.

d. If the materid cannot be located in the filesand is of recent date, check the unfilled
materid on the file custodian’s or coder’ s desk.

CHARGING MATERIAL FROM THE FILES. When records are removed from the file and
forwarded to an individud or office, arecord of such loan should be made. A Charge-Out
Record such as Optiond Form 23 should befilled out and put in the folder or file drawer in place
of the withdrawn materid. Place the Charge-Out Record at the exact location of the withdrawn
materia with the “OUT” portion clearly vishle. The file custodian should review the Charge-Out
Record forms periodically and request the return of records that have been charged out for along
period of time. When the materid is returned to the file, remove the charge-out card and draw a
line through the entry indicating the charge. Proper and consstent use of this form will eiminate
much wasted effort in searching for documents.

MAINTAINING THE FILES. Nestness and orderliness are essentid to filing efficiency. The
fallowing indructions will assg in maintaining this efficiency.

a |dentify File Drawers. Labd file drawersto indicate what files, subjects, or names are
filed in them. Indicate the year, if gppropriate. The disposition schedule number may aso
be placed on the drawer |abdl.

b. Prevent Overcrowding the Files. Allow at least four inches of space in each activefile
drawer to permit sufficient working space.
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12.

13.

Keep Papers Straight. When placing materid in file folders, do not let the papers extend
beyond the edges of the folders. Crease or fold papers when necessary.

d. Avoid Overloading File Folders. When the contents of the folder increase to the
point that papers begin to obscure folder |abels, crease the bottom of the folder
leaves at the second expansion line to increase the capacity of the folder. When
the folder content reaches 34 inches, dther:

- Add anew folder bearing the same file designation in front of the
full folder and show inclusive dates on the folders; or

- Subdivide the contents of the folder, if practicd, by adding new file
designations.

e. Avoid Cluttering the Files. Bulky materid should be filed in equipment suitable to
its Sze and not mixed with standard sze documents. This material can be cross
referenced so that it can be readily identified with the related papersin the regular
files

CODING SYSTEM CONCEPTS

a

Coding by Subject. Standard subject coding provides a uniform system for organizing
files. Thesefiles are arranged by subject as a standard practice.

Applicability. A program office may develop their own unique code system to smplify
filing. A standard subject coding system should be used at file stations where genera
correspondence files are maintained. This system is useful in organizing program
correspondence. Program correspondence relates to the assigned mission, function, or
responsibilities of an office. If thereis sufficient volume, dso use the subject coding
system to organize the correspondence regarding internal administration or housekeeping
activities.

Type of Sysem. A standard subject coding system consists of selected main (primary)
subject titleswith related subjects grouped in outline form as subdivisons of the primary
subject titles. These subdivisions are known as secondary (second-level) subjects,
tertiary (third-level) subjects, and quaternary (fourth-leve subjects). In this example,
four-digit codes were assigned through the tertiary level to each subject in acoding
gructure. Tertiary and quaternary subjects may be required to provide sufficient subject
coverage.

Magter Outline. A standard coding system or taxonomy with its complete list of subjects
may aso be referred to as the master outline for managing information.

SUBJECT HLES
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Genera In setting up asubject file, dways keep in mind that the topics refer to subjects
and that al the documentsto be filed will be dlassfied and filed by subject. For example,
the subject topic “ Applications for Employment” used in a personnd office means that
correspondence and other documents relating to the SUBJECT of employment
gpplications are filed there rather than the individua gpplications themselves. The actud
goplications are filed in a case file series that is maintained separately.

Mager Outline

@ Usage. A magter outline or taxonomy is used as the basis for establishing the
subject file.

2 Primary Subjects. The primary subjectsin ameaster outline represent functiona
categories for classifying DOE' s various missons. Generdly, a primary subject
and its subsumed subjects will be used extensvely by the office respongble for
the function coinciding with the primary topic. However, no primary subject isfor
the exclusve use of any one office. Any of the subject topicsin the master outline
may be used as required by any office.

3 Secondary Subjects. The secondary subjects and other topics may be devated
and used as primary subjects when they represent functions or missions of the
office.

Sdlection of Topics. Use only that part of the master outline that meets the needs of the
file gation. The system is designed to cover a subject in depth when necessary.
However, many offices will not need much depth except in the subject areathat covers
the office s functiona responghility. Often the primary subject topics done will be
aufficient to file dl papers on a particular subject if another officeis responsble for the
function represented by that subject. Avoid setting up folders that will contain only one or
two papers. A topicisnot usudly selected unless there will be five to ten papersfiled
under it during the year. The idedl average isabout 25 papers per folder.

Addition of Topics. Add new subjects (topics) only when experience indicates reference
rate and volume of documents warrant a separate subdivison. The need to add topics
usualy occurs whenever a subject area coincides with amagjor function or program
responghility of the office. Make the new subject title as short and clear as possible. Be
certain to insert anew topic at the proper level so that it represents subject coverage
parald to other topics at that levd.

Arranging the Subject Files
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Folders and Guide Cards Arrange folders and guide cards as illustrated in Figure
10. Placefolders and guide cards in the file drawer in the exact sequencein
which subjects appear in the subject code or taxonomy outline. Start from the
front of the drawer. Have the guide cards precede the related folders. The
sequence of the drawers should be from top to bottom of the cabinets. Usethe
firg podition of one-third cut guide cards for primary subjects, second postion for
secondary subjects, and third position for tertiary subjects. Normdly active files
should have one guide card for each 8 to 12 folders. Guide card labels should
show the full file code number and title of the topic for the first folder behind the
guide card.

Folders and Labels Labelsthrough the tertiary level should be typed and placed
in one position only, digned with the center scored mark (indentation) on the
sguare-cut folder. This arrangement improves the appearance and speedsfiling
operations. The eye can locate desired folders much fagter if the labelsarein a
draight row rather than zigzagged across the file drawer. Folder |abels for the
subject fileswill include the file series, acode, if used, from a standard subject
coding system, the applicable records disposition schedule and item number, the
subject title of the materid in the folder, and the fiscd year.
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Coding File Papers by Subject Coding correspondence by subject is more complex and
digtinctly different from coding other types of papers. Papers must be read and analyzed,
then coded by the appropriate subject on the basis of their informationa content. How
quickly a particular document can be located after it has been filed depends largely on
how carefully it has been coded beforefiling. The basic stepsin coding subject materid
are asfollows.

@ Andyze. Read and andyze the document to determine its mgjor subject. The
subject line gppearing above the body of the correspondence is often helpful in
coding but should not be relied upon too heavily. 1t may be vague, mideading, or
even remote from the real subject of the correspondence concerned.

2 Sdect. Sdlect the proper file code from the office subject file outline. Firdt, select
the appropriate primary subject code and then the correct subdivision of the
primary subject, if any. If no subdivision has been provided, use the primary
subject itself asthe file designation code. When sufficient volume of paper
accumulates on a subdivison that was not origindly sdlected as a subject topic,
add the new topic to thefile outline and create afolder to accommodate these

papers.

3 Code. Write the subject’ s numeric file code in the upper right hand corner of the
file copy.

4 Underscore. Lightly underscore the reference when papers refer to previous
papers dready on file. Thiswill emphasize that there are previous papers
involved. Earlier material should be consolidated with later correspondence on
the same subject.

Techniques in Coding

@ Naticing. The knack of noticing essentid key phrases in correspondence helps
one to select the correct file desgnation. The subject matter is sometimes difficult
to determine. In such ingtances, it is helpful to congder the correspondence in this
light: “Why wasit written?” Usudly the purpose for writing suggests the subject
under which it should be filed.

2 Reference. Itishelpful a timesto refer to previous correspondence aready on
fileto verify atentatively sdected file designation.

3 Conggtency. Being conggtent isthefirst coding rule. Thiswill assure documents
being coded will be matched with those previoudy filed.
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4 Help. When in doubt, contact someone familiar with the subject.
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ATTACHMENT 3-SELF-ASSESSMENT CHECKLISTS

CHECKLIST FOR SELF ASSESSMENT

Ste: Federa or Contractor Program:

Name:

Title:

Organization:

Address:

Bldg and Room Number

Phone Number

E-Mail

Y ears of Records Management experience?

Length of timein current position?

Traning?

Sgnaiure: Date:
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INSTITUTIONALIZATION

Thefollowing questions are designed to verify the existence of an established program.

YES

NO

NOT
APPLICABLH

1. Arerecords management employees familiar with the regulations that govern the
program (36 CFR Chapter 12)?

2. Doesyour records program meet Federal regulations?

3. Has adequate staff been assigned to the function?

4. Havethefollowing designations been made?
a. Program Records Official
b. Records Management Field Officer
c. Records Liaisons
d. Records Custodians
e. Contractor Records Managers

5. Does arecords communications network exist between:
a. HQ Program and Field site?
b. Field site and Contractors?

6. |syour manager/supervisor knowledgeabl e about and involved with the program?

7. Haveinternal operating policies and procedures been devel oped and distributed?

8. Is Records Management included in the budget process?

9. Are training and travel funds made available so staff can stay abreast of the latest
information?

10. Isoversight of Contractor Records Programs performed? How?

11. Arefindings documented?

12. Are policies, procedures, and guidance distributed to Contractors?

13. Are program assessments performed periodically for:
a. Federal offices?
b. Contractor programs?

14. Are improvements made as aresult of the assessments?

15. Are steps taken routinely to promote the records program?

Comments:
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RECORDS CREATION AND MAINTENANCE

An important part of records management isthe clear articulation of recordkeeping
requirements and the timely capture of records that document agency functions,
missions and operations.

YES | NO NOT
APPLICABLE

1. Are RMFO/Liaisons familiar with the concepts
and regulations concerning the cregtion of records?

2. Have recordkeeping requirements been identified for
the gtelorganization?

3. Has guidance been provided to employees
Regarding recordkeeping requirements?

4. Has guidance been provided to employees
Regarding adequate and proper documentation?

5. Do employees maintain their own records? | | |

6. Are employees familiar with basic filing
principles?

7. Have file gations been designated? | | |

8. Arefile plans available for each file Sation? | | |

9. Isagandardized classfication filing system used?

10. Arerecordstransferred into filing syslems as
they are created?

Comments
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INVENTORY

A successful records management program is founded on knowing what information is available and where it is
located. An inventory of records allows decisions to be made on the information’s value and on how the records
should be managed. An effective inventory covers all media and includes records, non-record materials, active, and

inactiverecords. It resultsin a complete, current identification of records.

YES

NO

NOT
APPLICABLE

1. a. Has arecords inventory been conducted within the last three
years?

b. If not, date of last inventory?

2. Does the inventory cover electronic and other media? |

3. Does the inventory include the following?

Records

o0 Temporary
o0 Permanent

o Active
o Inactive
o Classfied

Nonrecord materials

4. Aredl offices of the organization/ site included in the inventory? |

5. Was the inventory conducted by :

a. Support contractor?

b. Records Liaison?

c. Other, specify?

6. Was the inventory approved by management? |

7. Isthe inventory maintained electronically? |

8. Type of system used? |

9. Istheinventory process documented? |

Comments:
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SCHEDULES

A key part of any successful records management program is having a schedule of how long a record is kept
before it is transferred to inactive record storage facilities, Federal Records Centers, other Federal agencies,
NARA, or destroyed. The schedules should be current, clear, specific and verified periodically.

YES

NO

NOT
APPLICABLE

Are al records scheduled?
a. Paper

b. Electronic

c. Other Media

. Are existing schedules adequate for administrative and programmatic
records?

Number of site-specific or organization-specific schedules used?

Are schedules updated periodically for new series and electronic
recordkeeping systems?

Are you awaiting approval of draft schedules?

Is aninternal process established for developing and submitting schedules
for approval?

Disposition schedules are identified when:
a Records are created.

b. Records become inactive.

c. Other, specify.

Do employees understand the general requirements of records disposition?

9

. What method is used to make employees aware of new schedules?

10. Are records destroyed only in accordance with approved schedules?

11. Does your site have its own schedule database?

12. Does your site/office have electronic search capability for locating

schedules?

Comments:
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ELECTRONIC RECORDSAND ELECTRONIC E-MAIL

A goal of the DOE €electronic records management program is to develop effective
guidance for the creation, capture, protection, preservation, use and disposition of all
electronic records.

YES | NO NOT
APPLICABLE

1. Are électronic records part of your overall records management
program?

2. Have employees been made aware of the regulations governing
electronic records?

3. Hasthe site/organization published guidance on the management
of electronic and email records?

4. Has the site/organization implemented software to manage:
a. Electronic documents?

b. Electronic records?

c. E-mail records?

5. Does the electronic software selected comply with DOE-STD-
4001-200 “Design Criteria Standard for Electronic Records
Management Software Applications’?

6. Doesthe RLO/RMFO review CPIC proposals (Exhibit 300's) to
ensure records management provisions have been addressed?

7. Are electronic records upgraded as software/ hardware
changes?

8. If electronic legacy records are not updated, are older versions
of software/hardware maintained so records can be accessed?

9. Does the site routinely back up electronic systems to safeguard
against loss of data?
How long are backups kept?

Comments:
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INFORMATION ACCESS

A successful records management program contains access controls to protect
information and records against loss, destruction or alteration; and to ensure

security requirements are met.

YES

NO

NOT
APPLICABLE

1. Are RMFO/Liaisons familiar with the requirements
governing classfied and sengtive materid?

2. Are appropriate controls provided for records that
are viewable only to authorized personnd ?

3. Are RMFO/Liaisons aware of Privacy Act and
FOIA requirements?

4. Are RMFO/Liasons aware of the DOE cyber
security requirements for the protection of information
and information systems?

5. Are procedurd controlsin place on eectronic
systems to protect the integrity of records and their
legd admissibility under rules of evidence?

6. Areexit procedures in place to prevent the
dienation of Federal records?

7. Are employeesfamiliar with policiesregarding
persona papers?

8. Arefinding aids available to help locate records?
a Manua
b. Electronic

Comments:
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RECORDS TRANSFER AND STORAGE

A successful records management program provides storage that meets regulatory requirementsfor all records
regardless of media.

YES | NO NOT
APPLICABLE

1. Are Federal Records Centers used to store records?

2. Do on-site storage locations meet Federal regulations? | | |

3. a Has adedicated Records Storage Facility been constructed on site?
b. Percent of facility in use?

4. Isadditiona commercial space leased for records storage? | | |

5. Does the leased space meet Federal regulations?

6. Are specialty records such as film stored in appropriate climate-controlled
space?

7. Do procedures clearly define and separate active and inactive records? | | |

8. Areinactive records sent routinely to records storage? | | |

9. How areinactive records tracked?

a Manually

b. Electronicdly

10. Are employees aware of the procedures for retiring and retrieving records? | | |

11. Isthere an ongoing effort to increase the use of electronic media and
reduce the amount of physical space required?

12. How are temporary electronic records transferred to storage?
a CD ROM

b. Other, specify

Comments:
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PERMANENT AND VITAL RECORDS

Permanent records have historical or other value that warrants preservation beyond their original purpose.
Vital records are essential to the continued functioning of the Government during and after an emergency.

YES | NO NOT
APPLICABLE

1. Doesyour ste/office create Permanent records?

2. a Are Permanent records routingly transferred to the
Nationa Archives?

b. Date of |ast transfer?
c. Are they transferred eectronicaly?

3. Are RMFO/Liaisons familiar with the procedures for transferring
Permanent records?

4. Do employees understand the definition of Permanent records and how
to identify them?

5. Are Permanent records 20 years or older maintained on Site?

6. Doesthe steloffice have an inventory of vita records?

7. Arelocal procedures in place to help employees identify vita records?

8. Are RMFO/Liaisons aware of how and where vita records are stored?

9. Are vita records stored properly and duplicates updated routingly?

10. Was arisk analysis performed to determine the best sorage method?

11. Were the RMFO/Liaisonsincluded in the sdlection of protection
methods and storage facility for vital records?

12. Haveloca resources been identified that can perform restoration on
damaged records?

Comments.
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TRAINING

A successful records management program provides adequate training in all aspects of records management on an
ongoing basis. Records management training is not only crucial for the users but for the records officers,
managers, and liaisons as well.

YES | NO NOT
APPLICABLE

1. Are employees made aware of the provisions of the law relating to
unauthorized destruction, removal, or mutilation of records?

2. Do employees know to whom to report such actions? | | |

3. Are persona papers defined in the course of training? | | |

4. Are working papers defined in the course of training? | | |

5. Arevita records defined in the course of training? | | |

6. Are permanent records defined in the course of training? | | |

7. Isthere an effective program in place to ensure records are not removed,
destroyed, or lost when individuals leave employment?

8. Isthere aregular reminder in place on the management of Federal records? | | |

9. How often is training provided? | | |

10. What type of training is provided?

a. Classroom

b. Online

c. One-on-one

d. Other, specify.

11. To whom is training made available?

a. Managers/Supervisors

b. Engineers/Scientists

c. RecorddAdministrative Staff

Comments:
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ATTACHMENT 4 - DEPARTMENTAL EVALUATION AND SITE VISIT PROTOCOL

1. The Departmenta Records Officer will provide in writing to the PRO a sixty-day notice of intent
to evaduate, dong with recommended Sitesto be visited and areas to be examined.

2. The PRO will notify Stesto be visited and coordinate mutualy agreeable dates with the
Departmental Records Officer.

3. The PRO will provide an overview of the organization’s Records Management Program and
make summaries of assessments available for review prior to the evauation.

4, The PRO will highlight changes made to the program and future plans for improvement.

5. Feld ste vigts may include the PRO and shdl not exceed three days unless specified in writing.
Field steswill provide an overview of:

The genera work of the site and types of records created
Federa and Contractor Records Programs

Records storage facilities

Current initiatives

Issues and chalenges

6. Field stes may be asked to:
Provide atour of:
0 Records storage facilities
0 Centrd file areas and vaults
Arrange meetings with:
0 RecordsLiaisons.

7. Evaduators may ask to review any of the following:
- Inventories
Records Tracking Systems
Interna policies/procedures
Budgets
Sdf-assessments and Program Assessments
Electronic Document Management/Electronic Recordkeeping Systems
E-mall pilotsresults
Copies of SF-258' s/Permanent Records Repository
Training maerids.

8. Evduators will summarize preliminary findings and present results to:
Site Manager or designated management contact
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10.

PRO
RMFO.

Fina reports shall be prepared and sent to the Head of the Program Office by the Chief
Information Officer or adesignee.

The PRO shdl address in writing the findings and outline corrective actions taken and/or
planned within ninety days of recaiving the fina report.
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ATTACHMENT 5 - DEFINITIONS

1. ACCESSION. Thetrander of thelegd and physica custody of permanent records from an
agency to the National Archives.

2. CASE FILES. Records, regardless of media, that document a specific action, event, person,
place, project, or other matter. Case filesinclude personnd, project, or transaction files, which
aretypes of casefiles.

3. CODING. Usudly, coding is used to mean placing a numeric code on subject correspondence.
It serves as a shorthand technique. Instead of writing out the complete subject title, a short
code is substituted. 1n another type of usage, coding is used to mean applying a code of some
type to other types of records, i.e., placing a numeric code on a case file document. In addition,
alphabetic |etters are used to code documents.

4. CUTOFF.
a Correspondence Files. Correspondence files are cut off (broken or ended) at regular

time intervas to permit their transfer, retirement, or destruction in acomplete file blocks.
New files are then established.

b. Case Files. Casefilesare generdly cut off (broken or ended) at the end of the year in
which the caseis closed.

5. DISPOSITION. A broad term that may refer to any of the following:

a Destroying records,

b. Offering and transferring those records accepted to the Nationa Archives;

C. Retiring or transferring records to a records storage facility;
d. Trandferring records from one office or agency to another; and
e Donating records to a Government or nor Government entity.

6. DOCUMENTARY MATERIALS. A collective term for records, nonrecord materias, and
persond papers that refersto al media on which information is recorded, regardless of the
nature of the medium or the method or circumstances of recording.

7. ELECTRONIC RECORD. Electronic record means any information that is recorded inaform
that only a computer can process and that satifies the definition of arecord.
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10.

11.

12.

13.

14.

15.

16.

17.

18.

FEDERAL RECORDS CENTER (FRC). A storage facility established for the receipt,
maintenance, servicing, and dispogition of records that are retired in accordance with schedules
edtablished by this handbook. The NARA operates a system of FRCs that DOE is authorized
to use.

FILES CUSTODIAN. Theindividua responsble for the establishment, maintenance, and
operation of file sations within their organizationa units. Also referred to as "recordkeeper.”

FILE STATION. A filedationisan organizaiona unit where records are maintained.

FROZEN RECORDS. In records disposition, those temporary records that cannot be
destroyed on schedule because specia circumstances, such as a court order or an investigation,
require atemporary extension of the approved retention period.

LIFE CYCLE OF RECORDS. The management concept that records pass through three
stages: crestion, maintenance and use, and digposition.

LOW-COST STORAGE. Facilities specidly designed for the storage of records. Includes
records holding areas and FRCs

MEDIUM. The physica form of recorded information. Includes paper, film, disk, magnetic
tape, and other materials on which information can be recorded.

NONRECORD MATERIALS. Nonrecord materids consist of information, contained on any
media, having no documentary or evidentid value. The term includes stocks of publications,
library materia, duplicate copies of file materid such as reading files, processed or published
materiads, catalogues, trade journass, and papers of trangtory vaue such as workshests,
informa notes, and routing dips. Nonrecord materia should be destroyed when its purposeis
served.

PERMANENT RECORDS. Records gppraised by NARA as having sufficient historical or
other value to warrant continued preservation by the Federd Government beyond the time they
are needed for adminidrative, legd, or fiscal purposes.

PERSONAL PAPERS. Persond papers consst of documentary materias belonging to an
individud that are not used to conduct officid busness. They rdae soldy to the individud's
own affairs and are used exclusively by the individua for persona convenience. Persona
papers must be clearly designated as such and kept separate from officid records. Persond
files or persona records are additional terms used to refer to persond papers.

PROGRAM RECORDS. Records documenting the unique, substantive functions for which an
agency isresponsble, in contrast to administrative records.
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19.

20.

21.

22.

23.

24,

25.

26.

27.

RECORDS. Records of the Department are books, papers, photographs, machine readable-
materids, maps, or other documentary materids, regardless of physica form or characteridtics,
that have documentary or evidentia value. Such materias, crested or received in connection
with the transaction of officid business, are preserved because of their informationd value as
evidence of the organization, functions, policies, decisons, procedures, operations, or other
activities. Records, aso referred to as record material or Government records, can be
destroyed only according to the provisions of authorized disposition schedules.

RECORDS DISPOSITION SCHEDULES. A comprehensive listing and description of
records created or accumulated that shows dl legaly authorized action to be teken in relation to
the retention and disposition of the records. Records disposition schedules provide for cutting
off records and carrying out their disposition.

RECORDS HOLDING AREA. A locd low-cost records storage facility, often staffed on a
part-time bas's, for the economical storage of noncurrent records pending their destruction or
transfer to an FRC.

RECORDS MANAGEMENT. The planning, contralling, directing, organizing, training,
promoting, and other managerid activities reated to the creation, maintenance and use, and
dispogtion of records to achieve adequate and proper documentation of Federa policies and
transactions and effective and economical management of agency operations.

RECORDS SERIES. Also cdled afile series. File units or documents arranged according to a
filing system or kept together because they relate to a particular subject or function, result from
the same activity, document a specific kind of transaction, take a particular physica form, or
have some other rdationship arisng out of their cregtion, receipt, or use, such as restrictions on
access and use. Generdly handled as a unit for disposition purposes.

RETIREMENT. Thetransfer of recordsto agency storage facilities or a Federal records
center.

SERIES. Fileunits or documents arranged according to afiling system or kept together
because they relate to a particular subject or function, result from the same activity, document a
specific kind of transaction, take a particular physica form, or have some other relationship
arisng out of their creation, receipt, or use, such as restrictions on access and use.

TEMPORARY RECORDS. Records gpproved by NARA for disposd, either immediately or
after a specified retention period.

UNSCHEDULED RECORDS. Recordswhaosefind dispostion has not been gpproved by
NARA.
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28.

VITAL RECORDS. Records essentid to the continued functioning or recondtitution of an
organization during and after an emergency and aso those records essentid to protecting the
rights and interests of that organization and of the individuas directly affected by its activities.
Sometimes called essentia records. Include both emergency-operating and rights-and-interests
records. Vital records consderations are part of an agency's records disaster prevention and
recovery program.
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ATTACHMENT 6 - REFERENCES

The references listed below provide additiond clarification and requirements for the DOE Records
Management Program.

1 DOE O 243.1, Records Management Program, dated 2-3-06,
http://www.directives.doe.gov/pdfs/doe/doetext/naword/243/02431.pdf

2. DOE O 243.1, Vital Records, dated 2-2-06,
http://www.directives.doe.gov/pdf sdoe/doetext/neword/243/02432.pdf

3. DOE N 150.1, Continuity of Operations, dated 1-14-05,
https.//www.directives.doe.gov/pdfs'doe/doetext/restri ct/neword/150/n1501. pdf.

4, DOE O 414.1C, Quality Assurance, dated 6-17-05,
www.directives.doe.gov/pdfs'doe/doetext/neword/414/04141c.pdf.

5. 36 CFR, Chapter 12, Subchapter B, “Records Management,”
www.archives.gov/about us/regul ations/'subchapter b.html.

6. 44 U.S.C., Chapters 21, 29, 31, 33, and 35 www.access.gpo.gov/uscodeftitled2.html.

7. E-Government Act of 2002 (P.L. 107-347, 44 U.S.C. Ch 36),
http://uscode.house.gov/downl cad/pl S'44C36.txt.

8. Freedom of Information Act [P.L. 89-487, 5 U.S.C. 552 (g)],
http://uscode.house.gov/downl oad/pl /05C5.txt.

0. NARA.-approved DOE adminigtrative, programmetic, and ste-specific records digpostion
schedules; http://cio.doe.gov/RBManagement/Records/dissched.htm.

10. Records management section of the DOE Chief Information Officer Web Site,
http://cio.doe.gov/RBM anagement/Records/records.html.

11. DOE-STD-4001- 2000, “Design Criteria Standard for Electronic Records Management Software
Applications,” dated March 2000, www.eh.doe.gov/techstds/standard/std4001/std400100.paf.

12. DOE Numbered Memorandum 05-01, “Interim Records Management Policy for Records
Management”
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