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VOTING SUMMARY - SECY-05-0106

RECORDED VOTES
NOT
APRVD DISAPRVD ABSTAIN PARTICIP COMMENTS DATE
CHRM. DIAZ X X 8/17/05
COMR. McGAFFIGAN ~ X X 10/14/05
COMR. MERRIFIELD X X  7/18/05
COMR. JACZKO X X 8/19/05
COMR. LYONS X X  7/27/05
- COMMENT RESOLUTION

" In their vote sheets, all Commissioners apprdved the staff's recommendation and provided
some additional comments. Subsequently, the comments of the Commission were
incorporated into the guidance to staff as reflected in the SRM issued on October 27, 2005.

SECY NOTE: This Commission Voting Record will be released to the public 5 working
days after dispatch of the letter to the petitioner.



NOTATION VOTE

RESPONSE SHEET

TO: Annette Vietti-Cook, Secretary
FROM: CHAIRMAN DIAZ

SUBJECT: SECY-05-0106 - PROPOSED RULEMAKING TO
REVISE 10 CFR 73.1, DESIGN BASIS THREAT

(DBT) REQUIREMENTS

Approved %b Disapproved Abstain

Not Participating

COMMENTS:

I join Commissioners Merrifield and Lyons in commending the staff on their efforts to develop a
proposed rule for public comments on DBT attributes. I approve the proposed publication

subject to the attached edits and changes.
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[7590-01-P]

NUCLEAR REGULATORY COMMISSION
10 CFR Part 73
RIN 3150-AH60
Design Basis Threat

AGENCY: Nuclear Regulatory Commission
ACTION: Proposed rule.
SUMMARY: The Nuclear Regulatory Commission (NRC) is proposing to amend its regulations
that govern the requirements pertaining to design basis threat (DBT). The proposed rule would
amend 10 CFR 73.1 (a) to make generically applicable the security requirements previously

imposed by the Commission’s April 29, 2003 DBT orders, which applied to existing licensees,

and redefine the level of security requirements necessary to ensure that the public health and

safety and common defense and security are adequately protected. Fhe-proposed-amendment
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orders— The proposed rule would revise the DBT requirements for radiological sabotage
(applied to power reactors and Category | fuel cycle facilities pursuant to § 73.55(a) and

§ 73.20(a) respectively), and theft or diversion of NRC-licensed Strategic Special Nuclear
Material (SSNM) (applied to Category | fuel cycle facilities pursuant to § 73.20(a)). The NRC

has developed draft Regulatory Guides (RGs) that provide guidance to licensees concerning

the DBT for radiological sabotage and theft and diversion. These draft RGs have limited




distribution because they contain either safeguards or classified information. The specific
details related to the threat, which contain both safeguards information (SGl) and classified
information, are eensstidated contained in adversary characteristics documents (ACDs) that are
not publicly available. These documents include specific details of the attributes of the threat
consistent with the requirements imposed in the April 29, 2003, DBT orders. Additionally, a
Petition for Rulemaking (PRM -73-12), filed by the Committee to Bridge the Gap, was
considered as part of this proposed rulemaking; the NRC’s disposition of this petition is

contained in this document.

DATE: Submit comments by [insert date 75 days after publication in the Federal Register.]
Comments received after this date will be considered if it is practical to do so, but the

Commission is able to ensure consideration only for comments received on or before this date.

ADDRESSES: You may submit comments by any one of the following methods. Please
include the following number RIN 3150-AH60 in the subject line of your comments. Comments
on rulemakings submitted in writing or in electronic form will be made available for public
inspection. Because your comments will not be edited to remove any identifying or contact
information, the NRC cautions you against including any information in your submission that
you do not want to be publicly disclosed.

Mail comments to: Secretary, U.S. Nuclear Regulatory Commission, Washington, DC
20555-0001, ATTN: Rulemakings and Adjudications Staff.

E-mail comments to: SECY@nrc.gov. If you do not receive a reply e-mail confirming that

we have received your comments, contact us directly at (301) 415-1966. You may also submit

comments via the NRC’s rulemaking web site at http://ruleforum.linl.gov. Address questions




|. Background

The DBT requirements in 10 CFR 73.1(a) describe general adversary characteristics
that designated licensees must defend against with high assurance. These NRC
requirements include protection against radiological sabotage (generally applied to power

reactors and Category | fuel cycle facilities) and theft or diversion of NRC-licensed SSNM

(generally applied to Category | fuel cycle facilities). Radiotogicatsabotage-specificatty
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transfer-formutaquantities-of- SSNM- The DBTs are used by these licensees to form the

basis for site-specific defensive strategies implemented through security plans, safeguards

contingency plans, and guard training and qualification plans.

Following the terrorist attacks on September 11, 2001, the NRC conducted a thorough
review of security to ensure that nuclear power plants and other licensed facilities continued
to have effective security measures in place for the changing threat environment. In so doing,
the NRC recognized that some elements of the DBTs required enhancement due to the
escalation of the domestic threat level. After soliciting and receiving comments from Federal,
State, local agencies, and industry stakeholders, the NRC imposed by order supplemental

DBT requirements whieh that contained additional detailed adversary characteristics. Fhe

orders: The Commission deliberated on the responsibilities of the local, State, and Federal
governments to protect the nation, and the responsibility of licensees to protect individual

nuclear facilities, before reaching consensus on a reasonable approach to security in the April



29, 2003 DBT orders. After gaining experience under the orders over the past two years, the

Commission believes that attributes of the orders should be generically imposed.

The Commission’s decision was based on the analysis of intelligence information
regarding the trends and capabilities of the potential adversaries and discussions with
Federal, law enforcement, and intelligence community agencies. These enhanced adversary
characteristics are reflective of the new threat environment-ane-are-deseribed-n-the-Aprit29:
2663, BBT-orders. In general terms, DBTs are comprised of attributes selected from the
overall threat environment. The ACDs set forth the specific details of the attributes of the
DBTs. The DBT technical basis document contains a basis for the specific adversary
characteristics. These supplemental documents contain safeguards and classified
information, and

to-know-basis-to-persons-withrauthorized-aceess that is distributed only to persons with

authorized access and on a need-to-know basis. The NRC’s DBT is net based on-worst-case

scenarios-butratheron-actual demonstrated adversary characteristics demonstrated
wortdwide and a determination as to those characteristics against which a pfivate security

force could reasonably be expected to provide protection.

The April 29, 2003; DBT orders required nuclear power reactors and Category | fuel
cycle licensees to revise their physical security plans, security personnel training and
qualification plans, and safeguards contingency plans to defend against the supplemental
DBT requirements. The orders restited required in licensees to make security enhancements
such as increased patrols; augmented security forces and capabilities; additional security
posts; additional physical barriers; vehicle checks at greater standoff distances; better
coordination with law enforcement and military authorities; augmented security and

emergency response training, equipment, and communication; and more restrictive site




access controls for personnel, including expanded, expedited, and more thorough werker
initial and follow-on screening of temporary and permanent workers. The NRC has reviewed
and approved the revised security plans that were developed and submitted by power reactor

and Category | fuel cycle facility licensees in response to the April 2003 orders. Etrrenttyatt




Il. Rulemaking Initiation

On July 19, 2004, the staff issued a memorandum entitled “Status of Security-Related
Rulemaking” to inform the Commission of plans to close two longstanding security-related
actions and replace them with a comprehensive rulemaking plan to modify physical protection
requirements for power reactors. This memorandum described rulemaking efforts that were
preempted by the terrorist activities of September 11, 2001, and summarized the security-
related actions taken following the attack. In response to this memorandum, the Commission
directed the staff in an August 23, 2004, Staff Requirements Memorandum (SRM), to forego
the development of a rulemaking plan and provide a schedule for the completion of
10 CFR 73.1, 73.55, and Part 73 Appendix B rulemakings. The requested schedule was

provided to the Commission by memorandum dated November 16, 2004.

Ill. Proposed Regulations

The principal objectives of the proposed rule are to make generically applicable the
security requirements previously imposed by the Commission’s April 29, 2003 DBT orders,
and to define in NRC regulations the level of security necessary to ensure adequate
protection of the public health and safety and common defense and security revisien-te-the
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The Commission has considered and will consider many factors in developing the
proposed DBT and other security requirements. As directed by Congress under section 651
(a) of the recently enacted Energy Policy Act of 2005, the NRC is giving consideration to the

following 12 factors as part of this rulemaking to revise the design basis threats:

1. The events of September 11, 2001;

2. An assessment of physical, cyber, biochemical, and other terrorist threats;

3. The potential for attack on facilities by multiple coordinated teams of a large

number of individuals;

4. The potential for assistance in an attack from several persons employed at

the facility;

5. The potential for suicide attacks:;

6. The potential for water-based and air-based threats:

7. The potential use of explosive devices of considerable size and other

modern weaponry;

10




8. The potential for attacks by persons with a sophisticated knowledge of

facility operations;

9. The potential for fires, especially fires of long duration:

10. The potential for attacks on spent fuel shipments by multiple coordinated

teams of a large number of individual;

11. The adequacy of planning to protect the public health and safety at an
around nuclear facilities, as appropriate, in the event of a terrorist attack against

a nuclear facility; and

12. The potential for theft and diversion of nuclear material for such facilities.

A number of these factors are already reflected in the text of the proposed rule.
For example, the proposed rule would require protection against suicidal attackers, insiders,
and waterborne threats. Some of these factors are not included in the proposed rule. For
example, the Commission has carefully considered including an airborne attack in the
proposed DBT rule, but has not included a specific attribute of air-based threats, largely for
the reasons set forth in Section V below. The Commission invites and looks forward to public
comment on the proposed rule provisions, as well as whether or how the 12 factors should be
addressed in the DBT rule. The Commission will further consider and resolve any comments

received in the final rule.
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The proposed rule would

also revise certain exemptions for independent spent fuel storage installations (ISFSls). The
current DBT rule exempts ISFSIs from the land vehicle transport and land vehicle bomb
threats contained in §§ 73.1(a)(1)(i)(E) and (a)(1)(iii), respectively. These exemptions should

no longer be retained because the Commission issued orders to ISFSIs on October 16, 2002,

requiring ISFSis to protect against these threats. An-exemption-from-the-waterborne-threat

s— The Staff evaluated the need fer to

apply inetueing waterborne requirements to ISFSIs in-the-October-16:26021SFSterders-and

concluded that other means in the erders proposed rule were sufficiently protective that to

preclude the need for specific requirements for regarding waterborne threats were-net
reqtired. Consequently, an exemption from the waterborne threat has been added for

ISFSIs in the proposed rule.

The proposed rule would also amend the exemption in the current § 73.1(a) for
licensees subject to the provisions of § 73.20. The current rule exempts these licensees from
the requirements to protect against vehicles transporting adversary personnel and equipment
and the land vehicle bomb. The Commission’s-BBF-erders-now; has determined, however,
reqtire that due to the current threat environment certain licensees subject to § 73.20
(Category | fuel cycle facilities) need to protect against such threats, so the exemption must
be amended accordingly. The amended exemption would continue for other licensees

described in 10 CFR § 73.20 (e.g., fuel reprocessing plants licensed under Part 50) beeatse

12
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The approach proposed in this rulemaking maintains a level of detail in the § 73.1(a)
rule language that is generally comparable to the current regulation, while updating the
general DBT attributes in a manner consistent with the insights gained form the application of
supplemental security requirements imposed by the April 29, 2003, DBT orders. The result is
a proposed rule with a level of detail that reflects all major features of the DBTs, yet avoids
compromising licensee security by not publishing the specific tactical and operational
capabilities of the DBT adversaries. The goal of this approach is to provide sufficient public
notice of the upgrades to the DBTS, including the new modes of attack that facilities must be
prepared to defend against, so that meaningful public input is possible regarding the

proposed rule’s scope and content.

The NRC recognizes that some stakeholders may expect more detail than is set forth
in the current or proposed DBT regulations. However, the more detail that is made publicly

available about the specific capabilities of the DBT adversaries, the greater the chance that
potential adversaries could exploit that information more-infermation-that-wottd-be-avaitable
" (et TN ; ios. i st ail . vttt
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(C)

seetirity-systems—DBisetosing The disclosure of such details as the specific weapons, force

size, ammunition, vehicles, and bomb sizes that licensees must be prepared to defend

against could substantially assist an adversary in planning an attack.
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On the other hand, it is important for the public to tnrderstand be informed of the types
of attacks against which nuclear power plants and Category | fuel cycle facilities are required
to defend. The public has a vital stake in the security of these facilities, as well as the right to
meaningful comment when NRC proposes to amend its regulations. Understanding the
general scope of the proposed DBT rule is necessary if the public is to exercise its right to

meaningful comment and oversight of NRC regulations.

After carefully balancing these competing interests, the NRC arrived at the level of
detail regarding the attributes of the DBT presented in the proposed rule. More specific
details (e.g., specific weapons, ammunition, etc.,) are consolidated in ACDs, which contain
classified or safeguards information. The technical bases for the ACDs are derived largely
from intelligence information, and also contain classified and safeguards information that
cannot be publicly disclosed. These documents witt must be withheld from public disclosure

and made available only on a need-to-know basis to those who otherwise qualify for access.

The ACDs may be updated from time to time as a result of the NRC’s periodic threat
reviews, which NRC has been conducting since 1979. Those threat assessments are
performed in conjunction with the intelligence and law enforcement communities to identify
changes in the threat environment which may in turn require adjustment of NRC security
requirements. Future revisions to the ACDs would not require changes to the DBT

regulations in § 73.1, provided the changes remain within the scope of the rule text.

The NRC consulted with Federal, State, and local agencies, and with industry
stakeholders in developing the updated DBTs. This consultation involved analysis of
intelligence information regarding the trends and capabilities of potential adversaries, and
discussion with Federal, law enforcement, and intelligence community agencies. Public

comments and suggestions received in response to PRM-73-12; also informed the NRC'’s

14




development of this proposed rule. The resolution of PRM-73-12, which is being granted in
part and-denied-npart through this ruleméking, is more fully discussed in Section V of this
notice.

The Commission concludes that the proposed amendments to § 73.1 will continue to
ensure adequate protection of public health and safety and the common defense and security

by requiring the secure use and management of radioactive materials. The revised DBTs

represent the largest threats against which private sector facilities must be able to defend with

high assurance. The proposed amendments to § 73.1 wotitd-net-expanc-the-BBTs-beyond

reflects requirements currently in place under existing NRC regulations and orders.
IV. Section by Section Analysis

The following table provides a comparison between the proposed rule text and the

current rule text.

Old New Change

15




none (2)(iv) A waterborne vehicle The

bomb assault, which may be proposed paragraph
coordinated with an external would add a new
assault. mode of attack not

previously part of
the DBT, that being
a waterborne
vehicle bomb
assault. This
coordinated attack
concept is another
upgrade to the
current regulation.

Additional guidance concerning the adversary characteristics is located in the
corresponding draft regulatory guides (radiological sabotage in DG-5017 and theft and

diversion in DG-5018). These draft RGs contain either safeguards or classified information

and are not publicly available.

V. Petition for Rulemaking (PRM-73-12)

As discussed above in this notice, the NRC staff reviewed PRM-73-12 to determine
whether the regulations in Part 73 regarding the DBT should be amended in response to
requests in PRM-73-12 and public comments received on the petition. PRM-73-12 was filed
by the Committee to Bridge the Gap on July 23, 2004. The petition requests that the NRC
amend its regulations to revise the DBT regulations (in terms of the numbers, teams,

capabilities, planning, willingness to die and other characteristics of adversaries) to a level
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The table contains the NRC's responses to the issues raised by public comments, but

the responses to comments do not include a detailed comparison of the differences between
the current DBT requirements (as imposed by the April 29, 2003 orders) and the requests in
PRM-73-12. Such a comparison could feveat-thetimits-of the-proposed-DBTrute—thereby
compromisinge security. The NRC’s post-September 11, 2001, review of security
requirements encompassed all the issues raised by the petitioner, and a number of the
petitioner’s requested changes to the DBT have been incorporated into the proposed DBT

amendments as discussed below.

The NRC is partially granting PRM-73-12 by conducting this proposed rulemaking to
revise the DBT requirements in § 73.1(a). Some of the requested changes in PRM-73-12 are
reflected in the proposed rule text. These changes include the proposed requirements in
§§ 73.1(a)(1)(i) and (a)(2)(i) that licensees be required to protect against one or more teams
of adversaries operating from multiple entry points. PRM-73-12 also requested that the DBT
regulation make clear that adversaries are willing to kill and be killed. This change is reflected
in proposed §§ 73.1(a)(1)(i)(A) and (a)(2)(i)(A). The proposed rule would also require
licensees to protect against waterborne threats, a wider range of land vehicles, and
coordinated attacks. All of these features of the proposed rule grant requests made in PRM-

73-12.

The NRC intends to ¢eny defer action on the other requests in PRM-73-12, specifically
theose aspects of PRM 73-12 which deal with the defense of nuclear power plants against

aircraft, and to address those issues as part of the final action on this proposed rule. PRM-
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Federal and other governmental efforts to protect the nation from terrorist attacks by

air have increased substantially since September 11, 2001. Those efforts already include a
variety of measures such as enhanced airline passenger and baggage screening,
strengthened cockpit doors, and the federal Air Marshals program. Federal law enforcement
and intelligence agencies have increased efforts to identify potential aircraft-related threats
before they can be carried out. The Department of Defense and the Federal Aviation
Administration have acted to protect airspace above a nuclear power plant in response to a
threat at the time thought to be credible, but which was later determined to be non-credible.
These and other governmentat-wide efforts have improved protection against air attacks on

all industrial facilities, both nuclear and non-nuclear.

Following the September 11, 2001; attacks in New York, the Pentagon, and
Pennsylvania, the NRC conducted assessments of the potential for and consequences of
terrorists targeting a nuclear power plant for aircraft attack, the physical effects of such a
strike, and compounding factors such as meteorology that would affect the impact of potential
radioactive releases. As-arestitof these-prefiminary-assessments Furthermore, the NRC
required nuclear power plant licensees to implement enhancements to mitigate potential

consequences in the unlikely event of an stuecessfut attack, including aircraft, on a nuclear

power plant.
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basisremains-vatid—Ftrthermore-tThe NRC staff will continue to review intelligence and

threat reporting to recommend any appropriate modifications to the DBT or NRC
requirements to mitigate air attacks. Fhereforebased-on-the—reviewof-the-petition-anc-the
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PRM-73-12 also requests that nuclear power plants be required to defend against
more than the number of attackers that carried out the September 11, 2001 attacks, and
identifies specific weapons that nuclear power plants should be able to defend against. The
Commission cannot comment publicly on the precise numbers of attackers or types of
weapons that nuclear power plants are required to defend against under the proposed DBTs
and ACDs for reasons stated earlier in this notice. However, the Commission has conducted
a thorough review of security to continue to ensure that nuclear power plants and other
licensed facilities have effective defensive capabilities and security measures in place given
the changing threat environment. An important part of this review was the consideration of a
terrorist attack similar to that which occurred on September 11, 2001. However, the DBT is
based upon review and analysis of actual demonstrated adversary characteristics
demonstrated in a range of terrorist attacks, werldwide and a determination as to whieh-the
attacks against which a private security force could reasonably be expected to defend
against.

In summary, the NRC grants PRM-73-12 in part by conducting this proposed
rulemaking to revise the DBT requirements in § 73.1(a) to reflect certain specific requested

changes contained in PRM-73-12 in the proposed rule text, and is deferring action on other
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requests in PRM-73-12, specifically those aspects of PRM-73-12 which deal with air-based

attacks. Fhe-NRE-intends-to-deny-theremainderof-thepetition—

VI. Guidance

The NRC staff is preparing new regulatory guides, as listed below, to provide detailed
guidance on the revised DBT requirements in proposed § 73.1. These guides are intended to
assist current licensees in ensuring that their security plans meet the requirements in the
proposed rule, as well as future license applicants in the development of their security
programs and plans. The new guidance incorporates the insights gained from applying the
earlier eonsofidates-ether-guidance that was used to develop, review, and approve the site
security plans that licensees put in place in response to the April 2003 orders. As such, this
regulatory guidance wettdnot is expected to be consistent with revised security measures at
catse current licensees’ to-revise-seeurity meastres-at-their-facilities. The publication of the
regulatory guides is planned to coincide with the publication of the final rule. The guides are

described below.

1. Draft Regulatory Guide (DG-5017) , "Guidance for the Implementation of the
Radiological Sabotage Design-Basis Threat (Safeguards)." This regulatory guide will provide
guidance to the industry on the radiological sabotage DBT. DG-5017 contains safeguards
information, and therefore, is being withheld from public disclosure and distributed on a need-

to-know basis to those with who otherwise qualify for access.

2. Draft Regulatory Guide (DG-5018), "Guidance for the Implementation of the Theft
and Diversion Design-Basis Threat (Classified)." This regulatory guide will provide guidance

to the industry on the theft or diversion DBT. DG-5018 contains classified information and
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therefore, is withheld from public disclosure and distributed only on a need to know basis to

those who otherwise qualify for access.

VIl. Criminal Penaities

For the purposes of Section 223 of the Atomic Energy Act, as amended, the
Commission is issuing the proposed rule to revise § 73.1 under one or more sections of 161
of the Atomic Energy Act of 1954 (AEA). Criminal penalties, as they apply to regulations in

Part 73 are discussed in § 73.81.

VIll. Compatibility of Agreement State Regulations

Under the “Policy Statement on Adequacy and Compatibility of Agreement States
Programs,” approved by the Commission on June 20, 1997, and published in the Federal
Register (62 FR 46517; September 3, 1997), this rule is classified as compatibility “NRC.”
Compatibility is not required for Category “NRC” regulations. The NRC program elements in
this category are those that relate directly to areas of regulation reserved to the NRC by the
AEA or the provisions of Title 10 of the Code of Federal Regulations, and although an
Agreement State may not adopt program elements reserved to NRC, it may wish to inform its
licensees of certain requirements via a mechanism that is consistent with the particular

State’s administrative procedure laws, but does not confer regulatory authority on the State.
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own these plants do not fall within the scope of the definition of "small entities" set forth in the

Regulatory Flexibility Act or the size standards established by the NRC (10 CFR 2.810).

XVI. Backfit analysis
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those-impesed-by-the-BBF-orders— The NRC determined, pursuant to the exception in 10

CFR 50.109 (a)(4)(iii), that a backfit analysis is unnecessary for this proposed rule. Section

50.109 states in pertinent part that a backfit analysis is not required if the Commission finds
and declares that a “regulatory action involves defining or redefining what leve| of protection
to the public health and safety or common defense and security should be regarded as
adequate.” The proposed rule would increase the security requirements currently prescribed
in NRC regulations, and is necessary to protect nuclear facilities against potential terrorists.
When the Commission imposed security enhancements by order in April 2003, it did so in
response to an escalated domestic threat level. Since that time, the Commission has
continued to monitor intelligence reports regarding plausible threats from terrorists currently
facing the U.S. The Commission has also gained experience from implementing the order
requirements and reviewing revised licensee security plans. The Commission has
considered all of this information and finds that the security requirements previously imposed
by DBT orders, which applied only to existing licensees, should be made generically

applicable. The Commission further finds that the proposed rule would redefine the security
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requirements stated in existing NRC regulations, and is necessary to ensure that the public
health and safety and common defense and security are adequately protected in the current,

post-9/11 environment.
List of Subjects in 10 CFR Part 73
Criminal penalties, Export, Hazardous materials transportation, Import,

Nuclear materials, Nuclear power plants and reactors, Reporting and recordkeeping

requirements, Security measures.

For the reasons set out in the preamble and under the authority of the Atomic
Energy Act of 1954, as amended; the Energy Reorganization Act of 1974, as amended; and

5 U.S.C. 553, the NRC is proposing to adopt the following amendments to 10 CFR Part 73.
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Executive Summary

The design basis threat (DBT) requirements in 10 CFR 73.1(a) describe general adversary
characteristics that designated licensees must defend against with high assurance. The

strategies.

The April 29, 2003, DBT orders required nuclear power reactors and Category | fuel cycle
licensees to revise their physical security plans, security personnel training and qualification

and military authorities: augmented security and emergency response training, equipment, and
communication; and more restrictive site access controls for personnel, including expanded,
expedited, and more thorough worker initial and follow-on screening. Currently, all power
reactor and Category | fuel facilities have received NRC approval of security plans consistent
with the DBTs imposed by the April 2003 orders.

This draft regulatory analysis considers two alternatives to the proposed rule changes to for

ictatt tat-requirements—putin ptace-by-the-orders-with-the DBT
requirements in § 73.1(a). The proposed rulemaking also considers the petition for rulemaking
(PRM) filed by the Committee to Bridge the Gap (PRM-73-12).

The first alternative is to take no additional regulatory action (“The No Action Alternative”)
beyond the DBT orders. Under this alternative, NRC would not revise the governing regulations
in § 73.1 pertaining to DBT, but would continue the status quo, which is implementation of
supplemented DBT requirements imposed through the DBT orders.

The second alternative, which was selected, is to revise the § 73.1 DBT requirements through
rulemaking. Because the DBT involves the discussion of information that is either safeguards
information or classified, three rulemaking strategies were evaluated for the most appropriate
approach.



|. Statement of Problem and NRC Objectives
(a) History and Background

The DBT requirements in 10 CFR 73.1(a) describe general adversary characteristics that
designated licensees must defend against with high assurance. The Nuclear Regulatory
Commission (NRC) requirements include protection against radiological sabotage (generally
applied to power reactors and Category | fuel cycle facilities) and theft or diversion of NRC-
licensed SSNM (generally applied to Category | fuel cycle facilities). Radiological sabotage
specifically applies to facilities that use special nuciear material. However, current Category |
facilities do not typically possess or use nuclear/radioactive materials that would constitute a
radiological sabotage threat. Theft or diversion applies to facilities that receive, acquire,
possess, use, or transfer formula quantities of SSNM. The DBTs are used by these licensees
to form the basis for site-specific defensive strategies implemented through security plans,
safeguards contingency plans, and guard training and qualification plans.

Following the terrorist attacks on September 11, 2001, the NRC conducted a thorough review of
security to ensure that nuclear power plants and other licensed facilities continued to have
effective security measures in place for the changing threat environment. In so doing, the NRC
recognized that some elements of the DBTs required enhancement due to the escalation of the
domestic threat level. After soliciting and receiving comments from Federal, State, local
agencies, and industry stakeholders, the NRC imposed by order supplemental DBT
requirements which contained additional detailed adversary characteristics. The balance
between licensee responsibilities and the responsibilities of the local, State and Federal
Governments was considered during the development of the April 29, 2003, DBT orders.

The Commission’s decision was based on the analysis of intelligence information regarding the
trends and capabilities of the potential adversaries and discussions with Federal, law
enforcement, and intelligence community agencies. These enhanced adversary characteristics
are reflective of the new threat environment and are described in the April 29, 2003, DBT
orders. In general terms, DBTs are comprised of attributes selected from the overall threat
environment. The ACDs set forth the specific details of the attributes of the DBTs. The DBT
technical basis document contains a basis for the specific adversary characteristics. These
supplemental documents contain safeguards and classified information, and therefore, are
withheld from public disclosure and only distributed on a need-to-know basis to persons with
authorized access. The NRC’s DBT is net based on worst-case-scenarios-but-ratheron-actual
adversary characteristics demonstrated worldwide and a determination as to those
characteristics against which a private security force could reasonably be expected to provide
protection.

The April 29, 2003, DBT orders required nuclear power reactors and Category | fuel cycle
licensees to revise their physical security plans, security personnel training and qualification
plans, and safeguards contingency plans to defend against the supplemental DBT
requirements. The orders resulted in licensee security enhancements such as increased
patrols; augmented security forces and capabilities; additional security posts; additional physical
barriers; vehicle checks at greater standoff distances; better coordination with law enforcement
and military authorities; augmented security and emergency response training, equipment, and
communication; and more restrictive site access controls for personnel, including expanded,
expedited, and more thorough worker initial and follow-on screening. Currently, all power
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reactor and Category | fuel facilities have received NRC approval of security plans consistent
with the DBTs imposed by the April 2003 orders.

(b) Objective of Proposed Rulemaking

— The proposed rulemaking would make
generically applicable the security requirements previously imposed on existing licensees by the
Commission’s April 2003 DBT orders, and redefine in NRC regulations the level of security
necessary to ensure adequate protection of the public health and safety and common defense
and security. The proposed rule would describe the DBTs at a level of detail comparable to the
current rule. Specific details related to the threat, which include both safeguards information
and classified information, would be consolidated in adversary characteristics documents that
would include requirements consistent with those in the DBT orders. The adversary
characteristics documents would be available to those with a need to know and authorized
access. The proposed rulemaking would include the DBTs for both radiological sabotage
(applied to power reactors and Category 1 fuel cycle facilities) and theft and diversion (Category
1 fuel cycle facilities). The proposed rulemaking would also consider the petition for rulemaking
filed by the Committee to Bridge the Gap (PRM-73-12).

(c) Backfit Rule Concerns
This section should be replaced with revised discussion from FRN.

[This proposed regulatory action would not involve the imposition of any new requirements.
The approach selected for the proposed rule would not expand the DBTs beyond requirements
currently in place under existing NRC regulations and orders. Consequently, the proposed

§ 73.1(a) amendments would not require existing licensees to make additional changes to their
current NRC-approved security plans. As such, there would be no backfits involved with this
regulatory action.]

Il. Analysis of Alternatives

There are basically two alternatives for addressing changes to the DBT requirements. Those
alternatives are to take no additional regulatory action beyond the DBT orders (No Action
Alternative) and rulemaking (of which there are three variations). These alternatives are
discussed below in more detail.

(a) No Action Alternative

This alternative is simply to take no additional regulatory action and, as a result, not revise the
governing regulations in § 73.1(a) pertaining to DBT. This approach would continue the status
quo, which is implementation of supplemented DBT requirements as imposed through the DBT
orders. While this action would save the agency resources that it would expend revising the
regulation, it would leave § 73.1(a) as is, and these requirements do not reflect the
supplemented DBT requirements currently in place. As such, the regulations would not be up-
to-date; this situation could introduce inefficiencies into the regulatory process. This alternative
was not chosen since it is important to consolidate the DBT requirements and revise § 73.1(a)
accordingly.




(b) Rulemaking Alternatives

The second alternative is to revise § 73.1(a) DBT requirements. There are several different
strategies for revising the requirements in the regulations. The strategies are:

(1) A rulemaking would contain the DBT details (which are safeguards and classified
information) but which would withhold this information from public disclosure. This would
require a change to Part 2 to develop a new rulemaking process.

(2) A rulemaking that would remove all detail from the regulation and reference documents that
contain the DBT details.

(3) A rulemaking that would revise § 73.1(a) requirements to remove detail that might provide
useful information to potential adversaries and follow an approach similar to the current
regulation by not referencing a document containing DBT attributes, but keeping the level of
detail in the rule language consistent with the current detail level in an effort to maximize the
opportunity for meaningful stakeholder participation.

The first strategy would require a change in § 2.800 to develop the new rulemaking procedures
that would account for the withholding of safeguards and classified information from the public.
This approach envisions neither public notice of a rulemaking nor an opportunity for the public
to comment on the proposed DBT regulation. This proposed rule could contain detailed DBT
requirements (which are safeguards and classified information), but the DBT detail would be
withheld from the public. Developing new rulemaking procedures would likely involve
considerable resources and there is the potential that this process would not comply with the
Administrative Procedure Act (APA). Given these challenges and the additional expenditure of
staff resources to pursue this approach, this strategy was not chosen.

The second strategy would remove all DBT details from § 73.1(a) and reference documents
containing the DBT requirements. This option would limit availability of information that could
aid potential adversaries. However, removing all the DBT details to a document that would be
restricted from public access (due to the safeguards and classified content), would create
questions regarding whether the approach provides the public with a meaningful opportunity to
comment. For this reason, this approach was not selected.

The third strategy would revise the § 73.1(a) requirements to accurately reflect the new DBT
requirements except for information that could be useful to potential adversaries, while
removing information that is outdated. This strategy would not reference a document within the
regulations, and in this sense, this strategy is similar to current regulatory practice (i.e., § 73.1
has been structured this way since its inception). This approach was used when the DBT
requirements were last revised to incorporate new vehicle bomb requirements with one
important exception. This approach would maintain a level of detail in the rule text that is
comparable to the current § 73.1 level of detail in an effort to maximize the opportunity for
external stakeholders to participate in the rulemaking. Compared to the other rulemaking
strategies described above, this rulemaking strategy would provide the public with the greatest
opportunity to comment and participate in the rulemaking process. However, the public’s
participation and access to safeguards and classified information is restricted to members of
the public who have a need to know and authorized access. This is the rulemaking strategy
that is judged as being the best option that balances public participation with the need to protect



(c) Conclusion Regarding Alternative Strategies

Based on the reasons discussed above, the NRC concludes that a rulemaking approach
described in the third strategy is the best approach.

lll. Estimate and Evaluation of Values and Impacts
(a) Overview
This section should be revised consistent with the FRN.

[This rulemaking would revise the governing regulations pertaining to the DBTs to more closely
align the regulation with the actual requirements that were implemented by the April 29, 2003
DBT orders. This rulemaking would not impose any new requirements beyond those which
have already been imposed through orders. A Petition for Rulemaking (PRM-73-12) is being
considered as part of this rulemaking with the intention of determining whether DBT
requirements need to be strengthened as the petitioner requests. The NRC is granting PRM-
73-12 in part, and denying PRM in part (refer to Section V of the proposed rule notice). As a
result of the DBT orders, licensees revised their security plans and submitted them for staff
review and approval. The staff reviews were completed on October 29, 2004. Furthermore,
this rulemaking would not impose any new information collection requirements.

This rulemaking would have no impact on plant risk. This rulemaking would not change the risk
associated with security-related events from the current level because requirements that are
currently in place per the orders, remain in place. Because there would be no net change in
risk related to radiological sabotage or theft and diversion (the implemented orders have
already addressed this), there would be no net change in potential value (in terms of reduced
risk) due to this rulemaking.

There is value in pursuing this rulemaking, because revising § 73.1(a) requirements to more
accurately reflect the implemented DBT requirements (with the constraint that certain
information would not be revealed within § 73.1(a)), would further increase the regulatory
coherency by updating the DBT requirements in § 73.1(a).]

(b) Impacts on Licensees

Impacts upon the licensees from this proposed rulemaking would be minimal. Because the
adversary characteristics would remain consistent with those promulgated by orders, no
technical changes will be required. Licensees may need to update references in their security
plan documentation, which could be accomplished without NRC review and in conjunction with
future plan updates.

(c) Impacts to the NRC

a. The primary impact on the NRC would be the resources expended in conducting
this rulemaking, including the consolidation of security guidance related to the
DBT. This guidance was developed during the post September 11, 2001, time
frame, and was used by licensees to revise security plans per the new DBT.
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UNITED STATES NUCLEAR REGULATORY COMMISSION

ENVIRONMENTAL ASSESSMENT AND FINDING OF

NO SIGNIFICANT IMPACT

The U.S. Nuclear Regulatory Commission (NRC) is proposing to revise the
requirements in 10 CFR 73.1. Specifically, the proposed rule would revise the design basis
threat (DBT) requirements for both radiological sabotage, which are generally applied to power
reactors and Category | fuel cycle facilities, and theft or diversion of NRC-licensed Strategic
Special Nuclear Material (SSNM), which are generally applied to Category | fuel cycle facilities.
Radiological sabotage specifically applies to facilities that use special nuclear material.
However, current Category | facilities do not typically possess or use nuclear/radioactive
materials that would constitute a radiological sabotage threat. Theft or diversion applies to
facilities that receive, acquire, possess, use, or transfer formula quantities of SSNM. The DBTs
are used by these licensees to form the basis for site-specific defensive strategies implemented
through security plans, safeguards contingency plans, and guard training and qualification
plans. The rulemaking also considered a petition for rulemaking filed by the Committee to

Bridge the Gap on July 23, 2004, (PRM-73-12) that pertains to the DBT.

ENVIRONMENTAL ASSESSMENT

Identification of the Action:

rolora 1agdl
VIUCTSwWiaT

fhe'e)ﬂSﬂﬁQ'B‘B:FS‘fthﬂfeﬁ‘reﬁts-!ﬁ—Fa—'!—(a-)— The principal objective of the proposed rule is to

make generically applicable the security requirements previously imposed by the Commission’s




April 29, 2003 DBT orders, and to define in NRC regulations the level of security necessary to
ensure adequate protection of the public health and safety and common defense and security.
The approach proposed in this rulemaking would maintain a level of specificity in

§ 73.1(a) rule language that is comparable to the current regulation, while revising DBT
attributes to be consistent with the requirements imposed by the April 29, 2003, DBT orders.
The revised approach would keep certain specific additional details, which are both safeguards
and classified information, in separate, non-publicly-available adversary characteristics
documents.

A Petition for Rulemaking, PRM-73-12, filed by the Committee to Bridge the Gap, was
considered as part of this proposed rulemaking, would be dispositioned as described in the
notice of proposed rulemaking. The petition requests that the NRC amend its regulations to
upgrade the DBT regulations (in terms of numbers, teams, capabilities, planning, willingness to
die and other characteristics of adversaries) to a level that encompasses, with a sufficient
margin of safety, the terrorist capabilities demonstrated during the attacks of September 11,
2001. The petition also requests that security plans, systems, inspections, and force-on-force
exercises be revised in accordance with the amended DBT. Finally, the petition requests that a
provision be added to Part 73 to require licensees to construct shields against air attack
(referred to as “beamhenge”), so that nuclear power plants would be able to withstand an air
attack from a jumbo jet similar to the September 11, 2001 attacks. PRM-73-12 was published
for public comment in the Federal Register on November 8, 2004 (69 FR 64690). The public
comment period expired on January 24, 2005. There were 845 comments submitted on PRM-
73-12, of which 528 were from letters. Many of the comments were submitted after the
comment period expired, however the staff reviewed and considered all of the comments.
Comments were received from nine state attorney generals, approximately 20 public interest

groups, a U.S. Congressman from Massachusetts, and six industry groups and licensees. In




NOTATION VOTE

RESPONSE SHEET
TO: Annette Vietti-Cook, Secretary
FROM: COMMISSIONER MCGAFFIGAN

SUBJECT:  SECY-05-0106 - PROPOSED RULEMAKING TO
REVISE 10 CFR 73.1, DESIGN BASIS THREAT
(DBT) REQUIREMENTS

w/comments

Approved _¥ _ Disapproved Abstain
Not Participating

COMMENTS:

See attached comments.
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Commissioner McGaffigan’s Comments on SECY-05-0106
(Reinstated Vote Dated 10/14/05)

In order to facilitate prompt Commission action on this paper (for which there is a statutory
mandate in the Energy Policy Act of 2005), | hereby reinstate my June 30, 2005 vote (copy
attached) during my previous term on the Commission. | recognize that some adjustment to
the Statement of Considerations will be required in light of the Energy Policy Act, and wili
address that in the staff requirements memorandum process. | am disappointed to learn that
the far more important 10 CFR 73.55 (and Appendices) proposed rule package has now been
delayed three months until late May 2006, although | recognize that that package is the best
vehicle for incorporating some of the Energy Policy Act changes. Potential combined
construction authorization and operating license (COL) applicants need to know the security
rules under which they will be filing their applications as soon as possible.
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NOTATION VOTE

RESPONSE SHEET
TO: Annette Vietti-Cook, Secretary
FROM: COMMISSIONER MCGAFFIGAN

SUBJECT: SECY-05-0106 - PROPOSED RULEMAKING TO
REVISE 10 CFR 73.1, DESIGN BASIS THREAT
(DBT) REQUIREMENTS -

w/comments and edits

Approved X - Disapproved Abstain
Not Participating

COMMENTS:

See attached comments and edits.
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Comments of Commissioner McGaffigan on SECY-05-0106

| approve the proposed rule and response to the Petition for Rulemaking subject to extensive
edits contained in the attached pages. While | have no problem with the substance of the
requirements being proposed to be added to the regulations through this rulemaking, there
needs to be a recognition within the package that the basis for the changes is not a simple
codification of the security orders issued following the terrorist attacks of September 11, 2001.
We are currently engaged in litigation over whether those very orders amounted to improper
rulemaking and it should be recognized that this rulemaking is informed by our interactions with
licensees during implementation of the security orders, including staff's review of detailed
security plans submitted by licensees in response to those orders. 1 think it would be unrealistic
to say that our experiences over the last several years of implementation of the orders and
review of the security plan revisions did not factor into this rulemaking. Further, where it is not
necessary to refer to the orders to generally describe our rationale, we should not refer to the
orders such that we create frustration for the reader by continually referencing documents they
cannot review in all their detail. For the Federal Register Notice | have made changes that will
be consistent with the rulemaking being based on our experience with the orders rather than a
mere codification of the orders.

While | have not gone through and made similar changes to the other attachments (Executive
Summary, Finding of No Significant Impact, and letter to Petitioner on the PRM), similar
changes should be made to assure we are not creating the impression in any of our documents
that we are merely incorporating the security orders into our regulations without having used
our several years of experience in developing this proposal.

I would also note that this is the first of two (and perhaps more) proposed rules on power
reactor security. The next rule amending 10 CFR §§73.53; 73.56 and 73.57, and various Part
73 appendices, is due to the Commission in March 2006 (a very ambitious schedule). Both of
these rule amendments are critical to establishing a stable basis for future applicants for

advanced reactor combined operating licenses (COLs).
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NUCLEAR REGULATORY COMMISSION
10 CFR Part 73
RIN 3150-AH60
Design Basis Threat

AGENCY: Nuclear Regulatory Commission
ACTION: Proposed rule.
SUMMARY: The Nuclear Regulatory Commission (NRC) is proposing to amend its regulations
that govern the requirements pertaining to design basis threat (DBT). The proposed
amendment would consolidate the existing DBT requirements in § 73.1(a) with the supplemental

DBT requirements HEVElaped after consiaerar

IGn.0f1he experiencewithimplamentation aiing

putin-ptace-by Commission orders issued on April 29, 2003 (68 FR 24517, 68 FR 26675, 68 FR
26676). The specific details related to the threat, which contain both safeguards information
(SGI) and classified information, are eenselidated Eontainedin adversar); characteristics
documents (ACDs) that are not publicly available. These documents include specific details of
the attributes of the threat consistent with the requirements imposed in the April 29, 2003, DBT
orders. The proposed rule would revise the DBT requirements for raaiological sabotage
(applied to power reactors and Category | fuel cycle facilities pursuant to § 73.55(a) and

§ 73.20(a) respectively), and theft or diversion of NRC-licensed Strategic Special Nuclear
Material (SSNM) (applied to Category | fuel cycle facilities pursuant to § 73.20(a)). The NRC
has developed draft Regulatory Guides (RGs) that provide guidance concerning the DBT for
radiological sabotage and theft and diversion. These draft RGs have limited distribution
because they contain either safeguards or classified information. Additionally, a Petition for
Rulemaking (PRM -73-12), filed by the Committee to Bridge the Gap, was considered as part of

this proposed rulemaking; the NRC's disposition of this petition is contained in this document.



I. Background

The DBT requirements in 10 CFR 73.1(a) aescribe general adversary characteristics that
designated licensees must defend against with high assurance. The NRC requirements include
protection against radiological sabotage (generally applied to power reactors and Category | fuel
cycle facilities) and theft or diversion of NRC-licensed SSNM (generally applied to Category | fuel
cycle facilities). Radiological sabotage specifically applies to facilities that use special nuclear
material. However, current Category | facilities do not typically possess or use nuclear/radioactive
materials that would constitute a radiological sabotage threat. Theft or diversion applies to facilities
that receive, acquire, possess, use, or transfer formula quantities of SSNM. The DBTs are used by
these licensees to form the basis for site-specific defensive strategies implemented through security

plans, safeguards contingency plans, and guard training and qualification plans.

Following the terrorist attacks on September 11, 2001, the NRC conducted a thorough
review of security to ensure that nuclear power plants and other licensed facilities continued to have
effective security measures in place for the changing threat environment. In so doing, the NRC

oE;

recognized that some elements of the DBTSs required E3rly’enhancement due to the escalation of
the domestic threat level. After soliciting and receiving comments from Federal, State, local
agencies, and industry stakeholders, the NRC imposed by order supplemental DBT requirements
which contained additional detailed adversary characteristics. The balance between licensee

responsibilities and the responsibilities of the local, State and Federal Governments was considered

during the development of the April 29, 2003, DBT orders [N RSeveralyaars expanencaundar

{ResE orars he Commissionis ready toadaqnose arrbules 10 ne reguations WhIoh exberiehes
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The Commission’s decision was based on the analysis of intelligence information regarding the
trends and capébilities of the potential adversaries and discussions with Federal, law enforcement, and

intelligence community agencies. These enhanced adversary
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characteristics are reflective of the new threat environment-end-are-deseribed-inthe-Aprit
20-2063-BBForders. In general terms, DBTs are comprised of attributes selected from the

overall threat environment. The ACDs set forth the specific details of the attributes of the DBTs.
The DBT technical basis document contains a basis for the specific adversary characteristics.
These supplemental documents contain safeguards and classified information, and therefore, are
withheld from public disclosure and only distributed on a need-to-know basis to persons with
authorized access. The NRC's DBT is not based on worst-case scenarios but rather on actual
adversary characteristics demonstrated worldwide and a determination as to those characteristics

against which a private security force could reasonably be expected to provide protection.

The April 29, 2003, DBT orders required nuclear power reactors and Category | fuel cycle
licensees to revise their physical security plans, security personnel training and qualification plans,
and safeguards contingency plans to defend against the supplerﬁental DBT requirements. The
orders resulted in licensee security enhancements such as increased patrols; augmented security
forces and capabilities; additional security posts; additional physical barriers; vehicle checks at
greater standoff distanées; better coordination with law enforcement and military authorities;
augmented security and emergency response training, equipment, and communication: and more
restrictive site access controls for personnel, including expanded, expedited, and more thorough
worker initial and follow-on screening. FRENRCI A8 Teviewed ANt apploved revised SEaunty
plansforCurrently—all power reactor and Category | fue! facilities IRatlicenscas davalopad have
received-NRC-apprevat-of-seeurity-plans-consistent with the DBTs imposed by the April 2003

orders.




fl. Rulemaking Initiation

On July 19, 2004, the staff issued a memorandum entitled “Status of Security-Related
Rulemaking” to inform the Commission of plans to close two longstanding security-related
actions and replace them with a comprehensive rulemaking plan to modify physical protection
requirements for power reactors. This memorandum described rulemaking efforts that were
preempted by the terrorist activities of September 11, 2001, and summarized the security-
related actions taken following the attack. In response to this memorandum, the Commission
directed the staff in an August 23, 2004, Staff Requirements Memorandum (SRM), to forego the
development of a rulemaking plan and provide a schedule for the completion of 10 CFR 73.1,
73.55, and Part 73 Appendix B rulemakings. The requested schedule was provided to the

Commission by memorandum dated November 16, 2004.

lli. Proposed Regulations

The principail objective of the proposed revision to the § 73.1(a) DBT rule is to
consolidate theBlnbLtes ol supplementalrequirements-putin-place-by the April 29, 2003, DBT

orders, JWHich experience Nas shoWsnotldideneTCaliapPIYA0 cetaln: Classes ot lIGenSeas:

with the existing DBTs requirements in § 73.1(a) in an expedited manner. Buring-the

re fiHigiproposed rule would
revise certain exemptions for independent spent fuel storage installations (ISFSls). The current
DBT rule exempts ISFSIs from the land vehicle transport and land vehicle bomb threats

contained in §§ 73.1(a)(1)(i)(E) and (a)(1)(iii), respectively. These exemptions should no longer

be retained because the Commission issued orders to ISFSIs on October 16, 2002, requiring
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ISFSIs to protect against these threats. An exemption from the waterborne threat would be
added for ISFSIs s¢

previotusty-imposed-by-Commission-orders. The Staff evaluated the need for including
waterborne requirements-in-the-October-16;-266215F5torders-and concluded that other

means in the orders were sufficiently protective that specific requirements for waterborne were

not required.

The proposed rule would also amend the exemption in the current § 73.1(a) for
licensees subject to the provisions of § 73.20. The current rule exempts these licensees from

the requirements to protect against vehicles transporting adversary personnel and equipment

and the land vehicle bomb. The Commission's hasidetermined:DBForders-new, however,
require [iAt certain licensees subject to § 73.20 (Category | fuel cycle facilities) Rgadito
protect against such threats, so the exemption must be amended accordingly. The amended

exemption would continue for other licensees described in 10 CFR § 73.20 (e.g., fuel

reprocessing plants licensed under Part 50) beeattse-the-Commission-has-netissued-any
orders-that-wouldreqtire-the-exemptionto-be-eliminated.’

The approach proposed in this rulemaking maintains a level of detail in the § 73.1(a)
rule language that is generally comparable to the current regulation, while updating the

general DBT attribttes in a manner consistent with the EXperiencagained . applicaton o

AN

supplemental requirements imposed by the April 29, 2003, DBT orders. The result is a
proposed rule with a level of detail that reflects all major features of the DBTSs, yet avoids
compromising licensee security by not publishing the specific tactical and operational

capabilities of the DBT adversaries. The goal of this approach is to provide sufficient public

1Elimination of the exemption from the DBTSs for fuel reprocessing plants should be considered if,
in the near future, it appears a license application for such a facility will be filed. Fuel reprocessing plants
would possess types and quantities of material requiring robust security. Elimination of the exemption is
not being pursued here because of the limited scope of this rulemaking.
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cannot be publicly disclosed. These documents will be withheld from public disclosure and

made available on a need-to-know basis to those who otherwise qualify for access.

The ACDs may be updated from time to time as a result of the NRC's periodic threat
reviews, which NRC has been conducting since 1979. Those threat assessments are
performed in conjunction with the intelligence and law enforcement communities to identify
changes in the threat environment which may in turn require adjustment of NRC security
requirements. Future revisions to the ACDs would not require changes to the DBT regulations

in § 73.1, provided the changes remain within the scope of the rule text.

The NRC consulted with Federal, State, and local agencies, and with industry
stakeholders in developing the updated DBTs. This consultation involved analysis of
intelligence information regarding the trends and capabilities of potential adversaries, and
discussion with Federal., law enforcement, and intelligence community agencies. Public
comments and suggestions received in response to PRM-73-12, also informed the NRC's
development of this proposed rule. The resolution of PRM-73-12, which is being granted in

part and denied in part, is more fully discussed in Section V of this notice.

The Commission concludes that the proposed amendments to § 73.1 ensure adequate
protection of public health and safety and the common defense and security by requiring the
secure use and management of radioactive materials. The DBTs represent the largest threats
against which private sector facilities must be able to defend with high assurance. The
proposed amendments to § 73.1 would not expand the DBTs beyond requirements currently

in place under existing NRC regulations and orders.
IV. Section by Section Analysis

The following table provides a comparison between the proposed rule text and the

current rule text.




Oid New Change
(a) Purpose. This (a) Purpose. This part The
part prescribes requirements | prescribes requirements for the proposed

for the establishment and
maintenance of a physical
protection system which will
have capabilities for the
protection of special nuclear
material at fixed sites and in
transit and of plants in which
special nuclear material is
used. The following design
basis threats, where
referenced in ensuing
sections of this part, shall be
used to design safeguards
systems to protect against
acts of radiological sabotage
and to prevent the theft of
special nuclear material.
Licensees subject to the
provisions of § 72.182,
§72.212, § 73.20, § 73.50,
and § 73.60 are exempt from
§ 73.1(a)(1)(i)(E) and

§ 73.1(a)(1)(iii).

establishment and maintenance of
a physical protection system which
will have capabilities for the
protection of special nuclear
material at fixed sites and in transit
and of plants in which special
nuclear material is used. The
following design basis threats,
where referenced in ensuing
sections of this part, shall be used
to design safeguards systems to
protect against acts of radiological
sabotage and to prevent the theft
or diversion of special nuclear
material. Licensees subject to the
provisions of § 73.20 (except for
fuel cycle licensees authorized
under part 70 of this chapter to
receive, acquire, possess, transfer,
use, or deliver for transportation
formula quantities of strategic
special nuclear material ), § 73.50,
and § 73.60 are exempt from

§ 73.1(a)(1)()E), § 73.1(a)(1)(iil),
§ 73.1(a)(1)(iv), § 73.1(a)(2)(iii) and
§ 73.1(a)(2)(iv). Licensees subject
to the provisions of § 72.212, are
exempt from § 73.1(a)(1)(iv).

paragraph is
modified to clarify
that the DBTs are
designed to protect
against diversion in
addition to theft of
special nuclear
material.

The
proposed
exemptions would
be updated based
on the order
requirements and
conforming changes
to other paragraphs
of this part.

11




unlikely event of a successful attack on a nuclear power plant. As part of a comprehensive
review of security for NRC-licensed facilities, the NRC conducted detailed site-specific
engineering studies of'a limited number of nuclear power plants to assess potential
vulnerabilities of deliberate attacks involving large commercial aircraft. In conducting these
studies, the NRC drew on national experts from several Department of Energy laboratories
using state-of-the-art structural and fire analyses. For the facilities analyzed, the vulnerability
studies confirm that the likelihood of Bhiajrerait.ooth damaging the reactor core and releasing
radioactivity that could affect public health and safety is low. Even in the unlikely event of a
radiological release due to terrorist use of a large aircraft, there would be sufficient time to
implement mitigating actions and offsite emergency plans such that the NRC's emergency
planning basis remains valid. Furthermore, the NRC staff will continue to review intelligence
a;1d threat reporting to recommend any appropriate modifications to the DBT or NRC
requirements to mitigate air attacks. Therefore, based on the review of the petition and the

considerations noted above, the NRC intends to deny this portion of PRM-73-12.

PRM-73-12 also requests that nuclear power plants be required to defend against
more than the number of attackers that carried out the September 11, 2001 attacks, and
identifies specific weapons that nuclear power plants should be able to defend against. The
Commission cannot comment publicly on the precise numbers of attackers or types of
weapons that nuclear power plants are required to defend against under the proposed DBTs
and ACDs for reasons stated earlier in this notice. However, the Commission has conducted
a thorough review of security to continue to ensure that nuclear power plants and other
licensed facilities have effective security measures in place given the changing threat
environment. An important part of this review was the consideration of a terrorist attack

similar to that which occurred on September 11, 2001. However, the DBT is based upon



review and analysis of actual adversary characteristics demonstrated in a range of terrorist
attacks worldwide and a determination as to which attacks a private security force could

reasonably be expected to defend against.

In summary, the NRC grants PRM-73-12 in part by conducting this proposed
rulemaking to revise the DBT requirements in § 73.1(a) to reflect certain specific requested
changes contained in PRM-73-12 in the proposed rule text. The NRC intends to deny the

remainder of the petition.

VI. Guidance

The NRC staff is preparing new regulatory guides, as listed below, to provide detailed
guidance on the revised DBT requirements in proposed § 73.1. These guides are intended to

assist future license applicants in the development of their security programs and plans. The

K]

guidance eensetidates will: on.expenencelgamea.n: applying.other guidance that was

used to develop, review, and approve the site security plans that licensees put in place in

response to the April 2003 orders. As such, its:novexpectednatthis regulatory guidance

would net cause current licensees to revise security measures at their facilities. The
publication of the regulatory guides is planned to coincide with the publication of the final rule.

The guides are described below.

1. Draft Regulatory Guide (DG-5017) , "Guidance for the Implementation of the
Radiological Sabotage Design-Basis Threat (Safeguards)." This regulatory guide Will provide
guidance to the industry on the radiological sabotage DBT. DG-5017 contains safeguards
information and therefore, is being withheld from public disclosure and distributed on a need-

to-know basis to those with who otherwise qualify for access.
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RESPONSE SHEET
TO: Annette Vietti-Cook, Secretary
FROM: COMMISSIONER MERRIFIELD

SUBJECT:  SECY-05-0106 - PROPOSED RULEMAKING TO
REVISE 10 CFR 73.1, DESIGN BASIS THREAT
(DBT) REQUIREMENTS

Approved ./ Disapproved Abstain
Not Participating

COMMENTS:
éa, oH"\r/L" (omme iz,

SIG E
DATE
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Commissioner Merrifield’s Comments on SECY-05-0106

| approve issuing SECY-05-0106, “Proposed Rulemaking to Revise 10 CFR 73.1, Design Basis
Threat (DBT) Requirements,” subject to the attached comments. | want to commend the staff
for its efforts to develop a proposed rule that allows meaningful public comment on the
proposed DBT attributes, while protecting safeguards and classified information from being
compromised.

| believe it is imperative that the public be allowed to provide comment on the changes to the
design basis threat requirements for nuclear facilities, an opportunity they understandably could
not be given during the development of the security orders because of the NRC’s need to act
quickly and the sensitive nature of the detailed information conveyed in the orders. It is also
just as important for the staff to evaluate the comments from all stakeholders, to ensure that the
requirements to be codified in the final rule will provide adequate protection of the public health
and safety and the common defense and security.
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UNITED STATES NUCLEAR REGULATORY COMMISSION

ENVIRONMENTAL ASSESSMENT AND FlNDlNG OF

NO SlGNIFICANT IMPACT
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The U. . Nuclear Regulatory Commlssion (NRC) is proposing to revise the

requrrements in 10 CFR 73 1. Specrf cally, the proposed rule would revise the design basis

threat (DBT) requrrements for both radlologlcal sabotage Wthh are generally apphed to power
reactors and Category | fuel cycle facilities, and theft or dlverswn of NRC—hcensed Strateglc
Specral Nuclear Matenal (SSNM) Wthh are generally apphed to Category | fuel cycle facrlrtles
Radiological sabotage specifi cally applres to facrlltles that use specral nuclear matenal
However current Category ] facrlltres do not typlcally possess or use nuclearlradloactlve
matenals that would constltute a radlologlcal sabotage threat Theft or dlversron applles to
facrlltles that receive, acqurre possess use or transfer formula guantrtles of SSNM The DBTs
are used by these llcensees to form the basrs for srte-specuf c defensrve strategles lmplemented
through secunty plans safeguards contlngency plans and guard tralnlng and quahf catlon
plans. The rulemaklng also consndered a petltlon for rulemaklng fi led by the Commlttee to

Bridge the Gap on July 23 2004 (PRM-73 12) that pertams to the DBT

ENVIRONMENTAL ASSESSMENT

Identification of the Actlon

The pnncnpal objectlve of the proposed revrsron to the § 73.1(a) DBT rule is to _
consolldate the supplemental requrrements put ln place by the Apnl 29, 2003 DBT orders with

the existing DBTs reqUIrements in § 73 1(a).



|.:Statement of Problem and NRC Objectives
- (a) History and Background

The DBT requirements in 10 CFR 73.1(a) describe general adversary characteristics that
desrgnated licensee’s must defend against with high assurance. The Nuclear Regulatory
Cornmrsslon (NRC) requirements include protéction against radiological sabotage (generally
applied to power.reactors and. Category | fuel-cycle facilities) and theft or diversiori of NRC-
licensed. 'SSNM (geneérally applied to Category | fuel cycle facilities). Radiological sabotage
specifically applies 1o facilities that use special'nuclear. material. However, current Category |
facilities.do.not typically-possess or use nuclear/radioactive materials that would constltute a
radiological sabotage threat.. Theft or diversion applies to facilities that receive, acquire,
possess, use, or transfer formula quantities of SSNM. - The DBTs are used by these llcensees
to form the basis for site-specific defensive strategies implemented through secunty plans
safeguards contlngency plans, and guard training and qualification plans. -

Following the terrorist attacks on September 11, 2001, the NRC conducted a thorough review of
security to ensure that nuclear power plants and other licensed facilities continued to have
effective security measures'in place for the changing threat environment. “In so domg, the' NRC
recognized that some elements of the DBTs required enhancement due to the escalation of the .
domestic threat level. After soliciting-and receiving comments from Federal, State, local
agencies, and industry stakeholders,the'NRC imposed byorder supplemental DBT ™
requirements which.contained additional detailed adversary characteristics:- The balance
between licensee responsibilities and the responsibilities of the local, State and Federal -

~ Governments was considered during the development of the April 29, 2003 DBT orders

‘The Commrssron s decision was based on the analysis of lntellrgence mformatlon regardmg the -
trends and capabilities of the potential adversaries and discussions with Féderal, law = ~
enforcement, and intelligence community agencies. - These enhanced adversary charactenstrcs :
are reflective of the new threat environment and are described in'the April 29,2003, DBT
orders. In general terms, DBTs are comprised of attributes selected from the overall threat
environment. The ACDs set forth the specific details of the attributes of the DBTs. The DBT
technical basis document contains a basis for the specific adversary characteristics.: These .
supplemental documents contain safeguards and classified information, and therefore, are
withheld frompublic disclosure and only.distributed on a need-to-know basis to persons with -
authorized access. The NRC's DBT is v based eremerel-ease-seomarive-brrnetier on actual
adversary characteristics demonstrated worldwrde and a-determination as to those "
characteristics against which a pnvate secunty force could reasonably be expected to provrde
protectron o : . : : o

The Apnl 29 2003 DBT orders requrred nuclear power reactors and Category | fuel cycle
licensees to revise their physical security plans, security personnel training and qualification
plans, and safeguards contingency plans to defend against the supplemental DBT. ~ -
requirements. The orders resulted in licensee security enhancements such as increased
patrols; augmented security forces and capabilities; additional security posts; additional physical
barriers; vehicle checks at greater standoff distances; better coordination with law enforcement
and military authorities; augmented security and emerge'ncy response training, equipment; and
communication; and more restrictive site access controls for personnel, includirig expanded,
expedited, and more thorough worker initial and follow-on screenrng Currently, all power
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" reactor and Category | fuel facilities have received NRC approval of security plans consistent -
with the DBTs imposed by the April 2003 orders.

s HHreTETHS® pe=by-the :t%

5 H S(3). The proposed rule would descnbe the I
DBTs at a level of detail comparable to the current rule. Specific details related to the threat, - oot
whicmnclude both safeguards information and classified information, would be consolidated in *3;/
adversary charactenstics documents that wouldiriclude requirements consistent with‘those in '
the DBT orders, ;The,adversary characteristics documents would be available to those with

authorized access. The proposed rulemaking would include the DBTs for both radiological -

sabotage (applied to power reactors and Category 1 fuel cycle facilities) and theft and diversion

(Category 1 fuel cycle facilities). . The proposed rulemaking would also consider the petmon for

rulemaking filed by the Committee to Bridge the Gap (PRM-73-12). - :

(©)] Backft Rule Concems

“This proposed regulatory actlon would not rnvolve the 1mposrt|on of any new requrrements The /
approach selected for the proposed rule would:not éxpand the DBTs beyond requirements )
currently in place under existing NRC regulations and orders. Consequently, the proposed

§ 73.1(a) amendments would not require existing licensees to make additional changes to their

current NRC-approved secunty plans As such there would be no backf'ts involved with this
regulatory action. T .

L. Analysrs of Altematives '
'There are basically two alternatlves for addressing changes to the DBT requrrements Those
alternatives are-to_take no additional regulatory action beyond the DBT orders (No Action

Alternative) and rulemaking (of which there are: three variations). These altematrves are .
drscussed below in more detail. - ' .

(a) NoActlonAltematrve .,_-_-, o . L : .. t -

Thrs alternatrve is srmply to take no addrtional regulatory action and, as a result, not revrse the
governing regulations-in § 73.1(a) pertaining to DBT." This approach would continue the status.
quo, which is implementation of supplemented DBT requirements as imposed through the DBT
orders. While this action would save the agency resources that it would expend revising the - -
regulation, it would leave § 73.1(a) as is, and these requirements do not reflect the B
supplemented DBT requirements currently in place. As such, the regulations would not be up-
to-date;.this situation could introduce inefficiencies intothe regulatory process. This alternative
was not chosen since it is |mportant to consolrdate the DBT requrrements and revrse § 73. 1(a)
accordrngly . C e

(b) Rulemakrng Altematlves

The second altematrve is to revise § 73 1(a) DBT requrrements There are several different
strategies for revising the requirements in the regulations. The strategies are: .



Executive Summary

The deslgn basis threat (DBT) requirements in 10 CFR 73. 1(a) describe general adversary
charactenstus that designated licensees must defend against with high assurance. The -
Nucléar Regulatory Commission (NRC) requirements include protection against radiological
sabotage (applled to power reactors and Category | fuel cycle facilities) and theft or diversion of -
NRC-licensed strategic special nuclear material (SSNM) (applied to Category I fuel cycle
facilities).. The DBTs are used by these licenseesto forrn the basls for slte-specrf c defensrve
strategles . :

The Apnl 29 2003 DBT orders requrred nuclear power reactors and Category l fuel cycle
licensees to revise their physical security plans, security personnel training and_qualrt” catron
plans, and safeguards contingency plans to defend against the supplemental DBT : - -

- requirements. The orders resulted in licensee security enhancements such as tncreased
patrols; augmented security forces and capabilities; additional security posts additional physical
barriers; vehicle checks at greater standoff distances; -better coordination with law enforcement
and military authorities; augmented security and emergency response training, equipment, and
communication; and more restrictive site access controls for personnel including expanded
.expedited, and more thorough worker initial and follow-on screening. Currently, all power
reactor and Category 1 fuel facilities have received NRC approval of secunty plans consistent

-with the DBTs lmposed by the April 2003 orders.
g M ,,. ruli,dl\am%t,s to
"This draft regulatory analysls consrders two altematlves ceETHsslidating-the-suppleman

e ra-with the DBT requirements ln § 73 1(a) The proposed
rulemaking also conslders the petmon for rulemaking (PRM) filed by the Commiittee to Bridge’
the Gap (PRM-73-12).

‘The first alternative is to take no additional regulatory action (“The No Action Altemative')
beyond the DBT orders. Under this alternative, NRC would not revise the governing regulations
in § 73.1 pertaining to DBT, but would continue the status quo, which is implementatlon of
supplemented DBT requirements lmposed through the DBT orders. .

The second alternative, which was selected, is to revise the § 73.1 DBT requirements through
rulemaking. Because the DBT involves the discussion of information that is either safeguards
information or classrﬂed three rulemaking strategies were evaluated for the most appropriate
approach.

The strategy chosen'is similar to the rulemaking practice the NRC used when the DBT
requirements were last revised. Compared to the other strategies, this rulemaking approach
would provide the public with the opportunity for meaningful comment and participation in the
process. However, the public's participation and access to classified and safeguards '
information is limited to those who have a need-to-know and who otherwise qualify for access.
The NRC selected this rulemaking strategy after carefully considering the balance between .
openness and the protection of sensitive information, as well as the need for complying with the
notice-and-comment requirements of the Administrative Procedure Act. The detalils in the
proposed rule would likely be assumed by potentlal adversaries but would not offer information
that would assist adversaries in planning or carrying out an attack. At the same time, the
proposed rule would include sufficient detall to enable comments from external stakeholders on
NRC regulatory activities. By placing this information in the rule, the NRC concluded that the
benefits gained by maintaining more openness in the NRC rulemaking process for § 73.1
exceeded the risks of releasing the information.



(©) Conclusmn Regardlng Altemative Strategies

Based on the reasons discussed above the NRC concludes that a rulemaklng approach
descnbed in the third strategy is the best approach. . a

. Estrmate and Evaluation of Values and Impacts
| '(a) Overwew e -.3--"5:' T

This miemaking would revise the govemlng regulatlons pertamlng o the DBTs to more closely
align the regulation with the actual requirements that were implemented by the April 29, 2003
DBT orders. This rulemaking would not impose any new requirements beyond those which
‘have already been imposed through orders. :A‘Petition for Rulemaking. (PRM-73-12) is being
consldered as:part of this rulemaking with the Intention of determining whether DBT &= -+ =
requnrements need to be strengthened as the petltroner requests The NRC Is granting PRM— ]
73-121n. part and denying PRM in.part (refer to Section V of the proposed rule notice). As a -

R result .of the DBT orders, licensees revised their:security plans and submitted them:for staff
le\ review and: .approval. The staff reviews were completed on:October 29, 2004. Furthennore
@J’P this rulemakmg would not impose any new infonnatlon collectlon requirements R

Th|s rulemakmg would have no impact on plant risk Thls rulemaking would not change the nsk
associated with security-related events from the current level because requrrements that are
currently in place per the orders, remainin place. . Because there would be no net change ln
risk related to radlological sabotage or theft and diversion (the Implemented:drders have -
already addressed this), there would be no net change in potentral value (|n terms of reduced
nsk) due to, this rulemakmg R Tl PR H

There is value in pursumg thls rulemaking. because rewsrng § 73 1(a) requnrements to more
accurately reflect the implemented DBT requirements (with the constraint that certain
information would:not be_revealed within-§ 73.1(a)),-would further. increase the regulatory
coherency py updatlng the DBT requlrements in § 73 1(a) S .

(b) lmpacts on Llcensees R T S R TR S A
lmpacts upon the ilcensees from thls proposed rulemaking wculd be mmlmal Because the
adversary characteristics would remain_consistent with those promulgated by orders, no
technical changes will be required. ‘Licensees may need to update references In.their security
plan documentation,: whlch could be accompllshed WIthout NRC revrew and in conjunctlon wnth
futureplanupdates R R VL LUE S R T e T -

(c) lmpacts to the NRC B e T S TN PR j : :. e
a. - ;The pnmary lmpact on the NRC would be the resources expended ln conductlng
-thls rulemaking; including the consolidation of security guidance related to the -
DBT. This guidance was developed dunng the post-September 11,.2001, time.
- frame; and was used by licensees to revise security plans per.the new DBT.
This effort is therefore, to consolidate the DBT guidance mto stand-alone
documents, not to revuse or create the guidance.
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NUCLEAR REGULATORY COMMISSION |
10 CFR Part 73
RIN 3150-AHE0
DeSIgn Basrs Threat
AGENEY: Nuclear Regulatory Commlssion o
ACTION: - - Proposed rule,

SUMMARY The Nuclear Regulatory Commrsslon (NRC) is proposing to amend lts regulations

that govem the requnrements pertainlng to desrgn basis threat (DBT) The-p-reposed

. : $ : y-COMMRISSo ‘ SUBT :!: Apeil2G=208
e wbuL uu,ﬂi, Md.SA/dbi'_ emdcomirion dijsual and. Seunty .- areadigea
‘,______’ﬁ'he specﬁ" c detalls relatedto the threat,

: : tondeined .
“contain both safeguards information (SGi) and classn' ed informatlon areeeneehdatela in

'adversary charactenstlcs documents (ACDs) that are not publicly available These documents

rnclude specxt” c details of the attnbutes of the threat consnstent wuth the requ1rements imposed

in the Apnl 29, 2003 DET orders The proposed rule would revisé the DBT requnrements for

radiological sabotage (applled to power reactors and Category ] fuel cycle facnllties pursuant to )
§ 73.55(a) and § 73.20(a) respectlvely) and theft or diversmn of NRC-Ilcensed Strategic |
Special Nuclear Material (SSNM) (applied to Category | fuel cycle facuhties pursuant to

§ 73:20(a)). The NRC has developed draft Regulatory Guides (RGs) that provude guidance % U]
concerning the DBT for radlological sabotage and theft and diversion. These draft RGs have
llmited dlstnbution because they contain either safeguards or classnf ed information. 4 :
Additionally, a Petition for Rulemaking (PRM -73 12) f led by the Commlttee to Bndge the Gap,
was considered as part of this proposed rulemaklng, the NRC's dlsposmon of this petltion is -

contained in this document.



l. Background ' ' | -

The DBT requirements in 10 CFR 73.1(a) describe general adversary characteristics
that designated licensees must defend against Wifh high assurance. The NRC requiréments
include protection agéinst radiological sabotage (generally applied to"power. reactors and
Category | fuel cyclé facilities) and theft or divérsion of NRC-licensed SSNM (generally
applied to Category | fuel cyclé facilities). “Radiological sabotage spécifically applies to
facilities that use spédiél nucléar material. However, current Category | facilities do not
typically posséss or use nucléar/radioactivé materials that would constitute a radiological
sabotage threat. Theft or diversion applies to-facilities that receive, acquire, poss'ess, use, or
transfer formula quantities of SSNM. The DBTs are used by the-se licensees to form the ”
basis for site-specific dgfensive strategies implemented through security plans, safeguards

contingency plans, and guard training and qualification plans.

Following the terrorist attacks on September 11, 2001, the NRC conducted a thorough
review of sécurity to ensure that nuclear power plants and other licensed facilities continued
to have effective security measures in place for the changing threat environment. "In so doing,
the NRC recognized that some eleménts of the DBTS required enfiancement due to the
escalation of thé domestic threat level:“After soliciting and receiving'commients from Federal,
State, local agenciés, ‘and industry stakeholders, the NRC |mposed by order supplemental

o m mssiong
DBT requirements ‘contained additional detalled adversary characteristics. -'Fhe-baiance

%&mﬁ#ﬂuw : zwt Hu resggarz mw of am;u ih ;:Dfed'mdcmlw—.d hu/:ea/: 274:4: ::
ore. rea ConsINSUy o onable ”n Seoeer) iy in o
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The Commission's decision was based on the analysis of intelligence information
regarding the trends and capabilities of the potential adversaries and discussions with

Federal, law enforcement, and intelligence community agencies. These enhanced adversary

O’ghw ﬁw‘—% UWperivAtl Undin thene orolurs over Hha Fwi' 2 years, e Comnuisyin
bollaes Had covbun athributy, a WSamlus shndd. be ﬁMCzLﬂu /m73osd-m
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characteristics are reflective of the new threat environme@ad—a-re—d%er&bed—in—t-he—kpfﬂee-,

2663rBETorders: ln general terms, DBTs are comprised of attributes selected from the-
- overall threat environment. The ACDs set forth the specific details of the attributes of the

DBTs. The DBT te_clhnical basis document contains a basis for the specific adversary

characteristics, These supplemental documents contain safeguards and classified.

-ijtwdut'nhctwLo 4o .st%tatdfuv(qumss

mformatron apd-therefore-e: gHrorrpublic-disclosure-and-oRly "A_,onaneed-

to-know baa%e—persene—wrth—eutheﬁ;ed-eesess The NRC's DBT isnbased on
weret—ease—soeneﬂos-bet-rahemn-actual adversary charactenstlcs demonstrated worldwide -
and a determination as to those characteristics against which a private security force could

reasonably be expected to provide protection. .

The April 29, 2003, DBT orders required nuclear power reactors and Category 1 fuel
cycle licensees to revise their phy'si'cal security plans, security personnel training and
quahﬂcatlon plans and safeguards contlngency plans to defend against the supplemental
DBT requirements. The ordersr&l-ted-m llcenseéé curity enhancements such as mcreased
patrols augmented secunty forces and capablhtues additional secunty posts additional .
physical barners vehtcle checks at greater standoff dlstances better coordlnatton Wlth law

enforcement and mllltary authontles, augmented secunty and emergency response tralmng, L

equipment, and communication; and more restrictive site access controls for personnel,

wmuo n MAPUMQ— 'tb m&p/ul. 2003 ord-ams AR



1. Rulémaking Initiation "

On July 19, 2004, the staff issued a memorandum entitled “Status.of Securiw-ﬁelated
Rulemakrng to mform the Commlssron of plans to close two longstandlng secunty-related
actions and replace them with a comprehensnve rulemaklng plan to modlfy physrcal protectlon
requxrements for power reactors ThlS memorandum descnbed rulemakmg effprts that were
preempted by the terronst activities of September 1‘t..“20‘01 and summanzed the securlty
related actions taken following the attack. in response {6 this memorandiim, fhe Commission
directed the staff in an August 23, 2004, Staff Requiremmients Memorandum (ShM), to forego
the dévelopment of a rulemaking plan and provide a schedule for'tné"comp’let"ion'of |
10 CFR 73.1, 73.55, &ind Part 73 Appendix B rulemakings. The requested schedule was
provided to the Commission by memorandum dated November 16,.'206"4. ' o

pwm)oaL objactive 4 the pmpawi ruls. s ﬁdlre%m mc/ylwci of -
SV iy i “W”ﬁ‘m"’m’ PR ok R
pubhc D{M“Z(

d.l_t Secum’
1] J:mnnqed Requlatrons /——)

T Qonathare” |
Ihe-pnneﬂeel objectrve of the proposed revrsron to the §73. 1(a) DBT rule is to

rord: r%_e proposed rule would d..,o

revise certam .éxemptions for independent spent fuel storage mstallatlons (lSFSls) The
current DBT rule exempts ISFSIs from the land vehicle transport and land vehicle bomb
threats. contained in §§ 73, 1(a)(1)(|)(E) and (a)(1)(m) respectlvely These exemptrons should

no longer be retalned because the Commission issued orders to lSFSIs on October 16 2002,

that he Lomndssimn beliesesn  7shuuld. be gunrically opplicd p2
PAA reacksrs omd Caﬁ%g'nél fual frcilifieo



The Staff evaluated the need o

tﬂpﬁ'g;"f o A TSEST -

i waterbome requrrements et slobestS=a erders and concluded that

other means in the erders-were suffrcrently protectxve specmc requirements & rljwdm%_
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The proposed rule would also' amend t_h_e exemption in the current § 73.1(a) for
licensees subject to the provisions of § 73.20. The current'rule exempts these licensees from
the requxrements to protect, agalnst vehloles transporting adversary personnel and equipment
Ras  dekerminad © el dut b He vt
and the land vehicle bornb The Commnsslon}(«BB*—erdera—new however require certain %'w't +
need ‘
licensees subject to § 73.20 (Category | fuel cycle fagllities)xto protect agamst such threats, so

the exemption must be amended accordingly. The amended exemption would continue for

other licensees described in 10 CFR § 73.20 (e.g., tuel reprocessing plants licensed under

The approach proposed in this rulemaking malntains a level of detail in the § 73. 1(a)
rule language that is generally comparable to the current regulation while updatmg the

Aad from b appLCcahmaP
general DBT attnbutes in a manner con3|stent wnth thef plementalAreqUIrements lmposed

Sz.aunh&-
by the April 29 2003 DBT orders The result is a proposed rule wrth a level of detail that
reflects all major features of the DBTS, yet avoids compromlsmg licensee secunty by not
publishing the specific tactical and operational capabilities of the DBT adversaries. The goal

of this approach is to provide sufficient public notice of the upgrades to the DBTS, iné:luding

liml atrt{t;f the exemp’ ] j plants shoul nsidered j
in the nearfdiure, it appears g licénse application fprsuch a facility wiff be filed. Fuel r ocesslng o) nts
would.possess types and iti quiring robust sg€urity. Elrminatlo the exem onis
/norgeing pursued-here because of the limiteg’scope of this ru}




the new modes of attack that facilities must be prepared to defend against, so that meaningful

public input is possible regarding'the'proposed rule's scope and content.

The NRC re‘cognizes thét'some stakeholders may expect more detail than is set forth

in the current or proposed DBT regulatlons However, the more detail that is made publrcly
grtater Hhe dhamsa

available abott the specrf ¢ capabilities of the DBT adversaries, the Fere-nfermetior-timt
ofwh‘vi ao(uwsawzs c‘.mlo\ qqolorl- -wa informatin -
by Y. - o6 If potentlal adversaries can

readily identify the specific design bases for licensee security systems in a publicly available
DBT regulation,.then they could determine thé force size arid weapons types necessary to
overcome rhese security systems. Disclosing such:details as the speciﬁc weapons,
:ammunition, vehicles, and bomb sizes that licensees must be prepared to defend against

could substantially assist an adversary in planning an attack.

On the other hand, it is 'in'i'portant for the-public to understand the types of attacks
against which nuclear power plants and Category | fuel cyclé facilities are required to deferid.
ﬁre pubhc r.ras a vital stake in the security of these facilities, as well as the right to meaningful
comment when NRC proposes to amend its regulations. Understanding the general scope of

the proposed DBT ruleis nfecessary.if the public is to exercise its right to meaningful comment
and oversight of NRG regulations.

After carefully balancing thesé competing iriterests, fhe NRC arrived at the level of
detail regarding the attributes of the DBT preseﬁted in the proposed rule. More specific
details (e.g., specific weapons, ammunition, etc.,) are consolidated in ACthich contain
classif ed or safeguards information. The technical bases for thé ACDs are derived largely
from intelhgence information, and also contain classifi ed and safeguards information that .

rust
cannot be publicly disclosed. These documents-m#be withheld from public dlsclosure and

ey

made‘availablern a need-to-know basis to those who otherwise qualify for access. /



The ACDs may be updated from time to time asa result of the NRC’s periodic threat
reviews, which NRC has been conducting since 1979. Those threat assessments are
performed in conjunction with the intel{igence and law enforcement communities to identify
changes in the threa.t environnyent which_may in turn require adjustment of NRC security
requirements. Future revisi_dns 1o the ACDs would not require changes to the DBT

regulations in § 73.1, provided the changes remain within the scope of the rule text,

The NRC consuilted with Federal, State. and local-agencies, and with industry
stakeholders in.developing the updated DBTs. This consultation involved analysis‘of
intelligence informaﬁon,regarding the trends and capabilities of potentia] adverearies, and
discussion with Federal, law enforcement, and inteliigenee community agencies. Public
comments and suggestions received in response to PRM-73- 12/(also informed the NRC's -

development of this proposed rule. The resolutlon of PRM-73-12, which is bemg granted in

NIV Yu.lLMaku/Ua»
part and%medm-perf is more fully dlscussed in Sectlon \Y of this notice.
' will enkimae. o

The:Commission concludes that the proposed amendments to § 73. 1/. sure
adequate protection of public health and safety and the common defense and%icunty by -
requmng the secure use and management of radioactive materials. The}DBTs represent the '
largest threats against which private sector facilities must be able to defend with high ~- -
assurance. The prdposed arnend_rnen_t_s 1o § 73.1 would not expand t_he’D‘BTs beyond

requirements currently in place under existing NRC regulations and orders.
IV. Section by Section Analysis

The following table provides a comparison between the proposed rule text arid the

current rule text.-
LicensesSEOrder Modify M LICCST et fective Tmmediately)-dated-Aprl- 2972683
CommissisrmrierEA-03-887-k-the-Matter-of Nuelear-Fusi-Services,incs-Eauin, TN:Qedor—
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-N'ew_ .

B

Change

"(a) Purpose. ‘This
_part prescribes requirements
for the establishment and
maintenance of a physical
protection system which will
-have capabiliti€s for the

protection of special nuclear

material‘at fixed sites and in
transit and of plants in which
special huclear material is

‘| used. The follownng design
basis threats, where-
referenced in ensting
'sections of this part, shall be
‘'used to design safeguards
systems to protect against

acts of radiological sabotage -

‘and to preveritthe theft of
special nuclear material.
Licensees subject to the
provisions of § 72.182,
§72.212,'§ 73.20, §73.50,
and § 73.60 are'éxempt from
§ 73.1(a)(1)(i)E): ‘and

§ 73.1(a)(1)(iii).

(a) Purpose Thls part
prescnbes requirements for the
establishment and maintenance of

a physical protection system which

will have capabilities for the
protectlon of speCIaI nuclear .
materidl at fixed sites and in transit

‘and of plants in which 'special -

nuclear matenal is used. The

' fol[owmg design basis threats
-| whére referénced in enstiing

sections of this part, shall be used
to design safeguards systems to
protect against acts of radiological
sabotage and to prevent the theft -
or diversion of specnal nuclear
matenal Llcensees subject to the
provisions of § 73.20° (except for

1 fuel cycle’ licensees authorized
'l under part 70 of this chapter to-
‘|-receive; acquire; possess, transfer,
use, or deliver for transportation” - ol

formula quantities of strategic
special nuclear material ), § 73.50,
and § 73.60 are exempt from

§ 73.1(a)(D(NE), § 73.1(a)(1) i),
§73 1(@)(1)(iv), § 73. 1(a)(2)(m) and.
§73, 1(a)(2)(|v) Llcensees subject

'| to the provisions of § 72.212, are
) exempt from § 73. 1(a)(1)(|v)

The
proposed
paragraph is

‘moadified to clarify

that the DBTs are
designed to protect -

against diversion in

addition to theft of
special nuclear
material.

The
proposed

‘exemptions:would

be updated based .
on the order .
requirements and .

.| conforming changes

to other paragraphs
of this part.

11



none

(2)(iii)'A land vehicle bomb
assault, which may be coordinated
with an external assault, and

The
proposed paragraph
would be updated to
reflect that
licensees are
required to protect
against a wide
range of land "
vehicles. A new
modeé of attack not
previously part of

"I the DBT would be
| added indicating
'| that adversaries

may, coordinate a
vehicle bomb

_| assault with another
extérnal assault.”

none

(2)(iv) A waterborne vehicle
bomb assault, which may be
coordinated with an external -
assault. '

" The
proposed paragraph

1 would ‘add a new

mode of attack not
previously part of -
the DBT, that being
a waterborne
vehicle bomb
assatlt. -This * -
coordinated attack

| concept is another

upgrade to the
current regulation.

Additional guidance concerning the adversary characteristics is located in the

corresponding draft regulatory guides (radiological sabotage in DG-5017 and theft and

diversion in DG-5018). These draft RGs contain either safeguards or classified information -

and are not publicly available. Fre-BB¥
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V. Petition for Rulemaklng (PRM-73-12)

As dtscussed above in this notice, the NRC staff revuewed PRM-73-12 to determine
whether.the_ reggtatlons in Part 73 regarding the DBT should be amended in response to
requests |n ERM—73-12 and public comments received on the petition. PRM-73-12 was filed
by the Cbmrhittee’te'Brittge the Gap on July 23, 2004. The petition requests that the NRC
amend its reghlatibhs to revise the DBT regulations (in terms of the numbers teams, |
capabllmes plannlng, wrlllngness to die and other charactenstlcs of adversanes) to a level
that encompasses wrth a suff cuent margln of safety, the terronst capabilities evidenced by
the attacks of September 11, 2001. The pehtlon also requests that security plans, systems,
inspectlons and force-on-force exercises be revised in accordance with the amended DBT.
Finally, the petmon requests a requrrement be added to Part 73 to construct shields against
air attack (the shlelds are referred to as “beamhenge”) which the petition asserts would
enable huclear p.ower:plants to.\ivithstan'_d an a_ir attack from a jumbo jet.

PRM-73-12 was publisheti for public comment in the Federal Register on November 8,
2004 (69 FR 64690). The public comment period expired on January 24, 2005. There were
845 comments submitted on PRM-73-12,.of which 528 were form letters. Many of the
comments were submitted after the comment period expire(@howeve@\e staff reviewed and -'
considered all of the comments. - Comments were received from nine state attorneys éeneral,
approximately 20 public interest groups, a U,S. Congressman from Massachusetts, and six -
industry groups and licensees. In addition, two U.S. Senators and a U.S. Representative (all -

from New Jersey) requested an extension to the comment period. The bulk of the comments

18



licensees to protect against waterborne threats, a wider range of land vehicles, and

coordinated attacks. All of these features of the proposed rule grant requests made in PRM-

73-12.

The NRC intends to deny the other requests in !;'RM-73-1 2, specifically the aspects of
PRM 73-12 which deal with the defense of nuclear p.0\_.fver plants agafnst aircraft. PRM-73-12
requests that NRC require licensees to defend against air attack by constructing a series of
steel Eeéms that would break apart an attacking plane before it could impact the facility. The

structure is referred to as “beamhenge.” -

Féderal efforts to protect the nation from terrorist attack‘é by air have increased
substaniially si_hce September .11.. 2001. Those efforts alre’aidy‘incldde a variety of measures
such as enhanced airline passenger-and baggage screening, strengthened cockpit doors, -
and the federal ;{\ir- Marshals brogém. 'Federal law enforcement and intelligence agencies-
have increased efforts to identify potential aircraft-related threats before they can be carried
qut. The Department of Defense and the Federal Aviation Adm?nistratidn have acted to -
protéct airspacé above a nuclear ppvs)er. plant in respbnse to a threat at the time thoﬁght to be
credible,,but_which,Was later determined to be npn-cr'edible. ‘These and other govemment}( ' ,/
wide efforts have improved pro{ection a_gainsf -air attacks on éll industrial facilities, both

nuclear and non-nuclear.

Following the Septémber 11, ;’2001.' attaé:k’s in .New Ybrk, the Peniagon. and
Pennsylvania, the NRC conducted assessments of the potential for and cohsequencés of
terrorists targeting a nuclear power plant for aircraft attack, the physical effects,of such a
strike, and compounding factors such as rﬁeteorolbgy’ that would affect the impact of potential
radioactive releases. As a resﬁlt of these preliminary'as'sessments, the NRC required nuclear

power plant licensées to implement enhancements to mitigate potential consequences in the

20



unlikely event of a successful attack on a nuclear power plant. As part of a comprehensive
review of security for NRC-licensed facilities; the NRC conducted detailed site-specific
repressmdaiive
engineering studies of a limited number ofg clear power plants to assess potential
vulnerabilities of deiiberate attacks involving large commercial aircraft. In conducting these
studies the NRC drew on national experts from several Department of Energy Iaboratone@
using state-of-the- art structural and fire analyses For the facmtles analyzed, the vulnerability
4 Lo 52, Comniinrelal edreraft
studies confirm that the likelihood ofﬁ-—th damagmg the reactor core and releasing
radioactivity that could affect-public health and safety is low. Even in the unlikely event of a
radiological release due to terrorist use of a large aircraft, there would be sufficient time to
implement mitigatino actions and offsite emergency plans such that the NRC's emergency
planning basis remains valid. Furthermiore, the NRC staff will continue to review intelligence
and threat reporting to recommend any appropriate modifications to the DBT or NRC
requirements to mitigate air attacks. Tﬁeréfore," baséd on the review of the petition and the’
considerations noted above, the NRC intends to deny this portion of PRM-73-12.
| PRM-73 12 also requests that nuclear power plants be requ1red to defend agamst
more than the number of attackers that camed out the September 11, 2001 attacks and
identifies specnﬂc weapons thaf nuclear power plants should be able to defend against The-
Commission cannot comment publicly on the premse numbers of attackers or types of
weapons that nuclear power plants dre requured to defend against under the proposed DBTs
and ACDs for reasons stated earlier in this notice. However, the Commission has conducted
a thorough review of security to continue to énsure that nuclear power plants and other
licensed facilities have effective secuﬁtg} meéasures in place given the changing threat |

environment. An important part of this review was the considertion of a terrorist attack

similar to that which occurred on September 11, 2001. However, the DBT is based upon
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review and analysis of actual adversary characteristics demonstrated in a range of terrorist ' >y

attacks worldwide and a determination as to-vm attacksla private security force could

reasonably be expected to defend ageirst: _ : /

In stimmary, the NRC grants PRM-73-12 in part by conducting this proposed
rulemaking to revise the DBT requirements in'§ 73.1(a) to reflect certain specific requested -
changes contained in PRM-73-12 in the proposed rule text. The-NREintendate-deny-the

. ! F Il'm . ’

erwi’h,cwoué " uwwnng,
MWWlkgpw.wed‘

YI. C?ruidance 41411 f%urmu& i Hu prope

g

The NRC staff is preparing new regulatory gurdes as Ilsted below, to provrde detailed
gurdance on the revised DBT requrrements in proposed § 73.1. These guides are intended to
assist future license applicants in the development of their security programs and plans( The 1) ‘/

inesvparakes T thalqis gained from applyingtha earlier
gurdance-geneehdaterother gurdance that was used to develop, review, and approve the site
security plans that llcensee: putin place in response to the Apnl 2003 orders. As such this
: 15 Wt L .
regulatory gurdance Cveelé-nd cause current llcensees to revise secunty measures at their !//
facilities. The publlcatron of the regulatory gurdes is planned to coincide wrth the publlcatlon

of the fi nal rule. The gurdes are descnbed below.

1. Draft Regulatory Guide (DG 5017) "Gurdance for the lmplementatlon of the
Radlologrcal Sabotage DeSIgn-BaS|s Threat (Safeguards) This regulatory guide wnll provrde
guidance to the__nndustry on the radiological sabotage DBT. DG-5017 contains safeguards
information anwerefore. is hel_n.g' withteld from public.dj_s:closure and distributed on a need- '\/
to-know basis to those ﬂt‘lﬂrwho otherwise.qua_li:fyfor access. : v

2. Draft Regulatory Guide (DG-5018), "Guidance for the Implementation of the Theft
and Dlversion Design-Basis Threat (Classiﬁed).” This regulatory guide will provide guidance

22



to the industry on the theft or diversion DBT. DG-5018 contains classified information and@
- M
therefqr@s withheld from public disclosure and .di‘strib.ute'dﬁn a need to know basis to those

who otherwise qualify for access.

VII. Criminal Penaltiés

For.the purposes of Section 223 of the Atomic énergy Act, as amended, the

~ Commission is issuing thé proposed rulé to rev;.;;e § ;/3.1 under one or mére sections of 161
of the Att;mic Energy Act of 1954 (AEA). Crir.nin'a'l bé:ﬁaltiés, as they apply to regulatiéns in -
Part 73 are discussed in § 73.81. ' |

VIil. Compatibility of Agreement State Regulations

Under the “Policy Statement on Adequacy and Compatibility of Agreement States
.Programs,",approvéd by the Commission on June 20, 1997, and pﬁblished in the Federal
Register (62 FR 46517; September 3, 1997), this rﬁle is classiﬁéd-as compatibility "NRC."
éompatibiiity is not required for Category "NRC" regulations. .The NRC program elements in
this catggory are tﬁose that relate directly to areas of regulation reserved to the NRC by the
AEA or the provisions of Title 10 of the Code of Federal Regulatidns, a_nd although an
Agreement State may nd_t adopf program élements reserved to NRC, it may wis.h t.c'> inform its
licensees of certain requirements via a mechanism that is consistent with the particular

State’s administrative procedure laws, but does not confer regulatory authority on the State.
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own these plants do not fall within the scope of the definition of "small entities" set forth in the

~,

Regulatory Flexibility Act or the size standards established by the NRC (10 CFR 2.810).

" XVI. Backfit analysis - |
Tht NRQ kﬂo d.!fmw.u&j pwrscwvd’ —{b#u_ qéupﬁm w10 CFR. &5, \oq@t%\}

Tr W \ pw;;osuL‘rul-L,MCom,sm h.M rLscnheJ NETITG Lw!i gqc,mrz.r
wuekenn ik es O-l‘jO-JLV\A/t' po’rwh%r AJMJ: & Mumo Mwu‘d’ ik P"Dmd’

) - Fervor)'sks ;
Listof §ubjects In T0CFRPart 73

Criminal penalties, Export, Haza}dous materials transportation, Import,
uclear materials, Nuclear power plants and reactors, Reporting and recordkeeping

requirements, Security measures.

For the reasons set out in the preamble and under the authority of the Atomic
Eriergy Act of 1954,‘ as amendéd; the Energy Reorganization Act of 1974, as amended; and

5U.S.C. 553, the NRC' is propos_ing to adopt the following amendments to 10 CFR Part 73.

Whaene Hhe Commission \W,Pasd Suwn%ué. enameomeny b%ovdm m Apud 2003,
Wrodde 5o in respmsts o o estelaked. dameshe Yhreat Ll S Jhad -hm
M. Commleston hao ek weed: 4o ot udcu,u%vu reports 1 wnbd\-ﬁ\
\o\m\d_ W\rwis from +'urrrrt5'13 Lurry M'\«ﬁv M Jhe U8 The Ubhuu.sy._m

s odso Uprrions 'FV:WV\ """’PM% NN re,c(w\rw\iz omd_
rwiwulnz, Yol 245 Wamods:, Smeh-a, \ams. T Conumisston. hag eamsidued ol
) Yhio \w\{wwwhm_ ond finds Yok . proposed rule. redafnes o \wel:

9 ton {Lwrw% NSy +® wnaunre ot Hhe PLdOLLL hoalMA amd.
s amnd. oM delnst amd. seaunity are wak Feetrd v 4he ewrronk
post = /Il Hhreak amvironmmd "t 4 “ren | " -
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NOTATION VOTE

RESPONSE SHEET
TO: Annette Vietti-Cook, Secretary
FROM: COMMISSIONER JACZKO

SUBJECT: SECY-05-0106 - PROPOSED RULEMAKING TO
REVISE 10 CFR 73.1, DESIGN BASIS THREAT
(DBT) REQUIREMENTS

Approved _X _ Disapproved Abstain
Not Participating

COMMENTS:

See attached comments
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DATE

Entered on "STARS” Yes_X_ No




Commissioner Jaczko's Comments on SECY-05-0106
Proposed Rulemaking to Revise 10 CFR 73.1, Design Basis Threat (DBT) Requirements

| approve the publication of the Federal Register Notice containing the proposed rule for public
comment subject to the attached edits reflecting the requirements of the Energy Policy Act of
2005, deferring the Petition for Rulemaking (PRM-73-12), and other changes as reflected in the
discussion below. | commend the staff for developing an approach to this rulemaking that
provides for meaningful stakeholder involvement without revealing information that could be of
use to a potential adversary and agree that here, as in all instances, meaningful comment on
the proposed rule will strengthen the rulemaking record.

| do not support language in the Federal Register Notice that suggests or implies that the NRC
has predetermined that the DBT rule does not need to provide for protection against airborne
attack. The staff's proposal indicates the Commission has carefully considered including an
airborne attack in the proposed DBT rule, but has determined it is not necessary. Because this
is a proposed rule, the purpose here is to obtain public comments before the agency makes a
final decision. Thus, the staff should use this rulemaking as on opportunity to discuss this issue
in detail, especially as it relates to new reactors.

Amending the regulations to require existing facilities to defend against airborne attack as
requested in PRM-73-12 may not be feasible. The Commission has decided, however, that
existing plants are required to employ mitigative strategies to maintain or restore core cooling,
containment, and spent fuel pool cooling capabilities using existing or readily available
resources that can be effectively implemented under the circumstances associated with loss of
large areas of the plant due to explosions or fire. The next generation of nuclear power plants
are designed to be inherently safer than the existing fleet. They also need to be inherently
more secure by design. Thus, the design of the new reactors should greatly reduce or
eliminate the need for the mitigation strategies required of the current fleet.

For new plants this proposed rule provides an opportunity to discuss and consider rethinking
our current concepts of physical protection by engineering protection against postulated
security threats into the design of the facility. Therefore, the staff should specifically seek
public comment on designing new nuclear facilities to withstand an aircraft attack and
optimizing facility design to reduce reliance upon traditional physical protection system

components and personnel.
s

/ Gregory B. Jaczko  Date
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NUCLEAR REGULATORY COMMISSION
10 CFR Part 73
RIN 3150-AH60
Design Basis Threat

AGENCY: Nuclear Regulatory Commission
ACTION: Proposed rule.
SUMMARY: The Nuclear Regulatory Commission (NRC) is proposing to amend its regulations
that govern the requirements pertaining to design basis threat (DBT)@e proposed rule would
amend 10 CFR 73.1 (a) to make generically applicable the security requirements previously
imposed by the Commission’s April 29, 2003 DBT orders, which applied to existing licensees,

and redefine the level of security requirements necessary to ensure that the public health and

safety and common defense and security are adequately protec@&e—pfopaeedmendmem

.
= arlamsantal I
>, . - vV M oo

efe}eEThe proposed rule would revise the DBT requirements for radiological sabotage

(applied to power reactors and Category I fuel cycle facilities pursuant to § 73.55(a) and

§ 73.20(a) respectively), and theft or diversion of NRC-licensed Strategic Special Nuclear
Material (SSNM) (applied to Category | fuel cycle facilities pursuant to § 73.20(a)). The NRC
has developed draft Regulatory Guides (RGs) that provide guidance‘gg licenseé_—s_’/concerning

the DBT for radiological sabotage and theft and diversion. These draft RGs have limited



distributioﬁ because they contain either safeguards or classified informationﬁhe specific
details related to the threat, which contain both safeguards information (SGI) and classified
information, are consotidated contained in adversary characteristics documents (ACDs) that are
not publicly available. These documents include specific details of the attributes of the threat
consistent with the requirements imposed in the April 29, 2003, DBT orders. { Additionally, a
Petition for Rulemaking (PRM -73-12), filed by the Committee to Bridge the Gap, was
considered as part of this proposed rulemaking; the NRC’s disposition of this petition is

contained in this document.

DATE: Submit comments by [insert date 75 days after publication in the Federal Register.]
Comments received after this date will be considered if it is practical to do so, but the

Commission is able to ensure consideration only for comments received on or before this date.

ADDRESSES: You may submit comments by any one of the following methods. Please
include the following number RIN 3150-AH60 in the subject line of your comments. Comments
on rulemakings submitted in writing or in electronic form will be made available for public
inspection. Because your comments will not be edited to remove any identifying or contact
information, the NRC cautions you against including any information in your submission that
you do not want to be publicly disclosed.

Mail comments to: Secretary, U.S. Nuclear Regulatory Commission, Washington, DC
20555-0001, ATTN: Rulemakings and Adjudications Staff.

E-mail comments to: SECY@nrc.qov. If you do not receive a reply e-mail confirming that

we have received your comments, contact us directly at (301) 415-1966. You may also submit

comments via the NRC's rulemaking web site at hitp://ruleforum.linl.gov. Address questions



I. Background

The DBT requirements in 10 CFR 73.1(a) describe general adversary characteristics
that designated licensees must defend against with high assurance. EhesE_lNRC
requirements include protection against radiological sabotage (generally applied to power

reactors and Category | fuel cycle facilities) and theft or diversion of NRC-licensed SSNM

(generally applied to Category | fuel cycle facilities).Eadie&eg%caF&abo%ageepee%ﬁcaHy

transfer-formulaquantittesof-SSNM; !I he DBTs are used by these licensees to form the

basis for site-specific defensive strategies implemented through security plans, safeguards

contingency plans, and guard training and qualification plans.

Following the terrorist attacks on September 11, 2001, the NRC conducted a thorough
review of security to ensure that nuclear power plants and other licensed facilities continued
to have effective secuﬁty measures in place for the changing threat environment. In so doing,
the NRC recognized that some elements of the DBTs required enhancement due to the
escalation of the domestic threat level. After soliciting and receiving comments from Federal,
State, local agencies, and industry stakeholders, the NRC imposed by order supplemental

DBT requirements which that contained additional detailed adversary characteristics.Ehe

efde:sjﬂe Commission deliberated on the responsibilities of the local, State, and Federal
governments to protect the nation, and the responsibility of licensees to protect individual

nuclear facilities, before reaching consensus on a reasonable approach to security in the April



29, 2003 DBT orders. After gaining experience under the orders over the past two years,'the

Commission believes that attributes of the orders should be generically imposea

The Commission's decision was based on the analysis of intelligence information
regarding the trends and capabilities of the potential adversaries and discussions with
Federal, law enforcement, and intelligence community agencies. These enhanced adversary
characteristics are reflective of the new threat environmengnd-afe-desefibed-iﬁ—ﬂﬁe-ﬁcpf’rl-es;
EesaﬁaBFefderE In general terms, DBTs are comprised of attributes selected from the
overall threat environment. The ACDs set forth the specific details of the attributes of the
DBTs. The DBT technical basis docﬁment contains a basis for the specific adversary

characteristics. These supplemental documents contain safeguards and classified

information ‘

to-know-basis-to-persons-with-atthorized-aeecess that is distributed only to persons with
authorized access and on a need-to-know basis. The NRC’s DBT is net based qn—worsf-case

seenarios-btitrather-on-actual demonstrated adversary characteristics demenstrated
weﬁdwigand a determination as to those characteristics against which a p}ivate security

force could reasonably be expected to provide protection.

The April 29, 2003; DBT orders required nuclear power reactors and Category | fuel
cycle licensees to revise their physical security plans, security personnel training and
qualification plans, and safeguards contingency plans to defend against the supplemental
DBT requirements. The orderéffisuﬁed required in licensees to ma@ecurity enhancements
such as increased patrols; augmented security forces and capabilities; additional security
posts; additional physical barriers; vehicle checks at greater standoff distances; better
coordination with law enforcement and military authorities; augmented security and

emergency response training, equipment, and communication; and more restrictive site



access controls for personnel, including expanded, expedited, and more thorough worker
initial and follow-on screeningEtemporary and permanent workers. The NRC has reviewed
and approved the revised security plans that were developed and submitted by power reactor

and Category | fuel cycle facility licensees in response to the April 2003 orders. €trrentlyal




Il. Rulemaking Initiation

On July 19, 2004, the staff issued a memorandum entitled “Status of Security-Related
Rulemaking” to inform the Commission of plans to close two longstanding security-related
actions and replace them with a comprehensive rulemaking plan to modify physical protection
requirements for power reactors. This memorandum described rulemaking efforts that were
preempted by the terrorist activities of September 11, 2001, and summarized the security-
related actions taken following the attack. In response to this memorandum, the Commission
directed the staff in an August 23, 2004, Staff Requirements Memorandum (SRM), to forego
the development of a rulemaking plan and provide a schedule for the completion of
10 CFR 73.1, 73.55, and Part 73 Appendix B rulemakfngs. The requested schedule was

provided to the Commission by memorandum dated November 16, 2004.

Iil. Proposed Regulations

’::The principal objectives of the proposed rule are to make generically applicable the
securit;requirements previously imposed by the Commission's April 29, 2003 DBT orders,

and to define in NRC regulations the level of security necessary to ensure adequate

protection of the public health and safety and common defense and security revisiento-the




Covhnues Ao
Ghe Commission j it consider many factors in developing the

proposed DBT and other security requirements. As directed by Congress under section 651
(a) of the recently enacted Energy Policy Act of 2005, the NRC is giving consideration to the

following 12 factors as part of this rulemaking to revise the design basis threats:

1. The events of September 11, 2001;

2. An assessment of physical, cyber, biochemical, and other terrorist threats;

3. The potential for attack on facilities by multiple coordinated teams of a large

number of individuals;

4. The potential for assistance in an attack from several persons employed at

the facility;

5. The potential for suicide attacks;

6. The potential for water-based and air-based threats;

7. The potential use of explosive devices of considerable size and other

modern weaponry;
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8. The potential for attacks by persons with a sophisticated knowledge of

facility operations;
9. The potential for fires, especially fires of long duration;

10. The potential for attacks on spent fuel shipments by multiple coordinated

teams of a large number of individual;

"11. The adequacy of planning to protect the public health and safety at an

around nuclear facilities, as appropriate, in the event of a terrorist attack against

a nuclear facility; and

12. The potential for theft and diversion of nuclear material for such facilities. )

i A number of these factors are already reflected in the text of the proposed rule.

For example, the proposed rule would require protection against suicidal attackers, insiders,

and waterborne threats. Some of these factors are not included in the proposed rule. For- S?ec\-i\m\\\,
15 YO Froidan. %@r? Sy, DEY e, poss By

Bemmpls e ans%*\e%:h Set A id;égglﬁeluding-a%%\gbeil‘%e%&a e /

%i G G~ \:.:::»er_gf' cr*!t\&;%

ded-a-spesific attribute-of-air-based-threatstargely-for
the reaso

. The Commission invites and looks forward to public

comment on the proposed rule provisions, as well as whether or how the 12 factors should be

addressed in the DBT rule. The Commission will further consider and resolve any comments
received in the final rule. l
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The proposed rule would
also revise certain exemptions for independent spent fuel storage installations (ISFSIs). The
current DBT rule exempts ISFSIs from the land vehicle transport and land vehicle bomb

threats contained in §§ 73.1(a)(1)(i)(E) and (a)(1)(iii), respectively. These exemptions should

no longer be retained because the Commission issued orders to ISFSIs on October 16, 2002,

requiring ISFSls to protect against these threats. Anexemption-from-the-waterborne-threat

apply ineltding waterborne requirements to ISFSIs in-the-Geteber-16;-266215F5t-erders-and
concluded that other means in the erders proposed rule were sufficiently protective that to
preclude the need for specific requirements fer regarding watérbome threats werenot
reqiired.  Consequently, an exemption from the waterborne threat has been added for

ISFSiIs in the proposed rule. /

E he proposed rule would also amend the exemption in the current § 73.1(a) for
licensees subject to the provisions of § 73.20. The current rule exempts these licensees from
the requirements to protect against vehicles transporting adversary personnel and equipment
and the land vehicle bomb. The Commission*s-BBT-erders-now; has determined, however,
reqttire that due to the current threat environment certain licensees subject to § 73.20
(Category | fuel cycle facilities) need to protect against such threats, so the exemption must
be amended accordingly. The amended exemption would continue for other licensees

described in 10 CFR § 73.20 (e.g., fuel reprocessing plants licensed under Part 50) beeatise

12



Er_he approach proposed in this rulemaking maintains a leve! of detail in the § 73.1(a)
rule language that is generally comparable to the current regulation, while updating the
general DBT attributes in a manner consistent with the insights gained form the application of
supplemental security requirements imposed by the April 29, 2003, DBT orders. The result is
a proposed rule with a level of detail that reflects all major features of the DBTSs, yet avoids
compromising licensee security by not publishing the specific tactical and operational
capabilities of the DBT adversaries. The goal of this approach is to provide sufficient public
notice of the upgrades to the DBTs, including the new modes of attack that facilities must be
prepared to defend against, so that meaningful public input is possible regarding the

proposed rule’s scope and content.

The NRC recognizes that some stakeholders may expect more detail than is set forth
in the current or proposed DBT regulations. However, the more detail that is made publicly
available about the specific capabilities of the DBT adversaries, the greater the chance that

potential adversaries could exploit that information mere-information-thatwotid-be-avaitable

sectrity-systems—Biselosing The disclosure of such details as the specific weapons, force

size, ammunition, vehicles, and bomb sizes that licensees must be prepared to defend

against could substantially assist an adversary in planning an attack. I




On the other hand, it is important for the public td understand be informed _;Kthe types
of attacks against which nuclear power plants and Categor_y | fuel cycle facilities are required
to defend. The public has a vital stake in the security of these facilities, as well as the right to
meaningful comment when NRC proposes to amend its regulations. Understanding the
general scope of the proposed DBT rule is necessary if the public is to exercise its right to

meaningful comment and oversight of NRC regulations.

After carefully balancing these competing interests, the NRC arrived at the level of
detail regarding the attributes of the DBT presented in the proposed rule. More specific
details (e.g., specific weapons, ammunition, etc.,) are consolidated in ACDs, which contain
classified or safeguards information. The technical bases for the ACDs are derived largely
from intelligence information, and also contain classified and safeguards information that
cannot be pubilicly disclosed. These documentgﬁﬂ mu;t/‘be withheld from public disclosure

and made available‘énl}}n a need-to-know basis to those who otherwise qualify for access.

The ACDs may be updated from time to time as a result of the NRC's periodic threat
reviews, which NRC has been conducting since 1979. Those threat assessments are
performed in conjunction with the intelligence and law enforcement communities to identify
changes in the threat environment which may in tumn require adjustment of NRC security
requirements. Future revisions to the ACDs would not require changes to the DBT

regulations in § 73.1, provided the changes remain within the scope of the rule text.

The NRC consulted with Federal, State, and local agencies, and with industry
stakeholders in developing the updated DBTs. This consultation involved analysis of
intelligence information regarding the trends and capabilities of potential adversaries, and
discussion with Federal, law enforcement, and intelligence community agencies. Public

comments and suggestions received in response to PRM-73-12; also informed the NRC'’s
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development of this proposed rule. The resolution of PRM-73-12, which is being granted in
part and-denied-in-part throug‘h this rulem'aking, is more fully discussed in Section V of this
notice.

@e Commission concludes that the proposed amendments to § 73.1 will continue to
ensure adequate protection of public health and safety and the common defense and security
by requiring the secure use and management of radioactive materials. The revised DBTs

represent the largest threats against which private sector facilities must be able to defend with

high assurance. The proposed amendments to § 73.1 wotld-not-expand-the-BBTs-beyond

reflects 'requirements currently in place under existing NRC regulations and orderg
IV. Section by Section Analysis

The following table provides a comparison between the proposed rule text and the

currentruletex ~hanges-are-based-or

Old New Change
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none (2)(iv) A waterborne vehicle The

bomb assault, which may be proposed paragraph
coordinated with an external would add a new
assault. mode of attack not

previously part of
the DBT, that being
a waterborne
vehicle bomb
assault. This
coordinated attack
concept is another
upgrade to the
current regulation.

Additional guidance concerning the adversary characteristics is located in the
corresponding draft regulatory guides (radiological sabotage in DG-5017 and theft and

diversion in DG-5018). These draft RGs contain either safeguards or classified information

and are not publicly available.[ e

V. Petition for Rulemaking (PRM-73-12)

As discussed above in this notice, the NRC staff reviewed PRM-73-12 to determine
whether the regulations in Part 73 regarding the DBT should be amended in response to
requests in PRM-73-12 and public comments received on the petition. PRM-73-12 was filed
by the Committee to Bridge the Gap on July 23, 2004. The petition requests that the NRC
amend its regulations to revise the DBT regulations (in terms of the numbers, teams,

capabilities, planning, willingness to die and other characteristics of adversaries) to a level
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The table contains the NRC's responses to the issues raised by public comments, but
the responses to comments do not include a detailed comparison of the differences between
the current DBT requirements (as imposed by the April 29, 2003 orders) and the requests in
PRM-73-12. Such a comparison could reveat-the-timits-of- the-proposed-BBTrtilethereby
compromisinge security. The NRC's post-September 11, 2001, review of security
requirements encompassed all the issues raised by the petitioner, and a number of the
petitioner’s requested changes to the DBT have been incorporated into the proposed DBT

amendments as discussed below.

The NRC is partially granting PRM-73-12 by conducting this proposed rulemaking to
revise the DBT requirements in § 73.1(a). Some of the requested changes in PRM-73-12 are
reflected in the proposed rule text. These changes include the proposed requirements in
§§ 73.1(a)(1)(i) and (a)(2)(i) that licensees be required to protect against one or more teams
of adversaries operating from multiple entry points. PRM-73-12 also requested that the DBT
regulation make clear that adversaries are willing to kill and be killed. This change is reflected
in proposed §§ 73.1(a)(1)(i)(A) and (a){(2)(i)(A). The proposed rule would also require
licensees to protect against waterborne threats, a wider range of land vehicles, and
coordinated attacks. All of these features of the proposed rule grant requests made in PRM-

73-12.
Ehe NRC intends to deny defer action on the other requests in PRM-73-12, specifically

theose aspects of PRM 73-12 which deal with the defense of nuclear power plants against

aircraft, and to address those issues as part of the final action on this proposed rule. \ERM—




(\,Federal and other government;aEfforts to protect the nation from terrorist attacks by
air have increased substantially since September 11, 2001. Those efforts already include a
variety of measures such as enhanced airline passenger and baggage screening,
strengthened cockpit doors, and the federal Air Marshals program. Federal law enforcement
and intelligence agencies have increased efforts to identify potential aircraft-related threats
before they can be carried out. The Department of Defense and the Federal Aviation
Administration have acted to protect airspace above a nuclear power plant in response to a
threat at the time thought to be credible, but which was later determined to be non-credible.
These and other governmentat-wide efforts have improved protection against air attacks on

all industrial facilities, both nuclear and non-nuclear.

Following the September 11, 2001; attacks in New York, the Pentagon, and
Pennsylvania, the NRC conducted assessments of the potential for and consequences of
terrorists targeting a nuclear power plant for aircraft attack, the physical effects of such a
strike, and compounding factors such as meteorology that would affect the impact of potential

radioactive releases. E/

requifed nuclear power plant licensees to implement enhancements to mitigate potential

Furthermore, the NRC

consequences in the unlikely event of an steeessfut attack, including aircraft, on a nuclear

power plant. #
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—tThe NRC staff will continue to review intelligence and

threat reporting to recommend any appropriate modifications to the DBT or NRC

requirements to mitigate air attacks. ;

ERM-73-12 also requests that nuclear power plants be required to defend against
more than the number of attackers that carried out the September 11, 2001 attacks, and
identifies specific weapons that nuclear power plants should be able to defend against. The
Commission cannot comment publicly on the precise numbers of attackers or types of
weapons that nuclear power plants are required to defend against under the proposed DBTs
and ACDs for reasons stated earlier in this notice. However, the Commission has conducted
a thorough review of security to continue to ensure that nuclear power plants and other
licensed facilities have effective defensive capabilities and security measures in place given
the changing threat environment. An important part of this review was the consideration of a
terrorist attack similar to that which occurred on September 11, 2001. However, the DBT is
based upon review and analysis of actual demonstrated Aadversary characteristics
demonstrated in a range of terrorist attapks, worldwide and a determination as to which-the
attacks against which a private security force could reasonably be expected to defend
sgsinst,_)

E summary, the NRC grants PRM-73-12 in part by conducting this proposed
rulemaking to revise the DBT requirements in § 73.1(a) to reflect certain specific requested

changes contained in PRM-73-12 in the proposed rule text, and is deferring action on other
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requests in PRM-73-12, specifically those aspects of PRM-73-12 which deal with air-based

o]

attacks.

VI. Guidance

@e NRC staff is preparing new regulatory guides, as listed below, to provide detailed
guidance on the revised DBT requirements in proposed § 73.1. These guides are intended to
assist current licensees in ensuring that their security plans meet the requirements in the
proposed rule, as well as future license applicants in the development of their security
programs and plans. The new guidance incorporates the insights gained from applying the
earlier eensofidates-other-guidance that was used to develop, review, and approve the site
security plans that licensees put in place in response to the April 2003 orders. As such, this
regulatory guidance wottld-not is expected to be consistent with revised security measures at

eatse current licensees’ to-revise-seetrity meastres-at-their-facilities. The publication of the

regulatory guides is planned to coincide with the publication of the final rule. The guides are

described beloD

1. Draft Regulatory Guide (DG-5017) , "Guidance for the Implementation of the
Radiological Sabotage Design-Basis Threat (Safeguards).”" This regulatory guide will provide
guidance to the industry on the radiological sabotage DBT. DG-5017 contains safeguards
information, and therefore, is being withheld from public disclosure and distributed on a need-

to-know basis to those with who otherwise qualify for access.

2. Draft Regulatory Guide (DG-5018), "Guidance for the Implementation of the Theft
and Diversion Design-Basis Threat (Classified)." This regulatory guide will provide guidance

to the industry on the theft or diversion DBT. DG-5018 contains classified information and
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therefore, is withheld from public disclosure and distributed only on a need to know basis to

- those who otherwise qualify for access.

VII. Criminal Penalties

For the purposes of Section 223 of the Atomic Energy Act, as amended, the
Commission is issuing the proposed rule to revise § 73.1 under one or more sections of 161
of the Atomic Energy Act of 1954 (AEA). Criminal penalties, as they apply to regulations in

Part 73 are discussed in § 73.81.

VIII. Compatibility of Agreement State Regulations

Under the “Policy Statement on Adequacy and Compatibility of Agreement States
Programs,” approved by the Commission on June 20, 1997, and published in the Federal
Register (62 FR 46517; September 3, 1997), this rule is classified as compatibility “NRC.”
Compatibility is not required for Category “NRC” regulations. The NRC program elements in
this category are those that relate directly to areas of regulation reserved to the NRC by the
AEA or the provisions of Title 10 of the Code of Federal Regulations, and although an
Agreement State may not adopt program elements reserved to NRC, it may wish to inform its
licensees of certain requirements via'a mechanism that is consistent with the particular

State’s administrative procedure laws, but does not confer regulatory authority on the State.

28



own these plants do not fall within the scope of the definition of "small entities” set forth in the

Regulatory Flexibility Act or the size standards established by the NRC (10 CFR 2.810).

XVI. Backfit analysis

—- The NRC determined, pursuant to the exception in 10
CFR 50.109 (a)(4)(iii), that a backfit analysis is unnecessary for this proposed rule. Section
50.109 states in pertinent part that a backfit analysis is not required if the Commission finds
and declares that a “regulatory action involves defining or redefining what level of protection
to the public health and safety or common defense and security should be regarded as
adequate.” The proposed rule would increase the security requirements currently prescr'gbed
in NRC regulations, and is necessary to protect nuclear facilities against potential terrorists.
When the Commission imposed security enhancements by order in April 2003, it did so in
response to an escalated domestic threat level. Since that time, the Commission has
continued to monitor intelligence reports regarding plausible threats from terrorists currently
facing the U.S. The Commission has also gained experience from implementing the order
requirements and reviewing revised licensee security plans. The Commission has
considered all of this information and finds that the security requirements previously imposed
by DBT orders, which applied only to existing licensees, should be made generically

applicable. The Commission further finds that the proposed rule would redefine the security
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Executive Summary

The design basis threat (DBT) requirements in 10 CFR 73.1(a) describe general adversary
characteristics that designated licensees must defend against with high assurance. The
Nuclear Regulatory Commission (NRC) requirements include protection against radiological
sabotage (applied to power reactors and Category | fuel cycle facilities) and theft or diversion of
NRC-licensed strategic special nuclear material (SSNM) (applied to Category | fuel cycle
facilities). The DBTs are used by these licensees to form the basis for site-specific defensive
strategies.

The April 29, 2003, DBT orders required nuclear power reactors and Category | fuel cycle
licensees {o revise their physical security plans, security personnel training and qualification
plans, and safeguards contingency plans to defend against the supplemental DBT
requirements. The orders resulted in licensee security enhancements such as increased
patrols; augmented security forces and capabilities; additional security posts; additional physical
barriers; vehicle checks at greater standoff distances; better coordination with law enforcement
and military authorities; augmented security and emergency response training, equipment, and
communication; and more restrictive site access controls for personnel, including expanded,
expedited, and more thorough worker initial and follow-on screening. Currently, all power
reactor and Category | fuel facilities have received NRC approval of security plans consistent
with the DBTs imposed by the April 2003 orders.

E hrs draft regulatory analysrs consrders two alternatrves to the proposed rule changes to fer
O -. SHOP % e »)e Yt O .theDBT
requrrements in § 73.1(a). The proposed rulemaking also considers the petition for rulemaking
(PRM) filed by the Committee to Bridge the Gap (PRM-73- 12D

The first alternative is to take no additional regulatory action (“The No Action Alternative”)
beyond the DBT orders. Under this alternative, NRC would not revise the governing regulations
in § 73.1 pertaining to DBT, but would continue the status quo, which is implementation of
supplemented DBT requirements imposed through the DBT orders.

The second alternative, which was selected, is to revise the § 73.1 DBT requirements through
rulemaking. Because the DBT involves the discussion of information that is either safeguards
information or classified, three rulemaking strategies were evaluated for the most appropriate
approach.

The strategy chosen is similar to the rulemaking practice the NRC used when the DBT
requirements were last revised. Compared to the other strategies, this rulemaking approach
would provide the public with the opportunity for meaningful comment and participation in the
process. However, the public’s participation and access to classified and safeguards
information is limited to those who have a need-to-know and who otherwise qualify for access.
The NRC selected this rulemaking strategy after carefully considering the balance between
openness and the protection of sensitive@gd classified nformation, as well as the need for
complying with the notice-and-comment requirementsof the Administrative Procedure Act. The
details in the proposed rule would likely be assumed by potential adversaries but would not
offer information that would assist adversaries in planning or carrying out an attack. Atthe
same time, the proposed rule would include sufficient detail to enable comments from external
stakeholders on NRC regulatory activities. By placing this information in the rule, the NRC
concluded that the benefits gained by maintaining more openness in the NRC rulemaking
process for § 73.1 exceeded the risks of releasing the information.



l. Statement of Problem and NRC Objectives
(a) History and Background

The DBT requirements in 10 CFR 73.1(a) describe general adversary characteristics that
designated licensees must defend against with high assurance. The Nuclear Regulatory
Commission (NRC) requirements include protection against radiological sabotage (generally
applied to power reactors and Category | fuel cycle facilities) and theft or diversion of NRC-
licensed SSNM (generally applied to Category | fuel cycle facilities). Radiological sabotage
specifically applies to facilities that use special nuclear material. However, current Category |
facilities do not typically possess or use nuclear/radioactive materials that would constitute a
radiological sabotage threat. Theft or diversion applies to facilities that receive, acquire,
possess, use, or transfer formula quantities of SSNM. The DBTs are used by these licensees
to form the basis for site-specific defensive strategies implemented through security plans,
safeguards contingency plans, and guard training and qualification plans.

Following the terrorist attacks on September 11, 2001, the NRC conducted a thorough review of
security to ensure that nuclear power plants and other licensed facilities continued to have
effective security measures in place for the changing threat environment. In so doing, the NRC
recognized that some elements of the DBTs required enhancement due to the escalation of the
domestic threat level. After soliciting and receiving comments from Federal, State, local
agencies, and industry stakeholders, the NRC imposed by order supplemental DBT
requirements which contained additional detailed adversary characteristics. The balance
between licensee responsibilities and the responsibilities of the local, State and Federal
Governments was considered during the development of the April 29, 2003, DBT orders.

The Commission's decision was based on the analysis of intelligence information regarding the
trends and capabilities of the potential adversaries and discussions with Federal, law
enforcement, and intelligence community agencies. These enhanced adversary characteristics
are reflective of the new threat environment and are described in the April 29, 2003, DBT
orders. In general terms, DBTs are comprised of attributes selected from the overall threat
environment. The ACDs set forth the specific details of the attributes of the DBTs. The DBT
technical basis document contains a basis for the specific adversary characteristics. These
supplemental documents contain safeguards and classified information, and therefore, are
withheld from public disclosure and only distributed on a need-to-know basis to persons with
authorized access.| The NRC's DBT is not based on werst-case-scenarios-butratherenactual
adversary characteristics demonstrated worldwide and a determination as to those
characteristics against which a private security force could reasonably be expected to provide
protectiorq

The April 29, 2003, DBT orders required nuclear power reactors and Category | fuel cycle
licensees to revise their physical security plans, security personnel training and qualification
plans, and safeguards contingency plans to defend against the supplemental DBT
requirements. The orders resulted in licensee security enhancements such as increased
patrols; augmented security forces and capabilities; additional security posts; additional physical
barriers; vehicle checks at greater standoff distances; better coordination with law enforcement
and military authorities; augmented security and emergency response training, equipment, and
communication; and more restrictive site access controls for personnel, including expanded,
expedited, and more thorough worker initial and follow-on screening. Currently, all power
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reactor and Category | fuel facilities have received NRC approval of security plans consistent
with the DBTs imposed by the April 2003 orders.

(b) Objective of Proposed Rulemaking

~Ha)- The proposed rulemaking would make
generically applicable the security requirements previously imposed on existing licensees by the
Commission’s April 2003 DBT orders, and redefine in NRC regulations the level of security
necessary to ensure adequate protection of the public health and safety and common defense
and security. The proposed rule would describe the DBTs at a level of detail comparable to the
current rule. Specific details related to the threat, which include both safeguards information
and classified information, would be consolidated in adversary characteristics documents that
would include requirements consistent with those in the DBT orders. The adversary
characteristics documents would be available to those with a need to know and authorized
access. The proposed rulemaking would include the DBTs for both radiological sabotage
(applied to power reactors and Category 1 fuel cycle facilities) and theft and diversion (Category
1 fuel cycle facilities). The proposed rulemaking would also consider the petition for rulemaking
filed by the Committee to Bridge the Gap (PRM-73-12g

(c) Backfit Rule Concerns .
Ehis section should be replaced with revised discussion from FRN. \

[This proposed regulatory action would not involve the imposition of any new requirements.
The approach selected for the proposed rule would not expand the DBTs beyond requirements
currently in place under existing NRC regulations and orders. Consequently, the proposed

§ 73.1(a) amendments would not require existing licensees to make additional changes to their
current NRC-approved security plans. As such, there would be no backfits involved with this
regulatory action.] '

Il. Analysis of Alternatives

There are basically two alternatives for addressing changes to the DBT requirements. Those
alternatives are to take no additional regulatory action beyond the DBT orders (No Action
Alternative) and rulemaking (of which there are three variations). These alternatives are
discussed below in more detail.

(a) No Action Alternative

This alternative is simply to take no additional regulatory action and, as a result, not revise the
governing regulations in § 73.1(a) pertaining to DBT. This approach would continue the status
quo, which is implementation of supplemented DBT requirements as imposed through the DBT
orders. While this action would save the agency resources that it would expend revising the
regulation, it would leave § 73.1(a) as is, and these requirements do not reflect the
supplemented DBT requirements currently in place. As such, the regulations would not be up-
to-date; this situation could introduce inefficiencies into the regulatory process. This alternative
was not chosen since it is important to consolidate the DBT requirements and revise § 73.1(a)
accordingly.



(b) Rulemaking Alternatives

The second alternative is to revise § 73.1(a) DBT requirements. There are several different
strategies for revising the requirements in the regulations. The strategies are:

(1) A rulemaking would contain the DBT details (which are safeguards and classified
information) but which would withhold this information from public disclosure. This would
require a change to Part 2 to develop a new rulemaking process.

(2) A rulemaking that would remove all detail from the regulation and reference documents that
contain the DBT details.

(3) A rulemaking that would revise § 73.1(a) requirements to remove detail that might provide
useful information to potential adversaries and follow an approach similar to the current
regulation by not referencing a document containing DBT attributes, but keeping the level of
detail in the rule language consistent with the current detail level in an effort to maximize the
opportunity for meaningful stakeholder participation.

The first strategy would require a change in § 2.800 to develop the new rulemaking procedures
that would account for the withholding of safeguards and classified information from the public.
This approach envisions neither public notice of a rulemaking nor an opportunity for the public
to comment on the proposed DBT regulation. This proposed rule could contain detailed DBT
requirements (which are safeguards and classified information), but the DBT detail would be
withheld from the public. Developing new rulemaking procedures would likely involve
considerable resources and there is the potential that this process would not comply with the
Administrative Procedure Act (APA). Given these challenges and the additional expenditure of
staff resources to pursue this approach, this strategy was not chosen.

The second strategy would remove all DBT details from § 73.1(a) and reference documents
containing the DBT requirements. This option would limit availability of information that could
aid potential adversaries. However, removing all the DBT details to a document that would be
restricted from public access (due to the safeguards and classified content), would create
questions regarding whether the approach provides the public with a meaningful opportunity to
comment. For this reason, this approach was not selected.

The third strategy would revise the § 73.1(a) requirements to accurately reflect the new DBT
requirements except for information that could be useful to potential adversaries, while
removing information that is outdated. This strategy would not reference a document within the
regulations, and in this sense, this strategy is similar to current regulatory practice (i.e., § 73.1
has been structured this way since its inception). This approach was used when the DBT
requirements were last revised to incorporate new vehicle bomb requirements with one
important exception. This approach would maintain a level of detail in the rule text that is
comparable to the current § 73.1 level of detail in an effort to maximize the opportunity for
external stakeholders to participate in the rulemaking. Compared to the other rulemaking
strategies described above, this rulemaking strategy would provide the public with the greatest
opportunity to comment and participate in the rulemaking process. However, the public’s
participation and access to safeguards and classified information is restricted to members of
the public who have a need to know and authorized access. This is the rulemaking strategy
that is judged as being the best option that balances public participation with the need to protect



(c) Conclusion Regarding Alternative Strategies

Based on the reasons discussed above, the NRC concludes that a rulemaking approach
described in the third strategy is the best approach.

[ll. Estimate and Evaluation of Values and Impacts
(a) Overview
i This section should be revised consistent with the FF’RN. }

[This rulemaking would revise the governing regulations pertaining to the DBTs to more closely
align the regulation with the actual requirements that were implemented by the April 29, 2003
DBT orders. This rulemaking would not impose any new requirements beyond those which
have already been imposed through orders. A Petition for Rulemaking (PRM-73-12) is being
considered as part of this rulemaking with the intention of determining whether DBT
requirements need to be strengthened as the petitioner requests. The NRC is granting PRM-
73-12 in part, and denying PRM in part (refer to Section V of the proposed rule notice). As a
result of the DBT orders, licensees revised their security plans and submitted them for staff
review and approval. The staff reviews were completed on October 29, 2004. Furthermore,
this rulemaking would not impose any new information collection requirements.

This rulemaking would have no impact on plant risk. This rulemaking would not change the risk
associated with security-related events from the current level because requirements that are
currently in place per the orders, remain in place. Because there would be no net change in
risk related to radiological sabotage or theft and diversion (the implemented orders have
already addressed this), there would be no net change in potential value (in terms of reduced
risk) due to this rulemaking.

There is value in pursuing this rulemaking, because revising § 73.1(a) requirements to more
accurately reflect the implemented DBT requirements (with the constraint that certain
information would not be revealed within § 73.1(a)), would further increase the regulatory
coherency by updating the DBT requirements in § 73.1(a).]

(b) Impacts on Licensees

Impacts upon the licensees from this proposed rulemaking would be minimal. Because the
adversary characteristics would remain consistent with those promulgated by orders, no
technical changes will be required. Licensees may need to update references in their security
plan documentation, which could be accomplished without NRC review and in conjunction with
future plan updates.

(c) Impacts to the NRC

a. The primary impact on the NRC would be the resources expended in conducting
this rulemaking, including the consolidation of security guidance related to the
DBT. This guidance was developed during the post September 11, 2001, time
frame, and was used by licensees to revise security plans per the new DBT.
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UNITED STATES NUCLEAR REGULATORY COMMISSION

ENVIRONMENTAL ASSESSMENT AND FINDING OF

NO SIGNIFICANT IMPACT

The U.S. Nuclear Regulatory Commission (NRC) is proposing to revise the
requirements in 10 CFR 73.1. Specifically, the proposed rule would revise the design basis
threat (DBT) requirements for both radiological sabotage, which are generally applied to power
reactors and Category | fuel cycle facilities, and theft or diversion of NRC-licensed Strategic
Special Nuclear Material (SSNM), which are generally applied to Category | fuel cycle facilities.
Radiological sabotage specifically applies to facilities that use special nuclear material.
However, current Category | facilities do not typically possess or use nuclear/radioactive
materials that would constitute a radiological sabotage threat. Theft or diversion applies to
facilities that receive, acquire, possess, use, or transfer formula quantities of SSNM. The DBTs
are used by these licensees to form the basis for site-specific defensive strategies implemented
through security plans, safeguards contingency plans, and guard training and qualification
plans. The rulemaking also considered a petition for rulemaking filed by the Committee to

Bridge the Gap on July 23, 2004, (PRM-73-12) that pertains to the DBT.

ENVIRONMENTAL ASSESSMENT

|dentification of the Action:

the-existing-BBTsrequirementsin-§73-Ha)— The principal objective of the proposed rule is to

make generically applicable the security requirements previously imposed by the Commission’s



-ii-
April 29, 2003 DBT orders, and to define in NRC regulations the level of security necessary to
ensure adequate protection of the public health and safety and common defense and securityj

The approach proposed in this rulemaking would maintain a level of specificity in
§ 73.1(a) rule language that is corpparable to the current regulation, while revising DBT
attributes to be consistent with the requirements imposed by the April 29, 2003, DBT orders.
The revised approach would keep certain specific additional details, which are both safeguards
and classified information, in separate, non-publicly-available adversary characteristics
documents.

A Petition for Rulemaking, PRM-73-12, filed by the Committee to Bridge the Gap, was
considered as part of this proposed rulemaking, would be dispositioned as described in the
notice of proposed rulemaking. The petition requests that the NRC amend its regulations to
upgrade the DBT regulations (in terms of numbers, teams, capabilities, planning, willingness to
die and other characteristics of adversaries) to a level that encompasses, with a sufficient
margin of safety, the terrorist capabilities demonstrated during the attacks of September 11,
2001. The petition also requests that security plans, systems, inspections, and force-on-force
exercises be revised in accordance with the amended DBT. Finally, the petition requests that a
provision be added to Part 73 to require licensees to construct shields against air attack
(referred to as “beamhenge”), so that nuclear power plants would be able to withstand an air
attack from a jumbo jet similar to the September 11, 2001 attacks. PRM-73-12 was published
for public comment in the Federal Register on November 8, 2004 (69 FR 64690). The public
comment period expired on January 24, 2005. There were 845 comments submitted on PRM-
73-12, of which 528 were from letters. Many of the comments were submitted after the
comment period expired, however the staff reviewed and considered all of the comments.
Comments were received from nine state attorney generals, approximétely 20 public interest

groups, a U.S. Congressman from Massachusetts, and six industry groups and licensees. In
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Commissioner Lyons’ comments on SECY-05-0106

Proposed Rulemaking to Revise 10 CFR 73.1, Design Basis Threat (DBT) Requirements

| commend the staff's efforts to devise an approach for this rulemaking that provides adequate
public notification and opportunity for meaningful public comment and to accurately convey that
the proposed rule does not represent a reduction of the requirements already established by
Order.

| approve the staff's recommendations with comments as follows:

1. The staff should not exempt ISFSI from being protected against waterborne threats where
applicable (i.e., ISFSIs built close to waterways). The staff notes that a previous evaluation,
pursuant to the requirements issued in the October 16, 2002 ISFSI orders, concluded that other
means (requirements) in the orders were sufficiently protective for the waterborne threat.
However, the proposed rule should be clear that ISFSIs must be protected against waterborne
threats, if such threats are applicable due to the location of the ISFSI. Such protection might
possibly be demonstrated through compliance with other provisions of the final rule, but
demonstration should be required in any case.

2. The NRC press release should make clear that the Commission is partially granting the
petition by considering most of the petitioner’s issues during the rulemaking process, but that
the portion of the petition requesting amendment of NRC regulations to add attacks by aircraft
to the DBT was determined not to be required, since existing requirements ensure adequate
protection of public health and safety. The Commission’s decision was balanced and objective
and should be conveyed as such.

3. Editorial comments to the FRN as follows:

(Pg 20) Second full paragraph, fourth sentence (beginning “The Department of Defense...”
should be clarified as

“Such improvements have already been exercised effectively by the Department of
Defense and the Federal Aviation Administration through responses to airspace
violations near nuclear power plants that were subsequently determined not to be
threats.”

(Pg 21) Seventh line from the top, should be clarified as

“...studies confirm that the likelihood of an aircraft both damaging the reactor core
and...”

(Pg 22) Section VI, Item 1., last line, should be clarified as
“...to-know basis to those with-who otherwise qualify for access.”

(Pg vii) Environmental Assessment and Finding of No Significant Impact, 12" line from the top,
should be clarified as

“...nonradiological plant effluents, and would have no other environmental impact.”

g




