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PROCEEDI NGS

MR. WNSTON: Let me introduce nyself, |I'm
Joel Wnston, Acting Associate Director for
Fi nanci al Practices at the FTC, and | want to
wel come all of you to the Federal Trade Comm ssion,
and give a special greeting to those people who are
l'istening in on our audi ocast on the website,
ftc.gov.

Now, there are several nenbers of the
Comm ssi on who are going to be giving some opening
remarks this norning, and | would like to introduce
first Chairman Robert Pitofsky. Chairman Pitofsky
has served as chairman of the FTC since April of
1995, and he will be beginning the proceedings.
M. Chai rman?

CHAI RMAN PI TOFSKY: Good norning, everyone,
and wel come to another of the Federal Trade
Comm ssion's workshops. This one, we have entitled
The I nformation Marketplace: Merger and Exchange
of Consuner Dat a.

| don't think I have to bel abor the point
with this audience that privacy, especially privacy
in the comrercial marketplace, is and remains a
very inmportant issue.
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If you take polls, you find today, just as
you did three and four years ago, that sonmewhere
bet ween 88 and 92 percent of consuners when asked
what their concerns were about doi ng business,
buyi ng online, will say that they have
reservations, and think it's not a secure
mar ket pl ace. They're not giving their credit card
online w thout having sone know edge of how it's
going to be used.

As a result, you now have, | think, just
since Congress reconvened, sonething |ike a dozen
bills addressing various issues relating to privacy
in the commercial context.

But let me position this workshop. W are
not | ooking for enforcenent targets for conpanies
that may be invading unfairly or deceptively
consuner rights, and we're not | ooking for
| egi sl ative proposals.

This is another kind of workshop, and it's
li ke many that we've conducted in the past five or
six years. W're trying to find out in a new area,
a fast-changi ng dynam c area, what's going on, so
that we are informed about the kind of issues that
eventually we'll be called upon to address.

We did that with our earliest privacy
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wor kshops, just to find out how personally
identifiable information was coll ected and whet her
or not it was being sold. W did it with
profiling, nore recently B2B comerce on the
Internet, and w rel ess technol ogi es.

In this instance, we would |like to be able
to take the neasure of the extent and the ways in
whi ch firms exchange information and data that
create consuner profiles; not necessarily only the
information the firmcollects itself, but
I nformation that someone else collects that then
beconmes nerged into a firm s database.

How is that information used comercially?
Is it used comrercially? And if so, in what
fashion? What is the source of the data? Is it
nostly online, is it offline, is it a conbination
of the two? Does it cone from public records,
private records, a conbination of the two?

We know that the ability of firnms to
col |l ect data has been enhanced dramatically over
the last five to ten years, and what we want to
find out is howit's being used so that down the
road we can spot issues. It is an
i nformation-gathering enterprise. It is not
desi gned at the end of the day, at the end of these
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sessions, to come up with policy proposals.

We have no predisposition on this. MW own
view, as some of you have heard ne say before, is
that this kind of enterprise is what Congress had
in mnd in 1914 when it created a Federal Trade
Comm ssion. Not just |aw enforcenent, but a group
that would try to work with the business comunity,
wi th consunmers, and others, to understand new and
enmergi ng dynamc trends in the econony.

That is what we've been about over the | ast
five or six years. W've tried to restore that
tradition, and | certainly feel that this workshop
noves in that direction.

We have a wide variety of people here today
who represent the business community, the consuner
communi ty, academ cs, and others, and if history is
any guide, we will at the end of the day have
| earned a good deal from each ot her.

Wth that, we'll receive sone words on
video fromny col |l eague, Mozell e Thonpson, but
while that's being set up, let ne introduce ny
col | eague and friend, Conm ssioner Orson Sw ndl e.

COW SSI ONER SW NDLE: Thank you very much
Chai rman Pitofsky. | would like to welconme you al
here, and before |I forget it, the |last couple of
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days in preparation for this, Bruce Jenni ngs and
his crew of youngsters around here have been
scurrying in about 9,000 different directions
maki ng all this cone together. Wres have been
dragged all over the building and | think we've got
a good set-up here, and this will be recorded for
posterity and hopefully there won't be too nmuch

bl ood on the floor when it's all over, but it's a
delight to see you all.

I know so many of the organizations that
are represented here, you have a vital interest in
this, certainly froma personal perspective of your
busi ness, but we are all, as the chairman says,
grasping to understand. And | would hope that we
woul d view this process here today, as we have in
previ ous wor kshops, as the Chairman nentioned, as a
| earning process in which we listen and offer our
suggestions fromtine to tinme, but nostly we listen
to you, the practitioners, and try to get a better
under st andi ng of what we're all about and what
we're doing here with this very controversial -- is
that a good word to describe it -- but the issue of
information flow and its effects and the concerns
t hat various and sundry people have today in the
consumer popul ation or in business popul ation.
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| do want to wel come you all here today.
The use of third party information from public
records, information aggregators and even
conmpetitors for marketing has becone a nmgjor
facilitator of our retail econony.

Even Chai rman Greenspan suggested here sone
time ago that it's sonething on the order of the
life blood, the free flow of information. This was
made even nore clearly by a new study rel eased
yesterday by the Privacy Leadership Initiative and
t he | SEC Council of the DMA.

The study made it clear that consuner
prices would increase if public policy
significantly limted the flow of data into catal og
mar keting and sales. At the sanme tinme, the digital
revol ution, both online and offline, has given an
enor nous capacity to the acts of collecting and
transmtting and flowi ng of information, unlike
anyt hing we've ever seen in our lifetinmnes.

Obvi ously the debate has been furious over
t he appropriateness of these data flows, this
passage of information fromone entity to another.

The perceived harmthat this data flow
causes and what the appropriate renedies m ght be.
As we all know, we've had a heavy debate on privacy
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goi ng on now for at |east three years, |'ve been
here three years, and it was going on even before |
arrived.

| believe that issues related to the real
harm t hat m ght be caused are well addressed by
exi sting |l aws, but now we need to explore issues
related to custonmer or consunmer and business
entities or the seller and the buyer, if you wll.

It is also useful to note that the digita
revol ution has revolutionized the know edge t hat
t he buyer has about the marketplace. Buyers today
are nore informed than they have ever been ever
before. The information age and information
technology is literally changing the way every one
of us does business, the way we conduct our lives,
how we pick and choose, and certainly this
information flow has nmade the buyer far nore
i nf or med.

It is crystal clear that there have been
quantitative and qualitative changes in the
mar ket pl ace, and the manner in which information is
made avail abl e and used.

There are real benefits in this for both
consunmers and busi nesses, fromthese changes.
There are al so changes in the way we all interact
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with each other. Mire of the interaction is being
defined by data and | ess by each of us based on
what we reveal about ourselves.

The FTC has traditionally dealt with harm
that conmes from bad actors and market failures.

The i ssues being raised today don't necessarily
fall easily into either of those categories. Such
as the challenge that we face.

Productivity gains are well docunented and
the new technology, as | said earlier, is changing
the way we do everything. However, there is a
great trust deficit in existence out there now.

The public has concerns about the private sector's
ability to govern information use, or manage that

i nformation that they happen to have on people. At
the same time, the sane observations will tell you
that the public has great concern as to what the
government does with the information it has.

And | would contend that we m ght ought to
be a little bit nore concerned about what the
governnment is doing than the private sector, but
neverthel ess, we've got a great distrust going here
bet ween the consuners who nore and nore today
understand the value of their information, and what
goes on around them
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11

We therefore have a dilema. The use of
information drives our econony, | think that's
pretty well established. That includes information
to make sal es, marketing and custoner service nore
efficient, and nore effective. The informtion
flow all ows businesses to build the right product,
deliver it at the right tinme, to the right place,
to the right address, and neet the demands, unique
as they are, anong all consuners, carefully
tailored to them That | would suggest nost
consuners woul d say not a bad deal

However, this increased use of information
about people creates consunmer concerns. The public
i's concerned about the potential m suse of the
I nformation, and individuals are concerned about
bei ng defined by the existing data on thensel ves.

This is a huge m sunderstandi ng deficit
that parallels and matches the trust deficit.
Consumer education has | agged market changes driven
by new technol ogy. Governnment is behind the new
t echnol ogy changes, too, as we've all noted.

Consuners struggle to understand the
technology itself, not just in the ways in which a
technology is used in the marketplace, I'mstill
wrestling with ny ISP, | was about to use a nane
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there, but I won't. |I'm having so nmuch trouble
with it, | don't want to defame the country at this
point in tinme, but I'm having trouble with the

technology itself, not to nmention the information
flow.

Today's workshop is a great opportunity to
begin to bridge this I earning gap and this trust
and m sunder standi ng or untrust and under st andi ng
deficit. W're here today to gather facts and
begin to understand the flows of data that support
mar keti ng and custoner service.

This shoul d i ncrease our understandi ng of
the benefits of the free flow of information, and
to begin to understand the |level of real harm to
what ever degree it m ght exist, related to
I nformation use.

And perhaps we have an opportunity to ease
the fears that are related to that enotion of fear
of the unknown. | would suggest, plead wth,
counsel all participants to please | eave your
enotions at the doorway.

This session today, folks, please, is not
about sound bites, it's not about exposing people
in public, it is about |earning and sharing what we
each know and how we go about doing what we are
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13
concerned with, and understandi ng how to bal ance
| egitimate privacy concerns and econom ¢ and soci al
benefits.

Renmenber, today's objective is to learn, to
expl ore, and perhaps start to identify so we can
put our hands on it, sone policy approaches that
are balanced in their -- they're balanced in a
sense that they balance the consunmer's interest in
choi ce and econom c opportunity, they bal ance the
consunmer's interest in not being harmed by security
breaches and data m suse, they're balanced in the
sense that they respect the consunmer's interest in
choosi ng when to not participate in a market, and
al so the other side of the coin, so to speak, is
busi ness interest in serving all markets in a nost
effective and efficient and, quite frankly,
profitable way that they can. That's what you are
our free enterprise systemis all about.

| thank you again for joining us. This is
an inportant session. Perhaps it's the first of
several inportant sessions on the very subject,
because | think we have a ot to | earn and we
appreci ate you com ng here and being a part of our
fam |y and hel ping us learn nore, learn faster, and
hopefully, as | always say, helping us to | ook
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before we | eap. Thank you very nmnuch.

(Appl ause.)

COW SSI ONER THOMPSON:  Good norning. |
would like to join the Chairman in welcom ng you to
the FTC for this inportant workshop on the
I nformati on Market Pl ace.

As he nentioned, today we will all be
sharing what we know about the topic of Merging and
Exchangi ng Consuner Data. |It's no secret, for
exanmpl e, that the Federal Trade Conm ssion has been
| ong tal ki ng about issues dealing with personal
data and privacy.

| think that today we will be tal king about
how t he issues raised with data collection converge
when we're tal king about an online and offline
envi ronnent .

At present, there are sonme real reasons to
di stingui sh those two classes of information, in
light of the speed and the manner in which
information is collected. But | also recognize
that, as a practical matter, it doesn't make sense
for consuners and busi nesses to view separate
protocols for online and offline data collection.

So, | would encourage industry and
consuners to work together to formul ate practica
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solutions that foster consumer confidence.

But there will also be sonme inmportant other
questions that you'll be dealing with today about
i ssues |ike | egacy data, information that was
col l ected before there was an online environnent,
and, also, how information changes -- does the
character really change when you have offline data,
i ncludi ng public information that's nmerged with
online data and nmade avail able in a node |ike on
the internet.

| ook forward to hearing your
presentati ons and hope that you'll enjoy the day.

Thank you very much for com ng.

MR. W NSTON: Before we get started, | have
a few ground rules and announcenents to nmake. The
first one | approach a little bit gingerly, but I
have been asked to ask all of you to turn off your
cell phones. [|I'mjust the bearer of bad tidings
here. Apparently there's sone feedback between the
cell phones and our equipnent, and it's nessing
everything up, so if you could please turn off your
cell phones.

Also, | would like to rem nd our panelists
t hat because we have so nmuch ground to cover today,
we're going to try to hold you to the time limts
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t hat we've discussed with you previously. W're
going to give you a one-m nute warning before your
time el apses, and then when your time is up, we're
going to gently encourage you to conclude your
remarks. |If that doesn't work, we have soneone
with a hook who's going to conme out and ki nd of
pull you away, but if you could try to stay within
the time limts.

Also, it's our practice in our workshops to
invite the audience to ask questions of the
panelists, if time permts, at the end of each
panel . But, again, because we have so nuch ground
to cover, I'mgoing to ask the questioners to limt
t hensel ves to asking questions and not to nake any
statenments for the record.

V\hi ch brings nme to ny |ast announcenent,
and that is that the record of this workshop is
going to remai n open for 30 days, until April 13th,
so that anyone who wants to file sonething, a
comrent or other materials, for the record, and for
the Comm ssion's consideration, can do so. The
instructions for filing these post workshop
comrents are available on our website at
ww. ftc.org. So, | encourage you all of you to
participate in that process. Dotgov, |'msorry,
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17
sonebody gave ne the wrong web address here, okay.
Anyway, | encourage you all to submt comrents if
you |ike.

Now we' re ready for our first panel, in
whi ch Professor Mary Cul nan of Bentley Coll ege wl
| ead a discussion designed to provide an overvi ew
of the flow of data through the information
mar ket pl ace. Professor Culnan is the Sl ade
Prof essor of Managenent and I nformati on Technol ogy
at Bentley College in Waltham Massachusetts, where
she teaches and conducts research on information
privacy. She is the author of the 1999 Georget own
Internet Privacy Policy Survey, and was a nenber of
the FTC s Advisory Commttee on Access and
Security. And Professor Culnan will introduce the

menbers of her panel.
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SESSI ON ONE:
MERGER & EXCHANGE OF CONSUMER DATA:
AN OVERVI EW
MS. CULNAN: Thank you, Joel, and thank
you to the FTC for inviting me to participate in
this workshop. [It's going to be a terrific day.

One comment about our session. W were
i nstructed we're not going to have QA at the end
of our session, because we're just providing an
overview, so | didn't want you to think that we're
cutting off the flow of discussion arbitrarily.

What we are going to do today is we're
going to talk you through a slide, which I'm going
to put up here, and which you al so have in your
packet. Because the other two people are going to
be having their own slides.

We're going to talk you through this 30,000
foot view of profiling to set up the rest of the
day's sessions. And so, if we skimover a topic
that you think we should have gone into in nore
detail, you will hear about this in nore detail in
t he other sessions |ater on today.

We're going to focus primarily on the
conpilers, the third party organi zations that
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collect, slice and dice and then resell consumner
data (but these firns do not have a direct
relationship with consuners), rather than focusing
on the profiling that's done by individual firns
with their own custoner dat a.

And for the purpose of sinplicity, we're
al so not going to tal k about co-op databases, which
fall into the category of third party organi zations
that collect information on custoners, because
there's such a small nunber of these systens, but
for some of the things that we're going to talk
about, they also fall into our slide.

So, let me first introduce our two
panelists. First is Johnny Anderson, who is the
presi dent and CEO of Hot Data, |ncorporated. He
has over 30 years of technol ogy industry
experience, holding executive and nanagenent
positions at e2 Software Corporation, Saber
Sof t war e Cor porati on, Novell, Excelan and Digital
Equi pment .

Qur second speaker is Lynn Winder man, who
is the President and CEO of |-Behavi or,
| ncorporated. Prior to founding |I-Behavior, she
was the founding partner of Winderman, Sadh &
Associ ates, which is a consulting firm specializing
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in information-based marketing services for both
consunmers and B2B marketers in the financial
servi ces, high-tech graphic arts, non-profit and
I nternet industries, and President and Chief
Operating O ficer of Marketing |Information
Technol ogi es, a conpany provi di ng dat abase services
for major Internet and Fortune 100 conpanies. She
currently serves on the Internet conmttee of the
board of directors of the Direct Marketing
Associ ati on.

So, what we've done, we've divided the
slides into thirds. 1'mgoing to discuss the first
part which is on the left, this is the consuner
part where consuners generate information in our
daily lives that ends up in a conpiler's database.
Johnny Anderson is going to discuss the m ddle part
of what goes on in the conpiler's black box, and
Lynn is going to discuss the third part on the
right, how conpiled data is used to generate offers
to consuners, both prospects and consuners.

And then as you can see, our picture begins
and ends with the consuner, which is an inportant
poi nt | think.

After | attended ny first DMA convention
and went through the exhibits, | cane away
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convi nced that anything anybody does puts you on
sonebody's mailing list or you end up as a record
i n sonebody's database. And the slide shows sone
of the main ways that this can happen.

First of all, all of us generate a nunber
of public records, depending on the kinds of
activities we engage in. Sonme of these include
personal ly identifiable informtion such as
property records, which do have our name and
address attached to them or telephone directories
or other directories, and then there's public
records that have nonpersonally identifiable
information in them such as census records.

And conpilers can acquire this informtion
in two ways. First they can acquire it directly
fromthe source, so they could buy the records from
the state or local governnent. O they may acquire
the information froma second firm such as
Claritas, that acquires this information and does
sone analytics on it and then generates geographic
and denographic profiles that do not include
personal ly identifiable information but can be
overlaid on top of a record that does have an
addr ess.

And in fact there was an exanple of this
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information in yesterday's Washi ngton Post, if you
happened to see this, of talking about Fairfax
County, Virginia that has the highest average
famly inconme in the United States. And inside the
article, they tal ked about the different |lifestyle
segnentation profiles that are represented by the
people who live in Fairfax County.

For exanple, they said 22 percent of the
people who live in Fairfax County are in The
Wnner's Circle, that's the name of the profile, or
Executive Suburban Fam |ies, age 35 to 64,
househol d incone is $90, 700 a year, and these
people are nost likely to have a passport, shop at
Ann Tayl or and read Epicurean Magazi ne.

So, this will give you a flavor of how this
information is used to, again, help conpanies
under stand who their custoners or their prospective
custoners are.

A second source of information is surveys,
such as warranty cards or marketing surveys that
coul d include questions about what people's product
preferences are across a whol e range of different
ki nds of products, their life styles, their
hobbi es, and their denographics.

The third way that the information can end
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up in a conpiler's database is that people sign up
for mailing lists, and | was thinking about this as
| read the Sunday paper and, you know, there are
cards that fall out of the Sunday nmagazi ne where
you can request information on various topics.

Or peopl e who order things by mail, or you
request information, call an 800 nunber, sign up
for sonmething online, enter a sweepstakes or a
contest, and these types of things wll put you on
a mailing list.

Vell, mailing lists may be nade avail abl e
directly, w thout going through a conpiler, either
by the firmitself or nmore likely through a |ist
broker who is going to nanage the mailing list on
behal f of the firmthat owns the [ist. And that
can end up with targeted offers to prospective
cust oners.

O sone of the information may end up in
the compiler's database, and go into subsequent
uses that we'll hear about.

And then, finally, down at the bottom we
see the custoner database, and when consuners
establish a custoner relationship with an
organi zation, with a business, they end up in the
customer database. And | think this is not a big
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surprise to everybody.

And then that firm can generate new
targeted offers to its current custoners. | think
peopl e expect this to happen, but we're al so going
to hear how conpilers can help these firnms generate
new offers to their custoners, better target these
offers and help these firns do cross marketing of
new products and services.

So now Johnny will talk about what goes on
in the mddle of the picture.

MR. ANDERSON: Good morning. M nane is
Johnny Anderson, |'m Chief Executive at Hot Data.
How Data is an infomediary that connects custoner
rel ati onshi p managenment marketing automation
systenms to sources of both household information on
consuners, and business information about
busi nesses, and provides a conplete set of data
qual ity and standardi zati on services for both
smal |, medi um and | arge-si zed busi nesses.

I"mgoing to spend a little tinme and talk
about the kinds of information that's coll ected,
how it gets conpiled into a database, and then gets
delivered into a marketer's, end user's, database.

But first I want to kind of digress. |[|'ve
| ooked at some of the other slide shows, and a | ot
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of the topics are going to be hit. | really want
to digress and talk about why people are -- why
mar keters are interested in this kind of
information to begin wth.

Bui | di ng a data warehouse and col |l ecting
this kind of information is a massive undert aking,
and very expensive. MWhat's the payback, and what
are busi nesses | ooking for out of taking third
party information and nmerging that in with their
I n-house information?

If you think about commerce, if you think
back, all the way back to the m ddl e ages when
comrerce really first started. The buyers and
sell ers knew each other. There was a one-to-one
relationship. Even up into the beginning of the
| ast century, people knew -- the storekeepers knew
who their custoners were.

After World War Il and the nobilization of
America, and the nove from urban centers into
suburban centers, and the creation of the now
shopping mall, merchants now | ost track of who
their customers are. They don't know who buys
products anynore.

So, nmerchants really spend a | ot of tinme
doi ng product |evel analysis to figure out who
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bought the stinky cheese, and what stinky cheese
purchases drove what other kind of purchases.

The change in the new econony, and the
evolution of the Internet now has really enpowered
consuners with information, and has broken down a
| ot of the geographic boundaries in terns of, |
have to travel to a mall to purchase sonet hi ng.

Thi s has al ready been broken down quite a
bit with the direct marketing and catal og
I ndustries, but nowwith the Internet, people now
have a | ot of information.

So, it is now dependent on -- a business'
dependence on success is now | everaged by what kind
of service they can deliver. And to deliver that
service, they again have to know who their
custoners are.

So, you really look at all of the kinds of
information that's avail able so that businesses can
get a conplete 360-degree view of their custoners
to be able to understand themnot only in the
context of their own transaction that may have
t aken place, but also what the |ikes and dislikes
of that custoner are.

So, when you really look at the kind of
information that's available, it really falls down
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into three categories. There's the geographic
i nformation, or where you live, and that kind of
information is really address data, quality of the
address, standardized to the Post Ofice's
standards, what's the bar code for the address, but
al so includes information |i ke what MSA that
address is in, what census tract that address is
in, and inportant things like latitude, |ongitude
and geocodi ng, which are really used by businesses
to do things like drive tinme analysis, and trade
area anal ysi s.

But one of the first segnentations, at
| east in the retail industries, and now in the
telecomindustries, is where do you -- where do
people live and how far are they likely to travel
to get to one of ny retail |ocations.

The second is really the denpgraphic
i nformation, and the collection and the detail of
this will really be tal ked about a | ot in panel
number 2, but that's things |ike name, address and
phone nunber, at a very basic |level, but also
reported and nodel ed i nformati on around a person's
income | evel, what their marital status is, whether
t hey buy by mail, whether they're a credit card
user, whether they own their own home or not,
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i nformati on about what you're I|ike.

And then the third piece is really the
psychographic information, and that's really what
you |like, what your life style indicators are, and
that's where a | ot of the conpiled information
comes in from lists and surveys, to determ ne what
sonebody's propensity to buy a specific kind of
product is. And those are indicators that could be
that you're an outdoors enthusiast, a gardening
book reader, dot, dot, dot, there are a number of
different life style indicators.

So, how is that information nerged into one
particul ar database? Data conpilers really look to
those three sources and do a very conplex job of
extraction, transformation and | oading of that
data. And that data is bought from public sources,
and that could be things |ike tax records, hone
owner information, up until recently notor vehicle
i nformati on was used, and in sone states, even
driver's license information.

But that information is reported
information that's public record that's brought
into the database. Self reported data really
drives a lot of the denpgraphic and psychographics,
and that's information from surveys and warranty
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cards and regi strations.

And then information frommil |ists, and
that is I'm-- | have a wooden boat, | subscribe to
Wboden Boat Magazine. |f | subscribe to Woden
Boat Magazine, there is a great |ikelihood that |
amlikely to buy products for wooden boats.

So, affinity nodeling and propensity
scoring is really driven by the self-reported data
from both subscriptions and product registrations.

That information is matched based on nane
and address, so that there's really a view of a
consuner that takes into account all of those
di fferent kinds of data sources. And then there's
sone additional nodeling that's done on top of
that, based on scientific sanples and surveys,

di fferent kinds of nodels are put into place for
specific vertical industries.

Not every industry is interested in the
same kind of consunmer information. A telecom
merchant is not interested in the sane kind of
information that a retailer is interested in.

So, nodeling is done based on a set of
attributes that's been collected to be able to put
toget her things for financial services and other
i ndustries. And then the output of that
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information really goes to two sources.

One is the data enhancenent source, in that
| have a custoner database of people that have cone
to ny conpany from a nunber of different sources,
could be a custoner that signed up for a frequent
buyer programat a retail l|location, could be a
custonmer that's conme to ne at a trade show or sent
back a business reply card, or a custoner that's
wal ked into one of my retail |ocations.

The custoner that's in nmy database, so |I'm
really looking for information that's outside ny
organi zation so | can understand that custoner
better.

And the second is the targeted |ists, and
that is really if 1've done sone analysis in terns
of what ny best custonmer |ooks |ike, give nme sonme
nore prospects that I can market that | ook just
li ke those folks. | don't know who they are yet,
and in nost cases those targeted lists are going to
go to a mail house who is going to get a mail drop
and I won't know who they are, until they respond
to that direct nmail canpaign and conme back into ny
dat abase.

And then they'll go into the normal process
of nmy selling process inside ny customer database.
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So, there will be a ot of detailed talk
about both the collection of data in the second
panel, and then the use and ki nd of how the
technol ogy drives sonme of the business nodels for
the use of that data in the third panel a little
bit |ater on.

So, with that, let nme turn it over to Lynn,
and | et her tal k about sonme of the internal uses of
dat a.

MS. CULNAN: Thank you, Johnny.

MS. WUNDERMAN: Bear with ne just one
second here. Thank you.

Well, 1I've been asked to spend the next 15
m nutes tal king to you about the end user
applications that have evolved really over the | ast
two to three decades, so it mght be alittle
tight, but we're going to do the best we can.

|"mgoing to start where Johnny left off,
which is to help you understand how this kind of
conpiled data really brings a name and address
record to life for a marketer.

Now, this is a real, live consunmer record
of f of a conpiled database. | can attest to it
because it's ne, it's the Winderman househol d at 94
Mercer Avenue in Hartsdale, New York. | have
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signed a release so that ny data can be nmade public
here today. But just fromthat information, we can
now geocode this record and find out its census
bl ock group, attach all the geographic information
avai |l abl e for the census, as well as we can now
construct a match code, which you see here on the
right side of the screen. That match code is the
link to the conpil ed database by which we overl ay
t he denmographic and the psychographic information
that Johnny was just earlier describing to you.

Now, what happens when we do that? This is
pretty much what you get, on the Winder man
househol d, a fairly distinct profile of a
relatively affluent m ddl e-aged, suburban coupl e,
dotes on their dog, is extrenely mail responsive,
somewhat techno savvy and lives pretty nuch a
hi gh-end, fairly active life style.

Now, | can tell you this is a pretty
accurate record. There are two things they m ssed
here. They m ssed the registration on ny husband's
antique notorcycle, okay. They are off by one
category on our inconme; that's okay with me if it's
okay with the IRS.

But why do we want this data? Wy do we
want this information? As Johnny said before, it's
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not because we're being nosy, it's because we're
| ooking to establish and build a relationship with
a consuner.

Now, Webster defines a relationship as a
connection, a bonding or a contract, and the way we
build relationships for marketing purposes is
really no different than the way we establish and
nurture relationships in real life. | nmean, we do
it through data, whether it's by factual
i nformation or observation, we're |looking to
establish sonme common ground by which we can create
a meani ngful, relevant comrmuni cation to gain that
connecti on.

Now, I will tell you that the way it's done
by general advertisers is different fromthe way we
do it as direct marketers. In fact, it's the exact
opposite.

As a general advertiser, |I'm/looking for
| arge nunbers of people with something in conmon.
Maybe |'m targeti ng wonen, 25 to 49, naybe sone
br oad- based i ncone qualifier. 1'mgoing to talk to
t hem based on what it is these wonen have in
common. O at least | think they have in comon.

Now, the issue is just because these are
wonmen | argely of child-bearing age doesn't
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necessarily nmean they have kids, but when |I'm
spending $7 to $10 a thousand to reach themon TV
or maybe $20 to $30 a thousand to reach themin
print, | can afford to have a certain anpunt of
m sses there.

But it's very different when you're a
direct marketer. | may be spending $500 or $1, 000
a thousand to reach sonebody at an individual or at

a househol d | evel.

So, I"'mgoing to be much nore stringent and
rigorous when | | ook at and eval uate the success of
that communication. |1'mnot |ooking for soft
measures |ike awareness or reach and frequency, |I'm

| ooki ng for that household to take a specific
action, and I'mgoing to valuate the cost
efficiency of that action based on return on
I nvest ment .

So, |I've got to be nmuch nore precise in ny
ability to target that household and devel op a
meani ngful , rel evant conmuni cation so | can capture
their attention and do it quickly.

So, we've |learned over the years as direct
mar keters a very inportant principle over the
years, and that is that people's differences are
nore inportant than their simlarities.
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Now, what do | nean by that concept? |
mean that what it is when you' re studying a group
t hat sets them apart from everybody else is nore
i nportant than what it is that the people in that
group have in common wth each other

So, the differences are nore inportant than
their simlarities, and they respond better when
those differences are recogni zed.

Now, here's what | nean by differences.
It's all the data we've been tal king about. It
m ght be geographic, could be climte, market size,
It m ght be denographic, life stage or life stage
change, you know, maybe | just got a new spouse,
got a new house, got a new baby, preferably in that
order.

It could be psychographic information,
hobbi es and interests we' ve been tal king about, or
it could be your purchase history. Now, we haven't
tal ked a | ot about that, but that purchase history
could be self reported that I got off of sonme kind
of a survey, or it could be the purchase history
that a marketer captures and utilizes in their own
dat abase.

And normally when we tal k about this, we
tal k about the recency, the frequency, the nonetary
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val ue segnents as a marketer. And | will tell you
this is incredibly powerful information froma
segnhent ati on standpoi nt.

So, | mght talk to you differently if
you're a new custoner versus a tenured custoner.
"Il not only talk to you differently, but 1"I
i nvest differentially if you're a high-value versus
a | ow-val ue custonmer, and |I'I|l have an entirely
di fferent contact strategy, frequency of the kind
of offers I"'mgoing to send you, if | happen to
know that you're a |oyal custonmer as opposed to a
conpetitive sw tcher

Now, as | said, this behavioral information
Is incredibly inmportant to marketers, and it works
terrificly, if you have it. But you don't always
have it. | mean, it's great if I'"'mtalking to a
group of customers that have been with ne a | ong
time and | have a |lot of data on those people, it's
an established product, it's a proven offer, but
what do | do in a situation when I'"'mtrying to
attract new prospects into the base? | don't have
a | ot of data about their purchase behavi or,
particul arly about what they're buying from ny
conpetitors.

What about if I'mtrying to spend on ny new
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custonmers based on their potential to becone
hi gh-val ue custoners every tinme. Not nuch there in
my dat abase about these people. O if I've got
sonme test market results that |'ve done with new
of fers, new products, | know in aggregate how
people are likely to respond, but 1've got to think
about who do | target with those offers because |
don't have that response information on everybody
I n nmy database.

So, what do we do? We use surrogate data.
We use surrogate data as a bridge to help us be
able to apply that behavioral information to
anot her universe.

Now, the nost inportant data that we tend
to use as surrogates is this conpiled informtion
we're tal king about today, because there's a very
i nportant criterion that data has to be as
avai |l abl e on the target audience that |'m studying
as the application universe that |I'mapplying it
to. And the conpiled data is virtually avail able
on just about every household in the U S.

So, what | amgoing to do is | amgoing to
use my behavioral data in my own custoner database
to define a target. |I'mthen going to use the
bri dge data, the conpiled data to describe the
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target and create a profile, and then I'mgoing to
use that profile to help me find | ookalikes in sone
| arger application base.

So, let ne show you schematically how this
works. |I'ma marketer and | have defined a target
as ny high-value custoners, however | define it,
profits, revenues, purchase frequency, et cetera.
And ny goal is that I'mlooking to identify
prospects in the popul ati on who have a high
potential to becone high-value custonmers every
time, | want to track theminto ny base.

So what do I do? |I'mgoing to study how do
t hese high-val ue buyers | ook different from
everybody else in the U S.? And the data |I'm going
to use to do that is all the denographic
i nformation, the psychographic information, and |
will tell you the coverage on the psychographics
does not tend to be as | arge as sone of the other
data, so it doesn't often enter these statistical
anal yses, but we use it and we see if it's
predi ctive. The geographic data and the census
information, all to help me understand what is it
about this group that makes it |l ook different from
everybody el se.

|'"mgoing to overlay statistical tools so
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that | can really quantify which of these
differences are statistically significant in
identifying this target. 1'magoing to | ook at the
interaction and the relative weight or strength of
t hose variables, and I'"'mgoing to apply it back to
a broader universe, in this case, the U S
popul ati on.

Every household gets this -- every
househol d gets a score, excuse nme, and the highest
scores are the nost |likely to generate and to
exhi bit that target behavior. Those at the bottom
are least likely to becone your high-val ue
custonmer, and this is nothing nore than a planning
tool. Okay, I'"'mgoing to penetrate that universe
of U.S. popul ation based on ny vol une objectives,
my budget limtations, whatever.

Now, | think it's inportant for you to
understand as we tal k about these concepts, where
the predictive value of that data cones from
Okay, and | prom se, no formulas, you don't need to
be -- have a degree in applied statistics, it's a
very sinplistic exanple.

I'"mjust going to use marital status and
Il"monly going to give it two values. So, here
am studyi ng ny high val ue-custonmers, all right, and
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I"mlooking at themand | see well, big deal,
they're just as likely to be married as they are to
be single, that doesn't tell me much of anything,
does it? How do | target anything based on this
i nformation, how do | talk to them based on this
dat a?

Well, guess what? | conpared themto the

U.S. population, and they're twice as likely to be
single as the rest of the popul ation at |arge.
Now, take this predictive value, nultiply it times
anot her half dozen to a dozen variables, you start
to see where the power of these statistical tools
comes from

So, how do we use these tools? Well, we
use themto help drive differential contact
strategies. Who do we target, when do we target
them how do we target them so that we're nore
efficiently reaching themw th nore rel evant
communi cati ons across the entire life cycle of the
customer. From acquisition to value stinulation,
all the way to eventual retention and
re-activation.

So, for instance, |I'mgoing to rank ny
cust omer dat abase based on this information, and
" mgoing to spend differentially based on the
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probability of these people being high-value
custoners, the repeat sales, cost sale, up sale,
|"malso going to apply it as well to ny customer
i nformation applications. Maybe |I'm even going to
devel op new services for high priority custoners.

| can overlay this data on any vertical or
apply it out froma conpil ed database, | can use
this for direct sale or regeneration offers. Also
remenber, that because this tool is devel oped at an
i ndi vi dual household I evel, | can aggregate it back
up to any |evel of geography.

So, for |ocal support prograns where
there's a retail trading area or there's a sales
territory, it become a very useful tool to
prioritize differential nmedia and househol ds for
t hese purposes.

It's easy to apply themto any form of
addressabl e nedi a, those that are avail abl e today,
such as sel ective binding, addressable cable and
satellite, sonme of the Internet applications you
can hear about later this afternoon, and those
that, you know, we've hardly thought about in the
future, wireless, interactive television and things
t hat haven't even been invented yet today.

And these tools can also be used as a

For The Record, Inc.

Wal dorf, Maryl and
(301) 870-8025



© 00 N o 0o b~ wWw N P

N NN N NN R R R R R R R R R R
oo b~ W N PP O © 00 N OO o0 M WwN B+ O

42
pl anni ng tenplate, we can bridge theminto
syndi cat ed research bases, such as Scarborough,

MRI, Simmons, Nielsen, and help us optim ze the
val ue of our mass nedia, of our print and our
br oadcast spendi ng.

So, all of this is based on our study of a
hi gh potential end user.

So, what does this do for us in the end? |
mean, basically it hel ps marketers invest their
mar keting dollars smarter, nore efficiently
reachi ng custonmers across virtually every channel,
and for consuners, it means hopefully you receive
nore of the offers you want, and fewer of the
offers that you don't. And that to us is a win-win
for everybody. Thank you.

MS. CULNAN:. We've got a lot of time left,
we' ve got about 25 m nutes. \What would you |ike us
to do?

MS. ALLI SON BROAN: Do you want to take
questions?

MS. CULNAN: Sure, we'll take questions.

We changed our mi nds, we'll take some questions.
And there's a m crophone over here, so | think
Jason Catlett has a question.

And then if you would address your question
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to one of the panelists, if that's your preference,
pl ease do so.

MR. CATLETT: May | address it to you,

ma' anf
MS. CULNAN:  You mmay.
MR. CATLIN: Hello, this is called the
bl eedi ng edge of technology. Well, | don't think

it's doing anything, but I'"'mgoing to hold it here
anyway.

Mary, you said that you were not going to
address co-op databases on the basis that there are
so fewof them And I think that's |ike saying
we're not going to address suppliers of Wndows
operating systens because there are so few of them
The dom nant co-op database, Abacus Direct, really
has enormous influence, and | think it's a nodel
different to but very rel evant here.

So, could you take a mnute to describe
what co-op dat abases do?

MS. CULNAN: | may punt this to one of the
panel i sts who have nore experience. | wll say one
thing, for those people that are interested in
co- op databases, and particularly in Abacus Direct,
their data dictionary is on the Doubl eClick
website, so if you go to doubleclick.comand you
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click on Abacus, you can see exactly what kind of
i nformation they have acquired, and | think
probably it's a really good exanpl e of
transparency, assum ng you know to go there and
| ook for the data.

So, because Lynn is actually running a
co-op database, and again, it's not that we didn't
want to tal k about these because we didn't want to
hi de anyt hi ng, but because we were doing the broad
overview, we decided as a panel it would confuse
t hings, thinking our talks would take |onger if we
went off and then couldn't fit it all into the
slide.

MS. WUNDERMAN: | do prom se that we wll
spend sone tinme this afternoon tal king about the
co- op database nodel, and specifically about ny
conpany, |-Behavior, unless there's sonething
specific to these applications that you would |ike
to tal k about now.

I mean, | could go into the concept of
co-op database, it's going to be a little redundant
this afternoon.

MR. CATLETT: Why don't you spend 30
seconds describing a co-op database.

MS. WUNDERMAN: A co-op database is forned
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when marketers share their custoner names and
related buying information in order to gain access
to nanmes of qualified prospects as well as
additional data on their custonmers that m ght
ot herwi se be unavail able for themto market and to
build their business.

So, if we had, | don't know, Mary, if you
coul d put back your first slide.

MS. CULNAN: Sure.

MS. WUNDERMAN: | nean, basically with a
co-op database, if we nove the consuner aside to
the right and we were to create another box, what
you woul d see is the custoner databases, the
conpiled data would all conme into a co-op database
and we woul d have a consolidation of many custoner
files from marketers, publishers, catal ogers,
e-tailers, et cetera, all going into one database
as well as it would be overlaid with the
denographic or the psychographic as well as the
census data we've been tal king about earlier, al
to forma positive record. And that is the rich
behavi oral and denographi c base upon which
mar keters woul d be able to do selections fromthat
file.

MR. CATLETT: Thank you.
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MS. CULNAN: One difference | think it's
i nportant to point out, you have to be a partner in
t he co-op dat abase.

MS. WUNDERMAN:  Yes, you do.

MS. CULNAN: You have to put data in in
order to take advantage of the data that's there,
as opposed to the conpil ed databases where
basically there's no rel ati onshi p between
contributing data to the database and being able to
acquire data fromthe conpiler

MS. WUNDERMAN: Yes, and | will also say
that generally that there's notification to the
consunmer about sharing data with trusted third
parties as well as the online conmponent, there are
privacy protections as well.

MS. CULNAN: Anybody el se? There's a
question toward the back.

MR. TUROW Would you talk just alittle
bit about the way databases get purged, based not
just on what consuners want, but al so recency and
t he decision that certain things becone obsolete
and how those criteria are determ ned?

MS. WUNDERMAN: | want to nmake sure that |
under st and your question. You' re asking, you know,
| think on -- in terms of if | have information in
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a custoner database about an individual's purchase
behavi or and over time that that data is no | onger
relevant? |s that --

MR. TUROW Yeah, how do you decide -- how
do you decide at what point you purge those
particular data |li ke your sports car. Maybe you
decided to get nore conservative about the car and
sonmebody has not picked it up, do you have any kind
of criteria to which to purge certain kinds of data
after a certain anount of tinme, based on certain
ot her criteria?

MS. WUNDERMAN: Let me say sonet hi ng about
the conpiled data and its val ue, because they're
not going to be always 100 percent accurate. |
mean, you saw even ny inconme on my own persona
record was not accurate. What's of greatest val ue
with the conmpiled data beyond its coverage is its
consi stency, and when you're |ooking for predictive
val ue, consistency can be even nore inportant than
sheer accuracy.

So, the procedures that are in place to
replace that information, the nodels that are done
to cal cul ate data such as income, it's consistently
done even if it's inconsistent across househol ds.
So that as that data is predictive, it nmay be
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predi ctive, even though it's not 100 percent
accurate, but if it is predictive, it will rise to
the top, and then virtually it's a nunbers gane.

You will never be 100 percent on any
parti cul ar individual or household. What you're
trying to do is increase the probability of
identifying a high potential consuner.

So, for one or two or, you know, any nunber
of people, that data will still not be 100 percent
accurate, it ages over tinme, and it's the conpilers
that capture that information fromthe various and
sundry public resources or surveys that gets
supplied back to us, it's accurate, it's not
accurate. But if it's still predictive, we wll
still work with that informtion.

MR. SMTH. Richard Smith with Privacy
Foundation. | have a question for Lynn. How do |
get nmy conpiled record, just |ike you got yours, on
the screen?

MS. WUNDERMAN: Call ne.

MR. SM TH: Can everybody call you if they
want to see, every consumer if they want to see
this?

MS. WUNDERMAN: |'m sorry, you're asking
you as a consuner, how would you get access to
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information? Well, | amnot a data conpiler, per
se, | mean we get our data from Equifax, there are
ot hers, Experian, and First USA through their
Donelly unit and Acxiom through their |nFobase that
supply this information, but if you as a consuner
are interested in seeing your record on our
dat abase, you can request a copy of your profile
and we' ||l supply it.

MR. SM TH. Do these conpanies, conpiler
conpani es generally allow consuners to | ook at this
ki nd of data?

MS. WUNDERMAN:  You know, | --
not being a conpiler. | would have to say in
today's marketing environnment, they should, but I
cannot tell you. Certainly the data that cones,
for instance, froma credit bureau, and the credit
bureau i nformati on gets channel ed as part of
Equi fax and that gets channeled into the Polk
Dat abase, as a credit bureau, you need to be able
to provide consuners with access to that data, but
I"mnot famliar with the policies of each and
every conpil er.

MR. SM TH. Thank you

MS. CULNAN. Ckay, | think we're going to
take a break and you want to break for -- you're
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going to let the people running this set the rules.
Thank you.

MR. WNSTON: This is kind of a unique
situation, we're actually ending a little early,
but that gives us a little nore time for |unch.

So, if we could break until about 10:15, and | want
to thank the panelists and the Magazi ne Publishers
of Anerica.

(Appl ause.)

MR. WNSTON: Also, thank you to the
Magazi ne Publishers of Anmerica for supplying our
repast out there.

(Pause in the proceedings.)
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SESSI ON TWO
CONSUMER DATA:  WHAT IS IT?
VWHERE DCES I T COVE FROM?

MS. ALLISON BROAN: Hi, I"mAllison Brown,
I'"'man attorney in the FTC s Bureau of Consuner
Protection, and I'Il be the noderator for Session
2, entitled Consuner Data: \What Is It? \Were Does
It Come Fronf

The overview that we just heard has
provided us with a brief |ook at data nmerger and
exchange. Now we will begin a series of in-depth
panel di scussions about these practices.

Thi s panel discussion will focus on the
origi nal sources of consuner information, and we
have five very experienced and know edgabl e
panelists with us today for the discussion. W
wi Il also have about ten mnutes at the end of the
panel for the audience to ask questions.

If you' re sitting in an overflow room and
you want to ask a question, please cone up to the
doorway on the main room here on the fourth floor
at about 11:20 and we'll have a wireless m crophone
here so that you will be able to ask the panelists
your questions.
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I will now introduce each person on the
panel and ask the panelist to spend about three
m nutes to provide a brief introduction to the
sources of consuner data that businesses use.

C. Wn Billingsley is the Chief Privacy
Officer of Naviant, Inc. Naviant is a provider of
mar keting tools and integration nmethodol ogy for
online and offline environnments.

W n, please go ahead with your introductory
remar ks now and I'll introduce the other panelists
in turn.

MR. BILLI NGSLEY: Ckay. Navi ant is a
| eadi ng provider of integrated precision marketing
tools, for both online and offline environnents.

So, we really integrate the virtual world with the
physi cal worl d.

This capability enables marketers to
identify, reach and build relationships with online
consunmers. So, to probably state that in a form
that is nore nmeaningful to you, Naviant has a
dat abase of about 30 mIlion households that are
I nt ernet - enabl ed.

So, our niche is a database of people who
have the capability to buy products and services on
the Internet. This data is collected primarily
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t hrough product registration data, and we'll talk a
little bit nore about that in the session on how
this actually occurs.

The data is fully perm ssioned. W only
want people in our marketing database that
perm ssion us to do so. You know, an individual or
an Internet user that does not want to participate
I n Naviant's database is not included in the
dat abase.

And then there are other processes that we
have in place to make sure that our data is
accurate and as useful as possible.

MS. ALLI SON BROWN: Okay, Elisabeth Brown
I's Senior Vice President of Product Strategy for
Claritas. Ms. Brown oversees the devel opnent of
new data products and services, including
denographi c, cartographic and segnentati on systens,
and the managenment of the software and applications
that are delivered to Claritas clients.

Ms. Brown?

MS. ELI SABETH BROWN: Thank you. One
coment, too, | have actually been not only aml a
menmber of the club, but | have been a client, so |
was actually a client of the Claritas marketing
products and services before | joined the conpany.
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So, | do have a little bit of perspective on how it
can be used and how we used it when | was at the
Prudential | nsurance Conpany.

Claritas is a marketing information conpany
t hat has been in business for over 30 years, which
makes us one of the nore mature conpanies in this
I ndustry -- as evidenced by a recent Wall Street
Journal article that referred to Claritas as the
granddaddy of denographi ¢ providers.

Claritas serves conpanies in financial
services, telecommunications, energy, autonotive,
retail, restaurant and real estate industries, and
we have clients ranging fromthe top Fortune 500
conpanies to small, independent consultants.

["I'l just give you a little bit of
background. Over 30 years ago, Claritas' founder,
Jonat han Robbin, who was a Harvard soci al
scientist, was analyzing U S. Census data and
settlement patterns. He hypothesized that American
nei ghbor hoods refl ected the ol d adage that birds of
a feather flock together, and therefore, the
products and services that Anericans consumed could
be predicted sinply by knowi ng sunmmary | evel
denographic i nformati on about the area, or "you are
where you live."
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This was referred to in the first slide as
geodenography. Thirty years |ater, our nodels have
beconme nore sophisticated and are able to dissect
mar kets at a nuch | ower | evel of geography, but
that sanme old basic premse still holds true that
by knowi ng sone small anount of denobgraphic
i nformation, you can infer or predict the
l'i kel i hood that a household will be interested in
t he products and services that you' re offering.

So, we provide denographics and ot her
consuner and business data on multiple |evels of
geogr aphy, delivered through our various mapping
and marketing application software platforns.

We are probably nost well known for our
consunmer segnentation systenms, for exanple, Prism
whi ch was also identified earlier when Mary was
speaki ng about Wnner's Circle and what sone of the
attri butes of a nei ghborhood woul d be that woul d be
tagged as Wnner's Circle across the country. Qur
consumer product demand estinmates that our clients
use to nore efficiently market their targeted
custonmers and prospects, which you could refer to
as surrogate or inferred data.

Claritas data and services are used for
broad marketing functions such as tracking new
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customers, retaining current custoners, deternining
site locations and appropriate sales and marketi ng
di stribution channels, and we help with nore
efficient reach strategi es and nedi a pl anni ng.

So, basically, Claritas marketing
information hel ps our clients offer the right
products and services in the nost appealing way to
t he consuners and prospects. We provide basically
t he benchmark information or the total universe
data that our custoners can use to conpare their
current custoners and markets agai nst so that they
can make better marketing decisions. Thank you.

MS. ALLI SON BROAN: Next we have Paul a
Bruening who is Staff Counsel for the Center for
Denocracy and Technol ogy. The Center for Denocracy
and Technology is a non-profit public interest
organi zati on that seeks practical solutions for
enhanced free expression and privacy in gl obal
conmmuni cati ons technol ogi es.

MS. BRUENI NG  Thank you.

CDT has been asked today to discuss the
i ssue of public records as a source of infornmation
about individuals froma factual basis, and as many
of you know, CDT generally has a specific viewpoint
on this issue. | wll talk today about the factua

For The Record, Inc.

Wal dorf, Maryl and
(301) 870-8025



© 00 N o 0o b~ wWw N P

N NN N NN R R R R R R R R R R
oo b~ W N PP O © 00 N OO o0 M WwN B+ O

57
basis in my opening remarks and then any ot her
comments will be reserved for the Q&A, but | would
like to encourage the FTC to go to the state | evel
and to sone other resources and sone organi zations
that are doing work on this issue, because | think
sonme of the really difficult work on how the
information is collected and how it is being used
specifically is being done at the state level. And
' m happy to give the FTC that information.

Public records maintai ned by gover nment
agenci es disclose a vast array of detail about an
individual's life, activities and personal
characteristics. At the federal |evel, nobst
personal information is not available to the
public, because of the privacy exenption in the
Freedom of Information Act and the Privacy Act of
1974.

However, bankruptcy records are an
i nportant exception to this rule and are maintained
by the federal courts. These records are a source
of detailed financial information, and the
sensitivity of that information has been recogni zed
by the O fice of Managenent and Budget, which has
produced a study on this issue called Financi al
Privacy in Bankruptcy: A Case Study on Privacy in
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Publ ic and Judici al Records.

At the state and local |evel, however, the
types of records that are nmintained are different,
and the | aws and policies governing records yield
di sparate acts and disclosure practices, but it is
possi ble to construct a detailed profile about an
i ndi vidual from public records.

And while I will spare all of you the
exhaustive list of all the sources of information,
["I'l name a few. Nanme and address information cone
fromvoting records; land titles are a source of
home ownership information; property taxes can give
you assessed val ue of homes; birth and death
records give you information about an individual's
parents.

The list goes on, there are occupati onal
| icense records, notor vehicle records that can
tell you about an individual's nake and nodel of an
aut onobi |l e, voter registration gives you party
political affiliation, and hunting and fishing
| i censes, boat and airplane |icenses can give you
i nformati on about how a person likes to spend their
| ei sure tine.

There may be considerably nore infornmation
avail abl e in public records about an individual who
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has interacted with the courts as a crimna
def endant, as a plaintiff or defendant in a civil
litigation, in a divorce proceeding, as a juror, as
t he beneficiary of a wll.

Public access to governnent records serves
several inportant goals. 1ndividuals need
government information to make political decisions
about governnent prograns, |egislative and
regul atory options, and candi dates runni ng for
of fice.

Government records al so assure the
accountability of individuals as in the case of
busi ness and real estate transactions. However,
it's inmportant that public record information be
used for the reasons it was collected. This
i nformati on was not neant to be searchable in a
dat abase, nor was it intended to be used in
mar keting. And sinply because there is a tradition
of collection of information, inmportant decisions
need to be nade on a case-by-case basis about the
appropri ateness of access to public records and the
rol e of consuner choice.

MS. ALLI SON BROWN: Thank you

M chael Pashby is Executive Vice President
and General Manager for Magazi ne Publishers of
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America where he has al so served as Executive Vice
Presi dent of Consumer Marketing. Before joining
the MPA, M. Pashby was president and publisher of
Art and Antiques Magazi ne, vice president of
circul ati on and new product devel opnent for G uner
+ Jahr USA, and Managing Director of U S.
Operations for Marshall Cavendi sh.

M chael ?

MR. PASHBY: Thank you. That sounded
I npr essi ve.

MPA represents about 85 percent of the
consunmer magazi ne -- dollar volunme of the consuner
magazi ne industry in this country, and about 85
percent of all magazines are sold through the
mails, using direct mailing techniques or direct
mar keti ng techni ques of extrenely varying
sophi sti cation.

The use of credit cards in our industry is
extremely small, but is now growing. Qur nmenbers
strongly agree that we nust protect the privacy of
our readers, and | think our industry has done a
very good job over the years in bal anci ng our
| egiti mate business interests and our consumers’
reasonabl e expectations of privacy.

Obvi ously we val ue our readers and we
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woul dn't be in business without them so our
i ndustry is constantly | ooking for ways to inprove
that service to our readers.

It's inmportant to note that when our
readers ask us not to share information about them
we don't. In the information section of nost
magazi nes, the publisher discloses that the
subscription list may be rented to appropriate
busi nesses.

The magazi ne offers an address or toll free
nunber so that the reader can opt out. And many
magazi nes are taking advantage of the Internet to
i nform consuners of their privacy policies, and
gi ve consuners an additional opportunity to opt
out .

We're very careful with respect to the
custoners, to the wi shes of the custoners who
choose to opt out. Generally when a consuner
requests that publishers not share informtion,

t hat publisher will not only renpve the consumner
fromtheir own internal rental lists, but w|l
refer the consunmer to the DVMA so that the consuner
can request to be on their nation-w de do-not-nmail
list.

That said, magazines are very good sources

For The Record, Inc.

Wal dorf, Maryl and
(301) 870-8025



© 00 N o 0o b~ wWw N P

N NN N NN R R R R R R R R R R
oo b~ W N PP O © 00 N OO o0 M WwN B+ O

62
for consuner data. And the reason is very sinple.
More than any ot her medium the choice of which
magazi nes a consuner reads can tell a | ot about a
person, what a person |ikes, and his or her
I nterests.

I n enabling our readers to get information
about products and services that are of interest to
them it is advantageous to everyone. Qur readers
are given nore choices, they get information about
products of their interest and life styles, and
nost inportantly they're not inundated with
advertisenments for products they have no interest
in.

Busi nesses benefit because they can target
their advertising to consuners who are nost |ikely
to be interested in their products, saving them
time and noney. And for nmgazines, with a cost of
mai | i ng now between 65 cents and a dol |l ar per
pi ece, and that's before the Post O fice applies
for its newest rate increase this June, the cost of
acquiring a consuner, when the response rates are
in the low single digits, and in a very conpetitive
market, is extrenely expensive.

But sharing information only works if it's
beneficial to everyone. Qur nmagazi ne subscri ber
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lists are our nost inmportant and val uabl e assets,
our readers do not want to get advertisenents for
products they don't care about, so the nagazi ne
industry is selective about letting advertisers use
their lists.

If a business intends to mail a
solicitation to a consunmer, magazine staff review
that pronotion to ensure its use is appropriate.
Most magazi ne publishers will not rent their Iist
to tel emarketers because they have little control
over how the list is used, but if lists are rented,
we expect magazi ne staff to reviewthe
tel emarketing script.

And very inportantly, the list is rented,
it's not sold. That neans the advertiser can use
it only one tinme. And publishers, as a general
course, see their lists and track how that list is
used.

Thank you for inviting us again.

MS. ALLI SON BROWN: Thank you.

Qur final panelist is Ted Wham Ted is the
Presi dent of Database Marketing for the Internet, a
sol e proprietorship consulting practice. His
career has been concentrated in the direct and
dat abase marketing industries, focusing nost
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recently on Internet-enabled marketing
applications.

Ted?

MR. WHAM  The benefit of having the | ast
nanme of Whamis that although I am al ways at the
end of the line, | always get to hear what
everybody says before ne and tailor my comments to
hel p anplify on those areas as well.

Dat abase Marketing is an independent
consul tancy that consists of nyself as an
I ndependent busi ness person working out of my hone,
and billing ny cat at very low billable rates, |
have had an opportunity to work with organizations
such as Viacom Di vi sion, Curriculum Corporation,
Hew ett Packard, | have worked with Ci sco Systens
here recently, NCR and so forth, helping them
formul ate Internet privacy strategies and al so how
to use information about consuners for part of
their contact strategies.

In general, the information which is
avai | abl e about consuners in the United States
starts fromvery gross aggregate |levels, conpiled
i nformation which is largely denographic
information, and as Ms. Winder man expl ained in the
session immediately before this one, to a | esser
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ext ent psychographi c i nformati on.

You nmove fromthat into information which
is available froma w de range of public records,
such as the ones that Ms. Bruening referred to, and
ones that | have personal experience with as being
on the receiving side of sone of the solicitations
for there.

That's inportant because those public
records the consunmer doesn't have much choice in
terms of their participation in those lists, it's
an obligatory process. |If | want to vote, | have
to register to vote, and if | register to vote,

t hose public records are then going to be avail abl e
for purposes unrelated to ny voting, and, you know,
that's kind of the way it is.

There is then a second tier, and that is
gover nnment supported nonopolies, and those
nonopol i es are, because they're either a natural
nonopoly such as the provision of your gas service
or your telephone service, and for instance white
pages, tel ephone white pages are a major source of
conpiled list information, but there's also
gover nnent supported nmonopolies in the form of
patent protection and copyright protection, which
gives a formof a unique ability to sell a product.
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So, for instance, if | want to operate with
a conmputer operating systemcalled Wndows, | have
to support the patent and copyright protections
avail able from M crosoft until those patents run
out, and | have to use that information and
M crosoft has that and has the opportunity to share
that information, if that is their business
practice to do so.

There is a whol e range of different
products from drugs that you have to take to the
type of services that you buy and so forth, where
t hat gover nment - mandat ed protection is there. For
nmonopol i stic practice it serves a public good in
terms of inspiring innovation.

The last area is information which is in a
much nore conpetitive area. | can go to any of a
nunmber of different retailers to buy clothing, for
i nstance, and the retailers when | make that
purchase are going to collect various anounts of
i nformation.

So, if |I buy at Sears, that may be a
| argel y anonynous transaction, especially if |I make
it in a cash basis. If |I do it through a credit
card, they may have nore information, and sone
retailers through a traditional retail environment
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such as Radi o Shack actually will ask you for
i nformati on about your name and address, and
collect that information online.

Ot her businesses who run their business
nodel through a mail order process such as Lands
End and J. Crew and so forth beconme nuch, nmuch nore
adept at collecting very specific information about
you because what you've bought in the past becones
nost predictive about what you will buy in the
future. It's dramatically better than denographic
information, dramatically better than any
i nformation you're going to get from public
records.

If | bought sonmething fromJ. Crew in the
past, | will be better than any prospect that they
can find to buy stuff fromthemin the future.

But there's an opportunity for a consuner
to make a choice in those purchases on whet her
they're going to choose retailer A versus retailer
B, and so there's an opportunity for control there.

So, in looking at this, | think it's
i nportant to | ook at the spectrum of how t hat
information is collected in terns of the consuner's
ability to control the use of that information
downst r eam
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MS. ALLI SON BROWN: Now that you've heard a
brief introduction to the sources of consuner data
t hat busi nesses use, |'mgoing to ask our panelists
sonme questions so that we can |earn sonme nore
speci fics.

W n, what data el enents does your business
col | ect about consunmers and how do you collect the
I nformati on?

MR. BILLI NGSLEY: Most of us have done a
product registration or a software application
registration, and it's very inportant for the
manuf acturer of that product to get to know who
their end user custoners are, because all of them
di stribute their products and services through sone
intermediary. So, they're really isolated from who
their end user custoners are.

The way they try to solve that problem and
al so to provide custonmer support and service, is
t hrough a registration process. So, Naviant
provi des software that is used by conpani es that
manuf act ure conputer hardware and software products
to facilitate that registration.

So, the data that we collect for the
conpany includes all the information that we've al
seen on those product registration forms, but the
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only data that Naviant really uses that goes
forward into a nmarketi ng database is the nane and
the address, and the fact that this is an
I nt er net - enabl ed househol d.

And that's really what we focus on and what
we collect. The other information is analyzed
statistically and then passed back to the
manuf acturer, and they can use it for various
busi ness purposes to know who their custoners are.

So, name and address, and the fact that
this individual is Internet-enabled is key to
our -- that's where the cycle starts with Naviant.

MS. ALLI SON BROWN: \What ot her data
el ements do businesses coll ect about consuners and
how are they collected? Anybody? You can just
ei ther raise your hand or put your tent card on its
side? Ted?

MR. WHAM  Yeah, | forgot the tent card on
its side, I don't live in Washington, D.C. That's
a rule.

Busi nesses often tines have an insatiable

demand for information. They would collect as nuch

information as the consumer will spend tinme to
provide for them In fact, one of the services
that | provide to nmy consulting clients is that |
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will get the question, How much can we ask on a
regi stration process or in a survey process or
t hrough a purchasing application before the
consuner is finally going to go Aye, "I don't want
to do this anynore”" and will bottom out of that,
and they will test that very aggressively and try
several different formats. |If we ask this extra
guestion, what's going to happen here? If | formt
this as a drop-down question instead of a radio
button, what happens here and so forth. They wll
collect as nuch information as they can until they
reach a point where the collection of that
I nformati on degrades conpletion of the desired
t ask.

MS. ALLI SON BROWN: Betsy?

MS. ELI SABETH BROWN: One of the things
that | didn't go over specifically is that there
are lots of sources of public informtion out
there, including the U S. Census data, which is
pretty hot right now since it's been recently
updat ed.

Many conpanies are trying to get at this
i nformati on because it's a very good source for
benchmark i nformation to understand sort of the |ay
of the land. And when we talk about benchmark
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information, there's a | ot of other domain
i nformation, public domain information that is also
col |l ected and used by busi nesses.

Just fromnmy experience at Claritas and ny
experience with sonme of these custoners, they
really do use a variety of information for
di fferent business purposes, and from what we've
seen, we -- at Claritas, we try to assist them by
updating the denmographic information annually so
they do have these benchmarks and we use |ots of
di fferent input sources, including consuner surveys
that are out there, you may have heard of people
I ke Simmons Mar ket Research Bureau, Mediamark,

Ni el sen Net Ratings, Scarborough, all of these are
collected with consunmer consent, they're pretty
much anonym zed in terms of you never really know
who these individual consunmers are. Basically that
data is used and conpiled and turned into nodel s
that really say if the person is in this
denographic characteristic, they have a higher

i kel i hood than average to do these behavi ors.

Sone of the nagazine data is used that way
as well. You can either use the individual
regi stration data or pretty nuch the anonym zed
versi on which gives you the, quote, profile.

For The Record, Inc.

Wal dorf, Maryl and
(301) 870-8025



© 00 N o 0o b~ wWw N P

N NN N NN R R R R R R R R R R
oo b~ W N PP O © 00 N OO o0 M WwN B+ O

72

So, there are many, many dat abases that
Claritas and ot her conpani es produce and put out
there, and the only way that information is |inked
back to a custonmer record is through an inferred
nodel i ng process, which either takes into account
what we believe their denographics to be, or
sonmething as sinple as the zip code or zip plus
four in which they live.

MS. ALLI SON BROWN: And can you be a little
nore specific about the types of information that
Claritas gets from surveys, you know, either
t hrough Si nmons or through its own surveys?

MS. ELI SABETH BROWN: Dependi ng on the
panel, Simons and Medi amark Research have vari ous
surveys that they put out there, sonme of them are
books of information that ask everything from how
much peanut butter do you eat a week, to what
brands do you prefer, what nedia you |like, how
often do you spend in front of the television.

A.C. Nielsen actually captures specific
readership and views of which television prograns
and what day parts in terns of which actua
physi cal progranms you're watching. And a |ot of
t hat data, again, it's all consuners are signing up
for these panels. That's the panel type of
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research.

In addition, there's other types of
research which is nore of the research where you're
calling up people on the tel ephone or just sending
thema direct mail package and asking them
sonet hi ng nore specific about the financial
services that they're using, or the types of
I nternet services they have and that type of
nat ur e.

Once again, nost of this data, what happens
is that all the data is collected at a household
| evel , but when it's nodel ed and anal yzed, it's
analyzed in terns of denographic characteristics or
segnent ati on codes and not -- those people that
participate in the panel, that data is never used
for specific marketing purposes back to those
I ndi vi dual s.

MS. ALLI SON BROWN: Thank you. Paul a?

MS. BRUENING. Yes, | just wanted to talk a
little bit about business use of public record
information, and clearly the kinds of information
that | tal ked about in nmy opening remarks are
val uabl e to businesses in their marketing pursuits.

The problem cones with the fact that the
i nformati on has been given up by the individual, is
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given up so that they can participate, as Ted Wham
said, in some very basic functions of life. They
want to drive a car, they want to buy a house.
They' ve had a baby. Soneone's been born or died in
the famly. Soneone's received noney in a wll.

And | think that to say that Well, that's

bei ng used for other purposes, and that's just the

way it is, | think is a -- is not areally very
t horough analysis. | think that if anything, what
the informati on age, conputerization, wll allow us

to do is give us an opportunity to re-exam ne those
uses to decide whether those are appropriate,

whet her we can Iimt the access to that

information, to the -- to sonething closer to what
the initial collection was intended for.

MS. ALLI SON BROAWN: Are there currently any
restrictions on the use of public record data for
mar keti ng? Anybody?

MR. WHAM There's one large restriction
that | amfamliar with and that is recently there
was | egi sl ation passed at the federal |evel which
gi ves consunmers an opportunity to opt out of having
their information about their automobile
regi stration used for marketing purposes.

MS. BRUENING. That's opt in.
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MR. WHAM Opt in, opt out, excuse ne,
okay. So, but it was very, very significant,
because prior to that |egislation 46 of 50 states
made their consuner autonobile registration
i nformation available to the |list rental
mar ket pl ace, and what type of car you own and drive
Is extrenely predictive of your household incone.
It's one of the nost predictive itens.

And so if | wanted to drive a car in the
state of California, | didn't have any choice, that
I nformati on was going to make it into R L. Polk's
dat abase.

That's an exanpl e where there have been
sonme restrictions recently.

MS. ALLI SON BROWN: M chael, | think you've
been wanting to say sonething?

MR. PASHBY: | was just going to say the
magazi nes thenselves collect a relatively smal
amount of information about their consumers. The
sort of information that they have is the date of
purchase, the source of purchase, whether it's by
t he tel ephone or froma magazi ne previously bought,
whet her it's through direct mail. The nunber of
times they've purchased, the value of the purchase.

That's the basic information that a single
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magazi ne woul d have, that information can beconme
nore valuable if you're a multimagazi ne publisher
or you have other |ines of publishing so you can
then create a broader profile of the person if
they're al so buyi ng books or magazines in different
I nterests.

But the interesting thing about nmagazi nes,
is that on a -- say a broad interest nagazi ne, one
of the seven sisters, when a publisher is trying to
pronote to the consuner, probably the nost usefu
type of information that the publisher will have is
cluster information. |If a person is of a certain
age and lives in a certain area, that their
nei ghbors may be likely to buy the same magazi ne.

The nore specialized you get in a magazi ne,
l et's take a woodwor ki ng magazi ne, just because a
person |ives next door to sonmeone who buys a
woodwor ki ng magazine, there is absolutely no reason
to suppose that the other person would want to buy
one.

So, the use of the use of data for the
small -- the small publisher, the small business,
is becomng far nore inportant. W used to have
sonet hing, until a couple of years ago, called
Publ i shers Cl eari nghouse and Anmerican Fam |y
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Publ i shers, which mailed into every household in
the country, and the consuner could self sel ect
t heir magazi nes.

Nowadays, those nmailings are a thing of the
past. And information to a publisher has becone
far nore inportant, to be able to target their
consuners.

MS. ALLI SON BROWN: Bet sy?

MS. ELI SABETH BROWN: There are fairly
significant restrictions on credit card information
and data that's used to actually make specific
financial offers, fromthe |list conpiler conpanies,
Il i ke Equi fax and Experian. And although I don't
represent those conpanies, I'mnot well versed in
specifically what those criteria are, the financial
servi ces conpanies that we've worked with, they can
only use certain information if they're actually
making a credit offer, where they are willing to do
a pre-approved credit offer, which neans that they
are going to say because | have pulled this
information on you, I"'mwlling to say that | wll
guarantee that if | make this offer, you can have
this product.

And t hat data cannot be used by another
portion of the bank to nake another type of offer,
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whet her or not extending credit. So, those
protections are in place, | don't have all the
details about all the specifics, but it's inportant
to know that they're out there.

MS. ALLI SON BROWN: Right, and the FTC is
very famliar with the Fair Credit Reporting Act
and the restrictions on credit data, so that's
useful to know, although we are focusing here on
data that's not being used for credit deci sions.

Paul a?

MS. BRUENING. Yes, | just wanted to go
back to the Driver's Privacy Protection Act. |
think that that piece of legislation really
reflects hei ghtened consumer concern about the
I nconpati bl e use of this public record information,
and it is a response to that.

And | think what it does is really offer to
i ndi vidual s who are participating in these basic
l'ife experiences, the same kinds of choice that we
have come to expect in the comercial realm W
require notice and choice when we're doi ng busi ness
now with a website, or with an organi zati on, and
sonething -- legislation |like the Driver's Privacy
Protection Act offers that sanme kind of consumer
choice, which I think is critical here.

For The Record, Inc.

Wal dorf, Maryl and
(301) 870-8025



© 00 N o 0o b~ wWw N P

N NN N NN R R R R R R R R R R
oo b~ W N PP O © 00 N OO o0 M WwN B+ O

79

MS. ALLI SON BROWN: Ted?

MR. WHAM  Just a coupl e of concepts
would like to throw out there, and I would like to
pi erce a couple of notions about what's happening
with data out there.

There is certainly data just being
collected in a perm ssioned basis. There is also
certainly information which is being collected
which is not personally identifiable and is going
t hrough a nore of an aggregation, a blending type
of a process.

Ms. Brown tal ked about sone of the
practices of Claritas, and Claritas uses |argely,

i f not exclusively, nonpersonally identifiable

I nformation available from census tract records
from U S. Governnent surveys through the census
process, but there's an i mense anount of data
which is collected which is not perm ssioned in any
way, so the consunmer is not being asked whether it
is okay for that information to be shared with
third parties, and there's an i nmense anmount of
information which is available that is, you know,
personal |y identifiable and shared with third
parties quite readily.

So, | would have you think, we have an

For The Record, Inc.

Wal dorf, Maryl and
(301) 870-8025



© 00 N o 0o b~ wWw N P

N NN N NN R R R R R R R R R R
oo b~ W N PP O © 00 N OO o0 M WwN B+ O

80
especially erudite audience in terns of knowi ng how
this process works, although we're all here in this
wor kshop, | think a | ot of us have an understandi ng
wal king in the door how this process works. But if
you t hought back to your five npst recent
purchases, | would suspect that there are very few
of us in this roomwho woul d know whet her the
conpanies with whomthey did that transacti on have
a process of sharing that information with third
parties, okay?

So, you know, think about what you've
purchased nost recently, and there are many, many
conmpani es who the difference between profit and
| oss for those conpanies is made by selling their
customer information to nonconpetitive businesses
who are going to be targeting the sanme type of
busi ness.

So, if I'"mbuying a conputer peripheral and
it's for an obscure, you know, system other
custonmers that sell conputer peripherals to that
sane obscure systemin a nonconpetitive way, can
al nost invariably buy that information.

And the best exanple that | can give of
that is the Bible for mailing lists in the United
States, the Standard Rates and Data System SRDS.
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| have a friend who is a list conpiler, and before
this session, | called her and |I said, How many
pages is that book these days? And the current
vol ume exceeds 3,500 pages. Sonething on the order
of 100,000 distinct mailing lists are avail able for
rental in the United States. Mst of those, the
majority of those, with distinct personally
identifiable information in them

MS. ALLI SON BROAN: W n?

MR. BILLINGSLEY: | would just |like to make
one other point and di scuss an anomaly that we face
i n our data collection process, in processing
warranty information. Sone of that data is
collected via a web browser technol ogy, fully
I nter net - based, and clearly when you collect data
usi ng that nethodology, it comes under the fair
i nformation principles of notice, choice, access,
security and enforcenent, but there is also a |arge
portion of that data that's not collected using
br owser - based technology. It's collected using a
di al -up, a synchronous nodem capability with an
application that is |loaded in the PC

So, sone people would make the contention
that since you're not on the Internet, that is
offline data. Now, you know, we have struggl ed
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with how to deal with that issue, and the way we
resolve it in Naviant is we treat data collected by
ei ther one of those two nethods by the nore
ri gorous online marketing data collection rules,
but it is an anomaly that | think should be
addressed so that there is clarity provided in how
people that try to collect data in an ethical and
perm ssi oned way, how they really should operate
when they face these kinds of dil emmas.

MS. ALLI SON BROWN: | do want to go back to
some of the specifics about the data that are being
coll ected here. Betsy, you've talked a little bit
about census bl ocks, zip code information, and zip
plus four information. Can you give us a sense of
how many households are in a census bl ock, versus a
zip code block, versus a zip plus four?

MS. ELI SABETH BROWN: Yes, a zip plus four
woul d probably be the | owest |evel of geography,
not even geography, because there aren't
boundari es, but the |owest |evel at which you can
conpile information that's not at household | evel.
And generally a zip plus four can have anywhere
fromfour to ten households in it.

Most of the zip plus four data that gets
conpil ed, they have factors in there whereas if
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there isn't enough information for a particular
variable, that is data-filled so that you don't
have any privacy issues.

The next |evel up, a block or block group
tends to have anywhere from 250 to 350 househol ds.
Zi p codes can have anywhere froma few thousand to
25,000. They're not really cohesive types of
geographies. And census tracks are anywhere from
1,200 and up.

So, | ow enough | evels of geography so that
if you're a broad, when you're |ooking at sonme of
t he broad applications that we're tal ki ng about,
when conpanies are just trying to understand the
lay of the |and, for exanple, generally zip codes,
counties, census tracts are a good way for themto
really understand what's going on in a marketpl ace,
if they want to enter the marketplace or not.

And what we see is that there's different
| evel s of using some of these data. A |lot of the
clients that we deal with will use a lot of this
information for nore of their strategic marketing
pur poses, and when they go out to actually
i npl ement a program they will buy a direct nai
list.

The attributes that they use to understand
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their total marketplace may be different than they
actually use on the inplenmented direct mail |ist.
And | think Lynn went over that a little bit, which
is that what you'll find is that just because they
know that a certain denographic characteristic is
currently their, quote, best custonmer, when they
actually go to pull the mailing list, there are
many different market -- let's say environnments
that will cause themto maybe change a specific
type of denographic that they're going after, or
they'Il ook at a list and they'll find that the
peopl e that they nost want to attract, let's say
for private banking, are not direct marketing type
of custoners, that they really aren't going to
reach them through a direct marketing list. They
don't exist nmuch on the list, there isn't enough
data on them and they're not really responsive to
the list.

So, | think that sonmetines people believe
t hat these conpani es have an enornous anmount of
i nformation, which they do, but in their practice
of actually rolling out marketing prograns, it's
not as succinct as you mght think it is, that they
know exactly who their targets are and they can
t hen i nmpl enent agai nst those targets. They have to
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really use a lot of strategy and analysis to just
try to reach the right person.

| don't knowif that's a -- there's just a
| ot of different ways you can use that type of
information. So, you can nove fromthese
geographic |l evels down to the household | evel, but
you may not have an exact fit when you do that.

MS. ALLI SON BROWN: And we heard a little
bit in the overview about how busi nesses append
data fromthird party databases. Can anybody give
any specific exanples of what types of data
busi nesses append to their in-house custonmer files?

W n?

MR. BILLI NGSLEY: Well, just having a nane
and address and a flag that says you're an Internet
househol d is not a very effective product in terns
of providing marketing |ists.

So, that base core of information is used
to do a match with various data conpil ers and
aggregators of information, and then we ingest
certain attributes that are associated with that
name and address. And sonme of those attributes --
and there's many -- but it would be things |ike
i ncome range, age range, gender, hobbi es,
interests, things of that nature, that we use to
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enbellish the marketing file so that we can do
sel ects and generate lists that are targeted for
specific products and servi ces.

MS. ALLI SON BROWN: Does anybody want to
add to that?

M chael ?

MR. PASHBY: Cenerally magazi nes w ||
append information slightly differently, depending
on the type of magazine. A general magazine w ||
probably append nore information or have the
ability to append nore information.

| mean, clearly, the very basic information
of age, inconme, famly size, gender, is generally
avai l able to be appended to the -- to that I|ist,
but the nore general the magazi ne, probably the
nore selections that will be made avail abl e.

There are a nunmber of conpanies which w |
take a magazine |ist and add information to it,
creating that database, and the sort of information
t hat can be appended is everything that's being
tal ked about today. Whether it be the types of
cars that people own, when they bought a car, the
type of house, the value of the house.

There's a lot of information that can be
appended, but in general, magazines tend to be the
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starting -- the starting place rather than the end,
with all that information appended to it, because
they start -- you're starting with the general
interest area, and then it is nmerged and purged
with other lists during the marketing process.

MS. ALLI SON BROWN: Thanks. Ted?

MR. WHAM A very typical use of appended
information is to take a large universe file of al
your custonmers and presunme you're a catal ogui ng
busi ness that has, you know, for conversation's
sake, a mllion custoners that have done business
with you over tine.

You take a statistically representative
sanpl e of that, of perhaps 10,000 i ndividuals and
you go and append absolutely everything to those
10, 000 people you can possibly get our your hands
on, fromincone, age, whether they've got children,
the age of those children, whether they're
grandparents, the type of interests that they have,
all of the psychographic information, everything
you can get to that.

And then you run that against statistical
processes and say, OCkay, tell me of all of these
di fferent processes, which one of these are going
to be predictive of the ones | care about npst.
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And as Ms. Winder man pointed out this
norni ng, different businesses care about different
things. Some businesses want |ots of transactions,
sonme businesses need to be very concerned about
turnover, loss of the custonmers, sone |ong distance
carriers and cellular phone carriers, for instance,
are extrenely interested to make certain that
they're getting custoners who are going to stick
with them and are not switchers and so forth. And
It varies by businesses.

Once they identify which of those
characteristics are particularly predictive for the
custonmers that they want, they will then go to the
remai ni ng uni verse, those 990, 000 nanes that they
never did anything with, and they'll go back to the
ori gi nal appending firm and say, Please append
these two or three variables that I want. Mich
nore cost effective than appending all 30 or 50 or
150 variables to the entire universe if only three
of those are going to be productive for what you're
trying to do.

MS. ALLI SON BROAN: Betsy?

MS. ELI SABETH BROWN: Yeah, that's a very
good point. | think one of the reasons that
Claritas has been in business for 30 years is that
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one of the things that we have been able to do is
boil down a | ot of those characteristics into
segnent codes, which makes it a | ot easier.

| nmean, we have seen in the financi al
services arena about ten years ago, they were one
of the first industries to really take custoner
file records that they have done, they have a very
-- financial institutions tend to have a very
strong rel ati onship, we tal ked about what a
relationship was, with their clients. There's a
| ot of trust there that the clients are giving a
| ot of very in-depth financial information to these
conpani es.

Fi nanci al services conpanies are fairly
conservative fromwhat we've seen with what they do
with the collected information, but in addition,
they didn't really have the databases and the
software capability to mani pul ate these gigantic
files with so much information that they collect,
nor did they have a good way of updating them

So, even with themcollecting all of this
very personal information, they tended to use
conpanies like Claritas to help themboil it down
and understand from a one code type of an aspect
what can we know about these people quickly and
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easily wi thout having to | ook at 100 or 200
di fferent variables that we've collected over tine.

So, that's sort of in essence what a
cluster code is. The basic information we really
need there is just an address that will allow you
to say the likelihood is that these people live in
an upscal e suburban nei ghborhood or an upscal e
ur ban nei ghborhood. And a real quick exanpl e of
how t hat woul d be used would be if you knew -- if
you just had strai ght denographics on soneone and
you knew you had two nmales, 30 years old, and you
figured out that they nake about $50, 000, do they
need individual life insurance or not.

Not quite enough information for you to
make a decision on that, one male m ght be single,
doesn't own a home, doesn't really have any
dependents, where the other male m ght have a
famly with three kids, a house, a nortgage, so
having a little bit nmore rich information on that
woul d make you | ook at these two sim | ar
denographics and say |'mgoing to offer insurance
to the one because they are going to need it and
not the other.

Or another quick use is if they're only
using their internal data and they know that they
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have got a thousand people who have $5,000 in their
checki ng account and al ways have had $5, 000 in
t heir checking account, by overlaying some of these
segnent codes, you can get a quick idea that five
of those people, that's all they're really ever
going to have in demand deposits at a bank, that's
really all they're qualified to have, and this
segnment code would be sonething |ike a nunber, 27,
that woul d represent a string of denographics that
woul d predict that that person is probably in that
denogr aphi c.

And you m ght find out that half of these
peopl e have a very high likelihood for using a |oan
product. So, if you wanted to offer them another
service, you would be better off offering thema
| oan product than the other half who you woul d be
better off offering an investnment product.

So, without having to know a ton of
personal information, you can at | east nake sone
good guesses as to what the next nost |ikely
product is to offer those people.

MS. ALLI SON BROWN: And can you give us a
coupl e of nore exanples of the segnents, | think
that Mary in the overview gave us a couple froma
newspaper article, | think people m ght be
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interested to hear what sonme of the other ones are
and how many there are as well

MS. ELI SABETH BROWN: Well, we have --
there are several different segnentation systens,
and a segnentation systemreally starts off as just
a predictive nodel. So, as Ms. Winder man was
saying earlier in the session, different industries
care about different data.

So, a very generic nmodel would be sonet hi ng
i ke our Prism segnentation systemthat's based on
t he denographics of where you' ve settled, where you
live, there are several nore |ike that out there in
t he public domain, and they have -- sone of them
have ni cknanes, they tend to be sort of upscale
subur ban, |ike Bluebl ood Estates, Urban Singles,
Upscal e Urban Singles, Mdscale, you know, Urban
Dense Areas.

So, there's lots of different ways that you
can just get a quick snapshot of what the
settlement patterns are in that neighborhood.

And one of the things that we've -- because
t hese things, as everyone said, as | think Paul a
was saying earlier, there's different uses for
that. It's inportant to know that you're in a
suburban market area if you're trying to sell |awn
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nowers. You certainly don't want to be offering
that to urban upscale singles in high rises.

So, sone of the data is critically
i nportant to sonme of the things you're trying to
sell. 1t may not be very inportant at all to
sonebody who is selling a very targeted niche
magazi ne that could appeal to many different people
and has no relationship in terns of a geographic
reference.

So, there are 62 Prismclusters, which
means that we have predicted 62 different
nei ghbor hood settl ement patterns.

Anot her segnmentation systemis based nore
on predicting financial services behavior, or
t el ecommuni cati ons behavior. |In those segnents,
there are about 42 of the financial patterns, and
they are anything from upscal e suburban famlies
with children, upscal e suburban singles, upscale
urbanites, those type of cluster types or segnent
types, and that's nore based on a specific range of
i ncome, asset prediction, age and presence of
chi | dren.

So, those -- they're slightly different,
but, you know, basically you can start with
anything. 1In our audit of the convergence dat a,
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which is the tel ecomunications, | think we have
about 57 different segnments and they're based on
patterns of usage that we have seen in ternms of
product usage, and then on the back end, we infer
t he denographic segnment for that.

MS. ALLI SON BROWN: Ted?

MR. WHAM  There's a distinction which
m ght be valuable for the FTC in doing this,
there's two nmpj or categories of |lists that you can
consider. One would be conpiled Iist information,
the other being response list information.

Conpiled list information tends to be very
broad coverage, it's information about who you are,
whereas response list is nore information about
what you've done, what type of products you' ve
done.

So, if I want to buy sonething that has a
very broad geographic coverage because |'m offering
a service that has something which is primarily
defi ned upon where people live and the types of
birds of a feather flock together type of anal ogy
that is the basis for Claritas' business, then | am
going to want that type of a conmpiled Iist.

If I"'mtrying to find people who have
interest in doing very specific types of activities
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and so forth, | amgoing to want to buy lists from
sim | ar businesses or businesses that point to
simlar types of people.

Response lists tend to be very narrow. |
can't typically take a response |list and very
effectively use that as an overlay tool against ny
uni verse of custoners, and say tell ne additional
t hi ngs about this, because if |I took ny, you know,
300, 000 custonmers and mat ched t hem agai nst sonebody
el se's 300,000 custonmers, | mght find, you know
700 that match between those two of them

| would have a rich data set for those, but
| wouldn't have enough to make it econom cally
worthwhile to do that.

Right nowit's very easy to go fromthe hub
out to the spokes. Go to a conpany that sells a
specific product and tell me all of the custoners
for that product or set of products that they sell.

It's extrenely difficult to say that | want
to start at a spoke and tell me all of the hubs
that they're attached to, so go to a specific
customer and tell ne all of the products that they
have bought within a category, or perhaps even all
t he products they have bought.

I will say that although you can't do that
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t oday, there's an enornous econoni c potenti al
there, and | am certain that many, many very bri ght
peopl e have spent a lot of time trying to figure
out how I can conme up with a master universe of al
of the conputing products that sonebody has bought,
or all of the clothing purchases that sonebody has
bought, because if | can do that, and if I'ma
mar ket er selling, you know, an upgrade to a
particul ar type of conputer, that's the gol den
list, and I wll spend a |ot of noney to rent nanes
fromthat |ist.

MS. ALLI SON BROWN: M chael ?

MR. PASHBY: Yeah. | think in the magazine
I ndustry, one of the nobst inportant sets of data
that can be added to a nmagazine list is catalog
i nformation, and the merging of catalog
i nformation, because it does add the recency,
frequency and val ue conponent to the nagazine |ist.

If you go back to the woodwor ki ng magazi ne,
a person may buy a woodwor ki ng nmagazi ne noting that
they're interested, but if you can match that with
catal og i nformati on about the purchase of tools or
t he purchase of other supplies, and they're show ng
sone frequency there, that separates out one group
of peopl e who are peripherally involved to
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hi gh-vol ume purchases within that area, and I
suppose it also gives a greater degree of value to
t he broader lists, |like a news nagazi ne or a seven
si sters nmagazi ne, those people may be then
segnented into very specific interest areas.

So, you have a -- one of the seven sisters,
but you can match that with kitchen and food
catal ogs to show a high interest in cooking. So,
it then beconmes nuch nore interesting for other
mar ket ers, and nmuch nore targeted to the consuner.

MS. ALLI SON BROAN: And what do busi nesses
do to ensure that the data that you collect are as
accurate as possi bl e?

W n?

MR. BILLINGSLEY: Well, we do severa
things. Marketing data does not have to be 100
percent accurate to be effective, but you want to
make it as accurate as you possibly can, within the
econom ¢ constraints that you have to deal with.

But an exanple of sonme of the things that
we do to mamke sure our data are accurate, even if
you perm ssioned us to use your data in a product
registration effort, you say yes, | would like to
receive offers fromthird party -- fromthird party
mar ket ers regardi ng products and services that
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woul d be of interest to me.

You don't automatically go into Naviant's
dat abase just because you have perm ssioned us. To
make sure that we're doing that accurately, we
mat ch your nanme and address agai nst a public data
source to nmake sure that you really are who you say
you are. That hel ps us get out the Donal d Ducks
and the Roy Rogers and sone people who like to play
ganes, but we find the utilization of the public
conpiled data, a very neaningful tool to ensure
that our file is as accurate as it possibly can be.

MS. ALLI SON BROWN: And can you j ust
clarify what you mean when you say public sources
of data and conpiled sources of data? Can you be
nore specific?

MR. BILLI NGSLEY: Well, | probably
m sspoke, | probably should have said conpil ed
sources of data which originated from public
sources of data. But it's a very effective way to
make sure that data is accurate.

The other advantage that it holds for us is
that we're very sensitive in not collecting data on
children, and so by matching the nane and a
registration with an aggregator's data or a
conpiler's data, kids don't buy real estate
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property and cars and things of that nature.

MR. WHAM  You haven't nmet ny brother.

MR. BILLINGSLEY: So, it gives us a
reasonabl e check to nmake sure that we're not
coll ecting data on children.

The other thing that we do to nake sure
data is accurate is we use the DMA suppression
file, and we find that a very effective way to nake
sure that we don't include data in marketing lists
to the people who have gone to the trouble to go to
DVMA and sign up for either their direct mai
suppression file or telemarketing suppression file,
and a new product they started just a few nonths
ago which is an email suppression file.

So, that's another way to make sure that
the data we provide a marketer is accurate. And
the third way is the good old U S. Post Ofice.

Al'l marketers use the NCOA process, or should use
t he NCOA process.

MS. ALLI SON BROWN: And what does NCOA
stand for?

MR. BILLI NGSLEY: National Change of
Address. And the way that basically works is if
you nove and you fill out a card at the Post O fice
so your mail will be forwarded to your new
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| ocation, that information is collected by the Post
Office, and the Post O fice has this very | arge
file of people who have relocated that's utilized
to redirect their mail. And the Post Ofice
aut hori zes sonme 20-sonet hing conpanies to take this
data and do a match to nmake sure that if you have
an old address in your file, and you match the old
address, then you can substitute the new address.

And that's sonmething that's been in
exi stence for a long tine, it's been used in the
di rect marketing world for a nunber of years. |It's
a very effective tool to make sure that if you're
doing a direct mailing of a marketing |ist, that
the marketing collateral that you' re spending hard
dollars for to be delivered by the Post Ofice is
truly deliverable.

MS. ALLI SON BROWN: Thanks.

M chael ?

MR. PASHBY: Sonme information really has to
be accurate. Sone years ago | marketed a magazi ne,
which I won't nanme, but, well, let's say a parents’
magazi ne, and our primary source of readers were
parents of newborn chil dren.

We were extrenely sensitive to the problens
i nherent in that. Sonmebody's buying lists of
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potential new births, and sone births obviously are
not live births, and you are mailing to people
sayi ng congratul ati ons, and that can be extrenely
sensitive, obviously.

So, correcting data is very, very
i nportant. We spent an awful lot of tine and
energy making sure that the sources we were
conpiling that data fromwere accurate. If we
found that there was an incidence of inaccuracy, we
woul d cut off fromthat source. And we woul d not
buy information fromthat source ever again.
Because of the responsibility to the consuners that
we had.

MS. ALLI SON BROWN: And can you be a little
nore specific about what the sources of that type
of data are?

MR. PASHBY: The sources of that data were
from-- no, | can't, they were fromconpilers. It
woul d come from doctors' office visits, from
i nsurance conpanies, froma | ot of different
sources, | believe.

MS. ALLI SON BROWN: And what did you do to
make sure it was accurate? How did you gauge that?

MR. PASHBY: We would -- we would do it
fromthe conplaint level. That was the difficulty.

For The Record, Inc.

Wal dorf, Maryl and
(301) 870-8025



© 00 N o 0o b~ wWw N P

N NN N NN R R R R R R R R R R
oo b~ W N PP O © 00 N OO o0 M WwN B+ O

102
You were doing it after the event, but if one found
that there was a degree of inaccuracy there, then
we woul d cut off fromthat source.

MS. ALLI SON BROWN: Ted?

MR. WHAM  You tal k about data quality
I ssues, it's useful to look at it in two different
ways. There's the quality of the data at the tine
that it's collected, and there can be errors
i ntroduced t hrough typographical errors, or to
pur poseful, you know, fraudulence, M ckey Muse and
so forth, but there's also a nore significant issue
of data decay.

Like if 1, you know, show up in a database
that 1'm25 to 34 years old, how old am | tonorrow?
Okay? So, date range information is very
I naccurate. Births, deaths, marital status and so
forth, and people noving all the tine, but we have
a very nobile society. So, the statistic that I
heard, | can't vouch, say, for this, but the
average data in a data base decayed at a rate of
about one and a half percent per nonth, that was
t he inaccuracy that built up over tine.

The marketer has an absolute vested
econom c interest in making sure that that
information is as accurate as possible. If it's
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i naccurate, they can't use it for the goal that
t hey have. So the alignnment of the nmarket
interest, the consuner's interest of having
accurate information is absolutely, | nean,
perfectly together.

MS. ALLI SON BROAN: We have tinme for one
nore coment and then we will go to questions from
t he audi ence.

Bet sy?

MS. ELI SABETH BROWN: One of the things
that | wanted to tal k about data accuracy is that
fromthe Claritas standpoint, we've seen a | ot of
different types of data. We not only use Census
data and ot her public domain data, consuner
surveys, which is really self-reported denographic
information, but in order to -- as | was talking
about inplenmenting, in order to actually inplenent
an actual marketing program we will take our
segnent ati on codes and place themon list files,
such as Acxiom |InfoUSA, Experian and Equifax, and
many ot her conpiled lists.

What we have found many tines, especially
when we're using the types of npdels that |
di scussed earlier that go down to a nore specific
househol d I evel, in terns of the denographic
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vari ables that we say are predictive of the
behavi or that we're trying to help our custoners

use, what we find sometines is that these |i st

sources have, | guess, decay, sone other
information, mssing information, fill-in nodels,
and we will show themthat the data that we have

proves out that their list is not really
distributing the way the U. S. popul ation

di stributes down to a | ow | evel of geography, a zip
code, a census tract, a block group.

So that we can take a |look at a list of
data out there and say you're reporting that only
two percent are in the incone category, 50,000
pl us, and we expect to see nore |like 27 percent.

So, we have actually created nodels that
hel p sonme of these |list sources to inprove their
nodel s, their inconme nodels or whatever that m ght
be, to base them nore on sort of a benchmark of
dat a.

So, there's a lot of -- it's sort of a
synmbiotic relationship, back and forth with
Claritas and the list providers, sonetines they
actually do change sonme of their nodel information
on their file based on our information, and other
times we just use it to assign what we think is a
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nore appropri ate segnment code, then they don't
necessarily change that source of data, it depends
on how they prioritize their nodels, and they
prioritize their input sources.

MS. ALLI SON BROAN: And | believe that
Claritas al so updates Census data, how do you do
t hat ?

MS. ELI SABETH BROWN: On an annual basis.
We update census data, again, froma list of a |ot
of sources, sonme of the postal information, sonme of
the noving information, NCOA. There's a |ot of
i ntercensal data that is produced that's not
produced on 100 percent factor.

In other words, there are many, many
counties, communities and states that do many
updates of data and information, and we take really
what ever we can get that's available and utilize
that data. There are also many nodels that we have
perfected over tine, and we've been doing this,
this is our third census that we've been actually
updating informati on where we just do projections
and straight line informati on based on ot her data.

So, there are many sources that we can use,
bot h census-type sources that we think we can have
a high degree, feel that we have a hi gh degree of
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accuracy in terms -- and rel evance, and sonme of the
consumer survey research that's out there just
all ows you to take a |l ook at shifting data in terns
of how people are self reporting where their
I ncomes are.

And in addition, we do use a |lot of the
list data just to try to get a handl e on which
areas are growing. Postal drop rates, | think ADVO
counts, which is another |ist source where they
constantly are updating where the postal drops are
goi ng.

MS. ALLI SON BROWN: One thing that becones
clear pretty quickly is how integrated the
aggregators are with the sources and how the data
sort of rotate in and out of the different
dat abases.

I know when | open up the discussion for
questions fromthe audience, if you have a question
you would |ike to ask, please raise your hand and |
will recognize you after one of our staffers cones
over with the wirel ess m crophone. Please speak
into the m crophone whil e asking your question and
state your nane and organi zati on before you begin
your question so the court reporters can get an
accurate transcript of today's proceedings.
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MR. CATLETT: Thank you, |I'm Jason Catlett
from Junkbusters. | have a question for M.
Billingsley. | have an advertisenent in a trade
magazi ne from Naviant, it's quite anusing, it shows
a biker with tattoos and a beard, and it makes
light of the fact that he |ikes roses, and when
you' re going online, you mght want to -- | infer
fromthis adverti sement -- you m ght want to pitch
a banner advertisenent for roses.

Coul d you please tell us the process by
whi ch when this biker goes online and visits a
website the website would know that he |ikes roses?

MR. BILLINGSLEY: Well, 1'Il talk a little
bit nore about that this afternoon, if you would
i ke, because we'll talk about how the data is used
to adm ni ster marketing programnms, but basically, we
woul d have business relationships with some of the
ad serving conpani es that collect data anonynously.

We woul d pass data attributes to those ad
servi ng conpani es anonynmously, so that they coul d
then target a banner ad that was appropriate for
t hat particul ar person, w thout ever know ng the
person's nane.

MR. CATLETT: Thank you.

MS. ALLI SON BROAN: Don't forget to say
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your name and affiliation for the record.

MR. HENDRI CKS: Thank you, Evan Hendri cks,
Privacy Tines. | had one question, but first |
wanted to foll ow up on what you said about the
babi es, because we al ways wondered about that, a
| ot of wus.

So, is it the doctor's offices would sel
that information, or the insurance conpani es were
sonme of the sources for people who are about to
have babi es?

MR. PASHBY: | am not absolutely certain,
bel i eve that was, and this was sone tinme ago.

MR. HENDRI CKS: But | also wanted to
comment, hospitals and birthing classes, and do
they sell it to a conpiler, is that how it would
wor k?

MR. PASHBY: [It's my belief that that's how
the informati on was conpil ed.

MR. HENDRI CKS: Okay. The other thing is
you said that the magazines, | think correctly, are
at the front end of this process, nmuch nore so than
sonme of the others who are at the back end, and in
the UK, on a subscription form the little cards
t hat you get in your nmagazi ne, you have a check-off
box, it says if you don't want your nanme shared,
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check here, and send it in with your subscription,
and one of the big problens in the U S. is that at
t he point of the collection of data from
i ndi vi dual s, people are not notified what could
happen or given the chance to even opt out.

And so, do you think that makes sense from
a data practices point of view, and do you think
that your association is ready to sort of endorse
that and recommend it, you know, considering the
grow ng strong feelings about privacy?

MR. PASHBY: | think fromthe standpoint of
having to fill in, check a box on a card, what we
found in any pronotional activity, having the
consunmer take actions in a pronotional activity
reduces the response. Therefore, we have cards
whi ch are prechecked, and yes | want this nmagazi ne,
and then all they have to do is tear the card out
and put it in the mail.

But as | nmentioned, we also do publish in

t he nagazine the privacy policies and the ability

to -- and the ability to call an 800 nunber or send
to the magazine fulfillment house to be taken off
the list.

MR. HENDRI CKS: And of course what |'m
descri bing wouldn't even, | nmean soneone could
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still take the card and just throw it in the mail
It's only those people that took the time to |ook
and see that there was a check-off box, and could
check off they didn't want their nanme sold.

So, what I'msaying is would it interfere
with, you know, with what you're saying? | nean,
it wouldn't require the individual to check the box
to say | don't want ny nanme sold, it would only be
for those individuals that cared enough. And if
this is practice -- am|l confusing you? You | ook
i ke you're not follow ng ne.

MR. PASHBY: |'m saying that any time there
IS -- you give people the option in a pronotion,
the response declines. And as we nentioned before,
t he whol e use of information has been nore
effective and nore efficient when we are spendi ng
or when busi nesses are spending 65 cents to a
dollar to put a piece of pronmotion into the mai
and you're getting single digit responses, you're
trying to be as efficient as possible.

MS. ALLI SON BROAWN: Ted, do you want to
comment on that?

MR. WHAM  Yeah, | absolutely would. The
basi ¢ fundanental question is if I -- if consunmer X
chooses to do business with Business Y, should
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consunmer X have the opportunity to say Business Y,
don't contact me. That's question A

And question B is, Business Y, don't
share nmy information with conpany Z and Z sub
one and Z sub two and so forth. | fundanentally
reject the notion that a consunmer should be able
to say | want to do business with a particul ar
conmpany Y, but that conpany can't follow on and
make noney out of that relationship. | think
that that has terribly negative consequences
for the efficiency of econom c transactions in
this country.

The reason we don't have nom and pop stores
in the United States very successfully anynore and
the reason we have Wal-Marts in this country is
because they provided a very economcally efficient
way of delivering |ow priced goods in the United
States, for better or for worse, but the wheels of
that continue to turn by having the businesses be
able to use that information in the nost effective
way possi bl e.

MS. ALLI SON BROAN: We are trying to stay
on a factual |evel here and stay away from policy
di scussi ons.

MR WHAM | couldn't help nyself.
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MS. ALLI SON BROWN: Does anybody el se have
a question?

MR. DI XON: Tim Di xon from Baker MKenzi e.
A question, just to pick up on that point to take
it alittle bit further. Wen we talked,
particularly when you nentioned the 30 mllion
perm ssi oned peopl e or households in the database
t hat you've got, what proportion do you know is
t hat peopl e who have done the sort of check box as
opposed to the kind of | guess you could call it
perm ssion by inertia where they would need to read
a privacy policy and then go through an active
process of say opting out if they w shed to opt
out ?

MR. Bl LLI NGSLEY: | don't know the
percentage. W use in collecting the data, and
this is primarily a decision that's mde between us
and the client that we're providing registration
services for, we use three different kinds of
perm ssioning processes. |'ll try to get through
this w thout confusing nyself and the audi ence, but
we use the opt-in process, which we define as a
perm ssioning question with either yes or no, not
presel ect ed.

We al so use the opt-out perm ssioning
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process, which is a perm ssion question with
yes preselected, and in certain situations,
not a lot, we use the explicit process, which
basically is a bold statenent that says, Do
not provide us your marketing information unless
you're willing to receive, you know, marketing
of fers.

So, we utilize all three of those,
dependi ng upon the circunstance. W do flag how
the perm ssioning process worked for that
particul ar consuner, and we are sensitive based

on the perm ssioning process, how that
information is used when it is -- when a

mar keting programis generated based on that
perm ssi oni ng.

But the percentage, | don't know the nunber
to be very specific about your question.

MS. WOODWARD: My nane is Gmamendol yn Wbodard
with Worl dwi de Educational Consultants. |'m
consunmer A, and | decide that I'mgoing to attend a
conference, so | go online and conplete the form
The site that I'm going to conplete the formon has
a third party advertising network associated with
it, okay? As | conplete the form | notice in the
URL the information that | put in the formis
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reflected up there.

So, as a consuner, how would | know how
that information is going to be used, what
dat abases will it be going to, especially if this
third party advertising network uses a push and
pull technology to dissem nate that information to
di fferent databases?

MS. ALLI SON BROWN: Does anybody want to
take that on?

MR WHAM It's very useful if you're
ommi sci ent .

MR. BILLINGSLEY: |'Il respond a little
nore. The --

MR. WHAM  Conprehensi vely, perhaps.

MR. BILLINGSLEY: Yeah. The way it should
work, in ny opinion, is if you're in that kind of
situation where a redirect is occurring, wthout
your know edge, then the privacy policy should be
very explicit in saying -- in discussing the
redirect to another website, why that is occurring,
what your choices are to either participate in that
or not participate in that. And disclosure, in ny
opinion, is the key for the consuner in
under st andi ng what is or is not happening to
their data, particularly when you see it in the
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URL.

MS. ALLI SON BROWN: And let ne just say
that that's really a question that should be
directed to network advertisers, and none of the
panelists up here represent any network
advertisers, and it's really a separate issue that
we' re not addressing today. But, you know, that's
a question for other people.

We are running out of time. Paula, did you
want to comment on that issue?

MS. BRUENI NG  No, thanks.

MS. ALLI SON BROAN:  So, | think we are
going to break for lunch now, and we would like to
see everybody back at 1:00, and | want to thank the
panelists for a very informative discussion. We
really learned a | ot.

(Appl ause.)

(Wher eupon, at 11:30 a.m, a lunch recess

was taken.)
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AFTERNOON SESSI ON

SESSI ON 3: WHAT ARE THE BUSI NESS PURPOSES FOR
MERG NG AND EXCHANG NG CONSUMER DATA?

MARTHA LANDESBERG, Attorney, FTC, Moder ator

PANELI STS:

MARTY ABRAMS, Executive Director, Center for

I nformation Policy Leadership

JOHNNY ANDERSON, Chief Executive Officer, Hot Dat a,
I nc.

C. WN BILLINGSLEY, Chief Privacy O ficer, Naviant,
I nc.

JERRY CERASALE, Senior Vice President, Governnent
Affairs, Direct Marketing Association

PETER CORRAO, Chief Executive O ficer, Cogit

Cor porati on

LYNN WUNDERMAN, President/ Chi ef Executive O ficer,

| - Behavi or, Inc.
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SESSI ON THREE
WHAT ARE THE BUSI NESS PURPOSES FOR MERG NG
AND EXCHANG NG CONSUMER DATA
MS. LANDESBERG. If everyone woul d pl ease
take a seat, we would like to get started. W have
a very full afternoon.
Good afternoon. M name is Martha
Landesberg. |I'man attorney in the Division of
Fi nanci al Practices here at the Federal Trade
Comm ssion. Let ne just state, before we get
goi ng, we have a couple of announcenents to make.
| want to reiterate for everyone our ground rules.
We request that you turn off your cell
phones, please. Once again we are going to very
gently but firmy hold our speakers to the tine
limts we've discussed with them M coll eague,
Allison Brown, will be your tinmer. She's right
here, so just look for a sign fromher that you're
com ng toward the end of your tinme, if you woul d.
W will as time permts again have a
question and answer session. |'ll ask again that
you please identify yourself for the court
reporters before asking your question.
And finally, the record of the workshop
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will be open until April 13 for subm ssion of any
comments or materials you want the Comm ssion to
consider, and we invite you to participate in that
process.

And also a fond wel come for those of you
i stening on the audi ocast. W apol ogi ze and
under stand there was sone trouble this norning. W
hope things are up and running, and we're happy to
have you with us.

One | ast comment, M chael Pashby in our
prior panel has submtted a witten statenent
regardi ng his comments on the use of nedica
records to identify new prospects, and that
statenment, as others, will be posted in the
wor kshop record for everyone to have a | ook at and
comment upon.

Now, it's nmy pleasure to begin session 3 of
our workshop, and this is where we really get to
t he neat and potatoes of what it is that businesses
do with all the informati on we've been hearing
about all norning, and what we're going to do here
is have presentations from each of our panelists
one by one. I'll introduce themone at a tinme, and
we'll take it fromthere, and as time permts have
sone questions too.
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We'll begin with Marty Abrans. Marty is
t he Executive Director of the Center for
I nformati on Policy and | eadership at Hunton &
WIlliams. Before joining Hunton & Wllianms M.
Abranms, or Marty, spent 12 years as Experian
| eading their information policy and privacy
efforts.

Marty?

MR. ABRAMS: Thank you very nmuch. As we go
t hrough this technical process of keying up ny
presentation, | would first like to thank the FTC
staff for inviting ne here this afternoon, and I
woul d also |ike to thank them for the excellent
programthis norning. | found it incredibly
wort hwhil e and very informative, and hopeful ly we,
this afternoon, can be just as informative.

And we are tal king about the uses and
purposes for third-party data, and | think that the
best place to start with understanding third-party
data is understanding that it matches with in-house
data, and it begins with the in-house data because
that's what marketers begin with, their own
customer base, understanding their own custoner
base.

And that data cones frommultiple sources.
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The nost inmportant of those sources is directly
fromtheir custonmer, and the second is their
relationship with their customer, and this is the
maj ority of the data that the organizations,
mar ket ers, have in their databases and their files.

And to understand that data, to make the
best use of that data, they have to match that up
with third-party data, and |I'm going to be talking
about purposes and not processes. | have
col | eagues on this panel who | think are going to
get nore into the processes, but | would like to
really put the enphasis on why the data is used.

And there's a paper that really goes in to
how t his works that was rel eased yesterday by the
Privacy Leadership Initiative and | SEC Council of
the DMA, and that paper is available on the DVA web
site | believe.

The first process, the first purpose, the
first reason for using third-party data is just to
make sure that your file is clean. 20 percent of
t he Anmerican popul ati on noves each year. People

use variations of their names. They use variations

of spellings of their nanme. |'m Marty Abranms. |'m
Martin Abrans. I"'m Martin E. Abrans. |"ve lived
in California. l'"ve lived in Ohio. I'"ve lived in
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Texas. | sonetimes buy fromny office.

So one of the purposes is to nerge all of
those Marty Abrans that are sitting on a conpany's
file into one Marty Abranms so that | can market
that to me in a unified fashion.

The second is to have a deliverable
address. We often have nultiple addresses,
mul ti ple variations of our addresses. W
abbrevi ate our address. W nove, and one of the
pur poses of using third-party data is to put that
data together to have an address that is
del i verabl e.

And having a deliverabl e address neans that
you can deliver up to 15 percent nore of the nmi
that you mail on a regular basis, and that has
really cost inplications for an organization.

The second purpose is to truly understand
your own custonmers, and | think Lynn Winderman did
a great job of describing that this norning.

You're trying to understand what is simlar about
your custoners and what is different, and one of
t he ways you do that is overlay your file with
denographic information froma third-party.

Exanpl es of the type of data that you nm ght
overlay is age because age is very predictive of
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where you are in your life-style, what you m ght
buy and al so inferred or nodel ed i nconme, and again
we have no exact incone on any files other than the
IRS's files, and those, of course, are not
avai |l abl e, so we nodel incone to be able to try to
figure out how individuals are sim|lar or
different.

And that information hel ps us understand
who to market to, how to market to them what type
of products we should offer themin the future. W
begin to understand what is predictive of who's a
buyer and what is just really a red herring, not
very predictive.

And t hen based on what we understand about
our own custonmers, we can go out in to the
mar ket pl ace and find individuals who are very
simlar to our own custoners, folks who have very
sim | ar denmographics, very simlar psychographics,
so we can begin to build our customer base with new
custonmers who are simlar to the folks that we are
mar keting to at the nonent.

And those sources include conpetitors,
because organi zati ons do exchange |ists,
nonconpetitive marketers, and |lastly aggregators or
conpil ers, organizations that put together files of

For The Record, Inc.

Wal dorf, Maryl and
(301) 870-8025



© 00 N o 0o b~ wWw N P

N NN N NN R R R R R R R R R R
oo b~ W N PP O © 00 N OO o0 M WwN B+ O

123
i ndi vidual s for other organizations to use who
create mailing lists, and the results are nore
ef fective conmuni cation with existing custoners.

We can put together the right nmessage for
the right consuner at the right tinme to maxim ze
that relationship with the custoner.

We also find prospects who we have the
greatest probability of reaching, folks who are
nmost simlar to our existing custoners, and nore
inportant, in this nodern age, is we begin to
under st and how our custoners are changi ng so we can
begin to devel op the products and services that are
responsi ve to where our custonmers are goi ng over
time.

Martha asked nme to talk a little about the
di fferences between marketers and aggregators in
terms of the type of data they have and the type of
processes. \When you think about marketers, the
fol ks who actually market to you and I, first their
data primarily conmes fromtheir own custoners.

Even if | overlay with data fromthird
parties, if I'ma marketer, nost of the data | have
is fromnmy own customers. Most of that data is
ei ther self reported, | give you ny nanme and
address, | volunteer information with you, or comes
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fromnmy own experiences with you as a custoner.

And | astly, | as a nmarketer typically have
regul ar contact with my custoner and can
communi cate with you as ny custonmer about both what
I'mselling and ny processes and the choices that
you have.

Aggr egators have data on a broader
popul ation. Sonme aggregators have nobst of the U S.
popul ation. The data cones from many, many
sources. As we discussed, sone of themare public
record sources. Sonme of them are surveys. Sone of
t hem are purchase data, but the data conmes from
many sources, not a single source.

Typically the data that is held by an
aggregator is not experiential data. It tends to
be denographi c or psychographi c data, and, | ast,
typically the aggregator does not have regul ar
contact with the custoner, the consunmer, but rather
relies on the party that collected the data to have
had that contact with the consunmer, and nost
aggregators build systens to nake sure they only
get data fromreliable sources.

Thank you very nuch

(Appl ause.)

MS. LANDESBERG. Thank you, Marty.

For The Record, Inc.

Wal dorf, Maryl and
(301) 870-8025



© 00 N o 0o b~ wWw N P

N NN N NN R R R R R R R R R R
oo b~ W N PP O © 00 N OO o0 M WwN B+ O

125

Next we'll hear fromWn Billingsley, the
Chi ef Privacy O ficer of Naviant. Wn?

MR. BILLINGSLEY: As we talked this
nmor ni ng, Naviant's key value that they bring to the
mar ket pl ace is that we provide a dat abase of
consuners that are Internet enabled, and we sort of
phrase our mi ssion statenment as Naviant is a
| eadi ng provider of integrated, precision marketing
tools for online and offline environnments, so we
can send marketing nessages or marketing canpai gns
to consunmers either through direct mail or through
Emai | or through banner ads, so we work in both of
t hose worlds and actually try to integrate those
two worl ds together.

So we enable marketers to reach and build
rel ati onships with online consuners, and that's
really Naviant's key sol e business purpose.

It's always tough to get a business nodel
on one slide, so | tried to sinmplify this as nuch
as | possibly can but still make it nmeani ngful for
you, and for Naviant the world begins with
el ectronic registrations.

We work with manufacturers that build
conput er hardware, conputer software, and we
facilitate the registering of their products and
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services via the Internet. Mst of that data, once
it's captured, is passed back to the original
manuf acturer. We keep the nanme and address and
designate a flag that this individual, since they
regi stered their product or service via the
Internet, is an Internet enabl ed househol d.

So the data point for us begins with the
name and address and an Internet household. That
begi ns the database processing, and there's data
hygi ene work that's applied to that database. |
tal ked about it a little bit this nmorning. W use
the conpiler's information to nmake sure the nanes
that we have are accurate in our database.

We al so append to that fromthe conpilers
various data attributes that enrich the data and
make it nmeani ngful and store and maintain the data.
We al so use the DVA's file suppression |list to make
sure that no one is in our database that has
expressed an interest not to be.

And | should have nentioned back in the
regi stration process that there is a perm ssioning
process that we go through before you ever really
enter into this diagram

So once the data is there with an
enri chment of data attributes, then we have the
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ability to deliver this data for marketing purposes
in a variety of channels in a variety of ways, so
the data can be used to adm nister direct mail or
Emai | canpaigns. It be used to deliver direct mai
canpai gns, telemarketing and targeted banner ads.

And we anal yze the data to determ ne counts
based on criteria. A client will conme to Navi ant
and say, |I'm |l ooking for these kind of people, tell
me how many you have in your database so we can
anal yze the data and determ ne how many people we
have that fulfills that particular requirenment, so
that in essence is Naviant's business nodel.

Now, why do we do all this? What purpose
does it serve the business community? There are
many. |'ve just noted three here that | thought
m ght be meani ngful to you.

One is we provide the data back to the
registration client with the enhancenent of the
data attributes that we've associated so the
registration client has some view of who is buying
t heir products and services.

That's very inportant to the manufacturer
to know t hat because they -- since they distribute
t hrough sone internmediary, they are not in direct
contact with their custoners.
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So we woul d provide that back to the
registration client, and the registration client
woul d say, Gee, we have this kind of person buying
this nmodel of conputer, how can we find nore of
t hose kinds of custonmers and | aunch marketing
canmpai gns to increase and enhance our business. So
that's the way a registration client would tend to
use this data is to find nore |ike custoners.

Anot her way they would use the data is say,
This particular product is being bought by
I ndi vi dual s that have these denopgraphic
characteristics, so how can we fine tune our
advertising so that we are visible, nmore visible to
I ndividuals with these kind of characteristics, so
it's used for a variety of purposes by a
registration client in order to inprove the
efficiency of their marketing effort.

Anot her exampl e woul d be a bank. Banks
| ove to pronote their Internet banking packages and
capability because they can provide enhanced
service to their custoners at a reduced cost for
t hose of us who sign up for Internet banking.

So a bank will conme to Naviant and say, W
really would like to pronote our Internet banking
capability, but we have a problem we have no idea
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i n our customer base who is on the Internet and who
is not on the Internet, and really rather than do a
mass mailing to all of our custonmers, we would |ike
to do sonme sel ection.

So they would conme to Naviant and say, |If
we give you a |list of our custoners, can you nmatch
t hose names agai nst the nanes in your database and
tell us which ones of those are Internet enabl ed,
and we provide that service.

And then the bank can then target or
deliver a marketing canpaign only to those
custonmers who are Internet enabled, and they m ght
even refine that further. They mght refine it by
an age group or inconme |level, but the primry key
for the bank, if they're pronoting their Internet
banki ng package, is to only target to those that
can actually use that product or service.

A third exanple would be a retail dot com
A retail dot comwants to drive traffic to their
web site, and you know you can al ways buy a
bill board on Hi ghway 1 or you can by an ad for the
Super Bowl, but what they would want to do is to
work with Naviant |ooking for a particular type of
custonmer or individual that neets the selection
criteria and then do a direct mail canpaign to
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t hose customers with some kind of marketing offer
that would drive themto their web site so they
could of fer a product or service.

Thank you.

MS. LANDESBERG. Thanks very nuch, Wn
Qur next speaker is Peter Corrao. Peter is the CEO
of Cogit Corporation. Before joining Cogit.com he
was Di vi sion President of National Accounts
Mar keting for ADVO and the owner and operator of
Sports USA.

Pet er ?

MR. CORRAO. Well, thank you very nmuch for
inviting me here today. Even though |I conme from
one of the largest direct marketing firms in the
country in ADVO, ny comments today will nostly be
related to online marketing and its applications.

So | would like to talk to you today about
t he devel oping science of visitor relationship
managenent and how it's applied on the web.

Before | do that, though, let nme tell you a
little bit about the dilemma in conmerce today on
the Internet. M conpany, |ike many other dot
cons, is a highly capitalized, venture capitalized
conpany. We've taken around $50 mllion in
i nvestnent to date and have yet to turn a profit
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with our conmpany. We look simlar to others that
are out there.

The I nternet commerce dil emma can be
summari zed pretty much on the slide that |I've shown
you here. There's two ways in a B-to-C environnent
t hat conpani es are maki ng noney or trying to nmake
noney on busi nesses on the Internet today.

One is content sites, and they're heavily
requi red or exclusively required, excuse ne, to
bring advertising in, so their nodel is all about
advertising. They deliver free content to
consuners. They put advertising up for sale. They
sell that advertising, and their business nodel is
devel oped around that.

The other side of that is the comrerce
sites, who are the E-tailers or retailers that are
trying to sell their goods and services online, and
theirs is a sinpler nodel in that they're trying to
gat her custoners, turn those custoners into
repeat abl e revenue.

Here's the dilemma. The Internet today
isn't very efficient, even with the tools that are
being applied to it. Inmagine that you bought
133, 000 banner ads, and you paid around $15 a
t housand for it, which would be the current going
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rate if you had a nedia buying firmdealing with
ei ther direct conpanies or with providers of those
servi ces.

Of those ads that you bought out there,
around $15 a thousand, you woul d have earned
probably in the range of 300 visitors or so, so ads
saying 300 visitors clicked through fromthose ads
and cane to your site to | ook.

Of those only five took action, so you're
getting started with the 133. Now you're left with
five that took action, and if they did take action,
only 20 percent of those, or one, would return
within the next year to buy anything fromyour site
agai n.

So just think of it fromits nost sinplest
format -- and you're only dealing with the
advertising and attention conponents of being an
I nt ernet conpany, your acquisition cost for a |oyal
customer in this nodel is $2,000.

So the inperative here is that the Internet
has got to learn to be better and nore focused on
how it brings -- on how it brings its clients in.

Let nme show you a little bit about visitor
rel ati onshi p managenment and why it's inportant.
Merchants want to increase desired action and get
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consunmers to buy things and services fromtheir
site. Consuners want meani ngful things to be shown
to them

Merchants again want to display rel evant
content to their customers. Consuners are
demandi ng i nstantaneous and ever faster access to
rel evant content. Doing that is expensive.

Merchants want to optim ze custoner visits
and generate sustainable profits. Consuners expect
free Internet, other than access, or inexpensive
services at significantly discounted prices often.
We think that visitor conversion is critical to
maki ng this nodel sustainable on the Internet.

What Cogit does is capture registration
information, |1'm giving an exanple of what we do
here, with and anongst our custoners. We match
that registration information then to avail able
data in the offline.

We have two data sources primarily. One is
Equi f ax Corporation, which we use their own bulk
data, and the other as of March 31 will be Claritas
data, which will be entered in our file at the end
of this nonth.

VWhen that information is matched, we
irreversibly discard any personally identifiable
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i nformation that we found on the consunmer, so if
you regi stered by nane, we get rid of the nane,
replace that with a random I D, and that random | D,
we can't go backwards and reengi neer to find out
who that consuner is.

We generate then an anonynous profile on
that particular consuner, and then we allow our
custonmers to, one, know who's visiting their site
if they're not a custoner yet, and, two, target
themw th relevant content that will then incent
themto want to buy.

We think privacy is a big piece of doing
this. Consequently our profiles are 100 percent
anonynmous. We think consumer PIl shouldn't be
stored and used for further personalization. W
don't -- our visitors in the Cogit nodel are never
tracked across sites, so we only know what you're
doing on a specific site that you're dealing wth.

I nformation fromone client is never shared
wi th another. Behavior information is
never appended to our profiles, so the fact that
you bought something on one of our custonmers' sites
isn't appended to further your profile.

Clients aren't allowed to store Cogit's
returned data, and we sem annual ly have our web
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site audited to validate that everything that we' ve
got in our web site is, in fact -- in our policy
is, in fact, what we do. Ernst & Young does that
audit. We were the first cyber audit that they did
and first audit attestation that they did.

So the notion is froma visitor
rel ati onshi p managenent standpoi nt or knowi ng who
comes to your site so you can do sonet hing about
it, we think that that's critical to being able to
sustain the Internet commerce that's having trouble
sustaining itself today.

We think that convenient and rel evant
i nformation for consunmers is what they demand and
what they want. Most of that information is given
to the consuner free today, although it's given
free against a nodel that is not panning out froma
general business nodel standpoint, and we think
that there's an opti num bal ance between
personal i zati on and privacy.

We think we've come up with a nethod of
doi ng that and one that doesn't offend the consuner
and their ability to do it but yet does give the
tools needed to the sites so that they can continue
to make noney in their commerce sites and/ or noney
in their content sites.

For The Record, Inc.

Wal dorf, Maryl and
(301) 870-8025



© 00 N o 0o b~ wWw N P

N NN N NN R R R R R R R R R R
oo b~ W N PP O © 00 N OO o0 M WwN B+ O

136

So thank you.

MS. LANDESBERG. Thank you, Peter. Qur
next speaker is Johnny Anderson, President and CEO
of Hot Data doing double duty for us today.

MR. ANDERSON: Thanks, Martha. | wanted to
take a second and kind of |ook at a higher level on
how conpanies interact with custoners and what are
the anal ytic and custoner relationship managenent
applications that are driving a |lot of the demand
for third-party information.

This really depicts a pretty typica
architecture of a CRM application that any marketer
woul d use one or nore conmponents of. At the bottom
what you see is custoner touch points. That's how
busi nesses will either get information fromtheir
custonmers and prospects or conmunicate with them

So on the left-hand side you see kind of
t he out bound conmuni cati ons nedia that a business
will use to communicate directly with the customner.
This is not TV and radio ads and so forth, but
they'll really use kind of Email, direct mail and
maybe sonme tel emarketing either froman in-house
organi zation where they have their own tel esal es
organi zation or a contracted organi zati on.

And on the right, what you will see is
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really the way that people get information and then
soneti mes comruni cate with their custoners, and
that woul d be ki osks, which is kind of a new
enmerging way to comrunicate with custoners. You're
starting to see kiosks in, of all places, baseball
par ks where the San Di ego Padres have a custoner
| oyalty program

And a custonmer puts in their preferences
when they sign up for the custoner |oyalty program
When they visit the ball park they'Il get the 10
percent off coupon for a specific restaurant that
happens to be in the area.

I n-house or in-store communi cations, and
we're now starting to see conpani es even |ike food
chai ns i npl enment customer |oyalty prograns where
transactions are tracked so that custom zed offers
and custom zed coupons can now be delivered to a
specific consuner.

Call center being sonmebody is calling an
800 nunmber and talking to a customer service
representative, either a sales rep or a support
representative, and then obviously the web as one
of the major ways that custoners are getting
i nformati on about products and services that a
conpany may offer
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It is a web visit where they may fill out a
formthat says, "Send nme nore information," and so
t hat conpani es are getting some explicit
personalization type information that says, If |I'm
going to a dot com or another sports kind of web
site, 1'"'mgoing to check that I"'minterested in
golf, so send nme sone golf information.

That's really stored in an operational data

store that's used for day-to-day kind of activity.
That's the data store that a CRM system may use so
that sales reps and a call center get access to a
custonmer record when an inbound call cones in.
They may have sone transaction information, maybe
used for actually back-end processi ng where order
ful fillment takes place, but it's the data store
that's being used on a day-to-day basis.

Some conpani es actually wll have a
separate data store that is used for data
war ehousi ng and the analytics, and that information
is transferred back and forth with sonme
synchroni zati on, extraction, transformating and
| oadi ng where a | ot of information is both
rationalized, and that is, Bill Smth is also
WlliamSmth and Bill Smith cane in through the
Web and Wlliam Smith called in on a call, and that
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information is rationalized.

And then the analytical tools at the top
are the things that are really driving a |lot of the
mar keti ng automati on pieces, and that's things |ike
canmpai gn managenent. If | understand who ny target
audi ence i s and who ny best custonmers are, let ne
generate a canpai gn and plan that canpai gn and
I mpl ement t hat canpai gn and then manage the results
fromthat canpaign

RFM anal ysi s has been tal ked about al ready.
That's really understandi ng recency, frequency and
nonetary transactions on a per custoner basis,
really to understand who ny best custonmer is, and
then to clone that customer and find nore that just
| ook I'i ke them or be able to recogni ze t hem when
one of those cones into one of ny touch points.

Cat egory managenent's driven fromthat, and
that's really driving product synergies so if
sonebody buys a particular product, they know,

t hrough doi ng sone category managenent anal ysis,
retail analytics, that a customer is likely to
purchase an additional product.

And then that starts to drive a | ot of the
tools that marketing managers use to understand
t heir business, and those are things |ike data
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vi sual i zati on, being able to | ook at custoner maps
for drive time analysis and trade area anal ysis;
reporting, so aggregate reporting on a per product
or per custoner segnent or per canpaign
performance, and then other kinds of data m ning,
being able to mne data that's transacti onal and
maybe i nventory managenent type applications and
mergi ng that kind of piece together.

Where Hot Data fits is really on the |eft
side of the equation, and that is we provide a set
of services that offer data quality and enhancenent
of those databases, whether that's an operational
dat abase or a data warehouse dat abase.

The business nodels that are really in that
kind of space, and not just Hot Data related but
ki nd of industry wide, are really geared around
four sets of services. Marty nmentioned address
data quality, and that's a big part, not only in
the real world, but also on the electronic conmerce
side of being able to verify that an address is a
deliverabl e address, that it is standardized to
Post Office standards so | get a better postal
rate, that | can nmanage the consuner's change of
address, i.e., the 20 percent of consuners that
nove every year, that that can be tracked in a
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dat abase, and then geo-codi ng addresses so that
addresses can be | ooked at in terns of where people
live.

Data rationalization and standardi zi ng,
that's understanding Bill Smth is WIlliam Smth.
Consuner data enhancenent is enhancenent of
denmogr aphi ¢, psychographi c, and busi ness data
enhancenent. The flipside for us is that we al so
deal with business to business marketers.

In a broad sense this is the architecture
that we use. We house consuner househol d
I nformation. We house carrier route information
We have services that house standardi zati on, area
code update changes and U.S. national change of
addr ess.

We provide custonmer data integration
technol ogy to our custoner, to our customers who
are contractually bound to the privacy use
restrictions and viewing restrictions that we pass
along to them and that really fromone click of a
button they can profile a subset or their entire
dat abase and do things |ike address standardi zation
and profiling.

This is kind of a bright real world exanple
of what one of our custoners uses, and they're
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really a wireless broadband provider that was
really looking for -- to really target market. |'m
sure a |l ot of DSL, everybody has probably got DSL
things in the mail, and when |I did, | went to try
to sign up for it, and I was out of range, and |
couldn't sign up

So they got nme to respond, but they got ne
to be hostile because | was outside the range, so
our custoner really wanted to target people outside
10,000 foot radius froma central office, and after
havi ng done sone ideal custoner profiling for them
identified who their target should be and who their
I deal target should be in that particul ar
envi ronnment .

| am out of tinme, and the band's about to
start playing, so I'"mgoing to turn it back to
Mart ha.

MS. LANDESBERG. Thank you, Johnny. Cur
next speaker is Lynn Winder man, CEO of |I-Behavi or,
al so serving two roles for us today.

MS. WUNDERMAN: Actually, | don't know if
it's true, but | heard a runor here today that the
real reason we've been asked to be here is that
we're being auditioned for participants on a new TV
ganme show. It's called "Database Marketing
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Survivor," you know the one where they put a bunch
of database marketers in a roomin Washington to
tal k about their business nodels. Last one
standing wins a mllion dollars. Anybody el se hear
this? | think I probably better keep ny day job.

Anyway, |'mhere to talk to you today about
a conpany called I|I-Behavior, and | founded this
conpany with nmy father-in-law, Lester Wnder man,
yes, there is a famly relationship for those who
have asked, and we created this conpany |argely
with the vision to bring a lot of the art and
science of traditional direct marketing to the web
and to new nedi a.

Now, our fornmula is really very
straightforward. Everything that we do, the way we
manage data, the way we structure it, the way we
analyze it, all the products that we create from
data has its roots in a very sinple but proven
principle we've known for decades as traditional
di rect marketers. You' ve heard this theme a | ot
today. Past behavior is the single, strongest
predi ctor of future behavior. 1It's no coincidence
that our name is |-Behavior.

Now, we take for granted gaining access to
behavi oral information in direct mail. W can pick
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up the phone. We can call a |list broker, and we
can rent names from one of any 30,000 plus odd
lists based on what peopl e bought, when they bought
it, how nmuch they spent.

Can't do that today on the Internet. That
type of behavioral information doesn't exist. W
have interest categories. W have product
regi stration data, but not that |evel of
behavi oral, experiential information.

Beyond that, what's been | argely unexpl ored
IS the opportunity to target and understand
consuners based on their nulti-channel buying
behavi or. Even though we know that a nerchant's
mul ti - channel shoppers, the buyers, tend to be
their best custoners, in fact statistics show that
they're worth an average of over 30 percent nore
than their single-channel counterparts, and we know
that those custoners that can master these tools
will be the nulti-channel w nners of tonorrow.

So to fill this gap in the marketpl ace,
we' ve created one of the first, if not some say the
first, cooperative database that truly conbi nes
hi ghly detail ed, transactional information on and
of fline on known direct channel buyers.

Now, before anybody starts slinging arrows
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up here, I will tell you that there are significant
privacy safeguards built into this product, but
before | get to them | want to nmake sure that
everyone has an understandi ng of the business nodel
so they have the context in which to evaluate them

First of all, | nmentioned earlier for those
of you who are not famliar with the concept of a
co-op database, it's created when marketers poo
all their custonmer nanmes and rel ated buyi ng
behavior in order to gain access to nanes of
qual i fied prospects as well as additional data on
their current custoners that woul d ot herw se be
unavail able in the marketplace by which to build
their business.

Now, this is a proven business nodel in the
of fline catalog industry. |'msure you're probably
fam liar with names of conpani es such as Abacus.
Experian has a simlar offline product catal og
cal l ed Z-24.

The reason that these products are so
successful is really two basic things; nunber 1,

t he superior performance of a list. The fact that
all this rich behavioral information goes into
fuel the selections, they have significantly higher
response rates than the average mailing |ist,
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outside mailing list, by which one would nornally
have the opportunity to do prospecting in the world
t oday.

Secondly, in ternms of their pricing, they
are offered to nenbers, and by the way only nenbers
have access to these nanes. You have to contribute
in order to get data out. Menbers get access to
these nanmes at a preferred rate, virtually half the
price of a standard vertical |ist today.

So what we're doing at |-Behavior is we're
expandi ng this context so that beyond cat al ogers
we' re including publishers, E-tailers, club and
continuity marketers, virtually anyone who does
di rect-channel marketing, and we're creating it in
a way that's a true nmulti-channel vehicle so that
you can target nore efficiently the Email and
postal mail today. Tonorrow it will incorporate
wirel ess, interactive television and virtually all
forms of addressable nedi a.

Now, there are two reasons why nmarketers
want to gain access to the data. The first and
nost obvious is prospecting, and certainly you can
see by the way that we consolidate information
across marketers, across channels, we have a nmuch
nore conplete portrait of these shoppers, their
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buyi ng patterns and their val ue.

This thing is bigger, smarter than any
single marketer could ever create on their own.
That's because when we take data in froma
mer chant, we get it down to each transaction, the
entire shoppi ng basket of a person's purchases so
that we can collect all the rich recency,
frequency, nonetary value information we've been
tal ki ng about earlier today as well as we al so get
one conponent that's generally not been avail able
I n co-op databases previously.

I nstead of just giving to each marketer who
participates, to all their transactions, sone high
| evel general category associated with the affinity
for that particular property, we actually get item
| evel data so that we know exact products down to
the SKU I evel that an individual is buying, and I
can tell you that that is incredibly powerful
information froma predictive standpoi nt when
you're | ooking for those subtle predictive patterns
in the data for those kinds of tools that we were
t al ki ng about earlier today.

Now, we have proprietary technol ogy that
allows us to create a conmon | anguage across
mar keters that we can really | everage the val ue of
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this product level information. W also have
proprietary technology that helps us link rmultiple
Emai | addresses back to a single individual and
optim ze the match between the on-and the offline
data, but I'mnot here to talk to you about sone of
our conpetitive strengths. | really want to focus
on the business nodel itself.

There are two key features that | think are
i nherent in the kinds of co-op you should be aware
of. First of all, this is the only place on the
I nternet today where you are assured of not talking
to your own customers as prospects. That's
because, unlike in the traditional direct mail
community where mailers are really famliar and
confortable with the process of sending their files
to a conpiler -- I"'msorry, to a reputable service
bureau, | see |I'mgetting short on time here,
wher eby they can exchange their nanmes, they can
unduplicate them you can suppress out your current
custonmers, we already know who your custoners are
because we al ready have themin the database.

Secondly, it's a closed | oop process so
when we send an Email to someone about this
product, they may read the Email. They may not
respond to that particular comrmunication, but if
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t hey remenber the marketer and two or three weeks
| ater they have a particular need, they go to the
Web site and they buy, we would know about that,
not because we're tracking anything in terns of
cookies. | don't want to get anywhere near that,
in ternms of your surfing of the Web, but we know
because the nmerchant sends us back their data.

We match that back to our contact history.
We get smarter about targeting you the next tinme
around in the future, even if we don't get credit
for that response, because we mamintain a
prof essional history on the file.

Now, the fact that we maintain a pronotion
history is really of true benefit to both the
consuner and to the merchant. First of all, it
allows us to identify habitual non responders.
That's very inportant. Don't want to keep mmailing
to people who don't want to purchase from you

Secondly, we keep tabs on any correl ating
bet ween the volune of mail so we can | ook at your
i ndi vi dual saturation rate and any negative
correl ati on agai nst response.

Now, the second way that mailers want to
gain access to this database is to be able to
target their own and m ne the value of their own
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custonmers. Now, we can do that to help them expand
it into new categories, to reactivate | apsed
buyers, to turn their offline buyers to nore
efficient online buyers.

So, for exanple, if an apparel merchant
comes and says, "We're expanding into sw maear,"
and they may say, "I want to target everybody in
own our file that has bought fromus in the |ast
12 nmont hs, who has bought sw maear from any ot her
merchant in your database. We'I||l create a one tine
file, do a one tinme mailing. Anybody who responds
to that mailing, they owmn the rights to that data.

But we will not append any information
permanently to that marketer's files, not an Email
address, not a transaction because we don't have
mar keting rights, and there are privacy issues
attached to that.

VWhat we will append on an ongoi ng basis are
nodel scores. Renenmber from our discussion
earlier, it's nothing nore than a mathenmati cal
probability. | have a .8, you have a .4. I|I'm
twice as likely to buy swi mwear as you are. Even
if we have the sane score, you don't really know
what it is in terms of personally identifiable
information that got us there because it's a
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formula, and it's made up |i ke a Chinese nmenu. |
got there because of age and incone. You're there
because you just bought shoes over the Wb and you
have kids. W don't necessarily have the sane
profile.

I will also say that there's sone other
creative ways to use these tools. In fact you can
use themto serve up dynam c content right on the
Web site to register users.

Now, | prom sed you that we would talk
about privacy, and | just want to say that in terns
of the offline data, we follow the industry
standard which is opt-out for direct mi
solicitations. W're not |looking to reinvent the
wheel in direct marketing fromthat standpoint.

Al l of our menber conpanies actively notify the
peopl e who buy fromthemthat they share data with
trusted third-parties.

If they choose not to do that, they send a
request to the merchant. That data cones back to
us in one of their updates, and that information is
removed in the course of our database build.

However, online is a different animl, and
we know t hat peopl e have different expectations
froma privacy perspective online. W respect
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that. We've been extrenely proactive on the
privacy front going what we believe is really above
and beyond today's best practices in industry
st andard.

First of all, this is a double opt-in
dat abase, so in other words, no consunmer wll be
targeted for an Email communicati on unl ess they
rai sed their hand, self selected, and said they
actively agreed to participate. Wen they do, we
allow themto tell us the maxi num nunber of Emails
that they're willing to receive in any tinme period.

We will not exceed that. We give them
access and control to the aggregated | evel of
information that we utilize for selections, so they
can come in, request a copy of their profile. They
can say, "Don't use this Email address, use that
one. | know | bought sports equipnent in the past;
but you know what, that was just a gift, please
don't send me any nore sports offers.” Obviously,

t hey can opt-out at any point in time.

I will also tell you that we do not all ow
mar keters to cherry-pick this file. They can not
cone in and say, W want people of this age and
this incone who bought these products in this tine
frame.” Not online, because as far as we're
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concerned, anyone who would respond to that kind of
an offer, you could attach that purchase history
and that profile of the individual and you woul d be
rel easing personally identifiable information, and
we don't think you should do that.

So we work with the marketer to understand,
What's the product you're selling, what's your
price point, what's the pronotional nature of your
offer. W construct targeting tools, create a
conposite score, rank them on the database. All
you know i s these people had a score of .75 and
above. That's nothing in ternms of personally
identifiable informtion.

Finally, we do not release any of the data
on this file to -- no addresses -- to anyone for
any purpose beyond a reputable service bureau
offline. They go seem essly through our own
service bureau online. They never get access to
t he dat a.

I will also tell you that we took this
concept into consuner research. W told them what
kind of data we have, how it benefits them what we
do with it, what we don't do with it, and they were
not only very positive about the concept, they
actually enbraced our privacy policies.
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So, in summary, | just want to say that we
have a proven busi ness nodel in ternms of the
behavi or - based co-op, which has been expanded to
meet the uni que needs of nulti-channel nmarketers.
We have superior technology and a | evel of data
t hat hel ps us generate superior behavior
predi ctions at a good value to our clients, and
we're doing it in a way that we believe respects
consuner privacy and is | ooking to set new
standards in that area.

Thank you.

MS. LANDESBERG  Thank you, Lynn. The | ast
speaker on our panel today is Jerry Cerasale,

Seni or Vice President for Governnment Affairs at the
Direct Marketing Association. Jerry joined the DVA
in January 1995 and is in charge of the DVA's
contact with Congress, all federal agencies and
state and | ocal governnents, a very busy man

Thanks for being with us.

MR. CERASALE: Thank you, Martha. Lynn,
just so you know, for this panel, I'mthe |ast one
standi ng, so send the check.

Before | get to ny slides, | wanted to
just, first of all, thank the FTC for having ne
here and for having this workshop.
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| wanted to make three quick points. The
first is that the information that we're tal king
about today is marketing information, information
that's used to send you a solicitation, an offer
for sonmething. [It's not being used to give you
enpl oynent or refuse enpl oynent or anything of that
sort or for insurance, whether or not you're
eligible for insurance and things |ike that.

In particular as well, just to get on a
topic that was raised, DMA guidelines would al so
say that information that comes from a doctor-
patient or nedical provider-patient relationship
shoul d be only on a consent basis, and that's
pretty well standard within the industry as far as
we know.

Second, the information that you gather is
basically to send a solicitation about a particular
product, so it only goes once. It's a one-tine use
t hat people use to try and find new, prospective
clients.

And third is that, generally speaking, the
i nformation doesn't go to the marketer. \What you
receive is, the information goes to a service
bureau that is either sending out -- making phone
calls or sending out the mail pieces and then
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returned back to the -- it's not used again, so
it's that kind of information that we're talking
about .

Mart ha asked ne to talk specifically about
prospecting and why we do it and howis it used, so
| wanted to use because of ny -- to nake it sinple
so | could understand it, use sone hypothetical s,
and if Allison gives ne tinme, I'lIl go to sonme nore
specifics after the hypotheticals, depending how
nice she is to ne.

The first is the idea of a new conmpany. |
just started sonmething, | have a brand new i dea.

Thi nk about Marty's view when he had the |ist of
what mar keters have and what conpilers have. He
said marketers have information on their custoners.

Well, I'"mbrand new. | haven't got
anything. | have no customers, nothing. | have a
new i dea for a new golf club, so what am | going to
do? And the other thing is I"'mgoing to sell it
over the Internet. That's what | want to try and
do. So what do | do?

Well, I"mgoing to go to a gol fing magazi ne
likely and try and see if | can rent the I|ist,
because those are people | would assume woul d be
interested in golf, and I'"mgoing to use this |ist
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to mail it because I'mstarting to find -- and
we're starting to find that mail, snail mil is
bei ng used successfully to drive custoners to Wb
sites to make sal es.

We find that from our catal ogers and so
forth, that it is a very inportant piece tool in
E-commerce or multi-channel marketing. So, this is
what | want to do so.

So | go and get the golfing magazine I|i st,
and it's one mllion names, and that is

outrageously expensive to send, so | can't do it,

so |l want to go -- | go to an information conpiler,
and | say, Look, | would like to have sone nore
information froman information provider, | want to

try and narrow this |ist down.

I think that maybe this piece would likely
be best suitable for wonen. | think that it nmay be
for wonmen probably over 40 because it hel ps give
di stance, and if you really swing hard it nmesses up
the way the ball goes, so I think that that's what
I want, and | know that likely I think that it's
expensive, higher inconme, let's see if | can get
that from Census dat a.

I"mselling it over the net so | want to
use Wn's stuff to make sure they're Internet-
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enabl ed, and | think maybe five mles froma golf
course. Let's just pick these out of the air.
Maybe we can get these things, and it finally cones
down to 500, 000 pieces, people that | can send this
to, and that's within ny budget, and that's what
I'"mgoing to use, and that's how a nmarketer can try
and prospect a new start-up business.

Wthout the information fromthird parties,
| can't start. I cannot start a catal og. | cannot
start driving people. | can try, put it up on a
Web site, see if search engines get ne sone people,
but that's not going to be a viable econom c nodel.

Anot her idea for prospecting is a current
mar ket er |1 ooking for new custonmers. The idea |I'm
trying to use here, I'mselling books and probably
I"mselling books online, I"'mtrying to use online
and offline because this is supposed to be online
and offline information so these are ny exanpl es.

And | know because | sell books that
they' re upper income, they're Internet-enabl ed and
t hese peopl e that purchase from ne happen to be
people who |ive nore than 20 mles froma book
store and nmore than a hundred mles froma di scount
book store, so that's ny marketplace of ny current
set of custoners.
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40 percent of Anericans never purchase
remotely. 60 percent of Americans do, so | want to
try and reach sonme new custonmers, so |'mgoing to
go and try to find informati on that matches that
mar ket because it works for nme today, and |' m going
to send a mail piece to them

Il may in fact ask for a split on this test,
peopl e who have purchased, those that were in the
60 percent piece of the pie, and those in the 40
percent that have never purchased, to try and see
if I can reach new custoners differently through
this mai|l piece, and so | send it.

This is what | want. This is the
information | asked for. The information provider
supplies a list to the letter shop I'"'mgoing to
use. They send it out. They make sure the current
custoners are deleted. They use hopefully the DVA
mai | preference list, and they prepare the pieces,
and they send them out.

| never see the list. | only know soneone
was on the list if in fact they conme back and
purchase fromnme. Then | would know t hat they
responded, so that's the only way it happens, and
that's generally how you use prospecti ng data.
That's to try and find soneone new. You know from
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past behavi or or you have a guess, if you're brand
new. You don't have any past behavior in your --
on your product. You make a guess: W think this
Is what the market is for. That's how we use the
prospecti ng.

Now, |let me give you a couple of quick
exanmples of real life things that have been
testified, to the process has been in Congress, in
testinony before Congress. One conpany is Golier.
It's no longer in existence. |It's been bought out,
but Golier is a bookseller selling things renmotely
out of Danbury, Connecticut, and it basically sells
to children, basically sold discounted Dr. Seuss
books.

The market for this conpany was rural
Americans who lived nore than 50 mles froma book
store, famlies that had young children and were
| ow i ncone. The only way for Golier to find these
people to give them books that their children can
read or books that they could read to their
children was to have information to find them so
it was necessary to have a free fl ow of
i nformation.

And marketers -- the other is stylists, an
af t er-mar ket autonobil e conpany that sells after-
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products for mnivans, seat belts that can be
adj usted better for children, back-up warnings on
m ni vans, so their market, famlies that own
m ni vans that have children that are outside of car
seats, to try to give theman offer of sone safety
to add to their cars, and that's the market, and
t hey needed the information to try and find it.

One of the things that | want to make sure
that you also know, ny tinme is now up, | did get
t hrough the two exanpl es, thank you, | didn't get
my mllion dollar check yet though, but the one
thing that the DMA says, you have to tell people
that you share information with third-parties and
give them an opportunity to say "no."

And that's really the basis, that people
who take the information and share with
third-parties have to tell you that they do that,
and to be a nenber of DMA you nust do that.

Thank you for the tine.

(Appl ause.)

MS. LANDESBERG. Well, we have just a very
few m nutes for questions fromthe audience. |If
you woul d rai se your hand, and if do you have a
question, we'll bring the m ke to you.

MR. HENDRI CKS: Two qui ck questions. Evan
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Hendri cks, Privacy Tines. |In the offline world, a
| ot of times people want to know when they receive
a mailing, "Wiere did you get ny nane?"

Aren't there a | ot of instances where
there's contractual |anguage that prevents
organi zations fromdisclosing that? That's the
first question.

And the second question is | assune that
the 20 licensees of the NCOA sell new novers' lists
which they're able to produce because of the data
they get from NCOA, but do other conpanies also
sell new novers' lists?

MR. ANDERSON: ['1l answer the NCOA
question, and one of the restrictions that we have
fromthe USPS is that we specifically cannot
generate new nmovers' |list, so this is specifically
-- our NCOA services are specifically for people
that are in a database, but we will not, cannot
contractually generate a new novers' |list that can
then be sent out to marketers that are interested
i n people that have just noved.

MR. HENDRI CKS: How are they generated,
where they're noving?

MR. ANDERSON: A |ot of other different
sources, but none of which come fromthe USPS.
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MR. ABRAMS: In terms of the question
about, "Where did you get ny name?" Increasingly
during the 12 years that | was with an information
aggregator, the contractual arrangenents that
limted the ability of the marketer to say where
t he nanme cane from began to di sappear fromthe
mar ket pl ace.

And i ncreasingly organizations are
acquiring data from organi zati ons that have given
notice, and organi zations that even if they say,
"No, you can't tell them where the data canme fronf
they say "Pass on the nanme to us and we will call
the individual and |l et them know that we were the
source. "

So while that was the normten years ago,
that norm has been changi ng over tine.

MS. LANDESBERG Jerry, did you have a
coment ?

MR. CERASALE: | was going to just comment
specifically on the NCOA because actually there is
a contract, but no one can use that for marketing
purposes. It's just to correct nmailing lists, to
i ncrease the efficiency of the Postal Service, so
don't have a lot of those letters.

MS. LANDESBERG O her questions? All
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right, then. Seeing no nore questions, | would
li ke to thank our panelists for a wonderfully

i nfformati ve sessi on.

Thank you. If | could ask you just to bear
with us for a nonent, we'll go straight into the
next session -- so don't go anywhere.

(Di scussion off the record.)
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SESSI ON FOUR
HOW DO MERGER AND EXCHANGE AFFECT
CONSUMERS AND BUSI NESSES?

M5. RICH: Hello. |[If everyone can take
your seats again, please. W're going to start
this next panel. 1'mJessica Rich. |[|'man
Assistant Director in the Division of Financial
Practices here at the FTC, and 1'l| be nopderating
this fourth panel, which will focus on the effects
of merging and exchangi ng consuner data on both
busi nesses and consuners.

In other words, how do consuners and
busi nesses benefit fromthese practices and what
concerns, if any, do these practices raise.

I think we've heard sonme references to the
various ways in which people benefit or sonme of the
concerns that people have, but we're trying to
drill down and talk nore specifically about this
particul ar topic.

We have a great group of panelists for this
session. W're going to start with brief
statements from each of them three m nutes each,
and we're going to hold everyone to that, but I
don't want to be too -- everyone has been great
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about keeping to their tinme, so | probably don't
have to |l ecture them too much.

Then we' |l have a discussion anpong the
panelists so we can exam ne the issues in greater
detail, and we'll hopefully have tinme for
gquestions. | think for this panel questions are
fairly inportant, so at about 3:15, if you're in --
get ready to ask sonme questions if you're in this
room and if you're in one of the overfl ow roons,
pl ease conme up to the door here so we can give you
a m crophone to ask your question.

| want to enphasize that this is a |ong
panel, and it's easy to focus on a |lot of different
topics, but we really want to focus on the effects
of the particular practices we're tal king about
today, which is the nerger and exchange of consuner
data, the effects on consunmers and businesses, that
specific topic.

We're going to | et our speakers go
al phabetically. 1 think they may be seated
al phabetically, and we're going to start with Fred
Cate, and I'Il introduce him He's a professor of
| aw and Harry T. Ice Faculty Fellow and Director of
the Informati on Law and Commerce Institute at the
| ndi ana Uni versity School of Law in Bl oom ngton.
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He al so serves as senior counsel for
information law with Ice MIler Legal and Business
Advi sors and is a visiting scholar at the Anerican
Enterprise Institute. He specializes in privacy
and information | aw and appears regularly before
various legislative commttees and professional
groups on these matters.

Fred?

MR. CATE: Great. Thank you very nuch, and
t hank you also for the opportunity to be here.

l'"ve tried all nmorning long to condense
this to three mnutes, and | think I've got it now,
so let me just make two points. |I'mjust going to
take up one of the questions that was asked, and
that is the inmpact on consuners, and let ne talk
about just briefly two points.

One of themis the use of information to
overconme the obstacles of market size and distance
to make it possible to deliver customer service,
custom zed service and personalized service to
custonmers, and there are many exanples of this,
such as better targeting of what is stocked in
st ores.

We've already heard about better targeting
of the type of mail or comrercial offers that are
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sent into homes, nore accurate deci sion-nmaking
about custoners, about consuners who cone seeking
service, greater convenience for consumers in nmany
ways all the way from having forns pre-filled in,
one call service center being able to change your
or address in nmultiple accounts with a single call,
| oyalty prograns.

I think frequent traveler prograns are
sonmet hing we al nost all share in comon at least in
this room or returning goods w thout a receipt.
These are exactly the types of exanples of, if you
will, sort of overcom ng the type of problemthat
| arge, diverse and particularly online markets
pose.

The second, | think, set of exanples of the
real inpact on consuners is where we see
dramatically new and different types of benefits,
and maybe the best exanple is |ower cost, and this
is one area in which there's been a fair anount of
studi es conmpleted recently show ng, for exanple,

M ke Turner's study, a billion dollars in the
retail apparel industry in cost reduction by the
ability to use personalized information, Walter
Kitchenman's study showi ng $85 to 100 billion in
annual savings in the nortgage credit market
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because of access to personalized information, the
Staten and Barron Study showi ng $150 billion
annually in non nortgage credit, the Ernst & Young
study, Ernst & Young will be speaking later, $17
billion a year focusing just on 30 percent of
financi al services conpanies.

The point is this consistent evidence from
t hese studi es about the way in which the use of
personal i zed i nformati on saves consuners noney, but
there are other good exanples, either dramatically
new and different services, for exanple, the w der
avai lability of products and goods and services.

| don't mean sinply expanded access to
credit, although we have studies clearly
denonstrating that, but even the points nmade on the
earlier panel about the way in which a business
operates, the way in which AOL got started by
sendi ng out floppy disks to people who had
conputers (and identifying people who had conputers
of course was key to that strategy), and finally
the nore apt, rapid and efficient, nore accurate
fraud detection and prevention.

| think one thing that al nbst anyone who
works in that field will say is that personalized
information is the key to detecting and preventing
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fraud. If you don't have access to it, you'll |ose
one of those key tools.

Thank you.

MS. RICH: Next we have Jason Catlett.

He's President and Founder of Junkbusters

Cor poration, a conputer scientist with a Ph.D. in
data mning. Dr. Catlett has worked on issues
relating to the interplay between technol ogy,

mar keti ng and privacy at such places as AT&T, Bell
Laboratories, the University of Sydney and various
ot her academ c settings.

In addition to academ c publications, Dr.
Catlett has contributed articles to such
publications as the Privacy Journal and Direct
Mar keti ng News.

DR. CATLETT: Thanks very nuch, Jessi ca,
and thanks again to the Comm ssion for inviting ne
t oday.

First let nme put a concern to rest of Jerry
and anyone who feels like they're on a survivor
program or Comm ssioner Swi ndle, that |'m not
going to be posting any profiles of people. 1 did
go through an exercise that you can read in the
handout out there of asking people if they would be
willing to have their profiles posted and then
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going to conpanies to actually see the profiles
t hat the consenting data subjects have.

Unfortunately, though | have a nunber of
volunteers, | have no conpany yet willing to place
on the table before us a real profile, which I
think is regrettable.

However, what |'m going to tal k about today
Is not that. It's three points. First, let ne
state that Fred is absolutely right that the
benefits of information processing are enornous.

Let's remenber, however, that the
overwhel m ng majority of those benefits cone
wi t hout personally identifying informtion.

Wal -Mart is an extrenely good exanple. It's al
about inventory and forecasting, and nost of the
benefits come wi thout PII.

VWhere you do use personally identifying
information, as Marty Abranms pointed out, the vast
majority of that is about personal information that
t he busi ness already has and not that it gets from
third parties.

Now, turning to the question of whether
direct mail actually reduces -- sorry, targeting
that information reduces the anmount of junk mai
t hat people get, in fact it actually increases it.
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If you look at the historical trend fromsay 70
billion direct mail pieces per year in the United
States, it's been trending up as the technol ogy has
made targeting better and better.

We do see nmore offers that people respond
to. This is true, but the typical response rate
being in the | ow percentage figures as M chael
said, that results in a ot nore junk, and Jerry's
exanmpl e of the golf course magazine is a good one
here because wi thout the information, a |ot of
of fers are uneconom cal and woul d not be mail ed.

So the additional information causes nore offers to
be responded to, also causes nore unwanted
solicitations because the information isn't

perfect.

Now, let me turn to sone of the negative
aspects of personal information. One that we
haven't discussed yet, | think is inportant, goes
under the nanme of dynamic pricing or price
di scrim nation. The American public |oathes the
i dea that the person sitting next to themis
getting a lower price on the sanme goods that
they're getting.

They loathe the idea that |'mgetting a
| ower price than Fred is for exanple, and | think
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Amazon learned this to their distress when it cane
out that they were randomy, they said, pricing,
and Amazon very quickly stated that they would
never base price points on denographic information.
They said they didn't really have click stream
data. | would like to see a clarification on that.

"1l wap up with nmy last point, which is
the effect on non-participation. | would dearly
| ove to see sone figures that tal ked about the
I mpact on participation of profiling, but we don't
have those figures. W just have figures that
Forester put out last year of $12 billion lost in
online comerce due to privacy concerns.

But those privacy concerns were not
specified to the I evel of particular profiles where
the people were concerned about SPAM or about the

actual nature of the profiles. W sinply do not

kKnow.

"Il leave it at that.

MS. RICH: Geat. Jerry Cerasale is next.
He was just on the previous panel, but I'Il rem nd

you that he's Senior Vice President of Government
Affairs at the Direct Marketing Associ ation.
MR. CERASALE: On this panel, still |ooking
for my mllion dollars, but whatever, | wanted to
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just take a | ook at that study of restriction of
data that was rel eased yesterday and just raise to
you that it's a billion dollars in just the apparel
area, but there's an additional study that's an
overlay on it that says that the individuals -- the
groups that purchase apparel renotely to a greater
extent, a greater proportion than their density in
t he popul ation, are rural Anericans and
econom cal ly di sadvantaged intercity, the people
who are not adequately served by brick and nortar
retailers, the people who don't have other choi ces,
who end up paying a disproportionate share of any
restrictions, cost of restrictions on privacy.

Those who have the fewest choices are the
ones who pay the nost based on that study.

I want to add to what Fred had said. What
we know is that the sharing of information hel ps
reduce fraud. We've seen studies where fraud,
credit card fraud over the net in Europe is tw ce
as great as that in the United States. W can
attribute that in part | guess because we're nore
honest than Europeans, but |I'mnot certain that
that is the full case.

The real reason is that part of the
restriction in Europe is you can't use information
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col l ected for purposes other than the specific
reason that information was collected, so a billing
address on a credit card cannot be used for
anyt hi ng other than billing.

So that in the United States, if you're on
the Internet or even on the phone, if you call or
want to purchase a good and here's the credit card
saying, |I'mJerry Cerasale, give thema credit card
number, and it's being delivered to the billing
address, that's fine.

In Europe they can't check that. 1In the
U S they can. If it's not going to the billing
address, I'msending it to my nother or ostensibly
I'"'msending it to my nother, they ask for the
billing address. If | can't give themthe billing
address, then they figure it's probably not Jerry
Cerasale, so it's an added thing for fraud
prevention.

So information flow is inportant fromthat
score as well, giving benefits to people. There
are an awful | ot of jobs, lowincone jobs. It's
i nteresting when you go on visits with senators and
representatives that they want direct marketers to
conme with themto set up call centers, to set up
war ehouses and so forth in areas where there are
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econom ¢ downturn areas because they want to try to
build t hem up.

These are jobs that can be part tine.
Peopl e can be trained fairly readily, so those are
advant ages as well as choices to consuners. You
al so have enpl oyees and the efforts there in trying
to do that.

It also allows for easy entry, easier entry
for new businesses so that you can get greater
conpetition. | do not have to build the store. |
can be L.L. Bean in nmy basenment getting a |ist of
Mai ne hunters, Maine hunting |licenses, out of state
people, sell 15 shoes, have to repair 14 of them
but that's how | start a billion dollar business.

Those are the things that can happen and
happen readily with the sharing of informtion.

Thanks.

MS. RICH: Next we have Mary Cul nan. As we
noted earlier, Mary is the Sl ade professor of
Managenment and I nformation Technol ogy at Bentl ey
Col |l ege in Wal tham Massachusetts, where she
t eaches and conducts research on information
privacy.

MS. CULNAN. Thanks, Jessica. M point |
would like to nmake in ny three mnutes is that fair
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i nformation practices should apply to the merger
and exchange of consumer data, that is to
profiling, and it's not clear that it really does
t oday.

One way | think to close the trust gap and
t he m sunder st andi ng that Conm ssi oner Swi ndl e
tal ked about this norning is through much greater
transparency about how conpilers and co-op
dat abases acquire personal information and what
they do with it.

There's some parallels here to the network
advertising nodel where in fact consuners do not
have a direct relationship with the conpilers and
the co-op databases, and they frequently don't know
who these firnms are, so if they wanted to contact
them they would not know how to start.

So what are sonme of the things that we
need? We need nmuch nore notice where data are
collected directly fromconsuners. |[|'ve never seen
a notice that says, "W share your name with
carefully sel ected conpanies or carefully sel ected
third parties and one of Anerica' s |argest data
conpilers.”

And | think to the consumer in fact the
idea of a carefully selected conpany, while in fact
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the information is being shared for nmarketing
pur poses, that is not the sane thing to the
consunmer as you buy fromL.L. Bean and you get a
mai |l i ng from Eddi e Bauer or sonething |ike that.

So | think that all the conpilers should
provi de an easy way for people to opt-out, and
there needs to be a better way for people to be
pointed to the Web site or however the opt-out is
handl ed, and | think the conpanies that enhance
their customer databases should include this fact
in their privacy notices just out of fairness.

There are a couple questions that need to
be answered. \What does opt-out mean for conpil ed
dat abases? Does ny personal information stay in
the database? 1Is it still used for enhancenent
pur poses, or does it just mean that nmy nanme is
removed fromthe mailing list when people cone to
get a prospecting list and it is just gone?

Shoul d consuners be able to have their
personal information renoved froma conpil ed
dat abase? And then, second, the always popul ar
"What ki nd of access is appropriate?”

In conclusion, | think really there's a
need to bring consuners into the |oop. What | hear
-- it strikes nme alot of it is "W know what's
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good for you" is kind of part paternalistic because
nost consunmers are smart, and they make good
choices in their own interest when they have
I nformati on.

And | think access to personal information
is not an entitlenment just because people don't
know about the conpilers, and basically then they
don't know about it.

Consuners do benefit a | ot from conpiling,
and | think the marketing profession needs to
devel op sone effective strategies to educate and
comruni cate with consuners the benefits of
profiling and that these benefits outweigh the
ri sks, which also neans that the people that hold
t hese dat abases have to make sure that they have
very good privacy policies in place and that they
enforce them

MS. RICH: Next we have Evan Hendri cks.
Evan is the Editor and Publisher of Privacy Tines,
a biweekly newsletter that reports on privacy and
freedomof information law. He's also the author
of several other publications on consumer privacy,

i ncludi ng his book "Your Right to Privacy" and he's
Chai rman of the U. S. Privacy Council.
He regularly lectures on information policy
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issues in the U S., Canada and Europe.

MR. HENDRI CKS: Thank you, and thank you to
the FTC for the hard work they've put into this and
t he opportunity.

In January | had the good fortune of
heari ng Comm ssi oner Swi ndl e speak not once but
twice in different gatherings, and he said
sonmething that | strongly agree wth.

He said that when we tal k about this issue,
we should not tal k about it enotionally because it
can be an enotional issue, and it doesn't really
hel p. This is sonmething we need really nore |ight
than heat, so | made a conmtment to himthat when
| cone before the FTC, | will not discuss this
enotional ly.

And then | started thinking about it this
norning, and | started getting really mad because |
|l ove to tal k about this emotionally, but I'"ma man
of my word, so | can't do that.

Seriously | think that we shoul d speak
about this in cool and analytical ways, and I
think, first of all, there's a greater irony here,
and one of the ironies is that the direct marketing
i ndustry was subsi dized by the taxpayers. The
direct marketing industry was able to get public
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records at |ow or no cost, which was a great way to
start a business if you can get your primary source
t hat makes your business possible paid for by
t axpayers.

We've seen it -- and that's not such a bad
thing. We've seen it with investnent in conputer
chi ps by the Defense Departnent has led to the
conputer revolution, but let's recognize that as
peopl e speak agai nst governnent regul ati on, what
got themto a point where they can speak about
t hat .

Second of all, I think already from today
and all the years |I've seen |leading up to this, on
the issue of warranty cards, | think there's enough
evi dence to justify an investigation of unfair and
deceptive trade practices.

| think it's widely understood that
consuners fill out warranty cards thinking that
they need to do this for the warranty to be good,
and in fact you do not need to fill out a warranty
card for the warranty to be good.

The purpose of warranty cards is generally
to collect information by database conpanies. It
is then sold and used for other purposes, and
warranty cards are one of the primary sources of
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unli sted phone nunbers, which people are unable --
conpani es are unable to buy from phone conpani es,
but they can get them

And | think it shows that people who pay
extra for an unlisted phone number woul d not be
giving their unlisted phone nunbers if they knew
that informati on was going to be sold on the open
market, so | think we have a real problemthere
that deserves official attention.

I think another exanple -- since | only
have three m nutes, another exanple of sonething
that cries out for concern is say a conpany |ike
Anmeri can Student Lists based in New YorKk.
Factual ly, for instance, they have over 12 mllion
names of children ranging in age from2 to 13 years
representing PK through 8th grade. AlIl names are
sel ectabl e by age, birth date and heads of
househol ds, and approximately 25 mllion age birth
t hrough 17 conpiled from numerous direct response
sources sel ectable by age, birth date, head of
househol d, i ncome and geography.

Well, | doubt that nost of the people in
t hose categories or their parents really had a
chance to exercise nmuch in the way of notice and
choi ce.
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A third area of | think concern which now
-- finally the good thing about the workshop -- is
it is being described as a very routine process and
it has been for years, but that is not known to
consuners, is the idea of enhancing your database,
which really nmeans by virtue of being a custoner of
a bank or of an Internet provider or whatever,
because you're a custoner, then they go to outside
sources of data and fatten their file on you
saying, This is what kind of car you drive, this is
what ki nd of home you own, this is your estimated
i ncome, do you have children

And | think that there is again no notice,
awar eness or education to consuners about what's
happeni ng and certainly no rights for individuals
to do anything about it; and |I think that is a very
significant privacy issue because if you join a
conpany, you know they're going to have information
on you as a custoner, but when they nerge
information, they're basically creating a whole new
file that you don't know about.

I think also the whole issue of public
records, | think that in public records, it's a
difficult issue. As a FO A advocate, | think there
shoul d be public access to public records, but when

For The Record, |Inc.

Wal dorf, Maryl and
(301) 870-8025



© 00 N o 0o b~ wWw N P

N NN N NN R R R R R R R R R R
oo b~ W N PP O © 00 N OO o0 M WwN B+ O

185
it's personal data, | think we should apply the
pur pose test that we find in Fair Information
Practices and that if it's a driving record, it can
be accessed for driving purposes.

Well, if it's a voter record, and in answer
to one of the earlier questions, Are there
restrictions on public records, half the states
have | aws that say you cannot use voting records
and the other half don't, but | think the idea is
that if it will interfere with people's right to
vote, if they're concerned that their information
will be used for commercial purposes, that's the
pur pose of the privacy |aw there.

I think we have to apply that kind of
pur pose test where people can get access to a
voter's list if they're doing a canpaign. How do
we do that? | think one way to do it is that |
t hink we should have to certify to the record
hol der that you're using it for this purpose and
t hen have a notice sent to the data subject so they
know t hat someone has accessed their record.

That can be done either by postcard or
el ectronically to reduce cost, but |I think that's
the direction we need to go to handl e the public
records issue.
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My final point is that | think there's a
| ot of inmportant players mssing at this workshop
starting with Acxi om which has records on over a
hundred m I 1lion Anmericans, sonmething |ike 120
mllion Americans pulled fromall sorts of sources.
| comend you to two articles in the Washi ngton
Post that dealt with Acxiom over the |ast couple
years.

| think a ot of hard work goes into
putting a workshop together like this all the way
up and down the Comm ssion, and | think it's a
di sservice to the Conm ssion and the Anmerican
public if a major player |ike Acxi om and ot her
pl ayers like that don't participate to shed I|ight
on what they do.

Thank you.

MS. RICH: Qur next panelist is Rick Lane.
He's the director of E-Commerce and I nternet
Technol ogy for the U.S. Chanmber of Comrerce, where
he's responsi ble for coordinating the devel opnent
and i npl ementation of the Chanber's E-commerce and
technol ogy, legislative, and policy initiatives.

M. Lane has served in | eadership positions
on a variety of federal, state and | ocal
comm ssi ons and conm ttees, including the
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Mont gomery County Cabl e and Communi cati ons Advi sory

Commi ttee.
Ri ck?
MR. LANE: Thank you very nmuch. | just

have a qui ck question. How many people in the
audi ence have started a small business, have
started their own business?

That's what this is all about. That's what
we're tal king about in the free flow of information
and being able to have entrepreneurialismin this
country.

| started nmy own business called Cyber
Sports. We spent a lot of noney in devel opnment of
a product, and basically what the product was was a
dat abase that coll ege and university sports
programs could use to help track the coll ege
recruits that they were recruiting through the
recruiting process.

In the old days they had paper files, and
t hey had probl ens conplying with NCAA requirenents,
but how did | get that product to market? It was
easy for the nost part to devel op the product, but
how did we target our audience? Qur audience was
col | ege coaches.

VWhat we did was, first, we |ooked and
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t hought, Well, we can call every college and
uni versity sports programin the country. | think
t here are about 5,000 colleges. W were four
people. We couldn't afford to do that.

So what we did was we found a |ist that was
al ready avail able, that had information on all the
coll ege coaches in every sport across the country.
It made our life easier. Then we got additional
information from ot her sources that put on top of
It the coaches wi n-loss records.

So we saw those coaches that were | osing
woul d be a better potential market for our product
than those that were w nning because the ones who
were wi nning figured, Hey, we already understand
this gane.

And then on top of that, we took the
i nformati on of size of school because what we found
was the smaller the school, the nore kids that they
had to recruit because they didn't have nane
recognition.

| have a nephew who is six-three, 215, the
fastest kid on the team He's not hard to find.
He's going to be recruited by M chigan and Ghio
State and ot her schools are going to find him and
probably offer hima scholarship, but what about
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the kids who are in the smaller towns and how do we
get information about thenf

Here's the next part of the process, which
is people send informati on on coll ege kids
t hroughout the country into these coaches’
dat abases which they search on grade point
aver ages, height, weight, positions and they fill
t hem

Now, what we're talking about is, Is that a
bad thing? |Is offering kids schol arshi ps a bad
endeavor? We have information, these college
coaches, on thousands of kids based on public
i nformation through newspaper articles and so on
and so forth.

Yet they are using it to offer Kkids
schol arshi ps, and those of us who enjoy March
Madness think, well, maybe it's not a bad idea at
all, but what we found is the academ c side of the
colleges liked it because we were tracking grades
and other information for the kids that were being
sent in, but then other departnents who were
of feri ng schol arshi ps began using our software to
of fer kids schol arships for nusic and academ c
schol arshi ps and drama and so on and so forth.

So the information flowis critical. W
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| ooked at it in Acxiom yes, big macro, |arge
conpany, inportant to | ook at, but there are also a
| ot of smaller, targeted uses of information
dat abase and flow that is beneficial to the
foundation of this econony and how we operate.

So from our standpoint, we | ook at this
i ssue froma small business perspective. Let's
give small businesses the opportunity to grow and
survive and to create conpetition in the markets
unlike in the EU, and let's not arbitrarily just
cut that information flow off.

Thank you.

MS. RICH: Geg MIler is Interim Chief
Privacy O ficer and Vice President of Corporate
Devel opnent for MEeEconony, an Internet privacy
infrastructure venture. Before joining that
conpany, M. MIller was Medicol ogi c Netscape's
chief Internet strategist of governnmental affairs
and a director of strategic marketing for Netscape.

M. MIller has worked on issues involving
technical Internet infrastructure, online marketing
strategy, including personalization and data
war ehousi ng, and Internet security and privacy
policy issues.

G eg?
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MR. MLLER: Thank you, and | want to thank
the Comm ssion for inviting me to participate this
af t ernoon.

Actually a little bit beyond Meconony, |
have the privilege of being a venture capitalist,
not to be confused with capitalist, so Meconony is
one of ny portfolio conpanies.

But in the process of doing that, |
facilitate the devel opnent of energing security and
privacy conpanies in the digital econony and advi se
up-starts on issues of consuner privacy and
information security, and two very different, yet
per haps paradoxically conpl enentary sectors of
digital entertainnment and U. S. health care.

|'ve been asked here today to participate
with ny esteenmed col | eagues on an expl oratory
di scussion on the effects to business and consuners
of the nerger and exchange of consuner information
and digital economny.

And of potential applicability to this
di scussion, | spent the |ast six nmonths working
with a client start-up to engineer an inflow
medi ati on and user registration systemthat was
desi gned specifically to address required
consorting of offline and online consumner
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information for nmultiple sources in order to create
t he best possi bl e user experience and online
digital entertainnment while sinultaneously
respecting the privacy of those subscri bers.

OQur solution, which we dubbed JON for
"just opt-in," addressed nmany of the issues raised
by this workshop, so the net of my work there, as
it may contribute to today's discourse, can
probably be summed up as follows: Over tinme the
convergence, Consortium and brokering of personally
identifiable information, or PIl, we believe wl]l
requi re a bal ancing test between the needs of
busi ness and the needs of consumers, nothing too
prof ound there.

And | can see the broken smles of the
| awyers anmong us. | call it YABT, "yet another
bal ancing test,"” and thankfully for all of us I'm
going to avoid going down that particular rat hole
of jurisprudence.

But anyway, what we |earned |ast year in
this online nusic start-up was that consumers m ght
not worry about privacy per se as nuch as they
worry about surprises and uninvited interruptions,
and apparently Seth Goddin this week concurs at
| east in part with that finding in the current
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i ssue of Red Herring Magazi ne.

So | submt that consuners sinply want to
be I eft alone and are not interested in being
interrupted, unless they' ve agreed to such as part
of the deal for receiving the information, product
or service that they're seeking.

| also submt that the majority of
busi nesses are not interested in snooping but
sinmply selling nore products and services. For
busi ness success in the digital econony neans
gathering information to inprove the custoner
experience and rel ationship.

Conpi ling information on consuners from
what ever source is legally avail able should be
i ntended to i nprove the custoner experience and
not hi ng nore, and this nmay nmean not only sharing
and consorting of PIl, but synthesis of data into
honmogeni zed dat abases.

This can raise potential concerns. The
ease with which PIl can be extrapolated is
i nproving -- it's proving really possible to be a
very powerful thing and perhaps to one's detrinment.

Wtness Wb M D.'s nove | ast week or the
week before to rescind their contractual
obligations to provide certain data to Quintiles,
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one of their supply chain trading partners, due to
the technical wherewithal to ascertain an identity
with only a date of birth and a postal code.

| submt there are denonstrative benefits
to PIl conpilation and the downside in terns of
consuners' |ack of confidence in business to do the
right thing or unwillingness to participate |I think
can be addressed through what we call perm ssion
based approaches to the data gathering use. O
course, consunmers should be aware of the possible
m suse of PIl but also understand the cost benefit.

So through that work we also cane to the
concl usion that unless and until the incentives of
busi ness and consuners are matched in a manner that
encourages and aut horizes the conpilation and usage
of PIl, something we're studying right now at
MEconony, this so-called digital econony we think
may stall.

For the consunmer the concern should
probably run to security nore than privacy as the
real threat may lie in identity theft.
Unfortunately we weren't able to find a | ot of
enpirical evidence |ast year on the use or m suse
of PII.

| think the digital econony is still fairly
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nascent, but | think prospectively industry should
focus on the now well settled principles of notice,
choi ce and access, and as they're equally inportant
in the conmpilation of PIl, we think the consuner
shoul d be notified of information gathering
practices and policies whenever they're used in any
service, online or not, and where appropriate or
practical given the choice to participate in
advance of such gat heri ng.

We think the conpiled PIl by business
shoul d be accessible to the consumer's review, too,
and we think applying these three principles with
equal force and meani ngful standards for each
enpowers the consuner to take an active role in
protecting their own identity and its uses.

So as we grapple with the conpl ex issues of
the underlying and I think nost val uable commodity
of a digital econony, PII, | believe that notice,
choi ce and access can serve as safeguards for over-
reaching data collection, and | think that that
woul d be the basis for ny contributions today, if
any, that are hopefully useful.

Thank you.

MS. RICH: Thanks. Lastly Brian Tretick is
a principal with Ernst & Young, who works in the
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area of global privacy assurance and advi sory
services. He serves clients in the online
financial services, retail and software industries
focusing on the technol ogi cal, organizational,
regul atory and third-party relationship aspects of
data privacy.

He al so works in the firm s global privacy
practice where he hel ps to provide various
consol i dated services, technical, advisory, and
|l egal, to Ernst & Young's global clients. Brian?

MR. TRETICK: Thank you, Jessica. Prior to
this panel, you heard from marketers, and |
represent here the assurance industry.

| want to talk a little bit about what
conpani es are doing, especially conpanies that hold
on to marketing information, hold on to information
about their custoners, nmerge third-party
information with that to get to know their
customers better and perhaps then provide an avenue
for other parties, their merchant partners,
busi ness partners, to reach the conpany's custoners
with those third-party messages.

First off, I would like to talk a little
bit about the organizational issues, nanely, the
appoi nt nent of privacy officials, and these aren't
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the privacy officials, the celebrity CPOs that were
appoi nted over the | ast year, year and a half.

These are people with a | ot |ess glanor.
They have assurance, audit and conpliance
responsibilities, so what we're doing, we're seeing
a push, an evolution of privacy and privacy
responsibilities out of the PR, the business
devel opnent type environnents and down into the
busi ness.

We're seeing an energence of the roles and
responsibilities, the policies and procedures out
of marketing groups for marketing data, although
they need to keep executing those policies and
procedures. There's soneone with authority and
accountability in conpanies who is nuch nore,
pardon the expression, hunorless about the use of
i nformati on because they' re nuch nore regi nented
and disciplined in their backgrounds.

So we're seeing those again
accountabilities and authorities extendi ng outside
of the marketing arrangenent, marketing groups, and
i nto business devel opnent, into other conpliance
and auditing functions.

We're seeing the extension of security and
controls, again not just on Wb sites. All this
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data is back in enterprise systens and increasing
techni cal, procedural controls in these situations,
and al so assurances where managenent needs to
establish confidence anong thensel ves that their
t echnol ogy groups, that their business devel opnent
groups, custonmer service groups, marketing groups,
sort of fulfillment groups, are all neeting these
policies and procedures, these internal policies
and procedures.

So they're seeking assurance internally and
externally on these practices. They're providing
training and awareness for their enployees and
third-party vendors on their policies, on their
detailed practices, dos and don'ts, what they
shoul d and shoul d not do regarding the use of
coll ected data.

And they're also reregulating their
dealings with third parties, with people who they
receive information fromand people who they
provide information to, vetting them selecting
t hem carefully and doi ng due diligence and
i ncludi ng specific terns of use in contracts with
third parties and also then various verification
and nonitoring.

The final point here is that these
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conpani es are working again internally or with
third parties to establish assurances that their
controls are in place to prevent bad things from
happeni ng, to di scourage bad things from happeni ng,
and to put controls in place to encourage the right
t hings, the appropriate business practices to
happen.

Thank you.

MS. RICH: Thanks to everybody for your
prepared statenents.

We thought it would be useful next to open
up the panel for a discussion of some of the issues
you touched on in your opening statenments. Sone of
you have identified ways in which consuners and
busi nesses benefit fromthe nmerger and exchange of
data, for exanple, better targeting of ads, |ower
costs, better customer service, |owering end
barriers for start-up, other exanples.

| think it would be useful if the panelists
expanded on some of these points and had a chance
to coment on others' points that were made in this
area, and also if anybody has data to support or
even contradict the points they're making, if you
could mention it now, | think it would nmake for a
better discussion if there was any data and
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everyone could hear about it.

| guess Jason is putting his tent up, so he
would like to start it off.

DR. CATLETT: Thanks very nuch. Let ne
tal k about dynami c pricing a little. There's very
little data on this because conpanies don't put out
press rel eases saying," W are able to gouge our
customers to the extent of $6 mlIlion."

However, | would point you to an article in
Har vard Busi ness Review | ast nmonth that says that
an unnanmed consuner el ectronics store was able to
differentiate between price sensitive consuners and
price insensitive consuners who were in a hurry and
to charge the nore hurried custoners a 20 percent
prem um over the nore diligent shopper, so that's
the only enpirical data point that | have about
dynam c pricing, an area that's shrouded in
secrecy.

What coul d we possibly do about dynam c
pricing? Well, there's a diversity of opinion
about whether this is a good thing. The airline
i ndustry does differential pricing, not based on
personal information, but whether, for exanple, you
want to be home with your wife and children on
Sat urday ni ght.
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A benefit to rationing that, and | think
there's a diversity of opinion on whether dynam c
pricing is a good thing.

What privacy protections are necessary in
that environnent? | believe the appropriate one
here is that adopted in the EU s data directive
whi ch gives the data subject not only the right to
see the base data on which the decisions are made,
but also to have an aut omated deci si on- maki ng
process explained to himor her.

So that, for exanple, if an E-commerce
merchant is charging Fred $2 | ess for a paperback
book than it is charging nme, then | can, in
principle, ask to have that decision-making process
explained to me, and then the nerchant can say,
"Well, it's because of your past behavior in this
area," and then at |least | have sone understandi ng
on which to base ny future behavior.

MS. RICH: |Is that Rick down there?

MR. LANE: Yes. Just a couple points. On
the dynam c pricing issue, obviously that just puts
up red flags for us in ternms of you re dictating
how busi nesses are going to charge particul ar
customers for particular itens. Does it nean
dynam c pricing includes presenting certain
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custonmers with coupons that provide a 10 percent
di scount over maybe ny nei ghbor who doesn't get
t hat and based on ny buying habits, and so that is
obvi ously of concern.

Al so market forces, if what happened at
Amazon.comis accurate and all this brew- ha-ha
erupted, obviously there is concern in the
mar ket pl ace that reacted very quickly and swiftly
t hat consunmers weren't ready for that or did not
appreciate that, and it stops, so there are market
forces already out there.

Al so the direct marketing that Jason put
forth in his discussion about the increase in
direct marketing over the course of time, well,
yes, obviously there's been nore mailings done.
There are nore people in the country.

So, of course, you're going to have nore
mai lings. There's nore businesses. There's nore
smal | busi nesses, and we've had a dynam c growth
over the past couple years. |It's called econonc
growth. | thought it was a good thing.

So, yes, you're going to have nore direct
mar keti ng out there, but the fact is you' re getting
|l ess mail that's not of interest to you, and that's
a critical point, and that's what this is al
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about .

DR. CATLETT: Could |I respond to that
qui ckly? There are several factors at work, the
i ncrease in population, the increase in the price
of paper and the price of postage, which Jerry |
guess constantly is working on, all work to cause
the total nunber of solicitations to vary for a
nunber of different areas.

But | think if you learn DM Math 101, you
will find that nore information neans nore total
solicitations, nore accepted solicitations, but
al so nore unwanted solicitations.

And on the issue of dynam c pricing, |
didn't seek to say that the Federal Trade
Comm ssi on should stop dynam c pricing or stop a
conpany from offering a coupon to a subset of its
custoners based on the Claritas Prismrating or
what ever criterion.

| sinply think that fromthe point of view
of privacy and fair information practices, the
consumer should have the right to see the
information that that decision is being based on.
The information may be incorrect, and they may be
m ssing out on sonething that they m ght otherw se
be entitled to, and the decision-nmaking process
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shoul d be transparent.

If there is a trust gap, and | agree with
Comm ssi oner Swindl e and the nmany ot her speakers
who have said that there is a trust gap here, the
way to close that gap surely is greater
transparency, to give the consuner the right to see
what's going on and the right to delete it if they
don't want it.

MS. RICH: Evan, you've been waiting
patiently, calmy.

MR. HENDRI CKS: And unenotionally too.

MR. RICH: Unenotionally, yes.

MR. HENDRI CKS: Well, let's talk about
smal | business. |If you ook -- | commend everyone
to the latest study from Forrester. Jason cited
one earlier in our Privacy Tines. [It's out on the
table. We report on the |atest Forrester which
| ooks at wireless, how privacy is not only integral
to wireless, but privacy is integral -- it's the
core business issue, and that it has to be dealt
with top to bottom or businesses will suffer.

And Forrester staff are not consuner
advocates or political. They're just worried about
their clients' bottomline, and I think it's a very
i nportant anal ysi s.
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Let's tal k about small business. | nean,
so nuch of being in business depends on your
judgment as a businessman and what is your business
nodel , and so sonetines you need information to
make your business go, and sonetines you can
configure your business so you don't need to rely
on peopl e's personal data.

| started ny small business in January
1981, and |I had $3 in nmy pocket, and |I've not
borrowed money, and I'mstill in small business
and -- is the business you described still going?

MR. LANE: It's the nunmber 1 recruiting
software in the country.

MR. HENDRI CKS: Excellent, excellent. So
we |ike that, but | think the other thing that
happened to be in the 1980s is when the federal
agencies were making a | ot of clains about conputer
mat chi ng and that conputer matching -- when |
wanted to match databases from di fferent agencies
to fight fraud, they would make these projections
about how bad fraud was anmong federal agenci es.

And | was part of studies that actually
drilled down and | ooked at the numbers, and we
found that the costs and the fraud projections were
conpl etely specious. There was no basis in fact to
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them and that they were just pulling nunmbers out
of the air.

So | look in today's Wall Street Journal,
and | see that the cost of the 90 | argest financi al
institutions will be $17 billion for sonme sort of
restrictions on sharing or selling custoner
information, and Fred is quoted as saying that the
costs run into the trillions, so | look forward to
| ooki ng at those nunbers too.

" m very skeptical that these will hold up
to objective analysis and that the one thing when
you hear about Gramm Leach Bliley, notices will be
goi ng to custonmers by banks of information
practices and privacy policy.

But Gramm Leach Bliley, the provisions in
there were -- that's what the banking | obby wanted.
They got what they wanted in this bill, and the
ot her proposal s advocated by the consunmer advocacy
community were rejected.

So this is a case where maybe they didn't
think out | ong enough what really were the best
privacy standards and the npbst cost efficient ones.

MS. RICH: Fred?

MR. CATE: Thank you very nuch. | think
one of the points Evan nakes, he raises one, and

For The Record, |Inc.

Wal dorf, Maryl and
(301) 870-8025



© 00 N o 0o b~ wWw N P

N NN N NN R R R R R R R R R R
oo b~ W N PP O © 00 N OO o0 M WwN B+ O

207
frankly this goes to sonmething Jason said which
m ght be worth followi ng up on, several people have
menti oned, and Evan just did then, the question of
how many people don't engage in an activity because
of privacy fears and trying to put nunbers, and
Forrester certainly tried to do that.

| think there's some reason to be a little
skeptical of that, and | think Europe is the reason
for that. FEurope offers the nopst restrictive set
of privacy |aws we have on the books.

The polling data on reasons for staying
offline is just as high as in the US., so in the
presence of very high | egal protection, you have a
very high anxiety rate.

Mor eover, sonething el se we seemto know is
that there's a certain disconnect here between what
you want to be worried about and what you are
worried about, that what we m ght perceive because
we don't know, because we don't understand, and
that this is also reflected frankly in a | ot of
these -- a lot of these nunbers.

And if you read the whole survey you see
what they were really tal ki ng about was sonet hi ng
different. They were tal king about security or
t hey were tal king about sone specific issue, not
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t he question of, Is this information going to be
shar ed.

They' re worried about, Is the information
even going to get to the end point, but this
remnds me -- this is ny segue alert. This rem nds
me of Jason's point, which | think actually is
excellent, dynamc pricing is an issue. |If it's a
problem it's a problemthat should be | ooked at as
a phenonenon itself.

And if Conmm ssioner Swi ndle can get ne a
cheaper fare hone because |I'm not going to be

subject to the sort of pricing that the airlines

use, | think that would be terrific.
Unfortunately, | guess jurisdiction doesn't extend
t here.

But it highlights the sort of need to focus
on what is the use of the information that causes
the problem in other words, not what's the specter
of uncertainty. What's the way in which you can
sort of | ook across sort of all possible uses of
i nformation.

But if in fact there is a use of
information, for exanple, we have all sorts of |aws
in this country prohibiting discrimnation, that
you woul d use information to discrimnate in. W
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don't have nearly as many laws restricting the flow
of that information. We have laws restricting the
use of that information.

You cannot use it to discrimnate in
certain ways, housing, public accommpdations and so
forth, and so | think really both of these points
hi ghl i ght the inportance of focusing on
denonstrated behavi or and real harns as opposed to
sort of speculation and system w de regul ati on of
i nformation fl ows.

MS. RICH:  Mary?

MS. CULNAN: This is another segue alert,
but | think for the business people in the
audi ence, | nean, one way to think about privacy,
it's not really privacy, it's really disclosure.
You want consuners to be confortable disclosing
information and allowing it to be used for
mar ket i ng.

And there have been a couple of good Harris
surveys that have | ooked at people's willingness to
di scl ose. There was one done in 1997 so these were
nostly conmputer geeks in the sanple because at that
time everybody wasn't on AOL |ike they are now.

But they asked sonme questions about, Have
you ever either lied or not disclosed information
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to a Web site when they asked for it, and everybody
knows the nunbers. A huge nunber of people say,
Yes, at some point | did do this.

So then they asked, Well, what if the Wb
site told you, gave you notice and choice, and a
huge -- about half the people who did not disclose
before or lied say, "Yeah, |I'll disclose ny
information then," or if you already had a previous
relationship with a firm then a | ot of people
woul d di scl ose.

I think what it says is you' ve got to get
at least notice and choice into the equation, and
it does make people nore confortable.

Now, the other interesting side to this is
there is still a clunp of people that under any
ci rcunstances are still not confortable disclosing,
and the issue is, What is it that would nmake these
peopl e disclose or, in fact, is this just how
mar keti ng works, and there's a segnent of people
that don't want to do business online.

MS. RICH: Jason?

DR. CATLETT: Let me go fromthose
habi tual, non responders, who conprise
approximately half of the United States, back to
t he dynami c pricing issue.
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Rick said that market forces have corrected
that, and in the case of Amazon, | would feel a | ot
nore confortable if Amazon disclosed the fact that
t hey were doing dynamc pricing. This was not the
case. It was discovered by someone who tal ked
about it on an Internet discussion group, and then
It went out to the nedia.

So | think again the problem we have is a
| ack of transparency here. |If we want to
I nvestigate the practice, we have a very difficult
time doing so, if we don't have a right of
consuners to see what information is being held
about them and how it is specifically being used in
their case.

MS. RICH: Since we seemto be noving
partly into what effect this has on consuners, |et
me just go back to a point nade earlier, which is
if there are cost efficiencies and | ower costs
generally frombeing able to share data, are any of
t hese cost efficiencies passed on to consuners?

Has anyone neasured that or thought about that?
No.

Anot her point | just wanted to go back to
before we nove into effects on consunmers conpletely
is | heard different statenments bei ng nade about
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whet her the nunber of solicitations is really
reduced when you can share data and target nore
efficiently with sonme people saying that, Yes,
people will get fewer solicitations and others
saying, Well, they'll be targeted nore.

Does anyone have any data on that or any
information that would be useful in talking about
that issue?

Evan?

MR. HENDRI CKS: Well, in the credit cards,
we do have data out, just in the |ast few nonths,
show ng that the response rate for pre approved
credit card is plumeting, and | think that deals
-- | mean, here's a situation where they're able to
use credit bureau data, highly targeted, and it's
just a question of the market is so saturated, and
there's not nuch differentiation anynore anong the
credit card offers.

So | can't remenber, sonmeone told ne it was
.4 percent or sonething was the response rate, so
t he custoner acquisition is going nuch higher, and
that's many factors.

DR. CATLETT: They key point there is the
number of credit card solicitations is going up.

MS. RICH  Jerry?
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MR. CERASALE: The basic -- this isn't
preci se data, but the basic use of mai
solicitation tends to be standard mmil, although
there are solicitations that go out first class,
and standard mail growth is growing faster than the
rest of the mail volune is grow ng, but
significantly bel ow what woul d be expected in
the -- what was expected in the growi ng econony.

The Postal Service is comng in and asking
for new rates and so forth based on new mar ket
forces, so that the amobunt of total volunme of
standard mail is not grow ng, what would be
expected in the econony.

One of the things you can see has changed
over tinme, however, is what used to be known as
resi dent or occupant mail, that in standard nai
t he non resident, non occupant mail percentage of
standard mail is grow ng, neaning that the
targeting has increased. |It's not just the
saturation shock on hitting every house everywhere,
even though those have the | owest postage rates
of fered by the Postal Service.

So that type of data we have seen as well
and the solicitations also tend to follow a pattern
of the econony, that if the economy turns down, you
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tend to get a significant increase in standard mai
solicitations to try to drumup the business that's
being | ost, and that lags the drop in the econony
about six nonths to nine nonths before that
pl ummets down as it follows the econony.

So that's what's happening. You have an
increase in targeted pieces, |ess saturation pieces
goi ng through the mail, but they are grow ng | ess
rapidly than they have historically based upon
what's happening in the econony.

DR. CATLETT: Jerry, could you just clarify
that standard mail is what used to be called third
class mail ?

MR. CERASALE: Yes, that's what the Postal
Service used to call third class mail. They now
changed it to standard.

MS. RICH: Before we get too deep into
consuners, | realize | left out the piece of -- we
tal ked about the benefits for businesses of these
practices.

Does Greg or Brian or anyone el se want to
tal k about some of the downsides or the risks for
busi nesses of these practices?

MR. MLLER: W both probably have
interesting remarks to make about this, and just
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per haps as a segue fromthe business side over to
t he consuner side, | want to speak to you a nonent
about infrastructure cost on the business side and
then how that transitions over to consuners.

And | have two quick case points for you
t hat would be great for you to comment on too, and
I will start with health care, which is where |
spent a lot of time in the nedical records space,
and what we were trying to do at Medical ogi c was
give to the consuner for the first time in history
a secure, authorized access to their authentic
medi cal history.

Well, it turns out that for nost of us, our
medi cal history is conprised of several records,
our primary care physician and at |east a couple of
specialists, and so what we were trying to do was
give a view port to that conprehensive medical
hi story, and that required literally the opt-in of
several physicians and the proactive relationship
bui l ding that went on with the patient to encourage
themto allow that.

That required a lot of infrastructure cost
for us in the consorting and honogeni zi ng of that
data and creating the necessary safeguards to even
create Chinese walls, if you will, between the
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der mat ol ogi st and the OB-GYN and the prinmary care
physi ci an, so there was a view port chall enge
t here.

In the entertai nnent space, the nobst recent
case, we had a very chall enging one with -- another
one of our panelists, Ted Wham and | worked
together on a project in the nusic space, and the
probl em we had there was when you go buy nusic, you
don't say to yourself, 1've got to go get ne one of
t hose Sony records. You say, | want to go buy a
Dave Matthews al bum

You, the consuner, purchase by artist, but
the nmusic industry, by which I nean the five record
| abel s that control 90 percent of the nusic that's
di stri buted worl dw de, have their view of the world
on you.

So we literally had to engi neer what we
call ed a data escrow service to ensure that privacy
policies across five labels actually reconcil ed
with one another and then the JON, the just opt-in
program was the neans by which we encouraged the
consunmer to get the experience that we're really
| ooking for which was a unified | ocker service
which allowed themto conpile all rnusic they' ve
ever purchased across any | abel fromany retailer
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in history into one honogeni zed dat abase.

This really presented a | ot of problens
because all the | abels junmped up i nmedi ately and
said, Not on ny watch are you going to be m xing ny
data with the data of Universal w thout ny custoner
explicit opting in says BMG, so we literally had to
create this nmenbrane.

This produced sone substantial costs, and |
dare say it may have been the straw that broke the
canel 's back because unfortunately that conpany is
now i n receivership. They spent tons of noney on
I nfrastructure to build the data escrow service
that would ensure the privacy policies of five
| abel s were maintained and protected and then still
get the subscriber, the consuner, opting in to
partici pate.

And | think that put a |lot of pressure on
them from the standpoi nt of ensuring privacy as
well as building infrastructure that would support
and then shield themfroma certain anount of
liability which I think segues over to you.

MR. HENDRI CKS: Also, Geg, wouldn't an FTC
standard, a uniform standard sol ve that problem
across those five Web sites?

MR. MLLER | think to a certain extent
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that's possible, yeah, but it's interesting the
chal |l enge of being a |lawer, working with | awers
and their view of each of their privacy policies.

MR. TRETICK: | think there are always sone
risks in the exchange of any val uable asset, both
upstream and downstream from a marketi ng data
provider to a marketing data consumer conpany.

The providers are |ooking to nake sure that
the information that they provide is going to
reput abl e and responsi ble parties and going to be
used in reputable and responsi bl e manners, that
children's information that is being offered up
about all these school kids and college kids isn't
goi ng out to market them drugs, liquor, cigarettes
to athletes, things |like that upstream

Downstreamis the same thing. W want to
make sure that when we receive information it's
com ng from sources that got this data under again
a reputabl e and responsi ble reginme and that we can
reach out and touch these custonmers and nake sure
then that they're not annoyed by our nessage, that
t he frequency of being able to be touched is
reasonabl e, that the method of touching these
custonmers i s reasonabl e and responsi bl e and
appropriate for that.
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So these are the risks that are faced both
upstream and downstream

MR. CERASALE: | think we're switching to
sonme risk to businesses. | think the first risk a
busi ness has is they prom se nore than they can
deliver, so that you have to nmake sure that you
prom se to do certain things and that you can and
will be able to do it.

The risk -- the real risk you have, a
busi ness has in sharing information is to becone
conpl acent and sl oppy. |If you don't treat the
information that's given to you as part of a trust
rel ati onshi p, ensure that you have safeguards to
keep the data secure, you want to nake sure -- as
you just said, you want to nmake sure to whom data
i's being shared, what type of procedures, what type
of marketing piece is going out.

If you' re just sharing data from one
mar keter to another, you want to see what the
mar keting piece is. You want to nake sure if
you're -- for a one time use that the list is
seeded so you can see, to make sure the person you
dealt with actually does, in fact, live up to his,
her, its agreenment they had with you.

So that those -- and you have to train your
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enpl oyees as they work with -- we've seen that way
back with -- an exanple that was publicly stated
here with Metro Mail where on the 13th phone call,
an untrai ned person gave information out. You have
to make sure that you work that way because you can
qui ckly | ose consuner trust.

A 60 M nutes program sonething |ike that,
can destroy your business, so | think that that's a
bi g downsi de for businesses.

The upside is that you can try and grow and
expand and give people who don't have as many
choi ces nore choices and so forth, but you can, if
you are reckless, totally destroy your business
with some m st akes.

MS. RICH: 1'll take Jason, and we'll nove
on.

DR. CATLETT: Thanks. Building on Jerry's
point there, it's not any danger to the individual
conpany. It's a danger to the collective trust by
consunmers of conpani es and the technol ogi es.

| would refer you to another Harvard
Busi ness Review article by Susan Fornia called
"Preventing the Premature Death of Rel ationship
Mar keting" in which she tells -- gives an exanple
of a supermarket with a loyalty card that would
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send out personalized letters saying, You haven't
bought X lately, why don't you cone in and buy sone
nor e.

And of course, inevitably sone woman becane
pregnant, and the conpany -- the supernmarket sent
out a solicitation saying, Why don't you cone in
and buy sone nore tanpons.

There are a nunmber of simlar horror
stories. We heard the m scarriage exanple this
norni ng. We've heard the prison inmte sending the
personal letter to Beverly Dennis.

It's very difficult to quantify the degree
to which the average consuner is aware of these
horror stories, but I think that the Anmerican
public is largely aware that they have very few
rights in these cases. The conpany takes a PR hit.
They change supplier, but what about the individual
whose data was used inappropriately?

And | submt that the American consuner,
under current law in the U S., has inadequate
recour se.

MS. RICH: Well, in addition to these
i ssues Jason has just raised about how consuners
are affected, | think the main concern for
consunmers that | heard identified in the opening
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statements was whet her the practices are
transparent to consuners.

Mary, you're nodding. Wuld you like to
expand on the points you raised earlier in the
panel ?

MS. CULNAN: | just don't think people know
what's -- the average consuner knows what's going
on, and then the problemis, and it exacerbates the
trust gap, that people are surprised. Then they
become unhappy.

And it's when -- wasn't what they were
expecting, wasn't the bargain that they bought
into, and so then they wite to their nmenbers in
Congress or they do whatever, there end up being
stories in the newspaper, et cetera, and it causes
a lot of problenms for the collective business
communi ty.

One of the things | forgot to mention
before too, the people who were sort of the | east
trusting and the nore concerned about privacy and
the least willing to disclose were also the ones
who were nost likely to favor legislation, so |
think there's a take-away there.

| think the industry can do a lot to help
educat e people as they've done in other areas,
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online privacy, kids privacy. There were sone
terrific presentations at today's sessions. Wy
not put them up on the Web? Wy not try to get
people to go there?

| think the DMA can play a big role in
terms of trying to push your nenbers along to do
better disclosures by putting -- changing the nodel
di scl osures in the conpliance manuals to be nore
forthcom ng about what is really happening to your
i nformation when it's shared or when you provide
it. 1 think -- go ahead.

MS. RICH: Before we talk about this issue,
coul d sonebody, Jerry, Brian, sonebody describe
what kind of notice is being provided regarding
t hese practices?

MR. CERASALE: | can start this at |east.
Noti ce has been provided by catal ogers, for
exanmpl e, for an awful long time, and the notices
generally -- | have a box of catalogs |I was going
to give Martha, | forgot to do it, I'lIl do it later
now, that show on the order fornms, basically is
where they are, mailing, preference service
information, so forth on how to, and they state
basically that information is shared with third
parties to send you -- to market to you offers that

For The Record, |Inc.

Wal dorf, Maryl and
(301) 870-8025



© 00 N o 0o b~ wWw N P

N NN N NN R R R R R R R R R R
oo b~ W N PP O © 00 N OO o0 M WwN B+ O

224
you mi ght be interested in, and if you don't want
that, either call this nunber or wite to us here.

MS. RICH: Does that enconpass --

MR. CERASALE: That's the notice that
generally conmes in the off -- | would say in the
of fline world.

Online is a little different in the sense
that there's nore space. The real estate is fairly
I nexpensive, and sone privacy policies are very
| engt hy, as sonme people have heard when they went
to testify up on the Hll, alittle bit too |ong,
so they can -- sonme of themare a little bit nore
detailed in the offline world.

Plus if you have a network advertiser on
there, you have to add -- there's a whol e slough of
nore notices that are required.

MS. RICH: When you say the notice says we
share with third-party, does that include sharing
with conpilers?

MR. CERASALE: Yes, that's the way it is
today, sharing with third parties for marketing
pur poses to send you offers, and it does say for
mar ket i ng purposes, and that's where DVA requires
it be for marketing purposes as well, but that
woul d include that at this point, yes.
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MS. RICH: Do the notices tal k about
bringing in data fromthird-party sources and to
provi de overl ays or other enhancenents?

MR. CERASALE: Generally the exanples |
have with catal ogers, they do not.

MS. CULNAN: | would say, first of all,

t hi nk agai n saying you share for marketing

pur poses, nost consunmers understand that if you buy
X, you get Y where Y is the sane industry as X, but
they don't understand conpilers.

Second thing -- and now |'ve forgotten what
| was going to say.

MS. RICH: W' Il come back to you

MS. CULNAN: Onh, oh, oh. The enhancenent
thing, | have seen -- there was one excellent
financial services notice about enhancenent that
basically said, W do profiling, we do data m ning,
we acquire third-party data, non credit report
data, to understand how you use our card and we use
this to serve you better, and they had an opt-out
formright with the notice, and you could nmail that
back or call the 800 nunber.

Unfortunately, with the Granm Leach Blil ey
requi rement, that doesn't cause conpanies to have
to specify how they're going to use information,
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just what they collect and who they disclose it to.
That very nice statenent di sappeared fromthe G amm
Leach Bliley notice that this conpany has sent out,
which is now their de facto privacy notice.

So | think that's an issue that's probably
not going to get Congress to act on it, but again
nore disclosure | think makes people nore
conf ortabl e.

M5. RICH: Fred, were you going to address
this point?

MR. CATE: Yes, and | have to say | am
genui nely confused, and that is we talk a | ot about
transparency and that we all want transparency and
we want nore transparency, we want nore disclosure.

On the other hand, we know as a statistical
matter people don't read these, and therefore we're
saying we're going to make ourselves feel better
about privacy because we're going to mail a | ot
nore notices to people so they can throw those
away, but we can then say we've net disclosure
obl i gati ons.

And what | wonder is if there isn't a
better way, in other words, if there isn't a way to
make -- to go back to that point.

| mean, two things that have been said.
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One is people don't want to be bothered, period. |
think you could just stop there. |t doesn't need
to be qualified. They don't want to be bothered
with privacy notices any nore than they want to be
bot hered with anyt hing el se.

And if you want enpirical evidence of that,
just go home and set your own browser so it asks
you every tine you get a cookie and see how | ong
you |ive under that system

You just don't want to be bothered. |

mean, it's that sinple. You will set the default
to accept all cookies or you will stop browsing on
the Internet. I"monly describing 97 percent of
the population. | know there are three of you out

there who will be different.

So is there a better way to provide to get
rid of the surprises, if you will, yet recogni zing
people really don't want to be sort of educated
generally about this? | nmean, as a professional
educator, | know how hard it is to hold the
attention of anybody at any tinme, but the idea of
providing sort of a |lesson on privacy at point of
sale, it's alittle easier maybe on the Internet.

But it also comes back to that problem of
t hi nki ng specifically about when are we talking in
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a transaction and what is the inmpact on the
consumer dependi ng upon when that is?

At time of collection it's probably much
easier, Why am | asking you for this information,
here's why |'m asking, but that requires of course
that we're only tal king soneone who is dealing
directly with the consuner. W' re not talking
about any third-party activity there, and we're
tal ki ng about they're going to anticipate al
possi bl e uses at that nonent.

And of course renenber that notice, if it's
conplete, will be criticized as being overly
detailed, and if it is inconplete will be
criticized as form ng a contract that doesn't
include all of its correct terns.

But what | worry about is the |ater use.
Back to the AOL exanple, AOL decides it wants to
start mailing disks to people's houses. It didn't
have any dealings with any of those people. It had
no chance to tal k about consent with any of them
It can't mail them notices for consent because to
do that, it would have to use the very information
we want themto get consent before they use.

What are they to do, buy ads educating
people, I'"'ma start-up business. You have $3 in
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your pocket but you can buy an ad in the New York
Ti mes saying, |let nme educate you about sonething we
know the public is not interested in generally
bei ng educat ed about ?

| think it's a real conundrum that frankly
none of us, and |I'mcertainly including ne, have
done a very good job getting at.

MS. RICH: Evan?

MR. HENDRI CKS: That's why | brought up
earlier, | think it has to be case by case. |
think we have to be practical here because nobody |
know in the privacy advocacy community wants to see
bad things done in the name of privacy.

That's why | brought up with the magazi ne
publ i shers, How about putting a box at the bottom
of the card? |It's not going to cost you anything.
A lot of people -- and it's opt-out, which is the
altar that many people here are praying at, and
still there was no willingness to commt to
anything like that, and I think that evidence is a
certain |level of bad faith, to be frank.

| think the one -- the other thing | fear
is like the two real harms to privacy, the nost
extreme harns are identity theft which is supposed
to be the fastest growing crinme in the U S., and
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i nformation brokers, the guys that get your
i nformation.

And for many years the credit reporting
agenci es have been the easiest target for those
people, and | think because of litigation under the
Fair Credit Reporting Act and busi ness cases and
settlenments and | osses, the credit reporting
agencies, you're going to see themtightening and
tightening and tightening the procedures and
protections agai nst those two threats.

And what you're going to see is the
identity thieves are going to be turning to these
ot her sources of data, and so when the marketing
material says this will only be used for marketing
purposes, | think there's a real warning cloud out
there about these existing threats that you can
antici pate.

And finally, | have to point to the
ToySmart case which the FTCis famliar wth.
mean, here's a conpany that had a privacy policy.
It went bankrupt, and its privacy policy |ost out
to its fiduciary duty to in that case the trustees
and the bankruptcy, that they had to sell their
dat a.

And | think that if a marketing conmpany
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basically says they only want to sell this
information for marketing, but if certain revenue
streanms and opportunities come up which says that,
Well, you can sell nore individual profiles for
di fferent purposes for screening, then that's going
to create the sane quandary because that
corporation will have a fiduciary duty to its
sharehol ders to go after those revenue streans.

M5. RICH: We'll take Greg and then Jason,
and then we'll open it up for questions.

MR. MLLER  Just a quick couple of points.
One, | also was sort of surprised this norning
about the response with regard to the check box on
the bottom of the card.

For some enpirical data fromthe
entertai nment industry fromthe focus groups we've
been working on, we actually got quite a different
result. We discovered that if we engage consuners,
a trust relationship was built.

We started to mnimze the notion of
surprising, and we actually found there was an
updraft or an uptake in people opting in if you
gave them the permi ssion to opt-in.

| think one of the big fears about this,
fromthe marketers is that, Gosh, if we start
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aski ng people for perm ssion, they're going to say
no. That was a suggestion this norning that was
made that, no, people won't fill it out. They'll
actually not opt-in. In fact, we find -- we have
enpirical data that shows they will.

Anot her point we found out is nobody reads
the privacy policies, as Professor Cate observed
correctly, and we once we started describing to
peopl e the notions of data gathering and what can
be done with it, that was really what started
sendi ng people into a tizzy because, let's face it,
peopl e have no idea what an aggregator is.

They don't know the difference between an
aggregator and a marketer. They couldn't recite
that slide up there to make a consci ous deci sion
about whether they should participate or not, and
as you begin to educate them you end up drifting
into this rat hole of technicalities and nuances.

So we had that problem and to speak to M.
Cate's notion of what do we about it, one thing
t hat we have been experinmenting with is the sort of
i nteractive privacy policy, and it was because on
advi ce of | egal counsel, sonmebody started sayi ng,
Guess what, it turns out it's not really a policy,
it runs nore |like an agreenment, like a terms of
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service agreenent. W're going to find that a
privacy policy is in fact a contract, and that sent
up the red fl ag.

And we said, Okay, so we need to reengi neer
the privacy policy and be an interactive docunent,
so what we did with the JON programis that we
asked people to actually read through the policy,
meanwhile in the back while we're consorting their
data and setting up their | ocker, and we asked them
to click off a check box between each major section
in the privacy policy.

And we started conmpiling that data to see
whi ch sections people were reading and what they're
doing with it. It also gave us sone affirmation
that they had at |east seen the privacy policy,
whet her they were going to do anything about it or
not, and we found that that was pretty instructive.

And then finally the last thing was that in
the focus groups that we ran, and they were in New
York and Texas and North Carolina and Seattl e,

Washi ngton, Los Angeles as | recall, it turned out
that the npst comon thing that people reacted to
about what woul d happen with their data was again
bei ng surprised, being bothered, not being left
al one.
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They didn't give perm ssion to get that
pi ece of mail or that announcenment or whatever, and
t he second thing, identity theft. The second nost
popul ar concern turned out to be identity theft,
and this is data, talking to people who are
consuners of nusical and video entertai nnent and
are |l ooking for ways to get that through the
I nt er net.

MS. RICH: Jason?

DR. CATLETT: Thanks. | think the solution
to Fred's conundrum about transparency is to
guar ant ee each individual access to the data about
them |If you think transparency neans putting up a
| ong notice, | think that's very nuch m staken.

Let's take the analogy with the federa
government departnents. | don't read the m ssion
statenment of every federal governnment departnment
t hat m ght have personal data about nme, but | know
that if | think they're doing sonething wong, |
can put in a FO A request, find out the specific
data they have and see if | need to fix sonething
t here.

So | think a simlar principle of
transparency woul d provide a | ot of assurances
about direct marketing conpanies. Unfortunately,
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and ot her trade groups and conpani es have refused
not only to give general access to marketing data,
but al so even at this workshop to show us specific
exanpl es of known i ndividuals who have consented to
it.

I think that's astonishingly arrogant, and
that the FTC should have a forceful response to
open up that transparency to the degree people
want .

MS. RICH: Let me follow up. Jerry, when
you said that the privacy policies, when they in
general talk about sharing with third-parties and
t hat enconpasses sharing with conpilers, is that --
sone of the comments here made ne realize we may
not have -- | didn't understand your response.

Does it actually discuss sharing with
conpil ers?

MR. CERASALE: No, no. It's sharing with
third parties. The view of DVA is that data that
is shared should be subject to a notice and an
opportunity to say no, and that data can be shared
with third-parties for marketing purposes and
conpi |l ers.

And | think Wn tal ked about maki ng sure
the information they received had cone from
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mar ket ers that had gi ven notice and opt-out, so
that's where it's at.

As far as the general common notice, there
iIs no statenent concerning conpilers at this point.

M5. RICH: We'll go to questions, but if
Fred and Evan could -- did you want to say
sonet hi ng?

MR. HENDRI CKS: Go to questions.

MS. RICH: Fred, did you have sonething
very quick to say.

MR. CATE: | just wanted to say, there is
now a data set, which Jason has rem nded nme of, and
that is if we're going to talk about the federal
FO A, there's excellent data under what access
under FO A costs, about the litigation it generates
and about the anmount agencies spend on it.

At sonme point in the [ate 90s the agencies
st opped coll ecting data because the process of
col l ecting that data was high, but certainly for
t he precedi ng 20 years, there's excellent data
whi ch woul d be easily available to the Comm ssion
on what conplying with an access regi me costs.

MS. RICH: | saw some questions in the
audi ence, lots of questions. This gentlenman right
here was hol ding his hand up earlier, right here
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with the gray or the -- | can't see in the |ight.
MR. O HARROW | don't know if this is
going to work. I'Il talk into it.

M5. RICH: Could you say your nane?

MR. O HARROW Robert O Harrow. [|I'ma
reporter at The Washi ngton Post, and | have witten
alittle bit about this over the |l ast couple years.

MS. RICH: | didn't know who he was when |
called on him

MR. O HARROW That's okay, and excuse ne,
and one thing |I thought was very interesting, and
|"ve actually noticed it for several years is the
di scussion oftentinmes found its way back to the
questi on of whether or not the use of data
war ehousi ng, data m ning and so on increases or
reduces the mail that an individual receives at
home.

And then the discussion sort of surrounds
that for quite awhile, and | guess | wanted to sort
of raise a question of whether that's really the
issue. It seens to nme that in sone ways it used to
be the issue, but in many cases it m ght be a
canard that tends to distract us fromthe |arger
i ssue at hand, which | think is profiling.

And so | wanted to sort of raise that as an
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open ended question, of whether or not that's
sonething that's salient at this point.

Secondarily, there was an assertion up
there that people don't want to be educated, and |
think what 1've found in interview ng many, many
peopl e and industry fol ks, academ cs and so on is
that the reality is that people don't want to read
| egalistic privacy policies that are witten to
meet a very |low threshold for privacy disclosure.

| find it very difficult, and |I've read a
| ot of them and some of them|'ve actually
understood. In fact, | would have to say as gently
as possible that I don't think anything could be
further fromthe truth, and that at ny paper, it's
one of the nost wi dely read subjects that we've
written about and that people can't seemto get
enough of true, clear, explanation.

And oftentimes a clear explanation wl
create a great deal of anxiety which, to | oop back
to my original assertion about the direct nmarketing
and the mail and so on, the real issue, is the
question is, Do people want to feel like they're
bei ng watched, and charted wi thout their
perm ssi on?

Just sonme food for thought or if anybody
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wants to address that.

MS. RICH: Evan?

MR. HENDRI CKS: Yes, thank you. | think it
i's because sone of the steadiest pollings by Lou
Harris and through the 1990s was, "Do you feel Iike
you' re losing control of your data,"” and that was
t he issue.

And, of course, the direct marketing
I ndustry is in the business of sending out mail, so
they're going to try to refocus the issue there,
but the truth of the matter is what's driving this
i ssue is people feel they' re | osing control of
their data, and they don't like it, and they woul d
li ke something to be done about it.

MS. RICH: Fred?

MR. CATE: Yes. | think on the education
point, of course it's exceptionally well taken. |If
you wite it in |anguage that people don't
understand, they're less likely to perceive it.

I think, however, the issue goes nuch
farther than that, and | think probably everyone in
the roomwould know it, and if you want to try a
test, have The Washi ngton Post when people call to
subscribe or to buy classified ads read the first,
say, page of their privacy policy on the phone to
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t hem people aren't overly interested.

They really didn't want to go on. They
want the service. They couldn't care less. Let's
nove ahead. It mght be different if you were
going to a doctor or sonething, very contextual.

| understand that, but | think the problem
is, is when we tal k about transparency, whether we
mean notices or that you tell everything you do or
you make it possible for themto find it, that
there really is a reality that people are not that
interested in that they |love great stories. They
| ove human interest stories and all of that.

But to describe the data processing
operation of a corporation, to have anyone do it,
the best marketer in the world, I just don't think
it can be done.

MR. O HARROW If | could add one follow up
t hought, which I think is interesting. One of the
things that's interesting here is without a doubt
that wi thout a doubt, people |Iove the services,
even if they don't know how it's done.

There's no question, people are loving the
personal i zed services. They're clinmbing on to the
stuff like crazy, and it's definitely the future of
busi ness in our tinme.
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Yet, when they find out how that service is
provi ded, and not just necessarily in a human
interest story, but let's say an anal ytical story,
they find -- we find that oftentines they get
freaked out, and they're not so sure they like the
service under the terns that they' ve taken it.

MS. CULNAN: Jessica, can | add just one
quick point? | think we don't really know a | ot
about sort of the consunmer process of |earning
about this and what really works. W haven't done
a lot of research, and | think it's an area where
now t hat we've noved past sort of the, yes,
everyone i s concerned about privacy kind of surveys
that are comng in, is to really do sone academ c
research.

What are the trade-offs people nake? What

ki nd of notices make sense? | think the idea that,
well, notices are too hard to understand so let's
not have any notice at all is a bad idea, just ny

personal preference.
There's also a | ot of research that's
| ooked at justice, fairness, because this is what
this is really about, treating people fairly, and a
| ot of times people may not want to read the policy
or they may not want to exercise their rights under
For The Record, Inc.

Wal dorf, Maryl and
(301) 870-8025



© 00 N o 0o b~ wWw N P

N NN N NN R R R R R R R R R R
oo b~ W N PP O © 00 N OO o0 M WwN B+ O

242
sone kind of a justice system but they want to
know t hat they have the rights, and that then makes
t hem nore confortable in participating, and it
makes them think things are fair.

So even if they don't click on the privacy
policy, they may want to see that I|ink.

DR. CATLETT: Just to comment on Robert's
observation that people |ike the product but when
they found out howit's nmade, they're not so sure,
it rem nds ne of Prince Von Bismark's remark that
the | ess peopl e know about what goes into making
| aws and sausages, the better they' |l sleep at
ni ght .

| think that the food analogy is a useful
one here. Congress passed the Pure Food Act in
1904. It didn't actually say you couldn't put
cocaine into the Coca-Cola. They said you just
have to | abel the fact that you're putting it in.

And | think that transparency in terns of
actually showi ng us the data about you and what
goes into making it is part of enabling consuners
to have a real choice about whether they want to
buy or participate in that product.

MS. RICH: Let's take the next or a few
nore questi ons.
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MR. LE MAITRE: |I'msorry, | was going to
respond on the point, Am1| |osing control of ny
data. Wy nane is Marc Le Maitre. | work at

Next el .

I noved to the U S. about four years ago,
and | started fromground zero literally. Nobody
had anything on me, including the credit reporting
or anything, and the first pieces of mail and the
first unsolicited phone calls were actually quite
wel come. MWy wife engaged the gentleman on the
phone for an hour and a half. She didn't buy
anyt hing but was delighted to receive the phone
cal |l .

It actually taught me a | ot about the
community that I nmoved into, so | actually wel coned
it, but it's now got to the point now where | can't
sit down in the evenings to dinner with my children
wi t hout getting an unsolicited phone call.

And | think it's got to the point now where
| -- at first |I knew exactly who it was who was
abusing it. The first conpany | gave ny
information to was nmy bank. | will not say which
bank, unless you ask me afterwards, but it's now
got to the point where | bought a DVD player two
weeks ago, and | was getting unsolicited requests
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to join clubs to buy DVDs.

And so sone of it is good. M question is:
Where is it going to end? | don't have a great
deal in the way of health information in this
country yet, so | still don't know whether that's
bei ng abused.

Financial information I'mfairly confident
I's being used without ny know edge, but working in
the wireless industry, things |ike |ocation
services, where will it end? At which point do
say, This data is sacrosanct, you cannot have
access to it, or will | have the opportunity, or
will it just be taken for granted that this is just
anot her piece of information that can be used to
mar ket to nme?

MS. RICH: Does anyone want to respond?

DR. CATLETT: Your video rental records
are sacrosanct according to Congress.

MR. LE MAITRE: But not DVDs.

DR. CATLETT: | know the fact that you
bought a DVD is not sacrosanct.

MR. HENDRI CKS: Okay. | think that to
answer your question in the short run, no, you wl
not have that right. | don't there's any realistic
chance in the next six months to nine nonths that
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significant | egal protections for privacy and
i ndi vidual's personal information will be passed.

| don't think the current power nachine and
the adm nistration in the Republican | eadership is
interested, and so | think this is nore of a |long
term struggl e.

MS. RICH: The gentleman on the |left there?

MR. BEHRENS: If this is working, |'m Ed
Behrens with the Progress and Freedom Foundati on.

| wanted to follow up briefly on M.
MIller's comments on providing notice, choice, et
cetera, in the interest of serving consuners, but |
think there's two dinensions to the question.

One is: Should they be provided? The
second is: Should they be mandated? And | think
that's a separate question

And | would like to draw out the panel on
the practical ram fications of mandated principles
versus not, both beneficial and adverse.

Thank you.

MS. RICH: Who would |like to respond?

MR. CERASALE: Sure, what the hell? | like
to use an exanple of a business nodel that would
not be all owed by the DMA gui delines and decide
whet her or not we want to outlaw that business
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nodel .

You go to nmy Web site, Jerry Cerasal e.com
and the first thing you see, notice, and | sel
radios, so it's a commodity. | try and sell you,
provi de you these radios at the | owest price
possi ble. | hold down costs as nuch as possible.
In that light | share and rent your information to
ot hers and provide the savings on to you.

| do not provide you the opportunity to not
participate in this sharing. | do not provide
access opportunity to you because both of those
things will increase nmy costs and therefore
i ncrease the cost of my goods to you. |If you don't

li ke this, please, please shop el sewhere.

Is that business nodel illegal? And that's
what nost -- a | ot of people discussing would make
that an illegal business nodel. | don't think

that's where we shoul d be.

MS. RICH: If people are willing to go a
little bit into the break, we could take sone nore
questions, and it | ooks |ike everyone wants to ask
questi ons.

MR. HENDRI CKS: And, Jessica, just quickly,
t he OECD gui delines were adopted in 1980 and
endorsed by the United States governnent and al
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West ern, European and Japan and Canadi an.

Yes, | would say we want to see those
gui delines incorporated into | aw across the board,
yes.

MS. LEG EREM (Phonetic) M nane is Ann
Legieremwi th a banking agency, and ny question's
really with as far as I'ma consuner, this norning
there were statenents made that best practices
woul d have it that marketing associ ati ons discl ose
that you're going to share the information or
what ever .

And | was wondering if there's any kind of
figures that you collect that you really have an
I dea of how many do really make disclosures to
their consuners.

And then as a consuner, a nother and all, |
saw an article on the CNN Web site recently, about
two weeks ago, about how schools had -- the kids
were surfing the Internet |I think as part of their
cl assroom studi es, and there was a marketing
conpany who had software on the conputers.

They were following the click streans.
Well, the parents didn't know about it, but then
that, like the dynam c pricing, somebody tripped
over it, found out about it, caused an uproar, it
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was pul | ed.

So | guess what |I'm saying is this norning
representati ons were nade about -- representations
wer e made about, Well, our best practices are that
we di sclose to consuners but |I'm wondering in
reality how many really do.

MS. RICH: Wbuld anyone like to respond?
Jerry's on the hot seat.

MR. CERASALE: DMA has a privacy prom se
that requires disclosure. W have an FTC letter
exenmpting us fromantitrust problens as |ong as we
can kick people out. There are 3,000 marketers,
3,500 marketers that have signed it.

| would say that 80 percent of the mail you
receive is probably from menbers of the Direct
Mar keti ng Associ ation, and so we have -- so those
are the nunbers we've got. We have our own nai
preference service, tel ephone preference service to
pul | people off of |ists.

There are well over 3 mlIlion names on each
of them They're free to consunmers to get on, and
so those are the nunbers that we have, so the ngjor
mar keters who are nmenbers of ours do direct
mar keti ng, which are sone of the | argest marketers
in the country, do provide notice and an
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opportunity to say no.

They in a sense would not follow that
busi ness nodel | just nentioned.

MR. LANE: Can | just nmake a comment
getting back to M. Behrens' comments about
federally mandated | aws?

I think what this panel has shown, for the
nost part because it was supposed to be enpirical
evi dence about the effects of mergers and
acqui sitions or nergers and exchange on consuner
busi nesses, and there are reports that are
begi nning to conme out to highlight what sonme of the
costs are.

But | think what we have found is we don't
have a |l ot of information, that we are just | ooking
at the inpact that information sharing has on the
overall economy. Who is in Mary's first survey on
Web sites and who has privacy policies and who
doesn't and what inpact that has on consuners.

We have the Forrester research that says $2
billion lost on Internet sales. Are they real?
VWhat ot her information do we have?

So from our point of view, what our biggest
concern to get to federally nmandated | egislation is
t hat we don't have enough information on what harns
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are we trying to address specifically and how t hose
harms -- and the cost benefit ratio of those harns
and where really are the American people.

We know the Anerican people are concerned
about privacy. W all know that. That's why this
roomis filled. Yet we don't have the details of
what are those concerns, the next five |ayers bel ow
that, and | think before we nove forward in any
federal legislation, we need -- or state
| egislation -- we need to get a little nore
dynam cs and not the rhetoric that we constantly
hear across the board on both sides, but sone real,
factual data of what are we tal king about.

And | don't think we're there yet, and this
panel is a perfect exanple. W don't have a | ot of
facts. We're all saying the sane rhetoric that
we' ve been saying for five years now. Yet nothing
has i nproved, but we're beginning slowmy to get
information, and that's critical.

MS. RICH: The gentl eman back here?

MR. MEI SINER: Thank you, Madam Chair
Speaki ng of facts, ny nanme is Paul Meisiner from
Amazon.com | have to do this stand up routine
NOW.

Maybe it's the lack of oxygen in this room
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but | understand it was alleged that we engaged in
dynami c pricing last fall. In fact, there was
apparently sone | ong description of how this
so-called dynam c pricing was di scovered.

But let nme assure you that policy nmaking is
difficult enough based on facts, but when it's
based on fiction, it cannot go right. W did not
engage in dynamc pricing. W never have, and we
actually have prom sed never to do it, even though
it would be perfectly legal for us to do so.

Let nme repeat, back last fall we engaged in
sonme random price tests where we woul d serve up
different prices to consuners based on when they
came on. |If you were the same person sitting at
the same termnal, sanme browser, you hit our site
several tinmes, you're going to get a different
price for the sane item

The whole idea was to figure out where to
price the item Well, random again based not on
denographic information. |t was not a privacy
i ssue, full stop.

Well, we got a |lot of flack for it and
rightfully so. 1t confused our consunmers, our
custonmers, and we regretted doing it.

As a result what we did is we prom sed
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never to engage in dynam c pricing ever again,
sonet hing that would be perfectly legal for us to
do, and then we went and refunded all of our
custoners, even the ones who had paid willingly 12
bucks for a CD.

We went and refunded themthe difference to
the very |l owest price, and we said, If we ever in
the future ever do this random price testing again,
we'll do the sane thing so that everyone wl|
al ways pay the | owest price.

Frankly we're being held to a much higher
standard than ot her businesses are being held to,
but | think frankly it really pains us all when we
have to sit through one of these neetings and find
out that what has been discussed here is factually
I naccur at e.

DR. CATLETT: Paul , | don't think
m srepresented that Amazon did the random pricing.
| think | said that it was accused of -- we'll have
it in the record.

MS. RICH: Ted Wham has a quick comrent,
and then we'll take one nore question, and | think
everyone wants to splash water on their face, it's
so hot in here.

MR. WHAM Ted Wham wi t h Dat abase Marketing
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for the Internet. | had one quick statistic I
wanted to share. | previously worked at
Exci te@one, and when | was there, | was the Chief

Privacy O ficer anong several hats that | wore at a
rapi dly growi ng conpany.

There was a segnent on 60 M nutes regarding
I nternet privacy. |t was approxinmately two years
ago, two and a half years ago. Jason Catlett
actually was one of the speakers on that session
just describing -- so you hold it closer, it works
-- describing the risks to the consuner on the
I nt ernet basis.

We were asked by 60 M nutes to participate
as one of the conpanies being interviewed, and we
originally said yes, and then we went, Oh, God, we
don't want to do this, and we said no.

And because we additionally owned a
third-party ad serving firm MatchLogic, we were
concerned that we were going to be targeted within
t he segnment and wanted to be very prepared, so we
went full out and made certain everything was
aboveboard, and we went through the privacy policy
i nks, privacy policy on absolutely every page of
the site, where they remain | believe to this day,
and really tried to make certain that we were
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ready.

The day immediately follow ng the airing of
one of the top five nost watched tel evision shows
in the United States where portions of our site
were shown and the risks to consuners of privacy,
Excite@one, as it does every day for the past year
or so forth, received over 20 mllion unique users
visiting the site that day. |If ny recollection is
correct fewer than 100 of them accessed our privacy
policy |inks.

The notion that consuners want to take --
now, you can argue whether the privacy policy that
| wote was easily readable and conprehensi bl e and
so forth, but only a hundred people got there to
find out.

The notion that the consuner is interested
in learning about this and spending the investnment
| think is mstaken. | think the coments that
Fred brought up, Fred Cate brought up that nost
consunmers want to have, quote, privacy, don't
bother me with the details, is nuch, much nore
accur at e.

MS. RICH: One nore quick question, and the
gent |l eman over here.

MR. SMTH: Yes, Richard Snmith, The Privacy
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Foundation. One thing we're hearing a |ot about,
how profiling and gathering of consumer information
benefits busi nesses.

|'ve heard very little about cost, other
than two very interesting nunbers. One person said
acqui sition costs today for E-comerce sites was
$2,000 a custoner, which is probably on the high
side, but I don't know of really any business,
ot her than maybe the yacht business, that could
afford that.

And then also the issue of the credit card
of fers, that the nunber that are going out is going
up dramatically in the last two or three years. At
the same time the response rate inversely
proportional is going down at the sane rate.

So |' m wondering here in business how nmuch
feedback in the process is really going on. Wre
t hese online and data gathering things cost

effective really or is it just we're on a sled here

and we're heading in this direction and we'll go
on?

Thanks.

MR. LANE: | think a |lot of businesses, and

if you |l ook at the downturn in ad revenue on the
Web sites, as we all know, they're hurting, in the
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newspaper industry where San Jose Merc is |aying
of f hundreds of people because ad revenue is
dr oppi ng, and conpanies are beginning to
reevaluate, Is it worth spending $2 mllion
advertising on the Super Bow .

I think there's a whol esal e | ooking at what
is the best way to reach out to your custoners, and
that is the whole goal, but what | think is great
t hough, having said that, there hasn't been a | ot
of facts in terns of pure data and research from
this panel.

What | think has been very inportant, and
one of the reasons why | was one who supported the
FTC putting this workshop together, was we do have
an education process to consuners of how
information is used in the econony.

And | think the other previous panels were
better at doing that than maybe this one, but I
t hink once you have a better understanding, | think
there will be less fear, and the trust deficit wll
be reduced once there is again an educated
consuner.

And so | appreciate and I wanted to thank
the FTC for putting this forth to begin our efforts
at having the business community focus our efforts
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on educating consuners on | think these critical
i ssues because they are all about how our econony
is going to grow and work in the future.

M5. RICH: Thank you. Finally we're at our
break. |If you could keep it at a short break since
we did get into the break, maybe five m nutes, and
t hen conme back, nmaybe we can try to open the
Wi ndow.

(A brief recess was taken.)
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SESSI ON 5: EMERG NG TECHNOLOGI ES AND | NDUSTRY
I NI TI ATI VES: WHAT DOES THE FUTURE HOLD?
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PANELI STS:

JOHN KAMP, Counsel, CPExchange

LAVWRENCE PONEMON, Foundi ng Board Menber,
Personal i zati on Consortium

BECKY RI CHARDS, Director of Conpliance and Policy,
TRUSTe

ARl SCHWARTZ, Senior Policy Analyst, Center for
Denocracy and Technol ogy
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SESSI ON FI VE
EMERGI NG TECHNOLOGI ES AND | NDUSTRY | NI TI ATI VES:
VWHAT DOES THE FUTURE HOLD?

MS. ROSENFELD: Okay. Everybody, we're
getting ready to start our |ast panel of the day.

Pl ease take your seats. Please take your seats.
Thank you.

Wel come, everyone, to our |ast panel of the
day. |'m Dana Rosenfeld. |'m an Assi stant
Director in the Ofice of the Director and the
Bureau of Consumer Protection.

Qur final panel is entitled energing
technol ogi es and industry initiatives, what does
the future hold, which I think will be a very
I nteresting panel.

We are going to discuss whet her new
technol ogi es are energing that will increase the
sharing of detailed consuner data, and also we w il
focus on what self-regulatatory initiatives are
underway to address the privacy of consuner data in
t he nerger and exchange process.

Qur first presenter today is John Kanp.
John is an attorney with Wley, Rein & Fielding in
town and serves as counsel for CPExchange. He has
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ext ensive experience in privacy and ot her
regul atory issues through his work of over nore
than ten years as senior vice president with the
American Associ ation of Advertising Agencies, the
four As, and fromhis ten years at the FCC before
t hat .

CPExchange Network is a vol unteer
Consortium of over 90 business organizations. |It's
dedi cated to devel oping a vendor-neutral open
standard to facilitate the exchange of privacy-
enabl ed custoner information across enterprise
appl i cations.

CPExchange facilitates the nanagenent and
pronoti on of custonmer relationships by businesses
across industry sectors.

Speci al data el enments of the CPExchange
specification support the devel opnment of privacy
policies by conpanies consistent with Fair
I nformation Practices.

And with that, I will turn the podium over
to John.

MR. KAMP: Thank you, Dana. As |I'm
bringing this up, | nmust rem nd sone of you, nmany
of you know that I'ma former college professor,
and as such, we fornmer college professors know that
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there is only one class in the day that's worse
t han teaching an eight o'clock in the norning
class, and that's a four o'clock class.

So we're going to make this quick. W're
going to keep it lively and go forward fromthere,
and we al so, as professors, know that we |earn nore
fromour students, and thank you to the FTC for
organi zing this today because |I know that we al
have | earned a | ot.

The CPExchange is about consuners
generally, and one of the things | think as we've
l'i stened today through the norning, we heard people
tal ki ng about it, was businesses who were doi ng
nost of this, but they were doing it in order to
reach consuners.

And | ooking at our sort of then and now
kind of yin and yang here, this is about |ong-term
customer-focused rel ati onshi ps, about new busi ness
processes, but it's nostly about high consuner
know edge, nmass custom zation, multiple channels,
proactive, integrated and highly responsive to
consuner preferences.

We want to know who are our custoners, what
are their wants and needs, what are the econom c
val ue of those needs, and how do we apply that
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know edge and how do we focus on those consuners.

So the successful enterprise interacts with
consuners through many channels such as -- and has
many opportunities to understand those consuners.

The inperatives in all of this, this
custoner driven, are protection of privacy, the
sensing and responding to consuners' needs,
sati sfying those needs, reducing those costs to
consuners and increasing the sharehol ders' equity
of the conpany.

Looking at this, the CPExchange was really
designed to facilitate an enterprise's ability to
share consunmer information internally in |arge
conpanies. O course it's gone forward. [It's no
| onger just used, designed for consuners.

If you |l ook at this nodel here, the
schematic here, the CPExchange core, the group got
together to |look at the preferences, business
obj ects, whatever, also added the functionality of
t he Web, nost inportantly through Dan Jaye, al so
soneone who is very famliar in these quarters, at
Engage Technol ogi es, was part of the FTC Advi sory
Committee on Access and Security, worked very hard
to devel op the CPExchange privacy principles, which
are P3P conpatible, and all this is an XM
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schemat a.

Looki ng at just the privacy declaration
conponent in the P3P conpatible, you see in that,
you see very specific data elenments for purpose,
retention and access, and |ooking just at one of
t hose, the retention conponent, you can see that
there are many data el enents that make it possible
for this system this protocol to ensure that there
Is a face with the consuner.

Now, renmenber, CPExchange is not a data
aggregator or a business that's in the business of
aggregating these data. It essentially is the
devel opnent of a protocol that people can use, may
use. It's wholly voluntary, can be used by
conpani es for the purposes they w sh.

But because in this -- in these |ate data
sensitive tinmes, privacy tinmes, it was created
during the period that the FTC was | ooking at these
privacy principles and custoners were nmaking their
preferences so apparent to conpani es, these privacy
el ements were contained in it.

So qui ckly our summary slide, CPExchange
facilitates that custoner awareness and focus,
enabl es corporate privacy policy inplenmentation and
addresses the privacy preferences of the consuner.
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It's platform vendor and application
i ndependent, provides a conprehensive view of the
customer and the way that customer interacts with
the many facets of the enterprise, provides
granul ar privacy and an authorization nodel and is
designed to pronote optinmal query and reporting
systens.

We suggest that you, as you look at this,
remenber that it's neutral, and it's open, and you
al so can find nmore information about it by going to
the Web site CPExchange. org.

Thank you.

MS. ROSENFELD: Thank you, John. That was
very succi nct.

Qur next presenter is Ari Schwartz. Ari is
a policy analyst at the Center for Denobcracy and
Technol ogy, CDT. His work focuses on protecting
and building privacy protections in the digital age
by advocating for increased individual control over
personal information and expanded access to
governnment information via the Internet.

Ari al so serves on the advisory commttee
of the Worl dwi de Web Consortiumand is a nonthly
col umi st for Federal Conputer Wek Magazi ne.

Ari?
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MR. SCHWARTZ: Thank you. This is the
first time |I've ever seen the wi ndows opened up in
this room and |I kind of like it actually.

I'"mgoing to tal k about how technol ogy has
both -- kind of the positive ways that these new
technol ogi es can be used to protect privacy. The
story with nost of these new technol ogies is al ways
bad news for privacy and good news for privacy.

In this case the bad news is you | ook at
XML technol ogi es, technol ogies that allow conpanies
to tag information and exchange it nore clearly and
nore openly means that there's greater sharing and
that there's going to be greater profiling.

Richard Smith will go into this in alittle
bit nore detail, but the good news is that these
same technol ogi es open the door for new types of
privacy enhancing technol ogi es.

|"mjust going to give you two exanpl es of
this to kind of kick things off. At CDT we don't
build technol ogies, and that's for other people to
conme up with those kind of -- these kind of
applications, but just to give sone ideas of what
peopl e have been tal king about and what they've
been t hi nki ng about.

The first one is the idea of tagging data
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collections with a current privacy policy using the
P3P vocabul ary. John talked about this a little
bit, but 1"'mgoing to try to explain a little bit
nmore what P3P is and how ot her technol ogi es can use
this.

P3P was really designed originally to do
busi ness to-consuner transactions, to get at the
question that we heard on the | ast panel asked
maybe seven or eight tinmes, about how consuners are
havi ng troubl e reading privacy policies, that
they're seven pages long, that they don't go there.

Ted Wham brought up the point that people
aren't going to a page. Well, having read many,
many, many privacy policies over the past six
years, | can tell you that I find themdifficult to
read, and therefore I know how consuners nust feel
that you go to one, you don't really feel the need
to go to the next one if you' re not going to be
able to understand it.

The idea of P3P was to allow a consuner to
put in their preferences, their expectations of
what they want to see out of a site and have the
site put in what their privacy policy is. \Wen the
browser gets to that site, they match up, and at
t hat point the consuner has nore control, and they
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can deci de whether to block that site. They can
deci de whether to provide information. They can be
pronpt ed.

Really that's up to the browser
manuf acturer right now, and we're going to be
seei ng sone of these applications in the next few
nmont hs, but in order to do this, we had to create a
vocabul ary because we went around | ooking for
vocabul aries for privacy that went in to the real
details about retention, as John showed us.

And no vocabul aries existed that really
gave kind of multiple choice answers in the way
that a Web site would need to be able to describe
it if P3P were going to work.

So we created this vocabulary. Let nme see
if I can get it open now. | lost the mouse. Onh,
here it is. This nouse, okay.

So this is just the basic P3P vocabul ary,
and we canme up with these questions based on the
Fair Information Practices. The eight Fair
I nformation Practices in the OECD gui delines were
the starting point, but we really instead of --
because those are really at a high |level and we had
to go into the detail and answer the nultiple
choi ce questions underneath, we worked with -- this
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is a P3P working group, worked with data
conmm ssioners in the EU and in Canada, privacy
advocat es, conpanies and others, and really built
this kind of -- the kind of questions that would
need to be answered.

But the idea here is that this is -- while
this was -- we originally cane up with this
vocabul ary to be used for business to consuners,
peopl e quickly found out you can use this for
busi ness to business as well, for sharing of
I nformati on.

You can tag this on and use it to help
conpani es audit internally or have third parties
conme in and audit for them to set up software that
controls the use of information so that you can't
send out, put people's Email addresses in the "to"
field when it has -- when individuals sign up to a
policy saying that their Email address would not be
shar ed.

There's a conpany called Privacy Wl
that's building this kind of software right now, so
there's a whol e bunch of uses for this technol ogy
not originally envisioned, but you can use this
vocabul ary to answer that.

Al so, there's the ability of access that
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t hese new technol ogi es provide. W heard a lot in
t he | ast panel again about cost and how cost -- how
this was going to be -- that access was too
expensive for consuners, this was discussed a | ot,
to provide to consuners.

Well, if conpanies can provide the sharing
bet ween conpani es and neke that | ess expensive,
then they can also make it | ess expensive to
provide it to consuners as well, and we shouldn't
be overl ooking the fact that making it cheaper in
one aspect is also making it cheaper in another
aspect.

And then the final point here is the
question of howthis is really going to work and
whet her there will be market incentives for
conpanies to use this vocabulary, to use the new
access features, and that's still really
questi onabl e.

This is obviously all stuff that happens
behind the scenes, and right now responsible
conpani es seemto be taking up these ideas, but
will it be wide spread practice? And the answer to
that is that we still don't know.

MS. ROSENFELD: Thank you. Ari.

Qur next presenter is Richard Smth.

For The Record, Inc.

Wal dorf, Maryl and
(301) 870-8025



© 00 N o 0o b~ wWw N P

N NN N NN R R R R R R R R R R
oo b~ W N PP O © 00 N OO o0 M WwN B+ O

270
Ri chard is the Chief Technol ogy Oficer for The
Privacy Foundation, where he directs The
Foundation's research activities. He also has
primary responsibility for explaining The
Foundation's research findings to the nedia and at
public events like this.

Ri chard?

MR. SMTH: First of all, I want to thank
the FTC for inviting me to speak today, and | was
asked to actually look into the crystal ball here
to see where technology is heading in terns of
sharing nore data, this idea of energing
technol ogi es increasing the sharing, and very
fortuitously yesterday, Steve Ballnmer, the CEO of
M crosoft Corporation, gave a speech for the
Associ ati on of Computing Machinery, that's sort of
i ke the Bar Association for the |awers in the
group here, gave a tal k about XM. which was goi ng
to be nmy topic so | thought that was very good.

And | would like to quote fromthe article
t hat ZDNet wrote which said that XM. as the |ingua
franca of cyberspace would affect -- and it would
effectively clear away |ingering barriers bl ocking
conpani es from exchangi ng i nformation over the
Internet. And then the article goes along to talk
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about the tools that are being devel oped to support
XML and so on.

What | found very interesting was there was
really no discussion of what kind of data is going
to be going back and forth, and pretty obviously
sonme of it is going to be about w dgets, about
cars, packages and whatever, but it also is going
to be personal information, so the answer here,
| ooking into the crystal ball, is clearly yes,
we're going to see nore sharing because tools are
bei ng devel oped to make it easier to do.

There's nothing magi cal about XM.. It's a
particul ar specification of how conpanies agree to
communi cate data from one place to another, just
l'i ke English is a way that humans conmuni cat e.

The nice thing about it, it's very easy to
understand, and it's also human readable, so for
folks like myself who kind of like to | ook at
privacy practices of conpanies, it's actually going
to make it easier to |look into things, but clearly
we're going to see it's -- XML is going to help in
t he sharing of data, but it's also going to help in
sone of these areas |ike P3P and CPExchange,
provi di ng sone privacy controls.

The question is is, WII they be
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i mpl enment ed? Just because they're in a
specification there's still the issue of, WII they
be i npl ement ed.

Now, another issue, if you want to predict
the future, | believe in looking in a crystal ball,
you have to also follow the noney. W first foll ow
t he technol ogy, but then we also follow the noney.

And pretty clearly in the Internet | think
t he nost ardent cheerl eader woul d now say t hat
we' ve had a dot com nel tdown of conpanies literally
wasting billions of dollars on business nodels that
are not goi ng anywhere.

But one thing is very clear is that the
Internet is a very good place to get information on
things. If | wanted to go to the Google Search
Engi ne, | could get information about anyone in
this room probably, except for myself because
have a common nane.

But if you have a not so conmon nanme, it's
a lot easier to find out information, and | think
that really shows a good business nodel here, which
is the idea that people are going to go to the
Internet to make purchase decisions but then go to
the offline world and buy stuff, |ike buy a car.

And so | really see that as sort of the
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noney starting to focus peopl e and busi ness nodel s
in that direction, and what that's going to nean is
t he people that provide the information on the
Internet are going to want a piece of the action
when the sale is made in the offline world.

So | see technologies |ike XM. and
CPExchange bei ng done for that, so let me give you
a quick exanmple here. W've all bought cars, and
it's always an interesting experience. Now that
I"molder, | actually feel fairly confident about
going in the showoom but at a younger age, it was
sort of |ike nme against them and they had the
information, and I think that's going to get nore
i nteresting here.

For exanple, we go to a car Wb site,
research three different nodels of cars that we're
interested in, and the Web site renenbers that
i nformati on.

Well, the fun thing is going to be |
believe in the future is you can walk into the car
deal er. They ask for your driver's license in
order to do a test drive, and the other thing
they're using that for is to go find out what
you' ve been researching on the Web here, for what
kind of cars you're interested in.
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And that gives the sal esman one up on you,
which is he knows the other conpetitive nodels
you're |l ooking at, and he can have conputer
software that recommends how to sell against these
cars. You can also be scored on the likelihood of
buyi ng a particular nodel that you express interest
In and so on.

So | think we're going to see this very
strong econom ¢ push, and | think it's basically
I nevitabl e that when we have one part of the market
whi ch seens to be dollar poor and anot her part of
t he market where the noney is being spent, that the

busi ness nodels are going to have to go that

di recti on.
And we're going to see -- be forced into
nore information sharing. |It's just an inevitable

part of this econom cs, much nore so than we've
seen on the Internet itself.

Thank you very nuch

MS. ROSENFELD: Thank you, Richard.

Qur next panelist is Lawence Ponenon, who
is the president of Guardent, a services and
t echnol ogy conpany enabling security, privacy and
data protection.

Prior to joining Guardent, Larry was the
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founder of the PricewaterhouseCoopers gl obal
privacy practice. Larry is a founding board nenber
of The Personalization Consortium and he will talk
about that organization today.

MR. PONEMON: Thank you. Everyone | ooks
really hot and really tired. 1Is that true or is
that just a perception that | have? | need to
personal i ze on you.

How many people worry about personalization
and privacy? Raise your hand. ©Oh, conme on. |
know it's | ate, everyone. How many people worry
about personalization privacy in the wirel ess Wb?
Let's see if we can get those hands a little bit
hi gher ?

Quite frankly, there is actually a lot to
worry about, in ny opinion, and I know | sound |ike
a heretic as a founding nenmber of the
Personal i zation Consortium | have good news. |'m
going to be fast in ny presentation, and | do not
have Power Point slides so you can actually watch
me.

The bad news is I'mgoing to read to you
our blurb about what the Personalization Consortium
is, and '"'mgoing to tell you where we are and what
we are trying to achieve.
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The Personalization Consortiumis an
i nternational advocacy group fornmed to pronote the
devel opnent and use of responsible one-to-one
mar keti ng technol ogy and practices on the worl dw de
Web.

The Consortium encourages the growth and
success of electronic commerce that delivers the
benefits of personalized electronic marketing while
articulating best practices and technol ogi es that
protect the interest of consumers, and | want to
under score CONSUMETS.

To achieve its goal of expanding the scope
and use of personalization technol ogy that respects
consuner privacy, the Consortium has many
functions, for exanple, to provide a forumfor
i ndustry di scussion and information, sponsor
research, foster standards for technol ogy and best
practices and work towards consumer understandi ng.
And toward this end the Consortium has established
ethical information and privacy managenent
obj ectives that articulate its goal to create a
solid process that enables consunmers to confidently
use personalization technology for their benefit.

Now, the Consortium was established about a
year ago chaired by Don Peppers and a few ot her key
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folks. | was co-oped into joining the Consortium
because of ny very strong and very weird views on
privacy. So like you, | was pretty suspicious.

So | attended ny first board neeting, and
at the first board neeting were about 30 or 40
conmpany representatives, and | saw a sincere
interest to do it right, and | had this kind of
vision in ny m nd.

I f soneone could invent a cigarette that
didn't cause cancer, wasn't habit form ng, maybe it
won't be so bad to snoke, right, and nmaybe that's
where we are in the evolution of personalization.
It's probably a bad anal ogy unfortunately, unless
you're a snoker.

But the idea is that we've grown froma
smal | group of good conpanies to 67 great
conpani es, and there are many, many ot her conpanies
that are taking a wait and see attitude.

Let ne tell you a little bit about sone of
the challenges. First, we set high standards. |If
you read the Personalization Consortium and you go
to our Web site which is www. Personalization.org, |
don't know how to spell personalization, but ny
friend Jason can spell it for you. And | think at
the end of the day though when you go to that Wb
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site, you're going to find that these principles
are about equal, not better than, not worse than,
but about equal to many wonderful statenents about
privacy.

So then you scratch your head and you say,
"What's the difference here." The difference is
we're basically holding our nenmbers to a very high
standard. That is, it's not just good enough to
say you're going to conply with these principles,
but you have to undergo an audit, the A word,
audi t .

And that's pretty scary because if you're a
smal | organi zation or a |arge organi zati on and you
say you're going to be a nenber and suddenly you're
no | onger a nenber, you're basically killed or
ki cked of f the menbership list, it's a signal that
basi cal |y suggests -- not suggests, that tells the
uni verse that the conpany failed to conmply.

Let nme just tell you the courage of
members. The founding nenbers are very courageous
because right now they just generally assune that

they're going to pass this audit, but ny guess is

many will fall by the wayside and that the end
result will be that sone nmenbers will not make the
gr ade.
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Now, let nme just tell you it's not for pure
altruism it's not because we're good guys.

There's a real econom c val ue proposition,
sonething a little bit different than regul ation
and | awsuits, and that is if we do it right,
becom ng a nmenber is going to be a good thing.
It's going to be sonmething that is of great val ue.
It's going to be a way to differentiate your
services and product in this ever evolving

mar ket pl ace.

Now, if that's so, then people will knock
the door down to become a nenber. To becone a
menber will have real substantive neaning, and
that's really what we're trying to achieve through
t he i ndependent verification.

Al so, sonme people are confused, and the
next speaker will tal k about TRUSTe. The next
speaker will also discuss the issue of seals. This
is not just a seal. It's not a new formof a sea
program It is in fact about an independent audit
conducted by a trusted party.

So that's all | want to say about the
Personal i zation Consortium |I'mvery proud to be a
member, even though | was co-oped to becom ng a
member originally. 1It's a great group, and |
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really encourage everyone here, as well as in the
spillover roons, to go to our Wb site and to find
out nore about what we are and what we want to
becone.

Ckay so without further ado, I'Il sit down.
Thanks.

MS. ROSENFELD: Thanks. Thank you, Larry.
OQur next panelist is Becky Richards. Becky is the
Director of Conpliance and Policy for TRUSTe, an
I nternet privacy seal program She oversees al
aspects of enforcenent operations and policy
devel opnents for the TRUSTe program i ncl uding
TRUSTe's conpliance operations and the TRUSTe Watch
Dog Di spute Resol ution Process.

Prior to joining TRUSTe, Becky was an
i nternational trade specialist on the electronic
comrerce task force at the U S. Departnment of
Commerce's International Trade Adm nistration.

Becky? That's a nout hful.

MS. RICHARDS: It is a nouthful. | don't
have a Power Point presentation either, so being
the | ast person to speak on the | ast panel, | hope
we' Il get through this quickly.

" mactually not going to really talk about
seal s today. Most of you probably know what they
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are. Instead, I'mgoing to talk -- we've heard
today a | ot about merging and exchangi ng of
consunmer data and what the benefits are and what
the risks are.

And at TRUSTe, we've been follow ng the
practices of nerging and exchangi ng consuner data
cl osely, but TRUSTe's main focus in the past has
been on the explicit and inexplicit collection of
information from consuners and the sharing of such
I nformati on.

TRUSTe's nonitored the increasing practice
of mergi ng and exchangi ng and has been and wi |
continue to work to ensure that consuners are aware
of these practices.

Mary Cul nan in the previous panel brought
up a very good point. Transparency is very
important. |If we're going to continue to increase
growth via E-comerce, we need to have consuners
trust, and trust cones through transparency and
under st andi ng of what those practices are.

Currently because we've really been | ooking
at how information is collected fromthe consumer
as opposed to the other way around, our |icense
agreenment doesn't -- does not explicitly address
t he di sclosure of merging and exchangi ng of
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i nformation, although dependi ng upon the practices,
it could be required.

As we | ook to the future, we wll
explicitly require conpanies to disclose the
practices of nerging and exchanging information, to
i ncrease the transparency and to increase trust.

Qur current practices are that we ask Wb
sites whether they're conbining information from
third parties by asking in the self-assessnent,” Is
your conpany supplenmenting the information that you
receive directly fromusers with information
received by an offline neans or froma third-party?
If so, explain.”

So if a Web site states that information is
bei ng suppl emented from such sources, this should
be di sclosed in the privacy policy.

TRUSTe has a nodel privacy statenent that
is currently used by a nunber of conpanies as a
privacy resource, and in this nodel privacy
statement, we provide two different exanples of how
a conpany can address the suppl enmentation of
consunmer information fromthird parties.

The first exanple is really nore
appropriate for gathering of financial information,
and so | won't go over that specifically.
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Qur second exanmpl e deals with the combini ng
of marketing information with consuner information.
It states: "In order for this Web site to enhance
its ability to tailor the site to an individual's
preference, we conbine informtion about the
pur chasi ng habits of users with simlar informtion
fromour partners, Conpany Y and Conpany Z, to
create a personalized user profile.” So this is
the discl osure.

Now, for perhaps maybe a nore real world
exanple. | have three exanples. The first one is
one of our |icensees that states explicitly that
t hey do not suppl ement consuner information by
stating that all information excludi ng our user
passwords originates solely fromour primry
client.

Now, in the case of a conpany that does
suppl ement consuner information, one of our
i censees states: "We may research denographics,

i nterests and behavi or of our customers based on
the information provided to us upon registration.”

And finally, a third exanple that gets
| engt hi er; and as we've di scussed, privacy policies
can be rather long: "The conbination of offline
and online information provided by the custoner has
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the ability to enhance the custoner experience and
make custoners' interaction nore neaningful and
rel evant. Conmpany X requires that any consuner
profiling or purchasing behavior captured online
and conbined with offline information be clearly
stated to the consuner at the tinme of the online
data collection. The consunmer will have the
ability to choose not to be part of a subsequent
mar ket i ng canpai gn."

So in this last disclosure, the conpany is
giving the individual the opportunity to opt-out of
bei ng profil ed.

| would like to thank the Comm ssion for
havi ng today's workshop. | think it's been very
informative as to both the benefits and risks
i nvol ved in merging and exchanging information
acr oss busi nesses.

The inmportant part of each of these, in
t hi nki ng about this for both businesses and
consuners, is that the consuner needs to be
i nformed of the practice if we are going to
continue to increase transparency and trust and
continue to see increase in business on the
| nt ernet.

And as | nentioned at the begi nning, TRUSTe
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will be changing our |icense statement to
explicitly address this particular practice in the
future.

Thank you.

MS. ROSENFELD: Thank you, Becky. | have a
few questions, we want to try to stick to the tine
frame here, and then we'll open up the floor to
guestions fromthe audi ence.

John, we know CPExchange is an open and
iIt's a voluntary standard, and | think that neans
that the privacy related features also have to be
voluntarily adopted by the users.

How likely is it that conpanies are going
to deplore the privacy-rel ated features of the
specification in your view?

MR. KAMP: | hope they don't deplore them
It is getting late though.

MS. ROSENFELD: Did | say deplore?

MR. KAMP: Depl oy.

MS. ROSENFELD: |'m sorry, the heat is
getting to everyone here.

MR. KAMP: W don't know. |In fact, we have
reason to believe that they don't deplore them
that they will deploy them but because it's a
voluntary standard, as Jason once described it,
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it's a safety that may or may not be used.

We expect though, because renmenber the
whol e point of all of this day has been busi nesses
are interested in custom zation because consuners
are demanding it.

As consuners demand nore and nore privacy
transparency, the privacy transparency will be used
by the successful conpanies, and they will use that
part of the CPExchange protocol.

MS. ROSENFELD: Is there any effort
underway to devel op a code of best practices for
those users of the specification?

MR. KAMP: We worked first of all to make
sure it was P3P conpati bl e because we believe
that's really very inportant, and we have, just in
the | ast week, sat down again with the P3P peopl e,
CDT, and are exploring alternatives, ways in which
we can continue to ensure that the protocol is as
mul ti functional in this regard as possible and wil
be | ooking at those very kind of things going
f orward.

MS. ROSENFELD: | guess on a related note,
in terns of being nmultifunctional, will the
specification be used to facilitate nerger and
exchange of consuner data across nedia, for
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example, into wirel ess space?

MR. KAMP: Again, it's a neutral protocol.
It was designed for internal data sharing within
conmpani es, and as we went forward, we added the
ot her functionality.

My guess is that all of the things that
w |l be possible and will be used by conpanies are
likely to use this protocol because we think that
it's valuable in that regard, and, yes, it could
very well be used for wireless or whatever other
scary things that m ght happen in privacy going
forward.

But because of the kinds of focus there has
been on privacy by this agency and others going
forward, |I'm convinced that the Anmerican public are
| earni ng what privacy is all about and | earning how
to use, how to make their choices, and that those
ki nds of things will automatically devel op as the
i ndustry devel ops.

The inmportant point here is not that the
functionality will be required, but that it's built
into the systemso that it can be used and the
comm t ment by CPExchange to make sure that the
system does have that functionality.

MS. ROSENFELD: Go ahead, Ari.
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MR. SCHWARTZ: In terns of functionality of
CPExchange and whet her that al one will spur
i ndi vidual -- spur conpanies to use it, | do think
that the regular P3P that | was tal ki ng about
earlier in terms of Web sites, Web browsers goi ng
to Web sites and seei ng whet her they have privacy
policies that match consuners' policy, that has a
-- direct inpact on the consuner.

There's direct feedback that a consuner
will want to see a privacy policy because it wll
show up in their browser. CPExchange doesn't have
that ability to be right in the consuner's face
like that, so there is that m ssing step there.

It really does have to be a responsible
conpany to take that on, and | |look forward to
wor ki ng with the CPExchange people, but we have to
recogni ze that there is that m ssing piece with al
of this behind the scenes type transacti on.

MS. ROSENFELD: Larry, can you just
descri be the kinds of conpanies that are nmenbers of
t he Personalization Consortium and what ki nds of
conpani es you expect will join in the future?

MR. PONEMON: Good question. OF our
members today, we have a conbi nati on of tool
makers, people who are inventing new technol ogi es,
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both in the wired and the wirel ess area, and
they're the | argest chunk of nmenbers.

We al so have vendors, conpanies that are
not actually making the technol ogy but selling that
t echnol ogy or enbeddi ng that technol ogy into other
tools, so for exanple in the CRM universe we see
conpanies fall into that space.

Then we have end users, conpanies that, for
example, like AMR, Anerican Airlines or Charles
Schwab, that are actually the users of this
t echnol ogy.

If you kind of think about the nodel, the
nodel is a little bit weird because it's a
B-to-B-to-C nodel. We're adding now a new el enent,
and so the key is to get to the consuner.

Even if you are in a business node, and you
personally -- as an organi zation you do not have
direct access to personal information, there's
still a chain of trust and responsibility, and
that's really what the audit is attenpting to
prove.

So you can't say," Well, we passed but
guess what, the audit was sinple because we don't
have personal information, we don't collect any
i nformati on because we're a tool maker." You can't
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get away with that.

That's obviously a very slippery slope, but
that's not what the audit is about, so the nenbers
are primarily in those three categories, and we're
really -- to answer your question about what is the
future, if you'll |look at all of the users of
personal information, there's a huge body of end
user organi zations that would love to |l earn nore
and becone a nmenber and to nake sure that they're
using the technology that is ethical and that is
bei ng managed at a high |evel.

Unfortunately to get there, we really have
to have those rigorous standards in place, and it's
ultimately the responsibility of the tool maker to
ensure that the process is a fair one, is a good
one, and so we woul d encourage end users as well as
tool makers and vendors to participate in this
process.

MS. ROSENFELD: Thank you. \What about
enf orcenent with the guidelines?

MR. PONEMON: You had to ask the
enf orcenent question, end of the day, we're al
sweating here. Now |l'mreally sweating.

Basically if you don't conply with this,
and you know ny favorite word, we're going to kil
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our nmenbers. We have a |license. They've agreed
to -- no, we're not going to kill our nmenmbers, but
what we're going to do is you're going to get
ki cked off the nmenbership scroll.

And we're actually in the final stages of
establishing a disclosure standard. While it has
not been defined as yet, the plan is to have a
status report on our Web site to show where nenbers
are in the auditing process, so obviously if you're
not there, if you nysteriously disappear one day,
you could reach your own natural concl usion.

But understand that enforcenent is very,
very inportant for this to work. W thout
enforcenment, it is a wasted effort. It is
virtually a wasted effort, so self regul ati on neans
that the organizations that have beconme nenbers
have to work hard to maintain their nenbership, and
enf orcenent is going to be very costly for sone
organi zations that don't make the grade.

MS. ROSENFELD: Becky, you tal ked about
TRUSTe intending to revise your licensing
agreenments to require disclosures about data nerger
and exchange of information, and I'm wondering if
you have a time table for that.

MS. RICHARDS: We |ast updated ours | think
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i n August, Septenber, and I'mtold that the | egal
fees have to stay |lower so |I'm not supposed to give
it to our lawers for a couple nore nonths, and we
al so want to have a certain |level of stability in
t he program

And we're actually on the sixth version
right now, we'll be going to the seventh, and there
w |l be a nunber of revisions, not just this one
but also to sort of-- what we have done always is
to follow along what the privacy debate is, where
are we going with things and make sure we're a step
ahead.

And so | think that we can anticipate to
see those sonetines in the July/August tine frame
as we nmove forward.

MS. ROSENFELD: | think now I'mgoing to
open up to audience questions. The gentleman back
there, and again please identify yourself and your
or gani zati on.

MR. LE MAITRE: Hi. |I'mMarc Le Maitre. |
work wi th Nextel Conmunications.

Larry, | agree absolutely, entirely with
you that privacy w thout enforcenent doesn't fly.
During the B-to-B world, very few busi nesses woul d
do anything wi thout signing a contract, and |I'm
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aware that P3P is policy based, no need for a
contract in P3P, how do you get from policy based
to contract based so that you've got some basis on
which to place -- to put sonme enforcenent around?

MR. PONEMON: You're asking a very good
guestion, and we've tried to address this over the
course of the |last few years, especially with ny
i nvol vement with the FTC and the Advisory
Comm ttee.

Quite frankly, one of the problens you have
is a policy, doesn't necessarily suggest truth, so
you have a | ot of organizations that are very quick
to post a policy, and P3P by the way is kind of an
of f shoot of that.

P3P is good, but unless you have an ability
to say, Okay, you have this policy, how do we know
you're conplying, it's kind of an interesting
probl em because a | ot of organizations aren't
really evil and they're really not trying to dupe
the consuner. |It's not that at all, but they're
not actually digging deep enough into their own
busi ness nodels or into their own organi zations to
det erm ne where they have vulnerability and risk

And in many cases, in nost cases
unfortunately, the |egacy of being an auditor,
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right, you basically stunmble on sone incredible
probl ens. Bad news doesn't necessarily get up to
the right people. That's the job of an auditor is
to comunicate it ultimtely to the board, and |'ve
been in many board neetings to say to nmjor
conmpani es, " You know what, what you say you do on
privacy, you're just not doing, and it's going to
be very costly to fix it."

So then that's the other issue. What's the
accountability on the other side to actually now
fix the problem now that you have that information

Audits are a good thing though. [If there's
self regulation you m ght be able to nove the bar

MR. LE MAITRE: | think there' s sone
direction on it. The notice and choice aspects of
Fair Information Practices are well understood. M
own feelings are that it my take some sort of
bi ndi ng between notice and choi ce.

This is the notice you gave nme, this is the
choice | gave back to you, and sonme notion that
that fornms a bond, a contract, that has sone | egal
status that we can both rely upon in an audit
si tuation.

MR. PONEMON: Can | just nmake one comment
about that? |If you just look at the current
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i mpl enent ati ons around GLBA, Gramm Leach Blil ey,
we' ve seen a |l ot of organizations having a very
difficult tinme just operationalizing choice. W're
starting to see evidence that conpanies are
failing.

They're getting the reply back, but
conpani es are having a difficult tinme making sure
that it sticks in their |egacy systens, and they're
spending virtually no resources to fix the problem
so | think we're going to have a lot of interesting
I ssues on the horizon in ternms of |awsuits,
organi zational culpability, but that's a problem

And so even if you have a contract, even if
it's a legally binding contract, |I'm not sure
that's going to change behavior in the short term

MS. ROSENFELD: John?

MR. KAMP: | just wanted to nention, and
not in any way to slight the FTC enforcenent
authority or even the authority of auditors, that
per haps the nost inportant thing that will happen
in the marketing space is happening, and that is
privacy is becom ng part of the brand, and as part
of the brand, it's part of that inmage of the
product and the conpany that is part of the
relationship that the custoner has with the brand,
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and either a conpany is going -- going forward, |
think either conpanies are going to respect the
privacy of their consuners and treat them
appropriately or they're not, and that consuners
are going to take it out on them and that the
val ue of the brand and the need to ensure that the
brand stands for sonething in the privacy space as
well as in the basic historical places where it
tal ks about quality, product quality and
consi stency and val ue proposition, that privacy is
going to stand along that, and the Anmerican
consunmers are going to make sure that their privacy
is protected in ways that they consider
appropri ate.

MS. ROSENFELD: You in the back.

MR. KAMNSKI: H . M nanme is Ji mKam nski
from Arent Fox. This is a question for Ms.
Ri chards. | was wondering if you had a sense --
have two questions actually. M first question is:
Do you have a sense of what the industry practice
is for disclosing the conpany's enhancenent
practices, and also when that new standard is in
pl ace, are you going to require the conpanies to
provi de access on the Wb site to the data
collected offline to keep that parallel?
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MS. RICHARDS: The |ovely question access.
This is always difficult to answer. Let ne maybe
revise a little of how | answered Dana's question.

Ri ght now there isn't an explicit
requi rement for you to disclose, but if we go
t hrough your privacy practices and we find that
it's very appropriate and you shoul d be disclosing
it, we will force you to disclose that information.

So it's sort of an inplicit requirenent if
you coul d have that, and so -- and what we have
been working with our account managers is to make
sure that they know this is an inportant aspect and
t hey need to be probing nore about the questions,
and so | think on that aspect it's sonething that
we're -- as the practice becones nore preval ent,
we're seeing nore disclosures.

When | asked the question around the office
of if they can give ne sone different exanples, we
came out with some different ones, and it was a
really good | earni ng experience for everybody to
see what i s happeni ng.

| would say that there's -- | can't give
you any nunbers in terms of how prevalent it is or
how not prevalent it is in terms of how many
conpanies are doing it at this point. |It's just a
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sense that it's definitely increasing and that it's
sonet hing we're addressing as we go al ong.

| don't have a good answer for your access
guestion at this point.

MS. ROSENFELD: There in the m ddle.

MR. TUROW Joe Turow fromthe University
of Pennsylvania. | just wanted to know if anyone
has a sense of whether what you guys have been
tal ki ng about is going to change when things go in
the not too terribly distant future to a nuch nore
br oadband, very dynam c environnment where people
will be watching tel evision, doing the Web stuff,
doing this, constantly noving between sites at such
a rapid speed with so many parties involved in a
transaction that the kind of privacy policy issues,
["mjust wanting to know, might be totally
irrelevant, the ones that we've been tal king about.

If you have four or five parties that have
an interest in dealing with the data at the sane
time who have very different notions of what's
acceptable, is that a scenario that's realistic,
and then what do you do?

MS. ROSENFELD: Would anyone like to take a
shot at that? Ari.

MR. SCHWARTZ: Well, | was just about to
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say that's why XM technol ogy, people are focusing
on XM. technol ogy, because it's really the only
realistic way the different parties can conme in at
di fferent points, and that's why | focus so nuch of
my time on P3P because | see it as the only
realistic way to provide notice in that realm

Now, obviously Larry brought up the point
that P3P has a weakness that it doesn't do
enforcement. P3P, that's not what P3P was nmeant to
do. It's not supposed to do enforcenent. |It's
supposed to do notice and do it well, and that's
what we've tried to focus on

So of course tying in all these access
points is going to make it very difficult for the
consuners to follow, it's difficult enough to
follow on the Web the way they do it today. 1In a
pervasi ve conputing environnment only XM
technologies will help do that so we need to map
everything to sonme --

MR. TUROW Can you explain how? | don't
see how it's helping to solve the problem

MR. SCHWARTZ: How will XM. help to solve
it?

MR. TUROW  Yes.

MR. SCHWARTZ: Well, what's going to happen
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is that you'll have -- it's a conplex system and
there's a few different ways that schemas w ||
wor k, but basically that everyone will be relating
to the sanme basic vocabulary or schema, and then
information will be flowing into points back and
forth using this same underlying data, using the
same tags.

So that we don't have the confusion that we
have today where everyone has different databases
| abel ed in different ways and uses the information
in different ways. |It's a whole new infrastructure
that Tim Berners-Lee fromthe Wrld Wde Wb
Consortiumcalls the semantic Web.

MS. ROSENFELD: Jason?

DR. CATLETT: | have a quick question for
Larry. Does the Personalization Consortiumrequire
its menbers to provide access to consuners about
the data they hold, and does it require an
opportunity to delete the information?

MR. PONEMON: That was probably again one
of the nost contentious issues with our principles,
but we ruled. W prevailed. Basically access and
accuracy are actual principles, and that nmeans that
you have to provi de access, reasonable access which
means that -- | don't like that word reasonable
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because it opens up for interpretation.

We're going to have to be really smart as
auditors in terms of finding what's the |ine
bet ween reasonabl e and unreasonabl e, but nore
i nportantly, if sonmeone finds a problem you have
to be able to provide that individual the proper
approach for fixing those problens as well as
redress if that is not being handled well.

But also this is opening up a can of worns
in ternms of security and authentication issues that
have to be built into the system Fromthat point
of viewit could be very costly to nenmbers, but
that's just what we have to do.

DR. CATLETT: But it was a requirenent that
was accepted by the 67 conpanies.

MR. PONEMON: All but one conpany agreed to
it, and that one conpany basically has agreed to go
along with it so it was amazing, but it was a
battle. It wasn't like, Gee, it nmakes a |ot of
sense. It had to be -- it took weeks and nonths,
as Wn knows, a lot of work to kind of get us to
t hat point.

MS. ROSENFELD: Any ot her questions? No.
| want to -- was there anybody el se? No?

| want to thank the panelists. This was an
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excell ent panel, and it's not over yet. | want to,
first of all, commend all of you for staying
t hroughout the day. | apol ogize for our air

control problens, but after this panel can step
down, we have sone closing remarks by Joel W nston.

(Appl ause.)

MR. WNSTON: | think it's fitting that we
were able to get these curtains and w ndows open,
because the purpose of this workshop was to shed
sonme light and bring in sone fresh air on a very
I nportant subject, data nmerger and exchange, and |
hope we were able to acconplish that today.

| did notice that it took a crow bar to get
sone of those wi ndows open, and | don't want to
carry the nmetaphor too far, but actually | think
peopl e were very open and honest with us, and we
really appreciate that.

I want to thank all of our panelists today
and our audience for a very lively and interesting
day. | also want to express ny appreciation to the
FTC staff who really worked tirelessly to put this
wor kshop on and to do so really in record tine.

Specifically I want to thank Martha
Landesberg, Allison Brown, Jessica Rich, and Ellen
Finn fromthe Financial Practices Division, Lou
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Silversin fromthe Bureau of Econom cs, and Dana
Rosenfeld fromthe Bureau Directors O fice, and of
course our intrepid team of support staffers who
really made this possible today.

Let me just close with a few brief remarks.
The Comm ssion's been studying online data
collection for over five years now, and we've
host ed several workshops on a variety of topics
related to collection issues, but | think the
subject matter of this workshop is an especially
tinmely one. It seens |ike every day we hear or
read about new ways in which consuner data are
bei ng coll ected and conbi ned and put together for
vari ous purposes.

It's been a very educational day for us and
we hope for all of you. Although sonme of the
practices we've heard about today are practices
t hat have been going on for many decades, new
t echnol ogi es and ot her recent devel opnents have
i ncreased the speed and anmount of data that
busi nesses exchange both online and offline, so
being able to discuss these practices really hel ps
us keep up with all of these recent devel opnents.

We | earned today, for exanple, about
various sources of consumer data used for creating
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profiles such as public records, census data,
survey data, warranty cards and consumer
transacti ons.

In addition, many conpani es described their
busi ness nodel s and how t he nmerger and exchange of
data benefits both the businesses and consuners.

For exanpl e, by purchasing third-party data,
conpani es are able to target their advertising nore
effectively and efficiently and to personalize Wb
content, so that consunmers may get nore advertising
that they want to see and fewer advertising offers
that they don't want to see.

Several panelists raised questions about
the transparency of these practices to consuners,
in particular, whether consuners know about the
exi stence of data conpilers and the practice of
enhanci ng consuner information with data from
third-party sources. Do consunmers know how and why
this data i s exchanged between conpani es?

Well, | would harken back to what
Comm ssi oner Swindle said this norning and many of
t he panelists raised throughout the day, this
notion of the trust gap and the informati on gap,

t he m sunder st andi ng gap.
From what | heard today it seens |ike the
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key problem here is that there's a gap between what
busi nesses are actually doing in their collection,
merger and exchange of data versus what consuners
think they're doing.

I haven't seen any specific survey
evidence, and | would certainly welcone it, but |I'm
willing to bet that nost people either dramatically
underestimate or dramatically overestimte the
scope and detail of information that businesses are
conpi ling about them

On the one hand, | suspect that there are
| ots of consunmers who really have no idea that
hospi tal s and governnent offices and bankruptcy
trustees and lots of other people are selling or
provi di ng personal information to businesses, al
of which may be conmbi ned and enhanced in vari ous
ways to form consuner profiles.

On the other hand, | imagine there are lots
of consunmers who think that their every action is
bei ng traced, recorded, conbi ned and deposited into
sone nega dat abase for anyone to use and see. \hat
| heard today is that the information that's
actually being conpiled and conbined out there is
not nearly that conmprehensive or nearly that
granul ar.
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To ne this raises a real challenge. Alan
Westin did a survey several nonths ago on consuner
attitudes toward privacy. He found that there are
a fair nunber of people who sinmply don't want their
i nformation shared or used by anyone for any
reason.

On the other side of the equation, he found
that there were sone people who really didn't care
about their information. They were happy to all ow
it to be used for any purpose whatsoever. But,
what he al so found is that there are about
two-thirds of the survey participants who fit into
the category of what he called privacy pragnmati sts;
that is, people who are willing to share their
I nformati on under certain circunstances for certain
reasons and if they' re prom sed certain benefits.

Now, the task for business is to convince
t hese pragmatists that in particular situations,
it's to their benefit for the businesses to conbine
and use the information that they're putting
t oget her about them

My hope is that through workshops |ike
this, we can help bridge the information and trust
gaps and enhance public and busi ness awareness of
what is and what is not going on out there.
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" mnot going to get into the debate about
t he val ue of privacy policies, but I think we can
all agree that shedding nore |ight and fresh air on
this subject has to be a good thing.

Again, | just want to thank all the
panelists for contributing to this workshop and to
rem nd you that we do have a record that w |l
remai n open for 30 days, and | encourage you to
file comments.

Thank you very nmuch for com ng.

(Timed noted: 4:51 p.m)
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