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FOREIGN AID AND THE FIGHT AGAINST TER-
RORISM AND PROLIFERATION: LEVER-
AGING FOREIGN AID TO ACHIEVE U.S. POL-
ICY GOALS 

THURSDAY, JULY 31, 2008

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON TERRORISM, NONPROLIFERATION,

AND TRADE,
COMMITTEE ON FOREIGN AFFAIRS, 

Washington, DC. 
The subcommittee met, pursuant to notice, at 10:33 a.m. in room 

2200, Rayburn House Office Building, Hon. Brad J. Sherman 
(chairman of the subcommittee) presiding. 

Mr. SHERMAN. Folks, thanks for being here. I have called this 
hearing today to consider how U.S. aid for counterterrorism and 
nonproliferation can be made more effective, and to discuss how 
our foreign aid programs generally, especially large government-to-
government securities assistance programs can better be leveraged 
to help the United States achieve its foreign policy objectives. 

We also need to make sure that when we spend money on foreign 
aid programs we do not fund the other side in the war on ter-
rorism. We need to make sure that we are working with groups 
that are truly opposed to terrorism and that espouse views that are 
within the broad range of views consistent with U.S. objectives. 

Now, these hearings recently seem to have raised some con-
troversy. Three groups have sought to get these hearings canceled. 
One of those groups is the Council on American-Islamic Relations, 
which has been listed as an unindicted co-conspirator in the Justice 
Department case regarding those raising money for Hamas. 

The second group is the Islamic Society on North America, which 
is also listed as an unindicted co-conspirator in that case and 
whose parent organization, NAIT, is described in a recently declas-
sified FBI memo with the words ‘‘within the organizational struc-
ture of the NAIT’’ are those who have declared war on the United 
States with the common goal being to further holy war, that is, Is-
lamic jihad. 

So while these two groups have managed to convince some very 
good Americans that they should be included in these hearings, at 
least in today’s hearings we are going to hear from people who are 
undoubtedly on our side in the war on terrorism. 

The third group that has also sought to derail these hearings is 
the Muslim Public Affairs Council. That council is very closely tied 
to the two Hathout Brothers, one of whom is a former president of 
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the organization, the other is a senior advisor and one of the found-
ers. Hassan Hathout has described himself as a disciple of a man 
who founded the Muslim Brotherhood. Mahir Hathout has not only 
praised Hezbollah as saying Hezbollah is fighting for freedom, but 
has also praised al-Turabi, the Sudanese leader who played such 
an important role in getting Osama bin Laden sanctuary in Sudan 
and launching the Sudanese war of genocide against those in 
southern Sudan. 

So I know these groups have worked the press and have worked 
on an image to try to persuade people that they are reasonable in 
gathering information. I listen very carefully to all sides. We have 
all listened to bin Laden’s tapes. We need information from every 
source. Today’s hearings, however, give us a chance to hear from 
people who are undoubtedly on our side in the war on terrorism. 

Now, I am in strong support of foreign aid. I have voted for every 
foreign aid assistance bill, and I have sought to increase the 
amount we spend on foreign aid to so-called Function 150 programs 
in our budget. 

I approach these hearings with two points of view: That foreign 
assistance, including humanitarian development assistance, plays a 
critical role in our foreign policy. While I would support them sim-
ply because they are the right thing to do, I also support foreign 
aid because foreign assistance programs can effectively alleviate 
many of the foreign policy problems of the United States. Foreign 
aid is a powerful weapon in the war of ideas. Nothing burnishes 
our image abroad better than saving lives, improving health care, 
providing education and infrastructure to developing countries. It 
is in our national security interest to provide foreign aid. 

Foreign assistance funding rose from $15 billion in Fiscal Year 
1999 to a request of $26 billion in the budget we are working on 
now. I would point out that this figure is perhaps an understate-
ment of our expenditure on foreign assistance because it excludes 
a number of efforts funded by the Pentagon that are truly humani-
tarian in nature. Indeed, much of our traditional foreign aid has 
been shifted over to the Pentagon. This is an area I know that we 
will examine in these hearings, and the full committee will be look-
ing at this as well with an eye to whether this is the most effective 
way to administer a foreign aid program that has so many different 
objectives. 

Now, something we understand here is that politicians often pay 
a heavy price for supporting foreign aid. In contrast, it is rare that 
a congressman will pay a price for voting against the foreign aid 
bill. So when our foreign aid funds go to the other side in the war 
on terrorism not only are we wasting scarce dollars, not only are 
we providing aid to the enemy, but we are also, even if just a few 
of our foreign aid dollars are so misplaced, are making voting for 
foreign aid very precarious for those of us up here. 

I have invited Steven Emerson to testify on our second panel 
today. He has detailed instances over the past several years where 
the State Department and other agencies have provided support to 
groups that espouse the very ideology we confront today. It is crit-
ical that officials that administer foreign aid programs exercise due 
diligence. Much of what has been uncovered, frankly, could have 
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been uncovered through a Google search, although Mr. Emerson’s 
work goes far beyond that. 

The overwhelming majority of NGOs, including Islamic NGOs, do 
excellent work and are not connected with or support Islamic ter-
rorism, and they are not hostile to the United States, but for the 
good of our foreign aid programs the State Department needs to do 
a better job of vetting those who receive U.S. assistance or partici-
pate in U.S. Government-funded programs. 

By far, the greatest U.S. foreign aid support for the other side 
in the war on terrorism relates to the World Bank, which is outside 
the jurisdiction of this subcommittee, and has been a focus of much 
of my work over in the Financial Services Committee, which does 
have jurisdiction. We have seen hearing after hearing in that com-
mittee in which we focused on the $1.34 billion of concessionary 
loans the World Bank is making to the Government of Iran, and 
how that helps the Iranian Government stay in power both in 
terms of being able to cut the ribbon on particular projects but also 
the signal that sends the Iranian people that the United States has 
been utterly unable to economically isolate that regime, and that 
in fact the world is sending them money. 

The failure of the Department of the Treasury and the Secretary 
of the Treasury to personally lobby other foreign ministers, finance 
ministers, in order to get an extraordinary meeting of the board of 
the World Bank to at least stop further disbursements on these 
loans is perhaps the greatest failure of our foreign policy establish-
ment, to make sure that our foreign aid and the foreign aid agen-
cies that we work for do not embarrass those of us who are con-
cerned with the war of terrorism and are being called upon to vote 
for foreign aid year after year. 

Now, currently as to nonproliferation programs the total budget 
of the United States for nonproliferation and threat reduction pro-
grams is $1.2 billion per year, just under 1⁄12 of the total foreign 
assistance budget, or an amount equal to our combined foreign as-
sistance totals to Colombia and Jordan. 

While the amount spent outside the former Soviet Union is grow-
ing, the bulk of this money is still under the jurisdiction of the De-
partment of Defense, under the cooperative threat reduction pro-
gram for the former Soviet Union and related Energy Department 
programs compared to these small amounts are administered 
through State Department programs of the State Department as 
the lead agency in foreign affairs is instrumental the facilitation of 
these efforts. 

This raises the question whether at even today’s lower price of 
$125 a barrel Russia needs United States money in order to deal 
with its nuclear weapons and/or whether it is insulting to Russia 
to assert that they need our money and our aid, although I guess 
so far that in many cases they have been willing to take it. 

I look forward to seeing how our program of hoping and working 
to make sure that there are no loose nukes in Russia is done in 
a way that reflects the Russia of today, both in terms of its eco-
nomic resources and its pride, not the Russia of Boris Yeltsin. 

Now, central to the efforts of the State Department or the Pro-
liferation Security Initiative and the Nonproliferation and Disar-
mament Fund, the Proliferation Security Initiative is a partnership 
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of 15 core countries and some 60 less core members, mostly U.S. 
allies that have agreed on an ad hoc basis to attempt to restrict 
the cross-border flow of nuclear biological and chemical technology, 
chemical weapon technology. 

The Nonproliferation and Disarmament Fund designed to rapidly 
respond to emergency proliferation threats has worked mostly in 
the former Soviet Union and also Libya. It has the distinct advan-
tage of broad notwithstanding authority, meaning it can operate 
anywhere in the world regardless of our political relations with a 
given country, it has therefore been instrumental in efforts to shut 
down the North Korean nuclear program. 

The question of what constitutes counterterrorism assistance 
itself is open to question. According to the Bush administration 
providing F–16 fighter plane upgrades to Pakistan is critical to 
counterterrorism assistance. We will need to explore in these hear-
ings whether those upgrades are designed to help use those F–16s 
in the frontier providences of Pakistan against terrorist targets or 
whether the F–16 fighters themselves and/or the upgrades are 
most directly relevant to Pakistan’s confrontation with India. 

The F–16 is basically a fighter aircraft. The Taliban and al-
Qaeda do not have MIGs. I am not sure whether the F–16s are 
critical to Pakistan’s role on its Afghan border. But for our pur-
poses today we are focused primarily on programs managed by the 
State Department. Those being the Anti-Terrorism Assistance Pro-
gram, ATA, the Counterterrorism Finance, CFT, a border control 
assistance program known as HIP/Pisces, and the Counterter-
rorism Engagement Program (CTE). If there is any letter of the al-
phabet not included in any of those, I apologize to that particular 
letter. 

As the State Department’s role in the coordination of counterter-
rorism is government-wide, we will look also at programs not di-
rectly under the State Department’s purview. 

We have a tendency to compartmentalize our government func-
tions, various policy areas and geographic regions are often atom-
ized in the State Department and other bureaucracies, bureauc-
racies have bureaus. Bureaus tend to defend their turf. However, 
supporting countries that help us to combat terrorism and stop pro-
liferation should be a factor in foreign aid decisions, especially as 
noted when we look at large non-humanitarian aid programs. 

In other words, terrorism and nonproliferation bureaus should be 
consulted when major aid decisions are made. 

So I look forward to the testimony on what input or witnesses 
have on our foreign aid decisions to make sure that every foreign 
aid dollar is used not only to achieve our humanitarian objectives 
but to achieve our counterterrorism and nonproliferation objectives 
as well. 

With apologies for going a little long in my opening statement, 
I now yield to Mr. Royce. 

Mr. ROYCE. Thank you very much, Mr. Chairman. I do not think 
too many people are satisfied with our aid programs and big pic-
ture. I think our foreign aid effort is out of focus. I think it has 
been out of focus for some time. Foreign aid, the condition of it, I 
think, is inevitable given that its guiding Foreign Assistance Act of 
1961 has 33 major objectives, 75 priorities, 247 directives. That is 



5

according to CRS, the Congressional Research Service, and accord-
ing to CRS no prioritization in all of that. So I believe that counter-
proliferation and terrorism efforts should be very high priorities, 
probably the highest priority. 

Terrorists with WMD is about as grave a threat as there is to 
this republic. I know other members are going to have other prior-
ities, different priorities, and I guess that is why we are stuck with 
355 goals. I understand that the full committee chairman is inter-
ested in reforming FAA and starting from scratch. 

Establishing a focus needless to say will be tough. This hearing 
is focused on leverage, how we leverage that aid. How do we best 
wield our limited resources in this way, and one question is wheth-
er you are willing to leverage a strong man with aid. You could 
avoid that dilemma by dealing only with democracies. But how 
many really democratic aid recipients are out there? 

Our potential leverage is unlikely to increase because China and 
others ramp up their aid. A witness today later is going to speak 
about Russian efforts to bring a terrorist suspect, that is Victor 
Bout, who has created so much chaos across sub-Saharan Africa 
and much of the rest of the world, bring that terrorist suspect in 
Thailand through bribery back to Russia rather than to have Victor 
Bout face the consequences of his action. Well, that is the kind of 
leverage that the Russians will put into play on Thailand. 

Using aid as leverage faces a number of challenges. By denying 
aid to countries whose governments oppose us on a particular pol-
icy, we give up influence. The justification, for example, for aid dol-
lars into Pakistan is not that Pakistan has given us stellar coopera-
tion on proliferation and terrorism, to the contrary, they have not, 
but denying us access to A.Q. Khan is strong noncooperation on the 
part of Pakistan. So the justification instead is that the aid will 
help transform Pakistan into a more cooperative country over time. 

Now this may be wishful thinking. I suspect that we overesti-
mate our ability to transform societies abroad. Our Government 
has a hard enough time dealing with economic and social ills here 
at home. The notion that if only we spent more money or adopted 
a different way of aiding we can put countries on a different track 
is at best a theory. We have spent $26 billion, for example, in aid 
to Afghanistan since the Taliban fell, never mind spending by other 
countries in Afghanistan, and yet somehow corruption is rampant 
and progress illusive. 

Sometimes we are resented. We have spent billions in develop-
ment aid in Pakistan, and anti-Americanism is rampant. Any aid 
reform should challenge our boilerplate assumptions about the 
countries we think we can create. The key to reducing terrorism 
and proliferation risks is better defending our country, our border, 
which frankly this administration has failed to do, which frankly 
the Democratic leadership and the Congress have failed to do, and 
certainly, you know, you cannot stop a Hezbollah agent like 
Mahmood Karimi on our border, and he manages to cross the bor-
der. Certainly when we failed to take the advice of the 9/11 Com-
mission that border security has become national security after 
9/11 that should be our foremost focus, I think we can expect that 
we are going to have some challenges in this area as well. 
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The root of the terrorism challenge we are facing, frankly, is poi-
sonous ideologies, mainly radical Islam. It is not poverty. Failed 
states do provide terrorist havens but so too do developed coun-
tries. I am concerned by the growing influence of radical Islam in 
our hemisphere, especially Venezuela, and the tri-border region, 
and in Western Europe whose citizens enter this country visa free. 

We are being challenged by ideas and unfortunately our public 
diplomacy efforts have underperformed, to say the least. A witness 
today will raise concerns about State Department judgment in this 
area. 

Some programs aimed at checking terrorism and the prolifera-
tion of weapons of mass destruction are clearly worthwhile. Nunn-
Lugar programs to corral nuclear material and technology have 
had success. I have pushed efforts to combat shoulder-fired missiles 
which imperil civil aviation, to corralling those weapons. 

Now, some of these programs may have contributed to us not 
being hit by terrorists in the last 7 years, so some foreign aid pro-
grams are more important than others. I hope this hearing helps 
us better determine what works and what does not, while explain-
ing where in the priority line counterproliferation and terrorism 
programs should stand. 

And I thank you, Mr. Chairman, for holding this hearing, and I 
look forward to hearing from our witnesses. 

Mr. SHERMAN. Thank you. Let me take a moment to welcome six 
members of the House of Representatives of the Republic of Indo-
nesia. They are in Washington this week as guests of the House 
Democracy Assistance Commission for a seminar on committee op-
erations, and they are observing congressional hearings as part of 
this program. In light of our common interest in achieving counter-
terrorism objectives, it is fitting that we welcome our Indonesian 
colleagues this morning. I know that IRI may be bringing parlia-
mentarians from the Balkans or elsewhere as well, and when my 
staff tells me that such people are here, I will welcome them as 
here but right now I want to welcome our vice chair and recognize 
Mr. Scott. 

Mr. SCOTT. Thank you, Mr. Chairman. This is indeed a very 
timely and extraordinarily important hearing. There is no higher 
priority for us than fighting terrorism, being successful in winning 
the war on terror, and perhaps the most effective tool that we have 
is leveraging our foreign aid to achieve these goals. 

We are all aware of the importance of a multi-faceted national 
security and foreign policy. We are often told that these consist of 
a combined approach of what I call the three Ds—defense, diplo-
macy and development. But we are here today to discuss how these 
three elements have been intertwined, particularly in recent years, 
as well as possibilities for the future. As a result, there are a series 
of important questions that certainly need to be examined today. 

For example, should development aid be given with defense-re-
lated caveats? Can we ensure that this aid is distributed according 
to our own very important national interest? And how do we deter-
mine its effectiveness? And then most importantly, when do we 
stop if we do stop? 

I hope that these and many other questions will be addressed 
today. We must delineate a unified policy and concrete objectives 
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if we are to be successful. We cannot allow continued problems of 
uncoordinated United States agencies and confusion over responsi-
bility and outcome to restrain our efforts to bolster both national 
and international security. 

It is in the interest of creating a more peaceful interconnected 
and cooperative world that we come together today, and our foreign 
assistance policy must reflect these goals, and then all of this is ex-
traordinarily important, but I think the genesis of our discussion 
today ought to really closely examine what I refer to as the poster 
child of this whole subject matter, of the effectiveness of using for-
eign aid to deter terrorism, and that poster child is Pakistan. That 
is the epicenter for this debate and this discussion this morning. 

We are pumping into Pakistan just from the military support 
area on an average of $80 million every month since 9/11. That is 
extraordinary. And yet we do not have an accurate or reliable ac-
counting of how that money is spent. There is misinterpretation of 
the effectiveness. Just in Business School 101 there is a need to 
make sure that you have a benefit analysis, a cost benefit analysis, 
an analysis that is done to determine where this money is going, 
how it is going, who is accountable, and are we reaching our goals. 

One of the problems that I think we have got in not having the 
proper accounting for this money that is going into this area has 
been our failed policy of wrapping this around a dependency on a 
failed regime in Musharraf, and I would like to know, I think a 
fundamental point of discussion is to what extent has our depend-
ency on Musharraf as our main ally impacted this lack of account-
ing of the monies that have been gone. So I think that a good move 
would be to examine really what is going on in Pakistan. 

Some other questions we need to certainly examine, for example, 
how do we ensure that aid given for counterterrorism and non-
proliferation purposes is not being used against us, against our na-
tional interests? What extent, if any, our security assistance pro-
grams or particular counterterrorist program is planned in conjunc-
tion with long-term Department of State and USAID state building 
programs? 

In the past decade, the number of so-called failing states across 
the world has more than doubled from only 11 in 1996 to 26 in 
2006. The fundamental question then must be what strategies is 
the United States undertaking to halt and reverse the growth in 
the number of failing states. 

So, Mr. Chairman, I think that these are some important ques-
tions. This is a very, very timely issue, and I am looking forward 
to both panels’ discussions on this important matter. Thank you for 
giving me time. 

Mr. SHERMAN. Thank you. Are there further opening statements? 
Yes, Mr. Poe. 

Mr. POE. Thank you, Mr. Chairman, for calling this hearing. I 
want to thank the witnesses that will appear. 

The topic of foreign aid reform is one of particular importance to 
me specifically as it relates to the fight against worldwide ter-
rorism. It seems to me though that the system needs to be re-
formed tremendously. For one thing, I think that the members of 
the Foreign Affairs Committee, and especially the House of Rep-
resentatives, should be able to vote for or against funding each in-
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dividual country that desires foreign aid rather than putting all the 
countries into one massive foreign aid package, and giving it an up 
or down vote for all countries. It would seem more logical and fair 
to make each country stand on its own and we should debate the 
issue for each particular country. 

We have countries that we give aid to that particularly do not 
like us. They hate us. They vote against us in the U.N., but year 
after year Uncle Sam still pulls out the checkbook and writes 
money and gives to these countries because they are in the massive 
foreign aid bill. That ought not to be. 

One particular concern is the agreement that President Carter 
worked out with the Egyptians and the Israelis in 1978. That 30-
year-old agreement, in my opinion, needs to be looked at very clear-
ly because it allows for equal military assistance to both nations, 
and since that agreement the United States has given Egypt $63 
billion in military aid. I am one who happens to believe that each 
country should stand on its own and Egypt should not get money 
just because the Israelis get money. I do not know that that is in 
the best interest of the United States, and it is time now 30 years 
later to review that policy and to see if that is actually what we 
should do to secure our national interest. The world has changed 
in 30 years, and maybe that money could be used better elsewhere 
than automatically giving it to Egypt because they are in that 
agreement. 

Those are two of the major concerns that I have, Mr. Chairman, 
and I look forward to hearing from the witnesses in addressing 
those specific items, and I yield back. 

Mr. SHERMAN. Thank you. 
It is now time to hear from our witnesses. Let me introduce the 

first panel. It is my pleasure to introduce The Honorable Dell 
Dailey. Ambassador Dailey is the Department of State’s Coordi-
nator for Counterterrorism. He is charged with coordinating and 
supporting the development and implementation of United States 
Government policies and programs aimed at countering terrorism 
overseas. 

Prior to joining the State Department, Ambassador Dailey served 
36 years on active duty with the United States Army. 

Our next witness is Patricia McNerney, Principal Deputy Assist-
ant Secretary of State at the Bureau of International Security and 
Nonproliferation. Ms. McNerney’s principal responsibilities involve 
diplomatic efforts to address the key proliferation activities of ter-
rorists and states of concerns. 

Previously she served as Senior Advisor to the Undersecretary of 
State for Arms Control, International Security. 

And with that let us turn to Ambassador Dailey. 

STATEMENT OF THE HONORABLE DELL L. DAILEY, AMBAS-
SADOR-AT-LARGE, COORDINATOR FOR COUNTERTER-
RORISM, U.S. DEPARTMENT OF STATE 

Ambassador DAILEY. Thank you, Chairman Sherman, Ranking 
Member Royce, members of the committee. It is a pleasure to ap-
pear today before you to discuss how the U.S. Government can bet-
ter leverage foreign assistance to counterterrorism. My colleague, 
Principal Deputy Assistant Secretary for International Security 
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and Nonproliferation, Patricia McNerney, will address the same 
issue from a proliferation perspective. 

I will summarize my formal written statement and ask that you 
include my full testimony in the record. 

Mr. SHERMAN. So ordered. 
Ambassador DAILEY. Since September 11, 2001, we have em-

ployed all elements of national power, including military force, to 
confront threats posed by terrorism. International community has 
captured or killed numerous senior operatives in al-Qaeda and its 
network. It has thus degraded ability of terrorists to plan and 
mount attacks. But I would like to make one thing clear. Capture 
and kill efforts, while are essential, are just one part of a much 
broader U.S. and global endeavor focused on accomplishing our 
long-term goals of countering terrorism. 

Effectiveness: The Office of the Coordinator for Counterterrorism 
has oversight for four U.S. foreign assistance programs that are 
funded through the nonproliferation, antiterrorism, de-mining and 
related programs NADER account. The four programs are 
Antiterrorism Assistance, Counterterrorism Finance, Terrorist 
Interdiction Program, Person Identification, Secure Comparison 
and Evaluation System, and the Counterterrorism Engagement 
Program. 

We are pleased with these programs and believe they are effec-
tive. However, there is always room for improvement. Since 2006, 
we have used the Regional Strategic Initiative to make our assist-
ance more targeted, efficient, and effective. The RSI, Regional Stra-
tegic Initiative, allows us to further prioritize which countries and 
regions receive that assistance. We have been working with our 
ambassadors and interagency representatives in eight RSI terrorist 
theaters of operations. Collectively we have assessed the threat, 
pool resources, and devise collaborative strategies. 

Planning and coordination: The RSI allows us to develop flexible 
regional networks so we can go better planning and coordinate in 
order to counter terrorism. It does not respect borders, takes ad-
vantage of porous borders, and exploits the lack of cooperation and 
coordination between neighboring countries. 

The RSI teams use all tools of statecraft in what is becoming in-
creasingly a holistic effort to assess the threat and devise collective 
strategies, action plans, and policy recommendations. In technical 
assistant subgroup meetings we ensure proper follow-through on 
requests for assistance that is received through the RSI meeting 
with our ambassadors and interagency representatives. 

The RSI strengthen our regional and transnational partnerships. 
If foreign governments have the political will but do not have the 
capability, we coordinate resources across the interagency. Because 
of our collective efforts, our foreign partners have successfully iden-
tified and interdicted terrorist groups. They have passed legislation 
to criminalize acts of terrorism and terrorist financing that meet 
international standards, and thus improve their ability to enforce 
those laws and prosecute those who violate them. 

By building our partners’ law enforcement capacity and by using 
assistance monies to promote economic development, good govern-
ance, education, liberal institutions, and democracy, we are work-
ing toward discrediting the terrorist ideology. 
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Conditionality: Currently U.S. counterterrorism foreign assist-
ance is conditions on a country’s cooperation with the U.S. counter-
terrorism policy. If upon review programs appear to be ineffective, 
the Department of State evaluates whether to cease funding or will 
make modifications to additional programs or redirect funds to 
more effective and more efficient uses. 

And lastly, the U.S. Government provides foreign assistance so 
other nations can build their capacity to combat terrorism in their 
territory. In that way the U.S. is helping other nations to fight ter-
rorism so that the United States does not have to fight terrorism 
on its soil. While other nations might not achieve all the results as 
quickly or as extensive as the United States would prefer, overall 
we are making progress in combating terrorism. 

Leveraging assistance: The Office of the Coordinator for Counter-
terrorism works closely with the Office of the Director of U.S. For-
eign Assistance to establish priorities for counterterrorism assist-
ance. Together we work with the U.S. Embassies to pinpoint areas 
of greatest counterterrorism concern and opportunities to target 
our programs and assistance accordingly. 

The RSI process helps leverage U.S. foreign assistance by broad-
ening the focus and impact of programs from bilateral to multilat-
eral. The end result is a well defined and informed collaborative 
approach for furthering U.S. international counterterrorism objec-
tives and policies. 

While we do use existing authorities and appropriations, they 
often carry restrictions that limit our counterterrorism reach. Ideal-
ly, we would have more flexibility to fund building law enforcement 
capacity to fight terrorism, provide for economic assistance pro-
grams and target specifically the conditions that terrorists exploit, 
foster regional cooperation, counter radicalization, and enhance 
U.S. strategic communications and public diplomacy. 

Vetting and screening recipients: Department of State vets and 
screens recipients of foreign assistance through various mecha-
nisms, including Leahy human rights vetting, anti-terrorism assist-
ance program, assessment, review and evaluation, and the risk-
based assessment. The department balances foreign policy prior-
ities with the risk that programs might inadvertently benefit ter-
rorists or their supporters. The risk-based assessment is managed 
by the Bureau of Economic, Energy and Business, but the responsi-
bility rests with our assistant secretaries, evaluates risks by fol-
lowing procedural guidelines which do include a vetting against the 
Department of Treasury’s Office of Foreign Assets Control, OFAC, 
lists and where warranted other such lists as the Terrorism Exclu-
sion List. 

Thank you for this opportunity to discuss our antiterrorism as-
sistance programs to you today. I am happy to answer your ques-
tions and I will be followed by Ms. McNerney. 

[The prepared statement of Ambassador Dailey follows:]

PREPARED STATEMENT OF THE HONORABLE DELL L. DAILEY, AMBASSADOR-AT-LARGE, 
COORDINATOR FOR COUNTERTERRORISM, U.S. DEPARTMENT OF STATE 

Chairman Sherman, Ranking Member Royce, members of the Committee: It is a 
pleasure to appear before you today to discuss how the USG can better leverage for-
eign assistance to counter terrorism (CT). My colleague, Principal Deputy Assistant 
Secretary for International Security and Nonproliferation, Patricia McNerney, will 
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address the same issue vis a vis proliferation. I will summarize my formal written 
statement and ask that you include my full testimony in the record. 

Since September 11, 2001 we have had several years of kinetic, short-term activ-
ity. The international community has captured or killed numerous senior operatives 
in al-Qaida and its network, and has thus degraded the ability of terrorists to plan 
and mount attacks. But let me make one thing clear: short term capture and kill 
efforts only buy us time to accomplish our long term goals. 

The Office of the Coordinator for Counterterrorism (S/CT) has oversight for four 
U.S. foreign assistance programs that are funded through the ‘‘Nonproliferation, 
Anti-Terrorism, Demining, and Related Programs’’ (NADR) account: The 
Antiterrorism Assistance Program (ATA), Counterterrorism Finance (CTF), Ter-
rorist Interdiction Program/Personal Identification, Secure Comparison and Evalua-
tion System (TIP/PISCES), and the Counterterrorism Engagement (CTE) program. 

Our CT programs include: 
The Counterterrorism Finance (CTF) Training and Assistance Program 

CTF Training and Assistance is a small, but highly effective program that funds 
‘‘follow the money’’ training for priority countries all over the world. Our programs 
include legislative and prosecutorial development assistance, financial investigative 
training, financial intelligence unit development, counterterrorism finance regu-
latory training and assistance in creating systems for the interdiction of illicit cash 
couriers. Our training is done by USG experts from eight different agencies, who 
work in tandem with their counterparts in other countries. 

Prosecutions of terrorist financiers in Latin America, interdiction of illicit cash 
shipments in Southeast Asia, and on-going investigations and successful prosecu-
tions of trade-based money laundering are evidence of the effectiveness of the Pro-
gram. For example, each and every member of the European Union’s (EU) 27 coun-
tries has a Financial Intelligence Unit (FIU), is a member of both the Financial Ac-
tion Task Force (FATF) or a FATF-recognized regional affiliate, and the Egmont 
Group. We are continually working with the EU to further improve procedures for 
information sharing and for proactively implementing FATF Special Recommenda-
tions, such as enforcing cash declaration regulations for travelers. We are also work-
ing with private sector financial institutions to improve implementation of asset 
freeze measures. 
The Antiterrorism Assistance (ATA) Program 

The Antiterrorism Assistance program is about to celebrate its 25th anniversary—
Congress first authorized the program on November 13, 1983 (with the passage of 
Chapter 8, Part II of the Foreign Assistance Act of 1961). For 25 years, ATA has 
trained more than 5,850 students from 151 countries, providing advanced 
counterterrorism training and equipment grants tailored to the needs of each part-
ner nation and to local conditions. ATA improves the performance of partner nations 
to prevent future attacks and manage their consequences. In 2007, ATA sponsored 
266 training activities and technical consultations and trained over 4,500 partici-
pants from 64 countries. 

We recently redesigned the tier list used to prioritize countries that should receive 
ATA support. We developed the list by using our Regional Security Officers’ re-
sponse to fifteen questions in three specific categories: in-country threat, U.S. inter-
ests, and foreign partner capacity. While a priority list is necessary, flexibility is 
crucial to responding to actual needs and opportunities on the ground. We will en-
sure that we can re-direct funding for ATA to respond to Congressional and national 
security concerns, as well as to address urgent situations in the field. To assist us 
in matching priorities with opportunities, we are in the process of filling a new posi-
tion for a Strategic Planner, one of whose responsibilities will be to participate in 
the assessment teams. 

The RSI will further prioritize which countries and regions receive ATA funding. 
During meetings with our Ambassadors and interagency representatives in each of 
the eight RSI groupings, S/CT receives requests for delivery of ATA as part of the 
effort to pool resources and devise collaborative strategies and policy recommenda-
tions. This will enable us to address the particular terrorism threat in each region. 
S/CT and the Office of Antiterrorism Assistance participate in the subsequent Tech-
nical Assistance Sub-Group meetings to ensure proper follow-through. 

During the past year, the Office of Antiterrorism Assistance appointed a Coordi-
nator for Professional Capacity Development. This officer is developing a method-
ology to quantify levels of achievement by foreign governments in the area of fight-
ing terrorism that can be applied internationally and against the varying capacities 
of each country. In order to strengthen the relationship between the initial Needs 
Assessment that serves as the basis for starting assistance, and the metrics being 
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developed to assess ‘‘sustainability’’, the Office of Antiterrorism Assistance recently 
realigned this position within the Assessment, Review, and Evaluation Unit. This 
move will help ensure that the objective capability ratings obtained during an initial 
country assessment are linked to each successive country report. 

This Coordinator will track the progress of individual countries according to the 
25 established ‘‘Critical Capabilities’’ parameters of the Needs Assessment process. 
Examples include:

• Preventive capabilities (land, airspace, and maritime border security, for ex-
ample);

• Response capabilities (such as National Level Major Incident Command and 
Control, Police Special Operations (CRT), and Explosives Incident Counter-
measures);

• Post-Incident Capabilities (Police Investigative Capability; post-blast inves-
tigations, financial investigations, and crime scene and evidence management, 
for example.);

• Cyber Security Capabilities; and
• Professional Development Capability.

In this manner, the needs assessment process helps establish reasoned, de facto 
objectives for evaluation and potential assistance. This is preferable to attempting 
to address all of the partner nation’s CT vulnerabilities in a vacuum. Except where 
the Office of Antiterrorism Assistance is redirected by S/CT and/or Congress due to 
changing policy priorities, it will use the needs assessments and subsequent pro-
gram reviews to further tailor training for individual countries and regions. ATA’s 
established procedure of converting the findings of the partner nations’ Needs As-
sessment into a Country Assistance Plan, complete with course curriculum sug-
gested to rectify identified deficiencies, will ensure that the ATA program’s objec-
tives are clearly defined. 
The Terrorist Interdiction Program (TIP/PISCES) 

Thanks to TIP/PISCES, hundreds of individuals traveling on stolen passports in 
Pakistan, as well as wanted criminals, narcotics smugglers, and human traffickers, 
have been identified and intercepted worldwide. The TIP complements other CT-re-
lated U.S. efforts to enhance aviation, border, cyber, maritime, and transportation 
security. TIP/PISCES constrains terrorist mobility and enhances international co-
operation by providing partners with a computerized terrorist screening system 
known as PISCES (personal identification secure comparison and evaluation sys-
tem). TIP provides participating countries with a computerized watch listing system 
to identify suspect travelers at air, land, or sea ports of entry. TIP further promotes 
expanded cooperation and close liaison with host governments in the areas of rule 
of law, anticorruption, and law enforcement. Since 2001, the Department of State 
has provided TIP assistance to more than 20 countries, assistance that was instru-
mental in impeding terrorist travel. High-priority countries participating in the pro-
gram include Iraq, Pakistan, Afghanistan, Yemen, and Kenya. 
The Counterterrorism Engagement (CTE) program 

CTE funds are used specifically to support relatively low-cost, high-impact CT-re-
lated projects that have been identified as part of the RSI. CTE funds build capacity 
to fight terrorism, both military and law enforcement; foster regional cooperation; 
counter radicalization; and enhance U.S. strategic communications and public diplo-
macy. However, CTE funds remain very limited. 
Other Programs 

Another vital component of our efforts to address the conditions that terrorists ex-
ploit for recruitment and ideological purposes are USG assistance programs admin-
istered through USAID, the Middle East Partnership Initiative (MEPI), and the Mil-
lennium Challenge Corporation, which increase access to education, improves health 
care, and focus on democratic and economic reform. 

EFFECTIVENESS 

S/CT is proud of the ATA, CTF, TIP/PISCES, and CTE programs and believe they 
are effective. However, there is always room for improvement. By allowing us to fur-
ther prioritize which countries and regions receive assistance, the RSI is the engine 
that will allow us to use our assistance in a more targeted, efficient manner. We 
are working with our Ambassadors and interagency representatives in eight ter-
rorist theaters of operation to collectively assess the threat, pool resources, and de-
vise collaborative strategies. 
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PLANNING AND COORDINATION 

Since 2006, the U.S. has been working on the RSI in an effort to develop flexible 
regional networks. The RSI is a shift in strategic thinking on countering terrorism. 
Terrorists do not respect borders. In fact, they operate most effectively when borders 
are porous and cooperation between neighboring countries is poorly coordinated. 

U.S. Ambassadors, as the President’s personal representatives abroad, have a 
unique ability to target all elements of national power to bear against the terrorist 
enemy. The RSI enables Ambassadors and the Country Teams they lead to coordi-
nate CT strategies to help host nations understand and address the threat, and to 
strengthen their political will and capacity to counter it. Because terrorist groups 
often exploit porous borders and/or the ungoverned or undergoverned areas between 
countries, bilateral responses are themselves insufficient. 

Through the RSI, Ambassadors in a terrorist theater of operation host interagency 
policymakers and representatives of the combatant commands to assess the threats 
and devise strategies, actionable initiatives, and policy recommendations to address 
them. Integrating the RSI with the President’s National Implementation Plan (NIP) 
for the war on terror, S/CT then works through the NSC’s Counterterrorism Secu-
rity Group to identify the interagency programs and resources to carry out the stra-
tegic objectives. The RSI thus provides Ambassadors with a coordinated mechanism 
to target terrorist threats that one team, or one country alone, cannot fully combat. 
Because RSIs coordinate the array of capabilities of USG agencies in a region, U.S. 
counterterrorism policy objectives can be advanced more timely, more directly, and 
more efficiently. 

We are working with our Ambassadors and interagency representatives in key 
terrorist areas of operation to assess the threat and to devise collaborative strate-
gies, action plans, and policy recommendations. The RSI teams use all tools of 
statecraft in what has become an increasingly, holistic effort. 

We are working through the RSI in eight theatres of operation to strengthen our 
regional and transnational partnerships. If foreign governments have the political 
will but do not have the capability, we coordinate resources across the interagency. 
Because of our collective efforts, our foreign partners have successfully identified 
and interdicted terrorist groups. They have passed legislation to criminalize acts of 
terrorism and terrorist financing that meet international standards, and thus im-
proved their ability to enforce these laws and prosecute those who violate them. By 
building our partner’s law enforcement capacity, and by using assistance monies to 
promote economic development, good governance, education, liberal institutions, and 
democracy, we are working to discredit terrorist ideology. 

As part of the effort to more effectively address the particular terrorism threat 
in each region, we receive requests for the various programs at meetings with our 
Ambassadors and interagency representatives in each of the eight RSIs. We then 
participate in subsequent Technical Assistance Sub-Group meetings to ensure prop-
er follow-through. 

A successful strategy to defeat terrorists must be structured at multiple levels: a 
global campaign to counter violent extremism and disrupt terrorist networks; a se-
ries of regional collaborative efforts to deny terrorists physical, ideological, and vir-
tual safe haven; and numerous bilateral security and development assistance pro-
grams designed to build liberal institutions, enhance our partners’ capacity, and ad-
dress conditions that terrorists exploit. We work with or through partners at every 
level to provide security, law enforcement, and development assistance where pos-
sible in support of this strategy. 

CONDITIONALITY 

Currently, U.S. counterterrorism foreign assistance is conditioned on a country’s 
cooperation with U.S. counterterrorism policy. If upon review, funded programs ap-
pear to be ineffective, the Department of State evaluates whether to cease funding, 
make modifications to existing programs, or redirect funds to more effective and effi-
cient uses. Nonetheless, the U.S. Government provides foreign assistance so that 
other nations can build capacity to combat terrorism on their territory. In this way, 
the U.S. is helping other nations fight terrorism so that the U.S. does not have to 
fight this terrorism on U.S. soil. While other nations might not achieve all of the 
results as quickly and extensively as the U.S. would prefer, overall, they are making 
progress in combating terrorism. 

LEVERAGING ASSISTANCE 

S/CT works closely with the Office of the Director of U.S. Foreign Assistance to 
establish priorities for counterterrorism assistance. Together we work with U.S. Em-
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bassies to pinpoint areas of greatest counterterrorism concern and opportunities to 
target our programs and assistance resources accordingly. The RSI process helps le-
verage U.S. foreign assistance by broadening the focus and impact of programs from 
the bilateral to the multilateral. The end result is a well-defined and informed col-
laborative approach for furthering U.S. international counterterrorism objectives 
and policies. 

VETTING AND SCREENING OF RECIPIENTS 

The Department of State vets and screens recipients of foreign assistance through 
various mechanisms including the Leahy human rights vetting; the Antiterrorism 
Assistance program’s Assessment, Review, and Evaluation; and the Risk Based As-
sessment. The Department balances foreign policy priorities with the risk that pro-
grams might inadvertently benefit terrorists or their supporters. The Risk Based As-
sessment, managed by the Bureau of Economic, Energy, and Business, but the re-
sponsibility of individual Assistant Secretaries and Administrators, evaluates risk 
by following procedural guidelines which include vetting against the Department of 
the Treasury’s Office of Foreign Assets Control (OFAC) Specially Designated Na-
tionals (SDN) list and where warranted other lists such as the Terrorism Exclusion 
List (TEL). 

Thank you once again for this opportunity to discuss our antiterrorism assistance 
programs with you today. I am happy to answer your questions.

STATEMENT OF MS. PATRICIA MCNERNEY, PRINCIPAL DEP-
UTY ASSISTANT SECRETARY, BUREAU OF INTERNATIONAL 
SECURITY AND NONPROLIFERATION, U.S. DEPARTMENT OF 
STATE 
Ms. MCNERNEY. Chairman Sherman, Ranking Member Royce, 

members of the subcommittee, I appreciate the opportunity to dis-
cuss today the role of foreign assistance in helping the United 
States prevent and counter proliferation of weapons of mass de-
struction, related materials, and delivery systems. 

As the President and Secretary Rice have repeatedly emphasized, 
WMD proliferation, including the danger that terrorists may ac-
quire these dangerous weapons, represents the most severe threat 
to national and global security. The assistance that we provide to 
combat these threats is part of a larger foreign assistance effort. 
While specific programmatic decisions are made on a case-by-case 
basis, and take into account our strategic objectives and priorities, 
our WMD programs are rooted in broad counterproliferation objec-
tives set out in the national strategy to combat weapons of mass 
destruction. 

Key nonproliferation threats involving Iran, North Korea, Syria, 
and terrorist acquisition of WMD can only be addressed through 
international engagement and enhanced partnerships. It is essen-
tial that we use these programs to strengthen the capabilities of 
our partners to address these key nonproliferation challenges. 

For example, our programs are a means to ensure that we have 
partners across the globe that have the tools necessary to block 
networks like that lead by A.Q. Khan, prevent shipments of sen-
sitive materials to Iran’s nuclear ballistic missile programs, or de-
tect transfers of fissile material. 

Our assistant partner countries often are those with problematic 
track records of controlling sensitive items, which is precisely why 
we need to engage them and use our programs to enhance their un-
derstanding of the proliferation threat, the techniques used by 
proliferators and the tools required to combat them. 

The largest nonproliferation program we manage is the Global 
Threat Reduction Account. The programs funded by this account 
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focus on worldwide efforts to enhance the security of biological, 
chemical, and nuclear materials and provide peaceful employment 
for former WMD personnel. A good example of how we have lever-
aged this assistance is the successful partnership the President 
built with partners at the 2003 G–8 summit in Kananaskis, Can-
ada, when the G–8 leaders committed $20 billion over 10 years, 
$10 billion from the United States, to reduce and prevent the pro-
liferation of former Soviet weapons of mass destruction, related 
materials, equipment and expertise. The global partnership has 
since grown to include 14 donors in addition to the G–8 nations. 

G–8 leaders agreed at the most recent Hokkaido Summit in 
Japan earlier this month to expand the global partnership to ad-
dress worldwide proliferation threats. The United States already 
allocates over $350 million each year to threat reduction projects 
outside the former Soviet states, including efforts to prevent ter-
rorist and proliferant states from accessing materials, expertise, 
technologies, and technologies needed to develop nuclear or radio-
logical weapons capabilities. We are now encouraging other global 
partnership donors to follow suit, giving new partners to aid in this 
critical effort. 

The Nonproliferation and Disarmament Fund is another key pro-
gram that allows us to respond rapidly to high priority require-
ments and opportunities that are unanticipated or unusually dif-
ficult. NDF funding is critical to the ongoing disablement of the 
three core nuclear facilities at North Korea’s Yongbyon conflicts. If 
it was not for the NDF program the reactor cooling tower at 
Yongbyon would still be standing and no other North Korean nu-
clear program disablement actions likely would have taken place. 

The fund that we manage is essential to ensuring the inter-
national nuclear programs are appropriately safeguarded. As ac-
cess to nuclear energy increases internationally, these IEEA funds 
are essential to ensuring that countries seeking the benefits of nu-
clear energy do so in a safe, secure and proliferation-resistant way. 

The export control and related border security program focuses 
directly on strengthening international partner counterproliferation 
tools. EXBS reaches more than 50 countries in order to strengthen 
their detection and interdiction tools and help them meet the high-
est international export control standards. 

Closely related is a new program dealing with preventing nuclear 
smuggling. That addresses capability gaps in countries that are a 
particular risk for nuclear smuggling by seeking to enhance the 
partners’ procedural response to these smuggling incidents. 

The EXBS program has helped us enhance the broad partnership 
to combat WMD that we have built through the proliferation secu-
rity initiative. This agile framework to impede and stop shipments 
of WMD delivery systems and related material now includes more 
than 90 nations around the world, some of which have significant 
work remaining in developing their laws and capabilities. Devel-
oping these tools among PSI partners is essential to ensuring that 
we can build on the dozens of successful interdictions of sensitive 
materials for WMD and ballistic missiles in route to countries like 
Iran and Syria. 

The State Department also leads one of the most promising mul-
tilateral efforts to combat nuclear terrorism. The Global Initiative 
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to Combat Nuclear Terrorism, which now includes 75 partner na-
tions. The experts in these nations participate in activities and ex-
ercises to build programs for the likelihood of successful WMD de-
tection and interdiction when such materials are transferred, and 
ensuring that states have the capabilities to execute an effective re-
sponse to WMD incidents. 

I thank you and I look forward to your questions. 
[The prepared statement of Ms. McNerney follows:]

PREPARED STATEMENT OF MS. PATRICIA MCNERNEY, PRINCIPAL DEPUTY ASSISTANT 
SECRETARY, BUREAU OF INTERNATIONAL SECURITY AND NONPROLIFERATION, U.S. 
DEPARTMENT OF STATE 

Chairman Sherman, Ranking Member Royce, Members of the Subcommittee, I ap-
preciate the opportunity to discuss with you today foreign aid and the fight against 
terrorism and proliferation. 

THE THREAT 

As the President and Secretary Rice have repeatedly emphasized, the proliferation 
of WMD, including the danger that terrorists may succeed in their effort to acquire 
these devastating weapons, represents the most severe threat to national and global 
security. 

Irresponsible states and non-state actors are pursuing the materials and capabili-
ties for WMD. North Korea conducted a nuclear test on October 9, 2006; launched 
long-range ballistic missiles on July 5, 2006; and engaged in the proliferation of bal-
listic missiles and nuclear capabilities to other states. Iran continues to support ter-
rorist groups, engages in sensitive nuclear activities in defiance of United Nations 
Security Council resolutions, and aggressively develops ever-more-capable ballistic 
missiles. Syria also sponsors terrorism and made significant progress, with North 
Korean assistance, in covertly constructing a reactor that appeared to be well-suited 
to producing weapon-grade plutonium. Syria undertook these activities without noti-
fying the International Atomic Energy Agency and, if they were intended to support 
a nuclear weapon development effort, would have been in violation of Syria’s com-
mitments under the Nuclear Nonproliferation Treaty. As these governments pursue 
WMD and missile-delivery systems, other states in their regions may be tempted 
to pursue their own weapons programs in self-defense. 

Though the threat from state proliferation is severe, the threat from non-state ac-
tors is equally daunting. Despite shutting down the A.Q. Khan network and 
strengthening international tools against non-state proliferators, many continue to 
engage in their deadly trade wherever and whenever they can through both illicit 
activities and manipulation of the legitimate worldwide economic and financial sys-
tem. Terrorist groups continue to seek WMD, including nuclear weapons. That 
threat would only be compounded if leading state supporters of terrorism like Iran 
or Syria succeed in their own proliferation efforts. 

ASSISTANCE PROGRAMS 

Foreign assistance is one of a number of tools available to us to advance our na-
tional interests. In general, our decisions on whether to provide foreign assistance 
to a specific country, or to condition assistance, are made on a case-by-case basis 
and take into account the specific country circumstance and our strategic objectives 
and priorities. We would be opposed to a general policy of conditioning foreign as-
sistance on cooperation with nuclear proliferation efforts because, as a wholesale ap-
proach, it does not take into consideration the national security considerations that 
are presented with each unique case. In one case nonproliferation cooperation may 
be the paramount national security concern; whereas in another case the interest 
of to U.S. security may be best served by moving forward with a security assistance 
package. We need the flexibility to weigh each case individually, taking into account 
short and long-term interests, without being hamstrung by one-size-fits-all formulas. 

We also make every reasonable effort to guard against the risk that foreign aid 
could inadvertently benefit those whom we mean to counter or marginalize. This in-
cludes, when possible, establishing safeguards against misuse of foreign aid. Earlier 
this year, the Deputy Secretary of State approved a risk-based approach to evaluate 
possible terrorist financing, which would formalize more established procedures, re-
mind organizations of their responsibility to evaluate all foreign aid cases, and en-
sure that a framework is established for proper evaluation of all department pro-
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grams. The Deputy Secretary’s guidance acknowledges the importance of avoiding 
a ‘‘one size fits all’’ approach. The guidance instead lays out key factors that all As-
sistant Secretaries and their organizations should review to evaluate the risk that 
assistance could unintentionally benefit terrorists. 

In addition to this risk-based assessment, foreign assistance programs are evalu-
ated to consider how the use of such foreign assistance advances overall U.S. foreign 
policy. The goal is to ensure that there is good awareness of risks and provide as-
sistance only when the benefits outweigh risks. 

As part of larger Department foreign assistance efforts, nonproliferation assist-
ance plays a critical role in helping the United States and our allies counter the 
proliferation threat from irresponsible states and terrorists. Some programs elimi-
nate, reduce and prevent the proliferation of weapons, related materials, and exper-
tise. Others build partner nations’ tools to combat proliferation, reduce incentives 
for proliferation, and better prepare partners to mitigate losses in the event of an 
attack. Department of State nonproliferation assistance programs are relatively 
small compared to those of the Departments of Defense and Energy. The Depart-
ment plays, however, a central role in all three areas through our leadership, diplo-
macy, and direct assistance activity that is so often critical to gaining the inter-
national cooperation that we desire. 

REDUCING, AND PREVENTING PROLIFERATION OF WMD, MATERIALS AND EXPERTISE 

At the end of the Cold War, the Soviet WMD legacy appeared to present the 
greatest proliferation threat. Through the U.S. programs initially sponsored by Sen-
ators Sam Nunn and Richard Lugar, and subsequently through partners’ efforts 
under the G–8 Global Partnership Against the Spread of Weapons and Materials 
of Mass Destruction, the United States, Russia, and others have had major achieve-
ments in reducing and preventing the proliferation of former Soviet WMDs, delivery 
systems, related materials, and expertise. That work is not yet finished and remains 
essential. We must, however, focus increasingly on meeting global proliferation ac-
tivity. 

Several Department of State assistance programs contribute importantly to this 
overall effort. Through the Nonproliferation and Disarmament Fund (NDF), the U.S. 
Government can respond rapidly to proliferation concerns. A key example was the 
removal in 2004 of Libya’s WMD components and infrastructure just a few short 
months after Libya’s historic decision to abandon its WMD and longer-range missile 
programs. NDF funding has also been critical to the disablement of the three core 
nuclear facilities at North Korea’s Yongbyon complex. In both cases, NDF’s unique 
authority to provide assistance ‘‘notwithstanding any other provision of law’’ allowed 
the U.S. Government to implement nonproliferation priorities in countries where 
our laws prohibited other assistance efforts. If it were not for the NDF program, the 
reactor cooling tower at Yongbyon would still be standing, and no other North Ko-
rean nuclear program disablement actions likely would have occurred so quickly. 
The Administration sought and received from the Congress a waiver of the Glenn 
Amendment, allowing the Department of Energy to contribute funds to the 
denuclearization effort in North Korea. This will both permit a substantially in-
creased denuclearization assistance effort in North Korea and also free more NDF 
resources to meet other requirements worldwide. 

The Department of State’s Global Threat Reduction programs focus on worldwide 
efforts to enhance biological security, promote chemical and nuclear security, and 
provide peaceful employment for former WMD experts. Work to secure dangerous 
pathogens and develop best security practices for biological scientists is also being 
done in Pakistan, Southeast Asia, the Middle East, and the former Soviet states; 
and is beginning in Africa and South America. Activities are expanding in South 
and Southeast Asia and the Middle East to help chemical scientists, technicians and 
engineers improve chemical security. Through the Science Centers Program, we con-
tinue to engage and redirect former WMD personnel in the former Soviet Union. We 
focus increasingly on transforming the Science Centers into partnerships to improve 
collaborative nonproliferation efforts, transparency and sustainability. Building on 
our Science Center experience, the Department of State also pursues programs to 
redirect Libyan and Iraqi former WMD experts toward sustainable, productive, and 
peaceful employment. 

These Department of State programs complement other U.S. Government assist-
ance efforts, especially those of the Departments of Defense and Energy. Thus, NDF 
often kick starts nonproliferation work that is later expanded and completed by 
other agencies. Global Threat Reduction redirection efforts and global biological and 
chemical security efforts complement Department of Defense and Energy programs 
to reduce and secure weapons and materials. 
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The Department of State also leads U.S. participation in the G–8 Global Partner-
ship Against the Spread of Weapons and Materials of Mass Destruction. In creating 
the Global Partnership at their 2002 Summit in Kananaskis, the G–8 Leaders com-
mitted $20 billion over 10 years ($10 billion from the United States) to reduce and 
prevent the proliferation of former Soviet weapons of mass destruction, related ma-
terials, equipment and expertise. The Global Partnership has since grown to include 
14 donors in addition to the G–8. Even more important, G–8 leaders agreed at the 
Hokkaido Summit earlier this month to expand the Global Partnership to address 
worldwide proliferation threats. The United States already allocates over $350 mil-
lion each year to threat reduction projects outside the former Soviet states, includ-
ing efforts to prevent terrorists and proliferant states from accessing materials, ex-
pertise, and technologies needed to develop nuclear or radiological weapons capabili-
ties. We are now encouraging other Global Partnership donors to follow suit and 
giving new partners to aid in this critical effort. 

BUILDING CAPACITY TO PREVENT AND COUNTER PROLIFERATION 

In addition to reducing and preventing the proliferation of weapons of mass de-
struction, related material, and expertise, several of the efforts discussed above—
for example, the G–8 Global Partnership and the Department of State’s Global 
Threat Reduction programs—also help build partners’ long-term capacity to counter 
proliferation. 

Additional State Department assistance programs focus even more directly on 
strengthening counterproliferation. The Export Control and Related Border Security 
Program (EXBS) works closely with other U.S. Government agencies, academia, and 
private industry to provide training and equipment to strengthen export control. 
The EXBS operates in more than 50 countries. A major focus of EXBS is assisting 
countries in fulfilling their export control obligations under United Nations Security 
Council Resolution 1540. EXBS helps countries to adopt export control laws, regula-
tions, and control lists, as well as licensing and enforcement best practices that 
meet international standards, including those of the multilateral control regimes 
(such as the Nuclear Suppliers Group, Australia Group, Missile Technology Control 
Regime and Wassenaar Arrangement). Further, a significant portion of EXBS as-
sistance supports delivery of detection and interdiction equipment and related train-
ing. 

Complementing EXBS efforts to build international tools to combat nuclear smug-
gling is the Preventing Nuclear Smuggling Program (PNSP), which includes the Nu-
clear Smuggling Outreach Initiative. Under the Initiative, the United States and 
partner governments develop joint action plans to address capability gaps, deter-
mine assistance projects, and reach out to potential U.S. and foreign donors to fund 
critical projects. The second element is the PNSP Response activity, which increases 
partners’ tools to respond to nuclear and radioactive smuggling incidents by sup-
porting partner efforts to produce national response operating procedures. PNSP Re-
sponse also strengthens international nuclear forensics cooperation through improv-
ing partner nation nuclear material libraries, points of contact, and procedures for 
sharing forensics information on crimes involving nuclear or radiological material. 

The Department of State also leads implementation of the most promising multi-
lateral efforts to combat WMD terrorism, the Global Initiative to Combat Nuclear 
Terrorism. Launched jointly by the President and Russian President Vladimir Putin 
in July 2006, the Global Initiative now includes 75 partner nations, spanning all 
geographical regions. This year alone, we have made significant inroads within the 
Middle East as Bahrain, Jordan, Saudi Arabia and the United Arab Emirates all 
joined as partners. It is also noteworthy that India recently joined the GI as well, 
giving us the opportunity to improve cooperation with both India and Pakistan as 
partner nations. 

The Global Initiative is an action-oriented, flexible partnership that leverages 
partner nations’ collective capabilities to counter nuclear terrorism—including 
through deterrence, denial, detection, material confiscation, and response. To that 
end, the Global Initiative Statement of Principles outlines eight key goals: improve 
accountability and physical protection of nuclear systems; enhance security of civil-
ian nuclear facilities; improve the ability to detect nuclear material; improve capa-
bilities to search and confiscate unlawfully held nuclear material; deny safe haven 
and economic resources to terrorists; implement criminal liability for terrorists; im-
prove response and mitigation in the event of a terrorist attack; and promote infor-
mation sharing to suppress acts of nuclear terrorism. In pursuit of those goals, part-
ner nations host seminars, workshops, information sharing activities, exercises and 
other activities to build individual and joint capacity to combat nuclear terrorism. 
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Approximately one Global Initiative activity occurs per month around the world 
hosted by different partner nations. 

The Global Initiative was created without a specific line item in the Administra-
tion budget. The Department of State has the support of other agencies for many 
of its activities. To help ensure long-term success for the effort, the Administration 
has requested $5 million in State Department Nonproliferation, Antiterrorism, 
Demining and Related Projects (NADR) funding for FY2009 to establish a new 
‘‘Combating WMD Terrorism Program.’’ This new account will further Global Initia-
tive goals and provide limited assistance to other combating WMD terrorism prior-
ities. Funding assistance to these areas will immediately complement the work of 
other U.S. assistance efforts and help to facilitate greater contributions by our part-
ners. 

Another important component in the global fight against nuclear terrorism is the 
Global Nuclear Detection Architecture (GNDA), designed to be a multi-layered, 
international system offering multiple opportunities for detection by an array of 
countermeasures deployed in between sources of materials and potential targets to 
provide capabilities to detect and interdict nuclear / radiological material. The 
GNDA complements and is integrated with the goals of the Global Initiative to 
Combat Nuclear Terrorism, as well as the Proliferation Security Initiative and other 
U.S. Government programs such as the Department of Energy’s Second Line of De-
fense Core, Megaports and Homeland Security’s Container Security. 

Through the Global Initiative, we are developing, in conjunction with the Depart-
ments of Homeland Security, Energy and Defense, a comprehensive set of model nu-
clear / radiological detection guidelines that will identify national, regional, and 
global detection norms. The guidelines document will explain the basic elements of 
a nuclear detection architecture, include internationally-accepted standards, and 
thus serve as a strategic planning guide to assist nations in developing and imple-
menting their own nuclear / radiological detection capability. 

The Proliferation Security Initiative (PSI) is yet another critical example of inter-
agency and international leadership by the Department of State to counter prolifera-
tion. Established by the President just over five years ago, PSI provides a flexible, 
agile framework to impede and stop shipments of WMD, delivery systems and re-
lated materials. More than 90 states worldwide have now endorsed the PSI State-
ment of Interdiction Principles. PSI partner nations have successfully conducted 
dozens of interdictions of sensitive materials for WMD and ballistic missiles en 
route to countries like Iran and Syria. PSI nations continue to build partners’ capac-
ity to act in a coordinated, effective fashion. They have conducted 35 exercises in-
volving over 70 nations to improve interdiction capabilities. In the PSI Operational 
Experts Group, diplomatic, military, law enforcement, technical intelligence and 
legal experts develop new operational concepts for interdiction, organize the pro-
gram of exercises, share information about national capabilities and authorities, and 
pursue cooperation with industry sectors that can help the interdiction mission. 

The Department of State has also taken a leading role in persuading the United 
Nations Security Council to act against WMD and missile proliferation. In April 
2004, as a direct result of the Administration’s focused diplomacy, the Security 
Council passed Resolution 1540—the first resolution to declare WMD and missile 
proliferation a threat to international peace and security. Security Council Resolu-
tion 1540 requires all states to implement effective export controls and nuclear secu-
rity and to criminalize proliferation by nonstate actors. Since then, the Security 
Council has adopted a series of resolutions imposing firm sanctions on North Korea 
and Iran, in response to North Korea’s 2006 missile launches and nuclear test and 
to Iran’s continuing defiance of its Security Council and International Atomic En-
ergy Agency obligations. The United States is working actively within and outside 
the United Nations framework to help ensure that all governments meet their obli-
gations under Security Council Resolution 1540 and resolutions on Iran and North 
Korea. 

REDUCE INCENTIVES TO PROLIFERATION 

Many of the programs described above—designed primarily to build partners’ ca-
pabilities or to eliminate or secure WMD—also reduce incentives to proliferation. 
They do so primarily by denial (through making WMD and related materials less 
accessible) and by deterrence (through increasing the risks of detection and interdic-
tion). In addition, other important programs are designed to change incentive to pro-
liferate. The State Department programs to redirect former weapons scientists, tech-
nicians and engineers in Libya, Iraq and former Soviet states is a good example of 
an effort to support this important measure. 
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We are also assisting another effort to reduce incentives to proliferation in the 
growing field of nuclear energy. An increasing number of states are turning to civil 
nuclear energy. We must work to ensure that states pursuing the economic and en-
vironmental benefits of peaceful nuclear energy are moving forward in a manner 
that does not increase proliferation. 

Just over one year ago, Presidents Bush and Putin issued a Joint Declaration on 
Nuclear Energy and Nonproliferation that aims at assisting states to acquire safe 
and secure nuclear power, encourage proliferation-resistant nuclear technologies, 
and present viable alternatives to the spread of enrichment and reprocessing. The 
U.S. Special Envoy for Nuclear Nonproliferation, Ambassador Jackie Wolcott, has 
been working hard with her Russian counterpart to implement the ideas set forth 
in the Joint Declaration. Moreover, the United States recently signed Memoranda 
of Understanding with Jordan, Bahrain, the United Arab Emirates, and Saudi Ara-
bia, in which each of those governments set themselves as counter-examples to Iran 
by expressing their intent to choose the international market for civil nuclear fuel 
rather than pursue enrichment and reprocessing. 

A key element in this effort is persuading states not to pursue enrichment and 
reprocessing. In this regard, the United States, Russia, other partners, and the 
IAEA are all working to ensure reliable access to nuclear fuel should there be a dis-
ruption in supply—in order to encourage states to choose the international fuel mar-
ket in lieu of acquiring indigenous enrichment and reprocessing technologies. In this 
area as well, we link incentives with deterrence and denial measures—seeking to 
set tough criteria on enrichment and reprocessing transfers within the Nuclear Sup-
pliers Group guidelines. 

In addition, the United States is working to establish stockpiles of low-enriched 
uranium as a safe means for nations pursuing peaceful nuclear energy to obtain 
fuel. As part of a Department of Energy effort, the U.S. is developing a reserve of 
low-enriched uranium fuel, down-blended from 17.4 metric tons of highly enriched 
uranium declared in excess of national security needs. The first shipment of down-
blended low-enriched uranium was sent to a fuel fabrication facility in April, and 
the first core load will likely be ready by the end of this year. This should be com-
pleted by 2010 and is complemented by the ongoing work of the non-government or-
ganization Nuclear Threat Initiative (NTI), which is creating an international fuel 
bank to be managed by the IAEA. Accordingly, we welcome the Congressional ap-
propriation of $51 million in FY2008 to support this program. Those funds will be 
transferred later this year by the Department of Energy as the U.S. contribution 
to the international nuclear fuel bank, matching the $50 million pledged from NTI. 
We are working with the IAEA and other states to meet the remaining $50 million 
required to release NTI funds. 

CONCLUSION 

Once again, I would like to thank the Chairman, Ranking Member, and Members 
of the Subcommittee for this opportunity to discuss foreign aid and the fight against 
terrorism and proliferation. These represent severe threats to national security and 
foreign aid plays a critical role in helping to prevent irresponsible states and terror-
ists from acquiring WMD by shrinking the supply of such capabilities, increasing 
the likelihood of a successful WMD detection and interdiction, and building tools to 
execute an effective response to a WMD incident.

Mr. SHERMAN. I thank both of the witnesses. I will recognize my-
self for 5 minutes. 

Ambassador Dailey, I am going to hit you with the same question 
I hit you with the first time we met about a year ago. It might 
have been an unfair question now but I am sure you have thought 
of nothing else in the last year. 

There are those who say that this administration prioritizes the 
independence of corporations, particularly multinational corpora-
tions to seek profit unimpaired by governmental action; that they 
prioritize that objective above the objective of dealing with ter-
rorism. Can you identify for me one or two clear instances where 
this administration has of its own volition taken action that hurt 
the profitability and independence of a multinational corporation 
because that step was useful or necessary in our efforts against ter-
rorism? 
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Ambassador DAILEY. I do not recall the original question, Chair-
man, but I welcome the opportunity try and wrestle with that. 

Just today I had a prominent businessman in my office express-
ing how it is their intention through their foundation program irre-
spective of government guidance to work in countries that are de-
veloping, and our request for them was to focus on counterter-
rorism prone or counterterrorism vulnerable areas. 

Mr. SHERMAN. Ambassador, I do want to interrupt. I am asking 
for times when you have prevented them from pursuing a profit-
able opportunity, not for occasions where you have urged them to 
use their charitable dollars in the best possible way. 

Ambassador DAILEY. On the business side, Mr. Chairman, I do 
not think I can present one right now, but I am prepared to take 
that for the record and respond formally. 

Mr. SHERMAN. I want to assure you I did ask you that question 
in my office a year ago. I have asked other members of the admin-
istration. The non-answer is extremely loud, and I think dem-
onstrates the fact that while this administration is famous for in-
vading Iraq, that in fact its number one priority is totally unfet-
tered corporate power in the business sphere, and that the fact 
that you cannot name a corporation whose business opportunities 
have been limited speaks volumes, but I want to see if Ms. 
McNerney has an example where this administration has stepped 
in and prevented a company from doing something profitable in 
order to achieve our nonproliferation objectives, and if you do not 
know just say so. 

Ms. MCNERNEY. Well, I actually think we do have a very robust 
activity where we have identified through our sanctions, through 
our designations companies that are engaged in proliferation activ-
ity and therefore U.S. businesses, U.S. personnel, U.S. banks, all 
aspects of U.S. economic power are prohibited from engaging with 
those proliferation entities of concern. 

Additionally, we have, obviously, the core countries like North 
Korea, like Iran, like Syria, where there is a wall in terms of the 
kinds of economic engagement. 

Mr. SHERMAN. So whatever profits might have been reaped sell-
ing uranium to North Korea is something that we do not allow to 
our corporations. 

Ms. MCNERNEY. I would just kind of make clear. On this list are 
companies, for example, in China, that are large multinational 
companies that otherwise would engage with, and we have put 
those prohibitions on that kind of engagement. 

Mr. SHERMAN. Thank you. An internal audit conducted by 
USAID’s own staff concluded that the organization cannot reason-
ably ensure that its money does not end up in terrorist hands. This 
included providing $180 billion to a Bosnian group whose president 
was on the Watch List that barred him from entering the United 
States, $1 million for an aid partner who later pleaded guilty to 
lying to Federal agents about his involvement with a disciple of 
Osama bin Laden, the funding for al-Kuds and Islamic universities 
with ties to terrorist organizations, and I know that our next wit-
ness, Mr. Emerson, will point out a few other examples as well. 

Mr. Dailey, as the State Department’s coordinator for counterter-
rorism, is your input sought in the vetting process and why should 
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the economic bureau have the lead in vetting aid recipients if you 
are the coordinator of our antiterrorism effort in the State Depart-
ment? 

Ambassador DAILEY. Our department does have integral parts 
throughout the vetting of aid recipients, and the three processes 
are the Leahy amendment that has human rights, and we make 
sure that that is administered for aid recipients. The second proc-
ess that is specifically counterterrorism aid is done inside our diplo-
matic security office where it has assessment, review and evalua-
tion, and then also a program management team. So the rec-
ommendation and the application of aid is made by one office but 
the evaluation of its effectiveness in the vetting of who it goes to 
is done by another office, and they are not interconnected. 

Mr. SHERMAN. So who do we blame for these three instances that 
I just recited plus the other evidence that I am told will come from 
another witness, but let us focus on these three, the Bosnian situa-
tion, the partner with bin Laden, the al-Kuds and Islamic univer-
sity? 

Ambassador DAILEY. Those specific three instances, I cannot 
identify who would be blamed. 

Mr. SHERMAN. Would your office have any input or authority or 
screening of those, or——

Ambassador DAILEY. We have input to it, and participation but 
we do not officially say yes or not. But what I would like to say 
is as a result of some of the USAID misuse of development aid they 
have internally implemented a system themselves. I am not famil-
iar with the details of that, but that is a result of these failures. 

Mr. SHERMAN. So there is U.S. misuse of development aid, to use 
your own words. So has the State Department been upset with any 
of its particular employees who are responsible for that? 

Ambassador DAILEY. The State Department is upset with the 
misuse and appreciates the fact that it has been identified by con-
cerned citizens and others that we want to follow up on those, but 
what particular punishment has taken place I am not familiar. 

Mr. TANCREDO. Mr. Chairman. 
Mr. SHERMAN. Yes. 
Mr. TANCREDO. There is a gentleman who is doing simultaneous 

translation here and it is becoming kind of annoying. I do not know 
how our panelists are dealing with it, but I wonder if we could pos-
sibly do it in the other part of the room and not too loud. 

Mr. SHERMAN. I do not know who the individual is. 
Mr. TANCREDO. The gentlemen right here. 
Mr. SHERMAN. Thank you very much, and we do want to accom-

modate all our guests, and if there is a way to do it that does not 
interfere with the hearings, we certainly want to set that up. Sir, 
if you talk to Roger here and have any ideas as to how to accommo-
date your needs, we would be happy to do it, but only in a way that 
does not interrupt the hearing. 

With that, let me go to Mr. Royce. 
Mr. ROYCE. Thank you, Mr. Chairman. We have got a lot of 

ground to cover so maybe just a yes or no on this first question to 
the Ambassador, Ambassador Dailey. 
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You testified about efforts to counter elicit cash couriers. So is 
North Korea still counterfeiting the United States? Yes or no on 
that. 

Ambassador DAILEY. Can I use ‘‘I don’t know’’? 
Mr. ROYCE. Well, you can, yes. 
Ambassador DAILEY. I do not have a specific answer. 
Mr. ROYCE. All right. Second, and that is what I suspected, you 

said in the past that we will need to work with European countries 
to connect European Muslims with the societies in which they live 
and to resist the lures of extremist recruiters. What do we bring 
to the table here in trying to better integrate European societies? 

Ambassador DAILEY. I guess that is not a yes or no, sir. 
Mr. ROYCE. No, because you have got it in your testimony. 
Ambassador DAILEY. We saw that there are two different types 

of migrant populations, immigrant population, Muslim population 
challenges. In Europe, it is the migrant population and there is a 
very, very small group that has the potential to be radical. We 
have assisted them in the wakening or realization that this is a se-
rious problem. We just finished a forum with our United Kingdom 
colleagues on the specific programs in their country. We have a 
best practices process going on right now that I have directed my 
team to make available to our ambassadors to share with the for-
eign nations. 

We do not have the problem for the expertise in our own country, 
so we are asking and saying to the European nations you do, you 
have the insight, they are in your country, make sure you address 
it, and, frankly, virtually all of them have made significant strides 
there. 

Mr. ROYCE. We are going to have on our second panel Steve 
Emerson who is a witness and he will testify that the State De-
partment’s efforts to reach out to the Muslim community has re-
sulted in multiple collaborative efforts between the State Depart-
ment and radical Islamist groups and individuals. Some of these 
groups and individuals have even been convicted, indicted or des-
ignated unindicted co-conspirators in terrorism cases in the United 
States may link directly to the Muslim Brotherhood or share fun-
damentalist ideology. 

Are you familiar with Mr. Emerson’s work and is it accurate? 
Ambassador DAILEY. I am familiar with his work in general. I 

am not familiar with his work in the specific area. 
Mr. ROYCE. All right. Well, let me go to another question. A wit-

ness on the second panel will note the large and growing link be-
tween drug trafficking and terrorist organizations. Doug Farah tes-
tifies of the 43 foreign terrorist organizations the Drug Enforce-
ment administration reports 19 have links to drug trafficking, and 
more have suspected links. 

So regarding Boris Curry, I guess so much for the arguments 
that the Mexican drug cartels would never collaborate with terror-
ists, and we know that certainly was not the case with Mahmood 
Karimi. As I mentioned earlier, the Hezbollah was brought over the 
border in the trunk of a car, into the United States. But I was 
going to ask you what you think about this thesis that there would 
not be a connection versus Doug Farah’s assertion that there most 
certainly is a major connection here? 
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Ambassador DAILEY. Oh, we think there is a nexus between 
drugs and terrorists. The advantage that terrorists use in those sit-
uations is that they will employ the drug pipelines and the drug 
systems to their benefit, and the drug organizations will use it as 
a profit process of moving individuals through or funding for weap-
ons, so we agree. 

Mr. ROYCE. Would we assume then from what happened with the 
brother of the general in charge of security for Hezbollah who 
launched the attacks there, the missile attacks on Israel in August 
of 2 years ago, since his brother was actually coming in through 
such a network into the United States and is a cell group are not 
serving time in prison, would we assume from that that there is 
a threat on our southern border? 

Ambassador DAILEY. I think there is anecdotal information right 
now. We do not see it as a trend, but it is a threat. 

Mr. ROYCE. It has been reported, if I go over to Patricia 
McNerney, if I could ask you this, it has been reported that you 
have been representing the United States in the verification work-
ing group in the 6 Party talks, but today it seems it is the Korean 
desk officer who is actually in Beijing working on the verification 
protocol. 

In any case, obviously it is odd to us as Members of Congress 
that it was not Assistant Secretary Paula DeSutter who heads a 
very different bureau, the Verification Compliance and Implemen-
tation Bureau, heading the U.S. side there. So according to State’s 
Web site, VCI’s mission is to ensure that appropriate verification 
requirements and capabilities are fully considered and properly in-
tegrated through the development, negotiation and implementation 
of arms control, nonproliferation, and disarmament agreements. 

So I would ask, you know, Ms. DeSutter and her bureau got very 
high marks when it came to Libya’s dismantlement. We worked 
with them on that very issue. Why are they missing here on this 
front? 

Ms. MCNERNEY. Well, actually they are not missing. I have been 
part of the verification working group. What is going on right now 
are talks that are on broader issues that Sun Kim is engaged in 
in Beijing. For the denuclearization working group itself, I have a 
member of the Verification Compliance and Implementation Bu-
reau on my team as well as people from the Department of De-
fense, the Department of Energy, the intelligence community. 

Our bureau is charged with the broader nonproliferation policies 
of which verification is a very important subset of that effort. 

Mr. ROYCE. Well, I guess the confusion here is if the Bureau 
whose name includes the word ‘‘verification’’ initially who had this 
mission is not the lead, that it makes folks on the Hill question ex-
actly what they do because I think appearances and titles matters. 
They matter in Asia. They matter here. I have no doubt that you 
or this desk officer are capable, but DeSutter is an assistant sec-
retary with that specified portfolio, and if we are going to show 
North Koreans that we are serious about this and if the mission 
of her department is to develop a program where you have access 
to nuclear materials, environmental and bulk sampling of mate-
rials and equipment, interviews with personnel in North Korea as 
well as access to additional documentation and records for all nu-
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clear-related facilities and operations, short notice inspection of 
suspect sites and so forth, if that is the mission of the department 
given the responsibility of verification, you know, and if instead we 
have the desk officer working the Beijing audit, a different depart-
ment taking the lead on this, for those of us that would like to see 
verification as the prime end game here, and frankly, given the fact 
that during this whole process North Korea turns out to have been 
proliferating into Syria, at the same time building a nuclear reac-
tor——

Ms. MCNERNEY. Yes. 
Mr. ROYCE [continuing]. For a nuclear weapons program, obvi-

ously it raises this question. 
Ms. MCNERNEY. Sure. And verification is an essential element, 

but we also need to remember that our end game here is actually 
to remove the nuclear weapons from North Korea. Our bureau, as 
the International Security and Nonproliferation Bureau is charged 
with the overall nonproliferation mission. Verification of the dec-
laration that they have presented and any subsequent declarations 
obviously is an essential element which is why we work very close-
ly with the verification bureau and their participants in the 
denuclearization working group. 

That working group, of course, has broader requirements be-
yond—currently we are obviously in the negotiation phase of this. 

Mr. ROYCE. Well, Ms. McNerney, are you saying then that you 
think that at the end game you are going to remove the nuclear 
arsenal there, the nuclear weapons in North Korea? That is what 
you just state. 

Ms. MCNERNEY. That is what the joint statement calls for, and 
that is certainly what the end game of our negotiation is. I think 
the difficulty of that is obviously very clear, but we are working in 
this interaction approach that has been outlined by the administra-
tion. 

Mr. ROYCE. Thank you. 
Mr. SHERMAN. Thank you very much, Ms. McNerney, and thank 

you very much, Ambassador Dailey. 
Mr. Scott. 
Mr. SCOTT. Thank you very much. 
Let me turn to Pakistan if I may. To each of you, how would you 

assess the value of our foreign aid going to Pakistan for counterter-
rorism efforts? How affective has our counterterrorism assistance 
program been in Pakistan? 

Ambassador DAILEY. Pakistan is complex, and now complex and 
fragile. I think our influence primarily shown through foreign aid 
was an element that pushed forward a democratic government elec-
tion. Now that is a macro solution with a lot of smaller elements 
to move toward that, but our foreign assistance aid, our military 
aid, our diplomatic activity, all of those things contributed too. We 
now have a Pakistani Government that is democratically elected. 
We did not have one before. 

So when we look at the effectiveness of our overall policy, the 
values and goals we think are important to a democratically-elected 
government, we probably made the challenges fragile. In some spe-
cific areas, in my area specific programs have been pretty success-
ful. It was the training of the forensics and evidentiary team that 
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could go to sites, review, analyze, take a look at what has taken 
place in a post-accident or post-terrorist situation, turn that into 
evidence to go after individuals who may have been part of that. 
That has been successful in Pakistan and transferring that evi-
dence outside of Pakistan to other countries has been successful. So 
that is one example. 

A macro solution that our aid has contributed to the democratic 
government on micro is that it continues to support in a post-ter-
rorist scene analysis. 

Mr. SCOTT. Let me ask you more directly, Mr. Dailey. Can you 
cite for us any example of how our counterterrorism efforts have 
been successful and our main objective? Our objective in Pakistan 
and along their border in Afghanistan is al-Qaeda and Osama bin 
Laden. Can you point to a success in reaching that goal? 

Ambassador DAILEY. In an objective manner, money tied to bin 
Laden or Zawahiri, I cannot. In a subjective manner to attempt to 
create an environment to go after al-Qaeda as best we can in a so-
ciety that is not receptive to U.S. interference, we have made some 
progress. 

Mr. SCOTT. Do you think that we have spent a huge amount of 
money, you know, in that area. Our intelligence says al-Qaeda, 
Osama bin Laden is on that border. I have been over into Pakistan 
and Afghanistan, and each time there is a different level. When I 
am in Afghanistan and when we are talking to President Karzai, 
there is a level of commitment and directness coming from the Af-
ghan side about this. Then when the subject matter turns to Paki-
stan, it borders on an element of just hostility to the fact that they 
are not doing what they should be doing, and not only that but 
there is trickery and deceit on that side of the border and with the 
Pakistanis. When we go into Pakistan and we have met on occasion 
with President Musharraf, that enthusiasm, that level of commit-
ment, that energy that you got on the Afghan side is not there on 
that side. 

But the point of my question is, is the will there? Is the desire 
there on the part of the Pakistanis? Could it be that without the 
necessary checks and balances, without the necessary tying our 
money, hard-earned taxpayers’ dollars we sent out to Pakistan 
should not we be getting better results if we did tie our money to 
results, and if we do that would we, in effect, discourage what lit-
tle—in my opinion—help we are getting in that direction by tying 
restrictions to it? 

In other words, tell me if you feel there is a reason for us having 
these loose accounting procedures there because if we tighten them 
and say, hey, if you want to get the money, you have got to do this, 
we have got to see results. 

Ambassador DAILEY. The loose accountability that you are talk-
ing about, Congressman, has come to the attention of the U.S. Gov-
ernment, and in two areas we are trying to tighten that up enough 
to be able to say that we are doing due diligence. On the military 
side, accountability. On the social and economic development pro-
gram, that is going to go into the Fatah, a separate entity to make 
sure that the Pakistanis are held accountable are being estab-
lished. 
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It is a delicate balance. If we impose so much accountability and 
so much oversight that we may end up dealing with what little 
support and presence they allow us right now, and that goes back 
to how fragile they are. 

I certainly do not want to be viewed as an apologist, but I would 
like to be viewed as a realist. It is a delicate balance, complex. So 
we do want to increase the accountability in those three areas—
militarily, socially and economically. We also want to make sure we 
retain the leverage to have access, albeit limited, into the Fatah, 
northwest province area because absent that we would have abso-
lutely nothing. 

Mr. SCOTT. Thank you, sir. 
Mr. SHERMAN. Thank you. I now want to recognize the very pa-

tient Mr. Tancredo, who was the first to arrive in the room, and 
the last to speak. 

Mr. TANCREDO. Thank you very much, Mr. Chairman. I find 
these things really pretty fascinating hearings, and I appreciate 
your holding them. 

Mr. Ambassador, I am going to take this in just a little bit of a 
different direction here. I am going to do so because of your role 
that will be played in dealing with the renew of MEK situation 
coming up in October, and I do not know that I will have another 
opportunity to discuss this with you. 

But specifically I want to ask about People’s Mujahedin of Iran, 
also called the MEK, and the MEK advocates a secular democratic 
government for Iran that respects human rights and freedom. The 
group also has provided critical intelligence to the United States 
about Iran’s nuclear program as was attested to in this committee 
last year by a member of someone in the State Department. 

In addition, many of the members of the group are in the protec-
tion of United States forces, Camp Ashraf in Iraq. In short, the 
MEK is a group that the United States and the West cultivate, it 
seems to me, as a democratic change in Iran. 

Unfortunately, instead of assisting and encouraging these dis-
sidents, the United States and the United Kingdom labeled them 
as a terrorist organization in the 1990s in the hope that in doing 
so we would encourage favor with the moderates in the government 
of then Iranian President Mohammed Khatami. 

Clearly, the political goals behind this failed to materialize. If 
anything, the Iranian Government has become more aggressive and 
repressive in the years since the MEK designation of a terrorist or-
ganization. Iran is supporting violence and terrorism as you know 
from Baghdad to Beirut and it has defied U.N. demands to end its 
nuclear enrichment program and shows no signs of modernizing its 
behavior. 

The United Kingdom seems to have realized this and removed 
the MEK from the British terrorist list earlier this year. In doing 
so, they have sent a message to Tehran that they are ready to free 
the MEK from the international stigma that comes with a terrorist 
label. 

Now, if dialogue and diplomacy are to be successful, there must 
be more than opportunities for Iran to stall for time while moving 
forward with their nuclear program. Willingness to negotiate with 
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terrorists does not work unless one is willing to use sticks as well, 
and the MEK is one of those sticks it seems to me. 

Today there is no longer any legal or political justification for 
keeping the MEK on the terror list here in the United States, at 
least that I am aware. The MEK does not behave like a terrorist 
group. By protecting the group in Camp Ashraf, our Government 
certainly has not been treating them like terrorists. 

So the question, of course, is why are they still on the list? What 
can we expect to happen as a result of your review and what is 
happening up to this point in time as a result of your review that 
will get them to the point of—especially knowledge of what it takes 
to get off the list? 

Ambassador DAILEY. Sir, thank you. 
They do have a history of being a terrorist organization. In 1979, 

they killed several Americans. They have stayed on the list along 
with 43 others. We have legislation that was put into place in 2003 
that directs a review of all of our 44 foreign terrorist organizations 
at the 5-year mark. We are in that process right now. We have 
done 8 to 10; reviews have been disseminated to our interagency 
folks. MEK is not involved in that portion but it will be. 

In that review we are going to check and see if the three criteria 
for a terrorist organization is still retained, (1) they are foreign; (2) 
they go after U.S. folks; and (3) there is terrorist activity in exe-
cuting that. 

If you take a snapshot back 5 years, it appears to be somewhat 
clean. So we are doing a professional effort to review them, and as 
a result of that legislation the review that we provide is then sub-
ject to appeals in a U.S. court system so there is an opportunity 
if by chance the organization does not get de-listed to appeal at the 
second level. 

The situation in U.K. where they took it off, the executive branch 
wanted to keep them on. It was the judicial branch that took them 
off. We expected the same thing to happen in the EEU to follow 
suit with the U.K. That did not happen. The EEU folks kept the 
MEK on the list. 

We are soliciting those countries additional information intel-
ligence-wise as to why they thought it should stay on. We have 
about 180 days to resolve this and so I would submit to you that 
it is in the process of getting looked at. It does have attention from 
other individuals besides yourself, and the State Department is 
doing as professional and as thorough look as we can that will 
withstand judicial review. 

Mr. TANCREDO. Well, that is encouraging I must tell you. That 
is the most direct answer I have on this issue in the many times 
I have brought the question up, and I do so, Mr. Ambassador, not 
because I have any particular desire to see them succeed in Iran 
in a political sense, the MEK, that is, with a political arm, I really 
do not care. It does not matter to me whether they have any polit-
ical support inside Iran or not. It just seems to me that the one 
thing we do know about them for sure it seems like there are some 
facts that are indisputable, and one of them being, which you men-
tioned earlier, that for at least the 5-year period of time, the last 
5 years or so there is no activity that would lead us to believe that 
they are involved with terrorist activity. 
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But we are in fact protecting them in Camp Ashraf. That is a 
fact, and it is kind of an interesting one considering the fact they 
are identified still as a terrorist organization. 

But perhaps the most important fact here, undisputable fact is 
that they are detested by movements in Iran, and there has got to 
be a reason for that. They are petrified of this organization for 
whatever reason, whether it is just historical, there is something 
about that that just really drives them nuts, and it seems to me 
that we tried on the political side, you know, that was the whole 
reason, I think, of putting them on the list. There were instances, 
of course, that we could use to justify it, but I think generally 
speaking the reason they ended up on that list was to mollify the 
Iran Government at the time. It did not work. 

So as I have stated, it just seems to me only logical for us to now 
look at them in a way that can put them to work for us. They have 
done—they have provided us with some very good information. 
They know the language. They know the culture. It just seems like 
they are a tremendous asset if we can exploit it, and that is why 
I bring it to your attention, and I really do appreciate the fact that 
you have been as direct as you have been in your answer because 
that has not been the case in the past. 

Do I have time left? 
Mr. SHERMAN. No. Thank you very much. 
Mr. TANCREDO. We do not have the little lights blinking any-

more. 
Mr. SHERMAN. We are doing this with the old technology. I want 

to point out that both myself, and working with others, we have 
asked the State Department to identify what criteria the MEK 
should be, what criteria other not anti-American organizations 
should be to get off the terrorist list both to be fair and open as 
to what those criteria are, and second, to try to make sure that the 
organizations conform their behavior to what we want by telling 
them what we want. 

With that I want to yield to the gentleman from Florida. 
Mr. KLEIN. Thank you, Mr. Chairman, and thank you for being 

here today. I appreciate your time. 
I would like to shift my comments over to nuclear proliferation 

and specifically obviously the great concern that we have in this 
country and around the world about Iran developing a nuclear 
weapon is not only its potential threat of use, but also its ability 
to transfer that technology to terrorist organizations around the 
world. 

One of the things the United States has spent many years on 
and I am sure both of you have been very much involved is the de-
sire to deal with the former Republic of the Soviet Union and the 
material weapons, the material that they had in their possession. 
We have the fund, the State’s Nonproliferation and Disarmament 
Fund, and if you can start off by just giving a quick status report 
on what is going on with that disarmament effort, and where do 
we stand from a status point of view? 

Ms. MCNERNEY. Well, in terms of Iran you are talking about? 
Mr. KLEIN. No, the Soviet Union. Former Soviet Union. 
Ms. MCNERNEY. Okay. Right. The program itself—I do not have 

with me all the details and all the specific facilities and so forth. 
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A lot of what we do at the State Department is coordinate with 
DOD and DOE which have the bulk of the funding that do a lot 
of the programmatic monies, but just from a broader perspective 
but we are trying to do is really move toward self-sustainability 
and shift away from the heavy emphasis on the Soviet republics, 
the former Soviet republics. 

That said, there is still a lot of work to be done. We have a goal 
of about 20 facilities by 2012 that we are seeking to complete our 
work there. We at the State manage an international science cen-
ter with other partners. We are trying to cooperate with particular 
scientists that had previous experience or current experience that 
we are concerned obviously in the——

Mr. KLEIN. If I can interrupt for a second. Specifically, the status 
of how successful have we been in terms of controlling the mate-
rial, or level of security in knowing that the material will not fall 
into the hands of terrorists. 

Ms. MCNERNEY. We work with Russia and the former Republics 
to secure the material that obviously was potentially exposed in the 
breakup of the Soviet Union. We have also worked to take mate-
rials and remove from some of the republics back to Russia for 
down blending to low enriched uranium from the highly enriched 
weaponized uranium, to put better security around those materials. 
For example, we have done a lot in Ukraine to bring all those radi-
ological sources which can have dual use. 

Mr. KLEIN. Where are we in the process, though? I mean, are we 
50 percent there? Are we 25 percent? Are we 80 percent there? 

Ms. MCNERNEY. I hesitate to give a number just because I think 
I would want to go back and look sort of specifically in the pro-
grams in terms of completion of movement. But in terms of actu-
ally securing the fissile material, I think we are pretty satisfied 
that we have got a good partner in Russia and that material is well 
secure. 

Mr. KLEIN. If I can and maybe the committee might be interested 
in this as well after the fact if you can go back and we have not 
talked about this in a little while, it came up a few years ago, but 
I think many of us would be interested to see what we are doing, 
how we are doing it, whether we can make adjustments to the pro-
gram. 

The second question that falls out of this is there are a lot of—
you know, a substantial amount of uranium that is located in Afri-
ca. In many places in Africa where there are very weak govern-
ments, very low security, a lot of corruption. What do we do about 
that? What can we? What is the current status of securing sources 
of uranium which obviously can fall into the wrong hands? 

Ms. MCNERNEY. I mean, the uranium itself is simply yellow 
cake, sort of pure, your natural ingredient that in and of itself is 
not enriched in the weaponized kind of way that would be dan-
gerous. That said, would not want to see countries like Iran have 
access to these mines. That is prohibited by the Security Council 
resolutions that we have adopted. A lot of these mines are actually 
owned by multinational corporations, so we have worked closely 
with other countries that may have ownership in these corpora-
tions to try to do more to secure who the purchasers are from these 
mines. 
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Some of the countries with certainly less secure laws we are try-
ing to increase their export control rules, their enforcement, but 
that is tough obviously when you are dealing with countries that 
have institutional problems across the board. 

So to the degree that we can get directly to the corporations that 
might run the mines we try to sensitize them to the customers on 
the other end of it. That is an area we can do more. 

Mr. KLEIN. Again, maybe you could follow up with us on that in 
terms of an understanding of where we stand in that effort. 

Ms. MCNERNEY. Yes. 
Mr. KLEIN. Obviously it is complicated but it is also important 

because the source of——
Ms. MCNERNEY. Sure. 
Mr. KLEIN [continuing]. Non-enriched uranium is something that 

in the wrong hands ends up becoming enriched uranium. 
Ms. MCNERNEY. Right. 
Mr. KLEIN. So we want to make sure that that is followed up on. 
Mr. Chairman, last, I just have one other question. Part of the 

concern about funding in terms of terrorist organizations, this falls 
into the Middle East, relates to even the Palestinian side, some of 
the money that was getting into hands of some of the Palestinian 
organizations. I guess the question is when we are doing the secu-
rity assistance programs, how do we actually work with these orga-
nizations to vet the personnel of the organizations to make sure 
that the money is not going into the wrong hands. 

Ambassador DAILEY. It is difficult to get to specific individuals 
but we try to get those individuals who will handle it in those orga-
nizations. If we get the names, we have several lists to move them 
up against. In many instances we turn out that we are funding an 
organization that is perfectly legitimate, and unbeknownst to us 
several individuals have been hired or employed or sub organiza-
tions have been hired or employed and we do not know. We rely 
on our USAID and our Embassy officials in those respective coun-
tries to give us their best analysis. We believe that the NGO, PGO 
or organization is best to get the information of the individuals 
that make it up, and that gets fed back into our process back here 
in the United States. 

So it is as challenging there as it is human rights vetting and 
keeping track of those potential violators. 

Mr. SHERMAN. I also want to ask this panel, we just have one 
more interrogate—excuse me—question to go to please try to stay 
here to hear the next panel or leave one of your deputies so that 
if anything is said that you could provide useful information or a 
response to, that you are able to do it, and without objection we 
will make all witnesses’ statements, their full statements part of 
the record. 

Now I yield to Mr. Poe. 
Mr. POE. Thank you, Mr. Chairman. I have basically two ques-

tions, but first I am curious, Ms. McNerney. Are you in any way 
related to Senior Master Sergeant David McNerney who won the 
congressional medal of honor in Vietnam? 

Ms. MCNERNEY. Not to my knowledge, but I find that most 
McNerneys are related a couple of generations back. 
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Mr. POE. Thank you. Wonderful individuals, and he can still get 
in his master sergeant uniform from Vietnam, in the Air Force, he 
was in the Air Force. 

Be that as it may, two questions. As you heard in my opening 
statement, I am troubled that dollar for dollar we give Israel 
money. I think it is great to support Israel for all the reasons that 
most Members of Congress support Israel. But because for 30 years 
we got this deal made that we have to support Egypt as well. It 
seems like we may be paying a bounty on peace in the Middle East 
so that we fund the Egyptians dollar for dollar of military aid. 

What is your thought about that, and how do we know that that 
money is not being used, as the chairman said earlier, against us 
such as with Hamas and that region of the world? 

Ambassador DAILEY. Congressman, I think the Egyptians have 
as much a challenge with Hamas as other countries here, so I 
doubt that they pass it off or whatnot, but I am not sure that it 
is immediate straight from them to Hamas. 

The challenge we have with that money is it gives us leverage 
to in fact get Egypt to be less of a war footing, to put it back in 
the perspective where it took place. They initiated the ’73 war. So 
although it may be antiquated, it may be dated, it still allows that 
area, at least in the southern borders, not to be at a near state of 
war like Israel has potentially with Lebanon in its southern portion 
and with Syria. So my example or my logic is it is leverage for for-
eign policy to keep them out of direct military operations. 

Mr. POE. Well, I am not questioning whether we should aid 
Egypt. It is just the dollar-for-dollar amount that concerns me, and 
I think Congress needs to reevaluate the whole concept. 

The other issue is Venezuela. Venezuela last year for the second 
straight year was designated as a country not cooperating fully 
with the United States in antiterrorism efforts. Venezuela has con-
cluded nearly 200 bilateral agreements with Iran. How great a se-
curity threat is Venezuela? 

Ambassador DAILEY. It is a serious threat and we are watching 
it very carefully. We put them on the not fully cooperating list. 

Mr. POE. What does that mean? I am sorry. What does that 
mean that they are not cooperating? 

Ambassador DAILEY. It does not have the same level of impact 
as a state sponsor, and you could use it as a stepping stone to 
being a state sponsor that we have employed in a public manner 
to put them on notice. That is probably the best tool for not fully 
cooperating. 

We did our darndest to look through intelligence that we could 
apply to Venezuela and in the terrorist arena. We did not have 
enough to justify moving them to the next higher level, but we are 
watching that carefully. 

Mr. POE. What about activities with Hezbollah and Venezuela? 
Ambassador DAILEY. We do not see it as operational activity. We 

see it as logistical or some form of support activity. We are uncer-
tain as to the size or volume. As a result, we could not use that 
as an absolute factor against them. 

Mr. POE. Great. Very good. Concisely, what does that relate to? 
Are they giving Hezbollah money or influence? How would you ex-
plain that to me? 
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Ambassador DAILEY. Hezbollah has an ability to come into an 
area in a charitable manner, and build credibility and a logistical 
support structure. We think that possibly is what could be taking 
place there. It is not illegal. It is not direct terrorist activities. It 
is benign, is probably the best word. Unfortunately, it is a support 
structure that could become active, and that is why we are watch-
ing them. 

Mr. POE. Thank you, Mr. Chairman. I will yield back the rest of 
my time. 

Mr. SHERMAN. Thank you. I want to thank the witnesses for com-
ing before us here. I want to particularly commend Ms. McNerney 
for the brilliance of hiring Mark Smith who got his training in an 
exceptionally well run congressional office. With that I will call up 
the next panel. Thank you very much. 

The next two panelists will have at least some criticism of the 
State Department, but we have just heard from two highly articu-
late, intelligent and well-placed individuals who have explained 
and where necessary, defended the State Department. I would 
point out that some would have said that we should have had the 
State Department as the second group of panelists to respond to 
what those who question them have to say, but is the invariably 
practice of this committee to hear from the State Department first 
as the preeminent panelists. So with that we will move forward to 
the next panel. 

Oh, Ambassador Dailey, I believe you have a document for me? 
Is it a subpoena? [Laughter.] 

Thank you. Thank you for coming by. 
There should be votes in less than an hour so we will try to move 

forward quickly, and I will start introducing our second panel of 
witnesses. 

I want to welcome Steve Emerson, Executive Director of The In-
vestigative Project on Terrorism, a nonprofit organization that 
serves as one of the world’s largest storehouses of archival data in 
intelligence on Islamic and Middle East terrorist groups. Mr. Emer-
son launched The Investigative Project on Terrorism in 1995, well 
before many of us focused on the issue. Following the November 
1994 broadcast of his documentary film, ‘‘Jihad in America,’’ which 
received numerous awards, including the George Polk Award for 
best television documentary. 

Prior to starting The Investigative Project on Terrorism, Mr. 
Emerson worked as a correspondent for CNN. 

I also want to welcome Douglas Farah, Senior Investigator at the 
Nine Eleven Finding Answers Foundation, and a Senior Fellow at 
the International Assessment and Strategy Center. Mr. Farah has 
done projects for the Department of Homeland Security, the Home-
land Security Institute, the Rand Corporation, and the United Na-
tions’ criminal investigative unit. 

For two decades before that, Mr. Farah worked as a foreign cor-
respondent and investigative reporter for The Washington Post and 
other publications, covering Latin America, West Africa, drug traf-
ficking, and radical Islam. 

Mr. Emerson, your appearance here today has riled some folks 
up. We look forward to hearing from you. 
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STATEMENT OF MR. STEVEN EMERSON, EXECUTIVE 
DIRECTOR, THE INVESTIGATIVE PROJECT ON TERRORISM 

Mr. EMERSON. Thank you very much. First of all, I wanted to say 
it is a pleasure to be here and I appreciate your holding the hear-
ing. I have worked with both you and Mr. Royce in previous years 
on counterterrorism programs that have proven to be very effective. 

My comments here today will deal with various State Depart-
ment programs that have funded, embraced or aligned themselves 
with radical Islamic front groups here in the United States or over-
seas. I do believe that it is imperative to hold outreach with Mus-
lim groups, but I also believe that it is imperative that if that out-
reach is held with radical Islamic groups, that the State Depart-
ment clearly identify areas of differences and hold an honest dia-
logue as opposed to an uncritical approach that legitimizes such or-
ganization. 

Now, I know obviously from the coordinated campaign of e-mail 
generated yesterday by several radical Islamic groups to suppress 
my testimony, including an effort that was generated in California 
by several groups who barged into your office and demanded that 
I not speak, has generated some controversy. Well, controversy al-
ways sells, so I am glad we see a full house here. 

But strongly this controversy demonstrates exactly why and how 
the problem of radical Islamic groups in the United States is in-
deed something that has to be wrestled with and cannot be ignored 
simply because they define themselves as ethnic minorities. 

ISNA, the Islamic Society of North America, the Muslim Public 
Affairs Committee, CAIR, the Council of American Islamic Rela-
tions, and the Muslim American Society have been able to deceive 
the American Government, media and even public occasionally into 
projecting a false image of moderation while still presenting and 
promoting radical Islamic theology. I think this phenomenon is 
very dangerous, especially since it grants legitimacy to groups that 
have called for support for radical Islamic theology. 

This would be the equivalent of having David Duke, a notorious 
racist, project himself successfully and get government funding as 
a ‘‘civil rights activist’’ when in fact he is a white racist. 

Conducting outreach to moderate Muslims should be an essential 
part of U.S. policy, and as I know you know, there are various key 
courageous moderate Islamic groups. I shy away from mentioning 
names because there is guilt by association, so I want to make sure 
that they retain their independence. They do not operate with me, 
but I know they exist, and I know you are aware of them. 

It is imperative, however, that the U.S. not afford legitimacy to 
groups that support Hamas and Hezbollah, attack the govern-
ment’s program of shutting down radical Islamic fronts for terrorist 
groups, that refuse to condemn, let alone acknowledge, the dangers 
of radical Islam, that refuse to speak out against the oppression of 
women, that falsely invoke racism in response to specific indict-
ments or criticism of terrorist groups, that also have been named 
as unindicted co-conspirators in the Hamas case and other cases, 
and that serve as de facto fronts or derivatives of the Muslim 
Brotherhood, a totalitarian radical Islamic movement that believes 
in violent jihad, in the position of Shariah, suppression or execu-
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tion of women who are alleged to have committed honor crimes, 
and suppression against other minorities such as gays. 

The program that my organization has identified within the 
State Department has focused on identifying those areas over the 
last decade and a half that have resulted in indirect or direct rec-
ognition of radical Islamic front groups that obviously do not have 
the names Hamas or Hezbollah or the Muslim Brotherhood in their 
names, but in fact are derivatives of or support those ideologies, 
and I am going to give you several examples. My testimony is actu-
ally more than 105 pages, and I would only read that if I was solic-
iting money, so in the meantime I am just going to mention in the 
2 minutes a couple of examples. 

The case of Abdul Rahman Al-Amoudi, the State Department 
spent tens of thousands of dollars on him over a period of a decade, 
sending him abroad to speak on behalf of American Muslims or the 
United States. In fact, Mr. Al-Amoudi was sentenced to 23 years 
in prison in 2004 for his role in a terrorist plot to assassinate the 
leader of Saudi Arabia with two al-Qaeda operatives, and it was re-
vealed, despite the fact that he had been a major invitee to the 
White House, the FBI, even to Congress over the previews decade, 
he had actually been a courier for Hamas and al-Qaeda during the 
previous 7 years prior to his indictment in 2003. 

There have been another case where the State Department has 
invited or supported or funded trips by members of the Muslim 
Public Affairs Committee, which is a group called MPAC in the 
United States, which originated from the Muslim Brotherhood, and 
whose members and officials have either blamed Israel for 9/11 or 
have supported Hezbollah, equated them with United States revo-
lutionaries. 

Hezbollah, I should note, and Doug Farah knows, my colleague 
here, that Hezbollah was the number one killer of Americans be-
fore 9/11, and that members of MPAC have also defended other 
radical Islamic terrorist groups and called U.S. policies against rad-
ical Islam ‘‘racist.’’

And a good example where the State Department operated 
promptly when informed about a terrorist tie, the United States 
Government, USAID had been supporting the Holy Land Founda-
tion for relief and development, which turned out to be a Hamas 
front, was shut down and is now at trial in Texas for funding 
Hamas. 

When USAID was notified about its support for a terrorist front 
group, it immediately shut it down, so I think that is a good exam-
ple that the State Department did respond to due diligence, but 
there are many other examples, unfortunately, when the State De-
partment without resort to classified information and without re-
sort to inside intelligence should have reacted against its financial 
support of and its alliance with groups that have supported radical 
Islamic theology, including the Palestine-American Research Cen-
ter, which has received hundreds of thousands of dollars from the 
State Department even though it promotes an uncritical radial Pal-
estinian view of the Israeli-Arab conflict. It has embraced the 
Hamas narrative on what is going on there, and has uniformly and 
imbalancely contempted Israeli actions while never condemning 
any violent Palestinian terrorism. 
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There is the International Visitor Leadership Program that oper-
ates very extensively. Unfortunately, during the last decade it has 
embraced or sent abroad or brought into the United States various 
groups that support Islamic terrorism, and it has arranged for 
members of the Council on American Islamic Relations, which is 
named as an unindicted co-conspirator in the Hamas case, to meet 
with these groups over the past 7 years. 

There is the Citizen Exchange Program which has given money 
to Islamic groups that have supported jihad and also has supported 
the Muslim Brotherhood. 

Interestingly and disturbingly enough, the former coordinator for 
counterterrorism at the State Department, Henry Hank Crumpton, 
spoke at a conference sponsored by the International Institute of 
Islamic Thought in Alexandria. Unfortunately, what he did not re-
alize at the time, or maybe he did realize and discarded it, was 
that IIIT was part of a complex network of companies, charities 
and nonprofit corporations known as the SAAR Network or Safa 
Group, which has been known to open criminal investigations since 
2003, and in fact declassified FBI documents and public affidavits 
listed IIIT as being members of the Muslim Brotherhood, and as 
being criminally suspected of funding Islamic terrorist organiza-
tions. 

The former Undersecretary of State for Public Affairs and Public 
Diplomacy, Karen Hughes, actually went and visited the Islamic 
Society of North America, as one of her first missions, as well as 
the Muslim Student Association. The Muslim Student Association 
is a group that was the first branch of the Muslim Brotherhood in 
the United States, and has been linked as definitively tied to ter-
rorist organizations and the Muslim Brotherhood by declassified 
FBI documents that we just received a few weeks ago. 

The Islamic Society of North America has attacked anyone who 
criticizes radical Islam, does not acknowledge its existence, and 
was named as an unindicted co-conspirator in the Hamas terrorism 
case. 

I am not against, again to repeat, the dialogue with Islamic 
groups, even those that are radical, but I do believe it is imperative 
not to uncritically embrace these groups, legitimize them, collabo-
rate with them, and enhance their legitimacy. I believe when the 
State Department meets with these groups it is imperative that the 
State Department tell them that in exchange for your getting rec-
ognition we expect you to condemn radical Islamic theology, be-
cause that does a disservice not just to the American public but 
also to the vast majority of Muslim moderates around the world 
and in the United States who are not represented by these organi-
zations. 

Of course, I also believe that there should be a definite emphasis 
and re-initiation of programs that legitimize and enhance the ac-
tivities of moderate Islamic organizations which do exist in the 
United States, in Washington, in Boston, in Phoenix, in California 
and elsewhere, and therefore I believe that the general outline of 
my testimony, as is written, is, one, to disencourage this uncritical 
outreach to, alliance with, funding of pro-Islamic terrorist organiza-
tions or pro-Islamic fronts that espouse their ideology. 



37

I am not for any encroachment of their freedom. I am for truth 
in advertising, and therefore if a group claims that they are 
antiterrorists or anti-Islamic terrorism, they should demonstrate 
that in their statements and in their actions. Unfortunately, many 
of these groups, such as the Muslim American Society, the Muslim 
Public Affairs Council, the Council on American Islamic Relations, 
and others, say one thing publicly to government officials and to 
the media, and yet practice something else entirely different behind 
closed doors, or even open doors, and we have tracked these groups 
for many years and have acquired tens of thousands of hours of 
audio and video of their statements in support of radical Islamic 
theology. 

So therefore I believe the government should do a much more 
careful due diligence, a due diligence that can be done either by a 
Google search, by a search of Web sites, by Nexus or even a simple 
interview with these organizations and ask them do you support 
Hamas and Hezbollah or do you condemn them, and eliciting that 
type of answer, an honest answer, will indicate whether in fact 
they are legitimate partner for the State Department. 

Thank you very much. 
[The prepared statement of Mr. Emerson follows:]
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Mr. SHERMAN. Thank you. 

STATEMENT OF MR. DOUGLAS FARAH, SENIOR INVESTI-
GATOR, NINE ELEVEN FINDING ANSWERS FOUNDATION, 
SENIOR FELLOW, INTERNATIONAL ASSESSMENT AND 
STRATEGY CENTER 

Mr. FARAH. Thank you. I would like to thank you for the oppor-
tunity to testify here today, and I will give a brief summary of my 
written testimony. 

We are facing a world that is changing more rapidly than we 
often recognize, a world that is being pulled by two strong but con-
tradictory forces. The first is global integration through free trade, 
the dawn of the Internet age, movement of money at lightening 
speeds and mass migrations. 

The second is toward global disintegration. As states implode, 
government structures fracture under the scourges of corruption, 
poverty and ethnic rivalries, and the massive traffic in small weap-
ons gives more and more groups the possibility of waging conflict 
at very low cost. 

The changes across the globe have been swift and dramatic. As 
Mr. Scott noted earlier, in 1996, the World Bank judged 11 states 
to be failing across the world. By 2003, the number had risen to 
17, and by 2006, the number is 26 and growing. 

These changes are important because they give rise to new hy-
brids that make the traditional distinction between terrorism and 
organized crime, particularly drug trafficking impossible to sustain. 

What draws these groups together is overt state sponsorship for 
terrorism has been curtailed or the shadow facilitators who under-
stand how to exploit the seams in the international legal and eco-
nomic structures and who work with both terrorist and criminal 
groups. Both groups use the same pipelines, the same illicit struc-
tures, and exploit the same state weaknesses. Of the 43 foreign ter-
rorist organizations, as Congressman Royce noted earlier, des-
ignated by the State Department, the Drug Enforcement adminis-
tration says 19 have clearly established ties to drug trafficking. 

These pipelines, I believe, will be the pipelines that will be used 
to move nuclear material if there is a terrorist attack on the United 
States using nuclear weapons of mass destruction. This trend is 
most visible in the wave of high profile drug busts in remote West 
African countries, the same countries where one finds growing re-
cruitment efforts across the spectrum of radical Islam from al-
Qaeda and affiliated groups on the Sunni side to Hezbollah and 
Iran on the Shi’ia side. 

One cannot fight terrorism without fighting the financing that 
brings social and economic collapse and without cutting off the rev-
enue sources of terrorist and criminal groups now often drawn from 
the same pool. 

Our approach to combating terrorism, and the aid we give, is 
often limited by our confinement to dealing with individual states 
one at a time, an increasing number that are classified as failing, 
but this is no longer sustainable. 

One important distinction often not made is between nations 
where the government has little or no power over certain regions 
as opposed to states where the government has a virtual monopoly 
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on power, but turns the state into a functioning state criminal ex-
ercise. I discuss other variations of this in my written testimony. 

A quick look at Liberia from 1997 to 2003 underscores the advan-
tages of having access to a criminal state that in areas that concern 
criminals and terrorists is quite efficient. In Liberia, the state ful-
filled none of the traditional roles such as providing basic edu-
cation, health service, sanitation, garbage collection, or even mail 
delivery. Yet under Taylor the extraction of timber, diamonds and 
gold were carried out relatively efficiently. 

Groups whose operations Taylor sanctioned in Liberia included 
al-Qaeda, Hezbollah, Russian organized crime, Israeli organized 
crime, South African organized crime, and illegal operations by the 
People’s Republic of China timber companies violating inter-
national timber laws. 

The fact is that on the ground we are still lacking a holistic ap-
proach that looks beyond single countries to regions into the crip-
pling weaknesses of the international regimes that were designed 
to combat crime in bygone eras. 

Where a country wants to bring order to its ungoverned spaces, 
the traditional types of aid are viable. Colombia and Mexico in this 
hemisphere are clear examples of states making heroic and costly 
efforts to contain non-state narco actors and terrorists. 

In criminal states, such aid is neither wanted nor useful. It sim-
ply serves to strengthen corrupt and brutal regimes, unless it is on 
such a small scale and so specifically targeted that it escapes the 
predatory state. 

I would like to focus on one case with which Congressman Royce 
I know is intimately familiar because I think it offers a model of 
how to leverage our foreign aid, use information sharing among 
U.S. and allied intelligence services, and work with closely vetted 
units among our allies. 

This is the case of Victor Bout, a Russian weapons trafficker who 
supplied weapons to the FARC in Colombia, the Taliban in Afghan-
istan, as well as most of Sub Sahara in Africa’s most notorious war 
lords. I believe he is the prototype of the 21st century facilitator 
of the criminal/terrorist network and his capture offers several im-
portant lessons. 

Bout exploited multiple weaknesses in the international regime, 
obtaining diplomatic passports and hiding his aircraft registrations 
in criminal states such as Liberia, Equatorial Guinea and the Cen-
tral African Republic. He obtained end-user certificates for weapons 
that ultimately ended up with terrorist organizations and his orga-
nization thrived on the ability to cheaply deliver hundreds of thou-
sands of automatic weapons and tens of millions of rounds of am-
munition to anyone who could pay for them. 

In relation to what the prior panel said on vetting, in this case 
it simply didn’t work. Despite an executive order naming Mr. Bout 
as an enemy of the United States and tied to the Taylor regime in 
Liberia, in multiple OFAC orders that sought to freeze his assets 
and listed him also as an enemy of the United States, he continued 
to fly hundreds of flights for the United States into Iraq and reap 
millions of dollars in U.S. taxpayer money as he did so. 

This is the type of activity that make shadow facilitators so dan-
gerous, in large part because almost nothing he did in those mul-
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tiple transactions across more than a decade were actually illegal. 
We simply don’t have an international legal regime that criminal-
izes what he did. 

What lessons can be drawn from his arrest in March in Thai-
land? I think there are three things. 

The first is the integrated use of human intelligence in targeting 
Victor Bout. Bout had always stayed several steps ahead of United 
States and European efforts to arrest him until the DEA came up 
with a new approach to successfully draw on Bout’s personal weak-
nesses as well as the weaknesses of his business model and 
thought well outside the box about how to get him. 

The second is that this human intelligence was supplemented by 
the use of legal wiretaps carried out by several allied nations from 
Romania to Denmark, The Netherlands’ Antilles to Thailand. This 
international cooperation was vital and has the additional benefit 
of being evidence that is admissible in U.S. courts. 

Interagency cooperation, third, when needed, was strong and on-
going. 

But the road ahead remains rocky. While the Thai police have 
been effective in helping U.S. officials carry out the operation to 
put Mr. Bout in jail, we are now having to navigate a weak judicial 
system in a country in the midst of political crisis. 

The issue pending is Mr. Bout’s extradition to the United States 
to stand trial. The formal hearings for the request have twice been 
postponed, an ominous sign that Mr. Bout and his backers inside 
the Russian Government at very high levels are doing everything 
they can to subvert the Thai judicial process. 

There is no single answer to the question that this subcommittee 
asked as to whether U.S. aid should be contingent on a country’s 
counterterrorism efforts given the variety of interests in any par-
ticular state. However, I think the Bout case offers some guidelines 
for saying yes as a general rule. 

Should the Thai judiciary not carry out its clear obligation on 
this case, such action must be taken into account in future counter-
terrorism dealings with Thailand. I would be hard pressed to think 
of a higher priority in combating terrorism, and more broadly, the 
terrorist nexus of which Mr. Bout is a primary facilitator, than 
having Mr. Bout stand trial in the United States where the charges 
have been filed. It should be made amply clear that there will be 
significant consequences if Mr. Bout is not extradited. 

On the other side, if possible, enhanced aid, particularly to the 
police Thai units that capably and willingly helped carry out the 
arrest at some personal risk, should be considered, and I think as 
you look at counterterrorism aid, you need to look at who should 
be rewarded and who should be cut off as the process moves for-
ward. 

Thank you very much. 
[The prepared statement of Mr. Farah follows:]

PREPARED STATEMENT OF MR. DOUGLAS FARAH, SENIOR INVESTIGATOR, NINE ELEV-
EN FINDING ANSWERS FOUNDATION, SENIOR FELLOW, INTERNATIONAL ASSESSMENT 
AND STRATEGY CENTER 

Mr. Chairman: 
I would like to thank the Subcommittee for inviting me to testify on the issues 

related to leveraging foreign aid and the fight against terrorism and proliferation. 
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My main areas of expertise are small arms proliferation and the criminal/terrorist 
nexus and I will stick to what I know. I am speaking for myself and not the organi-
zations I work for. 

There is growing recognition that there is no purely military solution in the fight 
against terrorism, whether the use of this tactic is driven by religion (radical 
Islamism), ideology and nationalism (Tamil Tigers), control of natural resources or 
‘‘honey pots’’ (multi-pronged wars in the Democratic Republic of Congo, recent wars 
in Sierra Leone and Liberia) or a mixture of these elements (The FARC in Colom-
bia, Taliban in Afghanistan, Hezbollah in Lebanon and the janjaweed in Sudan). 
Other panelist have stressed the need to build solid state institutions, bring good 
governance and deal with the underlying social issues that give rise to terrorist re-
cruitment and popular support. 

I look at the issues a little differently. We are facing a world that is changing 
more rapidly than we often recognize, a world that is being pulled by two strong 
but contradictory forces: 

The first trend is global integration through free trade, the dawn of the Internet 
age, movement of money at lightening speed and mass migration. As Thomas 
Freidman has aptly described it, in many ways the world is now flat. Borders are 
often little more than imaginary lines on a map. Goods and capital flow further and 
faster than any time in history. 

The second trend appears to be contradictory to the first, and that is toward glob-
al disintegration as states implode, government structures fracture under the accu-
mulated scourges of corruption, poverty and renewed ethnic rivalries, and the mas-
sive traffic in small weapons that gives more and more groups the possibility of 
waging conflict at very little cost. 

The changes across the globe have been swift and dramatic, demonstrated in a 
snap shot drawn from three World Bank studies1 and a recent survey by Foreign 
Policy Magazine and the Carnegie Endowment for International Peace.2 Both sets 
of studies use metrics of economic development, state legitimacy, human rights, de-
mographic pressures, public services and citizen security to determine where coun-
tries rank on a global scale. 

Those nations at the bottom have become know as ‘‘failed states’’ or ‘‘fragile 
states,’’ terms that have come into vogue to describe the growing areas of the world 
that lie beyond the control of central governments. 

In 1996 only 11 states were judged to be failing across the world. By 2003, a scant 
seven years later, the number had grown to 17 and by 2006 the number was 26. 

These changes are important because they give rise to new hybrids that make the 
traditional distinction between terrorism and organized crime, particularly drug 
trafficking, impossible to sustain. 

What draws these groups together, as overt state sponsorship for terrorism has 
been curtailed, are the shadow facilitators who understand how to exploit the seams 
in the international legal and economic structure, and who work with both terrorist 
and criminal organizations. Both groups use the same pipelines, the same illicit 
structures, and exploit the same state weaknesses, and are increasingly overlapping. 
Of the 43 Foreign Terrorist Organizations listed by the State Department, the Drug 
Enforcement Administration says 19 have clearly established ties to drug trafficking 
and many more are suspected of having such ties.3 

This trend is accelerating, and is most visible in the recent wave of high-profile 
drug busts in remote West African countries, the same countries where one finds 
growing recruitment efforts across the spectrum of radical Islam, from al Qaeda and 
affiliated groups on the Sunni side to Hezbollah and Iran on the Shi’ia side. 

As Antonio Maria Costa, the head of the United Nations Office on Drugs and 
Crime recently wrote in a recent op-ed in the Washington Post, this epidemic of 
drugs and drug money flooding Guinea Bissau, Guinea, Sierra Leone and elsewhere 
has become a security issue. ‘‘Drug money is perverting the weak economies of the 
region . . . The influence that this buys is rotting fragile states; traffickers are buy-
ing favors and protection from candidates in elections.’’ 4 
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5 Rem Korteweg and David Ehrhardt, ‘‘Terrorist Black Holes: A Study into Terrorist Sanc-
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I would argue that one cannot fight terrorism without fighting the conditions that 
bring social and economic collapse and rot to a system, or without cutting off the 
revenue sources of terrorist and criminal groups, now often drawing from the same 
pool, yet very few of our resources are directed toward that. The Taliban groups in 
Afghanistan are a clear example of terrorist organizations deriving the bulk of their 
funding from illicit drugs (opium and heroin) for the increasingly-lethal attacks 
against U.S. and NATO forces. Until those funds are cut off, the military campaign 
against the Taliban faces daunting odds. 

Our approach to combating terrorism, and the aid we give, is often limited by our 
confinement to dealing with individual states as entirely separate entities. But this 
is an increasingly unsustainable. 

As a recent report by Centre for Strategic Studies in The Hague elaborated on 
the concept, noting that terrorists ‘‘seek out the soft spots, the weak seams of the 
Westphalian nation-state and the international order that it has created. Sometimes 
the territory’s boundaries coincide with the entire territory of a state, as with Soma-
lia, but mostly this is not the case. Traditional weak spots, like border areas are 
more likely. Terrorist organizations operate on the fringes of this Westphalian sys-
tem, in the grey areas of territoriality.’’ 5 In order to help refine the discussion on 
terrorist sanctuaries, the authors propose looking at ‘‘Black Holes’’ that can be 
transnational in nature, rather than focusing on failed states. The report identifies 
41 ‘‘black holes’’ in the non-Western world. Most involve at least two countries, often 
more. 

This concept is correct, but incomplete. One important difference that studies like 
this do not make is the distinction between nations where the state has little or no 
power in certain areas that may overlap into other states, and states where the 
state in fact has a virtual monopoly on power and the use of force, but turns the 
state into a functioning criminal enterprise for the benefit of a small elite. A third 
variation is when a functioning state essentially turns over or franchises out part 
of its territory to non-state groups to carry out their own agenda with the blessing 
and protection of the central government or a regional power. 

Many parts of Colombia, along with Somalia and the Tri-Border Area in South 
America fit the first category and could be considered ‘‘black holes.’’ These areas 
serve as safe havens where non-state actors (the FARC, drug trafficking organiza-
tions, black marketeers in pirated software, DVDs and CDs, Hezbollah, Hamas) can 
operate with little fear of reprisals from the state. These areas also are useful for 
on-the-ground training (see the IRA training of the FARC rebels or the Yair Klein/
Israeli training of the Medellin cartel). 

Afghanistan under the Taliban and Liberia under Charles Taylor are examples 
of the second category. A quick look at Liberia (1997–2003) underscores the advan-
tages of having access to a criminal state where the state itself is strong and, in 
areas of concern to the criminals or terrorists, quite efficient. Some of the same ad-
vantages, although not on the same scale, apply to opium growers and heroin traf-
fickers in Afghanistan. 

In Liberia, the state, while failing to meet the basic needs of its people and ful-
filling virtually none of the traditional roles of states (defending national borders, 
providing basic education and health services, sanitation, garbage collection, mail 
delivery), had a virtual monopoly on power as well as control of the ‘‘honey pots.’’ 
Under Taylor’s direction, the extraction of timber, diamonds and gold were carried 
out with relative efficiency, but the benefits went to Taylor, his inner circle and 
those outsiders doing business with him. 

While able to control points of entry and exit, the control was used to grant pro-
tection to terrorists and internationally wanted criminals, who in turn were able to 
bring economic benefit to the Liberian elite. The groups whose operations Taylor 
sanctioned included al Qaeda, Hezbollah, Russian organized crime, Israeli organized 
crime, South African organized crime and Chinese (PRC) timber companies violating 
international timber laws. 

Sudan, with its support of the janjaweed for ethnic cleansing, and Hezbollah with 
the support of Iran and Syria to carry out proxy military activities in Lebanon, 
Latin America and elsewhere, are examples of the third category. States essentially 
franchise out to non-state actors the jobs they do not want to do or cannot do. This 
gives the non-state groups a range of operational freedom within the confines of the 
sphere of influence of their state sponsor. It also provides a financial mechanism for 
the control of areas that may be considered stateless but in fact fall under the con-
trol (at times contested) of non-state armed groups. All three types of can provide 
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hospitable conditions for non-state armed groups to flourish, and all compose dif-
ferent legs of the pipeline, with specific strengths and weaknesses. 

The fact is that, on the ground, we are still lacking a holistic approach that looks 
beyond single countries to regions and the crippling weaknesses of the international 
regimes that are designed for a bygone era. In areas where the country is functional 
and wants to bring order to it ungoverned spaces, the traditional types of aid are 
more viable. Colombia and Mexico, in this hemisphere, are clear examples of states 
making heroic and costly efforts to contain the influence of non-state actors, particu-
larly criminal and terrorist groups. 

In criminal states or states that franchise out their brutality, such aid is neither 
wanted nor useful. It simply serves to strengthen corrupt and brutal regimes, unless 
it is on such a small scale and so specifically targeted that it escapes the predatory 
state. This often escapes our thinking in planning aid efforts, particularly in 
counter-terrorism. 

But there is some progress being made. I would like to focus on a case, well-
known to some of you, that offers a model for how to leverage our foreign aid, use 
information sharing among US and allied intelligence services and work with close-
ly-vetted units among our allies. 

Two important shadow facilitators have been arrested in the past 18 months 
thanks to outstanding work by the Drug Enforcement Administration (DEA). These 
are Monzar al Kassar, a Syrian weapons trafficker who armed numerous terrorist 
groups, and Viktor Bout, a Russian weapons trafficker who supplied weapons to the 
FARC in Colombia, the Taliban in Afghanistan, Islamist guerrillas in the Phil-
ippines, as well as most of sub-Saharan Africa’s most notorious leaders and rebel 
movements, including Charles Taylor of Liberia, the UNITA rebels in Angola and 
the Revolutionary United Front (RUF) in Sierra Leone.6 

I want to focus particularly on Viktor Bout, because I believe he is the prototype 
of the 21st century facilitator of the criminal/terrorist networks, and his operations 
offer clear examples of what I am talking about. His capture offers several impor-
tant lessons. In describing this, I am using Bout’s indictment in the Southern Dis-
trict of New York and other open source information. 

Bout successfully exploited various weaknesses in the international regime, which 
allowed him to operate with impunity for more than a decade. He was able to obtain 
diplomatic passports, and hide his aircraft registrations in criminal states such as 
Liberia, Equatorial Guinea and the Central African Republic. He obtained end user 
certificates for weapons that ultimately ended up with terrorist organizations such 
as the Taliban and the FARC. His organization preyed on weak states and the abil-
ity to cheaply deliver hundreds of thousands of automatic weapons and tens of mil-
lions of rounds of ammunition to anyone who could pay for them. 

I want to go through just one documented case of dozens to illustrate how the sys-
tem works. 

From July 1997 to October 1998, planes flying for Bout’s Air Cess company made 
37 flights with weapons from Burgas, Bulgaria, the center of Bulgarian weapons 
production, to the West African nation of Togo, a nation smaller than West Virginia 
and with a population of about 5.6 million. Bout had spent parts of the previous 
two years visiting different weapons factories in Bulgaria and setting up a network 
for future shipments. Then he or his clients forged a series of Togolese End User 
Certificates and provided the forgeries to a company called KAS Engineering, based 
in Gibraltar, an offshore haven. The company names where the weapons would be 
purchased were real and the certificates could pass as genuine. 

KAS Engineering, using the forged EUCs and an apparently-false affidavit em-
powering the company’s Sophia, Bulgaria office to represent the government of Togo, 
then contracted for the weapons in Bulgaria. Bout’s aircraft would deliver the ship-
ments. ‘‘Some of the end-user certificates had been provided to the representative 
of KAS Engineers (Gibraltar) through the captain of a flight coming from Togo and 
some by express mail from Dubai, United Arab Emirates,’’ the U.N. investigation 
found. ‘‘Further investigations disclosed that the mail was sent by a Mr. Victor 
Bout.’’ 7 

The routes of the weapons were fairly standard. The planes flew out empty from 
Ostend, Belgium. They headed for Burgas to load the weapons. Most of the flights 
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then transited through Nairobi, Kenya and Khartoum, Sudan, listing their final des-
tination as small airstrips either in the DRC or in Kenya.8 

On paper the transactions appeared legal, among thousands that are carried out 
each year. No questions were raised. No one selling the weapons in Bulgaria was 
required to explain why a peaceful small African nation, with a tiny military that 
had relied for 40 years on French weapons, suddenly needed to spend $14 million 
for Soviet bloc weapons, including 15 million rounds of ammunition; 20,000 82 milli-
meter bombs; or 6,300 anti-tank rockets.9 The answer, of course, is that Togo did 
not receive the weapons at all. They were sent on to the UNITA rebels in Angola. 

This is the type of activities that make the shadow facilitators so dangerous. 
Those weapons could have been (and in other cases were) destined to groups at war 
with the United States and seeking to kill U.S. citizens. 

How was he finally arrested, and what lessons can be drawn? 
1) The integrated use of human intelligence in identifying, targeting and getting 

close to Viktor Bout. Bout had always stayed several steps ahead of U.S. and Euro-
pean efforts to arrest him, but none of the previous plans had successfully pene-
trated the inner circles of his operation, as this one did. The successful plan drew 
on studying his character and developing a specific project to take advantage of 
Bout’s personal and professional weaknesses. 

2) This human intelligence was supplemented by the use of legal, judicial wire-
taps, carried out by several allied nations, from Romania to Denmark, the Nether-
lands Antilles to Thailand. This seamless international cooperation was vital, and 
hard-won. It is a key to leveraging U.S. aid and goodwill to achieve the key U.S. 
policy goal of arresting Mr. Bout. It has the additional benefit of being admissible 
in U.S. courts. Where technological help was needed, it was provided, but always 
with the full participation of the host agencies. 

3) Inter-agency cooperation, where needed, was strong and ongoing. Agents in the 
Department of Homeland Security and members of the intelligence community were 
able to work together, despite occasionally-differing views of the importance of Mr. 
Bout as a target. 

The road ahead remains rocky. The Thai police have been cooperative, diligent 
and effective in helping U.S. officials carry out the operation and in jail. But that 
is not the end of the road. The political landscape and weak judicial system must 
now be navigated, and this is where questions of U.S. aid can be addressed. 

The primary pending issue in Mr. Bout’s case is his requested extradition to the 
United States to stand trial. The formal hearing on the request has twice been post-
poned, in an ominous sign that Mr. Bout, and his backers inside the Russian gov-
ernment, are doing everything they can to subvert the Thai judicial process. These 
efforts include offering lucrative oil and gas deals, as well as military cooperation, 
to the government in exchange for Mr. Bout return to Russia, where he would be, 
in reality, a free man. In Russia, several proposals have surfaced, such as trying 
Mr. Bout for tax evasion, rather than terrorism and crimes against humanity. 

The fact that the postponements have been approved is both troublesome and 
heartening. Troublesome because the delays show the Thai judiciary is unwilling, 
so far, to press forward with a clear-cut, judicially-valid extradition request that 
meets both Thailand’s requirements and those of the United States. Heartening be-
cause they show that so far Mr. Bout and his allies have not succeeded in buying 
his way out. 

A question posed by this subcommittee is whether U.S. aid should be contingent 
or conditional on a country’s cooperation in counterterrorism efforts. There is, of 
course, no single answer to that, given the competing interests any government has 
in its international relationships. 

However, I think the Bout case offers some guidelines for saying yes in specific 
cases. In the Bout case, all judicial guidelines were followed and the host govern-
ment was fully apprised of the operations. The extradition request was turned in 
on time, and was accepted by the Thai government as such. Its initial cooperation 
was a model of efficiency and bilateral efforts. 

Should the Thai judiciary not carry out is clear obligation in this case, then I 
think that has to be taken into account in future counterterrorism dealings with 
Thailand. I would be hard pressed to think of a higher priority in combating ter-
rorism, and more broadly, the criminal/terrorist nexus of which Mr. Bout is a pri-
mary facilitator, than having Mr. Bout stand trial. That can only take place in the 
United States, where the charges have been filed. 
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The Bout case offers a textbook example of how to leverage U.S. aid to pursue 
U.S. policy goals. We cannot and should not try to match different efforts to bribe 
or coerce the Thai judiciary. But it should be made amply clear that there will be 
significant consequences if Mr. Bout is not extradited. And, if possible, enhanced 
aid, particularly to the Thai police units that capably and willingly helped carry out 
the arrest, should be considered. 

Thank you.

Mr. SHERMAN. Thank you. I am going to first recognize our rank-
ing member for questions. 

Mr. ROYCE. Thank you, Mr. Chairman, very much, and let me 
just say that, Doug Farah, I just returned from Liberia, and I in-
creasingly realize that a lot of what we know about the nature of 
these criminal terrorist networks and the way in which they help 
undermine and create a concept of the criminal state, as you are 
discussing, a lot of what we know in the West about this is because 
of the journalists that have been on the ground reporting about the 
conditions, and having been in that environment in Liberia, now 
that there is some stability in Liberia, I can only imagine what it 
was like for the journalists like Doug Farah who were out there in 
that environment reporting on blood diamonds, child soldiers, mass 
amputations of civilians. 

It is always the case that after this happens people ask how 
could this possibly happen? Who knew? 

What we do know generally is made available to us by the jour-
nalists who take the risk, who go there on the ground and do the 
research, and frankly in many ways the same is true of Steve Em-
erson’s work, the risks they take in going out and tracking down 
a Victor Bout and report to us, you know, about how it is that 
these weapons get into the hands of these child soldiers or how it 
is that governments fall and are replaced with what becomes al-
most a criminal syndicate. 

I wanted to ask you, Mr. Farah, you talked a little bit about Vic-
tor Bout, and as you know, the chairman here and I share your 
focus, and I appreciate his signing very much the letter that we 
sent to the Government of Thailand. But this hearing is about le-
verage, and how can we leverage greater Thai assistance with re-
spect to making certain that Victor Bout is not released to a Rus-
sian delegation? 

The Russians would very much like to get him out of Thailand, 
and is it realistic that a country like ours who respects the rule of 
law can compete with the Russian gas and weapons deals that they 
have to offer, and the way they bring leverage to bear when we get 
to an issue like international justice? Although sometimes we know 
we can succeed. Charles Taylor facing the War Crimes Tribunal is 
a case in point. Stability is coming and elections coming back to Li-
beria is a case in point. 

But what about this case? What do you see there? 
Mr. FARAH. Well, Congressman, thank you for your kind words. 
I think at the end of what you were just saying, I think you hit 

on the crux of the matter which, to me, is the problem, is that is, 
we are not playing on an even playing field. If someone can come 
in and offer weapons systems, gas, and lots of money, you only 
need one weak link in the chain for that to break. Victor Bout only 
has to be unwatched for 30 minutes to disappear. You do not need 
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the minister of justice, you do not need the high minister of Thai-
land to be active at all. 

And so I think that we in this case have been doing an admirable 
job on the ground there. I understand that the U.S. Ambassador 
has meet with the Prime Minister on numerous occasions. The At-
torney General has been there to show—in part to show U.S. inter-
est. And I think that, as I said, I think that the weakest links are 
the ones when you get down into the units where people feel they 
are not appreciated and are very underpaid. 

And one of my things in dealing with these groups across dif-
ferent parts of the world is that a little appreciation with those 
groups goes really a long way. If you can boost their salaries to be 
competitive, not so they are getting rich, but so they are getting 
competitive police salaries and don’t need to take corruption. 

I think the only other real leverage we have besides threatening 
to do things that we are not going to carry out, which I think is 
always worse than not making the threat at all, is to keep a public 
focus on this, and I would like to also thank Chairman Sherman 
for this because he and you have both exercised a lot of time on 
this, and I think that this is really the leverage that we have, is 
the embarrassment factor that we hope will outweigh the economic 
factors when people are considering what to do. 

I think the third alternative is that the Russians will decide that 
they would rather not have him testify anywhere, and he will sim-
ply not make it out of jail alive. 

Mr. ROYCE. Well, Charles Taylor was an awful lot of work and 
an awful lot of time. Occasionally justice prevails. 

Mr. Emerson, you testified that it has become clear that the poli-
cies of the State Department that govern grants outreach engage 
with Islamic organizations and individuals are deeply flawed. Do 
you believe that the State Department is capable of reform because 
that is what we are talking about here? Actually, changing this in-
stitution so that it works in the interest of the United States. 

Mr. EMERSON. Congressman, that is a great question. I do not 
know that they are capable given the preponderance of programs 
that they support which legitimize and subsidize radical Islamists 
in the United States, and even overseas. I don’t know that the 
State Department is capable of exercising the proper due diligence 
or oversight over all of these programs. You almost need someone; 
you need a separate ombudsman for counter terrorism to oversee 
merely the State Department programs. As I know Mr. Tancredo 
knows, there is almost a problem of their being out of control. 

Now, this does not mean that every single State Department pro-
gram is bad. What it does mean is that there is a lack of oversight 
and a lack of discipline over the programs that do outreach to rad-
ical Islamic groups. 

I would like to also just ask that for the record a letter that was 
submitted the other day by Senators Coburn and Kyl for the State 
Department to stop funding Islamists be submitted for the record 
because it details even additional programs that I have not——

Mr. SHERMAN. Without objection, so ordered. 
Mr. ROYCE. Very good. Let me ask you another point because you 

previously testified before Congress about the U.S. border insecu-
rity created by that delayed implementation of departure controls 
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segment of the U.S. Visa Program, and I wonder if you could tell 
the committee about that problem. 

Mr. EMERSON. Well, first of all, the U.S. Visa Waiver Program 
recently was indirectly invoked by Secretary Chertoff when he 
spoke about the weakness of the United States and the likelihood 
that radical Islamic terrorists would be entering the United States 
using European visas, and that is because, one, European countries 
are much more lax in granting citizenship and passports to radical 
Muslim asylum applicants than we are in terms of doing due dili-
gence. But once they acquire a British, Danish, French, or Dutch 
passport, they can enter the United States immediately, and then 
have children, and those children, by the way, are automatically 
granted citizenship because they were born here. 

And we have a situation today where hundreds of children of 
known Islamic terrorists that have either been deported or con-
victed are now allowed to live in the United States with full citi-
zenship because of the laws that say no matter whether a family 
was illegally here, anybody born here is granted citizenship, and I 
think there is a danger here. I am not against citizenship being 
given to legitimate applicants but I think there is a danger here 
in affording it automatically to children of terrorists. 

Mr. ROYCE. And we do not track their departure, right? 
Mr. EMERSON. Absolutely not. No tracking at all. 
Mr. ROYCE. And this was one of the 9/11 Commission’s rec-

ommendations in terms of making certain there wasn’t another at-
tack? 

Mr. EMERSON. This was part of their recommendations that bor-
der security be considered an essential element of counterter-
rorism. 

Mr. ROYCE. So somehow after we spent all of that money and all 
that time with the 9/11 Commission telling us how do we secure 
the United States and make certain we do not have another attack, 
somehow we have gotten off onto a lot of different tangents, we 
have not followed through with the core recommendations on this 
issue that they say are imperative. 

Mr. EMERSON. Congressman, you are 100 percent right. 
Mr. ROYCE. Let me go back to Doug Farah for a question if I 

could because, Doug, you spent a lot of time focusing on the nexus 
between narcotics and terrorism, and Afghanistan is a prime exam-
ple. 

There was a piece in last Sunday’s New York Times, it was in 
the New York Times Magazine actually, it was by Thomas 
Schweich, and he is the former point man for counternarcotics, and 
he painted a very grim picture of the situation there in the country, 
and according to him U.S. counternarcotics policy is seriously ham-
pered by divisions within our own Government, first of all, and the 
second, by the corruption that exists within Afghanistan. The De-
fense Department has not had an appetite for a counterdrug mis-
sion, and I was wondering, do you hope that these obstacles can be 
overcome and that this nexus can be addressed in a serious way, 
or what is your view of what is happening there on that issue? 

Mr. FARAH. Well, I think that as you see state sponsorship of ter-
rorist organizations being pushed back and the Taliban can go to 
Saudi Arabia nearly as easily now as it did in its first incarnation, 



104

the FARC has no outside sponsorship in Colombia, so it was heav-
ily into drug trafficking, you are drawing from the same pool of re-
sources. The narcotics/drug trafficking is by far the easiest because 
it is so incredibly lucrative. I think if you, you can look at different 
examples and see what happened. 

I think in Colombia you see a clear recognition over time that 
these groups form a threat to the state and political will is formed 
well down the line, but formed, and these groups are taking on, 
and we can see the state of the FARC today. 

I think that my sense is that in Afghanistan there is no recogni-
tion internally that is a major problem, and as long as corruption 
is able to spread the way it does with impunity, and I have talked 
to—I have a lot of friends who work a lot in Afghanistan—you are 
not going to get at the crops and you are not going to get at the 
spread of the rot through the internal structure of the government. 
Until there is a political will inside the country to fight it, it is just 
not worth doing. It is simply not worth doing. 

Mr. ROYCE. Thank you very much, Mr. Chairman. 
Mr. SHERMAN. Thank you. I think it is important in these hear-

ings that we distinguish between talking to those who may even 
be on the other side and funding. Our deceased chairman of the 
full committee, Tom Lantos, spent over 10 years trying to get a 
visa to go to Tehran to speak to that regime, which is clearly on 
the other side of the war on terrorism. I think when we talk we 
have to make sure that we are not giving a seal of approval or a 
boost in status, but there are certainly ways to gather information 
and just because people hate us does not mean that they do not 
have something interesting to say. But we have to draw the line 
when we fund these organizations. 

I think one of the greatest fears of people in the United States 
is somebody may call you a racist. Now, they may call you an 
Islamophobe, and what we have seen with some of these organiza-
tions is their message is clear. Give us money or we will call you 
an Islamophobe, or do not question—that is what they say to State 
Department operatives. What they say to us in Congress is do not 
question the fact that we are getting money or we will call you an 
Islamophobe. 

In my opening statement I focused on two or three USAID mis-
takes. I want to mention another one. In 2000, USAID discovered 
they gave financial aid to Hamas through the Holy Land Founda-
tion and Relief Development, HLF, a nonprofit organization who is 
currently being prosecuted for money laundering to Hamas. 

Now a grant from the State Department, Bureau of Education 
and Cultural Affairs, has been indirectly traced to the Islamic Soci-
ety of North America, one of the organizations that does not think 
Mr. Emerson should be testifying, or that these hearing should 
take place, and an organization listed as a co-conspirator in that 
same legal action. 

Mr. Emerson, how can we improve monitoring and enforcement 
mechanisms for aid to make sure the State Department is not giv-
ing money to the wrong people? What would a good antiterrorist 
screen look like, and how do we diffuse this fear among some of the 
folks at the State Department that the best way to prove that they 
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are not Islamophobes is to give money to organizations that spread 
hate against the United States? 

Mr. EMERSON. Well, first of all, there are organizations, Islamic 
NGOs and Islamic groups and leaders that are genuinely moderate, 
and that condemn Hezbollah, al-Qaeda, that condemn radical Is-
lamic fundamentalism, that condemn the Muslim Brotherhood’s 
theology of totalitarian Shariah being imposed on everyone, and 
those are the groups and leaders that should be recognized, legiti-
mized, dialogued with, and funded. That is number one. 

Number two——
Mr. SHERMAN. If I can interrupt, should we have as a rule for 

funding any group that is supposed to be working with us on Amer-
ican-Muslim dialogue reform where the organization is part of their 
application for a grant specifies have your leaders condemned 
Hezbollah, have your leaders condemned Hamas, and if they are 
unable to demonstrate that they have condemned those two organi-
zation, that they will not be eligible for—I am not saying that this 
would be part of our foreign aid program to NGOs in Paraguay 
working with indigenous populations, but a form that would be 
used whenever we are dealing with the Middle East or Muslim out-
reach organizations? Should that be part of the requirement to 
apply for a grant? 

Mr. EMERSON. Absolutely. A set of criteria should be publicly re-
quired to be asked of any recipient of U.S. funds whether they con-
demn unequivocally radical Islam theology, they condemn un-
equivocally the violent terrorist acts of Hamas and Hezbollah, 
whether they condemn unequivocally the terrorist front groups in 
the United States and urge that they be shut down. And any 
equivocation or obscuration in response to that should be used ap-
propriately in not giving them the grants. 

I do not want to deny them their civil rights in maintaining even 
support for jihad. They are entitled to do that. But there is no con-
stitutional right to get funding or recognition from the State De-
partment. You know, much as the same way that anyone applying 
for a visa to the United States has to state have you ever been ar-
rested for being a member of a terrorist group. And if they lie 
about that, that is grounds for exclusion. And if they are, that is 
also grounds for exclusion. 

So I think that criteria which has not been applied in the past 
must absolutely be applied now and uniformly to anybody who is 
considered to be a partner for, a recipient of or any recognition by 
the State Department. 

Mr. SHERMAN. I hate to ask you to supplement the record since 
your opening statement has more footnotes than any opening state-
ment ever submitted to this subcommittee, I would say. I do not 
know whether you are number one in pages but you are number 
one in footnotes. But if you could identify which programs and/or 
bureaus at the State Department should add to their list as a re-
quirement, because again I do not want somebody working with in-
digenous peoples in Paraguay to have another piece of paper to fill 
out, but which programs, agencies, and I am sure I am going to ask 
the State Department for this as well, should add to their already 
voluminous list of forms to fill out when applying something on 
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Hezbollah and something on Hamas and something on the Islamic 
Brotherhood. 

Mr. EMERSON. Let me just add one thing. I think that it is im-
perative that certain criteria be applied by asking these groups cer-
tain questions, but I also think independent of that, because many 
of these groups will lie as they have, as the ones that protested this 
hearing claiming they are antiterrorism, one group in particular is 
the de facto arm of the Muslim Brotherhood and has supported 
Hamas and Hezbollah, and yet they claimed in an e-mail yesterday 
they were antiterrorism. So clearly they are lying. I think that 
there has to be an independent due diligence conducted by State 
Department officials using the public record, and if they have clas-
sified information, which many of them have access to, use it as 
well. That is the purpose of intelligence collection. 

Now, having said that there are certain programs at the State 
Department that have been disproportionately involved in inviting, 
funding or supporting radical Islamists, and that includes the 
International Leadership Program. That includes the Bureau of—
I will tell you in a second here. That includes the State Depart-
ment’s outreach program and USAID. That includes the Citizen 
Exchange Program. That includes the Undersecretary of State for 
Public Affairs, and public outreach, which has been enormously in-
volved in legitimizing uncritically members of Muslim Brotherhood 
circles. It even includes the coordinator for counterterrorism. 

Now, I am not suggesting that the current one has been involved 
in anything untoward, but the previous one certainly was in doing 
outreach and providing support for a radical Islamic group, the 
International Institute of Islamic Thought, that is on record 
through affidavits by DHSH David Kane as suspected of being part 
of a global terrorist organization. 

There was a recent grant of $500,000 given by the State Depart-
ment to a group that is coordinating—that is part of AMSS, which 
itself is connected to the International Institute of Islamic Thought, 
and I think therefore this criteria from providing aid, providing a 
platform to groups that visit the State Department or sending 
State Department officials to attend their conferences. 

You know, one of the most surprising things is when I see the 
transcripts or the videos or audios of the State Department speech-
es to radical Islamic groups, what I do not see is any renunciation 
of radical Islamic theology or any willingness to challenge these 
groups to renounce this ideology. Instead they treat these groups 
as if they are, you know, members of legitimate organizations that 
are equivalent to mom and apple pie, and nothing could be further 
from the truth or more dangerous. 

Mr. SHERMAN. We all want to believe that the people we meet 
are reasonable and believe in peace as we do. That is a natural 
human desire. I would feel better about the world if it were true. 
And it becomes easier to do that if the person you are talking to 
tells you with a straight face that they believe in peace, and it is 
even more likely to happen if there is this subtle undercurrent that 
if you question that, you are an Islamophobe. 

So it is not surprising that there is a tendency to accept what 
we wish were true, and that is that all these groups were dedicated 
to peace and opposed to terror. 
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I look forward to working with you to design a form and to figure 
out which State Department bureaus should add it to their require-
ment that if you are applying for this or that type of aid that you 
have to fill it out both to identify whether you have condemned 
Hamas, the Brotherhood and Hezbollah, and if you have had a 
board member who has praised those organizations, what have you 
done about it? Because I do not want to take the position that just 
because an organization in the past has had board members that 
were a problem, that they are forever banned, but rather that this 
is an area of inquiry, and what matters is what has that organiza-
tion been up to and what has its leadership been up to in the re-
cent past. 

But I do not think you can cleanse an organization just because 
they have not sinned recently. It has to be renunciation of support 
for terrorism. 

So I look forward to working with you on this. A lot of the fault 
lies with a Congress that has shirked its role in foreign policy by 
not passing authorization bills. I mean, the place we would put any 
provision like what I am talking about would be in a State Depart-
ment authorization bill, but if you do not have an authorization 
bill, but you do have an authorization committee, then it looks like 
Congress is doing its job. We have got hearings. People can watch 
the hearings. But without seeing us actually pass an authorization 
bill, we are not doing our job. 

So whether it is by pressing the State Department or whether it 
is by legislation, we somehow have got to get them as a formal part 
of their process, where applicable, to examine this issue. 

With that I will yield to Mr. Tancredo. 
Mr. TANCREDO. Thank you, Mr. Chairman. I could not agree 

more with you in terms of the peculiar situation we face in terms 
of having authorization committees and the illusion of congres-
sional oversight in that regard, but I think the last time I can re-
member looking into this sometime ago there were over 200 and 
some programs that we are operating that had not been either au-
thorized to begin with or reauthorized after they were formed. 

First of all, let me say to both of our witnesses here today that 
I admire you both. I admire your courage. I admire the work you 
have done for years in this area, and America is better off as a re-
sult of the fact that you have been so dogged in your determination 
to shed light in an area that so desperately needs it, so I truly ad-
mire both of you. 

And I know I know that you are under attack and threats and 
that sort of thing, and sort of—I don’t know if I want to say ‘‘hu-
morous’’ incident occurred in the last year or so when I had the—
when Pakistan, I believe it was, Islamabad, I was burned in effigy, 
and along with President Bush and Barack Obama, and the pecu-
liar thing about it, somewhat humorous thing about it was the fact 
that the thing that said ‘‘Death to Tancredo,’’ and then ‘‘death’’ was 
spelled wrong, but ‘‘Tancredo’’ was spelled right. [Laughter.] 

Mr. EMERSON. At least it was only in effigy. 
Mr. TANCREDO. That is exactly right. 
Let me get to the point that has, or to a situation that has cer-

tainly been perplexing to me, and I think to a number of people 
here, and that is when we start talking about failed states, by the 
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way, it seems to me that Mexico is approaching that particular cat-
egory, that designation. When you look at over 4,000 people killed 
that we know of in the drug wars going on there, either being 
killed by the cartels, other members of the cartels, or government 
officials, mayors, city council people, police chiefs, a town as I un-
derstand it not too far from our border was under siege awhile 
back, and the government troops were trying to retake this town 
from—600,000 people or so from the control of the cartels, 120 po-
licemen had fled the scene. It just goes on and on, the degree of 
corruption that is involved here, and permeates the country, the so-
ciety. 

And then we passed something out of here anyway that appro-
priates $1.5 billion in something that is called Merida Initiative for 
purposes of trying to help Mexico deal with this. 

In your opinion, either one of you, what is the hope that some-
thing like that can actually achieve the goal and reduce the poten-
tial for a true catastrophe in Mexico that will have enormous rami-
fications for the United States in so many ways as opposed to hav-
ing all of the equipment and a lot of the money that goes along 
with this end up in the hands of the people who are our enemies? 

We have done this before as you know. Some of the people down 
there, I think it is referred to—what is the organization that——

Mr. FARAH. Paramilitary, Azethas. 
Mr. TANCREDO. The Azethas. That we helped trained under the 

same rubric as the initiative. So what is your opinion as to the pos-
sibility of success of such an initiative? 

Mr. FARAH. Congressman, I think that it depends entirely on the 
political will of the country, and I lived through the process in Co-
lombia where we went through the Medellin cartel and then the 
Cali cartel going through, and basically aid at that point was wast-
ed. It was a waste of money because there was no one to give it 
to. It was like putting it into a black hole. 

Colombia had the great good fortune to come across a combina-
tion of a police chief and others who were honest and began the 
long slow process of cleaning up, and I think you see today a radi-
cally different Colombia largely because the political leadership 
was there and were willing to—and my sense is having spent time 
in Mexico recently, that Mexico is also at that juncture. 

I think the recognition is that these groups pose a threat to their 
state, and I think one of the reasons why you see such a high de-
gree of violence is that these groups are now under enough pres-
sure they feel they have to respond, and their inter-cartel wars as 
their main people have been extradited or killed are also lethal be-
cause you get hit men running cartels instead of businessmen run-
ning cartels, and all they know how to do is pull triggers, and you 
see this massive blood flow. 

My personal opinion is that Mexico is a different place now than 
it was even 2 years ago, that this new administration offers the 
hope of actually being able to turn the corner because they have 
the political will and they are willing to punish their own people. 
I cannot guarantee it, and you’re right, the Azethas came out of the 
Gofas, and the Gofas were trained by us as the mobile helicopter 
units. They were going to go out and do that, and they deserted 



109

on the Mostas to Azethas, and when it came to the Azethas 400 
at a time for better pay and a nicer life. 

So there certainly is no guarantee. My sense is in Mexico for the 
first time they are as scared as the Colombians were when the Co-
lombians turned the corner, and I think that that is important. 

Mr. TANCREDO. That is encouraging. 
Mr. FARAH. I do not know what the balance—how you can parse 

that and disagree where the emphasis but I think on a macro level 
I think that is true. 

Mr. TANCREDO. Some time ago there were reports that the MS–
13 had actually contact with al-Qaeda and they were going to use 
the groups that were established by MS–13 and other organiza-
tions. Do you know if there is any truth to those kinds of things? 
I do not know whether I should say rumor or actual reports. 

Mr. FARAH. My strong sense is this, Congressman, that you have 
a series of pipelines that connect criminal and terrorist organiza-
tions which come through the MS–13 and other groups across their 
border every day, and I do not think my sense is, and I have dealt 
with the MS–13 significantly—10 years. I spent a lot of time with 
some of their gangs reporting on them. They are terrified in doing 
something that will bring severe repercussions from the Latino 
community in this country. So my sense is that they don’t—will not 
bring al-Qaeda here knowing that it was al-Qaeda and they want 
to blow us up. 

On the other hand, if you look like me or you are second genera-
tion Hezbollah operative who have managed to come in through 
Venezuela on the flights that fly now to Tehran weekly, and you 
do not need a visa to come in, and by the way, you stop over in 
Damascus on your way in, and you have Daniel Ortega in Nica-
ragua who has a long history of issuing multiple false documents 
to numerous terrorist organizations over a period of 20 years, if 
those people are coming up to the pipeline the gangs will take MS–
13 and bring them across our border without thinking twice about 
it. 

I think if you showed up in a robe and a beard and said, hi, my 
name is Osama bin Laden, they would probably say no thank you. 
If you showed up like me and said, oh, you look ‘‘tudiko’’ as they 
call them, and I could pay, they would happily bring me across 
without any consideration or thought about—especially, and I 
think this is the danger and if you look across Latin America, you 
now have both Venezuela and Nicaragua willing and able to issue 
legitimate documents that are—false documents to people who are 
coming in with terrorist background who can get into our country 
legally with documents that we cannot challenge because they are 
actually legitimate documents from countries that we do not nor-
mally suspect of doing things. 

Mr. TANCREDO. Thank you very much, gentleman. And again 
thank you for your service. Really I mean it. You have done great 
work. Thank you, Mr. Chairman. 

Mr. SHERMAN. Thank you. I think we will do a second round. We 
may not use our whole 5 minutes each but you guys will be out 
of here relatively soon. 

Mr. Farah, we know that we have had this combination of inex-
pensive Russian aircraft providing low cost transportation, and So-
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viet arms available relatively cheaply from Eastern Europe. Now 
we see both the expansion of the arms and aerospace industries in 
China. 

Does this perhaps indicate a second wave of light arms prolifera-
tion, and how should the international community engage with the 
Chinese to limit light arms to illegitimate actors? 

Mr. FARAH. Well, I think if you look at both Russia and China, 
there is a huge push primarily with state clients. They want more 
than anything to be back with state clients as opposed to non-state 
actors. Victor Bout specialized in the non-state. 

China, my sense is from watching them is that they are looking 
for respectability and they are willing to sell off of their aid 
projects, particularly in Africa, will come with weapons provisions 
built in and contract and maintenance systems built in for say 5 
years. If they build your new port, they will also sell you a certain 
amount of weapons, and with that will come a maintenance con-
tract for 5 years, at which point you are hooked on their weapons, 
and you are not going to move away from that very quickly. 

So I think that—I mean, one of the things that I think is abso-
lutely stunning in the international arena at this point is that 
there is still no safeguards, no verification at all on end user certifi-
cates which would be the simplest thing in the world to actually 
do to implement with very little cost and it would not be a huge 
bureaucratic step. 

I think that there is very little that the United States is doing 
in areas like Azerbaijan where I watched the weapons stuff coming 
in from the Chinese to actually counter that. They were viewing 
that as a relatively benign development, and states are entitled to 
arm themselves, so therefore they are. 

But I think that if you look at the consequences, as I lived 
through it in West Africa, of cheap weapons flooding regions, the 
consequences are always devastating, and to me the most worri-
some thing I see in Latin America, Chavez has license to AK–47 
factories from the Russians, and one of them is about to go on line. 
It is legal to do. It is an announced program. It will bring death 
and destruction across the Venezuelan and Colombia, Ecuador, Su-
rinam borders in ways that will horrify us in 5 years because then 
you will be able to distribute 100,000 or 150,000 AKs free of cost 
virtually across the region that really does not need more weapons. 

Mr. SHERMAN. Does that factory give Chavez anything more than 
a price break? I mean, could he not use petro dollars to buy 
100,000 AK–47s? 

Mr. FARAH. He could. He chose to do that because he wanted 
them. He views himself as needing to arm a peoples’ militia and 
this gives him control over production. He does not have to worry 
about delivery, and he controls the production and distributes them 
in-country as opposed to having to wait for them to arrive from 
elsewhere, but I have not actually discussed with him why he made 
that decision. But I think cheaply and the ability to control the des-
tination are primary. 

Mr. SHERMAN. So you see the Chinese are willing to sell to 
states. There are many states that would be happy to buy it for 100 
bucks from China if they could sell it for 110 to just about anybody. 

Mr. FARAH. Yes. 
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Mr. SHERMAN. What do the Chinese do, and you may have an-
swered this to some extent already, to assure themselves that when 
they deliver weapons to a state, that that state is the end user? 

Mr. FARAH. Well, I think it comes down to a matter of political 
will. I documented in my written testimony there was one case of 
many that we monitored, this does not go to China directly, but it 
is the same type of thing where Victor Bout flew 37 plane loads of 
weapons, hundreds of thousands of rounds of ammunition, millions 
of different sorts of things to the country of Togo. 

No one had to think to themselves why would Togo, a country 
with an army of 150 people, it is a sliver on the West African coast, 
and is a former French colony, always provided weapons by the 
French, why would they be buying this kind of weapons? Gee, 
should we call? 

Well, if they had, the end user certificate signed by the Togolese 
guy, who is supposedly the minister, had been dead for 2 years. 
There was no Internet search done, and these weapons were des-
tined to Unita rebels. They simply——

Mr. SHERMAN. They were destined for who? 
Mr. FARAH. The Unita rebels in Angola, and so if China wants 

to make sure that their end user is the person who is on the paper, 
they simply have to verify on the ground. It is not easy—if the sell-
er is watching, it is not easy to divert large loads of weapons, and 
you also have to have some——

Mr. SHERMAN. So the case you identify it is not like China was 
duped by a state. China was duped by some really dumb forgers 
who forged the name of somebody who had been dead for 2 years, 
and so it was not that they were willing to sell weapons to a state, 
they were willing to sell weapons to anybody who pretended to be 
a state even if they were rather clumsy in doing it? 

Mr. FARAH. In a nutshell. This actually happened to be Bulgaria, 
not Russia, in the particular case of Victor Bout where these weap-
ons went, but the——

Mr. SHERMAN. Oh, so——
Mr. FARAH. But this is a——
Mr. SHERMAN [continuing]. This is a case where Bulgaria was 

the seller? 
Mr. FARAH. They simply did not even bother to check who signed 

the end user certificate to see if the person was in office. 
The point being that all China has to do is make relative due 

diligence and these things do not happen. So it becomes a question 
of political will and are they willing to dump weapons, are they se-
riously looking to sell weapons to people who will use them respon-
sibly. 

Mr. SHERMAN. Well, thank God weapons dissemination and pro-
liferation is not an Olympic event. I know China is anxious to win 
as many Olympic events as possible, and let us hope that the fu-
ture competition is for weapons control rather than weapons pro-
liferation. 

Our President has decided that he wants to bestow a great honor 
on the Chinese, and I am actually going to be seeing Secretary Hill 
later today, and hopefully among the many things he insists upon 
when he is over there, other than good seats, is that China follow 
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good procedures on end users, and as you point out, they are not 
hard. 

With that, I yield to our ranking member. 
Mr. ROYCE. Thank you, Mr. Chairman. 
I was going to ask Mr. Emerson, do you think we are doing 

enough to track and destroy these virtual safe havens used by rad-
ical jihadists on the Internet? 

Mr. EMERSON. I think there is major areas for improvement in 
terms of tracking them, and in terms of—that they use for pur-
poses of fund raising, and for dissemination of propaganda and re-
cruitment. 

Mr. ROYCE. Terrorists have become pretty effective in exploiting 
this particular technology. 

Mr. EMERSON. It was just the other day a Federal employee was 
arrested for operating a jihad site down south, and I think that 
there really needs to be a greater cyber security oversight over 
those jihadist groups based in the U.S. at least that use the Inter-
net to recruit or raise money, and there are many, unfortunately, 
and they crop up. You know, it is not easy to do because once you 
shut down one another one could crop up, but it really requires a 
24-hour a day effort to do this, and it cannot be done piecemeal. 
It cannot be done partly by the State Department and partly done 
by DHS. It has got to be done by a uniformly integrated and coordi-
nated approach that looks at all of the Web sites operating with 
U.S. donations. 

Mr. ROYCE. You have looked at the Algerian terrorist organiza-
tions, GSPC, GIA. What is your assessment right now of our efforts 
to take on these groups, especially with the Trans Sahara? 

Counterterrorism partnership, I had an opportunity to go over to 
Chad, Darfur and also Algeria and just take a look at the oper-
ations, but I would like your assessment, maybe I will ask Doug 
the same question. 

Mr. EMERSON. There has been a greater effort to contain GIA, al-
though not necessarily the Islamic Salvation Front, which is the 
‘‘political’’ arm of the GIA, even though they maintain publicly that 
they are not coordinated. 

GSPC, there has been a growth of that group, particularly be-
cause they can move transnationally in between borders and in be-
tween states, and again——

Mr. ROYCE. They did not manage to capture Al-Quara. 
Mr. EMERSON. Right. Absolutely. I mean, look, there have been 

definite successes, but you know in the war against terrorism there 
is no end game. You cannot rest your laurels. You have got to keep 
fighting. There is no such thing as the end of terrorism. It is never 
going to happen. We are going to be fighting this war for the next 
100 years, and what we cannot afford to do is let down our guard 
or let a victory sort of cusp our feelings that, ah, it is a major 
event, because leaders are replaced instantly. 

For example, Imad Mughniyah, who is the major special oper-
ations leader and who coordinated the 1983 bombing attacks 
against the United States who was assassinated earlier this year 
in Damascus, has allegedly already been replaced. 

Mr. ROYCE. Yes. Yes. Well, let me go then to Mr. Farah and ask 
him. I mean, the concept here is to bolster the indigenous security 



113

forces and counterterrorism. You have got the Treasury, the FBI, 
the Homeland Security working together on this mission. I will ask 
you how you rate this approach, and is this a better approach at 
looking regionally given the fact that these organizations operate 
throughout North Africa? 

Mr. FARAH. I think EUROCOM when it started, especially in the 
Alpira case, did a remarkably good job of bringing assistance de-
fense ministers together for the first time. They had not met, never 
spoken to each other from the region to sit down and plot out and 
get him, which I think Steve is right. It is not a panacea, but it 
did take away one of the most charismatic persons there. It also 
cut off the kidnapping which was funding their operations. 

I think the real danger with this, and I think AFRICOM will be 
able once it is up and running will also be able to bring some lever-
age in this or a little better coordination in coordinating everything 
from quite so far away with so many other countries to worry 
about, I think the real danger there is what happened in Chad 
right after some of the first training was, and that was that the 
presidential guard kept all their weapons and immediately began 
rounding up political enemies. 

That is probably not the kind of counterterrorism effort that will 
win us many friends in Chad. There is very little follow up or abil-
ity to monitor what happens to the aid because our Embassies are 
down to bare minimum of people. I do think it is incompetence. I 
think it is a lack of resources there. 

No one could go out and say, okay, where are the 30 trucks we 
left behind? Well, gee, the president’s brother is driving around 
shooting people. Interesting. Maybe we should not do that, or 
maybe we should take them away. It takes months and months for 
the anecdotal evidence to accumulate for someone to do something. 
So I think that to me is the real danger, regimes that are across 
the region——

Mr. ROYCE. Right. 
Mr. FARAH [continuing]. Without any conditionality placed on the 

aid. 
Mr. ROYCE. How do you get that conditionality, right. And we 

have tried in so many ways. 
Mr. FARAH. In so many ways. 
Mr. ROYCE. Conditionality on other programs. 
Mr. FARAH. When you have oil money and a lock box and you can 

still get at it. 
Mr. ROYCE. Yes. Tom Sheehan on my staff reminded me there 

is a GAO report that is released today on this very issue so we look 
forward to reading that. 

I had one other question that I was going to ask you, and that 
is some of the extensive work that has been undertaken on blood 
diamonds. Of course, we have passed legislation here on that front. 
Given their connection in terrorism, I was going to ask, is it still 
a problem? Do you still see this out there after the steps that we 
have taken and the pressure that has been applied? And how else 
has terrorism financing evolved since the original use of blood dia-
monds in order to——

Mr. FARAH. I do not think there is any—I have not seen any sub-
stantive evidence that diamonds are still being used. My basic an-
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swer would be if it is not probative, then do not fix it, and I do not 
think we actually broke them on it, so I think the thing that wor-
ries me is if you look at where diamonds are not transiting, the 
major growth centers are UAE, you can buy it particularly, and 
Lebanon. Neither one of those to me strikes me as a place where 
I would be fully confident that diamonds are in good hands and not 
being washed away. 

Specific evidence, I do not have. I would bet my life that the Leb-
anese connection for Hezbollah that now goes straight through to 
Lebanon is extremely active. 

There was a second part of your question? 
Mr. ROYCE. Well, how has it evolved, and I will ask my con-

cluding question. How has terrorist financing, in your view, been 
evolving over the last——

Mr. FARAH. I think what you see clearly with the Taliban and 
with the use of petty com, I think you are getting more and more 
into criminal activities, and I think that is—the trend is going to 
become stronger and stronger. 

Mr. ROYCE. The use of credit cards by——
Mr. FARAH. The use of credit cards, criminality supplemented by 

infusions of—I mean, Hezbollah has run drugs for many years and 
are very good at it. It is not a new thing for them. They seem, in 
my opinion, to be the only group that has remained relatively 
uncorrupted by it. Other groups have dabbled in it and become cor-
rupted, and then off they go, and I would guess the Taliban will 
go the same way. 

Mr. ROYCE. Actually goes to terrorists that have——
Mr. FARAH. Exactly. No, they monitor their funds and put it in—

FARC is an example of a totally corrupted organization, and I also 
see, the other thing you see a lot of still out of Saudi Arabia and 
elsewhere are micro sponsors. Someone paying one person’s ticket 
and expenses to go to Iran or Afghanistan to wage——

Mr. ROYCE. Interesting. 
Mr. FARAH [continuing]. Without seeing—without having to put 

it in the donation box, without doing anything. You come up, you 
get your $10,000, go with God and then off you go. 

Mr. ROYCE. Any way for the government in Riyadh—any way for 
the Saudi Government to actually monitor that or help preventing 
that? 

Mr. FARAH. I would be reluctant to say what the Saudis could 
and could not do in the state they run. They probably could keep 
a pretty good eye on it if they chose to. But it is purely cash trans-
actions in small amounts going to individuals who then show up 
on the other side of the border, and I think that this is a much 
harder trend to get at then the cherry boxes and things that we 
have been—people like yourself have taken aim at, and I think 
that we are seeing the atomization of financing in that sense and 
the aggregations through drug trafficking on the other side. 

Mr. ROYCE. Thank you, Mr. Farah. 
Mr. Emerson, any thoughts on that? 
Mr. EMERSON. Mr. Royce, I think that you are 100 percent right 

and so is Doug in pointing out that the ‘‘traditional’’ nonprofit NGO 
route was sort of like cherry picking, and that to a large extent has 
been shut down in the West, not necessarily in the Middle East. 
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The Muslim World League, the World Assembly of Muslim 
Youth, they are still very active, and I can imagine with the new 
capital outflow of nearly $1 trillion over the next 5 years because 
of oil revenues that these groups will be enriched, and a good per-
centage or a large percentage will be going to fund radical Islamic 
groups. 

But I think the major trend we see in the West and in the Mid-
dle East and in Africa as well is the use of commodities and the 
use of money laundering, the use of stored value of credit cards, 
the use of cigarette smuggling, anything that can generate cash. 
We even see cars that are smuggled into the Middle East that are 
used both either for carrying out car bombings or for purposes of 
generating cash because they can be sold in the market for nearly 
three to four hundred percent. 

So we see a whole new generation of money generation that is 
much more sophisticated than the traditional role that these rad-
ical terrorist groups have played in the past in acquiring funds. 

Mr. ROYCE. Thank you, Steve Emerson. Thank you, Doug Farah. 
Mr. Chairman, I will yield back the balance of my time. 
Mr. SHERMAN. I want to thank our panelists for coming and look 

forward to getting input, look forward to giving the State Depart-
ment some practical direction. Thank you very much. 

[Whereupon, at 1:15 p.m., the subcommittee was adjourned.] 
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