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MR SILVER Well, it's getting to be about
5:30. How about a hand for our panelists?

(Appl ause.)

MR. SILVER | also want to introduce ny boss,
who is here with sone closing remarks. He's the director
of the Division of Financial Practices, Joel W nston.

(Appl ause.)

CLOSI NG REMARKS

MR. WNSTON:. | guess | get the final words,
and | want to thank all of you hardy souls for sticking
out the day. You' re rewarded by having stayed here al
day, now you get to go outside when it's not raining.

So, congratul ati ons.

| want to thank the panelists and the FTC staff
for their thoughtful work and enlightening discussion
today. This workshop had a different focus than the one
| ast nonth, but in many respects, the | essons are the
same -- that security technol ogies need to be easy to
use, conpatible with other systens, and applications, and
built into the basic hardware and software consunmers and
busi nesses use.

In addition, the two workshops together have
rai sed | arger thenmes of how people, in general, can
better use technology to protect sensitive information,

whet her they're engaging in comercial transactions or
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sinmply carrying out their everyday affairs.

The day began with the rel ease of a report
showi ng how busi nesses are currently addressing privacy
i ssues, including the security of information they
collect. It showed that businesses still have some work
to do in this area, work that could be hel ped al ong by
appropriate and accessi bl e technol ogi cal tools.

We then saw an inpressive display of
i nprovi sational skill as panelists discussed a
hypot hetical illustrating how a nedi umsized busi ness can
t ake advantage of the Internet while at the sane tine
addr essi ng privacy concerns.

The panelists coll aborated to develop a risk
managenent plan to help make information and systens
safer.

We al so heard about the wi de array of
technol ogi cal tools available to hel p busi nesses protect
personal information, including, for exanple, one that
can digitize a business' privacy policy to allow
automated nonitoring of data flows consistent with the
policy.

Panel i sts addressed the issues these
t echnol ogi es rai se for businesses, including out-sourcing
i ssues for smaller businesses and the consequences of

poor inter-operability between different architectures
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and vocabul ari es.

In addition, we |earned about the various |egal
standards and industry franmeworks that have arisen in
recent years, efforts to expand their use and the
obstacl es faced in inplenmenting them

Panel i sts al so di scussed mar ket pl ace i ncentives
for privacy inprovenents such as offering discounts or
adj usting contractual obligations.

Wiile still not the norm use of these
incentives is increasing rapidly.

Qur final panel addressed the critical question

of how to design business technol ogies so that they
include built-in protections for consuner information.
As at our |ast workshop, panelists were critical of the
approach that has dom nated the field thus far, which is
to purchase add-on products or issue patches, sonetines
hundreds of them as problens arise.

Al t hough the chal | enges are considerable, we
heard about several prom sing approaches toward buil ding
a culture of security.

For exanple, at |east one conputer manufacturer
is shipping systens that are configured to neet
benchmar ks defined by the Center for Internet Security.

As we heard, people, policies, and technol ogi es

are all three necessary ingredients for a culture of
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security.

The panelists al so took up the debate about the
nmerits of open source versus proprietary technol ogies.

In the end, they agreed that no nmatter where the code
cane from the key ingredients for secure systens are
sound practices and rigorous quality control.

As to whether open source or proprietary
software nore often neets these goals, | think I'Il |eave
that to the test of tinme and future di scussions.

Clearly, this is all an organic process.
Virtually every day, new security concerns arise, and new
technol ogi es for addressing them are devel oped. There
are no magi c answers here, no easy solutions, but it's
critical to keep the dialogue going and the information
f 1 owi ng.

It's an old saying -- | think it was originally
Thomas Edi son who said that genius is 10 percent
inspiration and 90 percent perspiration. | think that's
a good fornmula for what we need here, some creative
thinking and lots and |l ots of hard work.

So, let ne thank everyone again for com ng.

Di scussions |ike these denonstrate that tal ented and
dedi cated m nds are trying hard to find solutions to a
| eadi ng chal | enge of our information age, harnessing

technol ogy to hel p consuners and busi nesses provide
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better protection for consuner information.
| wish you all good fortune in this very
i nportant endeavor.
Thank you.
(Appl ause.)
(Whereupon, at 5:32 p.m, the workshop was

concl uded.)

* * % * *
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