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CLOSI NG REMARKS

MR. BEALES: Thank you, Loretta, and thanks to
all of you. This has been an extraordi nary program
want to thank the panelists, and | want to thank the FTC
staff, who made it all possible. As the day concl udes,
think that we're all walking away with a better sense of
the role that technology is playing in this area, as well
as how it can be nmade nore effective as a consuner tool.

We began the day by review ng the privacy-
enhanci ng technol ogi es that were available to consuners
during the | ast decade, and exam ni ng what has succeeded
and what has not, and why.

Many of the early technol ogies were difficult
for consuners to use, because the process took too many
steps, or it was hard to understand. And consuners did
not want to pay separately for a fix that many assuned
was already integrated into the conputers and
applications that they purchased.

Sonme anti-virus software, or firewalls, had the
added burden of requiring active nonitoring by consuners
for updates and patches. Sonetines security software was
al so inconpatible with consunmers' existing applications
or operating systens, especially if they have ol der
conput ers.

Al'l of this can be very frustrating and
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overwhel m ng, especially to the nunber of consuners who
are non-techies. The |lessons fromthese experiences is
that to be successful in the future, these technol ogies
need to be easier for consunmers to use, and built into
their software and hardware. O herw se, consuners won't
use them or if they do, they may not get the ful
benefit of the protections.

Academ cs who have studi ed consunmer behavior in
this area provided additional insight about how to
increase the effectiveness of technology in protecting
personal information.

For exanpl e, consuners may want to nmake
different choices in different situations. It's
difficult for themto focus on, and it's difficult for
them to nake gl obal decisions about how i nformation
shoul d be collected and used. Timng is everything.

The information that is given at the tine of a
specific transaction is likely to be nuch nore effective
i n guiding decision-making than information that is
presented in the abstract.

We al so heard about factors that build trust
online. These include ease of navigation, brand nane,
recomendati ons fromothers, the particular type of
i ndustry. Perhaps nost inportant was the superficial

| ook of a site. How the site | ooks, the colors, the
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fonts, how professional it seens.

Now, that's at least a little disturbing,
particularly in the context of our fraud cases. But
unfortunately, it seens to be true. But it also creates
an opportunity for manufacturers and vendors who are
devel opi ng and marketing privacy technologies to do it in
a way that appeals to consuners.

Technology is only part of the picture. Many
of the strategies consunmers should use to protect
t hensel ves don't involve the purchase of new or separate
products, or services.

So, for exanple, consunmers should know who
they're dealing with before they give out persona
information. They should not open e-mails -- and
especially attachnments -- from senders they don't
recogni ze. They shoul d use passwords effectively by
conbining letters with synbols, and keeping themin a
safe pl ace.

Clearly, however, the nore things we ask
consuners to do, the harder the task becones. That's why
t echnol ogi cal solutions, where protections are built in
and activation is sinple, offer so nmuch prom se in
hel pi ng consunmers to protect thensel ves.

For managing digital identities, panelists

exam ned various identity managenent systens, including
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single sign-on, bionetrics, and smart cards. W al so
exam ned recent work to develop principles in this area
by the National Acadeny of Sciences, and by CDI.

W are clearly at a transition point, as we
nove to these nore high-tech systens to identify us in so
many of our daily activities. It's inportant to engage
in a dialogue about howto build in protections at this
early stage. It will only get harder if we wait.

Finally, we |ooked at safer computing, and what
progress has been nade in the last year in pronoting a
culture of security.

Sonme of us renenber there was consi derabl e
di scussion at |ast year's workshop, as at this one, about
the needs for products and services that have built-in
protections, which are automatic and easy to use.

Today, we |earned that industry has begun to
respond to this challenge, and that security technol ogy
is increasingly incorporated into the system by design,
and not as an afterthought. For exanple, sonme |ISPs have
started to provide services with firewalls and virus
protections included, as part of the package.

Panel i sts al so di scussed the inportance of
security benchmarks, such as those devel oped by the
Center for Internet Security, which are already being

i npl emented by at | east one conpany.
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So, thanks for comng. W hope to see you back
on June 4th, when we will continue our discussion by
focusi ng on the chall enges that businesses face in
protecting the information that they collect and maintain
about consuners. | thank you all, and we will see you on
June 4t h.

(Appl ause.)

M5. GARRI SON: Before we conclude, Conmm ssioner
Swi ndl e has sone renarKks.

COWM SSI ONER SWNDLE: | figure those of you
who are still here are so danmm tired you can't get out,
and I mght as well talk to you while you are here, a
captive audience -- | amconvinced we do have Baptists in
t he audi ence. You are so spread out fromthe main pulpit
here, that you know, the preacher always reaches out to
grab you.

| just want to nake a few remarks of
appreciation. First, Loretta, Toby, and Janes and the
staff that worked on this, we had a great successful
wor kshop here a week ago, | guess it was, and we've got
anot her one, a smaller audience, but a different kind of
an audience. | know | can speak for Timand Howard, who
has already said it, thank you so nuch for com ng and
hangi ng around and being a part, but nore inportantly,

really contributing to this overall effort.
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As | said, and was paraphrased here, this
effort is not a destination. [It's a journey, and we have
all got to wal k along that path, and we have got a | ot of
stuff to do.

| amreally inpressed with sone of the
acconpl i shnents that have been di scussed here. You know,
we have had sone great conpanies in here tal king today.
We have had Mcrosoft and Dell and others, and |
unfortunately, had to mss portions of it. But the
things that are being done by great conpanies in a great
country are getting it done.

And as Andrew says, we ain't there yet, and
we're not going to get there. |If you're thinking we're
going to find that we wi nd up sonewhere and take our pack
of f and say, "Hey, guys, we did it,"” forget it. It's not
goi ng to happen.

And the way we're going to accel erate the
journey and acconplish nore during the journey is for
Al an Paller and Andrew and all the non-governnent
organi zations to just keep the pressure up. As Alan
said, we've got consuners now paying attention to this,
and guess what? When consuners pay attention to it, big
conpani es, big great conpanies, they pay attention, too.

And Jerry, | thank you so nuch. | amvery

famliar with Contast. | was on Excite@one, and we all
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went through that disaster. And they have cone so far

And things are different today, as several have
poi nted out, we are nmaking progress. And you know,
Howard Schm dt here, a dear friend of mne, and what a
hell of a loss to the U S. government for himto depart
the scene -- but | know he's not very far away, and when
we get in trouble, we will call himand he will cone back
-- but it's great to have him here.

Philip, Mcrosoft, great conpany. Wuld you
pl ease spend sone tinme with nme and tell me how | can stop
t hese i ncessant nmessenger pop-up ads that |I'magetting
here in the past two weeks? | want a solution to that,
or you can't leave the room So that is high priority
for a great conpany. You don't want an unhappy ne.

(Laughter.)

COWMM SSI ONER SW NDLE: But seriously, Frank,
|"ve got to comment on your saying that maybe consuners
can't handle all this stuff. And | agree. This is al
conplicated stuff. Hell, I can't even get hone usually
by nyself. It is a problem

But | remenber back when Henry Ford rolled out
his first car. I'mthe only one here old enough to say
that. And there were people saying, "Onh, ny God, you
can't turn these dangerous vehicles -- they are very

conplicated, you can't turn theml|oose with the
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consuners. "

And then, when | was a young aviator -- before
| was an aviator, they canme up with the airplane, and we
rolled those suckers out, and they said, "Good Lord, you
know, you can't do that. You can't turn those over to
nor mal human bei ngs, you have to be elite to do this."
And you know, | renmenber one of the first rules they gave
us when we started flying, they said, "Never depart the
boundaries of the air."

(Laughter.)

COWM SSI ONER SWNDLE: It's really bad when you
do that, you know? But guess what? W did it. You
know, we have got mllions of cars flying around here,
and yes, we crash a few every year, but isn't it amazi ng?
It's like a beehive. It works.

| contend consuners can handl e sone of this
stuff, and it won't be at the sophisticated |evel of a
M crosoft, or a Sun, or whoever else, or IT center here
at the Federal Trade Conm ssion. But we can handle this,
as consuners, we can do certain basic things that wll
take 80 percent of the risk out of it -- the
vul nerability out of it.

| remenber ny early days in the Marine Corps,
when | really can remenber -- | couldn't renenber those

first two things; | lied there, but back to the
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confidence thing -- but in the Marine Corps, as a
i eutenant colonel, just before retiring, | saw a
personal conputer. | actually saw one of these things.

| had never seen one.

We had a conputer center, it had these big
machi nes, and they whirred, and they had air
conditioning, and those floors, that you lift up the
panel s, and all this stuff, and we were not -- us common
fol ks were not even allowed to cone in that room And it
was about 60 degrees in that room | renmenber | did
sneak in once. They ran me out, because | wasn't cleared
for that.

We had a policy that there would be no
proliferation of conputers beyond the conputer people,
because guess what? The conmmon people coul dn't be
trusted with them Now, virtually every household in
America has a small conputer, and it's a hell of a |ot
nore powerful than those big roonfuls than we had back
t here.

We can do this. W are going to do it because
great conpani es and great non-government organizations
are going to lead the way. The governnent is going to be
here to hold workshops and facilitate things, and start
fights, and things |ike that.

But you're going to lead the way. That's the
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only way. That's the Anmerican way. And thank you very
much for being here with us.

M5. GARRI SON:  Thank you

(Appl ause.)

M5. GARRI SON:  Thank you very nmuch, and a
speci al thanks to this panel, again, for their being
here, and for such a provocative di scussion.

We | ook forward to seeing all of you on June 4,
for a continuation of this discussion.

(Whereupon, at 5:46 p.m, the neeting was

concl uded.)

* * % * *
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