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PANEL 3: MAKI NG EFFECTI VE USE OF TECHNOLOGY:
UNDERSTANDI NG CONSUMER BEHAVI OR

M5. GARRI SON: As the Conm ssioner said, this
panel is going to explore the dinmensions of human
behavi or and interactions with technology. | amcertain
that this discussion wll resonate wth everyone in this
room who, no doubt, has, at one tine or other, been
chal | enged by new technol ogy or tools or toys that affect
our lives daily.

This panel is going to have two parts to it.
First, we wll hear presentations by three distinguished
academ cs who are here to share their work on
under st andi ng human behavior. At the conclusion of their
presentations, these three panelists will be joined by
peopl e who work with consunmers in a variety of contexts,
and who know, first hand, the problens that many
consuners have in dealing with technol ogy.

Qur three presenters, seated to ny right at the
far end, are first, Andrew Patrick, who is a senior
scientist of the Network Conmputing G oup, Institute for
| nf ormati on Technol ogy, National Research Council of
Canada.

Next is Donna Hof f man, professor and co-
director of the Sloan Center for Internet Retailing, the

Onen Graduate School of Managenent at Vanderbilt
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Uni versity.

And next is Mary Cul nan, S|l ade Professor of
Managenent and I nformati on Technol ogy, from Bentl ey
College. Also joining ne is Toby Levin, who wll be
assisting with this afternoon's presentation.

Andrew is going to open our discussion with a
di scussi on on human factors of privacy-protecting
systens, and how to incorporate such factors into system
design. W know that people handle technol ogy in many
different ways. Sone adapt confortably, while others
constantly struggle. Andrew will provide insight into
how t echnol ogy shoul d be desi gned so that people can
easily use it. Andrew?

MR. PATRICK: Geat, thank you. First of all,

| should cone clean. | ama psychol ogist, but | have to
admt | amalso a geek. | do know howto run a firewall,
both a hardware firewall and a software firewall. And
i ke just about everyone else, | do run a hone network

and do have three teenagers who are using the network.

But | do live and breathe the problens, as well.
Yesterday we were victimto a drive-by

downl oad, which is a downl oad that conmes when you visit a

website, and it installed sone spyware that was deci ding

what advertisenments | was going to see.

What | want to talk today is to introduce sone
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i deas about thinking about consuners from a psychol ogy
point of view, and that is getting into their heads, and
taking into account what we know about how peopl e think,
how t hey nmake deci sions, and what their features are, and
what their limtations are, if you will, and what that
can tell us for privacy protection and buil di ng usable
security.

Let nme begin by giving you just some nunbers.
These nunbers conme froma study reported in 2002 at the
human factors conference, |ooking at users' concerns
about privacy and security. And what they found in doing
detailed interviews was that just about everybody was
concerned. They were concerned about risks or harns
going on the Internet.

And just about everybody felt that sonething
shoul d be done about it. They didn't quite know what,
but sonet hing shoul d be done about it.

The areas that were of nost concern fall into
three categories: information security, which is, as we
have heard, does the information that is being passed
around the Internet, is it getting to the right place,
and is it getting there securely; and also information
privacy, what's happening to ny information once it does
arrive, howis it being used, and so on.

The second category of concern was concern for
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the users of the Internet. What are you going to
experience? Am | going to experience sonething that | am
not confortable with? And what about my children? Are
ny children going to experience sonething that I am not
confortable wth?

And the third category is what's going to
happen to ny systen? | just bought this shiny new system
and brought it honme, and got it connected to the
Internet. What's going to happen to that? Are there
threats to ny conputer? 1Is it going to get hacked, get
broken in some way?

Those were the areas of concern, and |'m goi ng
to focus nostly on privacy. The research that | have
been doing is really |l ooking at users' concerns, and ways
we can nedi ate those concerns in the area of privacy.

We have been working on a project which I |ike
to call usable privacy, which is really taking a human
factors approach, conbining what we know about people and
what we know about technology to try and build better
systens. W have been doing this in the context of the
privacy regime in Europe, because we're working with
Eur opean partners, and in Canada, where |['mfrom

As we heard this norning, sone of the drivers
are stronger in Europe and in Canada, because of the

| egi sl ative environnment than they are in other places.

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

174
And so it's provided a nice context for working in the
area of privacy. But we are also |ooking at generalizing
to other reginmes, as well.

So, we have been enphasi zi ng the European
privacy directive, both the EU directive and nati onal
directives, and al so | ooking at privacy principles, those
that come from ot her organi zations, the OECD, et cetera,
and really enphasi zi ng sonething call ed usabl e
conpliance, which is if you have to conply with
particul ar privacy principles, either because they are
best practices or because they are nmandated, how do you
do so in a way that's actually going to be effective to
your consuners? And what do the privacy principles
really nean for human factors, and for good design?

You have probably already seen lists of privacy
principles. This is a list that has been extracted out
of the EU privacy directive. I1t's very simlar to lists
that have cone from ot her organi zations and fromthe
OECD.

The nost inportant principles are things |ike
transparent processing. That is, processing the data in
a way that is visible to the people affected by that
dat a.

| should point out we have been using

transparency in tw different ways this norning. One is
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transparency in the sense of being able to see the
mani pul ati on and operation on the data. So as ny private
i nformati on noves around, we are suggesting that it
shoul d be transparent, | should be able to go in and
examne it, and hopefully be able to rectify any errors.

The ot her use of transparency is the exact
opposite. Wen we tal k about SSL, for exanple, people
describe it as being great because it's transparent. You
don't see it operate at all. And in that particular
case, it's really transparency in the sense that its
operation is transparent to the user. Everything is
hi dden.

| think we need to clarify this, and really try
to come up with sone better | anguage. Both things are
very inmportant, in particular contexts.

VWhat | want to do is teach you five new words -
- or five old words -- to keep in mind for the rest of
the afternoon, and hopefully, for the rest of your
careers. They really have to do with what do we have to
do to support usable privacy, usable security, usable
systenms in a way that people can actually use?

And so, one of the ways to think about it is
what is the end user, the consuner, being asked to do?

So, the first thing they are being asked to do

i s conprehend, and we heard a | ot about this this
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norning. Users are being asked to understand a | ot.
They are being asked to understand how t he systens work,
but al so privacy concepts, what the risks are, and so on.

The second thing that users are really being
asked to do is be conscious of the right thing at the
right time. So, not only do they have to be able to
understand things, they also have to know when to draw on
t hose nenories, when to draw on that know edge at the
right time to make the right decision.

So, we can think about conprehension as kind of
being in the back of the m nd, the background know edge
t hat peopl e have, their general understandi ng, whereas
consciousness is what's in the front of their m nd, what
are they paying attention to?

So, when they are doing sonething related to
privacy, we want to make sure that those things, their
know edge, is at the front of their mnd, and they are
maki ng their decisions in the context of what they know.

The third concept is control. That is, we nust
build systens that people can actually use. W nust
build wi dgets and screen interfaces and buttons that
peopl e can actually control. [If we have a systemthat
all ows people to control privacy preferences but they
can't find it, they can't |locate the buttons, they can't

use the interface, then that causes a problem
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And the fourth thing on this slide is consent.
In the privacy domain, there is a key concept of consent.
Users nmust be able to make decisions and give active
consent and revoke consent. And so, when we build our
systens, we nust nake sure we support consent. So
consent is really what people explicitly say. And this
is a key concept in the European privacy |egislation, for
exanpl e.

So, in conprehension, for exanple, we heard a
| ot about what people are being asked to understand -- we
t al ked about education already this norning, and
training, and help systens, and panphl ets, the kinds of
t hi ngs that are being used.

So, the challenges really are how do we present
the information, how nuch information do we present?
VWhat are the words and the phrases? W heard a | ot about
P3P and the issue of what kinds of phrasing we use to
di spl ay concepts. And sone of this stuff is really hard.

| understand from sonme of Lorrie's work that |
think there is sonething Iike 36,000 possible
conbi nations for P3P settings. The conplexity is quite
hard, so asking people to understand that is quite hard,
et alone trying to understand sinply what a cookie is
and what it can be used for.

Consci ousness, again, this is getting the right
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thing in people's awareness at the right tine. There are
| ots of human factors techni ques that can be used here,

t hings |ike pop-up w ndows, alarns, highlighting, sounds.
There is quite a tradition here.

It's quite inmportant -- again, drawi ng on sone
of Lorrie's work -- we know, for exanple, in privacy,
people often aren't paying attention to the things that
t hey probably shoul d be paying attention to. So, for
exanpl e, we know that reading privacy policies is pretty
rare.

In control, control really has to do with if
users understand that they need to do sonething, and they
are aware that they need to do it, can they actually do
it? Have we built an interface that they can actually
use? So this has to do, really, with the principle of
obvi ousness, or affordances. 1|s the interface such that
finding the thing to do for controlling what you want to
do, is it obvious enough that people can actually find
it?

So, in terns of privacy control, for exanple,
are the opt in and opt out controls easily |ocated, and
are they easily understood? One of the things that's
interesting is people often have a great deal of
difficulty explaining what their privacy preferences are,

and they often change, depending on the context.
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And so, people nay say they have a general
privacy preference, but in a particular context, they may
be willing to nodify that, depending on the kinds of
service. And we have already heard a little bit about
the inmportance of default settings, how getting people to
change default settings can be difficult, and so choosing
reasonabl e default settings can be quite inportant.

The | ast issue is consent. The principle of
informed consent is quite inportant. The idea is that
peopl e are maki ng decisions with the appropriate
information to support that decision. And so, one of the
ways we see consent right nowis in user agreenents.

So when you sign up for a service, or when you
install software, you have likely seen a large legally
wor ded agreenent that says, "If you're going to use this
software, you nust click here after reading this very
| ong agreenent,” and we know that nost people don't do
that. They don't read that agreenent, they click anyway.

So, that really doesn't support this idea of
usabl e conpliance with privacy principles. W need
sonet hing better than these big, |ong agreenents. W
need sone way of supporting that.

One of the things we have been experinenting
with -- because we know that peopl e ignore user

agreenents -- is click-through agreenents. W know t hat
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asking for a general consent, particularly for a | arge
service such as a portal, really isn't appropriate,
because the consent nmay be quite different for different
aspects of the service.

And we really want to be able to track specific
t hi ngs that people have agreed to, and things they
haven't agreed to.

One of the concepts that we have been
experinmenting with in the lab is a concept of just-in-
time click-through agreenents, very simlar to the short
noti ces we heard about this norning, where agreenents are
broken down into conponents, and particular parts of the
agreenent are brought up in the context of which they're
i mportant.

The EU directive, for exanple, says that there
is a certain class of information that is particularly
sensitive, such as trade union nenbership. And so, the
concept here is a test such that when people are asked to
fill inafield for trade union nenbership, as soon as
they click on that field a special pop-up agreenent cones
up, and it provides the context for what exactly they are
agreeing to be processed here.

One of the problenms we're finding in the lab in
initial testing, by the way, is people have learned to

ignore all pop-ups.
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(Laughter.)

MR. PATRICK: Al pop-ups are ads, and so we're
getting sonme phenonena for sone users, where they sinply
dismss it very, very quickly, and we know they're not
reading it. And they tell us that, "Oh, | just thought
that was an advertisenent.”" So we're |ooking at other
met hods to support the sane thing.

So, last slide, five things to renmenber
Conpr ehensi on, consci ousness, control, and consent, and
the last one is context. | didn't talk a |ot about
context, but context is really inportant, which basically
says all of these things that consuners do are done in a
context, and that context changes.

So, ny role in ny office environnent is
different than ny role at home and as a parent, and so |
amlikely going to have different privacy preferences,
different security concerns, and therefore, I amgoing to
need different kinds of set-up and different kinds of
support in those two situations.

M5. GARRI SON:  Thank you very nuch, Andrew.

(Appl ause.)

M5. GARRI SON:  Next, Mary Culnan will exam ne
consumner behavi or regarding trust and technology froma
soci al marketing perspective. Mary?

MS. CULNAN: Thanks, Loretta, and thanks to the
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FTC for inviting me to be here. I1t's always nice to be
back. | think we were here just about a year ago,
tal ki ng about this.

But since we are at the FTC, and accuracy and
non- deceptive conmmuni cation is very inportant, |'m not
exactly going to tal k about what Loretta said |I'm going
to tal k about, so you will just have to see.

My talk is going to reinforce sone of the
comments we heard in the second panel in the norning, and
al so | thought what was interesting when | saw Andrew s
slides was how those of us that are working in different
areas on this, we use different | anguage and different
concepts to explain basically the sane phenonenon. So at
| east there is sonme convergence.

So, what is the problen? | want to tal k about
a slightly different problemthan |I have been hearing
nost of the norning, which is how consuners can protect
their own personal information. And | want to tal k about
how, as a society, we need to protect ourselves from
consuners and their unsecured conputers, which is what we
tal ked about | ast My.

And | think sonetinmes these things get nushed
together, as the privacy topics get nmushed together, and
it'"s really inmportant to sort things out. But | think

it's not a secret that unprotected consuner broadband
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connections are becomng a greater and greater threat to
the country. They are a vulnerability because they could
be | aunching pads for spam for denial of service
attacks, and who knows what ever.

So, the real issue hereis that this is
potentially a national security issue, and | think that's
why it deserves to have a |ot nore inportance than we're
placing on it currently, and really try to solve it.

Okay. If you | ooked at the national strategy
to secure cyber space that came out in February of 2002
-- which did not have particularly satisfying
recommendations for this part of the problembut it's
basically we can all help if we secure our hone
conputers. That's pretty nmuch a given

And then it talks a little bit about what the
Depart ment of Honel and Security is going to do, in terns
of education and awareness, a little bit of curricul um
devel opnment, and then trying to bring some of the vendors
to the table to try to help nake things easier on the
consuner side, when they get their systens and sign up
for an Internet account.

The problemis -- we also heard this this
norning, but | think it's inportant to reiterate this --
t hat education and awareness are not enough. You really

need to change behavior. Al the websites in the world
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and software | oaded on your machine are not going to
change behavior. And as long as people don't really
understand that this is a real problemfor them and that
it could really happen to them-- and as we heard al so --
t hen people tend to react.

And | think sone of the stuff that's out there
now, while it's a good start, and it's helpful, it's
really the field of dreanms because people aren't going to
go and do it on their own if they don't even knowit's a
problem So awareness doesn't always |lead to action.

And particularly, | think installed software
doesn't always get updated, and in ny own famly, | have
seen that with ny parents and then ny two brothers. One
brother is just now deciding he may need sone virus
software. | said, "Yes, this is a good idea, go get it."
My ot her brother had virus software but never updated it,
and his machi ne got taken over by a virus and had to go
to the conputer doctor, and et cetera, et cetera.

And then ny parents, | just update theirs
wi t hout saying anything when | go visit them because |
say, "Have you updated your virus software?" "Yes, we
got new software |last January.” No, | don't think that's
going to do it.

So, again, because of ny interest in this, sone

col | eagues at Bentley and | are starting a small research
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project. And what |I'mgoing to talk about today are not
the results, but sort of the approach that we're taking
to franme this issue, and hopefully conme up with sone
ideas for howto tackle this froma social marketing
per specti ve.

So, social marketing is really about taking
what is used in the private sector to sell soup and soap
and toot hbrushes and everything el se, taking these sane
techni ques and applying themto social problens, where
the basic idea is you want to change behavior. You don't
just want to nake people aware, but you want themto do
somet hi ng.

Exanpl es of social marketing prograns have
included trying to get people to stop snoking, getting
people to use seat belts. A lot of the public service
ads we see on TV are ained at that, but the ads are not
enough.

And how it differs fromcomrercial marketing is
here you have marketing techni ques being used to benefit
society at large, not to benefit a particular single
organi zation. And on the slide, there is a citation to a
book by a professor at CGeorgetown who is probably one of
t he | eadi ng social marketing experts in the country. So
i f anybody wants to follow up on this, you can get in

touch with him
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So, in marketing, there are what are called the
four Ps, and these are product, price, place, pronotion.
Product -- what it is, whatever it is you're selling;
the price that people are willing to pay for this; place
-- how are you going to distribute the goods, get themin
their hands; and then, pronotion -- you have to nmake
peopl e aware that the product or service exists and that
they want it.

And so, any effective canpaign to get people to
change their behavior related to security is going to
need all four of these.

So the product -- we heard about this this
norni ng on the second panel -- in terns of not just
getting people to buy single products, but basically to
create a culture of security in their own honmes, on their
own systens, and the list of what this includes is pretty
st andar d.

And | took this froma N ST report. Since |I'm
not a security guru, | figured if it was good enough for
NI ST, it was good enough for ne.

Okay. Pricing decisions. Here, people nake
their decisions. It's both on the cost and the benefits.
And so, doing security, there are a certain nunber of
hassl e factors, which include the price -- not only of

just acquiring the software, which is not a particularly
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expensi ve thing, but sonetines it doesn't interoperate.

| have big problens with my owmn firewall, where
it doesn't fire up automatically. Sonmetinmes | can't get
on to the Internet. [It's just -- you have to be very
dedi cated to nmake this continue to work. And so | think
that's inportant, to keep working on the technical side.

On the distribution side of things, the place
t hat basically the behavior nust be easy to do. And
currently, |1 think too nuch of the burden is on the
consuner, although we are starting to see sone things
that are inproving. You do get anti-virus software on
your conputer, although we heard fromthe gentleman from
Dell this norning that nost people don't extend their
conplinmentary subscription.

W ndow XP now conmes with a firewall that |
understand is turned on when you get your machi ne, which
is an inprovenent fromwhat we heard about |ast spring.
And you get rem nders to update your software. But
agai n, people don't necessarily take the action.

Then there is some anecdotal evidence that the
| SPs could do nore than they are currently doing. And |
think this is very inportant, since they' re the ones that
are actually the touch point with the consuner, when
peopl e get their broadband connecti ons.

| know in nmy own case, when | got ny cable
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nodem the guy who was a contractor who installed it
never said a word about a firewall. There was nothing in
t he box, nothing in the package they gave ne that
suggested | needed to do this. | knew !l did, so | went
out to the conputer store, and was told, "You already
have one."

But another exanple is a friend of m ne who
lives here in Washi ngton and just got a cable nodem And
agai n, nobody said anything to her about a firewall. I
talked to her on the phone, and she said, "Ch, |
installed a firewall," and | asked "Well, why did you do
this?" | nean, this is a good thing to do.

And she said she had wanted to nove her | aptop
around the house, and was told she couldn't do this
because she only had one plug and she needed to get a
router. Well, she didn't know what a router was, so she
was surfing on the website for the ISP and stunbl ed
across an offer to download a firewall, so she thought
she woul d do that.

On the pronotions side, we need nore than just
advertising and websites, and | think we have heard this
already. This technique can include personal selling,
and it includes sonme tactics that are basically going to
reward consuners if they do the right thing. And what we

need to do is figure out what these are and how to nake
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t hem wor k.

And finally, execution. And | think this is
one of the issues is one size does not fit all, because
all consunmers are not the sanme. |If you think about when
you watch commercials on TV, | nean, a |lot of tines |

know I' m not watching a show that |'m supposed to be
wat chi ng, because the ads are nothing that | would be
interested in, either because they' re too young or too
old. So, you know, there is targeting of messages.

And in fact, |ast year, when we tal ked about
this, there was a | ot of discussion about autonobile
anal ogies. And in the New York Tines on Mnday, there
was an article that there is now going to be a new TV ad
canpai gn for seat belts, focusing on high risk drivers.
So this is a great exanple of devel oping a nessage and
targeting it toward the appropriate segnent.

Men in a particular age group don't use seat
belts. They are not notivated by the "You are going to
die in a big crash” nmessage. What they found out is
t hese people are notivated by what not wanting to get a
ticket. And so they have devel oped some PSAs that they
think will reach 70 percent of this population. The
message is, "If you don't have your seat belt on, the cop
will give you a ticket, you don't want a ticket, so use

your seat belt.” And they are going to show this on fear
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factor, NASCAR racing, baseball ganes, okay?

(Laughter.)

M5. CULNAN: So if you don't watch this kind of
stuff, you're not going to see these ads, but they expect
this message, hopefully, will reach the right audience,
and will have sone effect. So we need to do
segnentation, and need different strategies that are
appropriate, based on the characteristics of the
different segnents to drive the change.

And then finally, we know a | ot about what
peopl e say they believe about privacy, we know a | ot
about their attitudes. W don't really have anything
conparabl e for security. So one of the things ny
col | eagues and | are going to do in our study, once we
have deci ded what we need to neasure, we're going to do a
public opinion survey related to security to get a sense
of where people are, what they do, what they don't do,
and try to get sone begi nning good data on that.

Again, the question is why don't the vendors do
nore? Is it cost? | thought what Dell announced this
norning was terrific. Are the vendors concerned about
l[iability? They don't want to answer the phone? | nean,
even when you get through on the phone, basically you
don't get good advice regarding firewalls -- at |east |

haven't, fromny | SP.

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

191

Better usability. | renmenber talking to
Ri chard Purcell about this when he was still at
M crosoft. You get the announcenent of the automatic
update, and you think, "Wiy do | need this? It has
nothing to do with anything I amdoing." Maybe there
could be sone w zards or sonething that could help you
sort out what you needed to install for your own
particul ar user context and environnent.

There are also trust issues, | think, with
automati c updates. | have a coll eague who works for the
attorney general's office in Massachusetts, and he
basically doesn't trust anybody comng in on his system
because he doesn't know what they're doing.

And then education is really everybody's job.
The governnent is tal king about doing Kto 12. W heard
about that. You need to get kids while they're really
young, that's really inportant. But there are a |ot of
ot her opportunities to do training for the rest of us.
Enpl oyers were nmentioned. | think that's a great place.

You know, if they're doing training on
sonething, or even if they're not, they are the ones that
are likely to have their systens attacked. So it's in
t he enpl oyers' interest to nmake sure that their enpl oyees
are not the ones that are unknow ngly going to cause this

t o happen.
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In the universities, there is always a core
informati on systens or information technol ogy course in
every college. It's not just for business school
students; everybody pretty much has to take that.

Wien | first started teaching, the big issue
was backing up your disks. | nean, we had undergraduate
students who thought they could nmake it through four
years of college with one five-and-a-quarter inch floppy
di sk. Things always got destroyed. So, part of the
educati on was, spend another dollar, buy another di sk,
and this can nmake your life a |lot better.

Well, the world has changed. W don't worry so
much about floppy disks any nore, but this is areally
good place to teach these people security, because they
are interested. They don't want their systens to be
t aken over.

In my own case, | had one student who actually
said, "Well, | know our systens are protected here,
because we're running on a network. But | don't have any
i dea. What am | supposed to do after | graduate?" And I

t hought that was exactly the right question to ask.

M5. GARRI SON:  Thank you very nuch, Mary.

(Appl ause.)
M5. GARRISON: And finally, Donna Hoffman w ||
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di scuss sone prelimnary research on privacy, security,
and trust issues, and |l ook at factors that nmake consuners
nore willing to share their information when nmaki ng
onl i ne purchases.

M5. HOFFMAN:  Thank you very much, Loretta.
amvery glad to be here today, and I want to thank the
FTC for inviting me. | amalso especially delighted to
be able to take a break fromthe tornadoes and the flash
fl oods that | have been experiencing a little bit too
close for confort, | nust say in nmy own case, Since we
had a flash flood in our back yard. And so | amreally
enj oyi ng the gorgeous weat her here today, and hoping we
won't get some rain for a while.

Now, ny objective here today in the short tine
that | have is just to introduce sone ideas to you and
hope to set this up as a platformfor discussion. | also
want to give you an early | ook at where we're going to be
going with sone of our own research in this area.

So, | want to say a few words about
mar ket er/ consuner tensions, |lead into sone thoughts that
| have had about the privacy paradox, and then I want to
very briefly review sone recent research which has really
got us thinking about a nunber of issues in this area,
wi th respect to consumer behavior, and then talk a little

bit about a research agenda goi ng forward.
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And one thing | should say is since | tend to
come fromthe Evel yn Wods School of presentations, there
is a handout of ny presentation in your pack, and you
m ght want to | ook at that as | go.

| am ski pping over sone of the slides. | have
put sonme references at the end and there is a URL, so if
you want to downl oad the presentation, it's available on
the e-lab website as well, and I knowit's also on the
FTC site. So that's just sone fair warning that |'m not
going to necessarily tal k about everything that's on al
t he slides.

One of the things that | think is particularly
interesting is that online marketers, as we know, want a
| ot of detailed information about consuners so that they
can segnent theminto groups, for exanple, for purposes
of target marketing efforts, and for personalized
of feri ngs.

Now, research shows pretty clearly that
consuners actually appear to appreciate these
personal i zation efforts if it seens to suit their needs.
Now, at the sane tine, consuners report that they are
very wary about just what are they collecting about ne,
how are they using it, for what purposes are they using
it. Alot of this is arising because of what we could

term bad behavi or by marketers.
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And one of the things that we have cone to
realize is that spamis contributing enornmously to this
problem particularly in the recent past, because
consuners ask, "God, how did they get ny e-mail address?
Where is this stuff comng fron?" And so that
contributes to this perception, and it's increasing these
tensions and conflicts between online marketers and
consuners.

And so, while the consunmers do want this
personal i zation, and are using these services, they like
the idea that the sites are collecting this information,
and they are willing to give out this personal or private
data in order to get this experience.

But at the sanme tinme, consuners are very
concerned about their privacy, and they are beginning to
wonder what's happening to this information. And it's
pretty clear that they want a greater degree of control
over howthis information is used. And if you talk to
them what they will tell youis, "I would really like
sonme sort of guarantee,” whatever that neans, "that the
data will not be m sused.”

Now, a lot of this is arising because of things
i ke, for exanple, cookies and capturing click stream
data, and web bugs, which marketers use and which don't

require consent. A lot of increase in offline and online
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data aggregation and cross-site data sharing. There
m ght be sone consent on the part of consunmers, but
consuners don't really have a very good expectation about
what's happening with that data.

And one thing that is very clear is they have
an expectation that those kind of data will not be sold.
And of course, in many cases, they are sold. And in sone
cases, there is no consent at all.

So, a lot of these explicit and inplicit data
collection efforts through personalization, for exanple,
or through digital downloads, are really creating a | ot
of wariness on the part of consuners.

And so, one of the things that becones very
clear is that control energes froma lot of this research
as the key issue. And regardless of what survey you | ook
at, you can see that these are the top concerns.

Now, | haven't ranked them because it depends
on what survey. But consuners are very concerned about
the third-party data i ssue -- who has access, what's been
collected, howis nmy data being used, who is getting a
|l ook at it, nmy data are not secure, and then this idea
about hackers and identity theft.

And so, it's really no surprise that there is a
| ot happening in this area, and that consuners are

becom ng increasingly wary and concer ned.

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

197

Now, that leads to this idea of the privacy
paradox. And basically, that's this notion that
consuners' own attitudes and behaviors thensel ves seemto
be in conflict. So we don't just have this
consuner/ marketer tension, but we al so have these
consuners in tension with thensel ves.

And what that comes fromis the idea that
surveys consistently show that consuners are very
concerned about information privacy. Yet, at the sane
time, they continue to provide their personal
i nformation.

One way to think about this is what's up with
that? And if you start to really think about it, what
you can see is that they are not really in conflict,
we're just |looking at things fromdifferent perspectives.

If you look at the attitudinal studies, what
you see there are sone very diffuse and aggregate
consuner concerns. They are not site-specific. So it's
not that consuners are not concerned. |ndeed, they are
very concerned. But when you start to | ook down at
what's happening at the |evel of specific sites, there
are sonme very interesting hypotheses that we have started
to generate that are supported by some recent research
suggesting that consuners are naking decisions in real

time about the privacy and security of a particular site.
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What happens is consuners have these diffuse
concerns, but when they hit a particular website they
say, "Cee, is this particular site a safe one for ne to
be interacting wth, or giving nmy informtion up, or
shoppi ng,"” or what have you.

And if consuners conclude, yes, this one | ooks
good, then they proceed. |If it doesn't |ook good -- and
| wll talk nore about that in a mnute -- then what
happens is they will handle their concerns either by, for
exanpl e, not giving informati on at some point to that
site, making up the information that they actually give
to that site, or just sinply deciding, "I'"mnot going to
interact here,” and they |leave the site, or they just do
the m ni num

So, it's not really a paradox, then, this idea
that these attitudes and behaviors are in conflict. But
clearly, a lot nore research is needed to probe these
sorts of ideas.

And so what | want to do in just about the 10
mnutes or so that | have left, is just briefly skimsone
of the recent research that is just starting to be done
in the academ c arena, which I think is fascinating, and
hopeful |y can generate a | ot nore research com ng down
t he pike.

First of all, I want to tal k about sonme recent
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studies on website credibility. The headline here is
that if you ask consuners in a survey setting, they wll
tell you that objective factors are very inportant in
determining the credibility of a website.

And just so we're clear on what credibility is
-- because | think that gets confused a ot with the
trust issue -- credibility is the belief that the website
has the expertise to do its functions effectively. So,
credibility neans the website can do what it says it
does.

I f you ask consuners what nakes for a credible
website, they will tell you things that have a | ot of
facial validity and are very objective. So, for exanple,
consunmers wll say that a website's credibility is one of
the nost inportant drivers of when they use a website.
They will tell you that online shopping sites and online
recomrendation sites are the least credible, that the
federal governnent and the new sites are the nost
credi bl e.

Consuners will also say that they want websites
to provide clear, specific, and accurate information so
that will help them gauge the credibility of those sites,
and that specifically nmeans things |ike privacy policies,
contact information, have a very cl ear statenent

di stinguishing the ad fromthe editorial, and so on.
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And then consuners will also say, for exanple,

t hat search engi nes should indicate that there are paid
listings, and they are using paid listing practices to
deci de the order or the ranking of the |istings.

But if you look at that, what's really
interesting there is nost consuners have no idea these
practices exist in the first place, and so you actually
have to tell themthat. And then you say, "So, now what
do you think?" And they go, "Ch, okay. Well, | don't
think I like that.” So there are sone problens regarding
consuners' know edge.

Then there is sone ot her research done which
actually tries to | ook at consunmers' behavior with
respect to credibility.

And remenber, | have talked a little bit about
this idea, that maybe there is this privacy paradox with
respect to attitudes and behavi or, and suggesting that
it's probably not really a paradox, but we have to decide
what |evel we're tal king about.

And here again, we may see sonething that |ooks
again like this paradox, because it turns out consuners
don't really use any of those rigorous objective factors
when they're actually trying to evaluate the credibility
of websites. |Instead, the things that appear to be the

nost inmportant are the design of the site, usability
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criteria, and the content scope. And that overwhel m ngly
dom nat es what consuners notice when you are asking them
to judge the credibility of a website.

So, for exanple, the overall visual design of
the site is the nost inportant factor in determ ning
whet her a website appears to be credible. And that has
to do with things Iike layout, the typography, the font
size, the color schenes, how nuch white space, how many
i mages, and so on. And sites for which this is the nost
important are financial sites, search engine sites, and
travel sites.

The next nost inportant criteria has to be the
information structure. That has to do with the idea of
how easy is it to navigate through the site, howis the
i nformation organi zed on the site, and so on.

And then finally, information focus, which has
to do with this idea of breadth versus depth. One of the
things the research suggests is that the depth of a
site's content suggests a lot of authority in a website.
Too nmuch breadth, and the site is perceived to | ack a
very strong focus, and that seens to hurt its
credibility.

Now, | think what's the nost disconcerting
about this streamof research is that very few consuners

appear to notice the objective factors that are believed
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to be inportant for inproving online credibility.

And in fact, sonme researchers took the |ist of
guidelines put forth by a nunmber of different industry
groups for inproving credibility on the Wb, but those
are not the things consuners attend to.

For exanple, |ess than one percent of consuners
in this study even think the privacy policy is rel evant
for evaluating credibility.

So, noving on, then, if credibility is a
conponent of trust, and trust has to do with the
consunmer's willingness to rely on a website in which it
al ready has confidence, then it nakes sense to | ook at
t he bigger issue of trust.

And here, | am sunmarizing sone research which
shows, again, and supports sone of the other work I have
shown you and also a lot of work I'm not talking about
today, in the interest of tine, that web characteristics,
ot her than privacy and security, are the primary drivers
of trust on websites. And again, we see that how
consuners navigate through the site, how easy the site is
to use, is one of the nost inportant characteristics of
trust, as are the brand nane and whether the site
provi des advice or recomrendati ons, and so on.

There is some suggestion fromthis research

that trust seens to depend on industry categories. So,
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for exanple, financial services sites are seen as
intrinsically nore trustworthy than, for exanple, sports
sites. But |I think we need a |l ot nore work there.

One of the things that's nobst surprising about
this research, and is now beginning to cone out in a |ot
of work in this area, is that consunmer characteristics --
for exanple, how | ong you have been online, how nuch
experience you have in the online space, whether you can
assess a site's quality, how nuch education you have --
seemto play either no role or only a very small role in
determning the trust factors. And so, | think that's a
big difference fromprevious research in this area.

Now, finally, if we drill down and take a | ook
at consuner behavior for a very specific task on a
website -- in this case, the opt in versus the opt out
task -- we can see here how this thene is repeated, this
idea that relatively superficial factors appear to have
much nore influence on consuner behaviors than what
consuners' attitudes are actually telling us.

And here, this streamof research is very
i nteresting, because the idea here is the consuner's
choi ce can be dramatically influenced by the default
opti ons.

So, for exanple, whichever option is pre-

checked on the website, either it's "yes, | do want to be
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notified," or "no, | don't," and how that's worded is the
fram ng part of the question. Then what the default is
-- whether an option is pre-checked and you have to
remove it, or whether there is no check and you actually
have to put one in -- that seens to have a dramatic
i nfluence on whet her consumers will participate or agree
to be notified for nore information.

One of the interesting issues here is that
consuners view the default -- in other words, whatever
t he pre-checked option is -- as the correct choice, or as
the status quo, or the nore popul ar one, and therefore,
it must be right. And there is a lot of research from
the cognitive literature and the decision sciences
[iterature to support that idea. That's turning out to
have a big inpact on what's happening with the adoption
of privacy policies. Framng the option is also well
known to influence choice behavior. And so, there is an
i nteraction here.

Now, |et ne show you, just briefly, sone of
these results. One of the things one study found was
that a positive framng and a positive default yield rmuch
hi gher participation rates than negative fram ng and
negati ve defaul ts.

And so, for exanple, with a negative frane,

like, "Do not notify nme," you get much | ower
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participation rates, than if you have a positive frame,
which is worded as, "Yes, do notify ne." And then the
negati ve defaults have | ower participation rates than the
positives.

What's really interesting here -- and we need a
ot nore research on this -- is that the no default
forces the consunmer to nmake a choice and yields
participation rates that are a little bit closer to the
positive default than to the negative default.

The research al so suggests that these effects
are additive. And so, if you put the positive frame and
the default together -- in other words, the yes box is
al ready checked for "notify nme," you get about tw ce as
much participation as you do than if you have the
negative frame in default.

And again, highly consistent with the trust
research | told you about earlier, the online experience
and education don't seemto have anything to do with the
results. So this is not a situation where if you have a
Ph.D. and you have a high incone, you will be inmune to
these effects. This affects everybody, regardl ess of
t heir consumer characteristics.

And again, this research is very consistent
with research we are now able to bring in from other

domai ns.
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So, what does this all say? The bottomline
here is that we already know that consuners are very
concerned about online privacy. But recent research from
the academ c real mis beginning to suggest that people
are nore apt to use sites that are designed in a certain
way .

In other words, if the overall |ook of the site
makes it seemcredible, then they think it nust be
credible. And it's not clear how these factors actually
bear on a site's trustworthiness, or how they even
denonstrate the protection of a consuner's privacy or
security.

So, | think there are enornous inplications of
this kind of research, and a nunber of issues that are
raised. There is a lot of conplex cognitive effects at
work that we just don't really understand yet, and we're
going to need a |l ot nore experinentation and research to
under stand t hem

It's very clear that there are sone | essons
that technol ogists are going to need to take into account
when they design systens to protect consuner privacy.

But there is still a lot we need to know.

For exanple, we still don't know what factors

are nost inportant in encouraging consuner interaction at

websites. We have sone idea of the topline main factors,
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but we don't understand how t hese factors interact.

We don't understand the distinction between opt
in versus opt out privacy choices, and how t hey are nost
inmportant in building credibility and trust, and how they
interact with sone of those other factors, |ike how the
website | ooks, whether it has a brand nane, and so on,
and how these key factors mght influence these privacy
choi ces and interact.

And it's very clear fromthis privacy paradox
idea that | shared with you a little bit earlier, that we
need nuch nore site and content-specific research, so
that we can tease out the general concerns, and how t hey
i npact specific behaviors at particular sites. Thank you
very nuch

(Appl ause.)

M5. GARRI SON:  Thank you very nuch, Donna
Well, | hope everybody had their seat belts on for that
one. That was terrific.

| would like to ask now that the rest of the
panelists for panel three slide up here and take your
seats.

Qur three presenters now are joined by the
followi ng panelists to talk about the issues that were
rai sed by these very provocative presentations. They

are, fromny left, Parry Aftab, a cyberspace | awer
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specializing in privacy and security, George Gaberl avage,
who is the associate director of the AARP Public Policy
Institute, Susan Grant, vice president for public policy
fromthe National Consuners League, Jim Harper, editor of
Privacilla.org, TimLordan, staff director for the
| nternet Education Foundation, and to nmy imediate right,
Nat Wod, who is the deputy director for the FTC s Ofice
of Consuner and Busi ness Educati on.

| would Iike to open this afternoon's
di scussion with a question to all the panelists. W have
heard today a | ot of discussion about how peopl e handl e
technology in many different ways. Wat are the | essons
about how technol ogy shoul d be designed so that people
can easily use it?

Parry, would you like to start the discussion?

M5. AFTAB: | woul d be happy to, thank you.
think that we start it fromthe wong direction -- so
far, the Internet has controll ed how people interact with
it, instead of people controlling the technol ogy.

And | think what we need to do is -- it's
wonderful to have the people who design the technol ogy
get it here, but I think it's nowtine for people to take
over what it is we need.

And so, rather than have it be technol ogy-

driven, it has to be use-driven. Rather than asking
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users, "Do you want this," just say, "These are various
factors,” making it easy for people. "Do you want people
to have your personal information? If so, what Kkind of
personal information are you willing to share?"

And instead of doing it in a checklist, just
say, "There are sites that can give you special products
that will deliver goods that we know you |ike. Do you
want to make your information available to themto make
that easier?" And | think it makes it so nuch sinpler to
make it practical, and have the needs control the
t echnol ogy.

Don't tal k about how great the technol ogy is,
not a whol e bunch of check boxes up front at the start,

j ust easy choices that people can make, as to what they
really need, and let the technol ogy and the check boxes
be done afterwards, underneath it, using w zards that get
the users where they want to be. And I think that's part
of the problem W're nmaking it way too hard for people,
even smart people, and we're taking far way too nuch tine
out of their tinme online for themto nmake decisions about
what they do next.

M5. GARRI SON: George, do you have anything to
add to that?

MR. GABERLAVAGE: Well, | think the Wb design

-- | just wanted to nmention one study that was, in
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particular, oriented to older Internet users. It was a
Jacob Ni el sen neasurenent survey, which basically
conpared the responses of two age groups, age 21 to 55
and age 65 and ol der, on a set of tasks: research,
purchasing, and retrieval of information.

And they found, basically, that the ol der group
had an average of 4.6 errors, conpared to |less than 1 for
t he younger group. And one of the findings of the study
that | think is interesting is that the poor design
really contributed to the poor performance, because the
design did not really take into account the physi ol ogical
effects of aging -- eyesight, precision of hand novenent,
menory issues -- and they nmade a nunber of
recommendati ons on what could be done to inprove this
situation.

Also, we did a survey in 2000 on consumner
preparedness for e-commerce. And one of the things that
strikes ne is that 4 in 10 of the respondents rated
t hensel ves novi ces, even though they nmay have had several
years of experience working on the Internet.

Al so, 46 percent of themsaid that they had
fairly frequent difficulties with software applications.
So, | think that those are issues that need to be
addressed, because there is such a diversity of

individuals on the Internet, and | think, fromthe
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st andpoi nt of ol der people, it's one of the fastest --
t hey have one of the fastest rates of use now | think
t hose i ssues have to be taken into consideration.

M5. GARRI SON: George, you have that study
avai | abl e outside as a handout, is that right?

MR. GABERLAVAGE: Yes, it's one of the
handout s.

M5. GARRI SON: Okay. So for anyone who wants
nore information, you can pick it up at the table
out side. Susan, you have sonething to add?

M5. CGRANT: Well, first, | want to apol ogi ze
for occasional coughing fits. | think | amallergic to
spring, but it isn't SARS, | assure you. So it's okay.

M5. GARRISON: Well, that's a relief.

M5. GRANT: Yes. | want to pick up on what
both Parry and George have said. | think that we have to
remenber that technology, in and of itself, is not the
solution, that technology is nerely a tool that can
hopefully hel p people to achieve a certain aim to help
t hem do what they want to do.

And while the web credibility studi es show ng
t hat people judge the credibility of websites nore by
things |ike design and ease of navigation than by who is
behi nd t hem and what their qualifications are, while

that's disturbing, that can be helpful to us in a way, in
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t hi nki ng about how to present privacy tools as part of
the design of a website, for exanple, privacy policies --
how to build in the informati on and the options that
consuners may have as part of the attractive design of a
website, and not as it so often is, just sonmething that
our lawyers made us put in, and there is a button to
click on the bottom and that will take you to it. That
is not what is going to attract people to the
information, or to use the information.

M5. GARRISON: That's a very interesting
observation. | would like to pick up on the Wb
credibility, and the trust issue in general.

Mary, | wonder if you m ght want to comrent a
little bit about some of the trust issues that were
rai sed by Donna's research. Does it, in fact, show that
consuners really have a | ack of understanding of the data
that they're seeing, the information that they're finding
on the sites?

M5. CULNAN: In ternms of howto protect their
privacy?

M5. GARRISON: Well, just in ternms of their own
interaction with the site, and the findings of trust and
credibility, or lack of credibility.

M5. CULNAN: | thought that was actually very

interesting, the fact that it's how a site |ooks. And I
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have to say | was alnost a victimof that nyself, as |
was buying office supplies online, and found a site, and
it looked fine. | bought the stuff, they sent ne the
wong stuff, and they don't have a phone nunber, it
turned out. So | finally learned that's an inportant
thing to | ook for.

(Laughter.)

M5. CULNAN:  Anyway, so | wll be disputing
that charge when it cones in.

But seriously, | think that it's just really
interesting. It shows, also, howlittle we know that
t hi ngs we think should be common sense and shoul d drive
behavior really don"t. And I think, in a way, it's also
sort of frightening that people depend on cues that can
be so easily faked.

And we need a lot nore research. And also we
need to, again, educate people on what to | ook for.

M5. GARRISON: Parry, | wondered if you had
anything to add, in terns of the people you work with who
come to you with problens online. This whole issue about
Web credibility, the fact that what is attractive to
them or what appears to nmeke the site credible, and are
t herefore what consuners trust and use, are really
factors such as the web | ayout and not nore objective

concrete factors.
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M5. AFTAB: Yes, it actually has negative
connotations. Although we can use it to try to deliver
wonder ful privacy nessages, | wll tell you that the
peopl e who are out there conning people on the Internet
already read this study. They know that they need to
come up with colorful sites that | ook professional and
are well laid-out, and they do that because they know
peopl e are going to trust them because of it.

But what we're finding is that the people who
want to break the | aw and con people and hurt people on
the Internet know an awful ot nore about this stuff than
nost of the |egitinmate businesses do.

So while we're hoping that legitimte
busi nesses will learn that their sites need to | ook a
certain way, and whether the default mark needs to be
there or not, and you hope that their |lawers and risk
managers and mar keting people are going to be advising
them people need to recognize that there are a | ot of
con artists out there who practice |ooking |legitinmate.
That's the only way they' re going to get your noney.

And so, people need not to judge based on that,
they need to judge based upon the other things. And
hopeful ly prograns such as TRUSTe -- and I'mon their
board -- and BBBonline, and | |ove them even though I'm

not on their board, and a | ot of the other prograns can
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be hel pful. W have to start educating people to | ook
beyond the coloring of the site and how well laid out it
is, and look to credibility that's been -- that the tires

have been ki cked on, to make sure that they really are
credi bl e.

M5. GARRI SON: We have heard a | ot about
technol ogy and what it can do. W have also heard a | ot
about the need for education. |If technology can't
address all the issues related to protecting consuner
information online, what are the [imts to what it can,
in fact, do? Mary, | wondered if you could take that
one.

M5. CULNAN: The one thing that technol ogy
can't do is -- fromthe consuner's point of view-- is it
can't change any of the conpany's information practices.

It's basically a conpany can give you a noti ce,
you can make choi ces based on that, but then it's really
out of your hands. And so | think people need to
understand that limtation

We can't oversell the technology to consuners,
and lead themto think it's going to do everything for
them They really do have to be active in understandi ng
how it works, or they're going to get fooled.

M5. GARRI SON:  Tinf?

MR. LORDAN: Jimactually had his flag up
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bef or e.

M5. GARRISON: A true gentleman. Al right,
Jim Please, go ahead.

MR. HARPER. The limts of technology are
substantial. In an e-mail to Privacilla |ist menbers
yesterday, | said that the nost inportant privacy
protecting technology is the human brain.

And | actually got e-mails back fromthe Hil
saying, "This is interesting, this brain. Tell nme what
you find out about it tonorrow "

(Laughter.)

MR. HARPER  But real briefly, I want to try to
characterize what | heard this norning, and in the
panelists just now. That actually goes back before | was
real ly working on privacy, when | was working on
regul atory matters. Risk assessnent and cost benefit
anal ysis -- several people have nentioned cost benefit --
but consuner risk assessnment and consumer cost benefit
analysis are a way that | characterize this process.

They are happening essentially in real tine. |
think that's inportant to note -- Donna nentioned that
consuners are nmaking these deci sions nonent to nonent --
they are saying, okay, what's the risk fromthis
behavi or, and then they do a brief cost benefit analysis

bet ween sone choice of different behaviors.
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And that suggests, really, two inputs that wll
affect consuner behavior. One is nore information about
risk, and the other is easier, easier, and easier privacy
and security tools. So | think it is the brain, we are
trying to affect brains here, as much as using
technol ogy. And here are sone of the risks that privacy
and security are in conpetition wth.

| nean, just |ook at the paper, SARS -- | have
a new concern about SARS just now -- terrorism heart
di sease and cancer. These are renote, but real threats
to people's lives.

Privacy and security are also renote but rea
threats to people's lives. There are two instances |
know of where information was an inportant part of a
murder. So they are on the sane scale, but in different
pl aces on that scale. Educating people nore about the
ri sks, and obviously, making the solutions easy are the
two points where | see benefits, going forward.

M5. GARRI SON:  Thank you. Tinf®

MR. LORDAN:. | actually agree on that brain
thing. | think that is an up-and-com ng tool that we
want to use a little nore.

(Laughter.)

MR. LORDAN: | heard Parry say sonething very

consistent to that in the past, when it conmes to safety

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

218
and ot her issues.

| feel nore confortable talking on the security
issues in a |lot of ways, because there are bad peopl e out
there, and they want to do harmto certain people. There
are sone really sinple, clear nessages you can
conmuni cate, which the Federal Trade Conm ssion does very
well at ftc.gov/infosecurity, and articulates it best --
use anti-virus software, install firewalls, et cetera.

And it seens |ike the spectrum of cal culus --

t he conprehension, as Andrew referred to it, | believe,

t hat cal cul ates what am | concerned about -- what are the
fears, what's the education that | have had, am|

concer ned about people hacking in, am| concerned about
getting an e-mail virus -- it's a very limted cal cul us.

When you go into issues |ike privacy, the
cal culus and the education, and that initial
conprehension netric that Andrew articulated, it is
massive. But for either information security and
privacy, technology can't do it all.

But | wll take issue with sonething Andrew
said, that P3P has sonething |ike 36,000 pernutations, or
sonmething like that. | have actually heard people say it
doesn't have enough. But fromthe consuner perspective
on what you get, it's really up to the tool manufacturer

Let ne give you an exanple, Lorrie Cranor's
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Privacy Bird. W have three types of birds, one is red,
not very happy. One is green, he's happy. That's a
transl ation of those 36,000 pernutations that you're

tal king about. She also has in there, "Don't send ne
unwanted e-mail." That is what the consunmer sees. The
consuner doesn't see those 36,000 pernutations. They
don't have to.

| f the tool manufacturer nmakes a really good
product based on the information that websites are
di sclosing in a machi ne-readable format |ike P3P, it can
be incredibly powerful, if done right.

Back in Netscape 4, or Internet Explorer 4,
back in the old days, you had three options when it cane
to cookies. You could say no to them you could accept
all of them or you could say, "Well, I will accept them
but notify nme," which turned out to be like that gane at
the fair, whack a nole, and you woul d be browsing, and
all these wi ndows woul d pop up, "Do you want this
cookie," and you say no, and literally, it was |like a
whack- a-nol e situation.

Evolutionarily, we're in Internet Explorer 6,
and Netscape 7, | believe, Opera 6, and actually Apple
just cane out with one, too. And the interface for
cookies is far nore advanced.

Actually, Mcrosoft and Netscape took P3P
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specifications in a certain way, and nmade sonme of those
choices easier. And for that matter, they even nmade sone
default decisions for people based on sonme of the fine
wor k that Toby and the Federal Trade Conm ssion did with
the network advertising initiative on nmerger of your
click streamdata with personal information that they
m ght have gotten offline.

So, | think tools can acconplish a lot if
people all buy in, but they can't do everything. The
brain is an inportant cal culus there, too.

M5. GARRI SON:  Susan?

M5. GRANT: | want to express some concern over
peopl e bei ng mani pul ated soneti nes, however, and | wll
gi ve you an exanple where in a privacy policy, the
options that consuners may have -- "yes, | will allow ny
information to be shared,” and so on, is pre-checked.

That may be nore effective, in terns of a
hi gher nunber of people ending up allow ng their
information to be shared than not, but it doesn't
necessarily mean that that reflects what people truly
want. It's a manipulation for marketing purposes.

So, while | said before that | think that
design is really inportant in making this technol ogy work
for consuners, | also think that consuners have to be

respected. Design shouldn't be used in a way that
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mani pul ates them where they may either not bother to
read sonet hing, and just by default end up agreeing to
sonet hi ng, or where they sonehow think that because it's
pre-checked, that is the right response.

In fact, | think that maybe with security, sone
t hi ngs ought to be automatic or pre-checked, but with
privacy, | really think that people should be obliged to
just say yes or no wi thout any pre-checking going on.

M5. HOFFMAN:  Yes, | --

M5. GARRI SON:  Donna, do you want to respond?

M5. HOFFMAN.  No, | think that's a great point.
I f you think about this fromthe consuner’'s hidden true
preference, their hidden true preference was probably
best reflected by an opt in. And so this research is
begi nning to show that the best strategy is one where you
force the consunmer to make a choice, and so that there
aren't any defaults.

And the reason is because -- | don't really
i ke the word "mani pul ation,” but clearly, consuners’
preferences can be swayed by factors that really don't
have to do with what their underlying true preference is.

And given that we know that, that suggests that
best business practices are those which ask the consuner,
"What woul d you like to do," and force the consuner to

say, "Cee, what would | like to do," and that raises sone
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of these issues. If we're going to use our brains, well,
then we need a little bit nore education and notification
on, well, "Help ne decide what | should do." That neans
we have to have full disclosure, we need inforned
consent, we need easier, nore attractive privacy
policies, and so on. But you know, | agree.

M5. GARRI SON:  Andrew, based on your research
in this area, do you -- and especially in light of this
afternoon's discovery of the brain as a brand new t ool
here -- do you have anything el se that you mght want to
add as to what the limts of technol ogy are?

MR. PATRICK: The brain is a wonderful thing,
but I don't want to let the technol ogi sts off the hook.
| think a lot of the solutions are in the technology. |
think we haven't explored at all what technol ogy can do
in ternms of supporting those human requirenents.

Technology is a very powerful tool for
supporting conprehension. Technol ogy that explains
things to people, that provides the kinds of details on
demand that may be necessary for people to understand
concepts, provides the kind of control that people can
use. And technol ogy can | ead people to good behavi ors by
maki ng software that's easy to use.

So, although technol ogy can't do everyt hing,

it's not doing anywhere near what it could be doing. It
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coul d have good user-centered design, and really
understand what it is that we're asking the users to do,
and support themin doing it.

M5. GARRI SON:  Thank you. Tim you have one
nore cl osi ng comment ?

MR. LORDAN: Yes, just one last thing. Wth
regard to the technol ogy, what can it do, when it cones
to notice, the Wrld Wde Wb, and even software for that
matter, technology can provide a ot of really innovative
ways to provide a consunmer with notice.

Qoviously, it has to be well-witten, and it
has to be sincere, and not try to mani pul ate peopl e, but
certainly, I think Marty Abrans tal ked about the | ayered
notice project earlier and that concept of |ayered
noti ces, where you get a sinple, straightforward
statenment, and then obviously, you can go for nore
detail, should you Ilike.

But the nmediumlends itself and the technol ogy
lends itself to providing better notice than you maybe
get in a restaurant, or at the departnent store. And I
think that's really worth noting.

M5. GARRI SON:  Thank you. Nat, what are the
steps that consunmers can take to hel p thensel ves protect
their information?

MR. WOOD:  Through discussions like this, we
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have put together what we consider a consensus |ist that
we're planning to review over time. And so if we learn
today that there are other things that we should be
concentrating on, we will be interested to do that.

We are putting up on the screen sone of the
tips that we have cone up with. The two nost basic have
to do with passwords. Use both letters and nunbers, and
make them at | east eight characters long. Use up-to-date
anti-virus software. This is also very universal. W
want people to use the up-to-date anti-virus software,
and update it regularly. These tips are useful for,
really, everyone.

For peopl e that use broadband access, which is
not yet everyone, but it's growng, we think it's very
inmportant to use a firewall.

In sending or receiving e-mail attachnents,
there are steps people should take. One is don't open an
attachnment unl ess you expect it, or know what it
contains. And the flip side of that is if you' re sending
an e-mail attachnent, type a nessage explaining what it
iS.

And we al so want people to know who to contact
if they have problenms, and that could be an ISP or a
sof twar e vendor

M5. GARRI SON: Great, thanks. Does anyone have
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sonmething to add to that list? TinP? Go ahead.

MR. LORDAN: No, | don't have anything to add
to the list, | have sonething to add to the comrents.

M5. GARRISON: All right, go ahead

MR. LORDAN: Well, | think that list is really
tight about information security, trying to prevent the
bad things from happening to you.

And | think there is a |lot that everybody can
do, and | don't want to steal Nat's thunder on this, but
there are a ot of things that businesses can do,
consuner groups can do, privacy advocates can do. There
shoul d be no shortage of places on the Internet where
consuners can find this informati on beyond just Googl e
sear chi ng.

M5. GARRISON: Al right. Susan?

M5. GRANT: Well, | think those tips are great.
W stole them and we stole the tips fromthe Internet
Security Alliance to cone up with our own six steps to
conputer security, and | put out a sheet on the handout
table of the privacy resources that are available from
us.

But having said that, Mary nmakes a good poi nt
about the inportance of social marketing here. It isn't
enough just to tell people that they should do sonething

because it's a good thing to do, or a wise thing to do.
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They have to see the benefits of it to thenselves in a
way that relates to how they see thensel ves.

And to do social marketing, which I think,
really, is inportant here, to get people to actually use
this technology, is going to take a big effort, an effort
that really needs to be supported by the private sector,
as well as governnment, because it's going to take a | ot
of resources.

You need to have an understandi ng of your
audi ences, and they are different because not everybody
is the sane, so you have got different segnents of the
popul ation that you need to target your nessages to.

You need to figure out what resonates with
those particular people, and | think this is a real
chal I enge, especially with security, which, as sonebody
said before, is so nmuch harder for people to really see
unl ess they happen to get a virus on their own conputer.
You know, the ram fications are usually not sonething
that's going to be really obvious to people, and so it's
going to take a sustained, concerted canpaign to do this,
the sane way that we did a canpaign sone years ago about
seniors and tel emarketing fraud.

We used studies, we had a retreat of experts,
we used focus groups. And a lot of tinme and a trenendous

anount of noney went into fashioning new nessages to use

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o p»dM W N - O

227
with different segnments of the senior population. And I
think this is a simlar challenge.

M5. GARRI SON: George? Do you have sonethi ng

to add?

MR. GABERLAVAGE: Yes. | agree with Mary about
the idea of social marketing. | couldn't disagree, since
Bill Novelli, our CEQO is one of the forenost

practitioners of social marketing, being the architect of
t he Tobacco-Free Ki ds Canpai gn.

But I had ny own personal experience with this
in working on electronic funds transfer, and trying to
convi nce ol der people, particularly the unbanked, that
this was a good idea for them that it protected them
and many of the sanme issues of trust were involved in
t hat .

You have to develop -- you have to |l ook at the
mar ket segnments and devel op nessages for those particul ar
audi ences. You have to find different venues. Sone of
the research on seniors, for exanple, shows that if you
can link a new technology wth a particular utility for
them and link it directly -- for exanple, EFT was |inked
because it was a safety issue -- they will adopt it, as
opposed to, say, ATMs, which have not been well adopted
because seniors don't see the utility init.

Al so, certain types of marketing tools |ike
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print nmedia are nuch better for the ol der population. W
have a lot of materials, and | put some of them out on
our website. W have a nunber of fact sheets that deal
Wi th security issues, safe cyber shopping. W have the
safety net, howto safely use e-mail, learn the Internet.

And we have a tutorial on our website, which
t hink could be very useful. |It's called "Ask Sandy,"
Sandy is a consultant who is a very nice lady, and it
expl ains things |ike cookies, browsing, bulletin boards.
It di scusses those kinds of things.

| think those kinds of tools may be the kinds
of tools that could be used to pronote the kinds of
safety procedures that we want to encourage. And |
personally -- | am always amazed at how qui ckly people
pick it up, particularly older people wll pick these
things up, with alittle bit of coaching.

|"mnot so cynical as to believe that they are
going to be fooled all of the tine. | think if you give
them sone information -- and our experience -- Susan
knows that AARP has worked on tel emarketing, for exanple
-- and | think that has been a very successful effort,
where you have a nessage and you pronote it in various
venues. People do pick that up, and | think that is one
way of getting this job done.

M5. GARRI SON:  Thank you. Jinf®
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MR. HARPER  Parry, do you want to go? D d you
have sonet hing before nme?

M5. GARRI SON: Oh, you are going to defer to
Parry for the nonent? Ckay.

M5. AFTAB: Go ahead, and | will do it
secondly. You m ght cone up with another brain comrent.

MR. HARPER: Along with social marketing, |
think plain old coomercial marketing is inportant to keep
in mnd. | noted Mark's comment this norning that it was
because of an advertisenent for a paper shredder that his
househol d now has a slightly nore identity-fraud
preventative practice of shreddi ng garbage before it goes
out. That's another key element -- folks who are trying
to make noney.

| SPs are doing a better job of getting privacy
tools and anti-spamtools out there, and they advertise
about them too, and conpete agai nst each other on those

terns, and | think that's an inportant piece of the

puzzl e.

M5. GARRI SON:  Parry?

M5. AFTAB: Well, in ny non-profit life, you
know, | practice privacy and security |l aw and do

consul ting, but then nost of ny tine is spent protecting
people on the Internet, and I have got 10,000 volunteers

around the world, all unpaid, who help ne. And what we
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have | earned is any tinme anything goes wong, we're going
to get lots of e-mails.

Ei t her peopl e know everything, or think they
know everything, or they know nothing. And everything in
between is up for grabs. So what we need to do is find
out what the real questions are. W think we know t hem
sitting up here, and we may do studies. W just went out
wi th video caneras, and we tal ked to anybody who woul d
talk to us, and said, "Wat are you worried about on the
| nt er net ?"

Pop- ups, pop-unders, and spam were the three
nost inmportant things, and they asked a question, "How do
| stop it? Wiere do | go? Howdo I report it?" So,
nunber one is addressing the questions that already
exi st.

| think the second nbst inportant thing we can
do is teach them how to ask the questions. Wen you talk
to peopl e about what information has been collected and
what the defaults are, and the kind of technology that's
avai l able to grab information, people are cluel ess about
this.

M5. GARRI SON: So, Parry, how do we create nore
awar eness?

M5. AFTAB: Wat we need to do is we need to

take it away fromtechnol ogy and back to normal terns.
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We need to explain that anti-virus software is the door
to your house, and the firewall is the |ock. You need
t hem both. Mbst people have no idea what the differences
are.

We need to explain that there are risks, that
there are people who are going to try to get into your
conputer. If you don't have a really nefarious adult,
you're going to have your kid's friends who are going to
try to get into your conputer. Explain what the rea
risks are, and that there are certain things they should
be worried about, and there are certain things that they
really don't have to worry about.

Cooki es have gotten so nmuch attention because

people don't really understand what a cookie is. So when

you' re tal king about cookies, "Ch, | don't accept
cookies." "Ckay. But do you have a firewall, and do you
use an anti-virus?" "No."

So, what we need to do is separate the truth
fromthe chaff -- the wheat fromthe chaff -- we need to
say, "These are inportant issues. These are your
options. This is what's going on that you have no idea
is going on. So now, you have some choices to make, and
you can i npl enent those."

And peopl e thensel ves are going to start making

demands. And part of this issue -- and it goes back to
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all the fights TimLordan and | have had over the years
together on Internet safety issues.

MR. LORDAN: Not agai nst each other.

M5. AFTAB: No, no, not against each other,
next to each other on this one.

(Laughter.)

M5. AFTAB: Because in the beginning, when we
| ooked to the I1SPs to hel p educate people on Internet
safety for children, we got a big pushback. They wanted
to tal k about the value of the Internet for children, but
they didn't want to scare anybody, because they were
afraid it would affect the adoption of the Internet in
househol ds.

Well, we're beyond that now. There are still
sonme hol d-outs, but now everyone recogni zes the val ues of
the Internet. They recognize the inportance of e-
commerce, they know they can get this information 24/7.
Now we can risk letting themknow that there are sone
probl ens, there are ways of being abused, and these are
t he things you can do.

And | think the ISPs and the ASPs and all of
the OSPs, and everybody el se who are out there need to
commt to educating people on these issues, and what the
i ssues are and how they can deal with it. And if they

need one-to-one help, they can cone to us at
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WredSafety.org. There is ny ad.

M5. GARRI SON: So, today we have been hearing
that there are sone fairly sinple steps that people can
take, but they are not taking them to protect their
i nformation.

There is clearly a need for educational
initiatives. Does anybody want to speak nore to those?
Mary, are you working with the Massachusetts AG s office
on a project here?

M5. CULNAN: | amworking with them W
haven't started anything formal, but we did have a
conference | ast Decenber that was |argely notivated by
the FTC s 2002 workshop, to start thinking about what we
could do in Massachusetts to work on this problem since
it's so bigit can't be solved in one big, fell swoop.
And Orson Swi ndl e was our keynote speaker, and we were
very happy to have himthere.

| think -- using virus software as an exanpl e,
nost peopl e understand you need to protect your conputer
agai nst viruses, even people with |low technical literacy.
But | don't think nost people realize there is a new
virus created every 12 seconds. And so it's not just
loading it on. And if they knew, | think they would
update it, because it's really not that difficult to do.

So that's one thing -- there needs to be sone
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easy ways to get this nessage in front of people. And
t hink back to sonme of the canpaigns that have been run
here i n Washi ngt on.

Channel 9 has, you know, get-a-buddy, where
every 9th of the nonth, you call your friend and nake
sure you don't have breast cancer, or these kinds of
things. O you could get sonething clever -- a sticker
that came with your conputer that you could paste on the
screen to rem nd you to update your anti-virus software
on the 1st and the 5th, whatever is an appropriate
frequency to do that, mght help, for exanple, a big red
card or sonething that cane in the box also, to get
peopl e's attention.

People typically don't read all of the stuff
that comes with the software, but they m ght need
sonet hing that would hel p them understand how t hey have
to use the software.

| think -- let's skip ahead, because we're
al nost out of tinme, but I will make one nore point about
education. Teachers have a lot of inertia around
teaching new i ssues, so | think one of the things to help
nmove this forward would be if sonmebody woul d devel op sone
nodel curricula, a nodule that somebody could just drop
into an undergraduate course, for exanple, so everybody

that's teaching this doesn't go out and have to figure
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out what do | have to teach, what's the right stuff, how
do | draw the slides, et cetera, et cetera, et cetera.

| think this kind of thing can be very hel pful,

and | think the software can hel p educate, also. | know
one thing, until | got a firewall that started notifying
me every time | was getting scanned, | didn't realize how

frequently this happens, and it really can happen to you.
And then it gets to be so annoying, it's |ike the cookie
pop-up that you just turn it off.

M5. GARRI SON: Ckay, Nat?

M5. CULNAN: Turn off the pronpt, not the
firewall.

MR WOOD: | think we want to use every avenue
possi ble to make this about the consunmers, and push these
materials out. These groups have had a | ot of excellent
suggestions. There is a lot of great material out there.

| wanted to give a plug for sonme of our
materials. And |ike many of the other groups here, they
are free. W have publications, we have things |ike
postcards and preformatted articles that people can use.

Dawn Holtz, who has been helping with sone of
the technical things here, is involved with her conmunity
newsletter. And her community is one of the nost well -
infornmed, | would guess, about information security and

privacy issues, because she runs these articles over and
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over again.

Putting information in product packagi ng and
PSA canpai gns, and things |ike that, are great goals.

But really, there are things that just about everyone can
do, no matter how small the group of people that you have
access to.

M5. GARRI SON: Thanks. Before we nove to the
guestions, there is one last question that | would |ike
to pose to the panel, and | would |ike Andrew, if you
can, to open it.

The next two panels are going to exam ne the
architecture of our technol ogy systens, and designing in
fromthe beginning into the architecture, managi ng
digital identity and safer conputing.

Andrew, based on the research that's been
presented, the discussion that we have had here, what are
the chal l enges that we, this panel, can give to the
technol ogi sts and the conpanies that build these products
to inprove the state of information protection for
consuners?

MR. PATRICK: | think the challenge is to
remenber that the technology is used by people, and that,
therefore, using a user-centered design approach -- we
heard about this -- or focusing on user's needs and

addressing those needs is really inportant.
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And there is a long history now of technol ogy
devel opment that is focused on user-centered design and
proper evaluation before it goes out the door. Many of
the problens that we see in the usability and the
security and privacy problens with nuch of the technol ogy
could be easily found with very sinple user studies, or
very sinple market studies, where, before products go out
t he door, you actually sit people down and say, "Can you
use it? Can you find the option? Do you understand
t hi s?"

It's not rocket science. There is a good 20-
pl us years of good user-centered design out there, but it
seens that we have to relearn it all the tine, especially
in tinmes where there are downturns, it seens to get
ignored in favor of getting products out the door.

M5. GARRI SON:  So, good old fashi oned consumner

testing?

MR PATRI CK:  Yes.

M5. GARRISON: Al right, Mary?

M5. CULNAN: Changing the subject briefly,
before we do the questions, | think we m ssed a real good

opportunity this year. National Consuner Wek, which
believe was in April, was supposed to be about consuner
information security. Nothing happened.

And a ot of tines this does get a | ot of
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attention. |It's a great opportunity to go on TV, to put
busi ness people fromthe comunity out -- the National
Consuners League had a nice piece in their newsletter
but I did a Nexus search and there was nothing. This is
for the whole country. Nothing.

And the only thing | saw in the Boston d obe,
which is where I live now, the FTC was shown tal ki ng
about identity theft, and | thought, "Wy aren't you
tal ki ng about security, too?"

So | think for next year, if there is a
shortage of thenes, run that by one nore tine and really
give it a blitz. Because it will get a lot of attention
if it's done right.

MR WOOD: | think that's one of the reasons
why we want to push materials in every way that we can
We had a pretty good push this year, and we did see sone
results. Mybe it's not as nuch in Massachusetts as
ot her places, but we want to continue to take every
opportunity. And hopefully, there are sone people here
who will have a light bulb go off that naybe your
organi zation can do a little bit nore, and we would be
happy to hel p.

M5. GARRISON. All right. | would like to
t hank the panel, and nove now to questions fromthe

floor. |If you could state your nane, please, before you
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ask the question.

MR. LE MAITREE M nane is Mark Le Maitre. W
guestion was about guarantees. Donna, you touched on
this. | think you said nost people want a guarantee that
their data will not be m sused.

My question is about what form of guarantee
woul d satisfy, because | assune that that's what they're
after. Just to drop three things in, are they | ooking
for things |like assurance that the entity that they're
communi cating with is who they say they are, which is
Mary's problem of going to a website and not know ng
quite who is behind it?

Is it that they want, from whatever transaction
they're involved in, a record that accurately reflects
what they had agreed with the other party?

Is it that there is sonebody out there that is
nom nated as a di spute resolution nechanism in case
either party doesn't live up to their clains? Is it al
of those?

M5. HOFFMAN. It's sinpler than that, and
probably nmuch nore difficult to achieve. The dea
breaker for nost consuners is they don't want the data
shared or sold to third parties. That's what they are
really tal king about when they tal k about guarantees.

Most consuners don't really have a problem
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giving data on these websites, because they do want sone
sort of personalization or information back. It's easy
if you renenber ny credit card, and you renenber ny
shi ppi ng address and that sort of thing.

So, they are okay with that. But the problem
is -- and | didn't talk about this -- but perm ssion
mar keting has run amuck. And it's perm ssion marketing,
and then its close sibling, spam that have created
enor nous probl ens, fromthe consuner perspective, and
that's what has led to a ot of this wariness.

And so, this guarantee is nore along the lines
of , okay, | get that you need to know who | am | need to
give you ny credit card data, you do know what | am
pur chasi ng, maybe | understand you're tracking ny click
stream maybe not, but | amreally not confortable with
this information | eaving your vicinity. And that's nore
what the guarantee is about, because they knowit's
| eavi ng, because it's com ng back to themin the form of
things they didn't ask for -- e-mails they don't know why
they're getting them offers they never asked for -- and
so it's nore about that.

MR LE MAITRE: So, if | tie it back to a rea
worl d exanple, in the, say, the credit card industry,
where | walk out with a receipt that actually states what

both parties have agreed to do, | may not know the other
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party, | just know they're part of a network. Do | have
to wal k out, as a consumer, to feel confortable, with
sonet hi ng tangi bl e?

M5. HOFFMAN.  The work we have done in our |ab
and in the work that's been done by a |ot of people in
this area shows very clearly, consuners want a very
clear, explicit, easy-to-read, seventh-grade |eve
statenent that says, "I amcollecting your data. | wll
not use it for any other purpose than ny internal
speci fic marketing need that relates to the transaction
am engaged in with you now "

MR LE MAITRE: So it ends up being no nore
sophi sticated --

MS. GARRI SON: Ckay, Mark --

MR. LE MAITRE: -- or no |ess sophisticated
than a credit card receipt.

M5. HOFFMAN:  Sonet hing very straightforward
and sinple, not, you know, a | ot of pages with | egal ese
and witten so you need a Ph.D

M5. GARRISON: Al right. Thank you, Mark
St ephani e?

M5. PERRIN: | think nmy question is targeted at
our researchers, down at this end of the table. And it
concerns superficiality.

| think froma social policy perspective, it's
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not a good thing in a conplex world that we are aimng
towards nore superficiality. M take on your research
seens to indicate that the Internet is really
facilitating a very superficial response. |If the box is
ticked, you go with the ticked box. The web design is
focused on less and less information, faster click
through, and it does seemto ne it's nore like
advertising with instant fulfillnment than it is a richer
shoppi ng experience for consuners.

And | invite the consuner advocates to comment

on this, because it could facilitate better research when

"' m buying a conputer. It could |ead ne to check what
kind of firewalls or bundling could do this. It tends
not to.

Have you done any research on where we're
heading wth electronic commerce on this whol e thing?

M5. HOFFMAN.  Well, first, | think I should
clarify in the trust research and in the credibility
research that | summarized, actually, the information
scope is the third nost inportant factor.

So, there is a very inportant depth conponent,
and consumers do say that if the depth isn't focused,
then it doesn't | ook credible. So I think one of the
things you said is not exactly correct. Consuners do, in

fact, appreciate that depth of information and that very
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specific content affect credibility.

It's when it doesn't | ook focused, or it's kind
of all over the map that credibility is affected. But at
the sane tinme, they are saying, "Could you nake it easy
for me to get around and find this information so | don't
feel like ny head is going to explode when | go to your
websi te?"

M5. GARRI SON:  May we have the next question
pl ease?

M5. WOODARD: My nane is Gaendol yn Whodar d.
won't mention the name of the e-mail software. However,
when you hover over an e-nmail, a | ower w ndow pane opens
to let you see what is in the e-mail. And are you
vul nerable to viruses under those circunstances?

PARTI Cl PANT: One of our --

M5. WOODARD:  You know which one |'mtalking
about ?

MR. PATRICK: It depends on the settings of
your e-mail software. |If you have it set properly, it
will protect you when you're doing the preview of the e-
mai |

M5. WOODARD:  Ckay.

MR. PATRICK: If you don't have it set
correctly, you are not protected.

M5. WOODARD: But | think the way it cones,
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that's the default in nost of the e-mail packages that
you get. And then a | ot of people, like you say, don't
know t hat, and once you | ook at -- you hover over it, and
you |l ook at it in the | ower w ndow pane, are you
vul nerable to viruses?

M5. AFTAB: |If you are using a good anti-virus
software and it's set up to protect you agai nst viruses
that come in, it's going to catch it before you previ ew
it in a pane.

M5. GARRI SON:  Dean?

MR. SHAHI NI AN:  Dean Shahinian. Very
stimul ati ng and enj oyabl e panel, thank you very nuch. |
just had a question for clarification for the Vanderbilt
research. You had nmentioned, | think, that consuners are
concerned about sharing their information with third
parties.

| f you asked a corporate |awer, he m ght say a
third party is any of the 2,000 conpanies that are not
under comon control, even if those conpani es under
common control have totally different nanes, and are
engaged in different |ines of business than the one which
the custonmer is dealing with and the custoner has no
know edge of these other conpani es.

| f you ask a consuner, they m ght say, well, a

third party, "That's a conpany different than the one |
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dealt with, and for a different purpose than | gave them
my information for." | was wondering which, when you
speak of the concern of consuners for sharing their
information with third parties, what do you nean by
"third parties?"

M5. HOFFMAN: It's the latter. The work that
" mtal ki ng about here is fromthe consunmer perspective.
So that's what consuners think of. And you know, their
m nds go back to the Doubledick flap, for exanple, or
sonet hing al ong those |ines.

And so, the third party neans | have a
relationship with Conpany X, but then Conpany X turns
around and, through its own rel ationships wth Conpanies
Y and Z, gives themsone of ny information and then | get

information back fromY and Z. That's the main concern.

MR. SHAHI NI AN:  Thank you.

M5. GRANT: Loretta?

M5. GARRI SON: Great question.

M5. GRANT: Can | respond to that?
M5. GARRI SON:  Susan.

M5. CGRANT: There has been a | ot of survey work
about consuners' privacy concerns, and | really think the
concern is broader than third-party marketing.

| think the concern is what the consuner

reasonably expects his or her information is going to be
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used for when they provide it for a particul ar purpose,
and then what el se m ght happen with it, whether it's by
that particular conpany or sonebody el se.

So |l don't think it's correct to say that it's
just a third-party that gives rise to consumer concerns.
M5. GARRI SON:  Conm ssi oner Thonpson

COWM SSI ONER THOWPSON:  First of all, thank you
very nmuch for comng. | thought this was a wonderfu
group of people tal king about very interesting things.

It raised a couple of questions, and | think
Susan sort of hit on one of them Do you predict that
we're going to see nore of a trend in research asking
peopl e those open-ended questions about what nakes you
feel confortable, instead of having a precooked series of
responses that may skew our understandi ng of what
consuners really want? That's one.

And second is that in the research you have
done, how do you control for the question of m stake? In
ot her words, your statistics are very interesting, but
how does human error actually translate into sone of
t hose statistics?

M5. HOFFMAN:.  You nean like they didn't nean to
check it, or --

COWM SSI ONER THOWPSON: Ri ght .

M5. HOFFMAN.  Well, first, | should say —
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COWMM SSI ONER THOWPSON:  It's |i ke saying --

MS. HOFFMAN:  Ri ght.

COWM SSI ONER THOWPSON: -- "I accept” when you
really don't know what you're accepting.

M5. HOFFMAN.  Well, it brings up a whol e host
of errors. First, | should say that we have a | ab we
call E-Lab. Sone of the other work I cited is al so
experinmental work done in some other |abs -- one at
Col unbia, and there is sonme work fromsone folks at MT
-- so the work is experinental, it's not survey work.

So you set up different situations, and then
you mani pul ate sone conditions, and then you see what
happens. There are errors, but those can be part of the
experinmental paradigm For exanple, consumers m ght not
read a statement at all, and just keep clicking through.
And that can be part of the experinment, and we do a | ot
of process neasure, take response tines, we do protocols
at the end to find out did they read it, why did they
check, did they nake a m st ake.

So, | think that can all be part of the
process. | think it's pretty clear where we're going to
go with our research, and the work we're doing wth our
colleagues is all trying to | ook along these lines at the
no default setting. Under what conditions can we just

force consunmers to make a choice, and then what choice do
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t hey make, dependi ng on the environnment around them on
the page, and howit's set up, and how credible, and this
and t hat.

And that's where | think there is going to be a
ot of interesting work comng out in the next year, and
then it's an open question, whether that will have any
i mpact on business practi ce.

COW SSI ONER THOWPSON:  Thank you.

M5. GARRISON: Well, | would Iike to thank
everyone on the panel for a nost stinulating discussion.

(Appl ause.)

M5. GARRISON: We will now take a very short
break. If you could all please be back here at 3:00,

t here are cooki es outside.

(A brief recess was taken.)
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