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PANEL 2: CONSUMER TOOLS FOR MANAG NG

| NFORVATI ON SECURI TY

MR. SILVER Wl cone back, everyone. This is
panel two, which will focus on the tools that consuners
currently have to manage their information security.

W will ook at tools that exist both online,
and al so sone tools you may have currently in your
pockets right now W wll also exam ne how consumners
can best use these tools.

| will begin by introducing our panelists,
starting at stage right over there. Anson Lee is with
Symant ec Corporation, Mark MacCarthy is with Visa U S A,
Rich Lloyd is with Dell Inc.

Alan Paller is here fromthe SANS Institute.

My col | eague, Loretta Garrison, will be hel ping ne today,
fromthe FTC. Mchael WIllett is a security and privacy
consultant, Larry Cinton is with the Internet Security
Al'li ance.

And Richard Smith is an Internet consultant.

He will be |leading us off with an overview of the kinds
of tools that are currently available online to
consuners.

MR SMTH  Ckay. What | want to try to do is
give the 10,000 feet view of security products that are

avai |l abl e that we use everyday, or many of us use
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everyday on our home conputers.

In the first session, there was a lot of talk

about the use of SSL, or HITP secure socket layer. It's
an exanple of a technology, | think, which is the nost
appropriate, in that it just works. [It's not sonething

that a user necessarily has to turn on, or specially use
in order to get security.

The primary purpose of SSL is to encrypt
informati on that goes between a hone conputer and a
website. So, if you're entering an e-comerce website,
and you' re buying sonmething, you' re providing your nane,
your address, your credit card nunbers and so on, that
information is scranbled on transm ssion.

And the main purpose of SSL is really to
prevent eavesdropping, so that if you have got sonebody
that could intercept, web traffic, they can't |ook at the
stuff. It all |looks like gibberish.

And a good exanpl e of how easy sonething could
be intercepted is if you're at work and you're buying
sonet hi ng at Amazon, your network adm nistrator has -- or
ot her enpl oyees could very easily eavesdrop, because you
have a shared connection at work.

But there are also problens w th eavesdropping
on wireless connections and these sorts of things. SSL

has been a very successful technol ogy, and overall, has
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wor ked very well. [It's an exanple, | think, of one the
best technologies. It's just there, it cones with the
product, it cones as part of alnost all web browsers, or
at least all the ones that, 99 percent of the people of
the world use, and it's been a great technol ogy.

Anot her exanple of a technology that's built-
in, that |I like for security, is in Qutlook. If we think
of a virus problemhere, which | wll get into next, many
of us are very famliar with anti-virus software. It's a
ki nd of software that we buy in order to provide
protection.

There is also anti-virus protection, though, in
Qutl ook now. A lot of the viruses that we get, and worns
that we get, cone through as e-mail attachnents. And
Qutl ook, for the last couple of years, will now
automatically delete any kind of executable file that
conmes in as an attachment.

And | find that is a very effective nmeasure.
don't have to worry about keeping an anti-virus software
up to date. And it's very transparent. The only probl em
is if someone -- if a programmer friend sends ne an
execut able and forgets to zip it up, then | have to send
hi m back an e-mail, "try again.” But that's just
t eachi ng good conmputing practices, basically.

Anot her form of protection fromviruses, of
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course, is anti-virus software. It's probably the nost
famous kind of security protection out there. The whole
idea is that you run a software programin the background
on your conputer, and as you access files, before you run
them it checks -- or at various tinmes checks -- to see
if these are known viruses or worns or Trojan horse
pr ogr ans.

What's good about anti-virus software is that
it's, again, an automatic activity that goes on, not
sonet hing the user has to do, but they do have to instal
it.

Now, the issue, the problemw th anti-virus
software is it can't really read the m nd of the program
it can't predict if this particular piece of software has
mal i ci ous intent.

So, with anti-virus software, it's said the way
that it works is it has a database of known viruses or
worns, and there are thousands or tens of thousands of
these prograns in the database. And there are little
signatures that say, okay, for this particular virus, we
know this pattern appears in the program so if we ever
see that in a file, it's nost likely an infected file, or
an exanple of a worm And therefore, we can warn the
user of it.

It's kind of insurance policy-type software.
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Not everybody gets infected with a virus sent to them
So a lot of things with security, we do have to keep in
mnd is that they are like insurance. W don't always do
it.

Everybody who owns a house has fire insurance,
but we don't expect a fire in the house. And a |ot of
the security aspects that we get into are the sane way,
that we may, in some sense, not need this software, but
we have to have it anyway, just in case.

In terms of new viruses, there are tens of
t housands of people out there in the world witing
viruses around the world, literally, and so we have,
every nonth, 10,000 new viruses, maybe -- | don't know
what the nunbers are, maybe M. Lee from Symantec coul d
give us a nunber -- but we need to keep the anti-virus
software up to date. And nowit's basically on a daily
basi s.

Wth the Internet, new viruses are being
rel eased and spread within days. So, that's one side of
it. The anti-virus question is how we get updates. And
through the Internet, it's pretty easy.

How do we get viruses on honme PCs? That's just
one thing. Wen we talk about security neasures, we want
to talk about the threats. And just really briefly here,

we get themthrough e-mail attachnents as a primary
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met hod.

And as | nentioned, Qutlook will now
automatically block certain things so it can provide --
software itself can provide anti-virus protection. W
downl oad files fromwebsites. There are security holes
that are in web browsers that all ow automatic execution
of viruses or wornms or Trojan horses, inside Wrd
docunents -- although that's becom ng | ess preval ent
because of some changes that M crosoft has made.

Peopl e just | ove whatever technol ogy is popul ar
t hrough P2P networks -- not to be confused with P3P --
but through song-sharing networks, |ike Kazaa and
Mor pheus, and then instant nessaging is another way it's
becom ng popular. Basically, any tinme you have a network
connection and get data this way you're going to get a
Vi rus.

Anot her security technol ogy for hone PCs are
firewalls. Firewalls began their lives nore in the
corporate or university settings. W had this concept of

a local area network with a whol e bunch of conputers on

it, and you had the evil Internet out here, with all the
bad guys trying to break in. And so a firewall is
basically a nmoat, if you will, around -- or a wall around

-- that internal network.

So we have trusted conputers inside, and you
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have untrusted conputers on the outside. And a firewall
then bl ocks traffic comng in fromthat untrusted world
into your |ocal area network.

For a home PC, the definition of the firewall
has grown, but you can have the sane issues. At ny
househol d, we have three conputer networks. W have one
conputer for each person, so we have a little |l ocal area
network. And so we have sone trusted conputers, and then
we have the outside, untrusted world.

And we use what's known as a router box in
order to provide the firewall protection. It protects us
fromany kind of hostile intent that's comng in. And
that can be basically hackers trying to break into
conputers. And the way that they do that is they | ook
for services that are running on unprotected conputers,
and try to exploit security holes that are in there.

Anot her thing, though, that the home firewall
does is it also | ooks for what is known as spyware, that
is, progranms that get | oaded on your conputer that want
to phone out with personal information, or nore
typically, your web browsing history. And you will get
spyware installed on conputers through, basically,
downl oadi ng software, say, |ike on a Kazaa or Morpheus.

My daughter -- | keep telling her to stop doing

this, but she keeps installing Kazaa on her nom s
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conputer, and so | have to keep cleaning it off the
vari ous packages.

What's interesting is anti-virus software, in
general, does not | ook for spyware. So the noral of the
solution is see that when a spyware programtries to
phone hone, the firewall alerts you that sonebody is
trying to go out. Here you have the trusted conputer
trying to go out to the untrusted Internet.

And in general, the rule of thunb is that if
you're running on a cable nodemor DSL connection, a
firewall is nore inportant to get, because your conputer
is going to be online nore, and nore vulnerable to
outsiders trying to break in.

The last kind of software | want to tal k about
is a spyware detector. As | nentioned, many of the anti-
virus software packages today don't | ook for spyware, and
there are many different flavors of it. But there are
new packages that are com ng out from other conpanies
that work just like anti-virus software that | ook for
signatures, but they | ook specifically for spyware.

And | have three categories here. One is
keyboard sniffers, comrercial spyware, and Trojan horses.
A keyboard sniffer is a programthat sinply records al
the key strokes that happen on a keyboard, and sends that

information off to soneone el se. There are probably a
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coupl e of dozen packages you can go out and buy, or even
downl oad for free, that do this. They are typically sold
for one spouse to spy on the other spouse. That's the
mai n market for this software. They are al so used
sonetinmes for spying on enpl oyees, and so on. But where
they really beconme dangerous is if an outsider uses it
to, say, steal credit card nunbers, and so on.

And this is how you get around SSL, by the way.
| f you want to be an eavesdropper, you spy on sonebody
before data gets encrypted.

So, comrercial spyware are packages that
provi de, for exanple, pop-up advertising, based on what
you're searching for at search engines, that sort of
t hi ng, and then you have Trojan horses, which anti-virus
software do generally | ook for.

| will just give you quickly one war story here
to sort of wap it up, of the dangers of keyboard
sniffers, which is one-fourth of spyware. A gentlenman
nanmed Dougl as Boudreau at Boston College installed 100
keyboard sniffers around the canpus of Boston Coll ege,
and he was caught.

And he col |l ected personal information on nore
t han 5, 000 people in the Boston Coll ege community,
faculty and students. And he got everything all these

peopl e typed on the keyboard all day long. He was just
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constantly collecting this information which was being
sent off to a server he was running.

And he got account names, password, credit card
nunbers, PI'N nunbers, you nane it. You know, if you're
doi ng onli ne banking you have to provide your PIN nunber.
So he got it all. You can just inagine -- personal e-
mails, just the whol e ganut.

A |l ot of conputer crooks, though, don't
actually make good crimnals. He didn't nonetize, if you
will, all this information being collected. And he only
ended up stealing $2,000. And therefore, when the State
of Massachusetts went after him the state decided not to
throw himin the pokey for 20 years, but just put himon
probation for a few years. | thought that was a little
bit light for the sentence.

But it just shows you sone of the dangers here
of these kinds of software that are out there, some of
the threats that are out there. And when we get smarter
crimnals out there who are using keyboard sniffers, they
could steal, actually, a |lot of noney. Thank you very
nmuch.

(Appl ause.)

MR. SILVER  Thank you, Richard. Now that we
know nore about what tools are out there, it's inportant

to know both how and why to use them
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Larry dintonis with the Internet Security
Al'liance, and he's going to speak a bit about why tools
are needed, and what home and i ndividual users should do.

MR. CLINTON: It's not alittle television set.
If there was one thing that | think I want consunmers to
under stand about their hone conputer is that it's not a
little TV. [It's not a dunb, inanimte object that you
sit down in front of and just drink stuff in.

Your home conputer, particularly when connected
to the Internet, is |ike your friend, your really,
really, smart friend. O maybe, better yet, your hone
conputer connected to the Internet is |like your very
gifted child. You need to develop a relationship with
it, you need to work with it, you need to conmuni cate
with it, you need to take care of it. And if you take
care of it, it will take care of you. And you wll learn
wondr ous t hi ngs.

If you don't take care of it, you could have
trouble -- a lot of it unanticipated -- and a lot of it
very, very tough to deal wth at |ater stages. So, what
we are focused on for the nonent here is not so nuch the
t echnol ogy as nmuch as the behaviors that consumers need
to adapt in order to beconme better conputer citizens.

|"mgoing to deal with the first two parts of

ny presentation fairly quickly, who we are and why we
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must take action, so | can spend, hopefully, nore tinme on
what it is we should do.

The Internet Security Alliance is a
col | aboration between the Electronic Industries Alliance,
which is a 1,200 corporate nenber trade associ ation,
essentially, located over in Arlington, Virginia, and the
CERT Coordination Center, at Carnegie Mellon University,
which is pretty nuch the granddaddy of all the CERTs, and
one of the experts, one of the |eading experts, in
vul nerability and threat analysis.

These are our corporate sponsors, these are the
menbers of the board of directors. | point this out
primarily to distance ourselves a little bit from nost of
what we're discussing today. The Internet Security
Alliance is primarily focused not on individual
consuners, we're really focused nore on the corporate
security | evel

Last summer, we canme out with this publication

"The Common Sense CGuide for CEGCs and Seni or Managers for

Internet Security.” It's been pretty well reviewed. It
was cited in the national strategy -- draft strategy --
TechNet has endorsed it, the U. S. council is now

endorsing it, sone overseas people are doing it.
After we canme out with this, a nunber of people

said, "Well, look. This is great. Wy don't you cone
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out with sonething for the individual user?" And so we
have, although frankly, it's not our main focus.

| think the primary benefit that | can offer
today is not so nmuch the content of what |'m about to
say, but to sinply provide consuners with a place to go
where we have organi zed this information. So, we have
one of these guides specifically for consumers and end
users |l ocated on our website, isalliance.org.

Wiy we need to act? | think nost of us in this
roomare pretty well famliar with this. This is a
picture of the Internet as it was originally conceived,
or thought of back in 1980. And at the tinme, this was
t hought to be very, very conplex. This is the Internet
now, graphically illustrated.

And by the way, it's kind of interesting. |If
you | ook at this, you notice that really intense kind of
purplish area right there? |1'mpretty sure that's the
FTC.

(Laughter.)

MR. CLINTON: Here are sone of the threats and
attackers. Again, we have already gone over a nunber of
these. The human agents are one of the things we're nost
concentrat ed about -- hackers, disgruntled enployees,
white collar crimnals.

And | agree with the previous speaker, they're
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going to get smarter, they're going to be involved with
organi zed crine. Terrorists have received a | ot of
attention, and perhaps the fact that they may couple a
physi cal attack with a subsequent cyber attack, which
could be very threatening.

Al of us on 9-11, I'mgoing to bet, did pretty
much the same thing, which is we reached for an
information system W grabbed the tel ephone, we turned
on the TV, we got on the Internet, and we were able to be
reassured by the fact that we were able to see what was
goi ng on.

Il magine if the information systens were
attacked and they went down, and we didn't know if there
was a simultaneous attack going on in Florida or
California, or if there was a chem cal attack coupl ed
with a physical attack. So that's very inportant on the
terrorist |evel.

The one thing that we don't have on this that a
nunber of people pointed out to nme is we probably need to
add another bullet, which is for pinply teenage kids in
their basenent. Very threatening human agent. Twenty-
five of all the Internet attacks happen on Saturday
night. One of the solutions we are |looking into at the
Internet Security Alliance is devel oping a website,

Get aNer dabDat e. com
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(Laughter.)

MR. CLINTON: We figure if we can get a |ot of
t hese kids out of their basenment on Saturday night, we
can do an awful ot to help with the Internet situation

This is just the nunber of incidents reported
to the CERT/CC. The actual nunbers are not particularly
interesting. What's interesting is the trend Iine, and
actually, these nunbers are vastly, vastly under-
reported. Internet attacks are going way up, and here is
t he reason why.

As the sophistication of attacks is increasing,
t he amount of know edge to create an attack is
decreasing. So it's becom ng easier and easier for all
of us to use the Internet, it's becom ng easier and
easier for people to break into the Internet and cause us
pr obl ens.

So, we finally get to what we should do. And
this is the itens that we have listed in the individual
user conmon sense guide. | will go through themfairly
briefly. A nunber of them have already been touched on.

The first is to use an anti-virus program |f
there is only one thing that a consumer can do, for
financial reasons, or whatever, this is what we woul d
recomrend, nunber one. We think it's your single best

defense. Cbviously, there are many ways to infect your
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program-- floppies, CDs, e-mail, et cetera. Sone of
t hese programs will check these things automatically.
Sonetinmes you have to check to see -- or sonetines they
wi |l check sinmply for the signatures.

There are new devices, that contain heuristics
that actually go beyond the known signatures. The
problemw th these is that they tend to sl ow down
service. And this is the real test that we have to get
past, is what is the trade-off between increased security
and increased functionality?

One of our big problens, on the behavioral
| evel, is people turn off their security devices. One of
t he reasons why the vendors don't want to put out really
secure software is consuners don't want it. So how do we
deal wth that problen? I1t's a major problem

Nunber two is to keep your system patched.

When the systemacts erratically, obviously you want to
know why. Usually you can contact your vendor. Sone
vendors will notify you automatically if you ask themto.
Again, one of the problens is sonetinmes the patches cause
addi ti onal problens, and sonetinmes even the vendors
aren't aware of these problens.

So again, we need to have an interactive
system we need to work with the vendors, you need to

tell themwhat's going wong with your conputer
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Nunber three is to use care when readi ng e-
mail s and attachnents. | think by this tine we're al
pretty famliar with getting physical junk mail, and
there is no real problemw th reading any of that. But
we all know that you have to be very careful w th what
you respond to when you get things electronically.

Qovi ously, you don't even open it unless you know what's
goi ng on.

And the single best test for this -- and this
is why we call it the commbn sense guide -- is does the
nmessage nmake sense. | renenber, and | think it was back
in 1998, when the |I Love You Virus cane through, | was
fortunate, because the first | Love You notice | got cane
from sonebody | did know, and | knew for a fact she
didn't |ove ne.

(Laughter.)

MR. CLINTON: Make sure the stuff makes sense.
Nunmber four, install and use a firewall program-- |
think this has already been tal ked about -- a firewall is
kind of |ike your security guard. It tells the packets
where they can go and what they can go.

Now, the real hard part of the firewall is that
eventual ly, you, the consuner, have to figure out what
are the rules for what information should go here and

there. Again, you nust |earn your conputer, you mnust
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know your conputer, you need to work with your conputer
in order to make it functional and secure.

Nunber five, nake back-ups of inportant file
folders. A lot of us have fireproof boxes in our houses
where we install our wills or vital information, maybe
some pictures of our kids, or whatever. You need to do

t he sane thing

| know nost of us -- | know | did -- |earned
t he nessage the hard way with ny first conputer. | was
inny first office, I lost ny file, and the system

manager canme to ne and said, "Did you save it?" And
said, "No, | wasn't finished yet." You save as you're
going along. How often do you have to do this? Pretty
often, unfortunately.

Nunber six, use strong personal passwords. One
of the things that, behaviorally, we find we still have
maj or problens with, everybody has got a password, and a
| ot of people have themright where they can see them on
their cubicle, so they remenber their password, and
anybody can cone along and get it directly.

Good passwords are strong, which usually neans
| onger. They are unique, so you don't use "wel cone" for
all the passwords. They have to be renenbered. You
shouldn't be witing them dow. And they have to be

changed fairly often.
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Nunmber seven, you use care when downl oadi ng and
installing prograns. A lot of us get CDs in the nail
"You don't know where that CD has been," you tell your
smart little gifted child conputer, so you don't put it
on there unless you are famliar with it. You have to
consi der the cost benefits.

Nunber eight, install a hardware firewall
that's very simlar to what we have al ready di scussed.

And nunber nine, use access controls and/or
encryption. A lot of us who have had ki ds know t hat
early on, you spell things so that the kids don't know
what you're tal king about. That's encryption. And |ater
on, the kids learn howto spell, so you have to use other
sorts of things. Pretty much the sane thing with your
conput er.

Again, it's not a TV, it's like an organi sm
You have to deal with it, you have to growwith it. If
you do, you can nmake it secure and functional.

MR. SILVER  Thanks, Larry.

(Appl ause.)

MR. SILVER Before we go on | just want to say
we're running a bit behind schedule, so I would ask other
panelists to keep that in mnd.

Well, we know what the tools are, we have

identified sone of the threats that are faced, and we
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have | earned how to use the tools against the threats.
So, a remaining question is whether consuners are
actually putting these tools to work.

And | wanted to direct this question first to
Anson Lee, of Symantec.

MR. LEE: In regards to the tools, yes, they
are readily available. And we have tal ked about them
AV, anti-virus, firewalls, spyware detector, and the
like. But unfortunately, nost users aren't aware of
t hese tools, because they aren't aware of the dangers
that there currently are when they go on the Internet.

Most users don't really care about how the
I nternet works, or even how their conputer works. They
just want to know that they can get on the Internet when
they turn on their conputer and they log into their
accounts.

What we have to do is to nmake them aware of
t hese dangers, of viruses, of privacy threats, of
hackers, and the like, that these things are constantly
out there where we have individuals with prograns and
with these automated tools trying to find open systens to
get into.

It's not exactly that they're out there | ooking
specifically for Anson Lee's conputer to break into,

they're just looking for the first vulnerable target that
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they can get into. And then when they're in, they can
use those resources, whether it be the conputer's hard
drive, their high speed Internet access, or maybe
what ever private or personal information is on that
conput er.

MR. SILVER  What usually | eads consuners to
pur chase tool s?

MR LEE: Well, for anti-virus, it has usually
been that they got infected, and they |ost sone data, and
now they have to recreate that data. And now they have
t hat experience of having been infected. They go out and
purchase an AV product.

Wth firewalls and the like, it's usually
because they are now hearing about Internet security
threats, that they are adopting high-speed Internet
access, and their ISP is probably telling them "Onh, by
t he way, your conmputer is now on 24 hours a day, 7 days a
week. |If you |l eave your conputer on, and your |nternet
connection is on all the time, you should think about a
firewal |."

But then users are thinking, "Gosh, that's a
ot of work." A firewall typically is not an install-it-
and-forget-about-it kind of program whereas anti-virus
is. Youinstall it and you can forget about it. A

firewall takes a bit of training for it to understand
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what you're trying to do, what prograns you want to all ow
to access the Internet, what types of activities you do
on the Internet.

So it takes a fair anmpbunt of training. And for
users, that's kind of inconvenient to them They don't
want to go ahead and train this programto be able to
recogni ze, okay, this application or this program can
access the Internet, while this other program cannot
access the Internet. But again, it's all a matter of
maki ng users aware of the dangers of potentially what
coul d happen.

And users al so have this feeling of "Gosh, |I'm
just a hone user, who is going to cone into ny conputer?
VWhat's on nmy conputer that's of value to anyone?" But
for nost of us here, we probably -- if we look in our
conputer, we've got a copy of our resune, nore than
likely we're doing our online banking, we're doing our
onl i ne shoppi ng, and what not.

These are all very inportant types of
information, that if soneone were to be able to get their
hands on, it's prine to leading to identity theft.

MR. SILVER  Thanks. Software vendors are one
source of information security tools, but PC vendors can
also play a role in this area. Rich Lloyd is here from

Dell to discuss sone of their initiatives in this area.
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MR. LLOYD: Yes, it's been a great panel so
far. And certainly at Dell, we're excited about what we
feel can be a pretty inportant role, as a PC vendor
directly to the custoner.

Before | get into what we're doing, | would be
remss if | didn't thank Larry for the new marketing
concept. The PC as a gifted child. | think that will do
very wel |

In terms of what a hardware vendor can do,
think for a long tinme we saw ourselves as nore of a
facilitator. So we would be an early adopter of P3P. W
woul d be a conpany that nade Symantec and MAfee software
readi ly avail abl e, provide custominstalled trial
versions of the software, with the hope to snag custoners
and drive up the adoption rates.

| think we felt a responsibility to nmake as
many of those commercially avail able tools avail able as
possible. And for the nost part, we sort of patted
oursel ves on the back as we were doi ng about as nuch as
we could there. And then, of course, the data cane back
And four percent of our custonmers told us they actually
changed their P3P settings. Four percent. And about
ei ght percent of custoners actually took the MAfee 90-
day trial and turned it into a purchased subscription.

We started thinking, is there a nore proactive
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role we can play? Because | believe the panel this
nor ni ng was absolutely spot on. It has to be easy, it
has to be transparent, and it has to be relatively
costless. Because | would submt to you that the cost
benefit analysis for an individual consuner around
privacy is really sonewhere in the $20 to $30 range,
honest | y.

And so, as a corporation, | have a fiduciary
responsible to not break ny commtnents to Wall Street,
and yet provide that kind of a value proposition. That's
very difficult to do.

So, what are we doing? W believe we have got
to change the paradigma little bit at Dell. And we have
got to make security and privacy really transparent on
the box, itself. So, one of the things you will see us
announce here in the next few days is factory-ready,
installed Center for Internet Security benchmark
configurations on the PCs, thenselves.

And what does that nean? That neans there is a
| evel one benchmark, which Alan Paller will talk nore
about, factory installed on the system that provides a
little bit higher |level of security and privacy on the
machi ne wi t hout breaking things, that provides benchmark
configurations for your OS settings that close off ports

and do sonme other things that add just a little bit nore
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security than our traditional customfactory installs.
What we plan to do at Dell is to provide
commercial offerings for folks that want to nove up the
grade, the security grade, and al so nove that out into
ot her parts of our product set. | really believe that
whil e demand for this kind of a product doesn't seemto
be really strong in the consunmer space right now, if we
can make it transparent, if we can do it in a way that

covers our fixed cost, and we can offer it on a vari able

cost basis, alnost free or free, | really believe that
you will see the demand -- which, right now, is fairly
isolated to the public space -- nove down into the

consuner space.

And we're very, very excited about this thing.
We have got to, as technol ogy conpani es that have direct
rel ati onships with custonmers |like we do at Dell, own up
to the responsibility of making technol ogy transparent.
Because, unfortunately, despite all the good efforts of
the WBC, of other groups that have done a really good
job, in my opinion, putting publicly avail able technol ogy
in place, custoners are not willing to invest, as was
said earlier, the tinme, the noney, and the effort to go
about it.

So you have got to put it on the products they

buy, and you have got to figure out a way to do it in a
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way that makes econom c sense for the market. And
really, that's kind of the philosophy we're driving at
Del |.

MR. SILVER  Thanks, Rich. Many of us shop
online, and we may worry about our credit cards fromtine
to time. Sonme conpanies are responding with tools to
reduce the danger of using your card while shopping
online. Mke MacCarthy, fromVisa, will describe Visa's
work in this area.

MR. MACCARTHY: Thanks, Jim | want to talk
about the Verified by Visa program which many of you
m ght have seen commerci al s about on tel evision, but I
want to give you sone background about why we're doing
it, what it is, and how it's worKking.

The Internet is the growi ng source of commerce
for a lot of people, it's very inportant for our conpany.
It's gone mainstream More than 70 percent of al
Anericans are online these days. For Visa, it
constitutes about six percent of all our retail sales.
That's up fromfour percent |ast year, in 2001, and up
fromtwo percent in the year 2000. So this is a grow ng
source of volunme for Visa.

The channel is inportant to us for conpetitive
reasons. We have 12 percent of all personal consunption

expendi tures generally, but we have well over 50 percent
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of the retail sales on the Internet. So, electronic
commerce is inportant for us to pronote.

What is one of the major concerns that people
have about shopping online? Survey after survey shows
its concerns about security. "Surveying the Digital
Future,” a UCLA Internet report in February of this year,
showed that 92 percent of all consuners are concerned
about online security, 63 percent of themare very
concer ned.

According to research by a conpany call ed
Paynment One, released just |ast week, when consunmers who
have not nade online purchases were asked what woul d
persuade themto purchase nore online, 53 percent of them
cited nore secure paynent options. Paynment security was
chosen over price or product-related responses by a nore
than 2-to-1 margin.

So, there are nmmjor concerns about security
online, so we thought we would step up to that concern,
and focus on online security. Sone internal data from
Visa indicate the extent to which, fromour interna
perspective, security is inportant.

According to one of our Visa databases, in the
third quarter of 2002, electronic conmerce accounted for
about 6 or 7 percent of all our sales, but it accounted

for 15 percent of our fraud | osses, and 23 percent of al
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our chargebacks. Now, that's by dollar volune for those
who keep track of that kind of stuff.

More figures that indicate the extent of the
problem in face-to-face transactions, only $.09 out of
every $100 in sales was subject to a chargeback. That's
for all of our vol une.

For mail order, telephone order, it was $.27,
and for electronic commerce, it's $.50 for every $100 was
charged back. If we |look at that froma transaction
point of view, the trend is the sanme, 2 out of every
10, 000 face-to-face transactions are charged back. For
mai | order, telephone order, the chargeback rate was 27
out of 10,000, and for electronic conmerce it was up to
33 out of 10, 000.

In the chargeback area, 71 percent of the
el ectroni ¢ comerce di sputes are cardhol ders all eging
that they didn't do it at all. It wasn't that they
didn't get the product that they ordered, or it wasn't
what they wanted, it's, "W didn't do it at all.” So 71
percent of our chargebacks are people who claimthat it
was soneone el se using the card, or they didn't do it, or
what ever .

So, it's inportant, for our point of view, to
have an el ectronic authentication or verification system

W think it wwll notivate a | ot of non-shoppers to becone
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involved. It will reduce the chargeback and dispute
nunbers that we have got.

How does the systemwork? The way it starts
initially is on the consuner side. Consunmers have to
sign up for the program They can do it in a nunber of
ways. \When they open an account with a card issuer, they
can sign up for Verified by Visa, and get their PIN
nunber at that point. They can do it by going online to
the issuing bank, and there is a process they can go
t hrough where they provide certain identifying nunbers
and information and get their PIN nunber at that point.

There is even a nmechanismfor doing it while
t hey' re shopping online. When they cone to a nerchant's
website that is using Verified by Visa, sone of the
mer chants have chosen to try to notivate using Verified
by Visa by activating the Verified by Visa service at the
point of sale. So, that's the first step. The card
hol der has to be involved in the process; it's his
choi ce.

The nmerchant has to be involved in the process.
They have to install software on their system and the
software has to nmeet the configurations and the standards
set up by Visa to work.

But once that is done -- the cardhol der has the

PIN, and the software is installed on the nerchant's site
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-- it works in a reasonably transparent way for users.
They go through the normal process of nmaking a purchase
online. And when they're about to actually make the
paynent, they then enter their account nunber.

At that point, a pop-up box appears, and they
are asked to enter their PIN nunber. There is also a
nmessage that they previously recorded that says sonething
like, "Hello, this is really Verified by Visa." It's a
security feature that is put in there. But that pop-up
box really is the opening of a conmmunications channel
bet ween the cardhol der and the cardhol der's bank, the
i Ssui ng bank.

The PIN nunber is inserted, there is a
conpari son between the PIN nunber and the account nunber.
If they match, a notice is sent to the nerchant that
there is a match, that the person has been verified, and
then the transacti on goes forward as nor nal

It's inportant to notice that the -- and as
part of that transaction, the PIN nunber is not
transmtted to the nerchant. The PIN nunber goes to the
i ssuing bank, it does not go to the nerchant. You can't
have fraudul ent nerchants setting things up and
col l ecting PIN nunbers.

How is it working? So far, we have to get a

sufficient nunber of nmerchants signed up and a sufficient
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nunber of card hol ders signed up so it makes sense for
everybody. The Verified by Visa systemis already up and
working within the U S A Visa-net. |It's also installed
and working internationally. Al of the major processors
of Visa systens are involved, and ready to work with it.

Nearly all of the U S. issuers have inplenented
the Verified by Visa, or will do so in this year, and new
nmerchants are com ng on board and participating. The
list of people -- we have Dell, who is one of our early
adopters of the system W have D sney, we have ConpUSA,
we have Orbit. Playstation.comis on board, Travelocity,
Jet Bl ue, nore and nore of the nerchants are beginning to
use the process.

It is a chicken and egg situation, where you
have to notivate nmerchants to want to do it, and you have
to notivate card holders to want to do it. It has to
happen nore or |ess sinultaneously for the systemto
actual ly function.

For Visa, we have a | ot of stakeholders in our
system and all of them have to get sonething out of a
new product or service, otherwise it doesn't happen. For
card hol ders, the advantages are straightforward. It
authenticates their identity, it increases their
confidence in shopping online, and it reduces the risk of

unaut hori zed use of their card.
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For the merchant, they get nore consuner
shoppi ng protection agai nst fraudul ent use, and reduced
di spute and chargeback incidents. For the issuers, for
t he banks that work with the card holders, they are
confortable that they are able to identify the card
hol der in these circunstances. They get increased sal es
vol une, they get reduced fraud and di spute expenses.

The nerchant banks, the acquiring banks in our
system they increase their sales volune, they have | ower
operational costs. All these disputes cost them noney,
too -- and this goes for new nerchants in their system
as well. It's easier for themto acquire nmerchants.

So we think it's a product that has got sone
advantages. W think it's one of the tools that
consuners will increasingly use on the Internet to
protect thenselves and to protect the information that
t hey provide to nmerchants while they' re shopping online.

MR. SILVER  Thanks, Mark. Let's discuss one
final specific technol ogy before noving on to sone nore
general questions.

Many of us probably used these in the subway
this norning. They are in our cell phones, and we al so
use themto access our offices. |'mtalking about smart
cards, of course. And Mchael WIllett has sonme remarks

about them
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MR. WLLETT: Fasten your seat belt. This is
going to be a fast tutorial on smart cards in the context
of identity nmanagenent and al so a few current events that
relate to smart cards.

Smart card, we're all famliar with this form
factor. There are a nunber of other formfactors, the
nost prevalent formfactor is, in fact, a SIMcard that
fits into a cell tel ephone, nostly in Europe, and is used
to provide identity managenent and credentials in the
cell phone context. But this is the one we're famliar
with, it's alittle portable conputer. Highly portable,

hi ghly secure operating system data processor, et

cet era.

Various formfactors, | nentioned the SI M card,
the slimcredit-card size card -- this can be in the form
of either contact or contactless. |In the contactless

case, it's used for access to buildings. Wwve it in
front of the little RF signal, it picks up the passive
chip in here and does a little conmpute with the chip and
verifies your identity, and in through the building you
go. O there's Easy Pass down the highway. So, there
are various formfactors.

There is a |lot of physical and |ogical security
built into smart cards, and it's inproving every day.

The one point | want to nmake here is that, in fact, the
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way it's being used largely in applications is for
securing and carrying and maki ng portable your
credentials. That is, the sumtotal of all the
credentials that profile you, that's your identity, and |
can carry ny identity, then, in a portable fashion on a
smart card.

A lot of services are available for smart
cards. As | say, thereis alittle conputer in here;
nost of the cards now are noving up to 64 kil obytes of
menory, and lots of conpute power. | can do data
storage, authentication. | can do what's called multi-
factor authentication.

That is, | have PIN access to the card. | may
have bionetric access beyond that. | may have chal |l enge-
response protocols that are handl ed by the smart card, so
| can conbine nmulti-factor authentication to provide
strong aut henti cati on.

Cryptography is performed, digital signatures.
It's an e-wallet, | can carry noney in electronic
fashion, | can carry, as | say, ny profile for ny
identity managenent support. In nore sensitive
environnments, | can have a shared intelligence between
the card and a smart card reader that can be smarter
And so, the conbination of the two can create a trusted

envi ronnent .
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Lots of applications. After issuing the card,
| can still create applications that are new and
downl oadabl e to the card. Lots of advantages. One |
will focus on here is privacy. That is where | put the
control of ny identity, of nmy profile, in the hand of the
user. And through multi-factor and strong
aut hentication, | have strong controls over the issuance
of that identity. And each application can be designed
so that it only accesses the mninmal information needed
for that application out of ny sumtotal profile.

We have conbi ned physical and | ogical bridging
here between the physical world and the | ogical world.
In sone smart cards, hybrid cards, | can have pictures,
can have hol ographic imges that nmake it hard to
duplicate, like changing the color of the noney from
green to sone off-green thing that we're doing with $20
bills.

| can enbed the public and private key pairs
with a public key. Lots of other credentials can be
stored. | can inprint nmy driver's license on the card.
There is a debate about whether driver's |icense should
be a smart card or not. The Anerican Association of DWs
IS going through a harnoni zati on exercise, and there is
obvi ous resistance to using a smart card for a driver's

| i cense.
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There are a nunber of hybrid uses. | could
even put a mag stripe on here, and a hol ographic thing
that could be read by optical readers.

Public key. Here is a very fast tutorial on
public key. Alice creates two keys, Fand G F is
public key, and that's published through a directory. G
is kept private and secret. Bob wants to talk to Alice.
Bob uses the public key to talk to Alice in coded
nmessages, and Alice can be the only one that decrypts
t hose nessages using the private key. Alice, in theory,
is the only one that converts ciphers back to nmessages.

Bot h those channels -- that is, the publication
channel for public keys, and the cipher channel -- are
avai l abl e to eavesdroppers. So | can see, as a bad guy,
both channels. M chall enge then, which mathematics says
| cannot do, is to recover the private key. | want to
guess Alice's private key, know ng those two channel s.

Now, the only thing mssing here is that | want
to make sure that Alice's public key, F, can't be spoofed
by soneone else imtating Alice. And so Alice does a
registration process with a certificate authority, a
wel | -known entity, trusted entity -- in sonme places, even
the Post Ofice, in sone countries, that is -- and the
wel | -known entity, the certificate authority, certifies a

copy of Alice's public key for distribution.
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Two ways that smart cards enter into this
picture. In confidentiality, for encryption, follow the
bounci ng ball here. Bob downl oads the public key of
Alice fromthe public directory. He encodes the session
key that he wants to use with Alice, sends that to Alice.
Alice uses her private key -- the only one that can do
that -- to decode the session key, and then the two can
use that shared session key over a public channel to do
regul ar hi gh-speed encryption.

So, the smart card, carrying Alice's private
key, can do that deciphering step all in a trusted
envi ronment .

If | apply a public key in reverse order, that
is, and let Bob apply his private key to a nessage di gest
that creates what's called a digital signature, Bob is
the only one that can do that, in theory, because he's
the only one in possession of the private key. Alice can
retrieve the public key of Bob fromthe directory, and
can decode, in a sense, the nessage digest, the
signature, can convert it back into what it was
originally, and conpare to make sure that nothing in the
nmessage was al tered.

So, by applying in an elegant fashion -- the
private key first, then the public key -- we have a

di gital signature concept.
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Al of these things that | have descri bed
qui ckly here can be conbined on a smart card. | can do
the PKI, public key infrastructure stuff, | can store

certificates, which are the certified copies of public

keys, | can do the conputation related to public and
private keys, | can do the encryption, | can conbine this
with bionmetrics -- that is, | can use either facial

geonetry or fingerprint or iris scans, or handwiting
dynam cs, that sort of thing, | can store the mnutiae
for fingerprint, and do the |ocal checking of identity,

of bionmetric identity, locally on the card, as opposed to
back at some central point.

Wiy have smart cards then, if they are so good,
not been picked up in the United States as rapidly as in
Europe? Even though we're comng on strong in the United
States, as you will see by current events.

And | borrowed this chart. | have no idea why
that person is doing that snoke thing in the corner
Mist relate to this chart, somehow. Here are a few
reasons why.

First, we have this neat little tel ecomsystem
over which we have been exchanging credit card nunbers
for many years. Traditionally, until recently, we had
very low fraud rates. But what you have already heard is

t hat when we have card not present, or card hol der not
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present, these fraud rates go up dramatically.

No governnent-mandated card. | wll say "yet,"
that's a personal observation. No governnent-owned
t el ephone conpany. Should | say "yet?" And we don't
have a health card, national health card system yet,
either, inthe United States. So those are sone of the
traditional differences between the Land of the Free and
Europe that have, | think, inpeded the growth of smart
cards, but they're com ng on strong.

Any of these market surveys, here is the | atest
one, it shows trenmendous growh in all of the form
factors, and all the dinmensions for smart cards. And
there is a good one you could -- | have given the website
at the bottom here -- it's a very good annual survey
from Schl unberger, one of the smart card providers. They
do an annual analysis of the marketplace, and | just
extracted a few highlights fromthat.

SIM cards in nobile communi cati on and
tel ephones are still strong, but we are seeing the 64-
kilobit cards com ng on. Travel -- the contactless smart
cards for access and travel are increasing by 25 percent.
And JavaCard is getting to be the predom nant operating
environment for smart cards.

Going on this week is the largest, | think, and

nost attractive annual showin the United States for

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

138
smart cards, the Cardtech Securtech neeting going on in
Olando. That's why you have ne. | think I'"'mthe only
guy in smart cards that couldn't afford the flight.

And here are sone of the topics, sone of the
wor kshops that are going on there to show you what's
bei ng highlighted. Bionetrics, anti-counterfeiting,
contactl ess bionetrics, and so on, and interoperability.
Bi g i ssues.

The Departnent of Defense is now distributing
what's called a CAC card, the commobn access card. It's
to be ultimately used in all the mlitary for personal
identification -- that is, for storing your profile,
access to buildings, and applications, encryption,
digital signing, e-wallet functions, and nedical data.

As | say, it's being distributed across the
mlitary now Utimtely, 4 mllion cards wll be
distributed in the first wave. And there is a very
sinmple -- this is nice about the issuance of such a | arge
nunber of cards -- there is a very sinple initialization
i ssuance system based on two systens, called DEERS and
RAPI DS, for distributing these cards.

At the sanme tinme, NIST is involved in pronoting
an interoperability function specification called the
GSC- 1S, the governnent smart card interoperability spec.

The problem historically, is that applications
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have been hard-wel ded to -- readers have been hard-wel ded
to smart cards in a vertical proliferation of market.

And so that's bad, right? Too many parts, and | want
this part to run with that part.

So, the interoperability spec has introduced a
granmar and sone interfaces that will allow applications
to uncouple fromgiven smart cards, if you will. And so,
NI ST has been pronoting that in not only the United
States, but has gone on a grand tour here recently of
Europe, trying to pronote this spec.

The honel and security people are going to pick
up on the CAC card, and are going to distribute it even
further. There are sone highlights about that.

JavaCard, they're going to add nenory. The current CAC
card is 32 kilobytes, and they're going to add a little
nore menory, 64 kil obytes.

They're going to make a two-chip card, so that
| wll have a contactless card in there that all ows
buil ding access in this version. So this is a bigroll-
out in the United States, based on the CAC card.

There is a group called the International G vil
Avi ation Organi zation, |1 CAO They have just recomended,
in Mntreal, in fact, that facial recognition and
contactl ess smart cards be conbined so that | basically

can put a smart card in a passport, | can smle into the
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canera, and pass ny passport near the reader, and the
conpari son can be nade between ny facial geonmetry and the
stored image, just |ike you would be doing with a
fingerprint. They like pictures of people better,
because we're already having our picture taken, instead
of being fingerprinted.

The United States, by the way, now
coincidentally, is also requiring by Cctober of next year
that all foreign nationals entering the country wll
present travel docunents with sonme formof bionmetric
data. They also said they woul d endorse whatever the
recommendati ons are of the | CAO

So if you put transitivity together it tells
you that the United States, by Cctober of 2004, if al
this time line falls in place, will require facial
recognition contactless cards in passports. Just another
formfactor.

And finally, what's going on in Europe? I'n
Bel gium they are rolling out a national identity card
that will contain tax return information, change of
address, civil records. It will provide access to all of
those, it will contain some personal information, health
care information, and so on.

Utimately, the rollout is to 11 mllion

citizens in Belgium Sanme thing going on in Italy, so
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we're seeing smart cards used in the identity nmanagenent
cont ext.

In summary, what | would say is some of the
strengths of smart cards in this identity managenent
context are | have multi-factor authentication, mainly I
have nmy profile, mnmy personal information, in nmy control,
especially given that applications are cryptographically
portioned in this smart card to only access m ni ma
i nformati on needed for a transaction. Thank you.

MR. SILVER  Thanks very nuch, M chael

(Appl ause.)

MR. SILVER Let's nove now to sone genera
di scussi on questions, and | want to pick Alan Paller's
brain, first, with this question. Are the tools we have
di scussed so far sufficient to hel p consuners protect
their information security?

MR. PALLER  Hardball, huh?

MR. SILVER  That's right.

MR. PALLER Let's grade thema little bit on
two criteria. One is are they transparent? | think Rich
Lloyd's word is exactly the right word -- or Toby uses
another termcalled "security baked in."

And we know, from panel one, that if they're
not, they're pretty nmuch irrel evant because if they're

going to make everybody do a |lot of work to use them
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nobody is going to use them W have got hard data on
that, and we know that's true. So that's A

And B is do they do what the consuner thinks
they do? Meaning, do they actually protect? So, | hate
to do this to M. Smth, but his favorite kick-off was
SSL, and SSL clearly wins on the first one, right? 1It's
built into everything, we all know. But does it actually
do what the consumer thinks it's doing? It gets an F on
t hat .

Do you know why? Because although SSL protects
your credit card information as it flows through the
network, when it gets to the place where it's going, the
conpany that put it there bought sone out-of-the-box
M crosoft web server and stuck all your credit card
information on there, ready to be attacked, and no
crimnal is stupid enough to attack your hone conputer
when he can collect mllions of your credit cards from
t he vendors that do e-commerce with you. Which is why
one of the things that Mark didn't tal k about, but |
think is one of the really big things that's a w nner --
and | know we're going to talk about that in the other
panel, | nean, in the other workshop -- is that they have
a programthat forces the nmerchants to encrypt the data.

| f the nmerchant doesn't encrypt the data,

you' ve got no sense in sending your credit card there.
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Now, you don't care, because the nerchants actually have
to pay for the losses, but it's really a pain to have
your credit card stolen, and have to go clean up after
that. So you care enough that you don't want to do
busi ness with vendors that don't neet Visa's mninum
requirenments.

Second one we ought to give a grade to is the
anti-virus tools. They get a very high grade on
effectiveness, A-minus. The only reason they don't get a
hi gher grade is that they mss all the new ones, right?
| Love You got through because it got through before they
had the profiles out. But they get a D or so on
adoption, the Dell data gives you that data. They're
j ust not being used, because they're not transparent,
they're not built in, they're not baked in, so they're a
wonderful tool if we used them but we don't use them
So they don't get a high grade.

Even nore so with firewalls. Firewalls are
very effective, but they're not built in, and they're not
transparent.

| think that the nobst useful thing that's
happeni ng here, in terns of tools that work, is sonething
that actually Dick Cark was the godfather of, and Howard
Schmdt did a lot of the follow on work, which is the

devel opnment of consensus standards. W're not going to

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

144
have governnent - mandat ed standards for security.

But they created sonething -- they hel ped
create sonet hi ng back about two-and-a-half years ago,
whi ch was a gathering of federal agencies and big
conpani es. Boeing, and Ms. Fields Cookies, and Intel,
and | ots of conpanies got together to agree on what safe
conputing was. And because they did that, Dell was able
to deliver out-of-the-box safe configurations.

And just to put that in perspective, do you
remenber Code Red, and how it infected |lots and | ots of
peopl e? Most of the people that it infected didn't know
t hey had the software that was vul nerabl e, because the
vendor had stuck that software in and turned it on
wi t hout the buyer of the software knowi ng. And w thout
consensus benchmarks, there is no way you can get users
to configure the systemsafely.

So, | think the really high grade for this
panel goes to Dell, even though it's the newest one,
because they're doing security baked in that protects us.

The other grade that we will give is a
Gentleman's Cto Mcrosoft. They get As -- in fact,
we're going to give themtwo of the security |eadership
awards in the sumrer -- for spectacul ar new things. But
they get raw Fs in sone other areas, and | just want to

mention a couple of the raw Fs.
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They have just cone out with security
benchmarks built into Wndows 2003 server addition. But
you can't buy an end user systemw th security benchmarks
built in for Mcrosoft. You have to go to Dell to buy
it, and you can't do that yet. But sone tine --

RICH LLOYD: Not ready quite yet, but we're
getting cl ose.

MR. PALLER  Sone tine shortly you will be able
to do that. That's an F. Does that nmake sense? |If they
know enough to serve up the |arge conpanies, they ought
to be doing it for the small -- for the other conpanies.

And the other one that M crosoft gets an A and
an F for, is if you get XP, Wndows XP, and you go
through the installation script, they get an absolute A,
because it asks you, "Do you want to have patches
automatically delivered to your conputer,” and the
default check is yes, as opposed to the default being no.
The default check -- | know this is not okay to the
privacy people, they want opt in. But this is one case
where we |ike the opt out strategy.

So they give it to you, but they nmade a
corporate decision not to do that for all the hundreds of
mllions of conputers that are already out there. Now,
I"mnot |ooking for it on Wndows 95, but Wndows 98,

W ndows 2000, it's absolutely silly not to provide that
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sane kind of service, if only to charge us $10 a year,
the way the anti-virus guys do.

MR. SILVER  Thanks, Alan. Let nme pose a
general question to anyone who wants to take it up, which
is this. Wat incentives are needed, and al so, which
i ncentives already exist to devel op new consuner tools
for protection of information security?

MR WLLETT: Well, if we just see what's
happening in the web today, you will see the evolution,
frombrowsing to information transfer, to what -- the big
hot button these days is Wb servi ces.

And so, | think the incentive is there, by
brute force. That is, we're going to be starting to see
val ue transactions. That is, things that have rea
val ue, real nonetary value, real intellectual val ue,
exchanged nore and nore through Wb servi ces.

St andards are being developed in this area, the
Gasi s Standards G oup, for exanple, is devel oping al
sorts of interoperability | anguages using XM., and so al
the ground work for Wb services is being laid, | think,
correctly. And so, Wb services are goi ng generate val ue
transactions, a forced incentive for us to devel op better
privacy controls and better security controls in that
envi ronment .

At the sane tine, conpanies -- so many
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conpanies -- are basing their life blood on their trust
i mage, on their branding images. So | think there is a
| ot of incentive, fromthe business side, to be good
citizens in the web services environnment, because of the
br andi ng.

MR. MACCARTHY: And if | could just junp in,
fromVisa's point of view, the incentives are for us to
pronote good security practices on the Internet. | want
to thank you for your kind comments about Visa's card
hol der information security, and for those of you who
want to hear nore about it, there is going to be another
sessi on on business tools, and the card hol der
information security programon June 4th. So, it's not
the one that | will be tal king about in this program

But for that program and for the Verified by
Visa program it's Visa's interest in pronoting online
commerce that is driving what we're doing. It has a good
effect for consuners and for businesses, in pronoting
security online, but the notivation is, in part,
pronoting the brand, and in part, good corporate citizen.
But in large part, it's pronoting a channel of conmerce
in which we have a serious financial interest.

MR. SILVER Larry Cinton?

MR. CLINTON: Yes, | would like to divide this

into two different sections, one of which is what Mirk
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just spoke to, and Visa's a nenber of the alliance, and
we're delighted to have them They're one of our great
exanpl es.

We have sone ot her corporations who are doi ng
simlar sorts of things. Nortel, for exanple, who is
attenpting to take their security needs and expand t hem
out to their vendor comunity. And | think that profit
notive is going to be the prinme incentive in finding
nodel instances such as Visa's -- to provide sone sort of
econom c incentive for the current adult popul ation.

And t he business community, | think, is another
thing, and I amjoining Mark on the business panel, and
we should go into that there, because | think there is a
trickle-down effect.

But the second area that | think is really
critical -- and | congratulate the FTC, and we have done
alot of work with Orson Swi ndle and Dan Caprio on this
terrific stuff -- is the creation of the culture of
security. And for that, what we need to do is tal k about
finding the incentives for our school systens to start
teaching the sort of behaviors which will transcend the
t echnol ogi cal advances.

| mean, ny daughter now cones home and is
vehenmently anti-snoking, vehenently anti-drug. | have an

autistic son. But if | get in the car and don't put ny
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seat belt on, he screans at ne, "You put your seat belt
on now." Those of us who are ny age know that, it used
to be nobody would put a seat belt on. You know, a
violation of our rights, and everybody snoked.

Not true anynore. W can change these cultures
of security, but this is not being done, to ny
under standi ng, in the school systemnow. W are putting
conputers in all the schools, but we're not teaching kids
cyber citizenship or cyber security. And | think that we
need to have sonme sort of hand-in-glove situation so that
when we have prograns to get the school system connected
to the Internet, which is a wonderful idea, and get
conputers in the schools, we also give them cyber
citizenship, cyber security curriculum because we need
to grow this culture of security fromthe ground up

MR. SILVER  Thanks. Richard?

MR SMTH Yes. | think the main incentive
for the hone user of getting better security in the
products that they buy are actually incidences. | can
just go down each one. If we |look at Mcrosoft Wrd, it
has better macro-virus protection in it, because that
probl em got out of hand.

We had Qutl ook Security Update cone out after -
- the first one after the Melissa Virus, and then we

| earned that wasn't good enough, and then the second one
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was after the I Love You virus.

So, we have the CD universe case, which has
driven nore on the business side of protecting websites
and information. That's all very reactive, and | think
that's unfortunate. But it's going to be nmuch better if
we were nore proactive about things.

| do think that M crosoft, being the primry
vendor of software that we use in the hone -- however
now, is being nore proactive. W, unfortunately, have to
wait two or three years for it.

| also share Alan's view that it's unfortunate
that the ol der versions of Wndows aren't being
retrofitted with sonme of these sane kind of security
pr ot ecti ons.

MR. SILVER  Thank you

MR. PALLER: Can | throw sonething in?

MR. SILVER  Sure. Before you do, those of you
wi th questions for the panel, if you would go ahead and
l[ine up at one of the mcs, and we will take questions
right after Alan Paller.

MR. PALLER | love the idea of getting to the
kids early. 1In fact, Governor Ridge and the Stay Safe
Online Program at SANS annual ly has a poster contest for
the kids, and they cone to the White House, and they get

prizes, and it's a wonderful idea.
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It ain"t going to change. It is absolutely
essential, we nust do it, but it isn't going to be even a
bullet, a silver bullet. 1t's necessary, but absolutely
i nsufficient.

| think a nore inportant feature that earns
another A for Mcrosoft in Wndows 2003 -- it has the
Nancy Reagan feature, the Just Say No feature. It has a
feature that doesn't allow you to connect your conputer
to the server unless it has mninmum anti-virus settings
and firewal|l settings and other settings -- | don't know
all the settings that are controll able.

But without that kind of technology built in, |
don't think we're going to win just on the training, just
the way we can't win safety in driving just by teaching
kids safe driving. W also have to build safer cars.

And it seens to me we need to build safer conputers, and
things like that Nancy Reagan feature help.

MR. SILVER  Thanks. Ari, were you first in
line there?

MR. SCHWARTZ: Qur part of the roomis
interested in -- and Ed Felten and Marty both raised
simlar questions to what | have, which were about smart
cards. And Alan didn't give a grade to the smart cards,
generally, and Rich didn't tal k about building smart

cards readers into the PCs.
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It seens as though if it's going to catch on
it would be baked in, you're going to try security in
that kind of way. | nean, obviously, there is still sone
security card work that still needs to be done on the
smart card side. But in terns of the readers --

MR, WLLETT: Well, Dell is, of course,
shipping -- there are a nunber of vendors that already
sell card readers with integrated smart card readers in
t he keyboards, so that the whol e keyboard becones a
trusted environnent. And Dell is now shipping one of
those as a base system

MR. LLOYD: Yes | should have nentioned the
smart card reader system and | appreciate the rem nder.
We do see pretty good demand for the integrated smart
card reader, although again, not the demand we woul d |i ke
shifting down into the consuner segnent, which is the
topi c of discussion today. And the reasons for that have
been wel | enunerat ed.

There is also a ot we are doing, froma
m ddl eware and a USB smart card reader perspective, in
terns of bundling in the hardware. So, this is sonething
that, |ike everything else, we're bal ancing the econom c
reality of demand for these things, but also trying to be
at the forefront of the supply curve, putting these

t hings out into the market.
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MR SILVER And --

MR. WLLETT: You can actually have smart card
readers integrated with keyboards with bionetric readers
on the keyboards. So the keyboard is getting to be a
piece of intelligence, all by itself.

MR. SILVER  Next question?

PARTI Cl PANT: We want a grade, though.

MR. PALLER  You want a grade? You get a C,
comng up for built-in, you get an A for effectiveness on
one dinmension, which is that it is the right way to keep
peopl e you don't want out of your systenms. Having
sonet hing that they have in their hand to get on the
system rather than a password, is absolutely essential.

Al of us are noving toit. But it gets to the
sanme problemas SSL, doesn't it, Ari, that at the other
end, the credit card data is in an unencrypted dat abase.

MR. LLOYD: And one thing I would just say, and
you know, you hear this nessage froma conpany |like ours
a lot, but really, standards-based conputing is what w ||
hel p drive some of this stuff.

So, if you want to go back to the previous
guestion, what are the incentives, well, the incentive --
to expose ny private sector stripes even nore -- the
incentive is the creation of value. And the value gets

created as standards are put in place, as Alan said, and
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t hose standards nmeke it easy and affordable for conpanies
to provide wi dely accepted, w dely standardi zed
technol ogy easily, cheaply to the nmasses, and then it
gets adopted quickly.

And that's what we see with an exanple |ike
Verified by Visa, where the creation of value is there.
It's easy for a nerchant to do it, because they nake the
nmoney back in the shrinkage | oss and in the chargeback
loss. So it's a wn for the conpany, it's a wn for the
consuner, and it's a win for Visa. That's the kind of
program we have to have.

MR. PALLER  And they don't have to be
gover nnent - mandat ed.

MR LLOYD: No, it doesn't.

MR. PALLER  The Center for Internet Security
showed, with Dick O ark and Howard Schm dt, that you can
do it with a consortiumof federal and consuner
organi zations and industry groups, and it doesn't have to
be federally mandat ed.

MR. SILVER Let's take another question. Does
that mc work over there?

M5. BAUR Yes. Hi, I'"'mCynthia Baur, fromthe
U S. Departnent of Health and Human Services, and we
actually have a national public health objective to

i ncrease Internet access in the home, and we're al so
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wor king on this concept of a national health information
infrastructure.

So, fromthat perspective, I'"'mreally
interested in this idea of what consunmers or patients or
j ust people searching the Internet for health
information, for exanple, could be expected to do and
know.

And I would like to ground this conversation a
little bit in the denographics of who we know has
I nternet access. And so, if we ook at who is currently
on the Internet, it's still higher education, higher
i ncome, and associated with that, is higher literacy.

And along with |iteracy goes the ability not only to
read, but to understand and do hi gher order thinking and
understand things nore abstractly and conceptual ly.

So, | amreally interested in this idea of what
it is that people can realistically be expected to
understand and do, especially if |I'mthinking about it
froma public health perspective, and the flow of health
informati on over the Internet.

So, | would just like to hear the panelists
comments on that, based in the denographics of Internet
use.

MR. SILVER  Any takers?

MR. PALLER Sure. Two threats. One is | wll
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get wong information, and two is | will have bad things
happen to nme because | go sonewhere where | shouldn't go.
There are probably nore threats, but let's just deal with
t hose two.

If I am concerned about getting bad
information, then we nove into standards for -- just what
Rich Ll oyd was tal king about -- standards for the
websites | go to, and sone testing nethod that | can be
sure that they have their systens configured safely,
according to some benchnarks.

And if we go to "I'mgetting infected because |
go there," that's solved by a re-engineering of the
operating system Mcrosoft has known how to do that for
at | east seven years, they have just consistently avoided
doing the work that they need to do to nmake it possible
for me to go to a website, and if the website is not
known to be on the FTC s trusted list, then I don't allow
that software to get into ny operating systemand screw
nme up.

|"msure there are other threats that you want,
but I don't think education is going to help if a person
is worried about whether their kid is going to die of
cancer. This whole idea of safe use of the Internet --
education just isn't going to be the solution.

MR SILVER  Stephanie?
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M5. PERRIN. Yes, Stephanie Perrin. [|'ve got
actually tw questions, if I can. The first one is what
do you think the inpact of sone of these privacy and
security tools is going to be on trust in the consuners?

Exanmple, | now run Mcrosoft XP -- sorry to
pi ck on you guys again, Richard and Phil -- and | have
configured nmy firewall to block everything going out, or
at least alert nme so | can nmake a choi ce.

Wel |, having worked at Zero- Know edge Syst ens,
it's not Iike I'munaware of how buggy M crosoft's
software is, but I amtruly staggered at how often | get
told that Mcrosoft is trying to talk to itself. And
this makes nme nervous.

And | am not a geek, definitely not a geek, but
| am not a neophyte. So if | am nervous, what about the
grand public out there. That's ny first question.

And ny second question is -- and it's simlar
to the SSL A and F problemthat was brought up a mnute
ago -- with the smart cards. First you ve got a problem
that you really didn't address, how do you get beyond --
and |I'mnot suggesting you should have -- how do you get
beyond the user acceptance, or the concept of an identity
card. That's a big one.

But secondly, the threat scenario noves to the

readers. How do |, as a user, know when it's safe to put
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ny card in a reader, because there will be people getting
me to put nmy card in readers so they can run off, hack ny
card, get into the data, et cetera, et cetera. Right?

Do we have any readers out there?

What ki nd of problens do we get into with w de
scal e depl oynent of smart card systens?

MR. WLLETT: Just a comment, and a nention of
M crosoft there again, too. |If you follow the Palladi um
initiative, and what's called TCG Trusting Conputing
G oup now, and TCPA, and all those other acronyns, in the
whol e industry there is a real shift toward noving trust
and trustworthiness to the client side.

So there is a real focus in the industry on
of fl oading the security fromservers -- or at |east
bal anci ng the security on servers with the client. So
that's a general push.

And | think the other thing to do is just watch
what happens in Belgium or Italy, or one of these
countries that's rolling out national ID cards with
health informati on and so on, and they're having readers
in the honme, in kiosks, in public buildings, et cetera,
massi ve deploynent. It's just a matter of -- there is a
practical environment in which the test limts, the
system desi gn of such a design

But again, in technology, we are pushing toward
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client trustworthiness, and we're rolling out systens
today that should have the right safeguards built in.

MR SMTH Yes, | would like to address the

firewall question. | think this has already come up.
Firewalls are nore -- of all the security products out
there -- are one of the harder and nore techy products to
use.

And what you're pointing out here is, on one
hand, you've got M crosoft XP phoning hone to do an
update, which is a good thing, and it's doing it a lot.
So maybe there is a trust issue there. Wat is it really
doi ng?

And a firewall really doesn't tell you that,
it's just operating at a low level. So at sone level, if
you're going to use a firewall, it's going to require a
hi gher level of training, | think, than sonme of these
ot her products, unfortunately.

MR. VEI TZNER: Thanks. | just have a question.
| want to press any of you who are willing to be pressed
on how we're really going to see nore consuner individua
user-| evel security -- and privacy, but I wll -- we can
| eave privacy out of it for now

And it's based on an observation that if you
| ook at where security is actually devel opi ng, where

there is actually progress, where Al an's grades average
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above a C, as opposed to belowa C, it does seemto be in
what are basically centralized and | arge, but effectively
cl osed networ ks.

So, | think, obviously, what Visa is doing is
terrific. A lot of what banks are doing, the mlitary is
doing -- these are all centralized comunities that are
abl e to make top-down deci sions about doing security, and
able to push them | think rightly, and say, "W're doing
this now, guys, because we have a real problem™

And | | ook at the other side, the consuner
side, and frankly, the Wb side, including the Wb
services side, and these are decentralized networks where
there ain't no one, including WBC, Qasis, or anyone el se,
who is able to say, "Okay, guys, we are doing it now"

As the gentleman fromDell said, certainly
there are standards devel oping at WBC. We have a | ot of
t he foundational XML security standards. Those are
gradual Iy being picked up into Wb services, but | would
enphasi ze the word "gradual ."

And | just wonder what your thoughts are about
whether -- well, | guess | want to express a note of
skeptici sm about whether it's enough to say the market
will sort it out for these consumer-I|evel services.
believe that's the case when Visa has its network to

worry about. | believe that's the case when the mlitary
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has its network to worry about. Wat about the rest of
us, i s the question.

MR. CLINTON. | appreciate the question, Danny,
and | think the answer lies in segnentation. You know,
there is a certain segnent -- the early adopters, the
current users, the people who are not geeks but know all
about how to use a firewall and don't think they would be
classified by the general popul ation as geeks, with al
due apol ogi es.

|"mnot so worried about them They're going
to read stuff, they're going to get on the Net, they're
going to investigate, they're going to adopt the best
avai |l abl e technol ogy. They can afford it.

And then there is -- if | may go back to ny
education pitch. Stay Safe Online and a picture program
at the Wiite House are not what |'mtal king about.

" mtal ki ng about if you want to adopt a
culture of security that is going to be part of the
entire popul ation, we've got to get themyoung, and |'m
tal king about curriculumtaught in the schools. |'m
tal ki ng about reading, witing, and conmputer skills and
ethics as part of our general curriculum That's where
we're going to get this. Because the technology is going
to continue to change. Now, those are the two extrenes.

There is a big segnment in the mddle, which is
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kind of us in the room that |I think is the nore
difficult segnent. And | think, for them vyou' re going
to need a whole variety of things. | agree that nost of
what we're tal king about are the cl osed systens, and
that's pretty nuch what | deal with at the security
al l'i ance.

| guess our best hope for this is the trickle-
down effect, that we are going to be able to have good
education prograns -- and again, going to the next
wor kshop session -- one of the things we're going to be
tal king about is incentives for businesses, and one of
the things that we're finding out is that the npbst cost
effective of all the security interventions that we're
finding in the business community is training prograns.

And we are hoping that when we train people in
the Visa corporate network, they're going to go hone and
be individual consuners at hone, and they're going to say
to their husbands or wves, "Don't do that," "Don't
downl oad that."

So, we're going to have to have a nessier way
to get to that mddle segnent, and | don't hold out
i mredi ate hope. | don't think there is a silver
technol ogy, or a silver bullet anywhere. But that's the
segnment that's going to be tough to get, and |I'mnot sure

we're going to get all the way there.
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MR. SILVER  The last word goes to Anson Lee.

MR. LEE: Yes, definitely awareness and
education is a key to this. And the governnent has a
definite role to play. Because when we, as individual
corporations, try to expound upon Internet security, they
| ook at Symantec and say, "Oh, they're just trying to
sell product."” But when you have the governnment saying,
"Well, this is what it takes to be secure, or to be a
good citizen on the Internet, and these are the steps
that you can take, go ahead and take a | ook at the tools
that are out there and go ahead and nmake your own
deci sion," because when you know what is actually going
on you can nmake a better informed choice of what is right
for you, as you are sitting at honme in front of your
conputer, doing what it is you want to do on the
conput er.

MR. SILVER Well, we have consuned 10 m nutes
of lunch time. But please cone back at 1:00 for panel 3,
and | want to thank this panel for a very informative
di scussi on.

(Appl ause.)

(Wher eupon, at 12:11 p.m, a luncheon recess

was taken.)
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