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PANEL 1: CONSUMER TOOLS FOR MANAG NG

THE COLLECTI ON AND USE OF PERSONAL | NFORMATI ON

M5. LEVIN. We appreciate very much your taking
the tinme out of your busy schedule to cone today. Just a
coupl e of nore housekeepi ng announcenents before we begin
wi t h panel one.

First of all, we will have a brief five-mnute
guestion and answer opportunity before the closing of
every panel. |If you have a question, a specific question
you want to address to the panel, we ask that you go to
the center mc in the mddle aisle, and we will take
t hose questions at the end of each panel.

Secondly, because we're really tight on tine,
we're going to try and adhere as nuch as possible to our
schedul e, and it may nean cutting short sonme of the
breaks, but since we have food right near by, we're
hoping that you will just go out, get a quick
refreshnent, and come back in so that we can resune our
panel s on schedul e.

And then | also want to give a special thank
you to our sponsors for the refreshnents today, including
Ernst & Young, the Internet Security Systens, Mcrosoft,
Contast, and The SANS Institute. Thank you agai n.

One nore announcenent, if you have anything you

would i ke to add to the workshop record, we will keep
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the comrent period open until June 20th, which will be
several weeks after the second session. So, if you have
anything you would like to add, we | ook forward to
recei ving your comments. Comments will be posted on our
Web page, as well.

kay. Wth that, let's begin. Panel one is
going to address the consuner tools for managi ng
col l ection use of personal information. W're going to
| ook at technol ogi es past, present, and future, and sone
of the challenges, barriers, and incentives for those
t echnol ogi es and the rol e technol ogy can pl ay.

" mgoing to quickly introduce our panel.
Their bios are in your folders. To ny right -- your |eft
-- Stephanie Perrin, with Digital D scretion; Lorrie
Cranor, wth AT&T Labs; Brian Tretick, with Ernst &
Young; Al an Davidson, with the Center for Denocracy and
Technol ogy; ny col | eague, Janes Silver, who wll be
assisting ne today; Marty Abrans, the Center for
I nformation Policy Leadership; Danny Witzner, Wrld Wde
Web Consortium Ruchi ka Agrawal, with El ectronic Privacy
| nformati on Center; Brooks Dobbs, with Double dick; and
Philip Reitinger, with Mcrosoft Corporation.

Al right. Stephanie, will you kick off our
panel with your historical overview? Stephanie brought

wi th her today from Canada a poster which sone of you may
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recall fromthe workshop at the Departnent of Commerce
sonme years ago which the FTC co-sponsored, regarding
technologies. [It's nostalgic. | think it's nmenorabilia
that will be extrenely valuable in the future. Thank
you, Stephani e.

M5. PERRIN. It will go on the record.

M5. LEVIN.  We should put this on the record.
W will make a slide of it to put in the record.

M5. PERRIN. Thanks very nuch, Toby.

M5. PERRIN. | would like to just thank the
Center for Information Policy at Hunton & WIllians for
hel pi ng me get down here from Mntreal

| have 10 mnutes. And if you have counted the
slides that you will see in your package, they wll
probably take ne an hour. So | will be trotting through
these slides very, very quickly. If you have questions,
pl ease save them for the break

| think ny job is to cover a couple of things:
a history of the | andscape of how PETS evol ved --
privacy-enhanci ng technol ogies, that is -- sonme sinple
definitions, and basically, what do consuners want froma
PET? What are the real market drivers that make PETS
succeed in the marketpl ace?

| was the chief privacy officer at Zero-

Know edge Systens for a couple of years, and we had great
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privacy-enhanci ng technol ogies that did not sell. So |
t hi nk we can speak about what sells and what doesn't
sell. W were in good conmpany back in the dot-com boom
years.

As for the slide regarding the com ng threats,
|"msure we won't have tinme to get to it. W can discuss
that in the privacy -- in the question period.

| was working in the federal governnent in
Canada for about 21 years on privacy and security and
information issues. And we started havi ng workshops such
as this on privacy-enhancing technologies in the early
1990s, subsequent to sonme OECD neetings on the sane
topic. And part of the tension was that privacy had
al ways been addressed as a | egal issue, as sonething that
you |l egislate. And the legislators were not talking to
t he technol ogi sts.

Now, | cone from a technol ogy departnent in the
federal governnent, and |I should add here that | don't
speak for themat all, of course, ny views are ny own.

So is this history.

But the problem of course, was the | awyers
woul d be setting up | aws, and denmandi ng certain things
that the technol ogy could not deliver. The signaling
system was not designed with privacy in mnd. So that

| eads you to two concl usi ons.
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Nunber one, when you're designing systens, you
shoul d be aware of the |legal requirenents, or the
consuner expectations, or the policy expectations,
whether it's legislated or not, and that has to enter
into the design phase. So, that dial ogue between
technol ogi sts and policy people has to start early.

And secondly, the technol ogy which was vi ewed
as a great threat to the human right of privacy doesn't
have to be a great threat. It can also be an enabl er and
a facilitator. And it's the only way you do good
security, so you have to recognize that what can give you
security can also be a part of the privacy | andscape.

So, at the tinme, in the 1970s, when privacy
| egislation arrived, government was seen as the principal
threat to privacy. Then we went through a period where
t he market pl ace was seen as the principal threat.
think we're probably getting back to governnent being
seen as the principal threat nowadays, but that's a topic
for anot her day.

The technol ogy was definitely seen as enabling
surveillance, and how to make the technol ogy nore
consuner-friendly, nore sensitive to the need of
i ndi vi dual s was the push.

We, in Canada, have a very active privacy

conmi ssioner in the province of Ontari o who has been keen
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on PETS since she first started comng to these early
wor kshops. And she released, with the Netherl ands
privacy conm ssioner, a ground-breaking report in 1995 on
privacy-enhanci ng technol ogi es, "The Path to Anonymty."

Since then, we have noved away fromthis
concept of anonymity as being fundanental to PETS. But
that's how it started. Now, | amgoing to skip rather
qui ckly through these.

This slide skips over the structural problens
that I ead you to want to redesign the technology to
enabl e privacy. W had lived through caller ID-- 1 wll
speak for a noment about that. Caller ID was mapped out
on the world without anybody really thinking seriously
about how to suppress, for those who absol utely needed
t heir nunber suppressed.

And after it hit the marketplace, places |ike
clinics, doctors who were perform ng abortions, wonen's
centers | ooking after wonen who were being protected from
donestic violence, police, all kinds of people, cane
forward and said, "Hey, you can't release ny calling
nunber." Then there was a retrofit on the system Ckay,
we wll do this call block

And 1-800 nunbers, of course, never had the
call block, because that's central to the signaling

system We have the sane thing now with 911 enabl enent.
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So, there was then a tension. And that tension
persists today. Security people tend to want to gather
this data. Privacy people tend to want the systemto be
designed so that it is not captured. And when | say
"this data,"” | nmean transactional data that rel eases
i nformati on about the individual.

But that was one of the first fights. And the
Caller ID blocking was a patch-on. PETS, since then,
have been trying to get integrated into the
infrastructure earlier. And these are a few exanpl es of
some of the reasons why you m ght want them copyright
managenent systens being, of course, pretty inportant
ri ght now.

| amgoing to skip briefly through these. The
original PETS that surfaced in the early 1990s tended to
focus on anonymty, such as the anonynous el ectronic cash
rolled out for anonynous road tolls.

" mnot sure how the road tolls run here now,
now that they're really quite comon currency. But there
tends to be transactional data gathering. Digicash
enabl ed the noney to be peeled off securely and
authentically at very high speeds w thout capturing
consuner information.

Anonynous websurfing, certainly Zero-Know edge

was in that category. W had all kinds of encryption
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services, which | have to say, how many peopl e use
encryption in their e-mail today? Very, very few And
that's after, really, a good 10 years that it's been
commonly avail able on the marketplace. | don't use it
nyself. Way? It's too hard. Doesn't work. Crashes ny
system Anyway, we won't go there. There is another
slide on why consuners don't use PETS.

O her tools started to nove in and be wel coned
as privacy-enhancing technol ogies. And then, of course,
privacy advocates, as is our want, tended to start
bi ckeri ng about what was a PET and what wasn't a PET.
l"mnot sure that's a profitable dial ogue these days. W
have got a lot of problens to solve. So we should maybe
get on with it.

But | think it is true, for the purposes of
definitions and figuring out what you're going to roll
out and what you're going to focus on, you have to
understand how big a job a tool is doing.

Into this discussion, of course, was the
concept of PITS, privacy-invasive technol ogies. Many
security tools, if they have not been designed with
privacy in mnd, or privacy enablenment in mnd, tend to
be very intrusive. They can be made nore privacy
friendly. You can encrypt your bionetrics, so that it's

a one-way function, so that you don't have a gi ant
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dat abase of people's bionetric identification.

You can enable themso that all of the
communi cations is securely encrypted, so nobody can lift
this stuff off. RF devices should be designed so that
you can turn themoff, although nmy betting is they never
will be, because if you do that you defeat sonme of the
crinme control aspects of them

| think | have probably about one mnute left,
ri ght Toby?

M5. LEVIN. We will give you two.

M5. PERRIN: Two? Thanks. Well, | will just
skip through here. 1'mgoing to skip what a PET is. [|I'm
going to skip the boomyears. You can |ook at that
poster that | brought fromthe workshop two years ago,
and see how many are still alive.

VWhat do people want? It's got to be easy. It
has to have no additional consumer burden, no | oad.
People want it for free. They want it bundled with their
products. They don't want to be nickeled and dinmed to
death. And people don't understand the threat and the
potential harm As we heard a second ago, kids don't
know t hey shouldn't put their tel ephone nunbers up on the
Internet. They don't know the basics. And that's
nor mal .

| mean, you still have to train your kids not
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totalk to strangers in weird places, and that they
shoul d be honme at night instead of out at 2:00 in the
norning. You have to train each generation about IT, and
we are really the first generation that's training about
IT. So this shouldn't surprise anyone.

But you're not going to sell sonething if
peopl e don't understand why they should use it. And
peopl e cannot understand the data flows. In fact,
privacy experts, security experts, and information
experts can't understand the data flows. So that's one
of the hardest things to understand, where the data goes
and shows up, and who can access this, howit can be
used.

Now, here are the market drivers list, and |
woul d just |leave you with this parting thought, that if
we want privacy to be ingrained in the system we've got
to create drivers. Legislation is going to start pushing
things in the health sector, because there are sone
strong requirenents there for security. Security and
privacy ought to go hand in hand, and not be opponents.

Sonme of this enforcenment action is driving it,

just at the tort level. Custonmer trust and danage to
brands. Smart conpanies -- |I'mlooking at R chard
Purcell here, | love to tease him-- but Mcrosoft

eventually realized they had to do sonet hi ng about
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security and privacy, and so went forward and started to
doit. Brand is inportant.

And I will just close on this final note. The
security benefits of having | ess personal information is
not sufficiently recognized. And with this thrust now
for critical infrastructure protection, there is a drive
to get nore information about who is doing what to whom

Leavi ng personal information around ought to be
t hought of as |eaving a bucket of cash, because it's
sal eabl e, organized crinme is interested init, the
terrorists are interested in it. You want to protect
that like cash. So if you can find a way to avoi d having
it, through a PET, that's a good thing. You can get the
bonus of the use of the data, and nake it di sappear
afterwards. That's a great thing.

| will just cursor through. There we are.
Thank you very nuch

M5. LEVIN.  Thanks, Stephanie. Excellent.

(Appl ause.)

M5. LEVIN. As you have probably already
observed, we have included the slide presentation copies
in your folders, so that you can review that information
and it helps our presenters to skimthrough it faster in
their oral presentation. But there is a lot of inportant

information in those slides, so -- good foundation.
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Ruchi ka, woul d you give us a summary of your
perspective on what constitutes privacy-enhancing tool s?

M5. AGRAVWAL: Sure, though | want to start off
by giving you an intuition behind PETS. And basically,
we use PETS all the tinme: cash, Metro cards, postage
stanps. And the intuition behind it starts with a
guestion of when is data collection absolutely necessary
to conplete a transaction or a comruni cation?

And so, with that, we start off with defining a
framework for PETS, where PETS elimnate or mnimze the
coll ection of personally identifiable information. And
we have tons of exanpl es.

St ephani e nenti oned websurfer anonym zers.
Anonynous publication storage services all ow speakers,
| nternet speakers, to publish anonynously, and it

respects First Anendnent rights. Anonynous renailers

all ow users to e-mail, or post in user groups
anonynously. Blind signatures -- what Stephanie was
tal ki ng about, one-way functions -- permt a host of

transacti ons wi thout being personally identified.
Digital cash, anal ogous to physical cash, don't |eave a
trail of personally identifiable informtion.

Digital tickets authorize -- we can appeal to
the real world. An exanple of this when you go see a

novie, a novie ticket authorizes you to see a particular
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showi ng of a novie. And so digital tickets can serve the
same function

Pre-paid smart cards, if done right, they don't
have to leave a trail of personally identifiable
information, and there is a host of other exanples.

We note that PETS are the way to go, and we
observe certain characteristics. One | already
mentioned, that they Iimt the collection of personally
identifiable information, they enable conmunication in
commerce, the don't facilitate the collection of
personal ly identifiable information, they don't force
users to trade -- Internet users -- to trade privacy to
participate in commerce or comunications, and they don't
treat privacy as a business commodity.

We al so note that PETS offer a rich area for
future research. There is -- as Stephani e already
mentioned -- with security, digital rights nmanagenent,
freedom of expression, conputerized voting.

And we close with saying that the critical
point in the adoption of PETS is to nmake it |ess
important for users to understand. | mean, and the nodel
we note there is SSL, which is the secure socket |ayer,
whi ch was wi dely adopted, which was al ready bundl ed into
your Netscape Navigator, for exanple. Users don't have

to understand it, it's already part of the system And
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that's the key requirenent, we think, to the successful
adoption of PETS.

M5. LEVIN. Ckay. We will come back and talk a
l[ittle bit nore about what's been widely used in the
mar ket pl ace and what hasn't in just a mnute. And we
would i ke to follow up with Ruchi ka regardi ng sone of
t he exanpl es you have given

But, Marty, would you add to what she said, in
terms of your views of what constitutes privacy tool s?

MR. ABRAMS: Well, | have been given three
mnutes to say that it's not just about online, it's not
just about the collection of information, that there are
ot her basic privacy principles that we need to think
about .

To me, the nost inportant is awareness, or
transparency, the fact that we can see clearly how
information is going to be used, not just that it's being
collected, but howit's going to be used, and the
protections around that information. And also, that
there are technol ogi es that are enhancing parts of what
it means to practice good privacy.

For exanple, in the United States, where
accuracy of information is inportant, we give people
rights to access that information, |ike the Fair Debt

Col l ection Act, Fair Billing Act, Fair Credit Reporting
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Act .

And the technol ogies, actually, that are com ng
online have facilitated consunmers' exercising those
rights nmuch nore easily. | can go to Citicorp and get a
downl oadi ng of this nonth's account, last nonth's
account, the nonth before, the nonth before, so | can see
if, indeed, there are issues related to the accuracy of
that information. And technology has facilitated that.

So, | think that thinking about this as a
conference on PETS is probably inappropriate in a world
where we need to think about both online and offline
privacy. | think we should think about PETS as privacy-
enhancing tools, and that they are nmultiple tools that we
can use.

Now, all of these -- you know, I'mnot nuts --
all of these things in the electronic world have to be
coupled with the appropriate |evel of security. And we
are still working on what it means to have the
appropriate | evel of security.

If I amgoing to go and downl oad ny account
information fromthe Internet, | have to have appropriate
| evel s of security so | can, indeed, gain access to that
information safely. But | think we need to think in a
broader termthan just sort of the traditional definition

of PETS that was put on the table by ny distinguished
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col | eagues.

M5. LEVIN. In the exanples that Ruchi ka gave
of anonynous tools, and other tools that are in the
mar ket pl ace, whi ch ones have succeeded and whi ch haven't,
and why? Let's see if we can learn nore about that. And
Alan, if | can throwthe ball to you to start us off?

MR. DAVIDSON: |'m not Paul a Bruening, by the
way, and that's not ny pseudonym either. 1'm channeling
Paul a t oday, though.

My first project when | was at CDT was wor ki ng
on what | considered sort of the nother of all privacy-
enhanci ng technol ogi es, which was the liberalization of
encryption technol ogy, which | think counts as a success
inalot of ways. It was the enabler of a |ot of other
technol ogi es that we're tal ki ng about today.

A few words about P3P, which |'m sure we wl|l

tal k about nore, as well. But | was going to quote -- to
par aphrase the sixties rock band, The Mnkees, |'ma
believer. 1 think we're still believers.

And P3P is a first step, it's a nodest step
Peopl e know this, but there are sone notabl e successes,
think particularly in providing transparency in the area
of cookies, for exanple. | nean, there are sone notable
successes -- the adoption of P3P widely -- is sonething

that we can point to
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There have been di sappoi ntnents, and there are
a lot of lessons learned fromthe P3P experience. Lorrie
Cranor has witten about this, others have tal ked about
it. | amsure we will talk about it nore, but slow
adoption rates, difficulty in ternms of users
under st andi ng t hese systens.

There have been di sappointnments in other places
in the market. The anonym zer tools, sone of the tools
t hat Stephanie ran through, we have been, frankly,
di sappoi nted that they haven't succeeded. And Stephanie
gave a nice run-down of sonme of the market factors that
play into that.

| would just say that | guess a bottomline is
that we still are back to -- if you ask why this has
happened, | would say that we're still back to what we
sort of call the holy trinity around our office of
privacy, it's technology, it's also industry best
practices and self regul ation, and baseline regul ation.

And together, we need all of those things,
because if you | ook at the question of how -- where the
incentives are going to be to adopt these tools, a | ot of
them conme fromthose other places. It's an iterative
process, where the tools create greater visibility, which
drives sone of these other areas. But at the sane tine,

t hose other areas may be what drives the tools.
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And anyway, it's not a silver bullet, there is
not an easy answer. But | think that we would say al
three of these things need to be | ooked at together.

M5. LEVIN. Danny, |I'mgoing to ask you to
follow up with that, again, focusing on the issue of
what's been adopted and what hasn't, and why.

MR VEITZNER. Well, | think it was
particularly interesting to hear Stephanie give the |ong
list of privacy-enhancing technol ogies and note that nost
of themjust didn't quite cut it.

And | think the ones that have cut it, even in
the areas such as anonynous browsing, | think what's
goi ng to make anonynous browsing work is that, nore and
nore, it will becone part of the infrastructure. People
are figuring out howto offer it for free.

Now, | think anonynous browsing has, in fact, a
relatively small place in nost people's online Iife, and
that's for two reasons. And | would broaden that to say
that I think that mnimzation, while a critical privacy
principle, in the world we live in, | think is the
coequal principle of transparency. | think those are the
two inmportant principles. And | think to rest too nuch
hope on mnimzation is, frankly, to ignore many of the
real problens we face.

| don't think that there is an either/or here,
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but I think there has been a traditional enphasis in the
privacy community, frankly, on mnimzation. And that's
under st andabl e for many reasons. But | think that we
have to | ook around us at the world that we're in, and in
fact, at the kind of interactions that people want to
engage in online.

The gentl eman from DHS s daughter who wanted to
make her phone nunber avail able, now, |I'm sure she got a
good education in talking to her sister and her father on
that subject. But people do actually want to comruni cate
a fair anmount about their identity. They want to be
found, in many cases, as much as they sonetinmes don't
want to be found.

And we have to acconmmpdate and recogni ze the
fact, as we build these systens, that the production of
culture requires the exchange of identity. Comerce
requires the exchange of identity. Politics -- we talk
about First Amendnent rights -- politics requires the
exchange of identity. |It's certainly vital to have the
right to anonynous political speech, but | think we would
all agree, if all political speech was anonynous, it
woul dn"t be worth a whole |ot.

So, | think we have to | earn how to pay
particular attention as we nove forward, to notions of

transpar ency.
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But | got off, Toby, so | want to cone back to
what | think -- the kinds of things that | think can
wor k, and don't work. What is clear is, | think, is that
i ndi vi dual consuners are not prepared to shell out a | ot
of noney or a lot of tine or a lot of attention in order
to protect their privacy. Ruchika said, and Stephanie
alluded to it, we have this long list of services that
were either too expensive or too hard, or just took nore
than a glimer of soneone's attention to actually use.

And | think that -- so | think that the answer,
in general, whether we're tal king about the traditional
PETS that are about m nim zation, or whether we're
tal ki ng about technol ogies |like P3P -- technol ogi es based
on P3P -- that enhance user control, that enhance
transparency and choice, these have got to be built
deeply into the infrastructure.

| have a bias here. The organization |I work
with is about creating infrastructure standards for the
Web. The reason we have put so much energy into P3P is
that we believe that if we build the ability to have
better transparency into the Wb so that it's a baseline
feature, so that it's in the major browsers, so that it's
nore and nore in major server products, it will be easy
to depl oy, that people don't have to spend as nmuch noney,

they don't have to spend as nuch tinme on nmaking it work.
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That's going to be the key, is making these
services virtually free, at least to the consuner, and
wi dely enough used that it makes business sense to pay
attention to them |If we have 10 standards out there
about how to do transparency, the cost, both to consuners
and to busi nesses woul d be overwhel m ng and t hey woul d
never get anywhere.

| think the same kind of thing is true when you
| ook at services that enhance m nim zation, such as
online browsing. W have got to devel op conmon
standards. W have sone very basic encryption standards
out there that are inportant, but we're so far from being
able to facilitate a degree of anonymty in browsing that
al so, for exanple, facilitates the delivery of the
product you actually found and want to buy.

W're so far fromthat, we could get nuch
closer to that, but it's going to require an awful | ot of
wor k on conmmon standards and conmon approaches. | think
we can acconplish a lot, but we have got to nake these
t hi ngs, as Ruchika said, virtually invisible, requiring
only a glimrer of understanding of users.

M5. LEVIN. |Is the fact that it has to be easy
to use and inexpensive, or virtually free, nean that
consuners don't care about privacy?

MR. VEITZNER No, | think what it neans, very
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sinply, is that it's a classic problemof externalities.
In any given transaction that a consunmer engages in --
and this is true online or offline -- the choice you have
is whether to spend extra tine right now, extra
attention, extra resources of yours, give up
opportunities that you m ght have otherwi se, in order to
gain some intangible -- seem ngly intangible -- privacy
benefit that's off in the future.

The cost, if you look at it in crass economc
terns, of privacy to users, is the long-termprofiling
goes on, the long-termintrusion. That cost is not
evident in an individual transaction. | think that's why
we see, inthe US , with, I don't know, 37 states that
of fer the opportunity not to use your social security
nunber as your driver's |license nunber, the usage of that
option is tiny. It's -- and it's sinply because peopl e,
| believe, choose -- are not presented with the long-term
costs and the long-terminplications.

So, we have to, therefore, turn that around a
little bit. 1 think that part of what's so critica
about transparency, | would say nore than mnim zati on,
what's so critical about transparency is that it hel ps
create both the individual awareness of the actual cost
of putting your phone nunber on the |IM nessage, or

di scl osi ng your name, or doing whatever else, it helps

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

46
the individuals to be aware of the cost.

And | think it also creates a very inportant
soci al feedback mechanism People do need to understand,
and need to internalize beyond just, you know, guidance
from DHS, which will be valuable, but people need to
internalize, in a direct way, the costs of disclosing
personal information. And it is only with that, and it's
only once people understand that, | think, that we wll
get the kind of regulatory response that Al an di scussed,
and find the right bal ance.

People sinply are not aware of what's
happeni ng, and we need to help that to happen.

M5. LEVIN. Ckay, Marty, why don't you --

MR. ABRAMS: | disagree a little bit. W have
| ots of teachable nonments. We all know that consuners
are nost responsive when they're at the teachabl e nonent.

I n ny househol d, the teachabl e nonent cane when
my son unintentionally brought spyware into the house
Wi th nmusic on our hone conputer. And | think that it's
not just about noney, it's about the inner -- it's the
way software operates together, it's the ease of putting
the software on, it's the ease of making the software
wor k.

| can tell you that our system supervisor

graduated from high school and went off to college, that
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there are nultiple advanced degrees in ny househol d, even
with himoff at college, but none of us could nake the
software that was supposed to nake our conputers nore
secure work the way our househol d needed the conputers to
wor k.

So, it's not just about noney --

MR. VEITZNER: | think you could, | think you
didn't choose to spend the tinmne.

MR. ABRAMS: Oh, Danny, |I'mnot an idiot.

MR. VEI TZNER Oh, | know you're not an idiot,
that's why | think you could do it.

MR. ABRAMS: Danny, | amnot an idiot, ny wfe
is not an idiot. W have a hone network with four nodes.
That's just the way our household has to work. And I --
you know, | dispute you when you say that between ny wife
and I, with the amount of tinme we had to dedicate -- now,
sure, we could go and take a class, sure, we could, you
know, go off and spend all of our tinme doing this.

But we need the technol ogy, to be honest, to
work the way Richard Purcell has tal ked about in the
past. It needs to work easily, it needs to work. W
need to take advantage of those teachable nonments. When
consuners put software on their conputer, it has to work
the way a toaster does.

M5. LEVIN. Alan --
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MR. ABRAMS:. You put the toast in, and it pops
up.

M5. LEVIN. But Alan also pointed out the role
-- that technology is one piece, and he nmentioned the
role of best practices, and also a |egal framework. Do
you need that to couple with technol ogy, or can
technol ogy do it al one?

MR. ABRAMS: | have never been opposed to good
privacy |law, good security law. | say -- | have often
said we don't know quite yet howto wite that, and we
shouldn't wite law until we know how to put it in place.

But | go back to the basics, and sone of the
basics are that people need to -- when they're at that
poi nt where they di scover the need for a service or
product -- and | see security and privacy as a product --
it needs to be easily usable by the consuner. W need to
build that into the products, and make that as sonething
t hat makes the products nore market abl e.

Sure, we need to govern the way data is
collected in certain instances, we need to have an
infrastructure, but | think that's a cop out to say that
it's the legal infrastructure that gets in the way of
sol ving the problem

MS. LEVIN. Can we get sone comments from

ot hers on the panel, who would like to -- Brian?
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MR. TRETICK: Yes. | think two of the nost
preval ent privacy-enabling techni ques that are used today
are screen nanes, |ike your ACL screen nane, your NMSN
screen name, which disguise your true identity, while
all owi ng you to do things and be contact ed.

And the other is, | think again, one of the
nost preval ently used technol ogies that's privacy-
enabling is Internet Explorer 6.0, which, you know, | ooks
at sone of the P3P conponents that we will talk about
shortly. But it's there, it's on, and operati ng.

| think then, two very preval ent tools that
busi ness offers, | think the nost widely offered tools,
are opt ins and opt outs. And while those don't
necessarily Iimt collection, they could limt use and
di scl osure. So those already exist today. Those aren't
necessarily technol ogies. Technol ogies have to be there
to drive them but those are there, as well.

M5. LEVIN: Good additions. Al an?

MR. DAVIDSON: | was just going to say, you
know, if you look at -- even at these exanples that Brian
just gave, | think our greatest successes have been where

the transaction costs are | ow, where tools are being
built into other products that people are already
adopt i ng.
And maybe that tells us sonething, which is
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t hat maybe the greatest success story, in sonme ways, of
privacy-enhancing tools is its effect on what we're
supposed to be tal king about later in the day, its affect
on architecture, which is the fact that this has nmade
people start to think about how to build privacy
enhancenment into other products, other tools.

| don't know where you draw the |ine between
what's a -- maybe Stephanie will have an answer for us
about where you draw the |ine between a privacy-enhancing
tool and a change in the architecture or a change in the
current product.

But if it's true, as Ruchi ka says, that
consuners really need this to be easy -- and | think that
that is true -- the best way to make that happen is going
to be to change the products that they' re already buying.
And that's happeni ng.

M5. LEVIN. Lorrie?

M5. CRANOR: Well, one of the problens that we
have is that, as technologists, we don't fully know how
to build these things so they just work. And | think a
panel this afternoon will talk about that sone.

SSL is a good exanple, that it was given that
it just works. Well, actually, it only sort of just
wor ks. The part about encrypting your data just works.

But one of the roles of SSL is it's supposed to
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authenticate, it's supposed to make sure that when | go
to, say, Amazon, with the idea of giving themny persona
information to buy sonething, it's really going to Amazon
and not sonebody else who is actually stealing ny
information. And that part of SSL actually doesn't work
unl ess you're a pretty know edgeabl e consuner. And so,
that's a probl em

Anot her quick point is that | think it's
important to | ook beyond just this online environnent
when | ooki ng at PETS, and to | ook at the design choices
in general. Another thing that was brought up was cards
and toll systens. Well, you know, in this country, we
typically don't have a public debate when we build a tol
systemas to, well, should we nmake it an anonynous system
or not, you know. Usually there are so many ot her
factors that get in there, and that gets | ost.

And you know, a transit system the D.C
transit systemis, nore or |ess, an anonynous card
system The New York one is definitely not. They do the
same thing. There is no reason why they had to be built
differently, but they were.

MS. LEVIN. Ckay. Anyone else want to conmment
on how to use these tools? Yes, Ruchika?

M5. AGRAVAL: Well, | just wanted to conment on

-- | feel that there is consensus up here that the
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i mportant thing about PETS is to make it |ess inportant
for users to understand it. But | notice an inherent
contradiction when you conpare that with a technol ogy
that's supposed to enable user control. | nean, that, to
me, is a contradiction, and | was hoping for a resolution
of that.

M5. LEVIN. Can you clarify? Are you

suggesting that the tools, by definition, need to all ow

for user control ?

M5. AGRAVAL: Well, like, P3P, and I think
Danny has a comment, because -- what | nmean is P3P is
supposed to enable user control. But at the same tine,

we' re acknowl edgi ng that an inportant aspect to
successful adoption of these tools is to nake it |ess
important for users to understand the tools.

But if you're trying to get the user to use
this particular tool to control their transactions, |
mean, it's actually nmaking it nore inportant that the
user understands it.

M5. LEVIN  Ckay.

MR, VEITZNER | think that there is a
di stinction, perhaps, between understanding tools at a
technical |evel, and understanding the results you are
trying to achieve. |If you expect that people are going

to use anonynous browsing, they would only use it with
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t he expectation and understanding that their identity
woul d be shielded in a certain way.

When technol ogi es, conmputer technol ogies, or
toasters, or anything else, work properly, people
understand how to get the results they want, and don't
have to think about how they function.

| think, no doubt, we have seen, even in the
early evolution of P3P inplenmentations, in fact, a
transition towards the, | think, Ruchika, what you cited
as the success of the SSL nodel, that people see that
little lock and key, or they don't.

And Lorrie, | think correctly, points out that
peopl e may actually inpute the wong neaning to the
presence of that key or not, but nevertheless, it
provi des a degree of assurance. It allows people to nake
what conputer scientists call a kind of a tacit
judgenent. It's sonmething you see there, you say, "Okay,
"' m happy.” You don't have to do what Marty's child
evidently did, which was to get under the hood and nmake
t hi ngs work properly.

That's clearly, | think, where we all want to
get. | don't think that there is really any
contradiction here if you understand that what we're
trying to do is enable people to have a certain kind of

experience, and give themcontrol over the experience.
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Whet her that control is in the formof limting
i nformati on al together through anonynous browsing, or
it"s in the formof nmaking sure that you only provide
personal information in certain contexts.

The point is that people need to achieve the
result they want w thout worrying about how it actually
happened. That's what technol ogy ought to do for us.

M5. LEVIN. And so, Ruchika, if I'mright,
you' re saying that consuners need to understand what the
t echnol ogy does for themin order to nmake some deci si ons
about it, need to have sone | evel of understanding of how
to use it, and why use it, but not need to know exactly
how it works?

M5. AGRAVAL: Well, | think there are multiple
| evel s here. And | nean, Stephanie nentioned in the
begi nni ng that people don't understand data flows. |'ma
technol ogist, and | used to work for a financial firm
and | did all this e-comerce stuff, and | did not
understand the data fl ows.

| nean, people generally don't understand data
flows. And the second | evel is understanding the
technol ogy behind it, which is why we keep saying that
it's just inportant that they're built in, like seatbelts
are inacar. |It's just there and you use it, it's just

| ess inmportant to understand.
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M5. LEVIN. That's a perfect segue into our
di scussion on P3P, which is a technology that is designed
to hel p consuners understand a whole |lot of information
in a very automated kind of way, and | think bridges that
di scussi on of education and technol ogy, and policy.
And Lorrie Cranor is here to -- | don't know if

she will object to ny referring to her as one of the

not hers of P3P -- but is here to give us an overview on
its status. And then we will launch into a discussion
about it.

M5. CRANOR: Good norning. | amalso going to

go rather quickly through ny slides, but you can read the
details on your own.

P3P, for those of you who are not famliar, is
a standard that was devel oped by the Wrld Wde Wb
Consortium And basically, it's a way for websites to
take their privacy policies and put theminto a conputer-
readable format. And the idea is that once they are in a
conput er-readable format, we can build tools for users,
typically into a web browser, that will do sonething
useful with that privacy policy information.

' mgoing to skip over all the pieces of P3P.
What is probably nost interesting about P3P, for people
who are not famliar, is what you can actually learn from

t hese conputer-readable privacy policies, and here is a
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l[ist. You can take a |ook at of sone of the main
features. There is actually nore details under each of
t hese categori es.

P3P supports the creation of P3P user agents.
And these are software tools that can actually go and
read the P3P policies and do sonething useful for users.
| amgoing to tell you about a few of themthat are
currently avail abl e.

There are P3P user agents that are actually
built into the Mcrosoft Internet Explorer 6 web browser,
and the Netscape Navigator 7 web browser. It just cones
with those web browsers. Users don't have to do anything
to get them

These browsers basically focus on one aspect of
P3P, sonething called a conpact policy, which is used to
describe the privacy policies associated w th cookies.
And when a website tries to set a cookie, these browsers
will automatically take a | ook at the P3P conpact policy
associated with that cookie, if it has one.

And actually, the default setting on IE6 is
that if there is a cookie that's being set by a third
party and it doesn't have a P3P conpact policy, that
cooki e gets bl ocked automatically. Netscape has
different default settings, and users can actually adjust

t hose settings.
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Anot her thing that both of these browsers do is
they have a way for users to go and get a summary of a
website's privacy policy. And this is done by having the
browser go and read that conputer-readable privacy policy
and then translate it back into English. And so, the
user gets a privacy policy in a standardi zed format from
both of these browsers.

Now, there is another tool called the AT&T
Privacy Bird, which we devel oped, which is basically an
add-on for IE5 and I E6. You can download it for free.

It takes a little bit of effort, because the user has to
actually go and get it, although it is free.

Basically, what it does is it puts an icon in
the corner of the browser windowwth a little bird that
goes and checks the P3P policy at websites, and it
changes colors and chirps to indicate whether or not the
website's policy matches the preconfigured settings that
t he user has put into their browser about privacy. It
al so has a way of getting that English translation of the
conput er - r eadabl e code.

One of the things that we have discovered in
the year or so that these tools have been available, is
that they don't all provide identical English |anguage
translations. And this is sonmething that a nunber of

websites have raised as a big concern that if sonebody
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conmes to nmy website and they are using Netscape, or they
are using |E6, or they're using Privacy Bird, they are
seeing slightly different versions of ny privacy policy.

And so, | don't have full control over how
users are viewing ny privacy policy. And so that's
sonething that's been a concern. And the WC3 has a
wor ki ng group now that's working on trying to cone up
wi th sonme guidelines so that we can get sone nore
consi stent representations of these policies in |anguages
that users will actually understand.

Just to show you an exanple, this is what
Privacy Bird | ooks like. You can see the bird icon in
the corner. If I click on that bird, I can get the
policy sunmary -- this is the English translation of the
privacy policy. This is a site that matches ny
preferences, it's a green, happy bird.

Sites that don't match -- | don't think anybody
coul d hear the sound effect, but it was an angry sound --
you have this red, angry bird. And again, we can | ook at
exactly what is the translation, and al so, we can see the
m smatch. At the top of the translation, we indicate why
exactly this policy didn't match my privacy preferences.

Okay, I'"'mgoing to take you very briefly
t hrough sone of the studies that we have done on Privacy

Bird and P3P, and there are references where, if you want
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to go and | ook up the conpl ete studies.

We did an e-mail survey of Privacy Bird users.
At this point, over 30,000 people have downl oaded it. W
sent out e-mails to those who had opted in to receiving
surveys, and asked them questions about Privacy Bird.
Overall, the feedback was quite positive.

The bi ggest conplaint that we got was there
were too many sites where they couldn't get an indication
fromthe bird as to whether or not it matched those
preferences, because those sites weren't P3P-enabl ed.

And obviously, the tool would be nuch nore useful if they
wer e.

An interesting thing that we saw is that these
users reported changes in their online behavior as a
result of using this tool. They found it useful, they
found it was sonething that they could actually rely on
to do sonething. These are, of course, self-reported
nunbers, and not a random sanple, but there is sone
indication that at |east sone people find this to be a
useful thing to do.

There al so seened to be sone indication that
people would really like to be able to use the tool to do
conpari son shopping, to keep one of the factors in mnd
besides price, to |ook at what are their privacy

policies?
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Anot her study which we're doing, and we have
sonme prelimnary results on, is we have actually -- we
gi ve some users who have never used Privacy Bird or IE6's
P3P tool s before, we give them sone training on howto
use them And then we give them sone assignnents, to go
to sonme actual websites, read the privacy policy, and
answer some questions. You know, "WII| this site share
your e-mail address for marketing," for exanple. W have
them use Privacy Bird, we have themuse | E6, and we have
them just read the policy and answer the questions. And
then we see how long does it take themto do it, how
accurate are they in finding the information, and what
did they think of the experience?

This has been very informative, and we found
that, overall, using the P3P user agents, people are able
to find the informati on nmuch nore accurately, and they
certainly have a nmuch better feeling about the process.
They like using the tools to find the information. They
hat e readi ng privacy policies.

We found that there are sone probl ens,
particularly with the I1E6 user agent, and this is, in
part, due to sonme of the inconsistencies in the user
agent. |E6 actually |eaves out sone of the conponents of
a P3P policy, which actually make it inpossible to answer

certain questions. And | think these are things that
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could easily be fixed in a future version.

We have al so found sonme problenms with Privacy
Bird, as well, in sone particular types of wording
probl ens, and we're going to be making sone
recomrendations to the P3P working group, as far as in
t heir guidelines, how to address these kinds of issues.

Anot her thing that came up in the course of the
study was what were users actually | ooking for when they
read privacy policies. And what we found is simlar to
what ot her studies have found. People want to know what
are they collecting about nme, howis it going to be used,
will it be shared, will | get unsolicited marketings as a
result, and how can | opt out?

And | put in purple two of these things. These
are the two things that | think are really key. Wen you
ask people, you know, "What is really nost inportant,"”
it's -- will it be shared, and will they send ne
mar keting. The "how can | opt out,” | put as |ess
i nportant because a |ot of users don't even realize that
that's a possibility, so they are not even asking that
guesti on.

And one of the things we discovered is that the
P3P user agents allow people to answer those questions.
But what people would really like to see is right at the

top of the screen, they just want the answers to those
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guestions. They don't want to have to | ook through and
find it hal fway down.

Anot her study that we have done -- and we have
a report which, hopefully, will be out on the tables
outside shortly, as soon as it arrives here -- is we have
done a study of P3P adoption at websites. W have tools
that can automatically go and survey websites to find out
if they have P3P, and to actually anal yze those polici es.

W | ooked at 5, 800 websites about a week ago,
and we found 538 that had P3P policies. The adoption
rates are higher. |If you look at the top sites, the top
100 sites, it's about 30 percent, and it goes down as you
go down to the | ess popul ar sites.

And as Brian will show you in his talk,
adoption of P3P is increasing, although slowy. W
| ooked at sone specific sectors -- governnment websites,
adoption is very low. W expect this wll change, once
the new regul ati ons take effect.

We al so found that adoption rates at children's
websites are fairly low, but there are some interesting
trends, which you can read about in the study, with
children's sites.

One of the nost surprising things that we saw
was the nunber of technical errors in these P3P-enabl ed

websites. About a third of themactually had some form
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of technical error. About seven percent we categorized
as very serious errors, where they were omtting an
essenti al conponent.

Now, it's actually very conmon for web
standards to have errors. |If you |ook at other types of
web standards and studies that have been done you wl|
see that they all have tons of errors. But we think that
there may be sone nore concern about P3P errors, due to
the nature of what P3P is actually telling you, that this
may be a bigger problem

There actually is software and services and
t ool s and books avail abl e that should hel p websites sol ve
this problem And nost of themare available for free,
but people are not using them

And just to give you a little bit of a taste of
some of the other things that we were able to find from
| ooki ng at these P3P-enabl ed websites, is we were able to
essentially do the kinds of web sweeps that have been
done in the past for these FTC workshops, but we were
able to do themvery fast. And in the order of a few
hours, we could check 500 websites, and find out how many
had opt in, how many had opt out, you know, did they
provi de access, whatever.

And so, you can see just a few of the kinds of

statistics that we were able to collect. And there is a
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ot nore detail in the report.

Just to -- what | want to | eave you with here,
so you know, P3P has been out officially for about a
year. And | think what we have seen is that P3P adoption
is steady, that we are seeing, you know, good adoption
rates, but we need nore. And we need the sites that are
adopting P3P to do a better job at getting it right.

You know, it raises sonme questions, all these
errors that we're seeing, is -- do we need sone sort of
process to actually go and audit these policies? You
know, we don't know anything about are they actually
accurate, what they're saying. Al we are |ooking for
here is technical errors, but the nunber of technical
errors i s somewhat concerning.

We al so see that there are sone P3P software
tools that are available for end users. They are readily
avai l abl e. They need sone inprovenents, but | think that
there is promse that we will get those inprovenents.

We are al so seeing that users of these very
early P3P user agents are already finding themuseful.
They will find them nore useful when there are nore sites
P3P-enabl ed, and there are sone inprovenents.

We are al so seeing that P3P has had an
unexpected result. Besides being part of a user agent,

P3P is also sonething that we can use to assess the state
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of website privacy policies through this sort of
aut omat ed web sweeps.

And finally, | think in the future, what is
going to be particularly useful is to get services that
make it even easier for web users to use P3P to answer
guestions they want at the time they need it.

So when | go to a search engine, instead of,
finding the site I want, going there, and then finding
out they have a bad privacy policy, what if | could tel
the quality of the privacy policy fromthat search
results page, and just go directly to the site with the
best policy. And so | hope we will see services |like
that in the future. Thank you

M5. LEVIN.  Thanks, Lorrie.

(Appl ause.)

M5. LEVIN. Brian, if you could fill us in on
the Ernst & Young reviews.

MR. TRETICK: Certainly. Starting back in
August of 2002, we collected data on the top 500 web --
nost active web domains for U S. surfers from Conscore
Net wor ks, through their nmedia netrics Netscore program
Wthout the aid of wonderful technol ogy, we pl odded
t hrough the 500 sites in August, Septenber, Cctober,
pl anning to check on and report on P3P adoption rates on

a nonthly basis. W decided that the needle wasn't
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nmovi ng fast enough, so we went to a quarterly basis --
October to January to April -- the April report is out on
the information table, and it's available, also, on
ey.conif privacy, for downl oad. Also, the past reports are
posted on the site.

What we were able to do with the Conscore dat a,
whi ch separated these top 500 domai ns according to
i ndustry, we were able to determ ne whether they were
P3P-enabl ed, or had the full P3P policy, not just by
count, but also by industry.

I n August, of the top 100 domains, 24 out of
the 100 or 24 percent were P3P-enabled. And that
increased into April to 30 percent.

O the top 500, we start at a | ower |evel,
about 16 percent back in August. W believe we're up to
around the 20 percent mark for April. [If you look at the
dashboard, which presented the percentages as
speedoneters for these 20 categories, the real outliers,

t he ones who are well bel ow those 20 percent for top 100
-- 30 percent for the top 100, 20 percent for the top 500
-- are governnent sites, and those are federal sites in
the top 500. Those are also state sites, state domains.

Wth the e-governnent Act, we would expect to

see, when the OVB publishes those criteria, the federal

sites, at least, catching up to where industry is and
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actual Iy surpassing them

We al so see a significant |ack of adoption in
education-rel ated domains, and al so the auction -- online
auction sites. W hope, in the future, to be nade
obsol ete by the software progranms that AT&T Research has
put together so we can go off and count things in a nore
aut omated fashion. Thank you very nuch.

M5. LEVIN. Thank you. Lorrie mentioned |E6
and the inportant role Mcrosoft has played in the
i npl enentation of P3P. Philip, can you conment on that,
and bring us up to date on what Mcrosoft is doing for
depl oynent ?

MR. REITINGER Sure. | would like to -- since
| didn't have a chance to talk on the last point raised -
- one quick point which leads into the I E6 question. |
think | heard raging agreenent that privacy tools need to
be as -- as all of us, |I think, who were involved in the
crypto-war, the great crypto-war, as Stephanie put it, a
nice turn of phrase, of "double-click, easy, fast, and
cheap." It's a phrase fromBill Pullis at EDS

And | think that is happening. Privacy needs
to be built into either the architectural products, as
Alan put it, or the architecture of the Internet, as
Danny put it. And at |east on the product side, | think

t hat i s happeni ng.
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| won't go into details, given tine, but
certainly on sone of the Mcrosoft products, |ike Wndows
Media Player 9, and O fice 11, security tabs and privacy
tabs are being included in the architecture of products
that all ow people to protect their privacy.

Anot her good exanple, noving to the topic at
issue, is P3P. As | think was raised, it's built into
Internet Explorer 6 in a manner that exam nes the conpact
policy for cookies. But it's also inportant to
recogni ze, as the discussion of Privacy Bird indicated,
that it's actually an extensible architecture. So you
can have browser hel per objects that are designed by
third parties that will al so enable privacy, and give
users additional choice.

M crosoft is also a big supporter of P3P, not
only in I E6, but we have deployed it across our websites.
We think it's an inportant tool for enabling consuners,
particularly to have transparency in notice and choice.

The last thing that Mcrosoft does to support
P3P is we encourage our Passport partners to inplenent
P3P on their websites. So, we think it's a great tool,
we're conmtted to it, and we're conmmtted to continuing
to support it in its continued devel opnment.

M5. LEVIN. G ven your experience with your

Passport conpanies, in particular, how easy is it for
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themto inplenment P3P? What's been your experience?

MR. REITINGER |I'mgoing to have to speak a
little bit not from personal know edge on this, because
that's not nmy nmain business line. | think when you talk
about incentives and disincentives to adoption of P3P, we
have al ready di scussed themto sone degree. | would sort
of group the disincentives into three categories: cost,
ri sk, and control.

Cost is nostly start-up costs, actually setting
up the website to do that. | think that is dropping, but
it mght be perceived to be higher than it actually is.

Ri sk, all sorts of things that we're going to
get to later, with regard to | egal concerns -- probably
fall into three rough categories. First, what if you
have two policies that disagree with one another? The
fact that the current P3P vocabul ary may be inadequate to
express all of the different elenents of a privacy
policy, and that there mght be liabilities associated
with that.

And second, the whol e question of
i npl enentation. How do you actually do that in practice,
and what if an inplenmenter doesn't convey your privacy
policy perfectly, are you liable for that?

And then the last is control. As was raised,

think, by Lorrie earlier, a user agent mght portray a
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privacy policy in a different way than the owner of the
website would want it to be. And so there is a sense of
| oss of control.

Count er bal anci ng those costs, | think, are two
big incentives. One, websites don't want to be broken
when you | ook at themw th Netscape or Internet Explorer,
or one of the other browsers. They want to worKk.

Second, P3P is really critical for building
user trust, by enabling users to nore easily understand
the privacy policies of the website. And so | think both
of those are inmportant things for fol ks that want to
adopt P3P.

M5. LEVIN. Perfect summary. Brooks, how about
addi ng your perspective on the usability and incentives
and obstacl es?

MR DOBBS: Yes. | would just like to foll ow
up on the obstacles, and give a little bit of personal
experience of something | have seen.

| have an associate | used to work with, and we
do lunch about once a nonth, and we tal k about what we
have been doing, and | nention P3P all the time -- it's
probably one of ny favorite |unch topics.

So, | thought | had driven this point honme to
this friend. And he builds systens for several websites,

and they connect data to each other through a cookie.
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Not hi ng nefarious, it's all clients of theirs, but they
need to track use across these different websites.

So, he calls nme the other day and says -- this
is a while ago -- and says, "About 24 percent of ny data
seens wong." Then a little bit later, he says, "About
36 percent of ny data seens wong." And it took the
second time for me to realize that, those are the
adoption rates of IE6. "Wat you have done is not |isten
to me at lunch for the past year-and-a-half, and you
haven't done any type of P3P inplenentation to nake your
cooki e work across these sites."

And t hen what happens is -- he's a

technol ogi st, very techno-geek -- and he says, "Were can
| get a P3P policy?" I'm like, "Well, your P3P policy,"
as Lorrie said, "is a representation of your site's

privacy policy.

Then you start to get this nmerging of the
technical folks, the legal folks, and the production
folks. And I don't know how many of you have worked in a
web production environnment, but those fol ks don't get
together in roons all the tine.

And that's one of the real problens wth P3P
adoption, is that you have really got to get these
departnents talking to each other to do sonething that

can, in many cases, be very, very sinple. But it's very
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hard to get that initial dialogue to begin and then,
after the initial dialogue has begun, for everyone to
feel confortable with its output.

The | egal folks, of course, are very risk
averse, and they have never seen this before, and they
have no experience with it, and it worries them sone
because we haven't seen anything conme down on P3P. P3P,
in the way that it's evaluated nost of the tinme, is just
tal ki ng about conpact policies, which deal in a very
smal | set of tokens -- about 53 tokens.

So, in many ways -- and |I'mover-sinplifying
here -- you've been asked to reduce your privacy policy
to 53 tokens. Well, I'msure we have all seen | awers
drafting privacy policies. | nean, they |abor over the
wording. So if you tell them "You're kind of limted to
53 words, and by the way, we have enunerated the
definitions of those words pretty clearly,” they get a
little bit leery of it. And | think that's been a real
probl em for adopti on.

But maybe switching to focus on what | think
the great parts about adoption are, is that,

i ncreasingly, the web, and what we see as a web page, is
nore an ingredients list than it is a single entity. |
was in a major news site the other day -- and one of the

great things we didn't nention about PETS is one of their
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goals may not just be to sinplify things for end users,
but for themto understand that sonmething very conplex is
happeni ng, and then they can nmake decisions as to
whet her, as Marty was sayi ng, whether they want to invest
a bunch of tine |earning about those things, or maybe
just trust in the technol ogy.

But as | was saying, web pages are becom ng
very conplicated, and we're seeing specialization. You
know, he who provi des weather the best is providing the
weat her map. He who provides ad serving the best m ght
be providing the ad serving. And so we have these pages
that are very, very conplex and dynam c, and may not even
be the sane entities collecting information every tine
you rel oad the exact sanme page.

So it's very difficult in a stagnate privacy
policy to address that. And it's very difficult for the
folks who are in a third party context to nmake statenents
about what it is they do.

And that's one of the great pieces about P3P,
is that it takes this sinple -- this web page -- expands
it out to the conplex, to all the different entities
collecting data, forces those entities to -- painfully,
perhaps -- nmake sone statenments in some nachi ne-readabl e
formats, and then brings it all back together again by

allowing the user to set sone baselines, or perhaps
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accept the baselines that are in the user agent, and
al | ow sonme neani ngful decisions to be rendered when it
woul d be potentially inpossible for an end user to go in
and examne all the different data collection and data
transfer that's happening as a result of visiting a
single entity. And | think that's a very positive
application of P3P.

M5. LEVIN. Before we launch into a discussion
about the legal inplications -- and Danny, | will cone
back to you, and Marty, for that -- Stephanie, | see you
have a point you wanted to nake.

M5. PERRIN. One of the things | skipped over
in my slides was a basic conparison of this whole issue
of information in the econony and in the infrastructure
as being very simlar to the environnmental problem

We knew after Rachel Carson that we m ght be
havi ng sone problens with pesticides. Nobody can track

the stuff through the system And we had organic

products on the market in the 1960s -- ne, being old,
remenber that -- nobody bought them
And we have a simlar phenonmenon, | think, with

privacy, in that if you wake up and di scover you're not
getting screened into jobs, you may start to wonder if
maybe those postings to anarchist.comare com ng back to

haunt you. But if you don't understand how t he system
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works, it takes you a long tinme to reach that concl usion,
right?

And it's the sanme thing with the environnent
and pesticides, and heavy netals, and all the rest of it.
| f you wake up at 55 with colon cancer, you start
wonderi ng about all the chicken and beef you have eaten
over the last 30, 40, 50 years. And it's too late then

So, how do you get consuners to understand to
make those choices? And | don't want to sit around for
t he next 50 years watching people gradually figure out
t hat maybe they shoul d be nmaking better information
choi ces. So how do you inpel themto do that? Let's
talk in the context of P3P.

And ny second point, | guess -- and | don't
mean to criticize, because | think P3P is a mgjor tour de
force, internms of its technol ogical application -- the
problem| see is that it is web focused. And I wonder
how many organi zati ons are | ooking deep into their
syst ens.

| don't care how the web actually collects
data. If I"'msmart, |'musing an anonym zer anyway, and
| don't see why we can't make anonynous browsing a basic
fundanmental with freedom of association and free speech
| don't see that there is a real driver to collect

personal data on web browsing.
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But who is going to audit, to see whether, in
fact, these web policies are being inplenented? Wo is
going to audit to make sure that the actual policy -- if
| go to ny bank's website, does their policy that gets
read by the P3P engine reflect what they are actually
doi ng? For instance, under the banking |aws in Canada,
with the Financial Crines Reporting Act, | amready to
bet it isn'"t. And that's -- how do we get fromthe
superficial analysis to that deep analysis that we really
need to inplenment privacy?

M5. LEVIN. Before we get to the audit

question, let's start off with, first, |ooking at the

legal liability issues. Marty, |aunch us there, and
t hen, Danny, | know you want to fill in.
MR. ABRAMS: (Ckay. Just a disclosure. | run a

project center that is focused on the whole question of
transparency, and how we do notices. |It's a highlights
notice project. This is what a H PAA notice |ooks |ike
when it's in the highlight version, versus the eight
pages you see when you go to the doctor

When you think about notices, you need to think
in ternms of a package, a layering of notices, and that
there are really three parts. One is the conplete, |ong
privacy notice of an organi zation, which is what you base

the P3P notice on. And so you take that notice, you | ook
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for the closest approximation within the tokens to create
your P3P policy, which is very detailed, but is still
based on a cl ose approxi mati on of what was in that |onger
noti ce.

And then, when you go to the user agent, the
user agent is taking those tokens that are based on an
approxi mation, and then taking another approxi mation
based on the retranslation into English so that it can be
in a standard form W have already heard that with the
three user agents that are commonly used today, that you
get a different translation in each of those.

So, you are getting further and further away
fromthis conplete privacy policy down to this user agent
translation. And as Lorrie would say, there is a real
possibility for other user agents to appear with a point
of view which would then translate in a fashion that
takes you even further away fromthat original privacy
policy.

And part of the legal issue here is the
liability related to the question of what is the
rel ati onship between these different policies, and do |
feel confortable with ny liability, based on the
transl ation of a user agent that | had no control over?

So that one of the things that we need to do is

really investigate the rel ationship between these
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different types of policies; and the real test there,
believe, is consistency. And in neeting with state
attorney generals, and with the Federal Trade Conm ssi on,
we have stressed the inportance of having a discussion
about how you neasure the consi stency between noti ces.

The ot her piece of that goes to where do
corporations who are inplenenting P3P, where do they feel
confortable with this final translation of the P3P notice
to the consuner?

And the reality is that while they believe P3P
-- and that's nostly the conpani es working in our
project, and |I'm not speaking for any of them
individually -- but they feel nore confortable in having
sonmething like a highlights notice that is a snapshot of
what they do with information, and would rather see a
system where the P3P notice highlights, first, what is
t he di sconnect between your preferences and what the
conpany does with information, but then drives you to the
hi ghli ghts notice that then drives you to the conplete
noti ce.

And so, there is a legal issue and then there
is a conmunications issue, and it really rests around the
fact that you have different notices that have to be
consi stent with each other, that have to be based on the

actual behavior of an organization, but that there are
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issues related to them and we need to, before we truly
have an inplenmentation of transparency systens that work,
we need to work out these liability issues.

M5. LEVIN. Maybe before Danny starts, Marty,
wal k us through, then, what's the sequence, in terns of
noti ces, that consumers would interact with, then, in
your scenari 0o?

MR. ABRAMS: Okay. Well, in an offline basis,
P3P doesn't really do nuch in the offline world -- but in
the online world where there is a P3P notice, where we
have broad adoption, where we have browsers that are
actual ly | ooking for the P3P notice. The consunmer would
first interact with the P3P notice and, if everything is
fine and dandy, they go off and do their work, if not,
they click. And then their user agent would translate
the notice into a series of statenents.

And then, if they are still interested, they
can click on the privacy policy, and if the organization
is an organi zation that has done a highlights notice,

t hen you have the highlights notice, which really gives a
snapshot of what the organi zation does with information.
If they don't have a highlights notice, they go to the

| ong, conplete notice that is really witten by |awers
tolimt liability, rather than to facilitate

conmuni cati on
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M5. LEVIN. Ckay. That was very hel pful.
Danny, can you comment on --

MR, VEITZNER. All that?

M5. LEVIN.  From your perspective?

(Laughter.)

M5. LEVIN. Al that, and nore.

MR VEITZNER So | want to actually tell one
very quick story fromthe devel opnent of P3P by way of
corment. Lorrie and Ari Schwartz, who | think I can
confirmare certainly parents superior of P3P, did -- you
know, we spent, in the process, a huge anount of tine --
years and years of people tinme, and Brooks sweated
through this, as well -- trying to work out these
guestions of what the vocabulary was going to be, what
were these terns going to be about, and | just want to
tell one very quick story.

There were sonme in the P3P working group who
wanted to be able to use the term"may" in the P3P
granmar. P3P is really just a sentence structure. It
says, "The site collects information"” for this purpose,
or that purpose, and gives it to other entities. And
Lorrie's slides lay out the grammar nore carefully than
t hat .

Sonme people wanted to say, "The site may

collect information," either that it does collect certain
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information, it does not collect information, or it may
collect information. And of course, those of you who
spend a lot of tine |ooking at human-readabl e privacy
policies know that the word "may" is all over the
pol i ci es.

And the technically-oriented people in the
group said, "Well, what does 'may' nean? How do you
conpute 'may' ?" And ultimately, what was deci ded was
that "may' isn't really a conputable term that either
you do collect information or you don't coll ect
information. And that there would be no way for
consuners to nmake intelligent choices about a policy that
said, "We mght do it," because you have to assune -- you
have to either be cautious or incautious.

And that's really just to say that, in sone
sense -- | appreciate Stephanie's conplinent of P3P as a
technical tour de force, and I think that that's true in
many ways. | actually think P3P is really nore a kind of
cul tural phenonenon for institutions than a technical
one.

Clearly, there are technical issues that are
hard that you have to work out. But all the issues that
Br ooks descri bed about actually having to bring together
-- I"'mlooking at Mel Peterson, fromProcter & Ganbl e,

who | know has gone through this nore than al nost anyone
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-- what P3P has actually done is force those three groups
that Brooks identified -- the technical people, the web
production people, and the | egal people -- to get
toget her and conme up with a consistent statenent about
what their site actually does.

Now, | think there is a lot of work to be done
-- to Stephanie's point -- there is a |ot of back-end
work to be done about what happens when that information
gets past the web barrier to a conpany's database, do
they still follow through, and there is interesting work
bei ng done in that area.

But this is really to say that what P3P has
precipitated in so many organi zations is the need to be
consi stent about what's being said.

Now, clearly, there is worry fromsone | awers
-- and as a |lawyer, | can say |lawers often get paid to
worry for other people -- |lawers do worry that it may
not be possible to express a site's privacy policy as
clearly in P3P |language as it is in human | anguage.

| can say -- and Lorrie can attest to this --
that we spent the better part of the |last three years
| ooki ng for instances of inconsistency, |ooking for a
privacy policy that could not be adequately expressed in
P3P. What we do know is that there are real ns, such as

the nobile web realm that raises issues such as |ocation
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information that have not adequately been descri bed,
perhaps, in the P3P vocabulary. But as far as we can
tell, no one has cone forward with a privacy policy from
their website and says, "I can't translate it." No one.
And we have asked over and over again.

We want to know, actually. The vocabulary we
view as an evolving process. But | think we should be
really clear that there are sone people who may worry
that they can't put in enough caveats to provide
protection, that they can't say, "W mght do sonething,"”
or, "W could sonething,” or, "It may" -- or sonething
bad "may" happen, but | think that those people that have
actually gone through this process of translating
policies have not yet stunbled upon the clear privacy
practice that they can't express.

So, that conmes to the legal point that | think
you want to raise about liability. W had a workshop at
the end of |ast year in Novenber out at AOL to | ook at
experience from-- really, froma technical perspective,
nmostly, in inplenenting P3P. Many of you were at that
wor kshop.

And we actually got together a panel of current
and former regulators at the federal and the state |evel
in the U S., Canadian regul ators, European regul ators,

and we asked themall the question, "Are P3P policies
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bi nding on the sites that put them up, as representations
t hat consuners may reasonably rely on?" |'mnot stating
the FTC standard wel |, but the universal answer from al
t hese regul ators was, "Of course they are.”

If a site intends to communi cate sonething to a
user, to a custoner, about what their privacy practice
is, that is every bit as binding on the site as when they
state the policy in human terns.

The probl em that has been pointed out over and
over and over again is what happens if those
representations are inconsistent, if the human readabl e
policy says one thing, and the P3P policy says anot her
thing? Lorrie has also pointed out there may be probl ens
that the user agent may render the policy inconsistently.

| think these are all issues we have to sort
out, but | think that they're not necessarily as badly
sorted out as we mght think, or as sone people worry
about. | think what is really pretty clear is that the
vast majority of privacy practices can be expressed in
P3P. And when they are expressed, they are equivalent to
expressing themin a human-readabl e policy.

And we should start there as a baseline. \here
we find problens and gaps with that, we should deal with
them But | think we should nove off of the kind of

generalized worry about this, because frankly, it's been
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tested in specifics and not found to be as nuch of a
worry as sone mght think. Were we have specific
probl ens, we should | ook at them carefully.

M5. LEVIN.  Now, Lorrie mentioned a worKking
group. What's the time frane for dealing with the issue
of inconsistencies of vocabul ary?

(Laughter.)

M5. LEVIN. Everyone is chuckling. Ckay,
Lorrie?

M5. CRANOR  Well, you know, these consortium
wor ki ng groups are kind of |like herding cats. So, we
shall see. But our goal is to, within -- | think we said
16 nonths, and we started the process this spring -- have
a conplete set of guidelines out.

M5. LEVIN. Marty?

MR. ABRAMS: Again, | think there is genera
agreenent that transparency is incredibly inportant, that
we have to nmake transparency work, and that there are
multiple elements in making transparency work. And |
think that there is general agreenent that sonme of these
things are well underway, and will| be used.

For exanple, we're beyond saying P3P is a good
thing or a bad thing. It is sonething that is being
i npl enented, and will be inplenented nore broadly. |

think what's inportant for the record is to nmake it clear
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that there are sone issues that do need to be vetted
around this whole question of consistency -- conpl eteness
-- what happens when there is an agent that the
organi zati on doesn't control that renders it different in
a fashion that sonmeone thinks is significant. And who is
t he person who determ nes what is significant?

So, | think there is a general agreenent that
t hese things need to be worked out, they need to be
vetted. It just needs to be on the record that the
rel ati onshi p between transparency agents needs to be
tal ked through and vetted and worked through before we
get too far down the road.

MS. LEVIN. Ckay. Does anyone el se wants to
comment on the legal liability issue?

(No response.)

M5. LEVIN. Well, it strikes ne that we have
cone to a very good point, which is we have now gone from
describing a host of types of technologies to P3P
depl oynent, and we even have a tinetable here -- 16
nonths -- to resolve all the critical issues.

| don't know how many of you know, but the
first denonstration that I amaware of, public
denonstration of P3P, was here at the FTC back in 1996

M5. CRANOR 1997 was the denonstration, it was
first tal ked about in 1996.
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M5. LEVIN. So the FTC has really been,
think, very interested in nonitoring the progress of P3P,
and we appreciate getting the update today. W have a
few m nutes for questions. |If any of you have a question
head to the mc right in the mddle of the room

If you will line up, we will try and -- we have
about 10 m nutes, actually, a little bit |onger than we
had originally thought, because everyone on this panel
was so articul ate and concise, we got through quite a
| ot.

Okay, Mark, | think you may have to turn a
button on.

PARTI Cl PANT: There you are.

MR. LE MAITRE: Passed the test, | think

M5. LEVIN. Ckay, very good.

MR. LE MAITRE: | just wanted to conment on
sonmet hing that Alan said. He gave three drivers.
woul d i ke to add another three to the adoption of
privacy.

M5. LEVIN. Ckay. And if you don't mnd giving
us your nane, just for the record, so that --

MR LE MAITRE: [|I'msorry, Mark Le Maitre.
Educati on, education, and education. And let nme give an
illustration.

| arrived home about a nonth ago to find ny
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wi fe had purchased a shredder. This was out of character
for her, so | asked her why. She said that she had seen
an advertisenent on television -- and naybe sone of you
have seen it -- where a man drives into his driveway to
find his next door neighbor rifling through his trash,
taking away his credit card receipts. And ny wife was
i npacted upon this to go out and buy a shredder to
protect our identity fromtheft.

What | am seeing at this noment in tinme is an
enphasis on the technologies. | am unashanedly, a
technol ogi st, but | also feel for what Marty was sayi ng
about getting the education required to actually practice
safe information.

If I had a dollar for every tine | had to go
around and configure sonebody's PC in ny nei ghborhood --
and Marty, if you're up for it, I'll happily help you
nysel f; very presunptuous, | realize -- but the tools
have to be easier to use. But | think before people wll
start to try and use them and really start to give
f eedback, they need to be educated as to what to expect.

M5. LEVIN. | am happy to say that a | ot of
today's discussion, particularly in the afternoon, but
even beginning with the second panel, wll focus on
education. And | amglad we need to enphasize it three

times, and again three tinmes. W agree, and we will be
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| ooki ng nore and nore at that issue throughout the day.

MR. ABRAMS: Toby, could | say sonething about
consumer education? Susan Grant is here, and Susan
remenbers the good ol d days when organi zati ons,
| eadershi p organi zati ons, spent a great deal of noney on
consuner education, that there was a | ot of noney for
consuner education at agencies |like the Federal Trade
Conmi ssi on, the Federal Reserve banks.

And we actually, in the 1980s, spent, |
believe, a lot nore on consuner education for both
children and adults than we spend today. And | think
that the need for being responsive when we reach that
teachabl e nonent is greater than it ever has been. Yet,
our national expenditures in this area has actually gone
down.

MR. LE MAITRE: Let ne just say one fina
thing, that | think that the real problemof a |ack of
education wll be the adoption of such things as the
National Do Not Call Register, which | know, Toby, you
and | tal ked about, which is -- if that's the dom nant
formof preventing this, it's sinply to say, "Shut it al
off," I think that business and consumers will both | ose.

| think that -- certainly since | cane here
five years ago to the U S. without an identity of any

sort, no social security nunber, no credit history, |
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wasn't on anybody's mailing list, so | have seen a death
by 1,000 cuts. And | think that it needs to be repaired
over time. That is, education is a progressive thing.

| fear that if we sinply junp to the other
extreme, and sinply shut off through a National Do Not
Call or Do Not Spamregistry, that everybody | oses out.

M5. LEVIN. Alan, do you want to conment, and
then we will take the next question?

MR. DAVIDSON: Well, education is clearly
extrenely inportant, and going to becone even nore
i nportant when you | ook at this next generation -- of
tools, looking at trusted conputing architectures,
digital rights managenent. |It's going to becone a very
conplicated space for consuners to try to understand. |
think it's going to be very inportant.

And | didn't nean also for ny holy trinity to
detract fromthe inportance and el egance of good tools.
That is absolutely true. | have been struck as we have
had this conversati on about sone of the collateral
benefits that cone fromthe tools.

There are these direct benefits, but this
cul tural inpact that Danny and Brooks tal ked about, and
al so the synbolic inportance of things |like P3P, had a
crystallizing effect on people's thinking about building

privacy into the architecture and into the products. And
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that, | think, are major benefits.

M5. LEVIN. Ckay. Next question?

M5. CASMEY: Kristen Casney, McGaw HIl. M
question is about consuners. How many consuners are
currently using P3P? |Is that sonething that has been
researched? Because | think that as consuners begin
using this, it's going to push conpanies to inplenent P3P
into their websites.

M5. LEVIN. Ckay. Lorrie, do you have sone
data on that?

M5. CRANOR It's hard to know. W know t hat
there are an awmful |ot of consuners that have web
browsers that have P3P built in. But we don't know how
many of them actually look at it.

And in anecdotal evidence, from going and
giving tal ks about it, and saying, "How many of you knew
you could get a privacy report in 1996," is that very few
of them are using those features.

As far as Privacy Bird, where consuners
actually have to go and download it, last time I checked
| think there about 35,000 people had found their way to
the site and downl oaded it. So, the nunbers of consuners
are fairly small at this point, but there hasn't been a
whol e I ot of outreach to consuners, letting them know

that these things are there.

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

92

M5. LEVIN. If there is any funding out there
for Lorrie to take her show on the road to tal k about
Privacy Bird, I amsure she would be willing to accept
the funding. Thank you for your question. Yes, Brian?

MR. TRETICK: Yes. Still going back to
Internet Explorer 6.0, primarily, if you | ook at the
mar ket share of that product, it's got a P3P cookie
manager built in, enabled, and it works w thout you even
havi ng to know about it, and nakes sone aut onat ed
decisions at the default |evel.

So, | would say, 40 percent of the browser
market in the U S., 40 mllion people may be using P3P
today and not know it.

MR. VEITZNER Right. And clearly, nost people
never will or should have to know they are using P3P. |
think Lorrie's point is nore to the point. How many
peopl e actually use the privacy report function?

| think those are really product marketing
i ssues that product devel opers are going to have to work
out -- what are the features that actually work for
peopl e, and how do you build on that?

But we made a decision very early on, after
trying to rai se consuner awareness about the term P3P, we
said, "This is not the marketing strategy,” and a nunber

of menbers pointed this out to us. They had nore of a
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clue than we did, that this is a piece of infrastructure
that's i ke asking how many people use SSL. The answer
is alot, but if you ask them they can't tell you.

M5. LEVIN. Can't tell you, yes.

M5. CRANOR: W actually found in our Privacy
Bird user study that about a third of our users had never
heard of P3P, yet they were using Privacy Bird. And I
view that as actually a good thing.

M5. LEVIN. Ckay, good. Yes, Fran?

M5. MAIER. Hi, this is Fran Mier, executive
director of TRUSTe, and just a couple of comments. W're
very excited about P3P. | have been working also with a
short notice group. But what we have, on one hand, is
P3P, which is sonething that isn't quite human readabl e,
we have short notice, which isn't quite conputer
readable. W have to get these things to be nore
consistent. It is really hard for us.

At TRUSTe, we certify over 1,000 sites. W
ask, it's part of our requirenments, that there is
consi stency between any sort of highlights or short
notice, P3P and the privacy statenent. And it isn't that
easy.

And we do have experience with bringing the
t echnol ogy, the production people, the | egal people, the

mar keti ng people all together in a room Because again,
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at TRUSTe that has to happen. And it is still hard.

So, | would just like to urge you all to --
let's all nove together quickly to nmake these things al
wor k t oget her

M5. LEVIN. Ckay, thank you. Joe?

MR TURON Hi. Joe Turow, University of
Pennsyl vania. | just had a question about consuner
feedback to things like P3P. |Is there any facility for a
consunmer to be able to say, "Well, | like this part of
t he privacy policy, but the business about third-party
pi eces on a particular part of the web page is sonething
| don't like, and so |I'mnot going to conme back here
until you fix that."

Is there any attenpt to really get feedback
about what's going to work for nost people, or is it just
a binary yes/no when you're dealing with a site?

M5. CRANOR Right now, it's a binary yes/no.
There has been a | ot of discussion about having a
f eedback nmechani sm or negotiation, but that's not in P3P
at this point.

MR. DOBBS: And again, you should also realize
that a site is not one entity. There can be margi nal
acceptance. You can accept asset A and not asset B. So
the whole site is not viewed holistically. | mean, al

the assets that gather information on the site can be
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eval uated individually, and preferences applied to the
behavi or of each.

MR. VEEI TZNER:  Just to underscore the point,

t here has been |ots of discussion in the P3P context, and
in the context of other technol ogies, about how to do
some sort of negotiation, sone sort of feedback
mechani sm

| think Brooks pointed to what there is in P3P
now, which is a tacit negotiation at sites. For exanple,
Brooks's friend will find that certain cookies are
bl ocked because they don't match the user's privacy
preferences. | don't know where the gentleman is who
asked -- oh, there you are.

So, that's not the sort of explicit bargaining
type of negotiation that we would think about, but it
actually has its effects. And | think in the early
i npl ementation of P3P, certainly what we saw, frankly,
was |ots of sites adjusting their privacy policies so
that they would neet the IE6 default level. That was a
certain kind of negotiation.

Your question was who was negotiating with
whom but there was a feedback nechanismthere. | think
in some of the Liberty Alliance technol ogies, there is an
effort to take that negotiation one step further with a

nore explicit feedback nechani sm
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But it's a very hard technical problem because
of the problem of nodeling and actual negotiation that
happens between individuals, or an individual and a
business. It is a hard type of interaction to nodel,
technically.

M5. LEVIN. Ckay, thank you. | think we have
time, if your question is really brief. | amgoing to
cut off a couple of mnutes into the break for the
guestions, because | think they are inportant. |If you
want to take one nore?

MR. CGRATCHNER Hi. M nane is Rob G atchner
fromlintel Corporation. | just wanted to touch on
sonmet hing real quickly that you tal ked about with
wi rel ess and P3P.

Does P3P work with wirel ess technol ogy now, and
if not, what is the inplenentation of using P3P with
wirel ess technology that's out there now, and the new
technol ogi es that are comng up in the future?

M5. CRANOR: P3P can work with wrel ess

technology. | do not know of a conmercially avail abl e
user agent for a wireless device. | know of sone
prototypes that have been built in the |aboratory. It

certainly can work in that context.
There are sone extra things that people

suggested they mght want to do in a wreless
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environment, and P3P can be extended to do that, but that
hasn't been standardi zed at this point.

M5. LEVIN. Thank you. W are going to give
St ephani e, who kicked off the panel, the | ast opportunity
to tal k.

M5. PERRIN. | actually have a question, and
you may not want to, when you hear ny question. | want
to ask, has anybody done a cost benefit anal ysis of P3P,
and how much this has all cost, in terns of devel opnent
and i npl ement ati on?

And the reason | ask that -- and |I have to
declare | spent 10 years of ny life working on the
framework for, and the drafting of the Canadi an baseline
privacy legislation -- and | wll let you in on a secret.
The reason we legislated is it's cheaper.

And | think if you conpare the huge anount of
effort -- because basically, these processes are the
reverse of each other -- P3P has been one of the |ead
instigators in getting conpanies to devel op policies.
They did it so that they could have their website policy.

That means they suddenly di scover they have to
have policies throughout their organization. Their
| awyers have to wake up and figure, in fact, are they
doing what they're saying in their policies? So, you
have that sort of -- it's a pyramdal flow of activity
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and expense.

And in Canada, we very quietly wrked on a
standard, |egislated the standard, then, in fact, you
need the sane web interface. But it's all exactly
backwards. Which is cheaper, | have to ask you, because
you still have tinme to draft legislation. | wll come up

here and do it really cheap for you.

M5. LEVIN. | amgoing to end this sinply by
saying that is a mllion -- or, | don't know how many
mllion -- dollar question. You have said it at the

right place, the Federal Trade Comm ssion. And if any of
you would like to file comments with your cost benefit
anal ysi s included, of P3P or any technol ogy, please file
them by June 20th. G eat question

W will have a 10-m nute break. At quarter of,
be back in your chairs, ready to go for the next program

(Appl ause.)

(A brief recess was taken.)

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025





