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UNCLASSIFIED 

The National Defense Authorization Act for F i sd  Year 1999 [Public Law (P.L.) 105-2611 
requires that the Secretary of Energy.natify the Committee on Armed Services of the Senate, the 
Committee an h e d  Services of the House af Rqresmtatives, and the Assistant to the President 
for National Security Affairs of inadvertent releases of Restricted Data (RD) and Formerly 
Restricted Data (W) associated with records declassified under section 3.4 of the Executive 
Order 12958. 

As a result of the Department of Energy (DOE) examhation of approximately 1.34 million 
additional pages of publicly available records accessionecl by the National Archives and Records 
Admhishtion (NARPL), the Department discovered an additional 45 daczaments containing 
76 pages of RD and FRD which were inadvertently ref wed:  

The identified documents are in collection$ belonging to the Dqartment of the Army and the 
Department of the Treasury. Thirty-eight Amy documents were inadvertently declassified and 
made available to the public during the ye- fiom 1996 to 1997 by the Department af the Army 
and N U .  The remaining seven documents belonging tu Treasury were copies of Department of 
State documents that were provided as informatian copies to the Department af the Treasury and 
were found by DOE reviewers in the Treasury collections. 

Additional Pages 
Examined Since 
Last Report 

1,338,660 

No classified documents of the DOE ox its predecessor organizations were inadvertently released. 

The dements inadvertently released contained the foIIowing types af R.D and F R D  information: 

Number of Documents 
with RDIFRD 

45 

All 45 documenis were improperly marked for classification level (e.g,, Secret), classi fiation 
category (e-g., RD), andor automatic classifi~ation level downgmbg. The improper markings 
oo~urred when the documents were originated or at a later time during the lifetime of the 
documents. The improper marking of tlze documents for classificati6n level, classification 
category, and/or downgrading may haw contributed to the inadvertent release of documents. 

Number of Pages 
in the Documents 

768 

m 
- mass or dimensims of high qxplosive 
materials fox nuclear weapons 
- other weapon design information 

The: Deparhnent of the Army, and NARA have been afforded m opportmity to review their 
specific documents containing the RD and FRD information. The 45 documents have been 
withdram from pubfie access and protected in accordame with DOE requirements. The 

FRD 

- stockpile quantities 
- storage 1at;ations 
- weapon yield 

UNCLASSIFIED 

Number of 
Pages RD 

11 

Number of Pages 
FRD 

65 



UNCLAS SIPIED 
Deparbnent of the Treasury baa been notified but does not currently have Q-cleared personnel to 
review their do curnents . 

The inadvertently released nuclear weapons design information j detailed in this report 
concerns the early generations of nuclear weapons that th i s  country developed in the I 950s and 
1970s. Potential adversaries, emerging proliferant nations and terrorist goups aggressively 
target U. S . nuclear weapon information. h fomt ion  regarding older nuclear weapons is of 
significant value since it is often technically less sophisticated. Thest designs would be most 
readily used by a wwdd-be nuclear proliferant to obtain its first nuclear weapon. 

The inadvertently released nuclear weapons utilization information (FRD) der:tailed in this repart 
could assist potential adversaries in assessing rhe strength of the U.S. nuclear arsenal. 
Additionally, inadvertently released information on deployments of nuclear weapons outside the 
United States may vialate international a g m m t s  and harm diplomatic ties with foreign host 
nations. 

In accordance with P .L. 105-26 1, the DOE to date trained 2,282 individuals from other 
agencies to recognize RD and FRD information. This includes 3 1 1 f i ~ m  the Department of 
St@, 65 from the Department of Defense, 172 from the Depment  of the Air F~rce,  365 from 
the Department of the Army, 87 from the Department of the Navy, 179 fiom NARA and 1 103 
&om sixteen various other federal agencies. Additionally, 254 reviewers have attended 
refresher courses. 

The training of other agency reviewers continues to reduce the rate at whkh Restricted Data and 
Formerly Resltricted Data are improperly declassified. During .this quarter, DOE performed 
quality wntrol ovmbeck exminatiom an 5 8 newly dedassided collections (560,550 pages). 
Of the 58 collections, there were no improperly declassified documents. 

DOE and NARA are working to better integrate their efforts to more quickly identify and 
safeguard documents potentially containing FLD and FRD. All records that may contain RD and 
FEU3 are removed fim public access. Details of the specific inadvertent releases are contained 
in the attached classified appendix. 

Attachment 

UNCLASSIFIED 



APPENDIX: SUMMARY OF PINDINGS (U) (Table SECRET) 

RG/EO' 
(Depf)2 

RG 56 
Deleted 

m=wl 

RG 319 
Deleted 
C ~ Y  1 

RG 335 
Deleted 
(Army) 

Year 
Declassified 
@epartraent)3 

Deleted 
W m )  

Deleted . 
'PARA) 

Deleted 
WARN 

Number of 
Documents 
containing 
RD/FRD4 

7 

----- 
36 

2 

Origination 
h t e s  of the 
~ o c u m e n t ~ ~  

1964-67 

1958-55 

1952-54 

Number of 
Documents wl 
Inappropriate 
~ a r k i n ~ i z ~  

No. of 
Pages 
of RD 

No. of 
Pagw of 
FRD 

7 of 7 

RD/F'RD Information Inadvertently 
Made Publicly Available 

l6 

32 

l7 

36 of 36 

2 of2 

FRB: 
- Storage locations 

-- 
RD: 
- High enpiosives -- mass, desigq or operation 
- Other nuclear weapon design, function, material uses or 
configuration 

FRD: - Stockpile quantities 
- Storage locations 
- NucIear weapon yield 
FRD: 
- storage locations 
- Nuclear weapon yield 

I I 

0 



APPENDIX: SUMMARY OF FINDINGS (U) (Table SECRET) 

1 (LJ) RGBO = Recdrd Groupkecutive Order Plan Number of the file series found to contain RD andlor FRD 

Totals 

2 CU) Degt = Executive Branch Department or Agency that submitted the file series to the National Archives and Records Adnumtrah~n (NARA); 
Treasury: Department of the Treasury; Army: Department of the Army 

3 (U) Year Declassified (Department) = Year the fie series was tsclasslfied, aid the department,agency that conducted the declassfication 

Number of 
pages in 
documents 

768 

4 Number of Documents containing RDflRD = Number of documents found to contain RD andlor FRD per current classification guidance in 
accordance with tbe Atomic Energy Act of 1954, as amended 

5 0 Origination Dates of tbe Documents = Period of time over which the documents were o~inated. 

Number of 
Documents 
eontain$~ 
RD/FUD 

45 

6 0 Number of Bocurnmts w/ Inapproprizlte M-gs = Number of documents conlaking RDlFRD found to have inappropriate cbsification, 
d~lassifiktion, and/or downgrading markings, This includes inadequately marked documents that had muting/ixmsmiWendarsernen~ cover 
sheets with inappsopriate markings. 

Origination 
Dates of the 
~aeuments~ 

1950-67 

Number of 
Documents w/ 
Inappropriate 
~ a r l r i n g s ~  

45 

No. of 
Pages 
of RD 

1 I 

No. of 
Pages of 
FRD 

65 


