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UNCLASSIFIED

TheNational Defense Authorization Act for Fiscal Year 1999[Public Law (P.L.) 105-261)
requiresthat the Secretary of Energy notify the Committee on Armed Servicesdf the Senate, the
Committee an Armed Services of the House of Representatives, and the Assistant to the President
for National Security Affairsof inadvertent releases Of Regricted Data (RD) and Formerly
Restricted Data (FRD) associated withrecords declassifiedunder section 3.4 of the Exeeutive
Order 12958.

Asaresult of the Department of Energy (DOE) examination of approximately 1.34million
additional pagesof publicly availablerecor dsaceessioned by the National Archivesand Records
Administration (NARA), the Department discover ed an additional 45 documents containing

76 pagesof RD and FRD which wereinadvertently relwed:

Additional Pages | Number 6f Documents | Number of Pages | Number of | Number of Pages

Examined Since | with RD/FRD in the Documerits | PagesRD | FRD
Last Report
1,338,660 45 768 11 65

Theidentified documentsarein collection$beonging to the Department of the Army and the
Departmert of the Treasury. Thirty-eight Amy documentswer einadvertently declassified and
made availableto the public during the years from 1996t 0 1997 by the Department of the Army
and NARA. Theremaining seven documentsbelongingte Treasury were copiesof Department of
State documentsthat were provided as information copiest o the Department of the Treasury and
were found by DOE reviewer sin the Treasury collections.

No classified documents oOf the DOE or its predecessor organizations wer e inadvertently released.

The documerits inadvertently released contained the following types of RD and FRD information:

RD FRD

- mass or dimensions Of high explesive - dockpile quantities
materialsfox nuclear weapons - storage locations

- other weapon design information - weaponyield

All 45 documents were improperly marked for classfication level (e.g., Seeret), classification
category (e.g., RD), and/or automatic classification levd downgrading. Theimproper markings
occurred when the documentswer e originated or at a later time during the lifetime of the
documents. Theimproper marking of the documents for classification leve, classification
category, and/or downgrading may haw contributed to theinadvertent releaseof documents.

The Department of the Army, and NARA have been afforded an opportunity to review their

specific documentscontaining theRD and FRD information. The45 documents have been
withdrawn from public access and protected in accordance with DOE requirements. The
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Department of the Treasury baa been notified but does not currently have Q-cleared personnd to
review their documents.

The inadvertentlyr eleased nuclear weaponsdesign information (RD) detailed in thisreport
concernsthe early generations of nudear weaponst hat this country developed in the 1950s and
1970s. Potential adversaties, energing proliferant nationsand terrorist groups aggressvely
target U.S. nuclear weapon iniformation. Informiation regarding older nudear weaponsis of
significant value sinceit is often technically |ess sophigticated. These designs would be most
readily used by a would-be nuclear proliferantt o obtain its first nuclear wegpon.

The inadvertently rdeased nuclear weaponsultilization information (FRD) detailed in this report
could assist potential adversaries in assessing the strength of the U.S. nuclear arsenal.
Additionally, inadvertently released information on deploymentsof nuclear weapons cutside the
United Statesmay violate international agreements and harm diplomatic tieswith foreign host
nations.

In accordancewith P,L. 105-261, theDOE to date has trained 2,282 individualsfrom other
agenciest o recognize RD and FRD information. Thisincludes 311 from the Department of
State, 65 from the Department of Defense, 172 from the Department of the Air Force, 365 from
the Departiment of the Army, 87 from the Department of the Navy, 179 from NARA and 1103
from Sxteen various other federal agencies. Additionally,254 reviewers have attended
refresher courses.

The trainingof ather agency reviewer scontinuesto reduce the rate at which Restricted Data and
Formerly Restricted Dataare improperly declassified. Duringthis quarter, DOE performed
quality control overcheck examinations on 58 newly declassified collections(560,550 pages).
Of the 58 collections, there wereno improperly declassified documents.

DOE and NARA are working to better integrate their effortsto morequickly identifyand
safeguar d documentspotentially containingRD and FRD. All records that may contain RD and
FRD areremoved from publicaccess. Details of the specific inadvertent rdeasesare contained
in the attached classified appendix.

Attachment
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SECRET
APPENDI X: SUMMARY OF FINDINGS(U) (TableSECRET)

RG/EQ' Year Number of |Origination [Number of No.of |No. of |RD/FRD Information Inadvertently
(Dept)? Declassfied |Documents |Datesof the |Documentsw/ | Pages |Pages of [MadePublicly Available
(Department)’ contgining |Documents® |Inappropriate|of RD |FRD
RD/FRD* Markings®
16 |FRD:
ge?efgd (?\zi?{id) ! A ves o 4 - Storage locations
(Treasury)
. . ] 32 |RD:
g(el} ;le(é &iﬁ : %6 EEEE) 36 0f 36 3 - High explosives -- mass, design, or operation
(Army) - Other nuclear weapon design, function, materialuses or
Y configuration
FRD:
- Stockpile quantities
- Soragelocations
- Nuclear weapon yield
17 |FRD:
RG335 Deleted 2 1952-54 20f2 0 - .
Ddeted (NARA) - Storage Iocat|ons_
CAr) - Nuclear wegpon yield
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APPENDIX: SUMMARY OF FINDINGS (U) (Table SECRET)

Number of Number of |Origination |Number of No. of |Nb. of
pagesin Documents |Datesof the | Documentsw/ | Pages |Pagesof
documents containing |Documents® |Enappropriate |of RD |FRD
RD/FRD* Markings*
Totas 768 45 1950-67 45 1 65

1 (U) RG/BO = Record Group/Bxecutive Order Plan Number of the file series found to containRD and/or FRD

2 (U) Dept = ExecutiveBranch Department or Agency that submittedt he file seriesto the National Archivesand Records Administration (NARA)Y;
Treasury: Department of t he Treasury; Army: Department of the Army

3 (1) Year Declassified {(Department) = Y ear the file series was declassified, and the department/agency that conducted the declassification

4(U) Number 0f Documents econtaining RD/FRD = Number of documents found to contain RD and/er FRD per current classification guidance in
aceordance With the Atomic Energy Act of 1954, as amended.

5 (U) Origination Dates of the Documents = Period Of time over which the documents wer e originated.
6 (U) Number of Doecumernits w/ Inappropriate Markings = Number Of documentscontaining RD/FRD foundto have inappropriateclassification,

declassification, andfor downgradingmarkings, This includesinadequately marked decuments that had routing/transmittal/endorsement cover
sheetswith inappropriate markings.




