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Botnets and Hackers and Spam (Oh, My!)

Hackers and spammers may be using your computer right now. They invade secretly and hide
software to get access to the information on your computer, including your email program. Once
on your computer, they can spy on your Internet surfing, steal your personal information, and use
your computer to send spam — potentially offensive or illegal — to other computers without your
knowledge.

Computers that are taken over this way often become part of a robot network, known as a “botnet”
for short. A botnet, also known as a “zombie army,” usually is made up of tens or hundreds of
thousands of home computers sending emails by the millions. Computer security experts estimate that
most spam is sent by home computers that are controlled remotely, and that millions of these home
computers are part of botnets.

Spammers can install hidden software on your computer in several ways. First, they scan the
Internet to find computers that are unprotected, and then install software through those “open doors.”
Spammers may send you an email with attachments, links or images which, if you click on or open
them, install hidden software. Sometimes just visiting a website or downloading files may cause a
“drive-by download,” which installs malicious software that could turn your computer into a “bot.”
The consequences can be more than just annoying: your Internet Service Provider (ISP) may shut
down your account.

It can be difficult to tell if a spammer has installed hidden software on your computer, but there
are some warning signs. You may receive emails accusing you of sending spam; you may find email
messages in your "outbox" that you didn't send; or your computer suddenly may operate more slowly
or sluggishly.

Botnets are not inevitable. You can help reduce the chances of becoming part of a bot — including
limiting access into your computer. Leaving your Internet connection on and unprotected is just like
leaving your front door wide open. The FTC encourages you to secure your computer by:

¢ Using anti-virus and anti-spyware software and keeping it up to date. You can download
this software from ISPs or software companies or buy it in retail stores. Look for anti-virus
and anti-spyware software that removes or quarantines viruses and that updates automatically
on a daily basis.

® Setting your operating system software to download and install security patches auto-
matically. Operating system companies issue security patches for flaws that they find in their
systems.

¢ Being cautious about opening any attachments or downloading files from emails you
receive. Don't open an email attachment — even if it looks like it's from a friend or coworker
— unless you are expecting it or know what it contains. If you send an email with an attached
file, include a text message explaining what it is.



e Using a firewall to protect your computer from hacking attacks while it is connected to
the Internet. A firewall is software or hardware designed to block hackers from accessing
your computer. A firewall is different from anti-virus protection: while anti-virus software
scans incoming communications and files for troublesome viruses, a properly-configured
firewall helps make you invisible on the Internet and blocks all incoming communications
from unauthorized sources. It's especially important to run a firewall if you have a broadband
connection because the connection is always open. Most common operating system software
(including Windows XP and Vista) comes with a built-in firewall, but you may have to
enable it.

¢ Disconnecting from the Internet when you're away from your computer. While anti-virus
and anti-spyware software, along with a firewall, are critical protections when you're con-
nected to the Web, they're not foolproof. Hackers just can't get into your computer when it's
disconnected from the Internet.

¢ Downloading free software only from sites you know and trust. It can be appealing to
download free software like games, file-sharing programs, customized toolbars, and the like.
But remember that many free software applications contain other software, including spyware.

® Checking your "sent items" file or "outgoing'" mailbox for messages you did not intend to
send. If you do find unknown messages in your out box, it’s a sign that your computer may be
infected with spyware, and may be part of a botnet. This isn’t foolproof: many spammers have
learned to hide their unauthorized access.

e Taking action immediately if your computer is infected. If your computer has been hacked
or infected by a virus, disconnect from the Internet right away. Then scan your entire com-
puter with fully updated anti-virus and anti-spyware software. Report unauthorized accesses to
your ISP and to the FBI at www.ic3.gov. If you suspect that any of your passwords have been
compromised, call that company immediately to change your password.

¢ Learning more about securing your computer at www.OnGuardOnline.gov. This site
offers practical tips from the federal government and technology industry to help you be on
guard against Internet fraud, secure your computer, and protect your personal information.

The FTC works for the consumer to prevent fraudulent, deceptive, and unfair business practices
in the marketplace and to provide information to help consumers spot, stop, and avoid them. To file a
complaint or to get free information on consumer issues, visit ftc.gov or call toll-free,
1-877-FTC-HELP (1-877-382-4357); TTY: 1-866-653-4261. The FTC enters Internet, telemarketing,
identity theft, and other fraud-related complaints into Consumer Sentinel, a secure, online database
available to hundreds of civil and criminal law enforcement agencies in the U.S. and abroad.
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